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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fof]
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

0.1

Background

The need for standardized communication with field devices is growing around the world. Several
countries have already adopted application profile data exchange (AP-DATEX)-based field device
communication standards.

There is a growing opinion, supported by empirical evidence, that standardizing this activity will result

and|

infgrmation necessary to monltor configure and control features of field devices. Therdat

defined in all parts of the ISO 22741 series may be used with any protocol, but were desig
expectation that they would be used with one of the ISO 15784-3 protocols.

By
Sys
COS

0.2

Theg AP-DATEX specified in ISO 15784-3, the International Standard’for communication bety
management centres and field devices for traffic management;is'suitable for use in the folloy

a)

b)

‘)
d)

Thi
0.3
Thi

f)

g)
h)

i)

©IS

using the approach described in this document, agencies can specify open procure
ems can be expanded geographically in an open and non-proprietary manner, which 1
s, speeds and deployment, and simplifies the integration.

Overview

Intelligent field devices with advanced functions communicate with the centre systg
equal relation.

The exchanged data have a large size and relatively fixed structure.

Field devices communicate with net’only the centre system but also other fig
simultaneously.

Document approach and layout
5 document defines:

terminology and-symbols used throughout the various parts of the ISO 22741 series (Clz
4);

how conformance is defined in subsequent parts of the ISO 22741 series (Clause 5);

conventions used throughout the various parts of the ISO 22741 series (Clause 6);

in 1mproved 1nte111gent transport serv1ce (ITS) performance reduced cost reduced deployment time
s e TMhanagement

b elements
ed with an

ments and
educes the

feen traffic
ving cases:

bm each in

The deterministic real time feature is not required but the efficient data exchange is required.

Ild devices

5 document defines managementinformation for field devices following the AP-DATEX c¢nventions.

uses 3 and

741 series

the ITS architectural services defined in ISO 14813-1 that are addressed by the ISO 22

([Clause 77J;

the rules used by other parts of the ISO 22741 series in defining the user needs that drive the

definition of requirements (Clause 8);

the rules used by other parts of the ISO 22741 series in defining requirements and constraints

(Clause 9);

a set of generic dialogues that are referenced by other parts of the ISO 22741 series (Clause 10);

a discussion of security that applies to all devices conforming to the ISO 22741 series (Cl

the data packet structures for the features defined by this document (Annex A).

02022 - All rights reserved
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0.4 Applicable environment

As depicted in Figure 1, all parts of the ISO 22741 series are intended to address data exchanges

between:

1) amanagement centre (traffic or otherwise) and a field device (roadside module), or

2) two field devices.

Key
1  interfaq
2 interfad

e

T L
ITarric

Other centre management
centre

2 2 2
Roadside module 2 Roadside module
for traffic for traffic
management management

1 1
. 1
Vehicle Human

e in the scope of this document

Figure 1 — Example of this AP-Scenario

Subsequent parts of the ISO 22741 series define needs, requirements and design details for various fiield

device cap

hbilities.

Vi
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Part 1:

Overview

1 (Scope

Field devices are a key component in intelligent transport systems (ITS). Field devices inc
signials, message signs, weather stations, traffic sensors, roadside equipment foxs.connected
envjironments, etc.

Field devices often need to exchange information with other external entities. Field devices c
conjplex, necessitating the standardization of many data concepts for'exchange. As such, thg
series is divided into several individual Parts. This document (Partil) introduces the I1SO 2
and| provides normative content that applies to the rest of the sefies.

2 |Normative references

The following documents are referred to in the textdn such a way that some or all of th
congtitutes requirements of this document. For dated references, only the edition cited 4
undated references, the latest edition of the refesenced document (including any amendmen
ISO| 15784-3, Intelligent transport systems (ITS) — Data exchange involving roadsid
communication — Part 3: Application prafile-data exchange (AP-DATEX)

1S0|14827-2, Transport information @Gnd control systems — Data interfaces between centres fo
infoymation and control systems —'Part 2: DATEX-ASN

3 |Terms and definitions

For|the purposes of thisS.-document, the following terms and definitions apply.

[SOland IEC mainfainh terminology databases for use in standardization at the following add
— |ISO Online browsing platform: available at https://www.iso.org/obp

— |IEG Electropedia: available at https://www.electropedia.org/

31

client

computer or application for requesting computers or applications to send data from the AP-DATEX, or
receiving the response data

3.2

data element
single unit of information about the class that cannot be divided into contexts Note 1 to entry: Examples
of contexts include person, location, procedure, feature, concept and organization.

©IS
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3.3
message
set of data grouped together for transmission

[SOURCE: ISO 15784-3:2008, 3.15]

3.4
profile
standard that defines rules by only combining requirements of other standards

Note 1 to entry: An application profile is a profile that specifies the application, presentation, and session layers
by referencimgagroup of other stamdards.

[SOURCE: ISO 15784-3:2008, 3.22]

3.5

server
computer g¢r application receiving a data request from a client computer or applicatign or respondinig to
the request in the AP-DATEX

4 Abbreviated terms

For the puitposes of this document, the following abbreviated terms apply.

AP application profile

ASN.1 abstract syntax notation one

DATEX-ASN data exchange in ASN.1

DTLS datagram transport layer security

[Psec security architecture for internet protocol
ITS intelligent transport systems

0SI open systems intérconnect

TCP transmission ¢ontrol protocol

TLS transportlayer security

UDP user‘datagram protocol

5 Confgrmance

C f coto aaclh ot b A TCN D974 caxvianc 1o dafinad 10 +hhn oo fo v on caot o of oo t
onrormaree—to—eatt parc Ottt 1o oz 7T Sttt S5 Ot TrmC o ettt o oT o e C—StetroT o tatir ar )

which is written using the structure defined in this clause.

Conformance is driven by defined user needs. Each part of the ISO 22741 series may define user needs
and the design to fulfil the user need. User needs are written from the perspective of a manager for the
field device.

NOTE1 Some parts of the ISO 22741 series do not define any user needs, but only provide reusable design
elements that can be referenced by other parts of the series.

Table 1 of each part of the ISO 22741 series (other than this document) identifies the user needs
associated with the part and indicates whether they are mandatory or optional for conformance to that
part. Each user need is also traced to a set of features. A feature is a high-level, architectural concept
that represents a coherent capability of the device that can support multiple user needs.

2 © IS0 2022 - All rights reserved
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Table 2 of each part of ISO 22741 (other than this document) traces each feature to the requirements for
that feature.

Each user need, feature, and requirement are identified by name and a reference. The reference can
be within the same part, a different part or a different document. When references are made to other
documents, all details and remaining traceability are defined in the referenced document.

Both tables indicate conformance for an item using one of the following conformance codes:

— M -indicates the item is mandatory when an implementation claims conformance to its parent item.

A\ s i £l 1t H 3 | 1 3 1 okl | P £, s 1t t t
— O TIIOTCATC S CITCTCCTIT 1S5~ UPTIOTIaT vV ITCTT ol T PTICTIICTTICATIOTT CraiiTS COTITOT TITAaICC—CO—TCS arent 1tem

and if no other parent item makes the item mandatory.

Parent items are defined as follows:
a) |The partis the parent item of each user need defined within it.

b) |Each user need is a parent item for one or more features as shown by the indentation i Table 1. A
user need may trace to multiple features and a feature may trace from multiple user nedds.

c) |Each feature is a parent item for one or more requirements as shown by the indentation in Table 2.
A feature may trace to multiple requirements; a requirement@ay trace from multiple juser needs
but typically only traces from one feature.

Note that a feature defined in one part of the ISO 22741 sefies can have a parent defined|in another
parf. Features should not be defined until at least one useryneed exists for the feature.

A gpalifier may precede a conformance code. In suchcases, the qualifier shall be a term fpllowed by
a cdlon. The term shall be defined in Table 3 as a.xeference to a specific clause in a specificldocument.
Thg meaning of this notation is that the conforimance code only applies when the referencgd clause is
supported by an implementation.

EXAMPLE1 The code “condition:M” meaus that the indicated row is “mandatory” if the clause rgferenced by
the ferm “condition” is supported by the iniplementation.

An pption group expression may.follow the “O” conformance code. The option group expresgion will be
of the form “.<group> (<multiplicity>)”, where group shall be a sequential number that groups a number
of options together and <multiplicity> shall be a range of integers that indicate the numbei of options
that may be supported by-airimplementation from the option group.

EXAMPLE 2  The code“0,2 (1..*)” means that the indicated row is optional, but one or more options from
option group 2 are to-be supported.

The requireménts referenced by Table 2 are written as “shall” statements. However, thdy are only
applicable ifthe conformance table indicates that the feature is required.

NOTE 24_YThis document defines the rules to be followed by subsequent parts of the ISO 22741 sdfries; it does
not fefine any user needs or features itself and therefore does not contain Tables 1-3.

6 Conventions

This document contains references to and explanations of ASN.1 data concepts within its text. In all
cases, the ASN.1 terms are presented in a fixed width font (e.g. such as this) to distinguish these
terms from normal English.

©1S0 2022 - All rights reserved 3
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7 Architecture

7.1 ITS services

The ISO 22741 series defines mechanisms by which field devices can be monitored, configured, and
controlled. Field devices may be used to support almost any ITS service defined in ISO 14813-1 with a
roadside component.

7.2 1SO 22741 series architecture

All parts of the ISO 22741 series are positioned in the application layer of the standard 7 layered|OSI
model. Figlire 2 depicts how the ISO 22741 series is intended to relate to other International Stahddrds
in the case|of the ITS Station architecture, as defined in ISO 21217.

2 § All other parts of the ISO 22741 series
— <<
Mgmt 2 Security
= [SO 15784-3 (AP-DATEX)
D & =
N 5]
A
= |2 DATEX-ASN over &
N % £ internet protocols =
N Z g
2 2
a4
v
3
E Internet subnét alternative

Figure 27+ Typical communications stack

Parts 2-9 df the ISO 22741 seriés are reserved for features that are the parts of the management plane
of an ITS station. These parts-do not define end-device functionality; rather they define managenpent
services that may supporténd-device functionality. The management layer will typically also support
other datalto manage the.communications stack as defined by the data registry of AP-DATEX.

Part 10 andl above of the [SO 22741 series are intended to address the end-device functionality.

The infornpatidn{defined for management and applications can theoretically be exchanged over [any
communications stack, but is designed to be exchanged using DATEX-ASN, as described in [SO 14827-2.
DATEX-ASN is typically exchanged using well-known Internet protocols, such as UDP/IP or TCP/IP, and
can then use IPsec, DTLS, TLS, etc. for security.

8 User needs

Specific user needs are defined in subsequent parts of the ISO 22741 series. Each user need should be
written from the perspective of a manager and should provide a definition with a justification for the
need. The definition of the user need may be followed with an explanation of how the user need is
fulfilled using defined features.

4 © IS0 2022 - All rights reserved
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9 Requirements

9.1 Features

Within each part of the SO 22741 series, requirements should be grouped by feature. This will reduce
the amount of cross-referencing of requirements. Within a feature, requirements may be further
grouped by type of requirement (e.g. data exchange, functional, performance, etc.)

9.2 Identifiable requirements

Each logical requirement shall be written as a “shall” statement and be contained withiin its own
subflause. A requirement may include a list of items, where a letter identifies eachfiteth. Multiple
“shall” statements should be avoided in a subclause, unless the secondary “shall” statement(s) further
refine the initial “shall”. The applicability of a subclause to the definition of conformance is|[separately
defjned in the conformance section (Clause 5). Placing each requirement in’a”separate subclause
allows easy referencing of requirements within traceability tables. The/\stbclause mhay contain
addjitional explanatory text to assist the reader in understanding the requirement and/or tq justify the
reqpirement.

9.3| Structure of data exchange requirements

Dath exchange requirements within the ISO 22741 series shdllybe in accordance with ISO [15784-3. It
is pjossible to be servers and clients to each other, and exchange data between the traffic ipformation
cenfre and field devices with the date packet structure in<ac¢cordance with Annex A.

10(Dialogues

10.1 Generic dialogues

The information between the traffic management centre and field devices or between fi¢ld devices
is gxchanged with subscriptions and publications. Clients and servers shall provide for off-line
subpcriptions (requests), on-line subscriptions or both. Off-line subscriptions allow a server fo transmit
publlications (replies) without having to support the associated subscription data packet.

10.2 Requesting information

Clignts shall supporgthe ability to transmit online subscription data packets.

10.3 Publication of information

Seryers shall'generate publication data packets for the subscription data packets from dlients. The
publlications may be used to manage the field devices or to request information of them.

11 Security

11.1 Authentication

The username, password, the other keywords can be used for authentication between server and client
when establishing a session on DATEX-ASN protocol. These are to be decided beforehand between the
server and the client.

11.2 Encryption

Some data exchanged between server and client are sensitive. In particular, data elements that include
the username and password to connect to each other can be used to attack a system. All sensitive data

© IS0 2022 - All rights reserved 5
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exchanged by a field device needs to be encrypted to ensure the continued secure operation of the field
device.

11.3 Security recommendation

The existing protocols such as [Psec (RFC 4301) in [P-layer should be deployed to enable cryptographic
security. In order to further enhance security, DTLS, TLS (version 1.3 or later) or the other security
protocols in the application layer may be applied to achieve the security mechanism described in
ISO/TS 21177.

6 © IS0 2022 - All rights reserved
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