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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

Interpational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, F

The main task of technical committees is to prepare International Standards. DrdftyInternation

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

ely with the

Part 2.

al Standards

adopfed by the technical committees are circulated to the member bodies for lvoting. Publication as an

Interpational Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this doéument may be the sub

rightg

. ISO shall not be held responsible for identifying any or all such patent rights.

ect of patent

ISO 22672 was prepared by the Consultative Committee (Jor’ Space Data Systems (CCSDS) as

CCSDS 912.3-B-2, July 2010 and was adopted without modifications except those stated in Cla
International Standard by Technical Committee ISO/TC 20, Aireraft and space vehicles, Subcomr
Space data and information transfer systems.

This

revised.

second edition cancels and replaces the first-edition (ISO 22672:2006), which has bee

luse 2 of this
hittee SC 13,

n technically
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1

11

transfer services specified in CCSDS 910.4-B-2 (equivalent to ISO 15396). The FSP,sewice is
Extemsion (SLE) transfer service that enables a mission to send Space Packets to a-spacecraft
contrplled or expedited mode.

1.2
a)
b)
<)
d)
13
a)
b)

<)

d)
e)

1.4

CCSDS publication.

2

bcope

This International Standard defines the Forward Space Packet (FSP) service in conforma

This International Standard defines, in an abstract manner, the FSP séwice in terms of
the operations necessary to provide the transfer service,

the parameter data associated with each operation,

the behaviors that result from the invocation of each operation, and

the relationship between, and the valid sequence af,\the operations and resulting behaviors.
It does not specify

individual implementations or products,

the implementation of entities or interfaces within real systems,

e methods or technologies-tequired to radiate Space Packets to a spacecraft and to acqu
ames from the signals received from that spacecraft for extraction of the Operational Contrd

e methods or technologies required for communications, or
the managemerit activities necessary to schedule, configure, and control the FSP service.

The scope¥and field of application are furthermore detailed in subclauses 1.2 and 1.3 of

ince with the
h Space Link
n sequence-

ire telemetry
| Field,

the enclosed

Requirements

Requirements are the technical recommendations made in the following publication (reproduced on the
following pages), which is adopted as an International Standard:

CCSDS 912.3-B-2, July 2010, Space link extension — Forward space packet service specification.

For the purposes of international standardization, the modifications outlined below shall apply to the specific
clauses and paragraphs of publication CCSDS 912.3-B-2.

Pages ito vi

This part is information which is relevant to the CCSDS publication only.
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Add the following information to the reference indicated:

(1]
(2]
(3]
(4]

Document CCSDS 910.4-B-2, October 2005, is equivalent to ISO 15396:2007.

Document CCSDS 301.0-B-3, January 2002, is equivalent to ISO 11104:2003.

Document CCSDS 231.0-B-1, September 2003, is equivalent to 1ISO 22642:2005.

Document CCSDS 232.0-B-1, September 2003, is equivalent to ISO 22664:2005.

ment CCSDS 232.1-B-1, September 2003, is equivalent to ISO 22667:2005.
ment CCSDS 133.0-B-1, September 2003, is equivalent to ISO 22646:2005.
EC 8824-1:2002 has been cancelled and withdrawn. It has beern replaced
EC 8824-1:2008, Information technology — Abstract Syntax Notation One (ASN.1): Specifig

5ic notation.

ment CCSDS 912.1-B-3, July 2010, is equivalent to ISO 22671:2011.

ving information to the reference indicated:

ment CCSDS 201.0-B-3, June 2000, is equivalent todSO 12171:2002.
ment CCSDS 202.0-B-3, June 2001, is equivalent to ISO 12172:2003.
ment CCSDS 202.1-B-2, June 2001, is equivalent to ISO 12173:2003.

ment CCSDS 203.0-B-2, June 200%\s equivalent to ISO 12174:2003.

bn of publication CCSDS 912.3-B-2

agreed with the,Consultative Committee for Space Data Systems that Subcomr
C 13 will be consdlted in the event of any revision or amendment of publig
3-B-2. To this end;-NASA will act as a liaison body between CCSDS and ISO.

by
ation

nittee
ation

[5] Docu
[6] Docu
[7] SO/

ISO/I

of ba
[9] Docu
Page I-1
Add the follo
[14] Docu
[15] Docu
[16] Docu
[17] Docu
3 Reuvisi
It has beer
ISO/TC 20/S
CCSDS 912,
2
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AUTHORITY
Issue: Recommended Standard, Issue 2
Date: July 2010

Location: Washington, DC, USA

This document has been approved for publication by the Management Councyl of the
Consultative Committee for Space Data Systems (CCSDS) and represents the donsensus
technical agreement of the participating CCSDS Member Agencies. The procg¢dure for
review and authorization of CCSDS documents is detailed in the"Procedures Manugl for the
Consultative Committee for Space Data Systems, and the record of Agency participation in
the authorization of this document can be obtained ffom the CCSDS Secretariat at the
address below.

This document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation Office, 7L70
Space Operations Mission.Directorate

NASA Headquarters

Washington, DC 20546-0001, USA

CCSDS 912.3-B-2 Page i July 2010
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical

solutions t
the result

0 these problems. Inasmuch as participation in the CCSDS is completely voluntary,

considered

This Recd
members.

binding on any Agency.

mmended Standard is issued by, and represents the consensus of, the, GCSDS
Endorsement of this Recommendation is entirely voluntary. Endersement,

however, indicates the following understandings:

Wi
acq
do

Wi
prq

0

0

Sp
thi
me

No later t
reviewed |
(2) be ch
directions

In those i
CCSDS-rd

nenever a member establishes a CCSDS-related standard, this standard will be in
ord with the relevant Recommended Standard. Establishifig such a standard
s not preclude other provisions which a member may develop.

nenever a member establishes a CCSDS-related standard, that member will
vide other CCSDS members with the following infermation:

The standard itself.

-- The anticipated date of initial operatiofal capability.
-- The anticipated duration of operational service.

ecific service arrangements shall be made via memoranda of agreement. Neither
5 Recommended Standard "nor any ensuing standard is a substitute for a
morandum of agreement,

han five years fromits date of issuance, this Recommended Standard will be
Dy the CCSDS to.determine whether it should: (1) remain in effect without change;
anged to reflect”'the impact of new technologies, new requirements, or new
or (3) be retired or canceled.

nstances*when a new version of a Recommended Standard is issued, existing
latéd ‘member standards and implementations are not negated or deemed to be non-

CCSDS ¢

ompatible, It is the responsibility of each member to determine when such

standards

or implementations are to be modified. Each member is, however, strongly

encouraged to direct planning for its new standards and implementations towards the later

version of

CCSDS 912.3-B-2

the Recommended Standard.

Page ii July 2010
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Procedures Manual for the Consultative Committee for Space Data Systems. Current
versions of CCSDSdocuments are maintained at the CCSDS Webrsite:

http://www.ccsds.org/

Questions relating to the contents or status of this document shouldcbe address¢d to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 912.3-B-2 Page iii July 2010
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

Agenzia Spaziale Italiana (ASl)/ltaly.

Canadian Space Agency (CSA)/Canada.

Centre National d’Etudes Spatiales (CNES)/France.

China National Space Administration (CNSA)/People’s Republic of China.
— DPeutsches Zentrum fiir Luft- und Raumfahrt e.V. (DLR)/Germany.
— European Space Agency (ESA)/Europe.

— Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— Japan Aerospace Exploration Agency (JAXA)/Japan.

— National Aeronautics and Space Administration (NASA)/USA.

— Russian Federal Space Agency (RFSA)/Russian Federation.

— UK Space Agency/United Kingdom.

Observer Agencies

— Austrian Space Agency (ASA)/Austria.

— Belgian Federal Science Policy Office (BFSPO)/Belgium.

— Central Research Institute of Machine Building (TsNI1Mash)/Russian Federation.
— China Satellite Launch and Tracking Control Gefieral, Beijing Institute of Tracking
and Telecommunications Technology (CLTC/BITTT)/China.

— Chinese Academy of Sciences (CAS)/China:

— Chinese Academy of Space Technology (CAST)/China.

— Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.
— CSIR Satellite Applications Centre(CSIR)/Republic of South Africa.

— DPanish National Space Center (DNSC)/Denmark.

— DPepartamento de CiénciaeiTecnologia Aeroespacial (DCTA)/Brazil.

— European Organizationfor-the Exploitation of Meteorological Satellites
EUMETSAT)/Europg,

— European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— Geo-Informaties,and Space Technology Development Agency (GISTDA)/Thailand.
— Hellenic National Space Committee (HNSC)/Greece.

— Indian Space Research Organization (ISRO)/India.

— |nstitute;of Space Research (IKI)/Russian Federation.

— KEKI Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— Korea Apmcpnr‘p Research Institute (KADI)/Knmn

Ministry of Communications (MOC)/Israel.

National Institute of Information and Communications Technology (NICT)/Japan.
National Oceanic and Atmospheric Administration (NOAA)/USA.

National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.
National Space Organization (NSPQO)/Chinese Taipei.

Naval Center for Space Technology (NCST)/USA.

Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.
Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.
Swedish Space Corporation (SSC)/Sweden.

CCSDS 912.3-B-2 Page iv July 2010
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— United States Geological Survey (USGS)/USA.

CCSDS 912.3-B-2 Page v July 2010
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DOCUMENT CONTROL
Document  Title Date Status
CCsDS Space Link Extension— November  Original issue, superseded
912.3-Bf1 Forward Space Packet 2004
Service Specification
CCSDS Space Link Extension—Forward July 2010  Current issue:
912.3-Bf2 Space Packet Service Specification, — corrects/clarifies/
Recommended Standard, Issue 2 updates‘text and add$
thiesoption of
picosecond resolutiop
to parameters
containing a time
value
NOTE  Substantive changes from the previous issue.are indicated by change bars in the
inside margin.
CCSDS 912.3-B-2 Page vi July 2010
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED STANDARD

This Recommended Standard defines the Forward Space Packet (FSP) service in
conformance with the transfer services specified in reference [1], Cross Support Reference

- rees- tee— i t transfer
service that enables a mission to send Space Packets to a spacecraft in sequence-controlled or
expedited mode.

1.2 SCOPE

This Recommended Standard defines, in an abstract manner, the FSP service in termg of:
a) the operations necessary to provide the transfer service:
b) the parameter data associated with each operation;
c) the behaviors that result from the invocatiortof each operation; and

d) the relationship between, and the valid sequence of, the operations and [resulting
behaviors.

It does not specify:
a) individual implementations or products;
b) the implementation.0f entities or interfaces within real systems;

c) the methods oritechnologies required to radiate Space Packets to a spacecraft and to
acquire telemetry frames from the signals received from that spacecraft for gxtraction
of the Operational Control Field;

d) the methods or technologies required for communications; or

e).the management activities necessary to schedule, configure, and control|the FSP
service.

NOTE = While the FSP Service as described in reference [1] 1S conceived to handle a
variety of packet data structures, this version of the FSP Recommended Standard
is restricted to the handling of Space Packets as defined in reference [6].

This version of the FSP Recommended Standard is specific to the transfer of Space Packets
to be transmitted via the Telecommand protocol stack as defined in references [3], [4], and
[5]. The Cross Support Reference Model (reference [1]) specifies that the FSP service may
also be used in conjunction with the Advanced Orbiting System protocol stack, but that mode
of operation is outside the scope of this version of the Recommended Standard.

CCSDS 912.3-B-2 Page 1-1 July 2010
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The FSP service is provided in the online delivery mode, as defined in reference [1]. The I
offline delivery mode is the subject of further study.

1.3 APPLICABILITY

1.3.1 APPLICABILITY OF THIS RECOMMENDED STANDARD

This Recommended Standard provides a basis for the development of real systems_that
implemerjt the FSP service. Implementation of the FSP service in a real system additionally
requires the availability of a communications service to convey invocations and returns of
FSP service operations between FSP service users and providers. This Recémmended
Standard yequires that such a communications service ensures that invocations‘and returns of
operationg are transferred:

a) in|sequence;
b) cdmpletely and with integrity;
c) without duplication;

d) with flow control that notifies backpressure to the application layer in the event of
cdngestion; and

e) with notification to the application layer-in the event that communications between
the FSP service user and the FSP service provider are disrupted, possibly resulting in
a loss of data.

It is the specific intent of this Recommended Standard to define the FSP service in a manner
that is independent of any particular communications services, protocols, or technologies.

1.3.2 L|MITS OF APRLICABILITY

This Recpmmended-Standard specifies the FSP service that may be provided by an SLE
System fgr inter-Agency cross support. It is neither a specification of, nor a design for, real
systems that may be implemented for the control and monitoring of existing or future
missions.

1.4 RATIONALE

The goal of this Recommended Standard is to create a standard for interoperability between
the tracking stations and/or ground data handling systems of various agencies and the users of
forward services.
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1.5 DOCUMENT STRUCTURE
1.5.1 ORGANIZATION

This Recommended Standard is organized as follows:

a) section 1 provides the purpose, scope, applicability, and rationale of this
Recommended Standard and lists definitions, nomenclature, conventipns, and
references used throughout the Recommended Standard;

b) section 2 provides an overview of the FSP service including a functional degcription,
the service management context, and protocol considerations;

c) section 3 specifies the operations of the FSP service;

d) section 4 specifies the dynamic behavior of the FSP<service in terms of [the state
transitions of the FSP service provider;

e) annex A provides a formal specification of FSPervice data types, using the| Abstract
Syntax Notation One (ASN.1);

f) annex B provides a specification of the:multiplexing between concurrent FSP service
instances sharing the same TC Virtual Channel (VC) as well as the multiplexing
between TC VCs sharing the same'physical space link data channel;

g) annex C presents the FSP praduction status and its transitions;

I h) annex D defines the praduction requirements the FSP service imposes on th¢ forward
Functional Groups;

i) annex E provides’a conformance matrix that defines what capabilities [must be
provided forcan- implementation to be considered compliant with this Recommended
Standard,

J) annex Flists all terms used in this document and identifies where they are defined;
k) -annex G lists all acronyms used within this document;

1)* annex H contains examples of usage of the FSP-THROW-EVENT operation

m) annex | contains a list of informative references.

1.5.2 SLE SERVICES DOCUMENTATION TREE

This Recommended Standard is based on the architectural model for cross support defined in
reference [1]. It expands upon the concept of an SLE Transfer Service as interactions
between an SLE Mission User Entity (MUE) and an SLE Transfer Service provider for the
purpose of providing the FSP Transfer Service.
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This Recommended Standard is part of a suite of documents specifying the SLE services.
The SLE services constitute one of the three types of Cross Support Services:

a) Part 1. SLE Services;
b) Part 2: Ground Communications Services;

c) Part 3: Ground Domain Services.

The basjc organization of the SLE services documentation is shown in figure 1-1cThg
documents are described in the following paragraphs.
Space Link Extension
Cros$ Support .
Cross Support Concep SLE Executive
P;f?rgt%es'\g?ﬂis Part 1: SLE Services Summary
SLE Transfer Services
Forward SLE Service Return SLE Service
Specifications Specifications SLE Service
Management Suite
SLE API for Internet Protocol for
Transfer Services Transfer Services
Legend: Recommended Recommended Informational Record (Yellow)

Standard (Blue) Practice (Magenta) Report (Green)

Figure 1-1: SLE Services Documentation

a) (ross.Support Concept — Part 1: Space Link Extension Services (reference [I3]): &
Report'introducing the concepts of cross support and SLE services;

b) Cross Support Reference Model — Part 1: Space Link Extension Services (reference
[1]): a Recommended Standard that defines the reference model that provides a
common framework and terminology for the specification of SLE services;

c) Return SLE Transfer Service Specifications: a set of Recommended Standards that
will provide specification of all return link SLE transfer services.

d) Forward SLE Transfer Service Specifications: a set of Recommended Standards that
will provide specification of all forward link SLE transfer services (this
Recommended Standard is one of the specifications in that set);
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e) SLE API for Transfer Services Specifications: a set of Recommended Practices that
provide specifications of an Application Program Interface; a set of Recommended
Standards that provide specifications of an Application Program Interface and a
mapping to TCP/IP as underlying communications service for SLE services;

f) Internet Protocol for Transfer Services: defines a protocol for transfer of SLE
Protocol Data Units using TCP/IP as underlying communications service for SLE

services;

g) SLE Service Management Specification Suite: a set of Recommended|Standards that
establish the basis for SLE service management.

1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTAONS
1.6.1 DEFINITIONS
1.6.1.1 Definitions from Open Systems Interconnection (OSI) Basic Reference|Model

This Recommended Standard makes use of a number of terms defined in reference|[8]. The
use of those terms in this Recommended Standard shall be understood in a generic sgnse, i.e.,
in the sense that those terms are generallysapplicable to technologies that provide for the
exchange of information between real systems. Those terms are:

a) abstract syntax;

b) application entity;

c) application layer;

d) flow control,

e) Open Systems Interconnection (OSI);
f) real System;

g).service access point (SAP).

1+6-1-2—DefinitionsfromAbstract SyntaxNotationOne
This Recommended Standard makes use of the following terms defined in reference [7]:
a) Abstract Syntax Notation One (ASN.1);
b) object identifier;
c) (data) type;
d) (data) value.
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NOTE - In annex A of this Recommended Standard, ASN.1 is used for specifying the

abstract syntax of the invocations and returns of the operations of the FSP
service. The use of ASN.1 as a descriptive language is intended to support the
specification of the abstract FSP service; it is not intended to constrain
implementations. In particular, there is no requirement for implementations to
employ ASN.1 encoding rules. ASN.1 is simply a convenient tool for formally
describing the abstract syntax of the invocations and returns of the FSP service.

1.6.1.3

This Re(

Communications Link Transmission Unit (CLTU).

16.1.4

This Re(

a) AD, BD, BC;
b) Communications Link Control Word (CLCW);
c) Communications Operation Procedure (COP);

d) Control Word Type;

e) H
f)

g) Multiplexer Access Peint{MAP);
h) Operational ContralField (OCF);

[da)

i)

J)  Telecommand Transfer Frame (TC Transfer Frame or TC frame);

K)

<

/irtual Channel (VC).

Definitions from TC Synchronization and Channel Coding

ommended Standard makes use of the following term defined in referencg [3]:

Definitions from TC Space Data Link Protocol

ommended Standard makes use of the following terms<defined in reference [4]:

rame Operation Procedure (FOR);

rame Sequence Number;

egment;

1.6.15

Definitions from Communications Operation Procedure-1

This Recommended Standard makes use of the following terms defined in reference [5]:

a) FOP_Sliding_Window_Width;

b) Receiver_Frame_Sequence_Number V(R);

c) Timeout Type;
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Transmitter_Frame_Sequence_Number V(S);

T1 Initial.

1.6.1.6 Definitions from Space Packet Protocol

a)
b)

a)
b)
c)
d)
e)
f)
9)
h)
i)
)

'T'his Recommended Standard makes use ot the Tollowing terms deTined In reference

Application Process Identifier (APID);
Space Packet.

1.6.1.7 Definitions from SLE Reference Model

This Recommended Standard makes use of the following terms defined in reference

abstract binding;

abstract object;

abstract port;

abstract service;

Forward CLTU SLE data channel (Forward CLTU data channel);
Forward Space Packet channel (FSP channel);

Forward Space Packet service (FSP service);

Forward Telecommand Frame SLE data channel (Forward TC Frame data ch
invoker;

Missiorn Data Operation System (MDOS);

Mission User Entity (MUE);

offline delivery mode;

6]:

[1]:

annel);

online delivery mode;

operation;

Operational Control Field SLE data channel (OCF data channel);
performer;

physical channel;

service agreement;

CCSDS 912.3-B-2 Page 1-7

© 1SO 2011 — All rights reserved

July 2010

21


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

22

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

s) service provider (provider);

t) service user (user);

u) S
v) S

LE Complex;

LE Complex Management;

E data channal-
=0ata-GHat

X) S
y) S
z) S
aa) S
bb) S
cc) S
dd) S
ee) S
f) sf
g9) s}
hh) sj
i) s

1.6.1.8

For the p

1.6.18.1

LLEA~2 B

L_LE Functional Group (SLE-FG);
|_E protocol data unit (SLE-PDU);
|_E service data unit (SLE-SDU);
|_E service package;

|_E transfer service instance;

LE transfer service production;
L_E transfer service provision;

|_E Utilization Management;
pace link;

pace link data channel,

pace link data unit (SL-DU);

pace link session.

Additional Definitions

Acknowledged (Space Packet)

A Space

urposes of thissRecommended Standard, the following definitions also apply.

Packet is-saidto-be acknowledged when evaluation of the CLCWs returned by the

space element shows that all TC frames containing parts of the Space Packet reported have
been acknowledged by the space element.

NOTE — This status applies only to the sequence-controlled transmission mode (AD).
Although a Space Packet is ‘acknowledged’, packet re-assembly and/or execution
may still fail. This can only be determined by examining telemetry.
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1.6.1.8.2 Association

An association is a cooperative relationship between an SLE service-providing application
entity and an SLE service-using application entity. An association is formed by the exchange
of SLE protocol data units through the use of an underlying communications service.

1.6.1.8.3 CLTU Transfer Data SLE-SDU

A CLTU Transfer Data SLE-SDU contains a CLTU plus information (see D1.2.2.2) required
by the Forward TC Space Link Processing SLE Functional Group (see 2,4.1.4) to process that
CLTU. In the context of the FSP SLE transfer service, the CLTU Transfer Data SLE-SDU is
generated by the Forward CLTU Generation SLE Functional Group-(see 2.4.1.3).

NOTE - Wohen the F-CLTU transfer service is used, the CLTU Transfer Data SLE-SDU is
carried (along with other information) inl the CLTU-TRANSFER-DATA
invocation.

1.6.1.8.4 Communications Service

A communications service is a capability that enables an SLE service-providing agplication
entity and an SLE service-using application entity to exchange information.

NOTE - |If an SLE service user-and an SLE service provider are implemented using
different communications services, then interoperability between them ig possible
only by means of a suitable gateway. Adherence to this Recommended|Standard
ensures, at leastiin principle, that it is possible to construct such a gateway.

1.6.1.8.,5 Confirmed Operation

A confirmedxoperation is an operation that requires the performer to return a report of its
outcome-to the invoker.

16,1.8.6 Initiator

The initiator is the object that issues the request to bind to another object (the responder).

NOTE - In other words, the initiator is always the invoker of the request to bind to another
object. Therefore, in the context of the request to bind, the terms ‘initiator’ and
‘invoker’ refer to the same object and are synonyms.
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1.6.1.8.7 Invocation

The invocation of an operation is the making of a request by an object (the invoker) to
another object (the performer) to carry out the operation.

1.6.1.8.8 Parameter

A parameter of an operation Is data that may accompany the operation’s invocation or returm.
NOTE| — The term parameter is also used to refer to mission-dependent configuratipn
information used in the production or provision of the service.
1.6.1.8l9 Performance

The pé¢rformance of an operation is the carrying out of the operation by an object (the
performer).

1.6.1.8.10 Port Identifier

A portlidentifier identifies a source or a destination in & communications system.

NOTE| — See 2.6.4.5 for more information.

1.6.1.8{11 Radiated (Space Packet)

A Spate Packet is said to be radiated when, based on the ground equipment monitoring, the
FSP production process can asstime that all the CLTUs containing parts of the Space PacKet
reportdd have been transmitted to the spacecraft.

1.6.1.8.12 Responder

f

The responderis the object that receives a request to bind and completes the binding
possible) with the initiator in order for a service association to exist between the two objects.

NOTE - Tn other words, the responder is always the performer of the binding. Therefore,
in the context of binding, the terms ‘responder’ and ‘performer’ refer to the same
object and are synonyms.

1.6.1.8.13 Return

The return of an operation is a report, from the performer to the invoker, of the outcome of
the performance of the operation.
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1.6.1.8.14 Service Instance Provision Period

A service instance provision period is the time during which a service instance (i.e., the
capability to transfer one or more SLE data channels of a given type) is scheduled to be
provided.

1.6.1.8.15 TC Frame Transfer Data SLE-SDU

A TC Frame Transfer Data SLE-SDU contains a TC Frame plus informationi(see P1.3.2.2)
required by the Forward CLTU Generation SLE Functional Group (see’2.4.1.3) t¢ process
that TC frame. In the context of the FSP SLE transfer service, the TC|Frame Trangfer Data
SLE-SDU is generated by the Forward TC VC Data Insertion SEE Functional Group (see
2.4.1.2).

1.6.1.8.16 Unconfirmed Operation
An unconfirmed operation is an operation that does.not require a report of its outcgme to be
returned to the invoker by the performer.

1.6.2 NOMENCLATURE

The following nomenclature appliesithroughout this Recommended Standard:
a) the words ‘shall’ and ‘must” imply a binding and verifiable specification;
b) the word ‘should?implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;

d) the wordsy'is’, ‘are’, and ‘will” imply statements of fact.

1.6.3 CONVENTIONS

1.6.3.1 Specification of Operations

1.6.3.1.1 General

Section 3 of this Recommended Standard specifies the operations that constitute the FSP
service. The specification of each operation is divided into subsections as follows:

1.6.3.1.2 Purpose Subsection

The Purpose subsection briefly describes the purpose and functioning of the operation.
Additionally, it indicates whether the operation may be invoked by the user, provider, or
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both; whether the operation is confirmed or unconfirmed; and whether there are any
constraints on when the operation may be invoked.

1.6.3.1.3 Invocation, Return, and Parameters Subsection

The Invocation, Return, and Parameters subsection describes the parameters associated with
each opgration—thctuet hetr—sermanties able—accompanyt tptt ;
operation lists all parameters associated with the operation and, for both the invocation.andi
return, Whether the parameter is always present, always absent, or conditionally presenty

For pargmeters that are conditionally present, the parameter description specifies the
conditiops for the presence or absence of the parameter. The condition is gemerally based o
the valug of another parameter in the same invocation or return; for example) in the return orﬁ
an opergtion, the diagnostic parameter is present if and only if the value of the result
parameter is ‘negative result’. For a conditional parameter in a return,the condition may b¢
based on the value of a parameter in the corresponding invocation:

In the tpble, the following convention is used to indicate Whether a parameter is alway$
present, [always absent, or conditionally present:

M always present (mandatory)
C conditionally present

Blank always absent
NOTE  Even though a parameter may be characterized as always present, its description
may specify that its valaie'is permitted to be ‘null’ or *unused’ or the like.
1.6.3.1.4 Effects Subsection

The Effects subsection.describes the effects an operation has on the invoker, the performer,,
the assogiation between them, or any combination thereof. The details of how those effects
occur or|the megehanisms used are outside the scope of this Recommended Standard.

1 6 3 2 TUnaskranhbie Canvian Hong
V.. rypuyraprmnme CUriveritivlis

Typographic conventions used in this Recommended Standard are described in the following
subsections.

1.6.3.2.1 Operation Names

Names of FSP service operations appear in uppercase and begin with the characters ‘FSP-’
(e.g., FSP-TRANSFER-DATA).
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1.6.3.2.2 Parameter Names

In the main text, names of parameters of FSP service operations appear in lowercase and are
typeset in a fixed-width font (e.g., responder-port-identifier). In annex A, the
corresponding name is formed by omitting any hyphens contained in the name and using
mixed-case (e.g., responderPortldentifier).

1.6.3.2.3 Value Names

The values of many parameters discussed in this Recommended Standard\are represented by
names. In the main text, these names are shown in single quotation’ marks (e.g., |‘no such
service instance’). The corresponding name in annex A is formed by,omitting any hyphens or
white  space  contained in the name and using  mixed-case  (e.g.,
noSuchServicelnstance). The actual value associated with the name is constrained by
the type of the parameter taking on this value. Parametertypes are specified in anpex A of
this Recommended Standard.

NOTE - The name of a value does not imply anything about its type. For example, the
value ‘no such service instance’ has’the appearance of a character gtring but
might be assigned to a parameter«whose type is integer.

1.6.3.2.4 State Names

This Recommended Standard Specifies the states of FSP service providers. States may be
referred to by number (e.g4.state 3) or by name. State names are always shown [in single
quotation marks (e.g., ‘active’).

1.6.3.25 SLE-PDU Names

The names 6f-SLE-PDUs appear in mixed-case (e.g., fspBindInvocation).

1.6312.6 Data Type Definitions

Data type definitions for the FSP service are presented in annex A in the form of a set of
ASN.1 modules. Regardless of the conventions used elsewhere in this Recommended
Standard, the text of the ASN.1 modules is typeset entirely in a fixed-width font.

1.6.3.3 Other Conventions

This Recommended Standard uses the conventions specified in reference [1].
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1.7 REFERENCES

The following documents contain provisions which, through reference in this text, constitute
provisions of this Recommended Standard. At the time of publication, the editions indicated
were valid. All documents are subject to revision, and users of this Recommended Standard
are encouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS Recommended Standards.

NOTHES
1 A list of informative references is provided in annex |.
2 This document takes advantage of the harmonized terminelogy introduced |by

restructured documentation of the space link protocols (references [3], [4], [5], and
[6]). From an interoperability point of view, they ‘do not introduce gny
incompatibilities with respect to the original set of space link protocol documepts
(references [14], [15], [16], and [17]).

[1] Cross Support Reference Model—Part 1: ¢Space Link Extension Servicps.
Recommendation for Space Data System Standards, CCSDS 910.4-B-2. Blue Bogk.
Issue 2. Washington, D.C.: CCSDS, Octobef;2005.

[2] Time Code Formats. Recommendation for Space Data System Standards, CCSDS
301.0-B-3. Blue Book. Issue 3. Washington, D.C.: CCSDS, January 2002.

[3] TC Synchronization and Channel Coding. Recommendation for Space Data Syst¢gm
$tandards, CCSDS 231.0-B=1. Blue Book. Issue 1. Washington, D.C.: CCSDS,
$eptember 2003.

[4] TC Space Data Link Protocol. Recommendation for Space Data System Standargs,
CCSDS 232.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 20(3.

[5] Communications Operation Procedure-1. Recommendation for Space Data Syst¢gm
$tandards,” CCSDS 232.1-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS,
$eptember 2003.

[6] Space Packet Protocol. Recommendation for Space Data System Standards, CCSDS
133.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 2003.

[7] Information Technology—Open Systems Interconnection—Specification of Abstract
Syntax Notation One (ASN.1). International Standard, ISO/IEC 8824-1:2002. 3rd ed.
Geneva: 1S0O, 2002.

[8] Information Technology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. International Standard, ISO/IEC 7498-1:1994. 2nd ed. Geneva: 1SO, 1994.
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[91 Space Link Extension—Forward CLTU Service Specification. Recommendation for
Space Data System Standards, CCSDS 912.1-B-3. Blue Book. Issue 3. Washington,
D.C.: CCSDS, July 2010.

CCSDS 912.3-B-2 Page 1-15 July 2010

© 1SO 2011 — All rights reserved 29


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

(Blank-page)

30

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

2 DESCRIPTION OF THE FORWARD SPACE PACKET SERVICE
21 OVERVIEW

The FSP service enables the user of the service to send Space Packets (reference [6]) to a
spacecraft. The FSP service user submits Space Packets encapsulated in SLE-SDUs by

maaneaftha FCD TRANMCSCIED NATA Anara L TP-Y=Y
rmeario U thic T O T TANAINOT LLINTLA T /A UYTTALTUTT.

The FSP service provider checks the Packet Primary Header to determine if-the Pgcket sent
by the user complies with the applicable constraints, e.g., that the Packet lnas-an Application
Process Identifier (APID) that falls into the set of APIDs the user is authorized to acgess. The
FSP service provider does not otherwise interpret, interrogate, or modify the contgnt of the
Packet. Telecommand Packets having valid Packet Primary( Keader information are
transmitted bit for bit as received from the service user.

The FSP service passes its Space Packets to a production process that cojlectively
encapsulates the Space Packets into TC Transfer Framgs'(i.e., one or more frames)| encodes
the frames into Communication Link Transmission Units (CLTUs), and radiates the CLTUs
to the receiving spacecraft.

The operations defined in section 3 of this:sRecommended Standard enable an FSP service
user to interact with an FSP service provider'to:

a) establish an association between the user and the provider;
b) send annotated Space Pdackets to the provider;

c) obtain notifications-and reports regarding status, configuration, and performance of
the service;

d) temporarily:stop and later re-start the sending of Space Packets;

e) change the values of certain parameters (such as transmission-mode) that affect
the behavior of the service; and

f) <release an association.

The provision of FSP service for access to one or more TC VCs by one or mofe MUES
service users is permitted. Each pairing of TC VC and MUE constitutes a separate service
instance.

2.2 SPACE LINK EXTENSION REFERENCE MODEL
2.2.1 INTRODUCTION

The FSP service is specified within the framework defined by the SLE Reference Model
(reference [1]). The following subsections summarize selected concepts from the SLE
Reference Model.
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2.2.2 ABSTRACT OBJECT

An abstract object is a functional entity that interacts with other abstract objects. Objects are
of different types, which determine their function and behavior. An object is characterized by
its interfaces (one or more), which are called abstract ports, and the operations that are made
available through those interfaces.

2.2.3 ABSTRACT SERVICE

An abstract service is the capability provided by a set of operations that an abstract.'0bject
exposes at one or more of its abstract ports.

NOTE | The concept of an abstract service is to be distinguished fromthe“concept of ar
(N)-service as defined in the OSI Basic Reference Model (reference [8]). The
definition of (N)-service is in terms of the capability provided by one layer in the
OSI architecture to the layer above it. The definitioncof abstract service is ir
terms of the capability provided by one abstract object-to another abstract object
In a cross support scenario, where one Agency 1s.providing an SLE service tq
another Agency, the object that provides the service typically is associated witl
one Agency, and the object that uses the sefvice typically is associated with the
other Agency.

224 ABSTRACT BINDING

When two abstract ports have an association established between them, they are said to be
bound. The act of establishing such_an association is called abstract binding. One object (the
initiator) invokes a bind operation, which is accepted (or rejected) by another object (the
respondgr).

225 $ERVICE USER/PROVIDER

An objert that offers a service to another by means of one or more of its ports is called a
service provider (provider). The other object is called a service user (user). An object may
be a proyider.of some services and a user of others.

The terms user and provider are used to distinguish the roles of two interacting objects. In
this Recommended Standard, when two objects are involved in provision of a service, the
object closer to the space link is considered to be the provider of the service, and the object
further from the space link is considered to be the user.

226 OPERATION

An operation is a procedure or task that one object (the invoker) can request of another (the
performer) through a bound port pair.
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The terms invoker and performer are used to describe the interaction between two objects as
the operations that constitute the service occur. One object invokes an operation that is
performed by the other. For most services, each object invokes some operations and
performs others.

23 SERVICEMANAGEMENT

SLE service management determines the number and schedule of FSP service. instarces to be
provided, the resources required to enable those service instancesq ard the initial
configuration of all service instances and their supporting resourcés. SLE service
management is the subject of separate CCSDS Recommended Standards:

The SLE Reference Model (reference [1]) distinguishes between service provision and
service production:

a) Service provision makes available to the user the operations necessary to dbtain the
service;

b) Service production transforms the SLE JForward Space Packet channel t¢ the RF
channel.

Certain configuration parameters are associated with the provision of FSP servige, while
others are associated with production{see 2.4.1). Changes to FSP provision configuration
parameters (e.g., the frequency at which status reports shall be generated) affect only a single
service instance; the values of such parameters are initialized by service managemgnt when
the service instance is created. but may be modified subsequently by the user thrqugh FSP
operations specified in-this Recommended Standard. Changes to FSP production
configuration parameters—(e.g., maximum Packet Data Length, VC multiplexing| scheme)
potentially affect multiple service instances or potentially impact SLE Complex fesources
and other concurrent service instances; consequently, with one exception outlingd below
those parameters-may be modified only through service management.

For each"\/C, one service instance can invoke Frame Operation Procedure (FOP) directives,
even_though FOP directives will in general affect multiple service instances. Sgme FOP
directives also affect the space element and are therefore regarded to be integral |part of a
telecommand service and nat part of the management of such service

24 ARCHITECTURE MODEL—FUNCTIONAL VIEW
241 FORWARD TELECOMMAND FUNCTIONAL GROUPS
2411 Genera

As defined in reference [1], the production of the FSP service involves three SLE-FGs: the
Forward TC Space Link Processing SLE-FG, the Forward Communications Link
Transmission Unit (CLTU) Generation SLE-FG, and the Forward TC VC Data Insertion
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SLE-FG. Figure 2-1 illustrates these three Functional Groups and their interconnections in
support of the FSP service.

NOTES

1 Figure 2-1 shows two types of connections for transporting data channels between the

SLE Functional Groups. If a data channel is transported between Functional Groups
that are implemented by different Complexes, the transfer is accomplished via an SLE
transfer service, as indicated by the Transfer User (T-U) and Transfer Provider (1-P)
port pairs. If a data channel is transported between Functional Groups that are
implemented by the same Complex, the transfer is accomplished via a locatly“defined
connection within the Complex, as indicated by the unlabeled port pairs with smaller
port icons.

2 Fijgure 2-1 shows a Fwd TC Frame (for Forward Telecommand<Frame) SLE transfer
sarvice between the Forward CLTU Generation SLE-FG and-the Forward TC VC
Data Insertion SLE-FG. The Forward TC Frame (FTCE)) SLE transfer service is
formally identified in reference [1], As of this version“of the FSP Recommended
Standard there is no Recommended Standard for the FTCF SLE transfer service.
Unless and until a Forward TC Frame Recomiménded Standard is published by
CICSDS, the Forward CLTU Generation and the Forward TC VC Data Insertion SLE-
FGs must be assumed to be implemented..by the same Complex and exchange the
Fprward TC Frame SLE data channel via-locally-defined means.

\ ( \ ( \ Fwd TC VCA
space T
Link Forward TC Space | T-P }—1 T-U Forward G&TU T-P T-U Forward TC
Link Processing Generation VC Data Insertion
SLE-FG Fwd CLTU SME-FG Fwd TC Frame . SLE-FG Fwd Space Packet
I i I
T-P
i o
Operfational Control Field Operational Control Field
KEY
SLE data channel transported via SLE transfer service (inteiComplex)
[~ 0 SLE data channels transported directly betweenFGs (intra-Complex)

24.1.2 Forward TC VC Data lnsertion SLE Functional Group

The Forward TC-VC Data Insertion SLE Functional Group (SLE-FG) shown in figure 2-1
provides and produces the FSP service and the Forward Telecommand Virtual Channel
Access (TC VCA) service. The latter service is not addressed by this Recommended
Standard, but is defined in reference [1].
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As described in reference [1], the Forward TC VC Data Insertion SLE-FG consumes one or
more FSP data channels consisting of a stream of FSP SLE-SDUs and supplies the Forward
Telecommand Frame SLE data channel.

The Forward TC VC Data Insertion SLE-FG performs the following functions with respect to
the FSP service (see references [4], [5], and [6]):

a) For each FSP service instance, the Forward TC VC Data Insertion SLE-FG.gonsumes
one FSP data channel, extracts the Space Packets from the FSP SLE<SDUE in each
data channel, blocks or segments the Space Packets into TC frames;-and supplies the
Forward TC Frame SLE data channel in the form of individual 7€ frames.|The FSP
service does not support blocking of TC frames. If the TC frame is to be sent using
the sequence-controlled service option of the Communications Operation Rrocedure
(COP), the TC VC Data Insertion SLE-FG sets the Frame Sequence Number and
buffers a copy of the TC frame.

b) The Forward TC VC Data Insertion SLE-FG _consumes Operational Confrol Field
(OCF) SLE data channels (Control Ward* Type 0 only) and extfacts the
Communications Link Control Words (CLEWS). Based on the values in th¢ CLCW,
the Forward TC VC Data Insertion SIXE-FG retransmits or deletes buffered TC
frames.

c) The Forward TC VC Data Insertion SLE-FG supplies the Forward TC frame [SLE data
channels to the Forward CLTU Generation SLE-FG through a locally-defined
connection (if both FGs are-implemented by the same Complex) or an onling instance
of the FTCF SLE transfer;service (if the FGs are implemented by different Complexes
— however, see NOTE 2 under 2.4.1).

In addition to encapsulating the Space Packets, the SLE-SDUs contain control and apnotation
data that specify production time and other parameters to aid in processing the ¢ata. The
SLE-SDUs containing Space Packets are described in 3.6, which defines the FSP-
TRANSFER-DATA operation.

2.4.1.3>Forward CLTU Generation SLE Functional Group

As defined in reference [1], the Forward CLTU Generation SLE-FG shown in fljgure 2-1
provides the FTCF SLE transfer service (see NOTE 2 under 2.4.1).

As defined in reference [1], the Forward CLTU Generation SLE-FG performs the following
production functions with respect to the FSP service (see reference [3]):

a) The Forward CLTU Generation SLE-FG consumes Forward Telecommand Frame
SLE data channels supplied as blocks of one or more TC Frames for transmission via
a single CLTU.

b) The Forward CLTU Generation SLE-FG optionally randomizes the block of TC
frames to ensure a sufficient bit transition density.
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c) The Forward CLTU Generation SLE-FG BCH-encodes each block of TC frames into
a set of BCH Codeblocks.

d) The Forward CLTU Generation SLE-FG forms a CLTU by appending Start and Tail
sequences to the BCH Codeblocks representing the block of TC frames.

e) The Forward CLTU Generation SLE-FG injects the resulting CLTU into its
respective CLTU SLE data channel.

f) The Forward CLTU Generation SLE-FG supplies the CLTU SLE data channels te_th
Forward TC Space Link Processing SLE-FG either through a locallysdefine
connection (only if both FGs are implemented by the same Complex) or,through a
bnline instance of the Forward CLTU SLE transfer service [9] (if\the FGs ar
mplemented by different Complexes and optionally if both FGs are implemented b
the same Complex).

< (D o L (D

24.1.4 | Forward TC Space Link Processing SL E Functional Gfoup

As defined in reference [1], the Forward TC Space Link<SLE-FG shown in figure 2-L
provide$ the Forward CLTU SLE transfer service.

As defiped in reference [1], the Forward TC Space\Link SLE-FG performs the following
productjon functions with respect to the FSP servige’(see reference [3]):

a) The Forward TC Space Link SLE-FG tonsumes a CLTU SLE data channel.

b) The Forward TC Space Link SLE-FG consumes OCF SLE data channels (Contrd
NVord Type 0 only) and extracts the CLCWSs. Based on the values in the CLCW, th
Forward TC Space Link“SLE-FG determines whether the physical channel i
hvailable.

[N 1]

=)

c) The Forward TC.Space Link SLE-FG generates Acquisition and Idle Sequences o
the asynchronous_physical channel in accordance with the Physical Link Operation
Procedure (RROP) in effect.

[72]

[72]

d) The Forward TC Space Link SLE-FG injects the CLTUs into the asynchronou
physical channel.

e) The Forward TC Space Link_SI E-FG utilizes the unr{nrlying antenna steerin

capabilities provided by the Complex.

f) The Forward TC Space Link SLE-FG modulates the resulting stream of bits to RF
and radiates the signal to the spacecraft.

24.2 FSP SERVICE PRODUCTION AND PROVISION

One instance of FSP service production (or, one instance of the TC-VC Data Insertion SLE
FG) may be associated with multiple FSP service instances. FSP production is concerned
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with the extraction of Space Packets from concurrent streams of the SLE-SDUs and their
multiplexing onto the space link according to the Space Packet control and annotation
information in the SLE-SDU and the configuration set up by service management. This
process is independent of any particular instance of service and is specified in detail in annex
B. FSP service provision is concerned with receiving one stream of SLE-PDUs from an FSP
service user. Service provision addresses such matters as when service is provided (e.g.,
SETVICE Start and Stop times),-ard Tow Service 15 provided (e.g., whictrevents are nptified to
the user).

The SLE-SDUs consumed by FSP service production are sent by the servige|user by means of
the FSP service operations defined in section 3. These operations also, provide gdditional
functionality to facilitate the provision of FSP service, i.e. enabling|the exchange| of SLE-
SDUs across a remote interface. The FSP service operations are realized as SLE protocol data
units (SLE-PDUs), which are exchanged between the FSP service provider and|the FSP
service user by means of an underlying communications sefvice. The general relationship
between SL-DUs, SLE-SDUs, and SLE-PDUs is illustrated in figure 2-2. THhis figure
assumes that as in the example shown in figure .2-3 all forward service production is
implemented within a single SLE Complex. This may or may not be the case. For|instance,
one SLE Complex could host the FSP and TC Frame production process and use theg Forward
CLTU service provided by another SLE Complex. In that case, the latter SLE [Complex
would generate the SL-DUs while the two SLE Complexes would exchange Forwayd CLTU
SLE-PDUs.

FSP Service-Provider FSP Service User
2 )
a (@]
? o
L L
a 7 7
T ) n
P o FSP o FSP
To O Forward o | Transfer ) Transfer User
space Service L Service w Service Application
link Production »1  Provision User >
channel

Figure 2-2: FSP Service Production and Provision

Production of the FSP service by the provider occurs during the space link session. It will in
general largely overlap with service provisioning. Production status affects the provision of
the service, as specified in sections 3 and 4, and reviewed in annex C.
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25 ARCHITECTURE MODEL—CROSS SUPPORT VIEW

The management and control of the production and provisioning of the SLE transfer services
is described in general terms in reference [1]. Figure 2-3 shows an example operational
scenario and the related binding of the transfer and management ports. This example shows
an SLE Complex with one Forward TC VC Data Insertion SLE-FG instance providing two
instances of FSP service to MUEs in a Mission Data Operations System (MDOS). The

el I |

T N\ IO | Y ] i ol . I & £ 'y T b e Y ) | 1
FOFW&I‘d ' VU Udlad ITIRCTUUIT OoLE=FO dadlloItclis Uie TGO 1difics tU UIle rurwdiud CL 1 U

Generatipn SLE-FG, which in turn transfers the CLTUs to the Forward TC Space Link

Processing SLE-FG.

[ ] [0
[ SLE Complex Management ] K Utiﬁlz_aEtion \
i i [ Management
e FSP
SE;ie :orward‘TC Forward Forward TC N |_| 1h MUE
?r):(f:s;:?g( Ge;:;rattjion VC Data Insertion
SLE-FG SLE-FG SLE-FG FSP
T-P T-U | MUE
\
OCF OCF
SLE Complex / k MDOS j
Figure 2-3: Example of the Management and Provision of FSP Service
NOTES
1 The FSP service occurs between the MDOS T-U ports and the SLE Complex T-P
pprts.
2 Although not shown in this scenario, many other combinations are possible. For

example, it is also possible to have several SLE-FG instances, each supplying a
different SLE data channel and each providing one or more instances of service. The
different SLE-FGs shown in the scenario may also belong to different SLE

Complexes.
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26 FUNCTIONAL DESCRIPTION
26.1 GENERAL

This subsection describes the FSP service with respect to scheduling, configuration,
underlying services, provider states, and protocol considerations.

2.6.2 SCHEDULING AND CONFIGURATION

SLE Utilization Management negotiates with SLE Complex Managément to |establish
mutually agreed upon SLE service packages. Among other things, (SLE service jpackages
specify what service instances are to be provided, when those services ‘d@re to be provjided, and
what resources are needed to enable those services.

Service packages also specify the initial values of the mission-dependent parameterg required
for service production and provision. FSP service production parameters include such things
as the TC VC to be used, the multiplexing schemes.applicable at TC frame and MAP level,
maximum Packet Data Length TC Transfer Framelength, and configuration information
associated with the service production performed by the Forward CLTU Generation and
Forward TC Space Link Processing SLE-FGs.“Provision parameters include such fthings as
the scheduled start and stop times of the FSP service instance.

Service production is guaranteed to occur only as needed to support service packiages that
have been scheduled and mutually agreed upon by SLE Complex Management and SLE
Utilization Management. Service provision occurs only within the bounds of the agreed upon
schedule of service instances ‘and only during those periods when there is an association
between the service provider and the service user.

2.6.3 UNDERLYING SERVICES

If the prodtction of an FSP service instances involves more than one Complex,| the FSP
service f€lies on one or both of the following SLE services, depending on which Functional
Groups.are implemented by which Complexes:

a) Forward TC Frame (see NOTE 2 under 2.4.1);
b) Forward CLTU.

Provision of FSP service depends on service management for scheduling, resources, and
configuration. If the Forward CLTU Generation SLE-FG and/or Forward TC Space Link
Processing SLE-FG are implemented by a Complex (or Complexes) other than the Complex
that is providing the FSP service, the schedule for an FSP service instance must be compliant
with the schedule of the underlying FTCF service and/or Forward CLTU service.

The FSP service also depends on the availability of a suitable communications service to
enable the exchange of information between the FSP service user and provider.
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264 PROTOCOL DESCRIPTION

2.6.4.1 FSP Operations

The operations that constitute the FSP service are listed in table 2-1. Section 3 of this
Recommended Standard contains the detailed specification of these operations.

Table2-1: FSP Service Operations
Qperations Invoked Purpose Gon-
P By P firmed
FSP-BIND Initiator (User) | To establish an association with the providetr/| Yes
FSP-UNBIND Initiator To release an association previously. Yes
(User) established by an FSP-BIND operation
FSP-START User To request that the SLE service{rovider Yes
prepare to accept FSP-TRANSFER-DATA
operations
FSP-STOP User To request that the provider stop service Yes
production for the Space Packets
associated with this service instance and
not yet passed-to the segment queues and
discard these*Space Packets
FSP-TRANSFER-DATA |User To transfer a Space Packet to the service Yes
provider
FSP-ASYNC-NOTIFY Provider Te-hotify the user of an event affecting No
production or provision of the FSP service
FSP-SCHEDULE- User To request that the provider send a status | Yes
STATUS-REPORT report immediately or periodically, or stop
reporting
FSP-STATUS-REPORT“Provider To send a status report to the user No
FSP-GET-PARAMETER | User To ascertain the value of an SLE service Yes
parameter (see tables 3-1 and 3-11)
FSP-THROW:-EVENT |User To forward an event that requires Complex |Yes
Management to take the actions defined for
this event
FSP-INVOKE- User To invoke TC-Directives as specified in Yes
DIRECTIVE reference [5]. TC directives are required to
(re-)establish the commanding capability on
a given VC
FSP-PEER-ABORT User or To notify the peer that the local SLE No
Provider application detected an error that requires
the association to be terminated
CCSDS 912.3-B-2 Page 2-10 July 2010
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2.6.4.2 Statesof the Service Provider

Once an FSP service instance is created, the FSP service provider is in one of three states, as
follows:

a) State 1 (‘unbound’): In state 1, all resources required to enable the provision of the
ESP service have been allocated, and all objects required to provide the service have
been instantiated. However, no association yet exists between the usen and the
provider (i.e., the FSP transfer service provider port is not bound).

b) State 2 (‘ready’): In state 2, an association has been established between the| user and
the provider, and they may interact by means of the operations-described in[section 3
of this Recommended Standard. However, sending of Space Packets from the user to
the provider (by means of the FSP-TRANSFER-DATAcoperation) is not germitted.
The user may enable the delivery of Space Packets<by means of the appropriate
service operation (FSP-START), which, in turn, will ‘cause the provider to fransition
to state 3 (“active’).

c) State 3 (‘active’): State 3 resembles to state. 2 (‘ready’), except that now the user can
send Space Packets. The service continuges in this state until the user inyokes the
FSP-STOP operation to cause the provider to discard any Space Packets belpnging to

| the given service instance and not yet having been passed to the segment gyeues and

to transition back to state 2.

A simplified FSP service provider State transition diagram is shown in figure 2-4. A detailed
state transition matrix is providedin 4.2.

Reject
BIND

State 1
‘unbound’

UNBIND
PEER-ABORT

Accept
BIND

Reject START

PEER-ABORT

State 2

‘ready’
Y

Accept
STOP

Accept
START

Reject STOP
TRANSFER-DATA
NOTIFY

State 3
‘active’

Figure 2-4: Simplified FSP Service Provider State Transition Diagram
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2.6.4.3 Terminating an Association

An association is released normally when an FSP-UNBIND is issued by the user (the initiator
of the association) and accepted by the provider (the responder). An association may be
aborted by either the user or the provider by means of the FSP-PEER-ABORT operation. An
association may also be aborted because of a failure in the underlying communications
system. Such failures are signaled to the local application entity by the ‘protocol abort” event
described in 4.1.5.

2.6.4.4 |Effectsof Association Termination

Followirg the termination of an association, the provider immediately discards all Space
Packets puffered for this service instance except any Space Packets that are already in the
productipn process, i.e. that have already been converted to Frame Data Units and passed tg I
the segment queues (see annex B).

When ar] association is released or aborted, no further operations can be exchanged between
the user and the provider. The systems may re-establish an association via a new FSP-BIND
operation if that is consistent with the service instance provision period. However, status
informatjon from the prior association is not preserved and is not available to the new
associatipn except that:

a) aJl accounting information, such as number of Space Packets processed, is persistent
during the service instance provision-period,;

b) pprameters that serve to relate natifications on an activity to operations that triggered
this activity will not be altered.when the association is released or aborted;

¢) QOP parameters, i.e. parameters that are set by invoking directives (see 3.12), will nof
be altered.

2.6.4.5 [Technologyzspecific Aspects

This Reqgommended Standard defines the FSP service. Provision of the FSP service in a real
system glso<requires a specification of how the FSP service defined here is mapped to g
communjcations service such that all invocations and returns of the FSP service operations
can be conveyed between the user and the provider. In order not to restrict the applicability
of this Recommended Standard to a specific communications technology, as few assumptions
as possible have been made about the characteristics of the underlying communications
service (see 1.3.1).

The FSP service interface between the user and the provider is specified in this
Recommended Standard in terms of the operations that the service provides. Those
operations are realized by mapping the service operation invocations and returns to protocol
data units that can be conveyed by means of the underlying communications service. This
Recommended Standard conceptualizes such mapping in two parts:

CCSDS 912.3-B-2 Page 2-12 July 2010

42 © 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

a) FSP service operation invocations and returns (defined in section 3) are mapped to
SLE-PDUs (defined in annex A);

b) SLE-PDUs are mapped to protocol data units that can be conveyed by means of the
underlying communications service.

The mapping of FSP service operation invocations and returns to SLE-PDUs is specified by
this Recommended Standard. In the FSP case, an SLE-PDU corresponds to the invgcation or
return of an FSP operation. Other services may opt to map multiple TRANSFER-DATA
invocations to a single SLE-PDU. From the point of view of the provider oruser application,
the interaction between the user and provider is in terms of operations, But from the¢ point of
view of the application entities that implement the FSP protocol, what is-exchanged|are SLE-
PDUs.

The mapping of SLE-PDUs to an underlying communications:service is intentionally outside
the scope of this Recommended Standard (e.g., so that the FSP service may be mapped to
more than one communications technology). In order te,achieve interoperability, thq user and
provider must conform not only to this Recommended "Standard but also to an agrged upon
specification of the mapping of the FSP service to-the underlying communication$ service.
The specification of a mapping of the FSP service onto a particular communicatiors service
must address such points as:

a) selection of communications network(s) to ensure connectivity;
b) compatible configuration of protocol stacks (e.g., timeout values);

c) specification of port-identifiers, and their translation onto the communications
technology;

d) specification of\sécurity related information.

Figure 2-5 illustrates a communications realization of the FSP service that results frgm such a
mapping. _TFhe specification of such mappings is the subject of separate| CCSDS
Recommended Standards.
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Figure 2-5: Communications Realization of FSP Service

Becausg¢ the _operations of the FSP service are relatively simple, once an association is i
place bptween the service user and the service provider, the technology specific elements
involve 3 I
association is established (i.e., the binding) tends to vary significantly depending on the
communications technology in use. Nonetheless, the FSP-BIND and FSP-UNBIND
operations as specified in this document are intended to be ‘technology neutral’. This
neutrality is achieved as described in the following paragraphs.

For purposes of the communications mapping, the endpoints of an SLE association are
identified by port identifiers, namely, an ‘initiator port identifier’ and a ‘responder port
identifier’. The port identifiers represent all the technology-specific addressing information
needed to establish communications between the user and provider and to route SLE-PDUs
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between them. The initiator port identifier identifies the endpoint that will invoke the FSP-
BIND operation (initiator). The responder port identifier identifies the endpoint that will
perform the FSP-BIND operation (responder). Generally speaking, the information
represented by a port identifier consists of:

a) information needed to route data between two real systems over a communications
channel or network: and

b) information needed to route data within a real system to a particular applicatipn entity.

For example, the information represented by a port identifier might be the,combination of an
Internet Protocol (IP) network address and a Transmission ControhProtocol (T|ICP) port
number or the combination of an OSI network address and an associated set of service access
points (SAPs).

The exact relationship between SLE port identifiers and communications ports prqvided by
the underlying communications service must be specified by the mapping of the FSP service
to the underlying communications service.

One possible mapping of the SLE transfer service to the TCP/IP communications $ervice is
specified in [I8]. As part of this mapping, ‘also issues such as sizing of TCP Quffers in
accordance with the bandwidth-delay product of the communication link and ways t9 manage
relative priority of transfer services concurrently using the same connectivity dre to be
addressed.

In order for an SLE association~to be established, SLE Complex Management gnd SLE
Utilization Management must agree beforehand on the responder port identifief for the
association. The responder-needs the information represented by the responder port fidentifier
to ensure that resources are allocated to recognize and respond to an FSP-BIND invocation
for that association.) The initiator needs the information to ensure that the FSP-BIND
invocation will b&.communicated to the appropriate responder.

In general, it is not necessary for SLE Complex Management and SLE Utilization
Management to agree beforehand on the initiator port identifier for the association|{ Rather,
the initiator should communicate that information to the responder in conjunctionf with the
FSP-BIND invocation. The exact means by which the initiator port identifier is prpvided to
the’responder-is-technologv-specific-and-must be specified by the manping-of the ESP service
e EOP TSI o oo oo gy T op s oo e oo oo op S o e ooy tie P pPrg—o e

to the underlying communications service.

The responder port identifier is included as a parameter of the FSP-BIND operation. While it
is only necessary that the SLE application entity communicate the information represented by
the port identifiers to the underlying communications service, the responder port identifier is
provided as a parameter of the FSP-BIND operation to allow for the possible simplification
of the implementation of a gateway.

The information represented by the responder port identifier is technology-specific. In order
to define the FSP-BIND operation in a way that is not technology-specific, the
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responder-port-identifier parameter of the FSP-BIND operation is defined to be
a logical name. A logical name is an arbitrary identifier that has an appropriately chosen and
agreed upon translation to technology-specific information. Prior to the start time of a
service instance, SLE Complex Management and SLE Utilization must mutually agree upon
the value of the responder port identifier (and its translation) applicable to that service
instance. The actual process of translating logical names to technology-specific information
is considered a local matter. The translation methodology may rely on simple techniques
such as look-up tables or may use more elaborate mechanisms such as naming or directqry
Services.

The above discussion describes the case that both the user and provider applications are
implemented using the same communications service. It is possible” to achieve
interoperability even if the user and provider use different communications services.
Howeyer, in that case interoperability requires the use of an appropriate‘gateway.

2.6.4.6 Buffering

The FEP service buffers the Space Packets for the purpese of multiplexing concurrent FEP
data channels in accordance with the applicable multipfexing scheme and for maintaining a
steady|output stream of TC frames despite variable latency over the ground communicatigns
links. JAnnex B specifies the applicable buffering,;mechanisms in detail. All Space Packgts
transfgrs from the service user to the service*provider must occur within the scheduled
servicg instance provision period.

2.7 OPERATIONAL SCENARIO

Prior fo the actual provision ©f;service, start and stop times for both the space link sessipn
and thp associated FSP service instance are negotiated between SLE Complex Managemeént
and SLE Utilization Management. Configuration and other information needed to enable the
servicg are also agreed,

Some fime before'the scheduled start time of the FSP service instance, the service instance is
created by _SEE Complex Management. Initially, the service provider is in state| 1
(unbund) At the scheduled start time of the space Ilnk sesslon the SLE Comple><

service and, |f appllcable of the underlylng FTCF service (see NOTE 2 under 2.4.1) and
Forward CLTU service. Typically (but not necessarily) the start time of the service instance
will precede by a small margin the start time of the space link session to allow the user to
bind to the service before the start of the space link session.

The following illustrates a typical sequence of operations between the user and the provider
of the FSP service. A complete definition of the operations is found in section 3; the formal
specification of provider behavior is presented in section 4.

a) The user invokes the FSP-BIND operation to establish an association.
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b) The provider monitors the status of the underlying services. If the production status
permits, it transitions from state 1 (‘unbound’) to state 2 (‘ready’) and returns a report
of the successful completion of the bind operation to the user.

c) The provider continuously monitors the production status. When the production status

changes and the user might be affected by this change, the provider sends FSP-
ASYNC-NOTIFY to the user

d) The user may check parameters that control service provision by means ‘of [the FSP-
GET-PARAMETER operation.

e) A user interested in obtaining periodic status reports may) invoke the FSP-
SCHEDULE-STATUS-REPORT operation to configure status|reporting.

f) The user invokes the FSP-START operation to enablebthe submission pf Space
Packets.

g) The provider transitions from state 2 (‘ready’) to state 3 (‘active’) and conffirms the
start operation to the user.

h) The user next submits a Space Packetchy invoking the FSP-TRANSFER-DATA
operation. The provider verifies the ‘Racket, and if acceptable, buffers it|until the
earliest transmission start time specified in the FSP-TRANSFER-DATA invgcation is
reached. In addition, notifications may be delivered by means of FSP-ASYNC-
NOTIFY operations, and requested status reports are delivered by means| of FSP-
STATUS-REPORT operations.

i) The user sends additional Space Packets by repeated invocation of FSP-TRANSFER-
DATA operations.

J) The user cheeks-if radiation or acknowledgement of all Space Packets is completed by
inspecting cthe” notifications or reports sent by the provider via the FSP-ASYNC-
NOTIEY-or FSP-STATUS-REPORT operations. If all Space Packets have been
radiated’or acknowledged, the user will invoke the FSP-STOP operation, which will
cauge the provider to transition to the ‘ready’ state.

k)~If the service instance provision period has not expired, the user may injtiate the
radiation of another set of Space Packets by invoking another FSP-START qperation.
H-thereare nomorePackets—tobeuptinked,theuserterminates—the—association by

invoking the FSP-UNBIND operation.

28 SECURITY ASPECTSOF THE SLE FORWARD SPACE PACKET (FSP)
TRANSFER SERVICE

281 SECURITY BACKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Additional
security capabilities, if required, are levied on the underlying communication services that

CCSDS 912.3-B-2 Page 2-17 July 2010

© 1SO 2011 — All rights reserved

47


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

48

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

support the SLE transfer services. The SLE transfer services are defined as layered
application services operating over underlying communication services that must meet certain
requirements but which are otherwise unspecified. Selection of the underlying
communication services over which real SLE implementations connect is based on the
requirements of the communicating parties and/or the availability of CCSDS-standard
communication technology profiles and proxy specifications. Different underlying
communication technology profiles are intended to address not only different performance
requirerpents but also different security requirements. Missions and service providers ar,
expectef to select from these technology profiles to acquire the performance and security
capabilities appropriate to the mission. Specification of the various underlying
commuhication technologies, and in particular their associated security provisions, arp
outside the scope of this Recommended Standard.

(D

The SLE FSP transfer service transfers data that is destined for a missioncspacecraft. As such,
the SLE FSP transfer service has custody of the data for only a portion-of the end-to-end data
path befween MDOS and mission spacecraft. Consequently the ability of an SLE transfgr
service fo secure the transfer of mission spacecraft data is limited to that portion of the end-
to-end path that is provided by the SLE transfer service (i.e.;the terrestrial link between the
MDOS fand the ground termination of the ground-space link-to the mission spacecraft). End-
to-end gecurity must also involve securing the data as it-¢rosses the ground-space link, whicp
can be provided by some combination of securing the mission data itself (e.g., encryption gf
ion data within CCSDS space packets)..and securing the ground-space link (e.g|,
encryption of the physical ground-space link). Thus while the SLE FSP transfer service plays
a role in the end-to-end security of the data path, it does not control and cannot ensure that
end-to-g¢nd security. This component perspective is reflected in the security provisions of the
SLE trapsfer services.

282 BTATEMENTSOF SECURITY CONCERNS

This segtion identifies SLE-FSP transfer service support for capabilities that responds to thes
security] concerns in_the areas of data privacy, data integrity, authentication, access contro|,
availabillity of resources, and auditing.

(D

2.8.2.1 | Data Privacy (also known as Confidentiality)

This SLE FSP transfer service specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensured
outside of the SLE transfer service layer, by the mission application processes that
communicate over the SLE transfer service, in the underlying communication service that lies
under the SLE transfer service, or some combination of both. For example, mission
application processes might apply end-to-end encryption to the contents of the CCSDS space
link data units carried as data by the SLE transfer service. Alternatively or in addition, the
network connection between the SLE entities might be encrypted to provide data privacy in
the underlying communication network.
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2.8.2.2 Datalntegrity

The SLE FSP service requires that each transferred space packet be accompanied by a
sequence number, which must increase monotonically. Failure of a space packet to be
accompanied by the expected sequence number causes the space packet to be rejected (see
3.6.2.18.1 d)). This constrains the ability of a third party to inject additional command data

yntn an antinA CCD tvancfar camiinn tnatannan
mnu arraviuave 1 Ji uadrrorer oLrvivu 1riotdrive.,

The SLE FSP transfer service defines and enforces a strict sequence of -operations that
constrain the ability of a third party to inject operation invocations or returns into thg transfer
service association between a service user and provider (see 4.2.2). This@onstrains the ability
of a third party to seize control of an active FSP transfer service instance-without detgction.

The SLE FSP transfer service requires that the underlying communication servic¢ transfer
data in sequence, completely and with integrity, without duphication, with flow coptrol that
notifies the application layer in the event of congestien, and with notificatign to the
application layer in the event that communication between the service user and the service
provider is disrupted (see 1.3.1). No specific mechanisms are identified, as they will be an
integral part of the underlying communication service.

2.8.2.3 Authentication

This SLE FSP transfer service specification defines authentication requirements (see 3.1.5),
and defines initiator-idenatifier, responder-identifier, invoker-
credenti al s, and perforaer-credenti al s parameters of the service pperation
invocations and returns that.are used to perform SLE transfer service authenticafion. The
procedure by which SLE.transfer service operation invocations and returns are authenticated
is described in annex-F-of the Cross Support Concept Green Book (reference [I3]).{The SLE
transfer service authentication capability can be selectively set to authenticate at on¢ of three
levels: authentieate every invocation and return, authenticate only the BIND pperation
invocation <and return, or perform no authentication. Depending upon the | inherent
authentication available from the underlying communication network, the| security
enviropment in which the SLE service user and provider are operating, and thg security
requirements of the spaceflight mission, the SLE transfer service authentication level can be
adapted by choosing the SLE operation invocations and returns that shall be authenticated.
Furthermore, the mechanism used for generating and checking the credentials and thus the
level of protection against masquerading (simple or strong authentication) can be selected in
accordance with the results of a threat analysis.

2.8.2.4 Access Control

This SLE FSP transfer service specification defines access control requirements (see 3.1.4),
and defines initiator-identifier and responder-identifier parameters of
the service operation invocations and returns that are used to perform SLE transfer service
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access control. The procedure by which access to SLE transfer services is controlled is
described in annex F of the Cross Support Concept Green Book (reference [13]).

2.8.25 Auvailability of Resources

The SLE transfer services are provided via communication networks that have some limit to
the reso(irces available T0 SUpport those SLE transfer Services. IT these resources can pe
diverted [from their support of the SLE transfer services (in what is commonly knowras
‘denial gf service’) then the performance of the SLE transfer services may be curtdiled or
inhibited| This SLE FSP transfer service specification does not define explicit capabilities to
prevent enial of service. Resource availability is expected to be ensured by, ‘@ppropriate
capabilities in the underlying communication service. The specific capabilities will be
dependent upon the technologies used in the underlying communication-service and the
security ¢nvironment in which the transfer service user and provider opetate.

2.8.2.6 |Auditing

This SLE FSP transfer service specification does not.define explicit security auditing
requiremeents or capabilities. Security auditing is expected to be negotiated and implemented
bilaterally between the spaceflight mission and the service provider.

2.8.3 POTENTIAL THREATSAND ATTFACK SCENARIOS

The SLE FSP transfer service depends. on”unspecified mechanisms operating above the SLE
transfer service (between a mission-Spacecraft application process and its peer application
process @n the ground), underneath-the SLE transfer service in the underlying communication
service, pr some combination~of both, to ensure data privacy (confidentiality). If no such
mechanigms are actually. ‘implemented, or the mechanisms selected are inadequate orf
inappropriate to the netwark environment in which the mission is operating, an attacker could
read the [command data-contained in the FSP protocol data units as they traverse the WAN
between service user and service provider.

The SLH FSPtransfer service constrains the ability of a third party to seize control of an
active SLE-transfer service instance, or to inject extra command data into a service instance,
but it does not specify mechanisms that would prevent an attacker from intercepting the
protocol data units and replacing the contents of the dat a parameter. The prevention of such
a replacement attack depends on unspecified mechanisms operating above the SLE transfer
service (between a mission spacecraft application process and its peer application process on
the ground), underneath the SLE transfer service in the underlying communication service, in
bilaterally-agreed extra capabilities applied to the SLE transfer service (e.g., encryption of the
dat a parameter) or some combination of the three. If no such mechanisms are actually
implemented, or the mechanisms selected are inadequate or inappropriate to the network
environment in which the mission is operating, an attacker could ‘hijack’ an established SLE
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FSP transfer service instance and overwrite the commands in the protocol data units to
subvert or destroy the operation of the spacecraft.

If the SLE transfer service authentication capability is not used and if authentication is not
ensured by the underlying communication service, attackers may somehow obtain valid
initiator-identifier valuesand use them to initiate SLE transfer service instances

by iaadbioal thhan s At b Al or by ot Ay Aoty s 4l s oo A
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The SLE FSP transfer service depends on unspecified mechanisms opérating in the
underlying communication service to ensure that the supporting network“has ufficient
resources to provide sufficient support to legitimate users. If no such mechanisms arg actually
implemented, or the mechanisms selected are inadequate or inappropriate to the| network
environment in which the mission is operating, an attacker could prevent legitimate users
from communicating with their spacecraft, causing degradation or-even loss of the miission.

If the provider of SLE FSP transfers service provides no security auditing capabilitigs, or if a
user chooses not to employ auditing capabilities that<dovexist, then attackers may| delay or
escape detection long enough to do serious (or increasingly serious) harm to the misgion.

2.84 CONSEQUENCESOF NOT APPLYING SECURITY
The consequences of not applying security to the SLE FSP transfer service are| possible

degradation and loss of ability to command the spacecraft, and even loss of the gpacecraft
itself.
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3 FSP SERVICE OPERATIONS

NOTE - This section (3) specifies the processing of valid SLE-PDUs (i.e., those that are
recognized as the invocation or return of an FSP service operation). Subsection
3.1 specifies behaviors that are generally applicable to all operations.
Subsections 3.2 through 3.13 specify individual operations. Handling of invalid
StE-PDUs TS Specified i subsection 4.1

3.1 GENERAL CONSIDERATIONS
3.11 RESULT OF OPERATIONS

3.1.1.1 All confirmed operations shall report on the outcome ‘ef the operation in|a return,
except as specified otherwise in section 4.

3.1.1.2 All returns shall include ar esul t parameter-that indicates whether the oytcome of
the operation was successful (“positive result’) or unsuccessful (‘negative result’).

3.1.1.3 In the event of a ‘negative result’, the<return shall also include a di agnosti c
parameter, the value of which is descriptive of the reason for the ‘negative result’.

NOTE - Possible values of the di agnost i ¢ parameter are listed in the desctiption of
each operation.

3.1.1.4 A di agnosti c parameter value of ‘other reason’ shall be returned oply if no
other value in the list adequately describes the reason for the ‘negative result’.
3.1.2 PARAMETER TYPES

The types of athparameters shall conform to the abstract syntax specified in annex A

NOTE ~\YSome parameter types in annex A are chosen such that possible future extensions
of the range of allowed values of a parameter will not cause a type mismatch. For
example, parameters that logically are of the ‘enumerated’ type are spgcified as
being of the ‘named integer” type

3.1.3 PARAMETER CHECKING

3.1.3.1 Validity checks shall be performed on the values of parameters associated with an
operation.

NOTE - Rules governing the validity of parameter values are included in the specification
of individual operations. General reasons for regarding a parameter value as
invalid are specified in the following subsections.
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3.1.3.2 A parameter shall be treated as invalid if its value is outside the range or not in the
set of values currently permitted by service management for the given parameter.

NOTE - A conformant implementation shall be capable of supporting the full range or set
as specified in annex A.

3.1.3.3__A parameter shall be treated as invalid if its value is in conflict with the value of
anothef parameter in the same invocation.

NOTE| — For example, in the FSP-TRANSFER-DATA invocation the time specified in the
ear | i est-production-time parameter is later than the time 'specified |in
the | at est - producti on-ti nme parameter.

3.1.3.4 If a parameter value is not valid, the operation shall not he-performed, and, for
confirmed operations, a report of ‘negative result’ shall be returned to:the invoker.

3.1.3.5 Except as noted in 3.2.2.11, checks for invalid parameters or for other conditions
that cdn cause a report of ‘negative result’ should be performed in the order in whigh
diagnogtics are listed in the descriptions of the operations;:and the di agnost i ¢ parameter
should|be set to the value defined for the first problem.found.

3.1.3.4 In the case that an implementation does;not adhere to the sequence of checks fs
specified by the sequence of diagnostics values, such implementation shall specify the
sequengce in which the checks are actually performed.

3.1.4 |ACCESSCONTROL

3.1.4.1 The FSP service shall implement access control based on the identity of the initiator
and regponder. Access contral is performed at two levels:

D
o

a) [the initiator must be registered at the responder and the responder must be register
at the initiator,

b) |the initiator and responder must be authorized for the given service instance.

3.1.4.2 <The initiator shall have access to a registry of authorized responders and the
responder—stratttraveaccess toa Tegistry of authorizedimitiators. T Mese Tegistries shatt e
maintained by SLE Complex Management and SLE Utilization Management, respectively.

3.1.4.3 Service management shall specify the authorized initiator and responder for each
service instance.

3.1.4.4 The initiator and responder shall indicate their identity by setting the parameters
initiator-identifier andresponder-identifier inthe FSP-BIND operation
to the values assigned by service management.
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3.1.5 AUTHENTICATION

I NOTE - Requirements for security depend on the application and the environment of the
SLE Complexes and the MDOS (e.g., whether closed or public networks are used

or if access is only from physically restricted areas). In many environments,

security may be provided by the communications service, transparently to the

ClE annlinatinn Thic Rocammoen AdAaod Ctandard Ananc nat nrasliiAA +l-e use Of
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security features that are provided by the communications serviceror |the local
environment, nor does it assume the availability of such features.

3.1.5.1 The FSP service shall provide the following options withrespect to|level of
authentication of invocations and returns of operations:

a) ‘all’: all FSP invocations and returns, except the invocation of FSP-PEER-{ABORT,
shall be authenticated,

b) ‘bind’: only the FSP-BIND invocation and return.shall be authenticated,;

c) ‘none’: no FSP invocations or returns shall be-authenticated.

3.1.5.2 SLE Complex Management and SLE Utilization Management shall agrg¢e on the
level of authentication to be required for an.association between a service user and|a service
provider and shall configure both entities accordingly.

3.1.5.3 SLE Complex Management and SLE Utilization Management shall agrg¢e on the
algorithm used to generate and €heck credentials parameters and make this algorithm known
to the service user and service provider, together with associated parameters| such as
passwords or keys as necessary for the selected algorithm.

NOTES

1 The specification of the algorithms themselves is outside the scopel of this
Recommended Standard.

2 The initiator-identifier and responder-identifier parameters of
the FSP-BIND operation identify the user and provider, respectively, and thefefore the
applicable authentication level and algorithm necessary to generate and check
credentials.

3.1.5.4 For operations for which authentication is required by the terms of the agreement
between SLE Complex Management and SLE Utilization Management:

a) invocations shall include an i nvoker - credenti al s parameter to permit the
performer to authenticate the invocation; and

b) returns shall include a performer-credential s parameter to permit the
invoker to authenticate the return.
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For operations for which authentication is not required, the i nvoker-

credentials or perforner-credential s parameter should be set to the value

‘unused’

to signify that the invocation or return does not carry credentials.

3.1.6 BLOCKING AND NON-BLOCKING OPERATIONS

3.16.1
i nvoksg
UNBINI

NOTES

1

= —

2 q
0

3.16.2

for the d
return fr
FSP-PEH

3.1.6.3
without

3.1.64
integer \

3.1.65

di agnd
as that ¢
service i

3.1.6.6

always non-blocking.

To support applications that may need to invoke several operations concurrently, th
- | D parameter is specified for all confirmed operations except FSP-BIND and FSP;
D.

he i nvoke- | D parameter allows the invoker to correlate a particular return to the
nvocation that prompted it.

onfirmed operations that include the i nvoke- | D parameter are non-blocking
perations; those that do not are blocking operations. dnconfirmed operations arg

After invoking a blocking operation, the invokersshall not invoke another operatior
ame service instance until the return from the blocking operation is received,; if the
bm a blocking operation is not received in @ timely manner, the invoker may invoks
FR-ABORT to terminate the association.

After invoking a non-blocking operation, the invoker may invoke another operatior|
jvaiting for the return from the first invocation.

The value of the i nvoke- | D parameter shall be an invoker-supplied arbitrary
alue that shall be returned, unchanged, by the performer.

The invocation™~of a non-blocking operation shall be rejected with thq
sti ¢ ‘duplicate”invoke id’ if it includes an i nvoke- | D whose value is the samg
f another 4nvocation that is awaiting confirmation within the context of the samq
nstance:

TO ensure that the FSP service behaves in a predictable manner, the effects of

operatio
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invocations were received by the performer.

3.1.6.7

The invoker may choose not to exploit the non-blocking capability and always wait

for the return from a non-blocking operation before invoking another operation.

NOTE - An invoker wishing to operate in blocking mode, i.e., to invoke a new operation

only after the return from the previous operation has been received, may use a
constant value for the i nvoke-1 D parameter. As long as a return is still
outstanding, the performer will reject any further invocations.
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3.1.6.8 Compliance with this Recommended Standard does not require the performer to
process invocations concurrently; however, the performer must accept invocations from a
non-blocking invoker and buffer and serialize them by local means not visible externally.

317 TIME

3.1.7.1 The time reference for all parameters containing a time value shall pe.pased on
Coordinated Universal Time (UTC).

3.1.7.2 The type of parameters containing a time value shall be the CCSDS Day S¢gmented
(CDS) time code format (reference [2]) with an epoch of 1958-01-01 and a 1p-bit day
segment. Depending on the FSP service provider capabilities and/or‘the supported mission
requirements, the time tag may have either a resolution of micrgseconds or a resqlution of
picoseconds.

3.1.7.3 All time values shall be expressed to a precisien of at least one-tenth (D.1) of a
second.

3.1.7.4 All time value shall be accurate to within-ene-tenth (0.1) of a second or better.

3.1.8 DELIVERY MODES
3.1.8.1 Forward Online Delivenry.

3.1.8.1.1 Forward online (delivery service provisioning shall occur at the samq time as
service production, i.e., dufing a space link session.

3.1.8.1.2 Space Packets supplied by the service user are buffered by the service|provider
until they are proegssed.

3.1.8.1.3 _Thebuffer used by the service provider exists only during service provisipning.

3.1.8.3:4" The timing of Packet processing is determined by the order of Packats in the
buffer and any annotation data provided with the Packets (see annex B).

3.1.8.1.5 Two transmission modes shall be available to the service user:
a) sequence-controlled (AD);
b) expedited (BD).

Sequence-controlled transmission mode means that there is a high probability of complete
delivery of the Space Packet, that no Packet is duplicated, and that no Packet is delivered out
of sequence. Expedited mode delivers Space Packets in the sequence specified but does not
guarantee complete delivery.
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NOTE - The forward online delivery mode is defined in this Recommended Standard.

3.1.8.2 Forward Offline Delivery

The forward offline delivery mode is not defined in this version of this Recommended
Standard.

3.19 SETTING OF PARAMETERS
3.1.9.1 |An FSP provider shall permit setting of the parameters as specified in table'3-1.

3.1.9.2 |[The range or set of values a parameter may assume is constrained by specification
of its datg type (see annex A).

3.1.9.3 |Service management may further constrain the allowed values for a given service
instance.

NOTES
1 Further details on these parameters are presented in 3.10.
2 Thble 3-1 contains only parameters for which the user can ascertain the current value

by means of the FSP-GET-PARAMETER operation. A complete list of parameters
that may affect service production<is-to be found in the service management suite of
dpcuments (see 1.5.2).

Table 3-1: Setting of FSP Service Operation Parameters

Parameter Service FSP- FSP- FSP-INVOKE-
Management START SCHEDULE- DIRECTIVE
Operation STATUS- Operation
REPORT
Operation

Parameters applicable to all FSP service instances:

maximum- X
packet-data-
length
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Parameter Service FSP- FSP- FSP-INVOKE-
Management START SCHEDULE- DIRECTIVE
Operation STATUS- Operation

REPORT
Operation

\/C- X

multiplexing-

control

ve- X

multiplexing-

scheme

Parameters applicable to all FSP service instances using a given Physigal
Channel:

bit-lock-
required (see X
NOTE)

clcw-physical-
channel

clcw-global-
VCID

rf-available-
required (see X
NOTE)

Parameters applicable to all FSP service instances using a given VC:

blocking- X
timeout-period

blocking-usage | X
(blocking

perfermed by
the ‘provider)

directive- X
invocation-
enabled

fop-sliding- X X
window

fop-state read-only

map- X X
multiplexing-
control
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Parameter Service FSP- FSP- FSP-INVOKE-
Management START SCHEDULE- DIRECTIVE
Operation STATUS- Operation

REPORT
Operation

map- X

multiplgxing-

schemq

maximym- X

frame-lg¢ngth

segmert- X

header

timeoutttype X X
timer-injtial X X
transmigsion- X X
limit

transmifter- X X
frame-

sequenge-

number

Parameters applicabte to a given service instance:

apid-list X

deliveryymode | X

expectgd- X
packet-

identifigation

map-lis X

maximym= X

reporting-cycle

minimum- X
reporting-cycle

permitted- X
transmission-
mode

reporting-cycle X
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Parameter Service FSP- FSP- FSP-INVOKE-
Management START SCHEDULE- DIRECTIVE
Operation STATUS- Operation
REPORT
Operation

return-timeout- | X

period

service- X
instance-
provision-
period

service- X
version-
number

virtual-channel | X

NOTE - Strictly speaking, the parameters bit-|ock-required ar
avai | abl e-requi r ed are net part of the FSP service, as processi
associated lock flags in the CLECW is delegated to the Forward TC Sg
Processing FG (see 2.4.1@). Nonetheless these parameters are listeg
underline that the processing of these lock flags is identical for all FS
instances sharing the same physical channel. Furthermore, the uplink Ig
has a significant impact on the FSP service behavior exposed to the user.

3.1.10 PROVIDER-BUFFERING REQUIREMENTS

3.1.10.1 The seryice package shall specify the amount of buffering the provi
maintain.

3.1.10.2-The amount of buffer space shall be specified in terms of the number of g
can be-stored.

d rf-
ng of the
ace Link

here to
P service
ck status

der must

ctets that

AN an~ Tl H HR| oo bl £C 1 Lo O Daaloak
o.1.1U.o TTIE SETVILE PTUVIUCT Sliall DUTIET UTITy LUTTIPIEE opJdlE FdLRELS.

3.1.11 ACCOUNTING SUMMARY

3.1.11.1 Statistical information to be collected over a period of time shall always re
service instance provision period.

fer to the

3.1.11.2 Separate information shall be kept for AD and BD modes (see 3.9.2.9 t0 3.9.2.11).
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3.2 FSP-BIND
321 PURPOSE

3.2.1.1 The initiator shall invoke the FSP-BIND operation to establish an association
between the initiator and responder as defined in 1.6.1.8.2.

3.2.1.2| The responder shall return a report of the outcome of the performance of the ESP-
BIND operation to the initiator.

3.2.1.3| Except as provided in 3.2.1.4, the initiator shall not invoke anyCfurther FSP
operatipns for this service instance until the return from the responder is received.

3.2.1.4| If the return from the invocation of FSP-BIND is not received after a sufficient]y
long time, the initiator may attempt to recover by invoking the FSP-REER-ABORT operatign
(see 3.13) followed by another FSP-BIND.

NOTE| — The length of the duration that constitutes ‘a sufficiently long time’ is determingd
by service management.

3.2.1.5| The FSP-BIND operation is valid only instate 1 (‘unbound’) and shall be invoked
only by the user.

3.2.2 |INVOCATION, RETURN, AND:PARAMETERS
3.2.2.1| Genera

The parameters of the FSP-BIND operation shall be present in the invocation and return s
specifigd in table 3-2.

3.2.2.2| invoker-credentials

The 1hvoker-credentials parameter shall provide information that enables the
performer to authenticate the FSP-BIND invocation (see 3.1.5).

3.2.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-BIND (see 3.1.5).
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3.2.24 initiator-identifier

The initiator-identifier parameter shall identify the authority on whose behalf the

SLE application entity is initiating an association.

Tahle3-2: ESP-BIND Parameters

Parameter Invocation Retutn
i nvoker-credential s M
performer-credentials M
initiator-identifier M
responder-identifier M
responder-port-identifier M
servi ce-type M
ver si on- nunber M C
service-instance-identifier M
result M
di agnostic C
NOTES
1 The i niti ator-identifier parameter permits the responder to determine if
the initiatorois registered at this responder and if the FSP-BIND operation| is being
invoked.by the authorized initiator for this service instance.
2 Each value of the i niti ator-i denti fi er parameter is associated with exactly
one authentication level and exactly one authentication scheme.
3 If authentication based on credentials is used, this parameter may be redundant since
the initiator-identifier value may be one constituent of the i nvoker -
credenti al s parameter. However, the encoding may differ, and it may be

convenient to have this parameter also available in “clear text’ form.

3.225 responder-identifier

The responder-identifier parameter shall identify the authority on whose behalf the

responding SLE application entity is acting.
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NOTES

1 The responder -i denti fi er parameter permits the initiator to determine if the
responder from which the FSP-BIND return originates is registered at this initiator.

2 The initiator uses this parameter, if applicable, after having successfully authenticated
the FSP-BIND return to determine if this return originates from the intended
responder.

3.22.6 | responder-port-identifier

The responder-port-identiftier parameter shall specify the port identifier of the
responding SLE application entity with which the initiator seeks to establish.an.association.

NOTES

1 The value of the responder-port-identifier parameter is a logical nam
that can be translated into the technology-specific addressing information required t
pstablish a connection with the responder using the~agreed upon communication
bervice (see 2.6.4.5).

O O (D

2 SLE Complex Management and SLE Utilization Management must have previousl
greed on the responder-port-identifier and its translation that i
applicable to a particular instance of service.

(2

3 The responder - port-identifier parameter is included in the FSP-BIND
nvocation to support its possible use by particular kinds of gateways.
3.2.2.7 | service-type

The service-type-parameter shall specify the type of service that will be provided if th
bind operation succegds.*

(D

3.2.2.8| veksion-number

3.2.2.8.I The version—-number parameter shatt identify the version number of the FS
service specification that is to govern this association if the FSP-BIND succeeds.

1 For the FSP-BIND operation, the ser vi ce-t ype parameter is redundant, because the only valid value of ser vi ce-
type is ‘fwdTcSpacePkt’. However, it is anticipated that future work by CCSDS will result in FSP-BIND being
superseded by a generic SLE-BIND operation that is invoked with any one of several SLE service types as specified
Applicationldentifier inannex A. The FSP-BIND ser vi ce-type parameter is provided in an attempt to
facilitate such a change.
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3.2.2.8.2 version-nunber is conditionally present in the return based on the r esul t
parameter:

a) if the value of resul t is “positive result’, ver si on- nunber shall be present in
the return;

b) if the value of r esul t is ‘negative result’, ver si on- nunber shall not be present
in the return.

3.2.2.8.3 If a provider does not support version negotiation, the ver si on* nunbler value
it will accept during the BIND operation is configured by means of thefnanaged parameter
servi ce-ver si on- nunber (see table 3-1).

3.2.2.8.4 If the value of r esul t is “positive result’, the responder-shall either:

a) accept the version proposed by the initiator by putting>the same version number into
the positive return; or

b) if the responder supports version negotiation, propose a lower (earlier) version
number by putting the lower version numberinto the return.

3.2.2.8.5 If the responder implementation_does not support the requested version jand does
not support a lower version (or does notisupport version negotiation), the resporider shall
reject the bind with the di agnost i carameter set to ‘version not supported’.

3.2.2.8.6 If the responder propases a lower version in the return and the initiator|does not
support version negotiation or ‘does not support the version proposed by the respgnder, the
initiator shall unbind the association.

3.2.2.8.7 The ver,ssion- nunber value of the FSP service defined by this issye of this
| Recommended Standard shall be ‘4°.

NOTE - Fhe’version negotiation process as outlined above is only feasible a$ long as
future versions of the FSP service retain the specification of the FSP-BIND
operation.

=
1

32 29—serv
The service-instance-i1dentifier parameter shall uniquely identify this service
instance within the scope of the service-providing SLE Complex.

3.2.2.10 result

The result parameter shall specify the result of the FSP-BIND invocation and shall
contain one of the following values:
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a) ‘positive result’—the FSP-BIND operation has been performed by the responder and

the association is established;

b) ‘negative result’—the FSP-BIND operation has not been performed by the responder
for the reason specified in the di agnost i ¢ parameter, and the association is not

established.
3.2]2.11 diagnostic
3.2|2.11.1 Ifresul t is “negative result’, diagnostic shall be present and its value| shall
be pne of the following:

a) ‘access denied’—an initiator with the i ni ti at or - i dent-i‘fi er value presented
in the FSP-BIND invocation is not registered at the responder;

b) ‘service type not supported’— the value of the ser\d ce-t ype parameter ¢f the
FSP-BIND invocation does not identify a service type supported by the respondef;

c) ‘version not supported’—the responder does not:support the requested version and the
responder implementation does not permit:version negotiation; or the responden does
not support any version of the service lower than the one requested by the initiatqr;

d) ‘no such service instance’—the requested service instance is not defined by any
agreed upon service package known'to the responder;

e) ‘already bound’—the service instance is already bound via a different association;

f) “service instance not <aceessible to this initiator’— the initiator specified by the
initiator-identifier parameter of the FSP-BIND invocation does not match
the authorized (nitiator for the service instance identified by the servifce-
i nstance-i‘denti fi er parameter;

g) ‘inconsistent service type’—the value of the ser vi ce-t ype parameter of the|FSP-
BIND ‘invocation is not ‘fwdTcSpacePkt’, or the value of the servi ce-{ype
parameter does not match the service type of the service instance identified Qy the
Servi ce-instance-identifier parameter,

hy—trvaha—time—theFSP-BiND-operation—was—travoked—ottstde—the—service—+astance
provision period of the service instance identified by the servi ce-i nst ance-
i denti fi er parameter;

i) ‘out of service’— the responder has been taken out of service for an indefinite period
by management action, i.e., pr oduct i on- st at us is ‘halted’;

J) ‘other reason’—the reason for the negative result will have to be found by other
means.
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NOTES

1 In some implementations, under some circumstances, it may not be possible for the
intended performer to provide a return in the event of the conditions indicated by
di agnosti c d), h) ori).

N

Initiatorsshouldconsider that under some conditions ESP-BIND may fail with no
return, e.g., if the value of the r esponder-port-identifier parameter is
incorrect.

3.2.2.11.2 If resul t is ‘positive result’, the di agnost i ¢ parameter;shall not be present
in the return.

323 EFFECTS

3231 |Ifresult is ‘positive result’, the FSP-BIND.operation shall have the following
effects:

a) an association between the user and the provider shall be established:;
b) the provider shall transition from state‘l (‘unbound’) to state 2 (‘ready’);

c) upon receipt of the positive return, the user may proceed to invoke other FSP service
operations, e.g., to initialize.the-service and enable the Space Packet transfer.

3.23.2 Ifresult is ‘negative result’, the FSP-BIND operation shall have the following
effects:

a) an association between the user and the provider shall not be established;
b) the providérshall remain in state 1 (*‘unbound’);
c) upon+eceipt of the negative return:

1)) the initiator should examine the di agnost i ¢ parameter for the cause;

2) the initiator may attempt to re-invoke the FSP-BIND.
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3.3 FSP-UNBIND

331 PURPOSE

3311

The initiator shall invoke the FSP-UNBIND to release an association previously

established by FSP-BIND (see 3.2).

3312

UNBINID operation to the initiator.

3313
operatio

it perfofm any further operations invoked by the responder; nor shall-it “return to the
respondar any further reports of the outcome of operations invoked by the‘responder.

NOTE { The initiator may invoke the FSP-UNBIND operatiefr even if it did not ye
receive all returns from previously invoked operatigns. The initiator should be
aware that the responder may choose not to send any further returns as soon as i
has received the FSP-UNBIND invocation. It*may then happen that the FSP-
UNBIND return is not received before one~of the missing returns causes &
‘missing return’ timeout (see 4.1.3).
3.3.1.4 [If the return from FSP-UNBIND invogation is not received after a sufficiently long
time, the initiator should invoke the FSP-PEER-ABORT operation (see 3.13) to abort the
associatipn.
NOTES
1 The length of the duration that constitutes “a sufficiently long time’ is determined by
service management;
2 Hollowing receipt of the return from FSP-UNBIND or following the invocation of
HSP-PEER-ABORT, the initiator may issue another FSP-BIND if otherwise permittec

—~

3315

3.3.1.6

The responder shall return a report of the outcome of the performance of the FSPR;

Except as provided in 3.3.1.4, the initiator shall not invoke any farther FSH
ns for this service instance until the return from FSP-UNBIND is received; nor shal

0., if thie end of the service instance provision period has not been reached).

The.FSP-UNBIND operation is valid only in state 2 (‘ready’).

The FSP-UNBIND operation shall be invoked only by the initiator (i.e., the invoker

of the FSP-BIND operation that established this association).

332 |

3321

NVOCATION, RETURN, AND PARAMETERS

General

The parameters of the FSP-UNBIND operation shall be present in the invocation and return
as specified in table 3-3.
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Table 3-3: FSP-UNBIND Parameters

Parameter Invocation Return
i nvoker -credential s M
performer-credentials M
unbi nd-reason M
result M

3.3.22 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the FSP-UNBIND invocation (see 3.1.5).

3.3.2.3 performer-credentials

The performer-credentials parameter_shall provide information that engbles the
invoker to authenticate the return from the performance of FSP-UNBIND (see 3.1.5)

3.3.24 unbind-reason

The unbind-reason parameter shall indicate the reason for which the FSP-UNBIND
operation is being invoked and-shall contain one of the following values:

a) ‘end’—the initiater has completed the transfer of its data and is relegsing the
association pormally: the provider may delete the service instance and r¢lease all
resources-associated with it;

NOTE <.Af unbi nd-r eason is ‘end’, any subsequent attempt to invoke FEP-BIND
may fail even if the service instance provision period has not expired, since
the service provider may release the resources allocated to that service
instance.

D) Suspend —the imitiator 15 SuUSpendingusage of this Service instance for an
unspecified period of time; the user may or may not re-bind to the provider to
continue data transfer at some time prior to the end of the service instance provision
period;

c) ‘version not supported’—the initiator does not support the version of the FSP service
proposed by the provider in the return from FSP-BIND or does not support version
negotiation; this value of unbi nd- r eason shall be used only if the FSP-UNBIND
is the first operation invoked following the FSP-BIND;

d) ‘other reason’—the reason for the release will have to be found by other means.
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3.3.25 result

The result parameter shall specify the result of the FSP-UNBIND invocation, and shall
always contain the following value:

‘positive result’—the FSP-UNBIND operation has been performed by the responder and the
association is released.

NOTHS

1 If FSP-UNBIND is invoked while the provider is not in the ‘ready’lstate, the
responder invokes FSP-PEER-ABORT; if the authentication level ds“*all’ and the
invocation of FSP-UNBIND cannot be authenticated, the responder. ignores it; therg is
no situation in which the response to the invocation of FSP-UNBIND is to retyrn
‘negative result’.

2 The r esul t parameter is returned for the FSP-UNBIND “operation, even though the
only permitted value is ‘positive result’, for consistency with other confirmed
operations.

3 FSP-UNBIND is a confirmed operation in order to provide a definite indication to the
initiator that the responder has performed the operation and the association|is
released.

3.3.3 | EFFECTS

The FSP-UNBIND operation shaft-have the following effects:

a) | the association between the initiator and the responder shall be released, and the
initiator and the responder shall cease to communicate with each other;

b)| the provider.shall transition to state 1 (‘unbound’);

¢)| if unbind-reason is ‘end’, the provider may delete the service instance gnd
release-its resources;

d)| #unbi nd-r eason is not ‘end’, the initiator may attempt to re-bind at any time
prior to the end of the service instance provision period.

NOTES
1 The performance of FSP-UNBIND for a particular service instance does not

necessarily terminate FSP production since other service instances might be
dependent on the production.
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2 COP parameters, i.e. parameters that can be set by means the FSP-INVOKE-
DIRECTIVE operation, are not altered when the association for the service with the
capability to invoke directives is released.
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34 FSP-START
34.1 PURPOSE

3.4.1.1 The user shall invoke the FSP-START operation to request that the provider prepare
to receive FSP-TRANSFER-DATA invocations (see 3.6)

3.4.1.2 The provider shall return a report of the outcome of the performance of the FSP-
STARJT operation to the user.

34.1.3 The FSP-START operation shall allow the FSP service provider o return to the
user the times scheduled for start and stop of service production.

3.4.1.4 The FSP-START operation is valid only in state 2 (‘ready’) and shall be invokied
only by the user.

NOTH - The COP-1 protocol will be set up in accordarice with the parameter valyes
supplied by service management. The user may.modify these parameter values py
invoking any necessary FSP-INVOKE-DIRECTIVE operations, provided the
FSP-INVOKE-DIRECTIVE operation is enabled for the given service instarice
(see 3.12).

3.4.2 [ INVOCATION, RETURN, AND PARAMETERS
3421 Genera
The parameters of the FSP-START operation shall be present in the invocation and return|as

specified in table 3-4.

Table 3-4: FSP-START Parameters

Parameter Invocation Return

i'nvoker-credential s M

perforner-credentials M
i nvoke-1D M

first-packet-identification M

start-production-tine C
st op- production-time C
result M
di agnostic C
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3.4.22 invoker-credentials

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-START invocation (see 3.1.5).

34213 pprfnrrmr-rrpdpnfinl N

The performer-credential s parameter shall provide information that, engbles the
invoker to authenticate the return from the performance of FSP-START (seg)3.1.5).

3424 invoke-1D

The FSP service provider shall return unchanged the user-supplied value of the i nvioke- 1 D
parameter (see 3.1.6).

3425 first-packet-identification

Thefirst-packet-identification parameter shall contain the Packet identification
value the FSP service provider shall expect'to receive in the first FSP-TRANSFER-DATA
invocation after the FSP-START.

NOTE - Further to certain exceptions (e.g. ‘sldu expired’, see 3.7.2.3), it is nedessary to
invoke FSP-STOP(followed by FSP-START. Any Packets that wer¢ already
being processediwhen FSP-STOP was invoked, may still cause notifications be
invoked afterythe new FSP-START invocation. The value of the [first -
packet - indent i fi cati on parameter in the new FSP-START ifvocation
and the'wvalues of the packet-identifi cati on parameter in sybsequent
FSR=TRANSFER-DATA invocations should be chosen such that all Pgckets for
which the production process did not yet complete can be uniquely ident{fied.

34.26. start-production-tine

34261 |fthe production-statusisn

2
D
O
=3
<
[(”]
3
O

a) start-production-tine parameter value shall be the estimated time at which
the FSP service provider will be able to start processing buffered Space Packets;

b) in this case st art - producti on-ti nme shall be determined from the production
schedule, with allowance for subsequent production steps and completion of the
uplink acquisition sequence.
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3.4.2.6.2 If the producti on- st at us is ‘operational’ and the provider is ready to start
the processing of Space Packets, st art - producti on-ti ne shall contain the time the
product i on- st at us changed to “operational’.

3.4.2.6.3 If there is a subsequent FSP-START operation within the same service instance,
the start-production-tinme parameter shall contain the latest time the provider
became ready to process Space Packets; i.e., the most recent time the pr oducti on-
st at ¢is changed to “operational”.

34284 Thestart-production-ti nme parameter shall be returned only if the'value
of the f esul t parameter is “positive result’.
34271 stop-production-tine

34.27.1 The stop-production-tinme shall be the estimated time at which the
provider will stop the service production.

NOTE| — The value of the st op- pr oduct i on-ti nme-may be a time later than the epd
of the service instance provision period.

3.4.274.2 If the estimated stop time is not .available to the provider, the st op-
proddict i on-ti ne parameter shall contain avalue of ‘null’.

3.4.21.3 The st op- producti on-t jre parameter shall be returned if the value of the
r esullt parameter is “positive result’;

3428 result

The resul t parametercshall specify the result of the FSP-START operation and shall

contain one of the following values:

a) | ‘positive result’—the FSP-START operation has been performed by the provider ahd
the user:may start invoking FSP-TRANSFER-DATA operations;

b) | ‘négative result’—the FSP-START has not been performed by the provider for the

reason Qpnrifind inthe di ngnncf LC pammm‘pr; and the prn\/ir{pr cannot nrmpf ESP-

TRANSFER-DATA invocations.

3.4.29 diagnostic

3.4.29.1 Ifresult is *negative result’, the di agnost i c parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate invoke-ID’— the value of the i nvoke- | D parameter is the same as the
I nvoke- | Dvalue of a previous, outstanding operation;
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b) ‘out of service’—the provider has been taken out of service for an indefinite period by
management action, i.e., pr oduct i on- st at us is ‘halted’;

c) ‘unable to comply’—the provider is unable to accept data at this time because of a
possibly temporary fault condition affecting the provider, i.e., producti on-
st at us is ‘interrupted’;

d) ‘production time expired’—the time period scheduled for service production, i.e., the
processing of Space Packets, is already past;

e) ‘other reason’—the reason for the negative result will have tobe.found |by other
means.

3.4.2.10 Ifresul t is “positive result’, the di agnost i ¢ parameter shall not be present in
the return.

343 EFFECTS

34.3.1 Ifresult is ‘positive result’, the FSP-START operation shall have the following
effects:

a) the provider shall transition to state@ (‘active’);

b) in the ‘active’ state, the provider’shall accept FSP-TRANSFER-DATA invocations.

3432 |Ifresult is “negative result’, the FSP-START operation shall have the following
effects:

a) the provider shatl\remain in state 2 (‘ready’);
b) If di agnast ¢ is ‘unable to comply’:

1) the“user may re-invoke the FSP-START operation at a later time, within the
canstraints of the service instance provision period;

2)” if the provider’s complex management determines that being ‘unable tg comply’
is more than a transient problem, the provider may invoke the FSP-PEER-
ABORT operation.
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35 FSP-STOP
351 PURPOSE

3.5.1.1 The user shall invoke the FSP-STOP operation to request that the provider stop the
processing of Space Packets already received from this user.

NOTE - Within the constraints of the service instance provision period, the user may re-
enable the reception and processing of Space Packets on the provider side|by
invoking the FSP-START operation.

3.5.1p The provider shall provide a report of the outcome of the performancg of the FEP-
STOR operation to the user.

3.5.1.8 The FSP-STOP operation is valid only in state 3 (‘active’)cand shall be invoked
only hy the user.

3.5.2| INVOCATION, RETURN AND PARAMETERS
3521l General

The parameters of the FSP-STOP operation shallbe present in the invocation and returr| as

speciflied in table 3-5.

Table 3-5::FSP-STOP Parameters

Parameters Invocation Return
i nvoker - credentijal s M
per f or mer - credenti al s M
i nvoke-AD M M
result M
C

ditagnosti c

3522 1 nvoker-credentials

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-STOP invocation (see 3.1.5).

3523 perforner-credentials

The performer-credential s parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-STOP (see 3.1.5).
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3524 invoke-1D

The FSP service provider shall return unchanged the user-supplied value of the i nvoke- 1 D
parameter (see 3.1.6).

3525 result

The r esul t parameter shall specify the result of the FSP-STOP operation and\sha|l contain
one of the following values:

a) ‘positive result’—the FSP-STOP operation has been performed by the proyider, and
the user may invoke an FSP-UNBIND operation or a new FSP-START operdtion;

b) ‘negative result’—the FSP-STOP operation has not been-performed by the| provider
for the reason specified by the di agnost i ¢ parameter.

3.5.26 diagnostic

35.26.1 Ifresult is ‘negative result’, theldi agnost i c parameter shall be gresent in
the return, and its value shall contain one of:the following:

a) ‘duplicate invoke-ID’—the value of the i nvoke- | D parameter is the same as the
i nvoke- | Dvalue of a previous, outstanding operation;

b) ‘other reason’—the reason for the negative result will have to be found|by other
means.

3.5.2.6.2 Ifresult\is ‘positive result’, the di agnost i ¢ parameter shall not be present
in the return.
353 ERFECTS

353 % If resul t is ‘positive result’, the FSP-STOP operation shall have the following
effects:

a) the provider shall transition to state 2 (‘ready’) and shall no longer accept FSP-
TRANSFER-DATA invocations;

b) for Space Packets queued for this service instance:

1) the provider shall discard any Packets that have not yet been passed to the
segment queue;

2) the provider shall not discard, but shall complete processing, of Packets that have
been converted to Frame Data Units and passed to the segment queues;
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c) if a radiation or transfer report has been requested by the user for a Space Packet that
is already being processed, the report shall be generated and sent to the user by means
of an FSP-ASYNC-NOTIFY operation.

3532 Ifresult is ‘negative result’:

a) processing shall continue;

b) the provider state shall remain unchanged;

c) any buffered Space Packets shall not be discarded.
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3.6 FSP-TRANSFER-DATA
3.6.1 PURPOSE

3.6.1.1 The user shall invoke the FSP-TRANSFER-DATA operation to transfer Space
Packets to the provider.

3.6.1.2 The provider shall provide a report of the outcome of the performance of|the FSP-
TRANSFER-DATA operation to the user.

3.6.1.3 The FSP-TRANSFER-DATA operation is valid only in state 3 (‘active’) and shall
be invoked only by the user.

3.6.2 INVOCATION, RETURN, AND PARAMETERS
36.21 Genera

The parameters of the FSP-TRANSFER-DATA opetation shall be present in the ipvocation
and return as specified in table 3-6.
36.22 invoker-credentials
The i nvoker-credential s ‘parameter shall provide information that engbles the
performer to authenticate the FSP~TRANSFER-DATA invocation (see 3.1.5).
3.6.23 perforner~credentials

The perfornerccredenti al s parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-TRANSFER-DATA (see
3.1.5).

3.6.24" i nvoke-1D

THe FSPService provider statt Teturmurnchanged the user-supptied vatue of thetivoke- | D
parameter (see 3.1.6).
36.25 packet-identification

3.6.251 The packet-identification parameter shall contain a monotonically
increasing sequence number and shall be:
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a) set for the first FSP-TRANSFER-DATA invocation after a successful FSP-START
invocation to the value of the fi rst-packet-identificati on parameter of
that FSP-START invocation;

b) incremented for each FSP-TRANSFER-DATA invocation accepted by the provider.

: atarc
HMQ&G—ESM%&ERM Reters

Parameters Invocation Return
i nvoker -credential s M
performer-credentials M
i nvoke- I D M M
packet -identification M M
earliest-production-tine M
| at est - production-tine M
del ay-tine M
transm ssi on- node M
MAP-i dentifier M
bl ocki ng M
processi ng-started-notificatiten M
radi at ed-notification M
acknow edged- noti fi cation M
dat a M
packet - buf f er-avai | abl e M
result M
di agnhost.i‘¢ C
3.6.2.5.2 | Theyprovider shall set the value of the packet -i denti fi cati on parameter
to the seqtrence humber expected in the next FSP-TRANSFER-DATA invocation:

a) if the invocation is accepted, the packet -i denti fi cati on in the return shall be
one greater than the value in the invocation;

b) if the invocation is rejected, the packet -i denti fi cati on in the return shall
contain the value expected by the FSP service provider:

1) in the case of the first FSP-TRANSFER-DATA operation following an FSP-
START, it is the value specified in the first-packet-identification
parameter of the FSP-START operation;

CCSDS 912.3-B-2 Page 3-28 July 2010

80 © 1SO 2011 - All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

2) otherwise, the value is one greater than the value of the packet -
i dentification parameter of the last accepted FSP-TRANSFER-DATA
operation;

NOTE - It is assumed that the supported range of this parameter is sufficiently large
that no two Packets buffered and/or being processed by the FSP service
provitder—on—behatfofagiven—servicetnstancehave—thesamepacket -
i denti fication value. Should that be the case, then the FSP|provider
rejects the FSP-TRANSFER-DATA with the di agnost i ¢ paramater value
set to ‘duplicate packet identification’, but the valuesof ‘the packet -
i denti ficati on parameter in the return is nevertheleSs set as spgcified in

3.6.2.5.2.

3.6.26 earliest-production-tine

3.6.26.1 The earliest-production-timnme parameter shall be used to specify the
earliest time that the provider shall start processing, this Packet.

3.6.2.6.2 The earliest-production-time parameter shall either be unspecified
(i.e., contain a value of ‘null’), or shall specify the earliest time that the provider ghall start
processing this Packet.

3.6.2.6.3 If the earli est-production-time parameter is unspecified, the| provider
shall begin processing this Space Packet immediately as long as

a) producti on-status is ‘operational’ and the transmission mode requirgd for the
packet is available;/or

b) | atest - producti on-ti e is unspecified (i.e., contains a value of *‘null’).

3.6.2.6.4 Thetime specified in ear| i est - producti on-ti me shall not be earlier than
the time specified for any preceding Space Packet.

3627 |atest-production-tine

3.6.2.7.1 Thel atest-producti on-ti nme parameter shall be used to specify the latest
time at which the provider shall start processing this Packet.

3.6.2.7.2 The | atest-producti on-ti nme parameter shall either be unspecified (i.e.,
contain a value of ‘null’), or shall specify the latest time at which the provider shall start
processing this Packet.

3.6.2.7.3 If the | at est-producti on-ti me parameter is unspecified, the provider
shall process the Space Packet as long as the service instance is in state 3 (“active’) and the
production process is not halted.
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3.6.2.7.4 The time specified in| at est - product i on-ti nme shall not be earlier than the
time specified for any preceding Space Packet.

3.6.2.7.5 If the time specified in the | at est - pr oduct i on-t i nme parameter has passed
before the Packet is removed from the packets queue (see annex B for details), the “sldu
expired’ exception shall occur (see 3.7.2.3) and the Packet shall not be processed.

NOTES

1 As fescribed in annex B, the time necessary for the processing steps (such as packet
blogking) taken from the time where processing of the Packet starts (as controHed’by
the|earl i est-production-tinme parameter) and the point in time when
conformance with the | at est - producti on-ti nme parameter is checked is not
negligible. As a consequence, setting the | at est - pr oduct i on- td we parameter
to the same time as ear | i est - pr oducti on-ti me will generally cause the ‘late
sldy’ exception (see 3.7.2.3).

2 Depending on the applied multiplexing scheme, the actuabradiation of the frame(s)
encapsulating the given Packet may happen later than:specified in the | at est -
pr ¢duct i on-ti me parameter. Related details are discussed in annex B. Therefore,
oncg a Packet has been multiplexed into a TC Fraine, the | at est - pr oduct i on-
t i e parameter value for that Packet no longer has any effect on the subsequent
progessing of the TC Frame or the CLTU into\which it the frame is encoded.

3 If Ilat est - producti on-ti ne is specified, i.e., it is not ‘null’, the provider will
def¢r the processing of a Packetif the current pr oducti on- st at us value is
‘interrupted’ or if the required. transmission mode is currently not available.
Progessing is deferred untik:either recovery from a temporary problem is
accomplished, i.e., the producti on- st at us value changes to ‘operational’, or
oth¢rwise the | at est (prroduct i on-ti me would expire (see B3.3). If | at est -
pr oducti on-ti pes unspecified, the provider does not defer the processing of
the packet.

3.6.28 del ay=timne

3.6.2.8.1 [The del ay-ti ne parameter shall contain the minimum radiation delay, in

microseconds, between the CLTU(s) bearing this Space Packet and the next CLTU.

3.6.2.8.2 The del ay-ti me parameter shall also apply in case the packet is radiated
embedded in a frame that needs to be retransmitted as per COP-1.

3.6.2.8.3 The delay shall be measured from the trailing edge of the last radiated bit of the
last CLTU encapsulating (part of) this Space Packet to the leading edge of the first bit of the
next CLTU.
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3.6.284 Ifdel ay-ti me contains a value of zero, radiation of the next CLTU may occur
immediately.

3.6.2.85 If bl ocki ng is ‘yes’ (see 3.6.2.11) and more than one Space Packet has been
inserted into the frame that is encapsulated in the CLTU, the maximum of the del ay-ti ne
values specified for all Space Packets in that CLTU shall be applied.

3.6.2.8.6 The del ay-ti nme shall be applied regardless of the VC to which,the| next TC
frame is sent.

NOTE - The del ay-ti nme value is passed via the Forward CLTU Generation IFG to the
Forward TC Space Link Processing FG. Unacceptable values will be detected by
the Forward TC Space Link Processing FG. The(Forward TC Sppce Link
Processing FG reports rejection of any CLTU to.the source Forwarnd CLTU
Generation FG, which in turn reports it to the source Forward TC VC Space Link
Processing FG, ultimately causing the corresponding FSP-TRANSFER-DATA
invocations to be rejected with a negative réeturn.

3.6.29 transm ssi on-npde

3.6.2.9.1 The transmission-mode paranyeter shall specify the mode in which the Space
Packet shall be transmitted to the spacecraft, and shall contain one of the following Values:

a) ‘sequence-controlled’—the‘ Space Packet shall be transmitted in the dequence-
controlled (AD) mode;

b) ‘sequence-controHed and unblock AD mode’—the AD service shall be unblgcked and
the Space Packet shall be transmitted in the sequence-controlled (AD) mode;

NOTE - The/AD mode will be blocked when a “packet transmission mode npismatch’
notification is sent to the affected user. Any subsequent FSP-TRANSFER-
DATA invocation requesting the sequence-controlled transmission mode will
be rejected until the AD mode is unblocked. Taking into account the packets
that were discarded as a consequence of the transmission mismatch| the user
needs to identify the packets that need to be transferred again in ordgr for the
commands to arrive to the spacecraft completely and in the lintended
sequence. When the user is ready to transfer AD packets again, he should
unblock the AD mode by sending an FSP-TRANSFER-DATA invocation
with t ransm ssi on- node set to ‘sequence-controlled and unblock AD
mode’. Invocations with transm ssi on-node parameter set to
‘sequence-controlled and unblock AD mode’ while the AD mode is not
blocked will be rejected.

c) ‘expedited’—the Space Packet shall be transmitted without sequence control (BD
mode).
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3.6.2.9.2 If the t ransm ssi on- node is set to ‘sequence-controlled and unblock AD
mode’, the FSP-TRANSFER-DATA invocation shall be accepted only if the AD mode is
currently blocked.

3.6.2.9.3 If an FSP-TRANSFER-DATA invocation with the parameter t r ansmi ssi on-
node set to ‘sequence-controlled and unblock AD mode’ is accepted, the AD mode is
unblocked.

NOTE + AD Packets will be accepted again as soon as the AD mode is unblocked
regardless of the current transmission mode capability. If the submitted packet
requires AD mode and the production time is specified such that production of
that packet has to be started before the sequence-controlled transmission mode
was re-established, a further ‘transmission mode mismatch’ eventwill occur and
AD mode will be blocked again.

3.6.2.10 [MAP-i denti fi er

3.6.2.10.1 The MAP-i denti fi er parameter shall specify-the Multiplexer Access Point
(MAP) tg be used for the transmission of the Space Packet contained in the dat a parameter.

NOTE + If the MAP multiplexing scheme (see table\3-11) is set to ‘polling vector’ and the
MAP- i dent i fi er associated with theSpace Packet transferred by the user is
not an element of the polling vecter, but an element of the list of MAP-ID
permitted for the given Service Instance (see parameter map-1i st in
table 3-11), the packet will-"be' queued, but not processed as long as the
multiplexing scheme is not modified such that the given MAP-i denti fi er
would be processed.

3.6.2.10.2 If the service instance is configured to not generate Segment Headers, this
parameter must be set to ‘néne”.
3.6.2.11 [bl ocki ng

3.6.2.11.1 The~bl ocki ng parameter shall specify whether the Space Packet may be
blocked yvith other Space Packets into one TC frame.

3.6.2.11.2 If bl ocki ng is set to “yes’, depending on the availability of other Space Packets
on the same MAP and the space left in the frame being built, the Packet may be merged with
other Packets into one TC frame.

3.6.2.11.3 If bl ocki ng is set to ‘no’, the Space Packet shall be inserted into a frame
carrying that Packet only.
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NOTE - Service management may elect to set the blocking-usage parameter to ‘not
permitted’ (see table 3-11). In that case, the provider will ignore the bl ocki ng
parameter and each frame will encapsulate at most one Space Packet.

3.6.2.12 processi ng-started-notification

The processing-started-notification parameter shall specify whether the
provider shall invoke the FSP-ASYNC-NOTIFY operation upon forwarding'of the Packet
from the packets queue to the segments queue (see annex B for the definition|of these
queues), and shall contain one of the following values:

a) ‘produce notification’—invoke an FSP-ASYNC-NOTIFY pperation upon fgrwarding
of the Packet to the segments queue;

b) “do not produce notification’—do not invoke the FSP-ASYNC-NOTIFY opefation.

3.6.2.13 radi ated-noti fi cati on

The radi at ed-noti ficati on parametef."shall specify whether the provifer shall
invoke the FSP-ASYNC-NOTIFY operatioftupon completion of the radiation of the Space
Packet, and shall contain one of the following values:

a) ‘produce notification’—inveke ‘an FSP-ASYNC-NOTIFY operation upon cgmpletion
of the radiation;

b) “do not produce notification’—do not invoke the FSP-ASYNC-NOTIFY opefation.

3.6.2.14 acknowl.edged-notification

The acknowledged- not i fi cati on parameter shall specify whether the provjder shall
invoke an FSP-ASYNC-NOTIFY operation upon completion of the transfer of the Space
Packet, d.e., when all Segments of the Packet have been acknowledged by the spagecraft in
the GLCW, and shall contain one of the following values:

a) ‘produce notification’—invoke an FSP-ASYNC-NOTIFY operation upon cgmpletion
of the transfer; this value is allowed only when transm ssi on-node is
‘sequence-controlled’;

b) “do not produce notification’—do not invoke the FSP-ASYNC-NOTIFY operation.

3.6.2.15 dat a

The dat a parameter shall contain a Space Packet for transfer to the space element of a
mission.
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3.6.2.16 packet - buf f er-avail abl e

The packet - buf f er - avai | abl e parameter shall specify the remaining number of
octets available to this service instance for buffering of Space Packets in the request queue. I

3.6.2.17 resul t

The resyl t parameter shall specify the result of the FSP-TRANSFER-DATA operation
and shall gontain one of the following values:

a) ‘pasitive result’—the FSP-TRANSFER-DATA operation has been performed by the
pravider, and the Space Packet will be queued until processing is due;

b) ‘nggative result’—the FSP-TRANSFER-DATA operation has not heen performed by
thg provider, for the reason specified by the di agnost i ¢ parameter, and the Space
Pagket has not been queued.

3.6.2.18 di agnhostic

3.6.2.18.1| If resul t is ‘negative result’, the di agnosti c parameter shall be present in
the return pnd its value shall be one of the following;

a) ‘duplicate invoke-ID’—the value of the.ionvoke- | D parameter is the same as the
I nivoke- | Dvalue of a previous, outstanding operation;

b) ‘unable to process’—the provider’ cannot process Space Packets for one of the
following reasons:

1) | the provider cannot process Space Packets because the pr oduct i on- st at us
parameter is not “operational’; this has been reported to the user via an FSP-
ASYNC-NOTIEY:" operation containing the notification-type value
‘production-interrupted” or ‘production halted’;

2) [the pr @duct i on- st at us is ‘operational’ but the provider is blocked due to an
earlier-fault: the provider has reported the fault condition to the user by a CLTU-
ASYNC-NOTIFY operation containing the notification-type value
‘production-interrupted’and-hasreported-the recovery from-the fault condition-to
the user by a CLTU-ASYNC-NOTIFY operation containing the
notificati on-type value ‘production operational’;

3) the provider cannot process Space Packets because the service instance is blocked
following a condition which has been reported to the user via an FSP-ASYNC-
NOTIFY operation containing the not i fi cati on-t ype value ‘sldu expired’;

4) the producti on-stat us is ‘operational’, but the provider has temporarily
suspended production to process a FSP-THROW-EVENT invocation: no fault
condition has been reported to the user;
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c) ‘unable to store’—there is not enough buffer space available in the request queue of
this service instance to store this Space Packet;

d) ‘out of sequence’—the value of the packet -i denti fi cati on parameter is not
equal to the value expected by the provider, which is one of the following:

1) in the case of the first FSP-TRANSFER-DATA operation following an FSP-
START, the value specified in the first-packet-identifi|cation
parameter of the FSP-START operation;

2) otherwise, one greater than that of the value of the packet -i.denti filcati on
parameter of the last accepted FSP-TRANSFER-DATA operation;

e) ‘duplicate packet identification’—the value of the packet-identifilcation
parameter is equal to that of a Packet buffered and/or-being processed by| the FSP
service provider on behalf of this service instance;

NOTE - This error condition can only be eneountered after FSP-STOP and FSP-
START operations have been successfully performed setting the |f i r st -
packet -i denti ficati on parameter value such that such dupljcation is
not excluded.

f) ‘inconsistent time range’—the timeé specified in the earl i est - producti on-
t i me parameter is later than the time specified in | at est - pr oducti on-|ti ne;

g) ‘invalid time’—the production time window is invalid, for one of the following
reasons:

1) the period fromear | i est - production-timetol at est - producti on-
t i me does(not overlap with the range of times for which service production is
scheduled,

2) theperiod fromear | i est-production-tinmetol atest-producti on-
tJ-ive does not overlap with the service instance provision period;

NQTE - The production may be scheduled to terminate earlier than th¢ service
instance provision period ends. An SLE Complex may do so to |have the
production engine available for support of a different mission ag soon as
possible, but permitting the users of the previous production period some
extra time to retrieve for example a status report reflecting the final
accounting information.

h) ‘conflicting production time intervals’—the time specified in the earli est -
production-time and/or | at est-production-tinme parameter for this
Space Packet is earlier than the corresponding time(s) specified for an already
accepted Space Packet;
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NOTE - A Space Packet is rejected if its production time interval starts or terminates
earlier than the production time interval of a Space Packet already accepted.
Although this condition does not necessarily lead to the ‘sldu expired’
exception (see 3.7.2.3), it may. As a precaution, the FSP-TRANSFER-DATA
operation is rejected. This permits the user to correct the problem by changing
the conflicting time specification to ‘unspecified’ and to avoid the ‘sldu
expired” exception and the associated loss of the already buffered Space
Packets at production time.

i) [late sldu’—the | at est - producti on-ti ne is earlier than the time the-FSH
TRANSFER-DATA invocation is received by the provider;

J) [invalid delay time’—the specified delay time is outside the range supported by th
given configuration of the Forward TC Space Link Processing FG;

(0]

k) finvalid transmission mode’—a transmission mode has been<invoked which is not
pllowed for that particular service instance or the AD mode IS currently blocked and
the requested transmi ssi on- node value is ‘sequence-controlled” or the AD
mode is not blocked and the requested transmissi on- node is ‘sequencg-
controlled and unblock AD mode’;

I) [invalid MAP’—the value in the MAP- i dent I~ i er parameter is invalid for one of
the following reasons:

1) the MAP-i denti fi er parameter.value is not part of the set of MAP identifiefs
permitted for this service instance;

P) the MAP-i denti fi er value is not ‘null’ although no Segment Headers shall He
generated,;

w

m) [invalid notification request’—the parameter acknowl edged- noti fi cati on
set to ‘produce naotification’, but the t ransm ssi on- node parameter is set {0
‘expedited’;

n) [packet toa-leng’—the Space Packet contained in dat a exceeds the maximum Packet
Data Length allowed for this service instance;

0) funsupported packet version’—the packet version is either not supported by CCSDS
prs supported by CCSDS but not specified for this the service instance;

p) ‘incorrect packet type’—the Packet Type does not specify telecommand;

q) ‘invalid packet apid’—the Application Process Identifier (APID) in the Packet
Primary Header is not one specified for this service instance;

NOTE - The apid-list list parameter (see table 3-1) may be set to “any’, in which case
any Space Packet will be accepted regardless of the APID.

r) ‘other reason’—the reason for the negative result will have to be found by other
means.
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3.6.2.18.2 If resul t is ‘positive result’, the di agnost i ¢ parameter shall not be present
in the return.
3.6.3 EFFECTS

3631 Ifresult is ‘positive result’” the FSP-TRANSFER-DATA aperation shall have
the following effects:

a) the provider shall queue the Space Packet until it is due to be processed;

b) the provider shall process Space Packets in the sequence received and accprding to
the production and delay time parameters;

c) the provider shall remain in state 3 (‘active’).

3.6.3.2 Ifresult is ‘negative result’, the FSP-TRANSFER-DATA operation shall have
no effect, i.e.:

a) the Packet contained in the FSP-TRANSFER-DATA invocation shall not be puffered;

b) the provider shall remain in state 3 (‘active’).
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3.7 FSP-ASYNC-NOTIFY
3.7.1 PURPOSE

3.7.1.1 The FSP service provider shall invoke the FSP-ASYNC-NOTIFY operation to
notify the user of an event affecting the production of the FSP service.

NOTE - Notification of events may be of value to the user in understanding specific
provider behavior, such as an interruption of the command radiation.

3.7.1.2 [The FSP-ASYNC-NOTIFY operation shall be an unconfirmed operation.

NOTE { Notifications from the provider are delivered to the user asynchranously to the
flow of FSP-TRANSFER-DATA operations from the user to the provider.

3.7.1.3 |The FSP-ASYNC-NOTIFY operation is valid only in states~2 (‘ready’) and 3
(“active’) and shall be invoked only by the provider.

3.7.2

NVOCATION AND PARAMETERS
3.7.2.1 |General

The pargmeters of the FSP-ASYNC-NOTIFY operation shall be present in the invocation as
specified in table 3-7.

Table3-7: FSP-ASYNC-NOTIFY Parameters

Parameters Invocation
i nvoker -credenti al s M
notificati on-type M
di r €ctive- executed-identification C
event -t hrown-identification C
packet-identification-|ist C
fop-alert C
packet -i dentification-I|ast-processed M
production-start-tine C
packet - st at us C
packet -identification-Iast-ok M
producti on-stop-time C
producti on- st atus M
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3.7.2.2 invoker-credentials

The invoker-credential s parameter shall provide information that enables the

performer to authenticate the FSP-ASYNC-NOTIFY invocation (see 3.1.5).

2723 notifi rm‘inn-fypp

The notification-type parameter shall indicate the event that the (user
notified of, and its value shall be one of the following:

a) ‘packet processing started’—the Space Packet whose identification is contair
packet -identification-Iist parameter was extracted from the
queue and forwarded to the packets queue. This value ©fnhoti fi cati o

associated FSP-TRANSFER-DATA invocation wasproduce notification’. T|
shall only be notified to the user who submitted.the’affected Space Packet.

single entry. The value of this entry will always be the same as the
the packet -i dentifigati on-1 ast - processed parameter.

For sequence-controlled packet transmission this may imply that at |
acknowledgement yia a CLCW is still outstanding. This value of noti fi c

associated FSP-FRANSFER-DATA invocation was ‘produce notification’. T]
shall only be;notified to the user who submitted the affected Space Packet.

NOTE ~“.When the notifi cati on-type parameter value is ‘packet radi
packet -identification-I|ist parameter will contain asing

c).~packet acknowledged’—the Space Packet whose identification is contain
packet -identification-Iist parameter successfully completed

is being

ed in the
requests

n-type

shall be used only if the value of pr ocessi ng- st arit ed-noti fi cati pninthe

his event

NOTE - When the notificati on-type-parameter value is ‘packet processing
started’, the packet - i dent if#’cati on-11i st parameter will fontain a

value of

b) ‘packet radiated’—the Space-“Packet whose identification is contained in the
packet -identification-Iist parameter successfully completed fadiation.

east one
ati on-

t ype shall be used only if the value of radi ated-notificatiop in the

his event

hted’, the
e entry.

bd in the
transfer.

Thic annlicc Aanlv tn connanca_cantrallad trancmiccinan mada and cianifiad that a”
LI K] M'Jrlll\au Ulll] U \J\l\llu\ll LA>A A4 RL1 B4 LAV | CTATTOTTITJOITUTT LILLAA%] IBAv ) \lelllll\l\)

T

Packet components have been acknowledged by the space element via the a

ssociated

stream of CLCWs. This value of noti fi cati on-type shall be used only if the
value of acknow edged-notificati on in the associated FSP-TRANSFER-
DATA invocation was ‘produce notification’. This event shall only be notified to the

user who submitted the affected Space Packet.

NOTES

1 When the noti ficati on-type parameter value is ‘packet acknowledged’,
the packet-identification-Iist parameter will contain a single entry.
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The value of this entry will always be the same as the value of the packet -
i dentification-I ast-ok parameter.

2 The Space Packet is guaranteed to have been received by the space element, but
not necessarily accepted. Packet assembly or execution may not have been carried
out correctly. This can only be determined by examining telemetry.

d) ‘sldu nypirnd’_prnrnccing of the Packet identified hy the value of the first entry in
thg packet-identification-|ist parameter did not begin by the time
specified in the | at est - product i on-t i e parameter of this Space Packet~This
evént shall only be notified to the user who submitted the affected Space Packet.

NOTES

1 After the ‘sldu expired” event, Space Packets belonging to this service instance
and not yet having been passed to the segment queues in the-form of Frame Data I

Units will be discarded. The identifications of these discafded Packets are entered

in the packet-identification-|ist parameter-The user should resend

all Packets referenced in the packet -i denti figati on-|i st parameter to

the provider.

2 Further FSP-TRANSFER-DATA invocations will be blocked, i.e., rejected with
an ‘unable to process’ di agnosti c..-Fhe user has to clear the blocking by
invoking an FSP-STOP operation. In order to resume the transfer and processing
of Space Packets, after confirmation-of the FSP-STOP, the user must invoke FSP-
START.

e) ‘packet transmission mode mismatch’—the current provider configuration prevents
thg transmission of Spacel Packets in the requested mode, but producti on-
stlat us is still ‘operational’. The requested mode may be disabled by service
management, or the provider configuration in effect, resulting from FSP-INVOKE-
DIRECTIVE invogations or FOP alerts, does not permit the transmission of Space
Packets in thesrequested mode. All Space Packets with a currently not supported
trapsmission.mode for which production did not yet complete and belong to the given
usér shall-be identified in the packet -i dentifi cation-1i st parameter and

shall ke\discarded by the provider. This means that also Frame Data Units derived I

from~Space Packets requiring the no longer supported transmission mode have to be
discarded (see B3.14). This event shall only be notified to users with Space Packets
that were discarded because of the not available sequence-controlled transmission
mode.

NOTES

1 If the current packet-identification-|ast-processed value is also
an entry in packet-identification-list, and the packet - st at us
value of that packet was ‘packet processing started’, then the packet - st at us
value will be updated to ‘unsupported transmission mode’ and the
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producti on-stop-ti nme parameter value will indicate the time when the
transmission mode capability changed. If the packet - st at us value of that
packet was ‘radiated’, then the packet - st at us value is left unchanged.

2 All users of the affected VC connected at the time when a change of the
transm|33|on mode capablllty occurs WI|| receive a transmlssmn mode capability

1 cePac : starting or

has started but d|d not complete yet and requwe a currently net “qupported
transmission mode, will receive in addition the ‘packet transmissipn mode
mismatch’ notification.

3 After the ‘packet transmission mode mismatch’ event, Service produgtion and
processing of Space Packets continues, but all Space _Packets requirirlg the no
longer supported transmission mode and belonging*te’a service instance with at
least one Space Packet requiring the sequence-coftrolled transmission rnode and
being processed are discarded. The AD mode-for this service instance i$ blocked
and FSP-TRANSFER-DATA invocations\requesting the sequence-dontrolled
transmission mode will be rejected untilah FSP-TRANSFER-DATA invocation
requesting the unblocking of the sequence-controlled mode has been recdived (see
3.6.2.9). The user should retransmit-to the provider all Packets identified in the
packet -i dentificationzRi st parameter when the desired trarjsmission
mode is available again.

f) ‘transmission mode capabjlity change’—a change in the capability to handle AD
packets occurred. This event shall be notified to a given user:

1) onlyifthe product i on- st at us is still “‘operational’; or

2) if productiyon- st at us changed from ‘operational’ with a sub-state|different
from ‘BD” to ‘interrupted’, but the given user is not notified of this pfoduction
status transition because this user has no Packets for which processing has started

but. did not yet complete; i.e., no Packets of this user are currently in the packets

I gueues and no Frame Data Units generated from Packets of this user are in the

segment queues.

NOTE - This event occurs as a result of FOP alerts, the successful completion of

certatn-girectives-ant-when-the-aHowed-rumber-ef-transmisstons—specified in
|J

the transmission-limit parameter (see table 3-1) has been completed. The
parameter pr oduct i on- st at us indicates the current capability. A FOP
alert may cause a ‘packet transmission mode mismatch’ event that will then
be notified separately (see 3.7.2.3e)). B3.14 specifies which packets are
discarded in such case.

g) ‘buffer empty’—the provider has no further Space Packets buffered for this service
instance. This event shall:

1) only be notified to the user of the given service instance;
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2) not be notified if it is the result of an FSP-STOP operation or an ‘sldu expired’,
‘packet transmission mode mismatch’, ‘production interrupted’, *VC aborted’, or
‘production halted’ event.

h) ‘no invoke directive capability on this VC’—the service instance for which the FSP-
INVOKE-DIRECTIVE is enabled is no longer connected to the service provider
because of an FSP-UNBIND, FSP-PEER-ABORT, or ‘protocol abort’ event for that
instance. This event shall be notified to all users currently connected to the service
pravider and using the affected VC.

NOTE| - This notification is not applicable to the service instance that has been
enabled to invoke the FSP-INVOKE-DIRECTIVE operation.

1) ‘invoke directive capability established on this VC’—the service instan¢e” for which I
thg FSP-INVOKE-DIRECTIVE is enabled just bound to the service provider by
means of a successful FSP-BIND operation. This event shall be«notified to all users
cutrrently connected to the service provider and using the affected-VVC.

NOTE - This notification is not applicable to the service instance that has been
enabled to invoke the FSP-INVOKE-DIRECTIVE operation.

J)  ‘ppsitive confirm response to directive’—the™ directive identified in the
difrective-executed-identification parameter completed successfully.
This notification indicates that COP-1 (including FARM-1 for directives requiring
regeiving-end action) was able to complete the execution of the directive. This event
shall only be notified to the user Wwho invoked the FSP-INVOKE-DIRECTIVE
operation.

K) ‘nggative confirm response~to directive’—the directive identified in the
difrecti ve-executed-\Ldentification parameter did not complete
sugcessfully.

NOTE| — The ‘negative confirm response to directive’ notification does not carry a
parametergiving the reason for the failure to confirm performance of the
actions-invoked by the directive. However, a ‘transmission mode capability
change’ notification together with the f op-al ert parameter may arise
independently and may explain why the directive was not implemented.

I ‘V"\ | dal? +las + 1+ £ £ .1 I £ &l ol + \ [
) - AdUUIICU —UTIS TVCTIL ULLUTS dS d TTOUTU UT SULLTSSTUT TATLULIUTT UT TS dDUITL Vo

directive (see 3.12.2.6). This event shall be notified to all currently connected users of
the affected VC.

NOTES

1 All Space Packets belonging to this VC are discarded. This also applies to
packets already converted to Frame Data Units and passed to the segment queues. I
For each user, all discarded Space Packets, for which production did not yet
complete, are identified in the packet -i dentification-Iist parameter.
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The user should retransmit to the provider all Packets listed in the packet -
i dentification-Iist parameter.

2 The packet-identification-Iist will not contain any entry if no
Packets of the given user were buffered and/or being processed when the ‘abort
VC’ directive was invoked.

m) ‘production interrupted’—processing aborted for the Packets belonging to ti;'s service
instance and the Packets identified in the packet-identification-Ii st
parameter were discarded. This also applies to packets already cenverted o Frame

I Data Units and passed to the segment queues. This gvent occurs when
producti on-status is ‘interrupted’ and at least one Racket belonging to this
service instance has the packet - st at us ‘production started’ or, in case pf an AD
Packet, ‘radiated’ or the processing of a Packet has\to’ be started basefl on the
specified earliest-production-time and l@test-productign-tinme
parameters. The production process is stopped; however, it may still be functional.
This event shall be notified to all users affected/by the interruption of the production
process, i.e. to all users with Packets for which processing has started but did not yet
complete.

NOTES

1 If at the time where the _ptr oducti on- st at us changes to ‘interrypted’ no
Space Packets of a given. user are being processed, no ‘production interrupted’
notification is sent to-this user and no Packets belonging to this user are discarded.
If the producti on-status is still ‘interrupted” when, according to the
earliest-production-tinme and/or | atest-production-tine
parameters,'the next Space Packet of this user starts to be procegsed, the
notification will be sent at that time to this user.

2 The.production process is currently interrupted due to a (possibly transient)
problem affecting the production process. The processing of Space Packgts of the
notified user is stopped and all Space Packets identified in the placket -

identification-Ilist parameter have been discarded. This also gpplies to

I packets already converted to Frame Data Units and passed to the segmerit queues.

Further FSP-TRANSFER-DATA invocations will be blocked, i.e., rejected with

‘unable to process’ di agnost i c. The user has to clear the blocking by invoking

an FSP-STOP operation and wait for a positive FSP-STOP return. When the

production problem is cleared, the user will be notified of the ‘production
operational’ event. In order to resume the transfer and processing of Space

Packets, the user must invoke FSP-START. The user should retransmit to the

provider all Space Packets listed in the packet-identification-1|ist

parameter.

n) ‘production halted’—the production process has been stopped and pr oduct i on-
st at us changed to ‘halted’; this event shall be notified to all users connected to the
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service provider at the point in time when the producti on- st at us change
occurred.

NOTES

1 The production process enters the halted status by service management decision,
for example in case of malfunctioning equipment.

2 The production process is stopped and all buffered Space Packets are discarded:
This also applies to packets already converted to Frame Data Units and passed-t{o I
the segment queues. For each user, all discarded Space Packets are identified in
the packet-identification-Iist parameter. Further FSP-TRANSFER-
DATA invocations will be blocked, i.e., rejected with ‘unable~to process’
di agnosti c. The user has to clear the blocking by invoking-an"FSP-STOP
operation and wait for a positive FSP-STOP return. When setvice management
decides that production will be resumed, the user is» notified of this
producti on- st at us transition by the ‘production operational’ event. In order
to resume the transfer and processing of Space Packets{the user must invoke FSP-
START. The user should retransmit to the provider all Packets listed in the
packet -identification-I|ist parameter.

3 The packet-identification-Iistswill not contain any entry if no
Packets of the given user were buffered and/or being processed when
producti on- st at us changed to halted’.

0) ‘production operational’—the production process is ready to process Space Packets
and producti on-stat us has-changed to ‘operational’. This event shall be
notjfied to all users who did.net yet receive any notification regarding the current
progduction- status or had-‘been notified of any production-status different from

‘operational’.
NOTE$
1 This eventoeccurs when the forward space link has been successfully established
or follewing actions to restore production to operational status after a halt or
interrupt.
2 H—ts—permissible—to—send—this—hotification—atso—to—tsers—i—the—most—recent

notification received by them was ‘production operational’.

3 After this transition, the initial sub-state of the pr oduct i on- st at us is ‘BD’;

p) ‘action list completed’—all actions associated with the event triggered by an FSP-
THROW-EVENT operation identified by the event -t hr own-
i denti fi cati on parameter have successfully completed. This event shall only be
notified to the user who invoked the FSP-THROW-EVENT operation.
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q) ‘action list not completed’—at least one of the actions of the action list associated
with the event triggered by the FSP-THROW-EVENT operation identified by the
event -t hrown-i denti fi cati on parameter did not complete. This event shall
only be notified to the user who invoked the FSP-THROW-EVENT operation.

r) ‘event condition evaluated to false’—a required condition was false for the event that
the  ESP-THROW-EVVENT npprafinn identified hy the event -t hr own-
i denti fi cati on parameter, attempted to trigger. The actions associated|with this
event have not been performed. This event shall only be notified te\the user who
invoked the FSP-THROW-EVENT operation.

3.7.24 directive-executed-identification

37241 If notification-type is ‘positive confirm response to diregtive’ or
‘negative  confirm  response to  directive’, _the  directive-execut ed-
identification parameter shall be present-yand identify the directive-
i denti ficati on value in the FSP-INVOKE-DIRECTIVE invocation.

3.7.2.4.2 For all other notifications, this parameter shall not be present.

3.7.25 event-thrown-identification

37251 Ifnotification-type is ‘action list completed’, “action list not completed’,
or ‘event condition evaluated to false’, the event-thrown-identifijcation
parameter shall be presenttand indicate the event -i nvocati on-identififcation
value of the FSP-THROW-EVENT invocation that triggered the actions whose r¢sults are
reported.

3.7.2.5.2 For allyother notifications, this parameter shall not be present.

3.7.26. packet-identification-I|ist

37.26.1 If notification-type is ‘packet processing started’, ‘packet fadiated’,

fnanleatr anlenawvalad~anA? ar—‘cldyr  Avenirad? tha nanliat Ao+ 1 £ Aot ) _I H t
PACRCT—_aCKiowicuget—— Ul STUU— CAPITCU; it~ pPaCKCctT 1 ottt oatt n IS

parameter shall be present and comprise the packet -i dentifi cati on value of the
FSP-TRANSFER-DATA invocation that contained the affected Packet.

3.7.26.2 Ifnotification-type is ‘packet transmission mode mismatch’, ‘production
interrupted’, “VC aborted’, or ‘production halted’, the packet -i denti fication-1i st
parameter shall be present and comprise the list of packet -i denti fi cati on values of
the FSP-TRANSFER-DATA invocations that contained the Packets that were discarded
following the reported event.

3.7.2.6.3 For all other notifications, this parameter shall not be present.
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3727 fop-alert

3.7.2.7.1 The f op-al ert parameter shall contain the FOP alert as generated by the FSP
production process in accordance with reference [5] as indication of the termination of the
sequence-controlled service guarantee. It shall have one of the following values:

a) ‘no FOP alert’—this value is used when the notified transmission mode capability
hangp does not imply the termination of the qullpnr‘p-rnnfrnllpd service guarantee

b) [FOP alert-limit’—this alert is generated when:
[) the allowed number of transmissions was exhausted for a Type-AD framie; or

P) the allowed number of transmissions was exhausted for a Type-BE frame derivef
from a directive (e.g., ‘Initiate AD Service’ directive with ‘Unfock’ or with *Se
V(R)’);

c) |FOP alert-lockout’—lockout detected;

~—+

d) [FOP alert-synch’—this alert is generated when:

~—+

) CLCW with ‘Retransmit’ Flag = 0 and N(R) = NN(R) has arrived, when las
CLCW showed ‘Retransmit’ Flag = 1;

P) all frames sent are acknowledged but ‘Rétransmit’ Flag = 1; or

D

B) an attempt to acknowledge frames is made during the initializing phas
corresponding to FOP State (S4);

e) [FOP alert-NN(R)’—CLCW with'invalid N(R) has arrived;

f) |FOP alert-CLCW’—thjs(alert is generated when:

) a CLCW with = tWait’ Flag = 1 and *Retransmit’ Flag = 0 has arrived; or
P) a CLCW withiinvalid pattern of bits has arrived;

g) |FOP alert-:LIF’—FOP-1 and Lower Layer are out of synchronization;

h) [FOP:alert-term’—a “Terminate AD Service’ directive has arrived.

37272 Afnotification-t ype is_‘transmission mode mpahility rhangp’ or ‘npgafi\
confirm response to directive’, the f op- al ert parameter shall be present.

3.7.2.7.3 For all other notifications, this parameter shall not be present.

3.7.28 packet-identification-I|ast-processed

For all notifications, the packet-identification-I|ast-processed parameter
shall be present; its value shall be set as follows:
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a) if no Space Packets belonging to the given service instance have been processed, the
value of the packet-i dentification-I| ast-processed parameter shall be
set to ‘null’;

b) otherwise, the parameter shall specify the identification of the Space Packet belonging
to the given service instance that most recently started to be processed.

NOTE - A Packet starts to be processed when it is transferred from a packets| queue to
a segments queue (see annex B).

c) The value of the packet-identification-|ast-processed parameter
shall not be altered when the association is released or aborted.

NOTE - The most recently processed Space Packet may be the-same as that identified in
packet-identification-I ast-ok.

3.729 production-start-tine

3.7.2.9.1 Whenever packet -identification-| ast-processed is not ‘pull’, the
production-start-ti me parameter shall be present and shall contain the time at which
the provider started to process the " Space Packet identified by packet -
i dentification-I|ast-processed.

3.7.29.2 For all notifications,. if;packet -i denti fi cati on-|ast-procgssed is
‘null’, the pr oduct i on- st art- t i me parameter shall not be present.

3.7.2.10 packet - status

3.7.2.10.1 Whenever the value of the packet -i dentification-| ast-processed
parameter is pot~*null’, the packet - st at us parameter shall be present and shall contain
one of the_faltowing values representing the processing state of the Space Packet {dentified
by packet -i dentification-1|ast-processed:

a) “acknowledged’—(applies only to sequence-controlled transmission mode) gll Space
Packet components have been acknowledged by the space element via the associated
stream of CLCWs,

NOTE - |If packet - st at us is “acknowledged’, the Space Packet whose identifier is
contained in the parameter packet-identification-|ast-
processed is guaranteed to have been received by the space element, but
not necessarily accepted by the space segment. Packet assembly or execution
may not have been carried out correctly. This can only be determined by
examining telemetry.

b) ‘radiated’—the radiation of the Space Packet components completed without
aborting: the Space Packet is guaranteed to have been radiated nominally.
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NOTE - The packet status is not changed to ‘radiated’ until all CLTUs containing
parts of the Space Packet reported have been transmitted to the spacecraft (see
1.6.1.8.11). For sequence-controlled packet transmission the Packet status
‘radiated’ may imply that at least one acknowledgement via a CLCW is still
outstanding.

c) ‘production started’—the Space Packet has been removed from the service instance's
request queue (see annex B) and has been inserted into the packets queue.

d) ‘production not started’—at the time when Space Packet had to be removed fronithg
ervice instance's request queue for insertion into the appropriate Packets gueue
roduction-status was not ‘operational’ and therefore production could not\be' starteg
Dr this packet.

TS N

e) ‘expired’—the | at est - production-ti ne of the Space Packet was reachec
efore beginning processing: the Space Packet is guaranteed. Aot to have beern
hdiated.

- O

f) “bnsupported transmission mode’—the transmission mogde’requested for the Packe
was not supported when production for this Packet.began: the Space Packet ig
duaranteed not to have been radiated.

nterrupted’—processing of the Space Packet was aborted when the pr oduct i on-
t at us changed from ‘operational’ to “interrupted” or ‘halted’” or when the directive
hbort VC’ was executed: the Space Packet is guaranteed to have started being
processed, and to have aborted prior to hominal completion.

9)

wn

NOTIE - Earlier Space Packets may also have been affected. Packets with sequence;
controlled transmissien: mode may have completed radiation before thei
status changed to {interrupted’.

3.7.2.10J)2 For all notifications, if the value of the packet-i dentifi cation-1| ast-
pr ocegsed parameter ds,*null’, the packet - st at us parameter shall not be present.
3.7.211|packet>i dentification-I|ast-ok

For all |notifications, the packet-identification-I|ast-ok parameter shall bg

present; kts-value-shall-be set-asfollows:

a) if no Space Packets belonging to the given service instance have been successfully
processed, the value of the packet-identification-|ast-ok parameter
shall be set to ‘null’;

b) otherwise, the parameter shall specify the identification of the Space Packet belonging
to the given service instance that most recently was successfully processed.

c) the value of the packet-i dentification-I|ast-ok parameter shall not be
altered when the association is released or aborted.
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3.7.2.12 producti on-stop-tine

3.7.212.1 Whenever packet-identification-last-ok is not ‘null’, the
producti on- st op-ti nme parameter shall be present and shall contain the time at which
processing of the Space Packet identified by packet-i dentification-1ast-ok
completed, subject to the following stipulations:

a) for expedited (BD) transmission mode, the pr oducti on- st op-t i ne\parameter
shall contain the time at which radiation of the Space Packet identified.by packet -
i dentification-I|ast-ok wascompleted;

b) for sequence-controlled (AD) transmission mode, it shall contain the time|at which
the last Space Packet component was acknowledged via a received CLCW.

3.7.2.12.2 For all notifications, if the packet -i denti fi ¢ati on-1 ast - ok parameter
is ‘null’, the pr oduct i on- st op- t i me parameter shalknotbe present.

3.7.2.13 producti on-st at us

The product i on- st at us parameter shall~describe the current status of the production
process and shall contain one of the following values:

a) ‘configured’—equipment has-bieen assigned to support the given service instance, but
the production process is notyet capable of processing Space Packets;

NOTE - Users may .connect in accordance with the scheduled service provision
periods and:submit Packets with a production time interval that fitg with the
expected space link session.

b) ‘operational’>=the production process is capable of and possibly currently processing
Space PacKets; it shall have the following sub-states:

1) “BD’—Packets can only be handled in BD transmission mode. The AD service
may have been terminated for the reason indicated by the FOP alert or ngne of the
directives initiating the AD service has been invoked or did not complete
successfully yet;

2) “‘AD and BD’—Packets can be handled in any transmission mode. The AD service
is available further to the successful completion of one of the directives that
initiate or resume the AD service;

3) “AD suspended’—this status is entered when the allowed number of transmissions
specified in the transmission-limit parameter (see table 3-1) has been completed
and the service has been suspended. A subsequent ‘resume AD service’ directive
will then cause FOP-1 to resume service in the same state it was in when it was
suspended.
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NOTE - The producti on-status ‘operational” occurs: when the production
equipment is configured for support and has completed the acquisition
sequence; when a problem that caused the producti on-status
‘interrupted” is cleared; when service management restarts the production
process after the pr oduct i on- st at us was “halted’.

c) ‘interrupted’—the production process has detected a problem that prevents it from
IUbCDb;IIg Spauc Pab'r\ct:, thc pIUbICIII Iriay bU tlallbicllt (1IIGII Iriay bC bicalcd fU
nstance by automatic equipment reconfiguration;

NOTE — When producti on- st at us changes from ‘operational’ to ‘interrupted’
the transmission mode capability may change as well, but the(notification
with notification-type ‘transmission mode capability” change’ id
suppressed (see 3.7.2.3), if the sub-state of the pr oduct i.on- st at us was
‘BD’ before the transition to ‘interrupted’ occurred or ‘#f“the given user i
immediately notified of the transition of the pr oducti on- st at us td
‘interrupted” because Packets of this user are discarded since processing of
them had been started, but did not yet complete.

d) ‘palted’—service management has taken the production process out of service fo
nstance because the problem that caused the pr.oduct i on- st at us to change ta
nterrupted’ is more severe and not of transient nature or because the resources havg
b be re-assigned.

—+

NOTES

1 Reassignment of resources may become necessary e.g. because of a spacecrafi
emergency.

2 When production-status changes from ‘operational’ to “halted’, the transmission

mode capability-fmay change as well, but the notification with notification-typg
‘transmission-mode capability change’ will be suppressed (see 3.7.2.3), since thg
change ofthe production-status to ‘halted” is notified to all users anyway.

3.7.3 HFFECTS

3731 ot + £ A 4 o Bt g H~ H + folcl: Al
.0, mrotrrrodt i U= U ypJgut imuivatto  stuu TAPIITU .

a) all Space Packets queued for this service instance and not yet passed to the segment
queues in the form of Frame Data Units shall be discarded; and

b) further FSP-TRANSFER-DATA invocations shall be rejected.

3.732 If notification-type indicates ‘production interrupted’, or ‘production
halted’:
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I a) all Space Packets belonging to this service instance shall be discarded including those
converted already to Frame Data Units and passed to the segment queues; and

b) further FSP-TRANSFER-DATA invocations shall be rejected.

3.7.33 If notification-type indicates ‘packet transmission mode mismatch’: all
Space Packets currently being processed or buffered and requiring the not supported

transmission mode shall be discarded including those already converted to FramerDjata Units

and passed to the segment queues.

3.734 |If notification-type indicates “VC aborted’: all Space, Packets|shall be
I discarded including those converted already to Frame Data Units and‘passed to the segment

queues.

3.7.3.5 There shall be no effect for any other values of not i f.i cat i on-t ype.

3.7.3.6 The provider shall remain in its original state,) i.e., state 2 (‘ready’) qgr state 3

(“active’).
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3.8 FSP-SCHEDULE-STATUS-REPORT
381 PURPOSE

3.8.1.1 The user shall invoke the FSP-SCHEDULE-STATUS-REPORT operation to
request that the provider do one of the following:

a) pendastatustreporttmmedtatety-(see-3:9);
b) kend periodic status reports (see 3.9); or

c) stop sending periodic status reports.

3.8.1.2| The provider shall return a report of the outcome of the performanee of the FSH
SCHEDULE-STATUS-REPORT operation to the user.

=

3.8.1.3| Initially (i.e., whenever the FSP-BIND operation is performed and the provide
transitions from state 1 to state 2), periodic reporting shall be inactive.

3.8.1.4| For periodic reporting, the user may change the-reporting period by invoking
another|FSP-SCHEDULE-STATUS-REPORT operation

3.8.1.5| The FSP-SCHEDULE-STATUS-REPORT" operation is valid only in states |2
(‘ready]) and 3 (“active’) and shall be invoked only by the user.
3.82 |NVOCATION, RETURN, AND'PARAMETERS
3.8.21| Genera

The pafameters of the FSP-SCHEDULE-STATUS-REPORT operation shall be present in the

invocatjon and return as specified in table 3-8.

Table3-8: FSP-SCHEDULE-STATUS-REPORT Parameters

Parameters Invocation Return
i nvoker-credentials M
performer-credentials M
i nvoke- 1D M M
report-request-type M
reporting-cycle C
result M
di agnhosti c C
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3.8.2.2 invoker-credentials

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-SCHEDULE-STATUS-REPORT invocation (see 3.1.5).

38213 pprfnrrmr-rrpdpnfinl N

The perforner-credential s parameter shall provide information that, enables the
invoker to authenticate the return from the performance of FSP-SCHEDULE-§TATUS-
REPORT (see 3.1.5).

3.824 invoke-1D

The performer shall return unchanged the invoker-supplied value of the i nvioke-1D
parameter (see 3.1.6).

3.8.25 report-request-type

3.8.25.1 The report-request -t ype parameter shall specify how reporting shall be
done, and its value shall be one of the fotltowing:

a) ‘immediately’—send a single-status report immediately;
b) ‘periodically’—send a.status report every r epor t i ng- cycl e seconds;
c) ‘stop’—do not send further status reports.
3.8.25.2 Ifrepoprt-request-type is ‘immediately’,
a) the provider shall send a status report immediately;

b) stop'sending status reports after the immediate status report has been sent.

NQTE- - Periodic reporting may be (re-)started by means of another FSP-SCHEDULE-
STATUS-REPORT invocation.

3.8.26 reporting-cycle

3.8.2.6.1 If the value of the r eport-request -t ype parameter is ‘periodically’, then
the r epor t i ng- cycl e parameter shall be present and shall specify the requested interval
between status reports in seconds.

3.8.2.6.2 If the value of the r eport - r equest - t ype parameter is not ‘periodically’, the
reporti ng-cycl e parameter shall not be present.
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result

ul t parameter shall specify the result of the FSP-SCHEDULE-STATUS-REPORT

operation, and its value shall be one of the following:

a) ‘positive result’—the FSP-SCHEDULE-STATUS-REPORT operation has been
performed, and the provider will send the requested status report(s) or stop sending

arindie ctatiic ranarta-

p
b) “f
p
S¢

3.8.2.8

38281

the returp and its value shall be one of the following:

(

a)

~

b) ‘4

o

~

i
u

c)

~

(
0

d)

3.8.28.2

383 H

3.831
shall hay

LTTUUTUL owtUtuUo I\.ar.l\.ll I,

legative result’—the FSP-SCHEDULE-STATUS-REPORT operation has notcheen
erformed for the reason specified in the di agnosti ¢ parameter; the Jprevious
ptting for status reporting remains in effect.

di aghostic

If resul t is ‘negative result’, the di agnost i ¢ parameter shall be present in

luplicate invoke-ID’—the value of the i nvoke- | .D parameter is the same as the
nvoke- | Dvalue of a previous, outstanding operation;

lIready stopped’—the provider is not currently:providing periodic reports (applicable
nly when r eport - r equest - t ype is ‘stop’);

nvalid reporting cycle’—the r epor.t i'ng- cycl e value is outside the range agreed
bon by service management;

ther reason’—the reason fer the negative result will have to be found by other
eans.

Ifresul t is ‘positive result’, the di agnost i ¢ parameter shall not be present.

FFECTS

If resul™t is ‘positive result’, the FSP-SCHEDULE-STATUS-REPORT operation
e thefollowing effects, depending on the value of the r eport - request -t ype

r

paramet

a) ifthe value of report - request -t ype is ‘immediately’:

1) astatus report shall be sent immediately;

2) the sending of any previously requested periodic status reports shall cease.

b) if the value of r eport - r equest -t ype is ‘periodically’:

1) astatus report shall be sent immediately;
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2) subsequent status reports shall be sent at the interval specified in the
reporting-cycl e parameter, i.e., whenever the reporting cycle timer expires.

c) ifthe value of r eport-request -t ype is ‘stop’, periodic reporting shall cease.

3.8.3.2 Ifresult is ‘negative result’, the FSP-SCHEDULE-STATUS-REPORT operation
shall have no effect, and the previous setting for status reporting shall not change

3.8.3.3 The provider shall remain in its original state, i.e., state 2 (‘ready.) gr state 3
(“active’).
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3.9 FSP-STATUS-REPORT

3.9.1 PURPOSE

3.9.1.1 The provider shall invoke the FSP-STATUS-REPORT operation to send a status
report to the user.

3.9.1.2 SP-STATUS-REPQORT shall be an unconfirmed operation
3.9.1.3 [Status reports shall be sent (or not sent) in accordance with user requests conveyed
by means|of the FSP-SCHEDULE-STATUS-REPORT operation (see 3.8).
3.9.1.4 |[The FSP-STATUS-REPORT operation is valid only in states 2 (‘ready’) and 3
(“active’)|and shall be invoked only by the provider.
3.9.2 INVOCATION AND PARAMETERS
3921 Genera
The parameters of the FSP-STATUS-REPORT operation shall be present in the invocation as
specified|in 3-9.
Table 3-9: FSP-STATUSREPORT Parameters
Parameters Invocation

i nvoker - credenti_aks M

packet -i dentifi\cati on-1 ast - processed M

production{start-tine C

packet - stiat us C

packeti denti fi cation-1ast-ok M

pfoducti on-stop-tine C

producti on- st atus M

nunber - of - packet s-recei ved M

nunber - of - packet s- processed M

nunber - of - packet s-r adi at ed M

nunber - of - packet s- acknow edged M

packet - buf f er - avai | abl e M
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3.9.22 invoker-credentials

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-STATUS-REPORT invocation (see 3.1.5).

39213 Ir_mrl(pf -identification-last- pr ocessed

3.9.2.3.1 If the provider has processed at least one Space Packet belongingsto the given
service instance, the packet-identification-| ast-processed, paramgter shall
specify the identification of the Space Packet belonging to the given service instance that
most recently started to be processed regardless whether it was successfully processed or an
exception occurred.

NOTE - A Packet starts to be processed when it is transferred from the requests queue to a
packets queue (see annex B).

3.9.2.3.2 If the provider has processed no Space:Racket belonging to the givep service
instance, the packet -i denti fi cati on-1 ast=processed parameter shall [be set to
‘null’.

3.9.2.3.3 The value of the packet-idéntification-| ast-processed parameter
shall not be altered when the association, iIs released or aborted.

NOTE - The most recently processed Space Packet may be the same as that identified in
packet -i dentj f# cati on- | ast - ok.

3.9.24 production/start-tine

3.9.24.1 If thevalue of packet-identification-|ast-processed is ot ‘null’,
the pr oduction- start-ti me parameter shall be present and shall contain the time at
which the>-provider started to process the Space Packet identified in packet -
i dentifi cation-1| ast - processed.

39,242 If the packet-identification-I|ast-processed parameter |is ‘null’,
the production-star t-t1 e parameter shatt ot be present:

39.25 packet-status

3.9.25.1 Whenever the packet -i dentification-|ast-processed parameter is
not ‘null’, the packet - st at us parameter shall be present and shall contain one of the
following values representing the processing state of the Space Packet identified by
packet -identification-I|ast-processed:
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a) ‘acknowledged’—(applies only to sequence-controlled transmission mode) all Space
Packet components have been acknowledged by the space element via the associated
stream of CLCWs.

NOTE - If packet - st at us is ‘acknowledged’, the Space Packet whose identifier is
contained in the parameter packet-identification-I|ast-
processed is guaranteed to have been received by the space element, but

—notmecessarity accepred by thespacesegment—Packetassembtyorexecution
may not have been carried out correctly. This can only be determined by
examining telemetry.

b) |‘radiated’—the radiation of the Space Packet components completed withopt
aborting: the Space Packet is guaranteed to have been radiated nominally.

NQTE - The packet status is not changed to ‘radiated’ as longras not all CLTUs
containing parts of the Space Packet reported havebeen transmitted to the
spacecraft (see 1.6.1.8.11). For sequence-controlled packet transmission the
Packet status ‘radiated’ may imply that at least ‘ene acknowledgement vial a
CLCW is still outstanding.

) |‘production started’—the Space Packet has been@emoved from the service instancg's
request queue (see annex B) and has been inserted into the packets queue.

d) [‘production not started’—at the time when Space Packet had to be removed from the
service instance's request queue for<insertion into the appropriate Packets queue,
production-status was not ‘operational’ and therefore production could not be start¢d
for this packet.

e) |‘expired’—the | at est -producti on-ti me of the Space Packet was reachg¢d
before beginning processing: the Space Packet is guaranteed not to have beg¢n
radiated.

f) |‘unsupported transmission mode’—the transmission mode requested for the Packet
was not supported when production for this Packet began: the Space Packet |is
guaranteednot to have been radiated.

h) |“interrupted’—processing of the Space Packet was aborted when the pr oduct i on
st.at us changed from *operational’ to ‘interrupted’ or *halted” or when the directiye
“abort— V€ —was—executed—the—SpacePacketisguaranteed—to—havestarted—being
processed, and to have aborted prior to nominal completion.

NOTE - Earlier Space Packets may also have been affected. Packets with sequence-
controlled transmission mode may have completed radiation before their
status changed to “interrupted’.

3.9.25.2 If the packet-identification-I|ast-processed parameter value is
‘null’, the packet - st at us parameter shall not be present.

CCSDS 912.3-B-2 Page 3-58 July 2010

110 © 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

39.26 packet-identification-I|ast-ok

3.9.2.6.1 If the provider has successfully completed the processing of at least one Space
Packet belonging to the given service instance, the packet -i dentifi cati on-1 ast -
ok parameter shall specify the identification of the last Space Packet belonging to the given
service instance that was successfully processed.

3.9.2.6.2 If the provider has processed no Space Packets belonging to the givenp service
instance, the packet -i denti fi cati on-| ast - ok parameter shall be setto ‘null’.

3.9.2.6.3 The value of the packet -i denti fi cati on-I| ast - okparameter |shall not
be altered when the association is released or aborted.

39.27 production-stop-tine

39.27.1 Whenever packet-identificationsbast-ok is not ‘ngll’, the
producti on- st op-ti nme parameter shall be present and shall contain the time|at which
processing of the Space Packet identified by packet -i dentifi cati on-Iast - ok
completed, subject to the following stipulations:

a) for expedited (BD) transmission mode, the pr oduct i on- st op-ti nme parameter
shall contain the time at whichadiation of the Space Packet identified by packet -
i dentification-| ast.+ok was completed;

b) for sequence-controlled.(AD) transmission mode, it shall contain the time|at which
the last Space Packet.component was acknowledged via a received CLCW.

39.27.2 If the packet-identification-I|ast-ok parameter is ‘null’, the
producti on- st-0p- t i me parameter shall not be present.
3.9.28 production-status

The product i on- st at us parameter shall describe the current status of the production
process and shall contain one of the following values:

a) ‘configured’—equipment has been assigned to support the given service instance, but
the production process is not yet capable of processing Space Packets.

NOTE - Users may connect in accordance with the scheduled service provision
periods and submit Packets with a production time interval that fits with the
expected space link session.

b) ‘operational’—the production process is capable of and possibly currently processing
Space Packets; it shall have the following sub-states:
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‘BD’—Packets can only be handled in BD transmission mode. The AD service
may have been terminated for the reason indicated by the FOP alert or none of the
directives initiating the AD service has been invoked or did not complete
successfully yet;

‘AD and BD’—Packets can be handled in any transmission mode. The AD service
is available further to the successful completion of one of the directives that

mitiato ar roctimao tha AN canvzieca:
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3)

NOTH

in
pr
ing
d) *hg
ing

in
to
3929 |

39.291
Space Pad

3.9.29.2
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‘AD suspended’—this status is entered when the allowed number of transmissions
specified in the transmission-limit parameter (see table 3-1) has been completed
and the service has been suspended. A subsequent ‘resume AD service’ directive
will then cause FOP-1 to resume service in the same state it was inwhen it was
suspended.

— The production-status ‘operational’ occurs: when the production
equipment is configured for support and has completed the acquisition
sequence; when a problem that caused theyproducti on- st atus
‘interrupted” is cleared; when service management restarts the production
process after the pr oduct i on- st at us was:*halted’.

terrupted’—the production process has detected a problem that prevents it from
pcessing Space Packets; the problem may,be transient and may be cleared for
tance by automatic equipment reconfiguration;

lted’—service management has .taken the production process out of service for
tance because the problem that caused the pr oduct i on- st at us to change to
terrupted’ is more severe and not of transient nature or because the resources have
be re-assigned e.g. due to-a,spacecraft emergency.

hunber - of - packet s-recei ved

The nunber~"of - packet s-r ecei ved parameter shall specify the number of
kets received during this service instance.

OnlyPackets that are checked successfully and buffered shall be counted in the total.

3.9.293

3.9.294

This parameter shall include separate values for AD packets and BD packets.

If no Space Packets have been received, this parameter shall be set to zero (‘0°).

3.9.2.10 nunber - of - packet s- pr ocessed

3.9.210.1
of Space
including:

CCSDS 91
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The nunber - of - packet s- processed parameter shall specify the number

Packets that the provider attempted to process during this service instance,
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a) Space Packets that were acknowledged;
b) Space Packets that radiated successfully, but were not (yet) acknowledged;
c) Space Packets that aborted;

d) Space Packets currently being processed.

3.9.2.10.2 This parameter shall include separate values for AD packets and BD packets.

3.9.2.10.3 If no Space Packets have been processed, this parameter shall be-set'to zeyo (‘0’).

3.9.2.11 nunber - of - packet s-r adi at ed

3.9.2.11.1 The nunber - of - packet s-r adi at ed parameter shall specify the number of
Space Packets successfully radiated during this service instance.

3.9.2.11.2 A Space Packet in the process of being radiated shall not be included in this count.

3.9.2.11.3 For a given Space Packet, only its first radiation shall be counted; retransmission
of frames in accordance with COP-1, which_may imply retransmission of complete Packets,
shall not cause this parameter to be updated:

3.9.2.11.4 This parameter shall includeseparate values for AD packets and BD pacKets.

3.9.2.11.5 If no Space Packets have been radiated, this parameter shall be set to zerq (‘0’).

3.9.2.12 nunber - of ¢ packet s- acknow edged

3.9.2.12.1 The nuanber - of - packet s- acknowl edged parameter only applies to
sequence-controled transmission mode and shall specify the number of Space Pag¢kets that
during this Service instance were successfully transferred to the space element as dgtermined
by evaluatjon of CLCWs.

3.9:2112.2 If Space Packets have been acknowledged, this parameter shall be set to zero
Q)

3.9.2.13 packet - buf f er-avai | abl e

3.9.2.13.1 The packet - buf f er - avai | abl e parameter shall specify the number of
octets available in the request queue of this service instance for Packet storage.

NOTE - This parameter shall reflect the free storage space in the request queue belonging
to the given service instance (see annex B).

CCSDS 912.3-B-2 Page 3-61 July 2010
© 1SO 2011 — All rights reserved 113


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

3.9.2.13.2 Once the provider starts to process a Space Packet, it shall be considered removed
from the buffer.

393 EFFECTS

The FSP-STATUS-REPORT operation shall have the following effects:

3.9.3.1 Status information shall be delivered to the user.

3.9.3.2 The provider shall remain in its original state, i.e., state 2 (‘ready’) or' state 3
(“active’).
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3.10 FSP-GET-PARAMETER
3.10.1 PURPOSE

3.10.1.1 The user shall invoke the FSP-GET-PARAMETER operation to ascertain the value
of an FSP service parameter

3.10.2.2 The provider shall return a report of the outcome of the performance, of the FSP-
GET-PARAMETER operation to the user.

3.10.12.3 If the operation is successful, the current value of the_ specified FSP service
parameter shall be provided to the user in the return from the operation:

3.10.1.4 The FSP-GET-PARAMETER operation is valid only*in states 2 (‘ready’) and 3
(“active’) and shall be invoked only by the user.

3.10.2 INVOCATION, RETURN, AND PARAMETERS
3.10.2.1 General

The parameters of the FSP-GET-PARAMETER operation shall be present in the invocation
and return as specified in table 3-10.

Table 3-10:-FSP-GET-PARAMETER Parameters

Parameters Invocation Return
i nvoker-credential s M
per flormer - credenti al s
imvoke- 1 D M
f sp- par anet er M

par anet er - val ue

result

OE|O|[0|1Z2(Z

di agnostic

3.10.2.2 i nvoker-credenti al s

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-GET-PARAMETER invocation (see 3.1.5).
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3.10.2.3 perforner-credential s

The performer-credential s parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-GET-PARAMETER (see
3.1.5).

3.10.24 i nvoke-1 D

The performer shall return unchanged the invoker-supplied value of the i nvoke-1D
parameter (see 3.1.6).

3.10.2.5 f sp- par anet er

3.10.2.5.1 The f sp- par anet er parameter shall specify the FSP, sefvice parameter whose
value is|to be returned to the user, and its value shall be one of the values listed in table 3-11
Table 3-11: FSP Service Parameters
Parameter Description

apid-list List of APIDs.the given service instance is authorized to access.

bit-lock-fequired If the valu€gis ‘yes’, the ‘No bit lock’ flag in the CLCW must be false
in order for the provider to set pr oduct i on- st at us to
‘operational’.

blockingttimeout-period Period from inserting the first Packet into the Frame Data Unit urftil

this unit is passed to the FOP regardless of the number of Packets
contained; this timeout period is applicable to all blocking
regardless of the specific MAP.

blockingrusage ‘permitted’ if the provider may block multiple Space Packets into p
single frame, ‘not permitted’ otherwise; the permission to block
Space Packets applies to all MAPs in use on the given VC.

delivery-mode ‘fwd online’

directive-invocation-online ‘yes’, if the service instance that is permitted to invoke directives for
the given VC if any is in the state ‘ready’ or ‘active’, ‘no’, if that
service instance is in the state ‘unbound'.

directive-invocation-enabled ‘enabled’ if this service instance is authorized to invoke the FSP-
INVOKE-DIRECTIVE operation, ‘disabled’ otherwise.

expected-directive-identification The directive-identification parameter value the provider
expects in the next FSP-INVOKE-DIRECTIVE invocation.
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Parameter

Description

expected-event-invocation-
identification

The event -i nvocati on-identificati on parameter value
the provider expects in the next FSP-THROW-EVENT invocation.
The initial value of this parameter is zero.

expected-sldu-identification

The packet -i denti fi cati on parameter value the provider

expects in the next FSP-TRANSFER-DATA invocation; |f no FSP-
START operation has been performed, zero shall pe retirned as
the default value of this parameter.

fop-sliding-window

Number of frames that can be transmitted.@n the given YC before
an acknowledgement is required.

fop-state

State of the FOP on the given VC;
‘ACTIVE’,

‘RETRANSMIT WITHOUT WAIT’,
‘RETRANSMIT WITH WAIP,
‘INITIALIZING WITHQUT BC FRAME’,
‘INITIALIZING WITH'BC FRAME’,
‘INITIAL'.

map-list

List of MAPSpermitted to be used by the given service instance if
MAPs are used, ‘null’ otherwise.

map-multiplexing-control

MAR- priority list or MAP polling vector; if the map-multiplexing-
scheme is ‘FIFO’ or if MAPs are not used, this parametqr is ‘null’.
This parameter applies to the given VC.

map-multiplexing-scheme

MAP multiplexing scheme in effect on the given VC: ‘FIRO’,
‘absolute priority’, ‘polling vector’. If no MAP multiplexing is used,
this parameter must be set to ‘FIFO’.

maximum-frame=length

Mission maximum TC transfer frame length in octets (sge NOTE).

maximums=packet-length

Mission maximum Packet Data Length in octets (see NOTE).

permitted-transmission-mode

Specifies the transmission mode permitted for the given|service
instance; it may be ‘expedited’ or ‘sequence-controlled’ ¢r ‘any’.

reporting-cycle

The current setting of the reporting cycle for status reports (see 3.8
and 3.9): the value is ‘null’ if cyclic reporting is off, otherwise it is
the time (in seconds) between successive FSP-STATUS-REPORT
invocations (see 3.8).

return-timeout-period

The maximum time period (in seconds) permitted from when a
confirmed FSP operation is invoked until the return is received by
the invoker (see 4.1.3).
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Parameter Description
rf-available-required If the value is ‘yes’, the ‘No RF available’ flag in the CLCW must be
false in order for the provider to set pr oduct i on- st at us to
‘operational’.
segment-header Specifies if a Segment Header is ‘present’ or ‘absent’ in the TC

transfer frames (see NOTE).

timeout-type Specifies FOP behavior (either ‘Alert’ or ‘AD service suspension’).

Initial value for countdown timer when an AD or BC frame'is
transmitted.

timer-initip

transmisgion-limit Maximum number of times the first frame on the Sent_Queue may
be transmitted (see [5]).

transmitter-frame-sequence- After a transmission mode capability change event, the parametel
number Transmitter_Frame_Sequence_Numbeér, V(S), contains the value
of the Frame Sequence Number,N(S), to be put in the Transfer
Frame Primary Header of the next Type-AD frame to be
transmitted.

vc-multiplexing-control VC priority list or the VC polling vector; if the ve-multiplexing
scheme is ‘FIFO’, thig)parameter is ‘null’.

vc-multiplexing-scheme VC multiplexing‘'scheme in effect: ‘FIFO’, ‘absolute priority’, ‘polling
vector’.

virtual-chgnnel VC being’used by this service instance.

NOTE f Service Management-has to ensure that the chosen values of the parameters

maximum-framerlength, maximum-packet-length and segment-header arg
consistent. Ar~example of an inconsistent parameter setting would be &
maximum-frame-length of 100 octets, a maximum-packet-length of 1024 octets
and segmient-header “absent’. In such case a packet of say 250 octets could not be
processed as it does not fit into the frame, but due to the absence of the segmen
header the packet cannot be segmented either. Any inconsistent combination of
parameter values shall be rejected at configuration time. FSP is not designed tg
deal with such inconsistencies at run time

3.10.25.2 f sp- par anet er is conditionally present in the return based on the r esul t
parameter:

a) if the value of r esul t is ‘positive result’, f sp- par anet er shall be present in the
return;

b) if the value of r esul t is “negative result’, f sp- par anmet er shall not be present in
the return.
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3.10.2.6 par anet er - val ue

3.10.2.6.1 The par anet er - val ue parameter shall contain the value of the FSP service
parameter indicated by f sp- par anet er (see 3.10.2.5).

3.10.2.6.2 The par anet er - val ue parameter is conditionally present in the return based

a) if the value of r esul t is ‘positive result’, par anmet er - val ue shall®be present;

b) if the value of r esul t is ‘negative result’, par anet er - val ue shalt not be|present.

3.10.2.7 resul t

The resul t parameter shall specify the result of the FSP-GET-PARAMETER pperation
and shall contain one of the following values:

a) ‘positive result’—the FSP-GET-PARAMETER:" operation has been performed, and
the value of the specified FSP service parameter is provided in the return to the user;

b) ‘negative result’—the FSP-GET-PARAMETER operation has not been performed for
the reason specified in the di agnosti ¢ parameter.

3.10.2.8 di agnostic

3.10.2.8.1 If resul t is ‘negative result’, di agnost i c shall be present and shall contain
one of the following values:

a) ‘duplicate invoke-ID’—the value of the i nvoke- | D parameter is the same as the
i nvoke- [.Dvalue of a previous, outstanding operation;

b) ‘unknowr’ parameter’—the value of f sp- par anet er does not identify an FSP
servige parameter that is recognized by the service provider;

C) —‘other reason’—the reason for the negative result will have to be found by othef means.

310:2.8.2 If resul t is ‘positive result’, the di agnost i ¢ parameter shall not be present
in the return.

3.10.3 EFFECTS

3.10.3.1 If resul t is “positive result’, the value of the FSP service parameter specified in
the invocation shall be provided to the user in the return.

3.10.3.2 Ifresul t is ‘negative result’, no FSP service parameter shall be returned to the user;
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3.10.3.3 The provider shall remain in its original state shall, i.e., state 2 (‘ready’) or state 3
(“active’).
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3.11 FSP-THROW-EVENT

3.11.1 PURPOSE

3.11.1.1 The user shall invoke the FSP-THROW-EVENT operation in order to cause the
provider to forward to SLE Complex Management an event that requires management action.

NOTES

1 An example of such an event is change of the uplink bit rate. This/will {typically
require sending a telecommand that reconfigures the onboard commanding $ystem to
the new bit rate. When this command is executed, the uplink-bit rate can bg changed
by throwing the associated event. Another example is the~release of the uUplink bit
pattern that will cause a reset of the selected Packet Assembly Controller.

2 The event is considered to occur when the user ivokes the FSP-THROW-EVENT
operation, i.e., the provider is expected to reaet.to the receipt of a FSP-THROW-
EVENT invocation with minimal delay. It is therefore asynchronous with the
radiation of SL-DUs.

3 If synchronism is required between the event and the radiation of a specific $L-DU, it
is the user’s responsibility to ensuresthat, e.g. by means of controlling the pfoduction
time of the critical Space Packet or by means of the notification capabilities|provided
by the FSP service.

4 In cases where the Forward TC Space Link Processing production fungtions are
performed by a separate SLE Complex, the Forward TC VVC Data Insertion RG and/or
Forward CLTU (Generation FG invokes the FTCF-THROW-EVENT of CLTU-
THROW-EVENT operations on this separate Complex as necessary to achieve the
desired updates of service management parameters.

3.11.1.2 The‘provider shall return a report of the outcome of the performance of the FSP-

THROW-EVMENT operation to the user.

NOTES

1 The returnwill only show whether the invocation-itself has heenaccepted on rejected,

but not if the actions associated with the event have been performed successfully. The
provider will invoke an FSP-ASYNC-NOTIFY operation to inform the user on the

outcome of the actions triggered by the event.

2 In cases where the Forward TC Space Link Processing production func

tions are

performed by a separate SLE Complex, the Forward TC VVC Data Insertion FG and/or
Forward CLTU Generation FG translates the CLTU-ASYNC-NOTIFY or FTCF-
ASYNC-NOTIFY invocations containing FSP thrown-event outcome information

into appropriate FSP-ASYNC-NOTIFY invocations as specified in annex D.
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3.11.1.3 The FSP-THROW-EVENT operation is valid only in states 2 (‘ready’) and 3
(“active’) and shall be invoked only by the user.

3.11.2 INVOCATION, RETURN, AND PARAMETERS

3.11.2.1 General

The parameters of the FSP-THROW-EVENT operation shall be present in the invocation ahd
return @s specified in table 3-12.

Table 3-12: FSP-THROW-EVENT Parameters

Parameters Invocation Return

i nvoker-credential s M
performer-credentials M

i nvoke- 1D M M
event-identifier M
event-qualifier M

event -i nvocation-identificatien M M
result

di agnostic C

3.11.2(2 i nvoker - credentj-al s

The ilnvoker-credenti al s parameter shall provide information that enables the
performer to authenticate the FSP-THROW-EVENT invocation (see 3.1.5).

3.11.2|3 perforner-credential s

The perf ormer - credenti al s parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-THROW-EVENT (see 3.1.5).

3.11.24 i nvoke-1 D

The performer shall return unchanged the invoker-supplied value of the i nvoke-1D
parameter (see 3.1.6).
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3.11.25 event-identifier

The event -i denti fi er parameter shall identify the event to be forwarded to Complex
Management by the service provider.

31126 p\/pnf-nllml Lfier

The event - qual i fi er parameter may be used to provide additional data constraining the
actions to be performed by Complex Management in response to the event spdcified in
event -identi fi er and shall be forwarded together with the event.

NOTES

1 For example, event-identifier may be ‘bitsrate-change’. Then |event -
qgual i fi er may specify the new bit rate.

2 The actual type and any constraints applicable to the data contained in the levent -
qual i fi er parameter depend on the event” These have to be checked by [Complex
Management. The FSP provider only ghécks that the formal type (octet string) and
the length of this parameter are in ling'with the specification in annex A.

3.11.2.7 event-i nvocati on-identi fication

3.11.2.7.1 The event-invocation-identification parameter shall contain a
monotonically increasing segquence number and shall be:

a) setto ‘0’ for the first FSP-THROW-EVENT invocation following the first successful
FSP-BIND.10 the service instance;

b) incremented for each FSP-THROW-EVENT invocation accepted by the proVider.

3.11.2.7.2\The provider shall set the wvalue of the event-invocjation-
i dentxfi cat i on parameter to the sequence number expected in the next FSP-THROW-
EVENT invocation:

a)_If the invocation IS accepted, the event -1 nvocati on-1dentification inthe
return shall be one greater than the value in the invocation;

b) if the invocation is rejected, the event -i nvocati on-i dentifi cati on in the
return shall contain the value expected by the FSP service provider:

1) in the case of the first FSP-THROW-EVENT operation following a successful
FSP-BIND operation, it is zero (‘0’);
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2) otherwise, the value is one greater than the value of the event -i nvocat i on-
i dentification parameter of the last accepted FSP-THROW-EVENT
operation.

3.11.2.7.3 The user shall set the value of event -i nvocati on-identification in
the next FSP-THROW-EVENT invocation to the value returned by the provider.

3.11.2.7 AThe—valte—expectetby-theprovider—forthe—gtven—service-—instance—shalnot b
altered When the association between user and provider is reestablished after being releaseq
or aborted.

3.11.2.7)5 The provider shall use the user-supplied value of event-i nvecati on-
i denti|fi cati on to reference the respective event in all subsequent reports.

3.11.28|resul t

The r equl t parameter shall specify the result of the FSP-THROW-EVENT invocation and
shall cortain one of the following values:

a) ‘positive result’—the FSP-THROW-EVENT operation has been performed, and the
vent together with the associated qualifier will be forwarded to Complex
Management;

D

b) ‘negative result’—the FSP-THROW-EVENT operation has not been performed fo
ne reason specified in the di agnesti ¢ parameter. The provider will not forwarg
an event to Complex Management;

—

3.11.2.9|di agnosti c

3.11.2.9]1 If resul t is <regative result’, the di agnost i ¢ parameter shall be present ir
the returp, and its value-shall be one of the following:

a) ‘fluplicate-invoke-ID’—the value of the i nvoke- | D parameter is the same as the
nvokex=}¥ D value of a previous, outstanding operation;

b) ‘pperation not supported’—the FSP-THROW-EVENT operation is not supported by
€ PTOVIUET;

~—+

c) ‘out of sequence’—the value of the event-invocation-identification
parameter is not equal to the value expected by the provider;

d) ‘no such event’—the value of the event-i denti fi er parameter in the FSP-
THROW-EVENT invocation is not in the set of event-identifier values
recognized by Complex Management;

e) ‘other reason’—the reason for the negative result will have to be found by other
means.
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3.11.29.2 If resul t is ‘positive result’, the di agnost i ¢ parameter shall not be present
in the return.

3.11.3 EFFECTS

31131 Ifresult is ‘positive result’, the FSP-THROW-EVENT operation shall have the
fqllowing effects:

a) the event shall be forwarded to Complex Management;

b) the FSP provider shall pass notifications received from the Forward TC VL Data
Insertion FG to the user by invoking the FSP-ASYNC-NOTIFY*operation.

NOTES

1 In order for the FSP-THROW-EVENT to have-an effect, there must bg prior
agreement between SLE Complex Management and SLE Utilization Management
regarding the definition of event identifiers and the interpretation of any
accompanying qualifying parameter.

2 The effects of the event thrown may censist of preparations made for a change to be
triggered by a later FSP-THROW-EVENT invocation.

3 Checking of the event - quali fi er parameter may be performed with{n SLE
Complex Management. If an-error is found, FSP-ASYNC-NOTIFY is sent to the user
with the notification “action list not completed’.

3]11.3.2 If resul t is“negative result’, the event shall not be forwarded to Cpmplex
Management.

3|11.3.3 The provider shall remain in its original state, i.e., state 2 (‘ready’) or [state 3
(‘pctive’).
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3.12 FSP-INVOKE-DIRECTIVE
3.12.1 PURPOSE

3.12.1.1 The user shall invoke the FSP-INVOKE-DIRECTIVE operation to invoke the TC
directives as necessary in order to (re-)establish the commanding capability.

NOTE |- TC directives cause a (re-)configuration of the TC protocol entities. TC directives
are specified in reference [5].

3.12.1.2 For a given telecommand VC, at most one FSP service instance shallbe configured
to allow invocation of the FSP-INVOKE-DIRECTIVE operation.

3.12.1.3 The provider shall return a report of the outcome of the perfermance of the FSH
INVOKE-DIRECTIVE operation to the user.

3.12.1.4 The FSP-INVOKE-DIRECTIVE operation is valid “@nly in state 3 (‘active’) and
shall bg invoked only by the user.

3.12.2 INVOCATION, RETURN AND PARAMETERS
3.12.2.1 General

The pagrameters of the FSP-INVOKE:=DIRECTIVE operation shall be present in the

invocatjon and return as specified in table 3-13.

Table 3-13:"FSP-INVOKE-DIRECTIVE Parameters

Parameters Invocation Return

i nvokerZeredenti al s M

perfopner-credential s M
i Rvoke-1D M M
directive-identification M M
directive M

result M
di agnosti c C

3.12.2.2 i nvoker-credenti al s

The invoker-credential s parameter shall provide information that enables the
performer to authenticate the FSP-INVOKE-DIRECTIVE invocation (see 3.1.5).
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31223 performer-credentials

The perforner-credential s parameter shall provide information that enables the
invoker to authenticate the return from the performance of FSP-INVOKE-DIRECTIVE (see
3.1.5).

3.12.2.4 i nvoke-1D

The performer shall return unchanged the invoker-supplied value of the”i nvioke-1D
parameter (see 3.1.6).

31225 directive-identification

3.12.25.1 The directive-identificati on paraméter shall contain a mongtonically
increasing sequence number and shall be:

a) set to ‘0’ for the first FSP-INVOKE-DIRECTIVE invocation following|the first
successful FSP-BIND to the service instarice;

b) incremented for each FSP-INVOKE-DIRECTIVE invocation accepted| by the
provider.

3.12.2.5.2 The value of di rect i*ve-i dentificati on returned shall be the sequence
number expected in the next FSP:INVOKE-DIRECTIVE invocation:

a) if the invocation is‘accepted, the di recti ve-identification in the return
shall be one greater'than the value in the invocation;

b) if the invocation is rejected, the di recti ve-identification in the return
shall contain the value expected by the FSP service provider:

1) in~the case of the first FSP-INVOKE-DIRECTIVE operation following a
successful FSP-BIND operation, it is zero (‘0’);

2) otherwise, the value is one greater than the value of the directive-
i denti ficati on parameter of the last accepted FSP-INVOKE-DIRECTIVE
operation.

3.12.2.5.3 The user shall set the value of di recti ve-identification in the next
FSP-INVOKE-DIRECTIVE invocation to the value returned by the provider.

3.12.2.5.4 The value expected by the provider for the given service instance shall not be
altered when the association between user and provider is reestablished after being released
or aborted.
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3.12.25.5 The performer shall use the user-supplied value of directive-
i denti fi cati on to reference the respective event in all subsequent reports.

31226 directive

3.12.2.6.1 The directive parameter shall contain the directive code and, where
applicablg, the associated parameter.

NOTE - The directive codes and, where applicable, the associated parameter are specified
in annex A.

3.12.2.6.2 The directives supported are:
a) ‘Initiate AD Service (without CLCW check)’;
b) “Ipitiate AD Service (with CLCW check)’;

¢) ‘Initiate AD Service (with Unlock)’;

NOTIE - This directive causes a BC Segment to be transmitted to the space element.

d) ‘Ipitiate AD Service (with Set V(R))’;

NOTH - This directive causes a BC Segmentto be transmitted to the space element.

e) ‘Terminate AD Service’;

NOTE - This directive selectively deletes all AD packets currently buffered for
transmission on the-service instance's VC, but does not delete BD packets
(see annex B).

f) *Resume AD Service*;

g) ‘Set V(S) to VX(9)’;

h) ‘Set FOP_Shding_Window_Width’;
i) ‘Set X1 Initial’;

L

j) ‘SetTFransmisston—timit™;
k) “Set Timeout Type’;
) ‘Abort VC’;
NOTES
1 This directive implies “Terminate AD Service’. It causes the frames that resulted
from the segmentation and MAP multiplexing processes and queued for
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forwarding to the Forward CLTU Generation SLE FG to be deleted. This
directive will affect all Space Packets, including BD packets.

2 After successful execution of the directive, Packets with BD transmission mode
can be handled. AD transmission mode requires the AD service be initiated by
one of the directives a) to d).

m) ‘Modify map-multiplexing-control’.

NOTE - This directive allows the user to change the priority with whichithe cpncurrent
MAPs are multiplexed into the service instance's VC. ”Depending on the
applicable multiplexing scheme, either the priority list identifying the priority
applicable to each MAP being used or a polling vecter is'sent.

31227 resul t

The r esul t parameter shall specify the result of the FSP-INVOKE-DIRECTIVE pperation
and shall contain one of the following values:

a) ‘positive result’—the FSP-INVOKE-DIRECTIVE operation has been performed, and
the directive will be passed to the relévant protocol entity for implementationj;

b) ‘negative result’—the FSP-INVVOKE-DIRECTIVE operation has not been performed
for the reason specified in the.di agnost i ¢ parameter.

3.12.2.8 di agnostic

3.12.2.8.1 If r esul t “is ‘negative result’, the di agnost i c parameter shall be gresent in
the return, and its walue shall be one of the following:

a) ‘duplicate” invoke-ID’—the value of the i nvoke- | D parameter is the same as the
i nvoKe- | Dvalue of a previous, outstanding operation;

b)<*directive invocation not allowed’—the operation FSP-INVOKE-DIRECTIVE is not
enabled for this service instance;

c) ‘directive identification out of sequence™—di r ecti1 ve-1dentificati on is not
set to the value expected by the provider;

d) “directive error’—the provider has found an error in the di r ect i ve parameter: the
directive may be unknown or the parameter associated with the invoked directive is in
error (e.g. out of range);

e) ‘other reason’—the reason for the negative result will have to be found by other
means.
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3.12.2.8.2 If resul t is ‘positive result’, the di agnost i ¢ parameter shall not be present
in the return.
3.12.3 EFFECTS

31231 If result is ‘positive result’, the FSP-INVOKE-DIRECTIVE shall have the
following|effects:

a) the provider shall forward the TC directive for processing by the FSP production
engine;

b) the provider shall use the FSP-ASYNC-NOTIFY operation to relay infofmation to the
user concerning completion of the directive.

31232 If resul t is ‘negative result’, the FSP-INVOKE-DIRECHIVE shall have no
effect, i.e.| the provider shall not forward the TC directive to the FSP-production engine.

3.12.3.3 The provider shall remain in its original state shall, i.e;,state 3 (‘active’).
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3.13 FSP-PEER-ABORT
3.13.1 PURPOSE

3.13.1.1 The user or provider shall invoke the FSP-PEER-ABORT operation to notify the
peer system that the local application entity detected an error that requires that the association

between them be terminated nhnnrmqlly

3.13.1.2 FSP-PEER-ABORT shall be an unconfirmed operation.

3.13.1.3 The FSP-PEER-ABORT operation should be truly abortive, i.e,\the transfer of the
SLE-PDU carrying this invocation should not be delayed by other invocations qubmitted
earlier and possibly being buffered by the underlying communicatign, sérvice.

3.13.1.4 The FSP-PEER-ABORT operation is valid only in states 2 (‘ready’) and 3 (“active’)
and may be invoked by either the user or the provider.
3.13.2 INVOCATION AND PARAMETERS
3.13.2.1 General

The parameters of the FSP-PEER-ABORT operation shall be present in the invocation as

specified in table 3-14.

Table 3-14: FSP-PEER-ABORT Parameters

Parameters Invocation

di-agnosti c M

3.13.2.2 di-agnosti c

The diragnost i ¢ parameter shall specify why the FSP-PEER-ABORT is being igsued and
shall contain one of the following values:

a) ‘access denied’—a responder with an identity as presented in the r esponder -
i denti fi er parameter of the FSP-BIND return is not registered at the initiator.

b) ‘unexpected responder ID’—the value of the r esponder - i denti fi er parameter
in the FSP-BIND return does not match the identity the authorized responder for this
service instance as specified by service management.

c) ‘operational requirement’—the local system had to terminate the association to
accommodate some other operational need,;
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d) ‘protocol error’—the local application entity detected an error in the sequencing of
FSP service operations;

e) ‘communications failure’—the communications service on the other side of a gateway
was disrupted.

NOTE - This di agnosti c value is only applicable when the SLE application
ENtItIES are Commumicating via & gateway.

f) ‘e:I;coding error’—the local application detected an error in the encoding of ore)or
maore operation parameters or did not recognize the operation;

g) ‘rgturn timeout’—the local application entity detected that the retGrn’ from a
copfirmed operation was not received within the time specified by the-retdrn-timeout-
period parameter (see 4.1.3).

h) ‘emd of service instance provision period’—the local application entity detected that
the service instance provision period has ended and the inifiator has not invoked the
FSP-UNBIND operation;

@D

i) ‘unsolicited invoke-ID’—the local application entity received a return with an
i nvoke- | Dthat does not match the i nvoke- IxDof any of the operations for which
the return is pending;

J) ‘other reason’—the local application entity detected an unspecified error during the
prpcessing of one or more operations.

NOTE -| FSP-PEER-ABORT does not-earry an i nvoker - cr edent i al s parameter. It
is conceivable that an intruder might use the FSP-PEER-ABORT operation for a
denial-of-service attack._If an intruder has the required capability of breaking into
an existing connection, then a denial-of-service attack can be much more easily
accomplished bycdisrupting communications at a lower than the application layer.
Therefore, authentication of the FSP-PEER-ABORT operation would not provide
improved protection against such attacks.

3.13.3 EK

The FSP-f

a) the association shall be aborted and the provider shall transition to state 1
(‘unbound’);

b) all Space Packets buffered for this service instance by the provider that have not yet
been converted to Frame Data Units and passed to the segment queues shall be
discarded,
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c) COP parameters, i.e. parameters that can be set by means the FSP-INVOKE-
DIRECTIVE operation, shall not be altered when the association for the service with
the capability to invoke directives is aborted;

d) the values of other service provision parameters shall return to the initial values set by
service management, including the values of any parameters changed by the service
user:

e) statistical information required for the generation of status reports shall*bg retained
throughout the service instance provision period,;

f) parameters that serve to relate notifications on an activity to opérations that |triggered
that activity shall not be altered when the association is aborted.
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4 FSPPROTOCOL
41 GENERIC PROTOCOL CHARACTERISTICS

NOTE - This section specifies the handling of invalid SLE-PDUs and other failures
affecting the protocol.

4.1.1 UNEXPECTED SLE PROTOCOL DATA UNIT

If the peer application entity sends an invocation or return not allowed i1 the currerjt state of
the performer, the performer shall abort the association by invoking the FSP-PEERFABORT
operation with the di agnost i ¢ parameter set to ‘protocol error’,

4.1.2 INVALID SLE PROTOCOL DATA UNIT

If the application entity receives an invocation or. réturn that contains an unrgcognized
operation type, contains a parameter of a wrong:type, or is otherwise not decodable, the
application entity shall aborted the association by<dnvoking the FSP-PEER-ABORT pperation
with the di agnost i ¢ parameter set to ‘encoding error’.

4.1.3 MISSING RETURN

For confirmed operations, if thé-invoker does not receive the return from the performer
within the return-timeout-period specified by service management, the invoker shall{abort the
association by invoking the:FSP-PEER-ABORT operation with the di agnost i ¢ parameter
set to ‘return timeout’.

NOTES

1 The<dretarn-timeout-period shall be chosen taking into account performance of user
and’ provider applications as well as the delays introduced by the upderlying
€ommunications service.

2 In order to provide responsive service and short return-timeout-periods, the generation
of the return from an operation must not depend on any human interaction.

3 After invoking the FSP-UNBIND operation, the initiator must not invoke any further
operations with the exception of the case addressed in 3.3.1.4 nor send any returns.
The responder is not required to send any pending returns after having received the
FSP-UNBIND invocation. Therefore, following an FSP-UNBIND invocation, the
‘missing return’ event may occur.

CCSDS 912.3-B-2 Page 4-1 July 2010

© 1SO 2011 — All rights reserved 135


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

4.1.4 UNSOLICITED RETURN

If the application entity receives a return with an i nvoke- | D parameter value that does not
correspond to any invocation for which the return is still pending, the application entity shall
abort the association by invoking the FSP-PEER-ABORT operation with the di agnosti c
parameter set to ‘unsolicited invoke-ID’.

415 GOMMUNICATIONSFAILURE

4.15.1 [Every SLE entity (i.e., every SLE user or provider) that is in an association,(bound
with a peer SLE entity shall maintain knowledge of the health of the communications
interfacg with the peer.

4152 [If an SLE entity is informed by its underlying communications service tha
communlications with the peer entity have been disrupted (e.g., due~to a communications
failure), [then this entity shall consider that the association withSthe peer entity has been
aborted. [Occurrence of such communications failure event shali’be referred to as a ‘protoco
abort’.

NOTE

The exact criteria for determining when communications have been disrupteq
may depend on the characteristics of the:communications technology used ang
may be specific to a given implementation. However, it is a firm requirement or]
any communications service underlying an SLE transfer service that it includeg
suitable means to ascertain the status of the connection (see 1.3.1). In the case of
communications protocols that:do not intrinsically provide such a capability, the
transmission of a periodic “heartbeat’ indicator or equivalent may need to be
implemented.

4.1.5.3 [ Subsequent to a ‘pretocol abort’ event:

&
~—+

ne FSP providereshall transition to state 1 (‘unbound’);

b) neither the user nor the provider shall attempt further communications with the pee
xcept thatithe user may attempt to re-establish the association by invoking the FSP;
BIND.Operation;

D

c) the-provider shall discard all Space Packets buffered for this service instance excepf
those already converted to Frame Data Units and passed to the segment queues;

d) the values of FSP service provision parameters shall return to the initial values set by
service management for that service instance;

e) statistical information required for the generation of status reports shall be retained
throughout the service instance provision period; and
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f) parameters that serve to relate notifications on an activity to operations that triggered
that activity (such as di recti ve- execut ed-identificati on) shall not be
altered.

416 ACCESSCONTROL

4.1.6.1 The initiator of an association shall present its own identity in the i nitt|i at or -
i denti fi er parameter of the FSP-BIND invocation.

4.1.6.2 If the initiator is not registered at the responder, i.e., the initiator-identity value
presented in the FSP-BIND invocation is not part of the responder’s initiators registry, the
responder shall deny access to this initiator by sending a negative FSP-BIND refurn with
di agnost i c setto ‘access denied’ and per f or mer - cr edenti al s set to ‘unuped’.

4.1.6.3 If the initiator is registered at the responderisthe responder shall aftempt to
authenticate the FSP-BIND invocation (see 3.1.5) as)required for the given injtiator. If
authentication succeeds, but the initiator is not authorized for the service instance inglicated in
the servi ce-instance-identifier parameter of the FSP-BIND invocgtion, the
responder shall generate an FSP-BIND returnCwith resul t set to ‘negative result’ and
di agnost i c set to “service instance not accessible to this initiator’.

NOTE - |If authentication fails, theyresponder shall behave as specified in 4.1.7. If
authentication is not required for the given initiator, it shall be as if authgntication
was successful.

4.1.6.4 If the initiator recgives an FSP-BIND return with a r esponder -i denti fi er
value that does not correspond to the identity of any responder registered at this initiator, the
initiator shall abort the-association by invoking FSP-PEER-ABORT with di agnosti ¢ set
to ‘access denied

4.1.6.5 If Ahe responder is registered at the initiator, the initiator shall atfempt to
authenticate~the FSP-BIND return (see 3.1.5) as required for the given resppnder. If
authentication succeeds, but the r esponder -i denti fi er value is different [from the
expected responder identity, the initiator shall abort the association by invoking FSP-PEER-
ABORT with di agnost i c set to ‘unexpected responder ID’.

NOTE - If authentication fails, the initiator shall behave as specified in 4.1.7. If
authentication is not required for the given responder, it shall be as if
authentication was successful.

4.1.7 FAILING AUTHENTICATION
4.1.7.1 An incoming invocation or return shall be ignored if the credentials parameter

cannot be authenticated when, by management arrangement, credentials are required.
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4.1.7.2 If an invocation is ignored, the operation shall not be performed, and a report of the
outcome shall not be returned to the invoker.

4.1.7.3 If areturn is ignored, it shall be as if no report of the outcome of the operation has
been received.

4.2 FBPSERVICE PROVIDER BEHAVIOR
42.1 (GENERAL REQUIREMENTS

4.2.1.1| The behavior of the FSP service provider shall conform to the state transition matrix
specified in table 4-1.

~—+

4.2.1.2| All actions including state transitions specified for given state-and a given ever
shall bel performed before a subsequent event is considered.

4.2.1.3| SLE-PDUs shall be sent in the sequence specified in table 4-1.

4.2.1.4| Implementations shall ensure that events are not lest while an earlier event is bein
processed but are buffered in first-in first-out order forprocessing as soon as processing ¢
the earller event has completed.

—_ O

4.2.1.5| The state transition matrix specified in table 4-1 represents one instance of servide
and thups one association. Once the association’is established, if an FSP-BIND invocation fqr
a differgnt association but for the same-service instance is received, it shall be rejected with
an FSR-BIND return with the resul t parameter set to °‘negative result’” and the
di agnpst i c parameter set to ‘already bound’. This event shall not affect the association
alreadyfin place.

422 BSTATETABLE
NOTES

1 The first column simply numbers the rows of the table.

2 The coecand ealbiimn licte all incAmMin

ma-ovante  \Alharn thncn avante ~arrncnand tn +
e LU UuUTITU UUTUTTITT TTowo Unia |||UU||||||3 A\Y2

VvV CTItO, VVTICTC T oCCVCTTto CUTTC opuUTa—to—

arrival of an incoming SLE-PDU, the ASN.1 type defined for this SLE-PDU in annex
A is indicated in parentheses, ().

3 Where an event is internal to the provider, its description is put in quotation marks,
‘7. These events are defined in table 4-2.

4 The three columns (one column per state) on the right side of the table specify the
behavior the provider will exhibit depending on the current state and the incoming
event. In some cases, the behavior in addition depends on Boolean conditions, also
referred to as predicates. Such predicates are put in double quotation marks, “ . The
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predicates are defined in table 4-3. Predicates that are simple Boolean variables set
only by the state machine itself are referred to as Boolean Flags and specified in table
4-4. The dependency on a predicate is presented in the form of an ‘IF <condition>
THEN <action> [ELSEIF <condition> THEN <action>] ELSE <action>" clause.

5 If the action given in the table is simply to send a specific SLE-PDU, that is indicated
i i pe—6Fth sent in

a ) aVaVa' a Nl a a a¥a A AN ) BIm o

parentheses, (). If that SLE-PDU is a return, the name is preceded by the.pl
(“+7) to indicate that r esul t is “positive result’, or by the negative-symbol (*-*) to
indicate ‘negative result’. Where several actions are to be taken |(referred to as a
‘compound action’), the name of the compound action is put in-Gurly braces{{ }. The
individual actions making up each compound action are identified in table 4-b.

6 ‘Not applicable’ is stated where the given event can, ooly occur in the given state
because of an implementation error on the provider side.

7 Where the consequences of an incoming event<are’not visible to the user befause the
provider does not send any SLE-PDU in reaction to the given event, the act{on is put
in square brackets, [ ].

8 State transitions are indicated by ansarrow and the number of the state that will be
entered; for example, > 1 indicates-the transition to state 1.

9 Whenever the provider invekes a confirmed operation with i nvoke- | D sgt to <n>,
it shall start an associated-return <n> timer. Should this timer expire before the return
<n> is received, the provider shall invoke the FSP-PEER-ABORT operation.

CCSDS 912.3-B-2 Page 4-5 July 2010

© 1SO 2011 — All rights reserved 139


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

(wmaydoisdsy) 35713
€ {dois ayenui} N3HL
Jinsal aamsod, 4| T &  {Jous |000304d, LOQE J9ad} [210uBl] (uoiresonuldoisdsy) (s
(wmayuelrsdsy-) 35713
{uers 1slel} NIHL
410 uononpoud, 41 3573
€ ¢ (wimayuelrsds)+) NIHL
T &« {Jous |oo0r04d, LOQe Joad} JInsal annisod, 4| [a10ubi] (uoneoonujuelsdsy) (%
[asoubi] 35713
$92In0Sal ©sesldl NIHL
whus, |
3$1v4d
01 euoiresado uononpoud Ajnou, 1as
slawi pouad-inoawn-uinial e dois
Jawn 9j9Ao-buniodal dois
T &« {Jous |ooor04d, LoOge Joad} T ¢ (umaypuiqundsy) [a10ubi] (uonesonu|puigqundsy) (e
T & {.pouiad uoisinoid T & {.pouad uoisinoid Jpouad
aouelsul 92IAIBS JQ pud, uoge Jaad} | aoueisul 821AI8S JO pud, Uode Jaad} [e10ubl] | uoisinoud apuelsul 9oIAIBS JO  pusd, (z
(wmaypuigdsy-) 3513
Z & (wmaypuigdsi) NIHL
Jnsal annisod, 413573
2« {puigidesoelianL
painblyuod uononposd,
T & {Jous |poor0id, Loqge Jaad} T & {Joua j000104d, Hoge 19ad} | "aNy"  JInsal  aamsod, J| (uonreoonupuigdsy) (T
(€ a1013) 8ANOY (2 ore15) Apesy (T are1s) punoqun JudA3 Butwodul | "ON

loineysqg BPINOIH T-Falde |

July 2010

Page 4-6

CCSDS 912.3-B-2

© 1SO 2011 — All rights reserved

140


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

andxa
T & {Inoawn wniay, Loge Jaad} T & {noawn uinal, Uoge Jaad} a|qeaidde 1oN | <u> Jawn co_‘_ma-usooe_ﬁc‘_amr 1T
_ {TodaT oIpoTTaa} {rodaT oTpoTSa;) S[OeDNUde TON PpJidxa Jawi ajoA2-Buniodal, (ot
AEEmw_toawmw%ﬁwQ:uosomamh-v
3573 | (wniayguodaysnieissinpayosdsy) 35713
Jawn aj9Ao-6Yiniodal doys3s713 Jawn 8j9Ao-buniodal doys 35713
{uodai aipouad} NIEL {uodai aipouad} NIHL
Alpopouad, 41 3573 Alreapouad, 41 3573
{uodajlereipawwi} NIHL {uodai areipaswwi} NIHL
Areipawwi, H| Aereipawit, 4|
(unayuodaysnieisainpayosds+) (uinjayuodaysnieissinpayasdsy+)
N3HL N3HL
Jinsal aanisod, 4| Jinsal aanisod,, 4| [210ubi] (uonresonujuodaysnielsainpayosdsy) (6
(wnmayiereqgiajsuel | dsy-)
hoxoed pressip 35713
(wmayerequsjsuel] dsj+)
19x0ed ananb NIHL
(«Pe¥001q AV, "LON)
"anNy’ (32011 adUEBISUI BIINIBS, ay »20|qun "1 ON’ pue 1ax2ed
"1ON’) "aNV" Jnsal aanisod, | T &  {.Joua |0o0101d, LOGe 190d} [eaoubl] | vy yum (uoneooaupereqiajsuel]dsy) (8
(uimayerequajsuel ] dsy-)
hosoed predsip 3573
(unjayereqiajsuel | ds)+)
3Sv4 P P0G AV, 189S
19y9ed ananb NIHL
(sP3>00|q QV.)
"aNV’ (.paxo0]f1 9oUERISUI BIINISS, av 20jqun pue 1ax0ed
*1ON’) "aNV" JIinsal aanisod, H| T & {Jous |020104d, LOQe J9ad} [aioubl] | vy yum (uoneosoaujereqiajsuel]dsy) (2
(unjayereqiajsuel | dsy-)
loxoed predsip 35713
(wmayerequsjsuel ] dsj+)
19y0ed ananb NIHL
(pa¥00|d 22URISUI BIINISS,, 19)0ed
"1ON’) "aNVv" JIinsal aanisod, H| T & {Jous |090104d, LOQe J9ad} [a1oubl] | @g”/uum (uoneooaujereqiajsuel ] dsy) (9
(¢ sre18) annoy (z @1e15) Apeay (T 8re1S) pUnoqun juaA3 Buiwoau "ON

July 2010

Page 4-7

CCSDS 912.3-B-2

141

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

:2011(E)

ISO 22672

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

JNdLl
01 euonelado Yonongoud-Ajnou,, 18s
{rooig
pue paidnuailin uononpoid, Anou} a|qeoidde 10N a|qeardde 10N Jpaidnuiaiul uononpoud, (22
{.pauoge DA, Ajllou} {.panioge oA, Apnou} a|qeaydde 10N .psoge DA, (Te
{,abueyd {.abueyo
Apgedes apow poissiwsuel, Ayjou} Ajigeded spow uoissiwsuely, Ajnou} a|geoidde 10N | 8bueyo Aljigeded apow uoissiwsuell, (0oz
{@av o01q pue Amou} a|qeoidde 10N ajqearjdde 10N JUorewsiw $pow uoissiwsuel] 1axoed, (6T
{roolq pue |pandxa npjs, Ajnou} 8|qeoydde JoN 8|qeoiidde 10N paudxa npjs, (8T
[210ub] 35713 [e10ubl] 3573
{.pareipel 1pyoed, Ajnou} NIHL {pareiperidxoed, Anou} NIHL
JLuonelpel uodal, 4| «uoheipel uodal, 4| a|qeoijdde 10N .pareipel 18x2ed, (1
[210ub1] 35713 [S10u61] 3573
{.pabpamouxe 1pxoed, Anou} NIHL {.pabpajmouoe 1ex0ed, Ajhoul NIHL
Juawabpamounoe uodal, 4| Juswabpamouoe 1oddl, | ajqeardde 10N pabpajmounoe 19x0ed, (9T
[a10ub1] 35713
{,paneis
Buissaooid 1pyoed, Alnou} NIHL
fAuissasouid 1odal, 4] a|qeoidde 10N ajqeardde 10N pauels Buissasoud 19y0ed, (5T
(wnisyannoafigadonuldsy-) 35713
(uinjoyannpasigaxonulds)+)
annoalip snanb NIHL
Jinsal annisod, 4| T « {Jous |020304d, OQe J9ad} [e10ubi] (uoneoonujanndaligaxoauldsy) (Car
(wmaywgrgmoly 1dsy) 3573 (wmayaagmoly1dsy) 3573
Juswabeuey Juswabeuep
x3|dwoD)| 01 JUBAS pJemioy x3|dwo) 0] JUSAS pIemIo}
(wmaywangmoly1dsi+) NIHL (wneyiuangmolyl dsy+) NIHL
Jinsal ananisod,, 4| Jnsas annisod, 4| [e10ubi] (boneaoaujiuangmoly dsy) (T
(umayJarsujerediands)-) 3513 (uimayJlarawerediands)-) 35713
(uimaylarswriediands)+) NIHL (uimaylalswelediands)+) NIHL
IS ﬂE:uCC_: =1 1TSSt d\,_tUCﬂ._ = MQ;CCDL mr_ .«GOO>C_~_®u®Em‘_Gn_ummume ANH
(¢ are1s) annoy (z @re1s) Apeay (T are1s) punoqun juaAg Bulwooul "ON

July 2010

Page 4-8

CCSDS 912.3-B-2

© 1SO 2011 — All rights reserved

142


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

:2011(E)

ISO 22672

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

[210uBI] [210uBi] [210ub] NAd-31S pareonusyine 1ou, (8e
T « {Joud |020104d, LHOQR d8ad} T &  {.Joua |0o0101d, LOQR Jad} [210ubi] .NAd-371S pa1adxaun, (VX
T &« {Joua puipoous, voge fead} T & {Joua Buipoous, Loge Jaad} [210ubi] .NAd-31S pifeaul, (9g
T & {.al-ajoAul ppuoaljosun, Loge Jaad} T < {.al-9y0AuI pauodijosun, Loge Jaad} [a10ubi] .dI-9X0AuUl pajoljosun, (se
T ¢ {dn ueag|o} T1¢& {dn ues)2} [210ubi] JMoge |020301d, (ve
T ¢ {dn ues|o} 1 ¢ {dn ues|o} [a10ubi] (uoneosonujuogyiaaddsy) (ee
{.osre} {.osre}
0] palenjens uoNjpuOd JUaAS, Aou} | 01 paleneAl T\ uonIpuUod JUBAd, Ajnou} a|qeoidde 10N ,9se} d) parenjens UORIPUOD JUBAS, (ze
{po1ojdwoo 10U [1SI] uonoe, Amou} {.pa19jdwooiou-1sI| uonae, Ajnou} a|gealjdde 10N pa1e1dwo9 10U 1SI| UONKIR, (1e
{.pa191diuos 1s1] uonae, Anou} {.parojdwon isipuonae, Anou} a|gealjdde 10N [pa1s|dwod is1| uonae, (oe
{.8nnoaup fennoaup
0] asuodsal wudos annebau, Ajnou} 0] asuodsal wiiuod annebsu; Ainou} a|gealidde 10N | .2Ano8aip o) asuodsas wiuod anebau, (62
{.8nnoaup {:@nngaup
0] asuodsal wuyliod aamisod, Ajou} | o1 asuodsal wuyuod aanisod, Aou} a|gealdde 10N | .2An%aap g 9suodsal wIuod aAlISsod, (82
{.3A siu1 uo paysijqerss {.OA siu1 uo paysijgerss
Aigedes  annodajfp  axoaul,  Amou} | Aupigedes aandasip  9yoAul,  Amou} a|gealjdde 10N A SIU1 up Aljigeded annoalp axoAul, (22
{on sy {on s OA
uo Ajjigqeded aAnoquIp ax0Aul ou, Ajnou} | uo Aujgeded aadalip 8x0AuUl ou, Ajou} a|geandde 10N | siyr uo Anjiqeded anndalsp 8X0AUI Ou, (92
[ .Aidws Jayng, Amou} {Adwa Jayng, Anou} a|gearjdde 10N Adwsa Jayng, (sz
3sTv4 3S7v4
01 Jeuonelado [uononpoud Ajnou, 18s 0] ,Jeuoneisado uononpoid Ajnou, 18s
{.Jeuoiresado uoonpoud, Amou} NIHL {.Jreuoneiado uononpouid, Anou} NIH.L
Jeuoneladg uononpoud Ayou, 4| Jeuonelado uononpoud Ajiou,, 4| a|gealddedoN Jeuonresado uononpoud, (ve
INdL andl
01 ,Jeuonelado juononpoud Ajnou,, 18s 0] Jeuonesado uonanpoud Ajnou, 189S
{roolg pue payfey uononpoud, Aynou} {.payrey uononpoud, Aynou} a|qedyidde JoN .payey uononpoud, (ez
(¢ sre18) annoy (z @1e15) Apeay (T 8re1S) pUnoqun juaA3 Buiwoau "ON

July 2010

Page 4-9

CCSDS 912.3-B-2

143

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

Table 4-2: Event Description References

Event Reference

‘action list completed’ 3.7.2.3

‘action list not completed’ 3.7.2.3

‘buffer nmpty’ 2721

‘end of service instance provision period’ 3.13.2.2

‘event condition evaluated to false’ 3.7.2.3

‘invalid SLE-PDU’ 4.1.2

‘invoke directive capability established on this 3.7.2.3 I

vC’

‘negative confirm response to directive’ 3.7.2.3

‘no invoke directive capability on this VC’ 3.7.2.3

‘not authenticated SLE-PDU’ 41.7

‘packet acknowledged’ 3.7.2.3

‘packet processing started’ 3.7.2.3

‘packet radiated’ 3.7.2.3

‘packet transmission mode mismatch’ 3.7.2.3

‘positive confirm response*to directive’ 3.7.2.3

‘production halted’ 3.7.2.3

‘production interrupted’ 3.7.2.3

‘production/operational’ 3.7.2.3

‘prétocol abort’ 4.1.5

‘reporting-cycle timer expired’ 3.8.3

‘retara-timeott-periotHimer<a>—expired’ 413

‘sldu expired’ 3.7.2.3

‘transmission mode capability change’ 3.7.2.3

‘unexpected SLE-PDU’ 41.1

‘unsolicited invoke-ID’ 3.13.2.2

‘VC aborted’ 3.7.2.3
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Table 4-3: Predicate Definitions

Predicate Evaluates to TRUE if
“end” all checks on the (fspUnbindinvocation) PDU are passed and the
unbi nd- r eason parameter value is ‘end’
“Immediately” all parameter checks on the (fspScheduleStatusReportinvocation
PDU are passed and the report - r equest - t ype parameterva
‘immediately’
“periodically” all parameter checks on the (fspScheduleStatusReportinvocation

PDU are passed and the r eport - r equest - t ype parameter va|
‘periodically’

“positive result”

all checks on the given invocation PDU are passed

“production
configured”

The current value of pr oduct i on-,st%t us is ‘configured’

“production off”

The di agnost i ¢ parametervalue in the (—fspStartReturn) is eith
‘out of service’ or ‘unablete-comply’

“report processing”

the processi ng-start ed-noti fi cati on parameter value w

‘produce notification’ in the (fspTransferDatalnvocation) PDU for the

Space Packet'associated with the processing event

“report radiation”

the r adi-ated- not i fi cat i on parameter value was ‘produce
notification’ in the (fspTransferDatalnvocation) PDU for the Spaceg
Packet associated with the radiation event

“report
acknowledgement”

the acknow edged- noti fi cati on parameter value was ‘prod
notification’ in the (fspTransferDatalnvocation) PDU for the Spaceg
Packet associated with the transfer event

Table4-4: Boolean Flags

Flag Name Initial Value
“AD blocked” FALSE
“notify production operational” FALSE
“service instance blocked” FALSE
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Table4-5. Compound Action Definitions

Name Actions Performed

{accept bind} (+fspBindReturn)

set “notify production operational” to TRUE

{clean up} stepreportrg-eyele-timer

stop all return-timeout-period timers

set “notify production operational” to FALSE

clear Packets relating to the service instance from the packet queues

reset service provision parameters

{immediatg report} (fspStatusReportinvocation)

stop reporting-cycle timer

{initiate stop} clear Packets relating to the service instance from the packet queues
set “service instance blocked” to FALSE
set “AD blocked” to FALSE

(+fspStopReturn)

{notify “x1x’} (fspAsyncNotifylnvocation) with not i fi cati on-t ype setto ‘xxxx’, i.e., I
to the value corresponding tothe incoming event

{notify xxxx’ and (fspAsyncNotifylnvocation) with i nvoke- | D value <n> and

block} notification-type setto ‘'xxxx’, i.e., to the value corresponding to the

incoming event

clear Packets\relating to the service instance from the requests and
packets gueutes

set “sefvice instance blocked” to TRUE

{notify xxxx’ and (fspAsyncNotifylnvocation) with i nvoke- | D value <n> and
block AD} notification-type setto 'xxxx', i.e., to the value corresponding to the
incoming event

clear AD Packets relating to the service instance from the requests and
packets queues

set “AD blocked” to TRUE

{peer abort ‘xxxx’} (fspPeerAbortinvocation) with di agnosti ¢ set to ‘xxxx’ I
stop reporting-cycle timer

stop all return timers

set “notify production operational” to FALSE

clear Packets relating to the service instance from the packet queues
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Name

Actions Performed

{periodic report}

(fspStatusReportinvocation)

set reporting-cycle timer to the r epor ti ng- cycl e value in the most

recent (fspScheduleStatusReportinvocation)

start reporting-cycle timer

{reject start}

(-fspStartReturn)

set “notify production operational” to TRUE
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ANNEX A
DATA TYPE DEFINITIONS

(NORMATIVE)

Al INTRODUCTION

A1.1 This annex defines the data types that are used by the FSP service~"It'is infended to
provide a clear specification of these data types and to avoid ambiguity-It is not infended to
constrain how these data types are implemented or encoded. These-définitions ar¢ suitable
for inclusion in any type of ASN.1 based protocol that implements the FSP service.

A1.2 The data type definitions are presented in seven ASN.1modules.

A1.3 Subsection A2.1 contains basic data types that-are’common with other SLE transfer
services. As additional services are specified by CCSDS, further data types may be|added to
this module or existing types may be extended.“This does, however, not invalidate the
module in its present form because an implementation compliant with a future |extended
version of this module will be still fully interoperable with an implementation baged on its
present version.

Al1.4 Subsection A2.2 specifies the"SLE-PDUs exchanged between an SLE usgr and an
SLE provider application entity in-order to establish, release or abort an association. | They are
common among SLE transfer service types.

A15 Subsection A2,3(specifies SLE-PDUs related to invocations and returns| that are
common to SLE transfer’service types.

A1.6 Subsection-A2.4 specifies the format of the Service Instance Identifiers.

A1.7 Subsection A2.4 specifies data types specific to the FSP service. In part, these
specificitypes are derived from types specified in A2.1 by means of subtyping.

A1.8" Subsection A2.6 specmes all incoming (from a provider pomt of view) SLE{PDUs of

tha FCD campnn \Alhaora annlica hla thaca QI I DN 1o ara paanaad tha Aonarvie (ad| E PDUS
C—T O  SCTVICE,— vVTICTC appllbal.uc, MCoC o T DOUS A appTuU Lu e gCIICIIu JL

defined in A2.2 and A2.3.

A1.9 Subsection A2.7 specifies in the same way all outgoing SLE-PDUS.

A1.10 Although subsections A2.2, A2.3, A2.6 and A2.7 define the SLE-PDUs that will be
exchanged between the SLE provider and user application entities, they shall not be
interpreted as requiring that these PDUs shall be completely mapped to the user data field of
the underlying communications protocol. Depending on the communications protocol(s)
used, part of the SLE-PDUs may be used to determine the appropriate setting of protocol
control information.
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A2 FSPDATA TYPE SPECIFICATION

A21 SLE TRANSFER SERVICE COMMON TYPES

CCSDS- SLE- TRANSFER- SERVI CE- COWON- TYPES

{ iso identified-organization(3)

st andar ds- pr oduci ng- or gani zation(112) ccsds(4)
spacetl i nk-extension(3) sle-transfer-services(1)
nmodul ¢s(1) common- nodul es(99) version-four(4) asnl-comon-types(l) I

}

DEFI NI TI PNS
I MPLI CI T TAGS
= BEG N

EXPORTS [ Condi tional Ti ne
, Credential s

, Del i ver yMode

, Di agnostics

, Dur ati on

, For war dDuSt at us

, I nt PosLong

, | nt PosShort

, I nt Unsi gnedLong

, I nt Unsi gnedShort

, I nvokel d

, Par amet er Name

, Sl duSt at usNot i fication
, SpacelLi nkDat aUni t

Ti me
Condi tiompal Ti me L= CHO CE
{ undefined [ 0] NULL
,  known [ 1] Ti me
}
-- |If credentials.dare used, it will be necessary that
-- the internal¢structure of the octet string i s known
-- to bofh pakrties. Since the structure will depend on
-- algorithmused, it is not specified here. However,
-- the pe¢ef ‘entities may use ASN. 1 encoding to nake the
-- intermall structure visible
Credential s D= CHO CE
{ unused [ 0] NULL
, used [1] OCTET STRING (SIZE (8 .. 256))
}
Del i ver yMode S | NTEGER
{ rtnTinelyOnline (0)
, rtnConpl eteOnline (1)
, rtnOfline (2)
., fwdOnline (3)
,  fwdOfline (4)
}
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Di agnosti cs D= | NTEGER

{ duplicatel nvokeld (100)

, otherReason (127)

}

-- The Duration is expressed in mcroseconds

Dur ati on = I nt Unsi gnedLong
ForwardDuStatus — = | NTEGER

{ radiated (0)

, expired (1)

, interrupted (2)

, acknow edged (3) -- FSP

, productionStarted (4) -- CLTU: 'radiation-started'
, productionNot Started (5) -- CLTU: 'radiationnot start|ed'
, unsupportedTransni ssi onMbde (6) -- FSP

}

-~ 1to (2732)-1

I nt PosLong = I NTEGER (1 .. 4294967295)

-- 1to (2716)-1

| nt PosShort = I NTEGER (1 . .\65535)

-- 0to (2732)-1

I nt Unsi gnedLong L= | NTEGER (0. . 4294967295)

-- 0to (2716)-1

I nt Unsi gnedShort L= | NFEGER (0 .. 65535)

I nvokel d = I nt Unsi gnedShor t
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Par anet er Name = I NTEGER
acqui siti onSequencelLength (201)
api dLi st (2)
bi t LockRequi red (3)
bl ocki ngTi neout Peri od (0)
bl ocki ngUsage (1)
bufferSi ze (4)
cl cwd obal Vci d (202)
cl cwPhysi cal Channel (203)
del i yer yMbde (6)
diredtivel nvocation (7)
diredqtivel nvocati onOnli ne (108)
expedt edDirecti vel dentification (8)
expedt edEvent | nvocati onldentification (9)
expedt edS| dul denti fication (10)
f opSl|i di ngW ndow (11)
f opStjat e (12)
| at encyLi mt (15)
mapli|st (16)
mapMjxCont r ol (17)
mapMjxSchene (18)
maxi runFr anelengt h (19)
maxi rumPacket Lengt h (20)
maxi runsl duLengt h (21)
m ni runmDel ayTi e (204)
nodul|at i onFr equency (22)
nodul|at i onl ndex (23)
noti fli cati onMode (205)
per nift t edCont r ol Wor dTypeSet (“<101)
per nift t edGvci dSet (24)
per nift t edTcVci dSet (102)
per mi|t t edTr ansmi ssi onMbde (107)
per nift t edUpdat eMbdeSet (103)
pl op1l dl eSequencelLengt h (206)
pl opl|nEf f ect (25)
pr ot gcol Abort Mode (207)
repor|ti ngCycl e (26)
requgst edCont r ol Wor dTy-pe (104)
requgst edFrameQual i ty (27)
requgst edGvci d (28)
requgst edTcVci d (105)
requgst edUpdat elvbde (106)
ret urnTi meout Peri od (29)
rfAvail abl e (30)
rf Avgi | ableRequi r ed (31)
segmgnt Header (32)
subcgrei er ToBi t Rat eRati o (34)
ti meoutFype 353
timerlnitial (36)
transm ssionLimt (37)
transm tterFraneSequenceNunber (38)
vcMuxContr ol (39)
vcMuxSchene (40)
vi rt ual Channel (41)

duStatusNotification ::= | NTECER
produceNoti fication (0)
doNot ProduceNot i fication (D

}
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OCTET STRING (SI ZE (1 .. 65536))

Ti me ;= CHAO CE
{ ccsdsFor mat [ 0] Ti meCCSDS
, ccsdsPi coFor nat [ 1] Ti meCCSDSpi co
}
Ti meCCSDS ;1=  OCTET STRING (Sl ZE(8))
P-field is inplicit (not present defaulted to 41 hex
-- T-field:
-- 2 octets: nunber of days since 1958/ 01/01 00: 00: 00
-- 4 octets: nunber of mlliseconds of the day
-- 2 octets: nunber of nicroseconds of the mllisecond
- - (set to O if not used)
-- This definition reflects exactly the format of the CCSDS‘defi ned
-- tinme tag as used in spacelink data units (see Tine Code Fornats.
-- Recommendation for Space Data Systens Standards, CCSDS 301. 0- B- 3.
-- Blue Book. Issue 3. Washington, D.C.: CCSDS, Januahy 2002).
Ti meCCSDSpi co = OCTET STRI NG (Sl ZE( 109))
-- P-fieldis inplicit (not present, defaulted~to 42 hex
-- T-field:
-- 2 octets: nunber of days since 1958/01/01 00: 00: 00
-- 4 octets: nunber of mlliseconds of the day
-- 4 octets: nunber of picoseconds of the mllisecond
- - (set to O if not used)
-- This definition reflects exactly thhe format of the CCSDS defi ned
-- tinme tag as used in spacelink data units (see Tine Code Fornats.
-- Recommendation for Space Data-System Standards, CCSDS 301. 0- B- 3.
-- Blue Book. Issue 3. Washington, D.C. : CCSDS, January 2002).
END
CCSDS 912.3-B-2 Page A-5

© 1SO 2011 — All rights reserved

July 2010
153


https://standardsiso.com/api/?name=c86e4e35483075cefdbab6d624a80f22

ISO 22672:2011(E)

CCSDS RECOMMENDED STANDARD FOR SLE FSP SERVICE

A2.2 SLE TRANSFER SERVICE BIND TYPES

CCSDS- SLE- TRANSFER- SERVI CE- Bl ND- TYPES

{ iso identified-organization(3)
st andar ds- produci ng- or gani zati on(112) ccsds(4)
space-link-extension(3) sle-transfer-services(1)

nmodul es(1) conmon- nodul es(99) version-four(4) asnl-bind-types(2)

}

DEFI NI T} ONS
I MPLICI T TAGS
D= BEG N

EXPORTS| Sl eBi ndl nvocati on

, Sl eBi ndRet urn

, Sl ePeer Abor t

, Sl eUnbi ndl nvocati on
, Sl eUnbi ndRet urn

| MPORTS| Credentials
, | nt PosShor t
FROM| CCSDS- SLE- TRANSFER- SERVI CE- COMWON- TYPES

Servi cel nstancel dentifier
FROM CCSDS- SLE- TRANSFER- SERVI CE- SERVI CE=1 NSTANCE- | D

Sl eBi nd| nvocati on S SEQUENCE
{ invokerCredentials Credential s
, initilatorldentifier Aut horityldentifier
, responderPortldentifier Portld
, serviceType Applicationldentifier
, versionNunmber Ver si onNunber
, servicelnstanc€ldentifier Servicelnstanceldentifier
}
S| eBi ndRet ur.ni D= SEQUENCE
{ perfornerCredentials Credential s
, responderldentifier Aut horityldentifier
, result €EHOEHCE
{ positive [ 0] Ver si onNunber
, hegative [ 1] Bi ndDi agnostic
}
Sl ePeer Abor t = Peer Abor t Di aghosti c
Sl eUnbi ndl nvocati on D= SEQUENCE
{ invokerCredentials Credential s
, unbi ndReason Unbi ndReason
}
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Sl eUnbi ndRet ur n D= SEQUENCE
{ responderCredentials Credential s
, result CHO CE
{ positive [ 0] NULL
}
}
The second part of the nodule definition contains the types
-- used by the SLE-PDUs declared in the first part.
Applicationldentifier 1= | NTEGER
{ rtnAll Franes (0)
, rtnlnsert (1)
,  rtnChFranes (2)
-- rtnChFranes includes rtnMFrames and rtnVcFranes
,  rtnChFsh (3)
-- rtnChFsh includes rtnMcFsh and rtnVcFsh
,  rtnchcCef (4)
-- rtnChQef includes rtnMcCcf and rtnVeCOcf
, rtnBitstr (5) -- ACs
, rtnSpacePkt (6)
,  fwdAosSpacePkt (7)
,  fwdAosVca (8)
, fwdBitstr (9)
,  fwdProtoVcdu (10)
,  fwdl nsert (11)
, fwdCvcdu (12)
,  fwdTcSpacePkt (&8) -- conventional tel ecommand
, fwdTcVca (14) -- conventional tel ecommand
,  fwdTcFrane (15)
, fwdCtu (16)
}
Aut horityl dentifier L= IdentifierString (SIZE (3 .. 16))
Bi ndDi agnosti c L= | NTEGER
{ accessDeni ed (0)
, serviceTypeNot Supported (1)
, versi onNot)Support ed (2)
, hoSuchSerVi cel nst ance (3)
, al readyBound (4)
,  Si Not/Accessi bl eToThi sl nitiator (5)
, Iwconsi stent Servi ceType (6)
, AN.onvalidTime (7)
,“Dout O Servi ce (8)
.ot her Reason (127)
}
IdentifierString ;= VisibleString (FROM (ALL EXCEPT "
Logi cal Port Nane = IdentifierString (SIZE (1 .. 128))
CCSDS 912.3-B-2 Page A-7
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Peer Abor t Di aghosti c = | NTEGER

{ accessDeni ed (0)

, unexpect edResponder | d (1)

, operational Requi renent (2)

, protocol Error (3)

, comruni cationsFailure (4)

, encodi ngError (5)

, returnTi neout (6)

, endO Servi ceProvi sionPeri od (7)

, unsgHettedinvoketd 8}

, othdrReason (127)

-- The |range of this I NTEGER shall be (0 .. 255).
-- (1289 .. 255) is reserved for diagnostic codes
-- that| are specific to the comunications technol ogy used.
}

Portld = Logi cal Port Nanme

Unbi ndReason = | NTEGER

{ end (0)

, susgend (1)

., vergionNot Supported (2)

, othgr (127)

}

Ver si orfNunber = | nt PosShor t

END
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A2.3 SLE TRANSFER SERVICE COMMON PDUS

CCSDS- SLE- TRANSFER- SERVI CE- COMVON- PDUS

{ iso identified-organization(3)
st andar ds- pr oduci ng- or gani zati on(112) ccsds(4)

space-T1 nk-extension(3) sle-transfer-services(l)
nodul es(1) conmon- nodul es(99) version-four(4) asnl-common-pdu(}3)

}

DEFI NI TI ONS
I MPLICI T TAGS
= BEG N

EXPORTS ReportingCycle

, Sl eAcknow edgenent

, Sl eSchedul eSt at usReport | nvocati on
, Sl eSchedul eSt at usReport Ret urn

, Sl eSt opl nvocat i on

| MPORTS Credentials
, Di agnostics
, I nvokel d
FROM CCSDS- SLE- TRANSFER- SERVI CE- COMVON- TYPES

Sl eAcknow edgenent :o =  SEQUENCE
{ ~credentials Credential s
, invokeld | nvokel d
, result CHO CE
{ positiveResult [ 0] NULL
, hegativeResult [1] Di agnostics
}
}
Sl eSchedul eSt at usReport | nvocati on D= SEQUENCE
{ inveKerCredentials Credential s
, 4 nvokeld | nvokel d
, - report Request Type Report Request Type
I
Sl eSchedul eSt at usReport Return :: = SEQUENCE
{ perfornerCredentials Credential s
, invokeld | nvokel d
, result CHO CE
{ positiveResult [ 0] NULL
, negativeResult [1] Di agnosti cSchedul eSt at usReport
}
}
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Sl eSt opl nvocati on = SEQUENCE
{ invokerCredentials Credential s
, 1nvokeld | nvokel d

}

-- The second part of the nodule definition contains the types
-- used by the SLE-PDUs declared in the first part.

Di agnost i cSchedul eSt at usReport = CHA CE
{ compn [ 0] Di agnostics
, specjfic [1] | NTEGER
{ npt Support edl nThi sDel i ver yMode (0) -- not used for
-- version 1 forward(transfer
-- services
, al r eady St opped (1)
, i nval i dReportingCycl e (2)
}
}
-- The pycle duration is expressed in seconds
ReportihgCycl e = I NTECER (2 .. 600)
Repor t Request Type = CHA CE
{ imefdiately [ 0] NULL
, peripdically [ 1] ReportingCycl e
, Stop [ 2] NUL L
}
END
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CCSDS- SLE- TRANSFER- SERVI CE- SERVI CE- | NSTANCE- | D
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{ iso identified-organization (3) standards-producing-organi zation(112)
ccsds(4) space-link-extension(3) sle-transfer-services(1)
modul es(I) conmon- nbdul es(99) version-tour(4)
asnl-service-id-type(4)

}

DEFI NI TI ONS

’

I MPLICI T TAGS

BEG N

oject Identifiers definitio

EXPORTS Servi cel nst ancel dentifier

sagr OBJECT | DENTI FI ER := {iso 3 112 43 1 2 52}

spack OBJECT | DENTI FI ER = {iso 3112 4 3 1 2 53}

fsl-fg OBJECT | DENTI FI ER = {iso 3112 4 3 1 2 14}

rsl-fg OBJECT | DENTI FI ER = {iso 8112 4 3 1 2 38}

cltu OBJECT | DENTI FI ER = {is603 112 4 312 7}

fsp OBJECT | DENTI FI ER = {ifso 3 112 4 3 1 2 10}

r af OBJECT | DENTI FI ER = fiso 3 112 4 3 1 2 22}

rcf OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 46}

rcfsh OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 44}

rocf OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 49}

rsp OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 40}

t cf OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 12}

t cva OBJECT | DENTI FI ER = {iso 3 112 4 3 1 2 16}
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1 e e e 2 O O S T O O I T
B 1 e e e 2 2 O T O O O O T

-- The Service Instance ldentifier is a concatenation of Attributes.

-- Each Attribute is conmposed of a nanme and a val ue.

-- Note that the Attribute names are not specified by the ASN. 1 proper,
-- but by nmeans of comments in this nodule.

-- The following Attributes identify the Service Instance:

-- Service agreenent

-- the nane of which is: sagr"”,

- - t-tha—aral o of b bk L o + bW oSy aad bhat anman PR PN and + ha e o darx
girre vaAalr uc Ul \ALBLEAYE N o LAY |V Ay uyl \"jwav | S Awa Y voOUTl L LAY UotTl arru L LA™ PI UVT UcCt

-- SeryVice package

-- fthe nane of which is: "spack”,

-- fthe val ue of which is to be agreed between the user and the provider
-- Forward/ Return Service Functional G oup

-- fthe nane of which is:

- - "fsl-fg" for the forward services,

-- or:

- - "rsl-fg" for the return services,

- - fthe value of which is to be agreed between the user and the provider
-- SerYice Name identifier,

-- t he nane of which is: "cltu”

- - the value of which is: "cltu" plus an instance nunber;

-- or:

- - the nane of which is: "fsp",

- - the value of which is: "fsp" plus an instance nunber;

-- or:

-- t he nane of which is: "tcva",

- - the value of which is: "tcva" plus§ an instance nunber;

-- or:

-- t he nane of which is: "tef",

- - the value of which is: "tcfy/Cplus an instance nunber;

-- or:

-- the nane of which is: ‘raf ',

-- the val ue ofwhich is: “onlc" or "onlt" or "offl" plus an
-- i nstance nunber;

-- or:

-- t he name of whichf(is: "rcf",

-- the value of which is: "onlc" or "onlt" or "offl" plus an
-- i nstance nunber;

-- or:

-- t he name of~which is: "rocf",

-- the valug of which is: "onlc" or "onlt" or "offl" plus an
-- i nst ance/nunber;

-- or:

-- t he \gane of which is: "rcfsh",

-- t he>val ue of which is: "onlc" or "onlt" or "offl" plus an
-- iast ance nunber;

-- or-

-- the nane of which is: "rsp",

-- the value of which is: "onlc" or "onlt" or "offl" plus an

- - i nst ance nunber.

-- To obtain the string correponding to the instance identifier, one mnust
-- concatenate the Attributes values and Nanmes as foll ows:

-- “Atribute Nane"="Attrbute value’.

-- Two Attributes must be separated by a "."

-- Exanpl e: ‘sagr=xyz.spack=abcdef.rsl-fg=gfjdy.raf=onlc2’
-- Note that the quotes are not part of the string.
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ATTRI BUTE D= CLASS
& d OBJECT | DENTI FI ER UNI QUE

{

}
WTH SYNTAX { ID & d }

Ceneral Attri butes ATTRI BUTE D=

servi ceAgr eenent

{
I
|
|
}
S
{

}

ervi cel nstanceAttri bute

ser \_li r\nPar\kago
f or war dSer vi ce
returnService

SET SI ZE(1) OF SEQUENCE

i dentifier ' ATTRI BUTE. & d

({Servicel nstanceAt t'rji'but es})
si Attri but eval ue VisibleString (SLZE) (1 .. 256))

Servi cel nstanceAttri butes ATTRI BUTE :: =

Servi ceNanes ATTRIBUTE :: =

{ General Attributes

| ServiceNanes

}

Servicel nstanceldentifier ::= SEQUENCE 'OF Servicel nstanceAttri but|e

{ rafService

| rcfService

| rcfshService

| rocfService

| rspServiceld

| cltuService

| fspService

| tcfServiceld

| tcvaServiceld

}

D B A

-- CLTU Service Definition

-- The cltu(Sérvice Id starts with "onlc" or "onlt" or "offl" and is

-- foll oned-by the instance nunber

cl t uServi\ce ATTRI BUTE o= { IDcltu }

B T e

--“Forward Service Definition

f'oDwar dServi ce ATTRIBUTE ::= { [IDfsl-fg }

B o o T T B S B o o

-- FSP Service Definition

-- The fsp Service Id starts with "onlc" or "onlt" or "offl" and is

-- followed by the instance nunber.

f spServi ce ATTRI BUTE = { IDfsp }

I o o o o o S T S B B B a0 b o o =

-- RAF Service Definition

-- The raf Service Id starts with "onlc" or "onlt" or "offl" and is

-- followed by the instance nunber.

raf Servi ce ATTRI BUTE = { IDraf }
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A A a2 S O O T o T S S T
-- RCF Service Definition

-- The rcf Service Id starts with
-- followed by the instance nunber.

rcf Servi ce ATTRI BUTE S { IDrcf }

onlc" or "onlt" or "offl" and is

A 1 2 e o 2 S O O T e O T
-- RCFSH Service Definition

-- The rcfsh Service Id starts with
-- foll pwed by the 1nstance nunber.
rcf shServi ce ATTRI BUTE S { IDrcfsh}

onlc" or "onlt" or "offl" and is

- =ttt
-- Return Service Definition
returnService ATTRI BUTE D= { IDrsl-fg }

- - A
-- ROCH Service Definition

-- The frocf Service Id starts with "onlc" or "onlt" or "off\* and is
-- follpwed by the instance nunber.

rocf Serjvi ce ATTRI BUTE S { IDrocf }

- - At
-- RSP Service Definition

-- The focf Service Id starts with "onlc" or "onlkt" or "offl" and is
-- follpwed by the instance nunber.

rspServj celd ATTRI BUTE = { IDrsp ¥

- - A
-- Servjce Agreenent Definition
servi ceAgreenent ATTRI BUTE :: = { IDBssagr }

- - At R
-- Servj ce Package Definition
servi cePackage ATTRI BUTE M { 1D spack }

T b o o o L o o o o o o o o T ot
-- TCF Service Definition

-- The tcf Service Id starts with "onlc" or "onlt" or "offl" and is
-- follpwed by the instance nunber.

tcf Servj celd ATTRI BUTE D= { IDtcf }

T o o L O o o o

-- TCVA ServiceybDefinition

-- The fcva Service |Id starts with "onlc" or "onlt" or "offl" and is
-- follpwed\by the instance nunber.

tcvaSeryicel d ATTRI BUTE o= { IDtcva }
END
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A25 FSP TRANSFER STRUCTURES

CCSDS- SLE- TRANSFER- SERVI CE- FSP- STRUCTURES

ISO 22672:2011(E)

E

{ iso identified-organization(3)
st andar ds- pr oduci ng- or gani zati on(112) ccsds(4)
space-T1 nk-extension(3) sle-transfer-services(l)
nodul es(1) forward-space-packet-service(24) version-four(4)
asnl-fsp-structures(1l)
}
DEFI NI TI ONS

l
l
l
’
1
1
1
1
i
1
1
)
)
’
’
’
’
’
’
’

| MPORTS

IMPLICI T TAGS

BEG N

EXPORTS Bl ocki ngUsage

Buf ferSi ze

Di agnosti cFspGet

Di agnosti cFspl nvokeDirective
Di agnosti cFspStart

Di agnosti cFspThr owEvent

Di agnosti cFspTransf er Dat a
FspDat a

FspCet Par anet er
FspNotification

FspPacket Count

FspPacket Last Ck

FspPacket Last Processed
FspPar anmet er Name
FspProducti onSt at-us

Map

MapMuxCont r ol

Packet | dent jfi-cati on

Pr oducti onTime

Transm ssi‘ehMode

Del-i.ver yMode
Dhagnosti cs

For war dDuSt at us

| nt PosLong

I nt Unsi gnhedLong
Par amet er Nanme
SpacelLi nkDat aUni t

Tinme

FROM CCSDS- SLE- TRANSFER- SERVI CE- COMMON- TYPES

ReportingCycl e
FROM CCSDS- SLE- TRANSFER- SERVI CE- COVMON- PDUS

Absol utePriority D= SEQUENCE

{ vcOMpld VcOr Mapl d

, priority Priority

}

Api d = | NTEGER (0 .. 2047)
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-- The entries shall be in ascending order.

Api dLi st = CHA CE
{ any [0] NULL
, apidList [1] SEQUENCE SI ZE (1 .. 2048) OF Apid
}
Bl ocki ngUsage = | NTEGER
{ pernmtted (0)
, hotPermtted (1)
}
-- neaqured in mlliseconds
Bl ocki rgTi meout Peri od = | NTEGER (100 .. 100000)
-- The |m ni mum Tel ecommand size is 7 octets.
-- The |nmaxi mum Tel ecommand size is 64 K-Cctets + overhead.
Buf fer Si ze L= I NTEGER (7 .. 66560)
Current|ReportingCycl e ;1= CHA CE
{ cycl|i cReport O f [0] NULL
, cycl|icReport On [1] Reporti ngCycl e
}
Di agnodt i cFspGCet L= CHO CE
{ compon [0] Di aghosti cs
, spedific [1] | NTEGER
{ ynknownPar anet er (0)
}
}
Di agnosgti cFspl nvokeDirective .= CHA CE
{ comon [-0] Di agnosti cs
, spedific [ 1] | NTEGER
{ directivel nvocati onNot Al | owed (0)
, directiveldentificati on@tCOf Sequence (1)
, directiveError (2)
}
}
Di agnogti cFspStart D= CHO CE
{ conmpon [ O] Di agnosti cs
, spedific [ 1] | NTEGER
{ qutO Service (0)
ynabl eTaConpl y (1)
. groductonTi meExpi red (2)
}
}
Di agnosti cFspThr onEvent = CHA CE
{ comon [0] Di agnostics
, specific [1] | NTEGER
{ operationNot Supported (0)
, eventldentificationOutO Sequence (1)
, hoSuchEvent (2)
}
}
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Di agnosti cFspTr ansf er Dat a D= CHO CE

{ common [0] Di agnostics

, specific [1] | NTEGER
{ unabl eToProcess (0)
, unabl eToStore (1)
, packetldentificationCutOf Sequence (2)
, duplicatePacketldentification (3)

, inconsistentTi neRange (4)
—ihvalidFime (5)
, conflictingProductionTinelntervals (6)
, lateSldu (7)
, invalidDel ayTi nme (8)
, invalidTransm ssi onMode (9)
, invalidvap (10)
, invalidNotificationRequest (1)
, packet TooLong (12)
, unsupport edPacket Ver si on (13)
, incorrectPacket Type (14)
, invalidPacket Apid (15)
}

}

Di rectiveExecutedld = I nt Unsi gnedLang

Event I nvocationld = I nt Unsi gnegdlLong

FopAl ert = | NTEGER

{ noAlert (9)

,  limt (\1)

, |l ockQut Det ect ed (2)

, synch (3)

, invalidNR (4)

, clcw (5)

, |l owerLayerQut O Sync (6)

, term nat eADSer vi ce (7)

}

FspDat a
FspDel i ver yMade
( fwdOnliné

)

SpacelLi nkDat aUni t

Del i ver yMode
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FspCet Par anet er = CHO CE
par Api dLi st [0] SEQUENCE
{ paraneterNane Par anmet er Nane (api dLi st)
, paraneter Val ue Api dLi st
, parBitLockRequired [27] SEQUENCE
{ paraneter Nane Par amet er Nane ( bi t LockRequi r ed)
, paramet er Val ue | NTEGER
{ yes (0)
no (D)
} N
,  par Bl ocki ngTi neout [ 1] SEQUENCE
{ paramet er Nane Par amret er Name( bl ocki ngTi neout Per i od)
, paranet erVal ue CHO CE
bl ocki ngOf f [ 0] NULL
bl ocki ngOn [ 1] Bl ocki ngTi neout Peri od
} _
. par Bl ocki ngUsage [2] SEQUENCE
{ paranet er Nane Par anet er Nane (bl ocki ngUsage)
, paraneterVal ue Bl ocki ngUsage
}
., parpPeliveryMde [ 3] SEQUENCE
{ paraneterNane Par anet er Nane (del i ver yNbde)
, paraneterVal ue FspDel i ver yMode
}
, parDirectivel nvoc [ 4] SEQUENCE
{ paraneter Nane Par amet er Nane (dilfectivel nvocati on)
, paraneterVal ue | NTEGER
enabl ed (0)
di sabl ed (D
oL
,  parbirlnvocOnl [ 5] SEQUENCE
{ paranet er Nane Paranmet er Nanme (directivel nvocationOnli ne)
, paraneterVal ue | NFEGER
yes (0)
no (D
} 1
,  par Expect Di r eetiivel d [ 6] SEQUENCE
{ paranet erdNane Par anmet er Nane (expectedDirectivel dentification)
,  paranetenVal ue I nt Unsi gnedLong
}
, par ExpectEventlnvid [7] SEQUENCE
{ paranpeter Nane Par anet er Nane
(expectedEvent |l nvocationldentification)
, paramet erVal ue I nt Unsi gnedLong
}
, par Expect Sl duld [ 8] SEQUENCE
{ parameter Nane Par armet er Name  (expect edSl dul denti fi cati on)
, paraneterVal ue Packet | dentification
}
, par FopSl i dW ndow [ 9] SEQUENCE
{ paranet er Nane Par armet er Nanme (fopSli di ngW ndow)
, paraneterVal ue I NTEGER (1 .. 255)
, parFopState [10] SEQUENCE
{ paraneterNane Par anet er Nane (fopState)
, fopState | NTEGER
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{ active (0)
, retransmtWthout Wai t (D
, retransmtWthWit (2)
, initialisingWthout BCFranme (3)
, initialisingWthBCFrane (4)
, initial (5)
}
}
{ paranet er Nane Par anet er Nane (mapLi st)
, maplLi st MapLi st
}
,  par MapMuxCont r ol [12] SEQUENCE
{ paraneter Nane Par anet er Nane (rmapMixControl)
, paranet erVal ue MuxCont r ol
}
, par MapMuxSchene [13] SEQUENCE
{ paraneter Nane Par armet er Name (mapMuxSchene)
par aret er Val ue MuxSchene

}
,  par MaxFranmeLengt h [14] SEQUENCE
{

par aret er Nanme Par armet er Name (maxi nupr anelLengt h)
, paraneterVal ue I NTEGER (12 .. 1024) *:- octets
}
, par MaxPacket Lengt h [15] SEQUENCE
{ paranet er Nane Par arret er Name J(maxi nunPacket Lengt h)
, paraneterVal ue I NTECER (7 ..\ 65542)
}
,  par Per mlr ansMbde [16] SEQUENCE
{ paranet er Nane Par anet er Nane (perm ttedTransm ssi onhMode)
, paraneterVal ue Per m.t t edTr ansni ssi onMbde
., par ReportingCycle [@7) SEQUENCE
{ paraneterNane Par anet er Name (reportingCycle)
, paramet erVal ue Current ReportingCycle
}
,  par Ret ur nTi meout [18] SEQUENCE
{ paranet er Nahg Par anmet er Nane (returnTi meout Peri od)
,  paranet erval’ue Ti meout Peri od
}
,  par Rf Avai habl eRequired [28] SEQUENCE
{ paraneterNane Par anmet er Nane (rf Avai | abl eRequi r ed)
, panamet er Val ue | NTEGER
{/ yes (0)
,  no (1)
} }
, par SegnHeader | 19] SEQUENCE
{ paraneterNane Par anet er Name (segnent Header)
, paraneterVal ue | NTEGER
{ present (0)
, absent (1)
} }
,  par Ti neout Type [20] SEQUENCE
{ paraneterNane Par anet er Nane (ti meout Type)
, paranet er Val ue | NTEGER
{ ogenerateAlert (0)
, suspendSequenceControlled (1)
}
}
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