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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED STANDARD

This Recommended Standard defines the Communications Link Transmission Unit (CLTU)
service in conformance with the transfer services specified in reference [1], Cross Support
Reference Model—Part 1: SLE Services. The Forward CLTU service is a Space Link
FExtension (SLE) transfer service that enables a mission to send Communications [.ink
Transmission Units (CLTUs) to a spacecratft.

1.2 SCOPE

This Recommended Standard defines, in an abstract manner, the Forward €LTU servicg in

terms of:

W

a) the operations necessary to provide the transfer service;
b) the parameter data associated with each operation;
c) the behaviors that result from the invocation of eagh operation; and

d) the relationship between, and the valid sequence of, the operations and resulfing
behaviors.

[t does not specify:
a) individual implementations or, products;
b) the implementation of entjties or interfaces within real systems;

¢) the methods or technologies required to radiate data to a spacecraft and to acqire
telemetry frames _from the signals received from that spacecraft for extraction of| the
Operational Contrel Field;

d) the methods ot technologies required for communications; or

e) the management activities necessary to schedule, configure, and control the Forward
CLTU service.

1,3 APPLICABILITY

1.3.1 APPLICABILITY OF THIS RECOMMENDED STANDARD
This Recommended Standard provides a basis for the development of real systems that
implement the Forward CLTU service. Implementation of the Forward CLTU service in a

real system additionally requires the availability of a communications service to convey
invocations and returns of Forward CLTU service operations between service users and

CCSDS 912.1-B-4 Page 1-1 August 2016
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providers. This Recommended Standard requires that such a communications service ensure
that invocations and returns of operations are transferred:

a) 1in sequence;
b) completely and with integrity;

c) without duplication;

d) with flow control that notifies backpressure to the application layer in the event ,of]
congestion; and

e) with notification to the application layer in the event that communications.between|
the Forward CLTU service user and the Forward CLTU service provider are
disrupted, possibly resulting in a loss of data.

It i§ the specific intent of this Recommended Standard to define the Forward CLTU service
in 3 manner that is independent of any particular communications ¢s€rvices, protocols, of
technologies.

1.3{2 LIMITS OF APPLICABILITY

Thip Recommended Standard specifies the Forward CETU service that may be provided by
an SLE System for inter-Agency cross support. It is neither a specification of, nor a design|
for,| real systems that may be implemented forcthe control and monitoring of existing or
futyre missions.

1.4] RATIONALE

Thq goal of this RecommendedsStandard is to create a standard for interoperability between|
the |tracking stations or ground. data handling systems of various agencies and the users of
foryard services.

1.5| DOCUMENT)STRUCTURE

1.5]1 DOCUMENT ORGANIZATION

Thip Recommended Standard is organized as follows:

AY 41 O -l 1. Lailit A | 41 1 £filc D dad

a} LU LIVIT U PLUVIU\/D PUIPUD\/, D\/Ul}b, ayyuuauuu._y, dAllUl 1TAatiVlidIiv UL uUllS INVCUUITIOTIVIIUUU

Standard and lists definitions, nomenclature, conventions, and references used
throughout the Recommended Standard;

b) section 2 presents an overview of the Forward CLTU service including a functional
description, the service management context, and protocol considerations;

c) section 3 specifies the operations of the Forward CLTU service;
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d) section 4 specifies the dynamic behavior of the Forward CLTU service in terms of the
state transitions of the Forward CLTU service provider;

e) annex A is a formal specification of Forward CLTU service data types, using the
Abstract Syntax Notation One (ASN.1);

f) annex B explains the relationship of the Forward CLTU service provisioning on the
production status and its dependency on the status of the forward space link channel.

g) annex C provides a conformance matrix that defines what capabilities musf be
provided for an implementation to be considered compliant with this Recommended
Standard;

h) annex D lists all terms used in this document and identifies where they are defined;
1) annex E lists all acronyms used within this document;
j) annex F contains examples of usage of the CLTU-THROW:EVENT operation;

k) annex G contains a list of informative references.

1.5.2 SLE SERVICES DOCUMENTATION TREE

This Recommended Standard is based on the architectural model for cross support defined in
reference [1]. It expands upon the concept of an'SLE transfer service as interactions between
SLE Mission User Entities (MUEs) and anSLE transfer service provider for the purposg of
providing the Forward CLTU transfer service.

This Recommended Standard is patt-of a suite of documents specifying the SLE Serviges.
The SLE Services constitute one of the three types of Cross Support Services:

a) Part 1: SLE Services;
b) Part2: GroundCommunications Services;

c) Part3: Ground Domain Services.

The basic organization of the SLE services documentation is shown in figure 1-1. [The
documents)are described in the following paragraphs.
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Space Link Extension

Reference Model Part 1: SLE Services Summary

|
Cross Support Cross Support Concept I SLE Executive |
Part 1: SLE Services I !

I

SLE Transfer Services

Forward SLE Service Return SLE Service
Specifications Specifications SLE Service
Management Suite

SLE API for
Transfer Services

Transfer Services

: Internet Protocol for
]
]
]
]
]

Trosssssss==s)
. i |- ————— -
Ledend: | Recommended 1 Recommended Informational
1 Standard (Blue) i Practice (Magenta) E Report (Green) :_ Record (Yellow) |

Figure 1-1: SLE Services Documentation

a) Cross Support Concept — Part 1: Spate Link Extension Services (reference [G3]): a
Report introducing the concepts of;cross support and SLE services;

b) Cross Support Reference- Model—Part 1: Space Link Extension Services|
(reference [1]): a Recomimended Standard that defines the framework and
terminology for the specification of SLE services;

c) Return SLE Transfer Service Specifications: a set of Recommended Standards that
will provide specification of all return link SLE transfer services.

d) Forward SLE Transfer Service Specifications: a set of Recommended Standards that
will provide specification of all forward link SLE transfer services (this
Recommended Standard is one of the specifications in that set);

e)-SLE API for T ransfer Services Speczf cations: a set of Recommended Practices thaf

Standards that prov1de spemﬁcatlons of an Apphcatlon Program Interface and a
mapping to TCP/IP as underlying communications service for SLE services;

f) Internet Protocol for Transfer Services: defines a protocol for transfer of SLE Protocol
Data Units using TCP/IP as underlying communications service for SLE services;

g) SLE Service Management Specification Suite: a set of Recommended Standards that
establish the basis for SLE service management.
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1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS
1.6.1 DEFINITIONS
1.6.1.1 Definitions from Open Systems Interconnection (OSI) Basic Reference Model

This Recommended Standard makes use of a number of terms defined in reference [7]. The
use of those terms in this Recommended Standard shall be understood in a generic sense, i.e.,
in the sense that those terms are generally applicable to technologies that provide for|the
exchange of information between real systems. Those terms are:

a) abstract syntax;

b) application entity;

¢) application layer;

d) flow control;

e) Open System Interconnection (OSI);
f) real system;

g) service access point (SAP).

1.6.1.2 Definitions from Abstract Syntax\Notation One

This Recommended Standard makes use of the following terms defined in reference [6]:
a) Abstract Syntax Notation One (ASN.1);

b) object identifier;

c) (data) type;

d) (data) valuet

NOTE — Imanmnex A of this Recommended Standard, ASN.1 is used for specifying|the
abstract syntax of the invocations and returns of the operations of the Forward
CLTU service. The use of ASN.1 as a descriptive language is intended to
support the specification of the abstract Forward CLTU service; it is not intended
to constrain implementations. In particular, there is no requirement | for
illlp}ClllClltatiUllb tU Clllp}U_y AS}‘II CllbUding 1u1c:b. AS}VTI ib billl})l] a
convenient tool for formally describing the abstract syntax of the invocations and
returns of the Forward CLTU service.

1.6.1.3 Definitions from TC Synchronization and Channel Coding

This Recommended Standard makes use of the following terms defined in reference [2]:
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acquisition sequence;

Communications Link Transmission Unit (CLTU);

Carrier Modulation Mode (CMM));

idle sequence;

Physical Layer operations procedure (PLOP).

a)
b)
c)
d)
c)
)
2)
h)
i)
)
k)
)

1.4 Definitions from TC Space Data Link Protocol

5 Recommended Standard makes use of the following term defined in reference [3]:

Communications Link Control Word (CLCW).

1.5 Definitions from SLE Reference Model

5 Recommended Standard makes use of the following termg defined in reference [1]:

abstract binding;

abstract object;

abstract port;

abstract service;

CLTU channel,;

Forward CLTU service;
invoker;

Mission Data Opération System (MDOS);
Mission Usef-Entity (MUE);
offline delivery mode;
online"delivery mode;

operation;

m) performer;

n)
0)
p)
q)

physical channel;
service agreement;
service provider (provider);

service user (user);

CCSDS 912.1-B-4 Page 1-6
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r) SLE Complex;

s) SLE Complex Management;

t) SLE data channel;

u) SLE functional group (SLE-FG);
v) SLE protocol data unit (SLE-PDU);

w) SLE service data unit (SLE-SDU));
x) SLE service package;

y) SLE transfer service instance;

z) SLE transfer service production;
aa) SLE transfer service provision;
bb) SLE Utilization Management;

cc) space link;

dd) space link data channel;

ee) space link data unit (SL-DU);

ff) space link session.

1.6.1.6 Additional Definitions

For the purposes of this Recommended Standard, the following definitions also apply.

1.6.1.6.1 Association
[An association, is“a cooperative relationship between an SLE service-providing application

entity and anSLE service-using application entity. An association is formed by [the
exchange of'SLE protocol data units through use of an underlying communications servicg.

1,6.1,6.2 Communications Service

A communications service is a capability that enables an SLE service-providing application
entity and an SLE service-using application entity to exchange information.

NOTE — If an SLE service user and an SLE service provider are implemented using
different communications services, then interoperability between them is possible
only by means of a suitable gateway. Adherence to this Recommended Standard
ensures, at least in principle, that it is possible to construct such a gateway.
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1.6.1.6.3 Confirmed Operation

A confirmed operation is an operation that requires the performer to return a report of its
outcome to the invoker.

1.6.1.6.4 Initiator

Thd mifiafor 1s the object that 1ssues the request to bind to another object (the responder).
NO[TE - In other words, the initiator is always the invoker of the request to bind to|
another object. Therefore, in the context of the request to bind,, the terms|
‘initiator’ and ‘invoker’ refer to the same object and are synonyms.

1.6J1.6.5 Invocation

Thq invocation of an operation is the making of a request by an'‘ebject (the invoker) to
another object (the performer) to carry out the operation.

1.6{1.6.6 Parameter

A parameter of an operation is data that may accomparny the operation’s invocation or return.
NO[TE — The term parameter is also used-to refer to mission-dependent configuration|
information used in production 6t-provision of the service.
1.6J1.6.7 Performance

Thq performance of an operation is the carrying out of the operation by an object (the
performer).

1.6J1.6.8 Port Identifier

A port identifier identifies a source or a destination in a communications system.

NOITE «~7~See 2.6.4.6 for more information.

1.6.1.6.9 Responder

The responder is the object that receives a request to bind and completes the binding (if
possible) with the initiator in order for a service association to exist between the two objects.
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NOTE - In other words, the responder is always the performer of the binding. Therefore,
in the context of binding, the terms ‘responder’ and ‘performer’ refer to the same
object and are synonyms.

1.6.1.6.10 Return

The return of an operation is a report, from the performer to the invoker, of the outcome of
the performance of the operation.

1.6.1.6.11 Service Instance Provision Period

A service instance provision period is the time during which a serviceyinstance (i.e.,|the
capability to transfer one or more SLE data channels of a given type) iS scheduled tq be
provided.

1.6.1.6.12 Unconfirmed Operation
An unconfirmed operation is an operation that does not-require a report of its outcome t¢ be
returned to the invoker by the performer.

1.6.2 NOMENCLATURE

The following conventions apply throughout this Recommended Standard:
a) the words ‘shall’ and ‘must™imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c¢) the word ‘may’ implies an optional specification;

d) the words ‘is’,are’, and ‘will” imply statements of fact.

1.6.3 CONYENTIONS

1.6.3.1-—Specification of Operations

1(6:3.1.1 General

Section 3 of this Recommended Standard specifies the operations that constitute the Forward
CLTU service. The specification of each operation is divided into subsections as follows:
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1.6.3.1.2 Purpose Subsection

The Purpose subsection briefly describes the purpose and functioning of the operation.
Additionally, it indicates whether the operation may be invoked by the user, provider, or
both; whether the operation is confirmed or unconfirmed; and whether there are any
constraints on when the operation may be invoked.

1.63.1.3 Invocation, Return, and Parameters Subsection

Thq Invocation, Return, and Parameters subsection describes the parameters associated with
each operation, including their semantics. A table accompanying the descriptionof each
operation lists all parameters associated with the operation and, for both the inyocation and
retyrn, whether the parameter is always present, always absent, or conditionally present.

For| parameters that are conditionally present, the parameter desctiption specifies the
conditions for the presence or absence of the parameter. The conditien.is generally based on|
the [value of another parameter in the same invocation or return; for example, in return of an
operation, the diagnostic parameter is present if and only)if' the value of the result
parameter is ‘negative result’. For a conditional parametersin a return, the condition may be
basgd on the value of a parameter in the corresponding invoeation.

In the table, the following convention is used to indicate whether a parameter is always
present, always absent, or conditionally present:

M always present (mandatory)
C conditionally present

Blank always absent
NOTE - Even though a parameter may be characterized as always present, its description|
may specify that'its value is permitted to be ‘null’ or ‘unused’ or the like.
1.63.1.4 Effects'Subsection

Thq Effects subsection describes the effects an operation has on the invoker, the performer,
the [association between them, or any combination thereof. The details of how those effects
occir ot the mechanisms used are outside the scope of this Recommended Standard.

1.6.3.2 Typographic Conventions

Typographic conventions used in this Recommended Standard are described in the following
subsections.
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1.6.3.2.1 Operation Names

Names of Forward CLTU service operations appear in uppercase and begin with the
characters ‘CLTU-’ (e.g., CLTU-TRANSFER-DATA).

1.6.3.2.2 Parameter Names

In the main text, names ol parameters of Forward CLTU service operations appeat in
lowercase and are typeset in a fixed-width font (e.g., responder-port-identifigr).
[n annex A, the corresponding name is formed by omitting any hyphens contained in|the
mame and using mixed-case (e.g., responderPortIdentifier).

1.6.3.2.3 Value Names

The values of many parameters discussed in this Recommended Standard are represented by
names. In the main text, these names are shown in single quotation marks (e.g., ‘no quch
service instance’). The corresponding name in annex A is-formed by omitting any hyphens
or white space contained in the name .and using mixed-case (¢.g.,
noSuchServiceInstance). The actual value associated with the name is constrained
by the type of the parameter taking on this value. Parameter types are specified in annex A
of this Recommended Standard.

INOTE — The name of a value does not imply anything about type. For example, the value
‘no such service instance’ has)the appearance of a character string but might be
assigned to a parameter whese type is integer.

1.6.3.2.4 State Names

This Recommended Standard specifies the states of Forward CLTU service providers. Sthtes
may be referred to by number (e.g., state 3) or by name. State names are always showh in
single quotation miarks (e.g., ‘active’).

1.6.3.2.5 - SEE-PDU Names

The names of SLE-PDUs appear in mixed-case (e.g., cltuBindInvocation).

1.6.3.2.6 Data Type Definitions

Data type definitions for the Forward CLTU service are presented in annex A in the form of a
set of ASN.1 modules. Regardless of the conventions used elsewhere in this Recommended
Standard, the text of the ASN.1 modules is typeset entirely in a fixed-width font.
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1.6.3.3 Other Conventions

This Recommended Standard uses the conventions specified in reference [1].

1.7 REFERENCES

The following documents contain provisions which, through reference in this text, constitute
proyisions of this Recommended dtandard. At the time ot publication, the editions 1ndicated]
wetle valid. All documents are subject to revision, and users of this Recommended Standard
are |encouraged to investigate the possibility of applying the most recent editions”of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCBDS Recommended Standards.

NO[TES
1 A list of informative references is provided in annex G.
2 This document takes advantage of the harmonized<términology introduced by

restructured documentation of the space link protocelsi(references [2], [3], and [4]).
From an interoperability point of view, they do not'introduce any incompatibilities|
with respect to the original set of space link protocol documents (references [G4],
[G5], [G6], and [GT]).

[1]| Cross Support Reference Model—Part {+~Space Link Extension Services. Issue 2.
Recommendation for Space Data System Standards (Blue Book), CCSDS 910.4-B-2.
Washington, D.C.: CCSDS, Octobex2005.

[2]| TC Synchronization and Channel Coding. Issue 2. Recommendation for Space Data
System Standards (Blue_Book), CCSDS 231.0-B-2. Washington, D.C.: CCSDS,
September 2010.

[31| TC Space Data Link Protocol. Issue 3. Recommendation for Space Data System)
Standards (Bluge-Boeok), CCSDS 232.0-B-3. Washington, D.C.: CCSDS, September 2015.

[4]1| Communications Operation Procedure-1. Issue 2. Recommendation for Space Datal
System~Standards (Blue Book), CCSDS 232.1-B-2. Washington, D.C.: CCSDS,
September 2010.

[51| CFime Code Formats. Issue 4. Recommendation for Space Data System Standards (Blueg]
Book), CCSDS 30T.0-B-4. Washington, D.C.; CCSDS; November 2010.

[6] Information Technology—Abstract Syntax Notation One (ASN.1): Specification of
Basic Notation. 4th ed. International Standard, ISO/IEC 8824-1:2008. Geneva: ISO,
2008.

[7]1 Information Technology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. 2nd ed. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO, 1994.
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2 DESCRIPTION OF THE FORWARD CLTU SERVICE
2.1 OVERVIEW

The Forward CLTU service enables the user of the service to send Communications Link
Transmission Units (CLTUs) to a spacecraft via an established forward space link channel.
A forward space link channel is a physical channel carrying an asynchronous stream of
CLTUs (reference [1])

The service user submits CLTUs, encapsulated in Space Link Extension (SLE) Serwice Data
Units (SLE-SDUs), by means of the CLTU-TRANSFER-DATA operation. Production of
the Forward CLTU service by the provider entails processing the CLTUs transferred by|the
user through the necessary transformations to modulate the Radio Frequeticy (RF) catrier
channel providing uplink communications with the spacecraft.

The Forward CLTU service transmits the CLTUs in the order in which'they are submitted by
the service user. The provider may perform checks to determine(if'the CLTU complies Wwith
applicable constraints, e.g., that the length of the CLTU is within the maximum size sef by
service management. However, the provider does not inférpret, interrogate, or modify|the
contents of a CLTU. CLTUs are transmitted bit for bit asireceived from the service user.

CLTUs may or may not conform to the format defined in reference [2]. The Forward Cl}TU
service may be used to uplink any octet-aligned bit pattern.

The operations defined in section 3 of thissRecommended Standard enable a single Forward
CLTU service user to interact with a Forward CLTU service provider to:

a) establish an association between the user and the provider;
b) send annotated CLTUs.to the provider;

c) obtain notificatigns-and reports regarding status, configuration, and performance of
the service;

d) temporarily,stop and later re-start the sending of CLTUs;

e) release-an association.

The Seguence Controlled (AD) and Expedited (BD) Services, as defined in [the
Commatnications Operation Procedures (COP) Recommended Standard (reference [3])|are
aCcomplished by higher layer SLE services.

The Forward CLTU service is provided only in the online delivery mode, as defined in
reference [1]. The offline delivery mode is the subject of further study.

The provision of Forward CLTU service for access to one physical channel by one service
user constitutes one instance of service. Only a single service instance of the Forward CLTU
service may exist per physical channel at a time.
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2.2 SPACE LINK EXTENSION REFERENCE MODEL
2.2.1 INTRODUCTION

The Forward CLTU service is specified within the framework defined by the SLE Reference
Model (reference [1]). The following subsections summarize selected concepts from the
SLE reference model.

2.22 ABSTRACT OBJECT

An Jabstract object is a functional entity that interacts with other abstract objects. Objects are
of different types, which determine their function and behavior. An object is_characterized
by |ts interfaces (one or more), which are called abstract ports, and the opernations that are
made available through those interfaces.

2.23 ABSTRACT SERVICE

An |abstract service is the capability provided by a set of operations that an abstract object
exppses at one or more of its abstract ports.

NOTE — The concept of an abstract service is to be distinguished from the concept of an|
(N)-service as defined in the OSI Basie Reference Model (reference [7]). The)
definition of (N)-service is in terms ©fthe capability provided by one layer in the
OSI architecture to the layer abevye it. The definition of abstract service is in|
terms of the capability provided by one abstract object to another abstract object.
In a cross support scenarigg:where one Agency is providing an SLE service to|
another Agency, the objeet’ that provides the service typically is associated with|
one Agency, and the ‘object that uses the service typically is associated with thej
other Agency.

2.24 ABSTRACT BINDING

When two abstrdet ports have an association established between them, they are said to be
bound. The actof establishing such an association is called abstract binding. One object (the
initjator) invokes a bind operation which is accepted (or rejected) by another object (the
responder):

2.2.5 SERVICE USER/PROVIDER

An object that offers a service to another by means of one or more of its ports is called a
service provider (provider). The other object is called a service user (user). An object may
be a provider of some services and a user of others.
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The terms user and provider are used to distinguish the roles of two interacting objects. In
this Recommended Standard, when two objects are involved in provision of a service, the
object closer to the space link is considered to be the provider of the service, and the object
further from the space link is considered to be the user.

2.2.6 OPERATION

An operation is a procedure or task that one object (the invoker) can request of another [the
performer) through a bound port pair.

The terms invoker and performer are used to describe the interaction betweentwo’objects as
the operations that constitute the service occur. One object invokes an_@peration thdt is
performed by the other. For most services, each object invokes soig” operations [and
performs others.

2.3 SERVICE MANAGEMENT

SLE service management determines the number and schedule of Forward CLTU seryice
instances to be provided, the resources required to enable those service instances, and|the
initial configuration of all service instances and their supporting resources. SLE seryice
management is the subject of separate CCSDS Reecommended Standards.

The SLE Reference Model (reference [1])-distinguishes between service provision [and
service production:

a) service provision makes available to the user the operations necessary to obtain|the
service;

b) service production transforms the Forward CLTU data channel to the RF catrier
channel.

Certain configuration parameters are associated with provision of Forward CLTU seryice
while others areCassociated with production. Configuration parameters that are associgted
with the production, such as bit rate and modulation index, can potentially impact $LE
Complex resources. Consequently, only service management may modify production
configuration parameter values. The Forward CLTU service user may modify s¢me
provision configuration parameters through operations specified in this Recommended
Standard.

2.4 ARCHITECTURE MODEL - FUNCTIONAL VIEW
2.4.1 FORWARD TC SPACE LINK PROCESSING SLE FUNCTIONAL GROUP

The Forward Telecommand (TC) Space Link Processing SLE Functional Group (SLE-FG)
(shown in figure 2-1) produces the Forward CLTU service.
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As described in reference [1], the Forward TC Space Link Processing SLE-FG consumes one
CLTU data channel consisting of a stream of CLTU SLE-SDUs. The SLE-SDUs that
encapsulate the CLTUs contain control and annotation data that specify radiation time and
other parameters to aid in processing the data (see 3.6). The Forward TC Space Link
Processing SLE-FG uses these data to extract the CLTUs and inject them into the
asynchronous physical channel.

NOTE_—_Per physical forward channel, only a single instance of the Forward CI.TU
service is supported at any point in time.

4 N

Space Link Channel Forward TC Space Link Fwd-CLTU
Processing
—T-U SLE Functional Group T-P————

- J

T-U
| Operational Control Field

Figure 2-1: Forward TO-Space Link Processing SLE-FG

Thq Forward TC Space Link Ptocessing SLE-FG performs the following functions with
respect to the Forward CLTU service:

a) consumes one CI/TU data channel and extracts CLTUs encapsulated in SLE Service
Data Units (SLE<SDUs);

b) consumes-‘one Operational Control Field (OCF) data channel and extracts the
Communieations Link Control Words (CLCWs). Based on the values in the CLCWs,
the Ferward CLTU service determines whether the physical channel is available;

INOTE — CLCWs may be ignored, as an option set by Service Management. See 3.1.9
and table 3-11

c) performs the following:

1) generates the acquisition sequence and idle sequence on the physical channel in
accordance with the PLOP in effect;

2) utilizes the underlying antenna steering capabilities provided by the ground
element;
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3) modulates the CLTUs as a stream of bits on the ground-to-space RF channel; and

4) radiates the signal to the spacecraft.

2.4.2 FORWARD CLTU SERVICE PRODUCTION AND PROVISION

Forward CLTU production is concerned with radiating CLTUs extracted from a stream of
StE=-SBYsaccordmgtothe-CETHcontrotanmdammmotatromr mformmatiomr rthe—SEE=-SBtHand
according to the configuration set up by service management. Forward CLTU¢seryice
provision is concerned with receiving a stream of SLE-SDUs from a Forward CLAWseryice
user. Service provision addresses such matters as when service is provided (e.g.,\sefvice §tart
and stop times), and how service is provided (e.g., which events are notified to.the user).

The SLE-SDUs consumed by the Forward CLTU service are sent bysthe service user by
means of the Forward CLTU service operations defined in section 3~ These operations also
provide additional functionality to facilitate the provision of Service, i.e., enabling |the
exchange of SLE-SDUs across a remote interface. The service operations are realized as
SLE protocol data units (SLE-PDUs) which are exchanged) between the Forward CLTU
service provider and the Forward CLTU service usér by means of an underlying
communications service. The general relationship between SL-DUs, SLE-SDUs, and SLLE-
PDUs is illustrated in figure 2-2.

Forward CLTU Service Provider Forward CLTU Service User
2 2
()] o
2 ? .
0 CLTU o CLTU L CLTU
To n Service |o® | Transfer | |w | | Transfer | User
Space < Productioft ~| Service »| Service [ ™1 Application
Link Provision Use

Figure 2-2: Forward CLTU Service Production and Provision

Production of the Forward CLTU service by the provider occurs during the space |ink
session; in general, service production will largely overlap with service provision.
Production status affects the provision of the service, as specified in sections 3 and 4, and
reviewed in annex B.
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2.5 ARCHITECTURE MODEL - CROSS-SUPPORT VIEW

The management and control of the production and provision of the SLE transfer services is
described in general terms in reference [1]. Figure 2-3 shows an example operational
scenario and the related binding of the Forward CLTU transfer service ports and SLE
management ports. This example shows an SLE Complex with one Forward Space Link
Processing SLE-FG instance; it is providing one instance of Forward CLTU service to a

Mission Data Operations System (MDOS). As this figure shows, only a single Mission User
Entjty can use the Forward CLTU service provided by a single Forward Space Link
Professing SLE-FG.
w4
( (
SLE Complex SLCE-Utilization
Management Management
e
Forward
CLTU o
T-P T7-u | Mission User
Forward Service Entity
To Space Link Instance
SPACE mmmmd T-U Processing
Uink Functional Group
A\ v
SLE Complex MDOS
. J \. J
Figure2-3: Example of Management and Provision of Forward CLTU Service
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2.6 FUNCTIONAL DESCRIPTION
2.6.1 GENERAL

This subsection describes the Forward CLTU service with respect to scheduling,
configuration, underlying services, provider states and protocol considerations.

2.0.2 SCHEDULING AND CONFIGURATION

SLE Utilization Management negotiates with SLE Complex Management tey‘establish
mutually agreed upon SLE service packages. Among other things, SLE service packdges
specify what service instances are to be provided, when those services are(to:be provided,
and what resources are needed to enable those services.

Service packages also specify the initial values of the mission-dependent parameters requjred
for service production and provision. Forward CLTU service production parameters include
such things as bit rate, modulation index, and subcarrier frequeticy. Provision paramdters
include such things as scheduled start and stop times of the Forward CLTU service instange.

Service production is guaranteed to occur only as needed to support service packages fthat
have been scheduled and mutually agreed upon by,SLE Complex Management and $LE
Utilization Management. Service provision occurs only within the bounds of the agteed
upon schedule of service instances and only during those periods when there is an associafion
between the service provider and the service\user.

2.6.3 UNDERLYING SERVICES

The CLTU service does nottdepend on any other SLE transfer service. Provision of]the
CLTU Transfer service do¢sydepend on:

a) service management for scheduling, resources, and configuration; the schedule fpr a
Forward CETU service instance must be compliant with the schedule of |the
underlyinglequipment such as antennas, etc. The Forward CLTU service relie§ on
servigg_management actions for establishment of the space link, management of|the
PLOP-and, when possible, recovery from production interruption;

b).the availability of a suitable communications service to enable the exchangg of
information between the CLTU service user and provider; and

¢) the functioning of CLTU production resources (e.g., modulator(s), up-converter) to
produce the forward physical channel.
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2.64 PROTOCOL DESCRIPTION
2.6.4.1 CLTU Operations

The operations that constitute the Forward CLTU service are listed in table 2-1. Section 3 of
this Recommended Standard contains the detailed specification of these operations.

I'able 2-1: Forward CLTU Service Operations

Invoked Con-
$ervice Operation By Purpose firmed
CLTU-BIND Initiator To establish an association with the providén Yes
(User)
CLTU-UNBIND Initiator To release an association previously Yes
(User) established by a CLTU-BIND operation
CLTU-START User To request that the SLE servieé provider Yes
prepare to accept CLTU-FRANSFER-DATA
operations
CLTU-STOP User To request that the SLE service provider stop | Yes
service provisiog-ahd production.
CLTU-TRANSFER-DATA | User To transfer a'€LTU to the service provider Yes
CLTU-ASYNC-NOTIFY Provider To notify~the user of an event affecting No
produttion or provision of the Forward CLTU
service
CLTU-SCHEDULE- User sTo request that the provider send a status Yes
STATUS-REPORT report immediately or periodically, or stop
reporting
CLTU-STATUS-REPORT | Provider To send a status report to the user No
CLTYU-GET-PARAMETER~ |~User To ascertain the value of an SLE service Yes
parameter (see table 3-11)
CLTU-THROW-EVENT User To forward an event that requires Complex Yes
Management to take the actions defined for
this event
CLTU-PEER-ABORT User or To notify the peer system that the local system | No
Provider detected an error that requires the association

to be terminated

2.6.4.2 States of the Service Provider

Once a Forward CLTU service instance is created, the Forward CLTU service provider is in
one of three states, as follows:
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a) State 1 (‘unbound’): In state 1, all resources required to enable the provision of the
Forward CLTU service have been allocated, and all objects required to provide the
service have been instantiated. However, no association yet exists between the user
and the provider (i.e., the Forward CLTU transfer service provider port is not bound).

b) State 2 (‘ready’): In state 2, an association has been established between the user and
the provider, and they may interact by means of the operations described in section 3 of
this Recommended Standard. However, sending of CLTUs from the user to the
provider (by means of the CLTU-TRANSFER-DATA operation) is not permitted., [The
user may enable the delivery of CLTUs by means of the appropriate service @peration
(CLTU-START), which, in turn, will cause the provider to transition'to state 3
(“active’).

¢) State 3 (‘active’): State 3 resembles state 2 (‘ready’), except thatynow the user |can
send CLTUs and the provider is enabled to radiate CLTUs to the spacecraft. [he
service continues in this state until the user invokes the CEDU-STOP operatiop to
cause the provider to suspend transmission of CLTUs and ttansition back to state 2.

A simplified state transition diagram for the Forward CLTU service provider is showp in
figure 2-4. A detailed state transition matrix is provided.in4.2.

Reject
BIND

State 1
‘unbound:

Accept UNBIND
BIND Reject START PEER-ABORT
NOTIFY
PEER-ABORT
Accept Reject STOP
START

TRANSFER-DATA
NOTIFY

State 3
‘active’

Figure 2-4: Simplified Forward CLTU Service Provider State Transition Diagram
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2.6.4.3 Terminating an Association

An association is released normally when a CLTU-UNBIND is issued by the user (the initiator
of the association) and accepted by the provider (the responder). An association may be
aborted by either the user or the provider by means of the CLTU-PEER-ABORT operation. An
association may also be aborted because of a failure in the underlying communications system.
Such failures are signaled to the local application entity by the ‘protocol abort” event described
in4.1.5

2.64.4 Effects of Association Termination

Thq production of CLTUs stops immediately following the termination of an{@ssociation,
excppt for a CLTU in the process of being radiated. Any buffered CLTUS)are discarded.
Thq only exception to this occurs when the association is terminated due to a protocol abort,
and| the protocol-abort-mode option has been set to ‘continue’; in this case, production of
CLTUs continues, and buffered CLTUs are not discarded.

Whn an association is terminated, no further operations can be'exchanged between the user
and| the provider. The systems may re-establish an assogiation via a new CLTU-BIND
operation, if that is consistent with the schedule for provision of service. Status information|
is rlot preserved after an association terminates and is.not available to the new association|
with the following exceptions:

a) statistics reported by means of the CLTU-STATUS-REPORT operation, such as the
number of CLTUs processed (see 3(9), shall be accumulated for the entire service
instance provision period;

b) parameters that serve to relate siotifications on an activity to operations that triggered,
this activity will not be altered when the association is released or aborted.

2.644.5 Technology-specific Aspects—Interoperability and the Underlying
Communications Service

Thip Recommended/Standard defines the Forward CLTU service. Provision of the Forward
CLTU service in-a real system also requires a specification of how the service is mapped to a
conpmunications service, such that all invocations and returns of the Forward CLTU service
opefationis~can be conveyed between the user and the provider. In order not to restrict the
applicability of this Recommended Standard to a specific communications technology, as
fo . . e :

communications service (see 1.3.1).

The service interface between the user and the provider is specified in this Recommended
Standard in terms of the operations that the service provides. Those operations are realized
by mapping the service operation invocations and returns to protocol data units that can be
conveyed by means of the underlying communications service. This Recommended
Standard conceptualizes such mapping in two parts:
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a) Forward CLTU service operation invocations and returns (defined in section 3) are
mapped to SLE-PDUs (defined in annex A);

b) SLE-PDUs are mapped to protocol data units that can be conveyed by means of the
underlying communications service.

The mapping of Forward CLTU service operation invocations and returns to SLE-PDUs is
specified by this Recommended Standard. The mapping of SLE-PDUs to an underlying
communications service is intentionally outside the scope of this Recommended Standard
(e.g., so that the Forward CLTU service may be mapped to more than one commudicatjons
technology). In order to achieve interoperability, the user and provider must conform|not
only to this Recommended Standard but also to an agreed upon specification of the mapping
of the Forward CLTU service to the underlying communications service. /The' specification
of a mapping of the Forward CLTU service onto a particular communications service must
address such points as:

a) selection of communications network(s) to ensure connectivity;
b) compatible configuration of protocol stacks (e.g., timeout values);

¢) specification of port-identifiers, and their translation onto the communications
technologys;

d) specification of security related information:

Figure 2-5 illustrates a communications realization of the Forward CLTU service that reqults
from such a mapping. The specification ©f such mappings is the subject of separate CC§DS
Recommended Standards.
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Figure 2-5: Communications Realization of Forward CLTU Service

Because the operations of the Forward CLTU service are relatively simple, once an
association is in place between the service user and the service provider, the technology
specific elements involved in the exchange of SLE-PDUs are generally minor. However, the
way an association is established (i.e., the binding) tends to vary significantly depending on
the communications technology in use. Nonetheless, the CLTU-BIND and CLTU-UNBIND
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operations as specified in this document are intended to be ‘technology neutral’. This
neutrality is achieved as described in the following paragraphs.

For purposes of the communications mapping, the endpoints of an SLE association are
identified by port identifiers, namely, an ‘initiator port identifier’ and a ‘responder port
identifier’. The port identifiers represent all the technology-specific addressing information
needed to establish communications between the user and provider and to route SLE-PDUs
between them. The initiator port identifier identifies the endpoint that will invoke the
CLTU-BIND operation (initiator). The responder port identifier identifies the endpoint that
will perform the CLTU-BIND operation (responder). Generally speaking, the information
represented by a port identifier consists of:

a) information needed to route data between two real systems over a.communicat{ons
channel or network; and

b) information needed to route data within a real system to (@a)particular applicafion
entity.

For example, the information represented by a port identifiet, might be the combination of an
Internet Protocol (IP) network address and a Transmission Control Protocol (TCP) port
number or the combination of an OSI network address.and an associated set of service ac¢ess
points (SAPs).

The exact relationship between SLE port identifiers and communications ports provided by
the underlying communications service must-be specified by the mapping of the Forward
CLTU service to the underlying communiocations service.

One possible mapping of the SLE-transfer service to the TCP/IP communications servide is
specified in [G8]. As part of this mapping, also issues such as sizing of TCP bufferf in
accordance with the bandwidth-delay product of the communication link and wayg to
manage relative priority of transfer services concurrently using the same connectivity arg to
be addressed.

[In order for an SLE’ association to be established, SLE Complex Management and $LE
Utilization Management must agree beforehand on the responder port identifier for|the
association, ““The responder needs the information represented by the responder port
identifiertof ensure that resources are allocated to recognize and respond to a CLTU-BIND
invocation for that association. The initiator needs the information to ensure that the CLTU-
BIND{invocation will be communicated to the appropriate responder.

n general, it is not necessary for SLE Complex Management and SLE Utilization
Management to agree beforehand on the initiator port identifier for the association. Rather,
the initiator should communicate that information to the responder in conjunction with the
CLTU-BIND invocation. The exact means by which the initiator port identifier is provided
to the responder is technology-specific and must be specified by the mapping of the Forward
CLTU service to the underlying communications service.
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The responder port identifier is included as a parameter of the CLTU-BIND operation.
While it is only necessary that the SLE application entity communicate the information
represented by the port identifiers to the underlying communications service, the responder
port identifier is provided as a parameter of the CLTU-BIND operation to allow for the
possible simplification of the implementation of a gateway.

The information represented by the responder port identifier is technology-specific. In order
to define the CITU-BIND operation in a way that js not technology-specific, the
regponder-port-identifier parameter of the CLTU-BIND operation is defined 't
be g logical name. A logical name is an arbitrary identifier that has an appropriately chesén
and| agreed upon translation to technology-specific information. Prior to the start time of a
seryice instance, SLE Complex Management and SLE Utilization must mutually agree upon
the|value of the responder port identifier (and its translation) applicable to) that service
instance. The actual process of translating logical names to technology-specific information|
is gonsidered a local matter. The translation methodology may rely on-simple techniques
such as look-up tables or may use more elaborate mechanisms such @s‘naming or directory
seryices.

Thq above discussion describes the case that both the usertand provider applications are
implemented using the same communications service.~* It is possible to achieve
intgroperability even if the user and provider use  different communications services.
Hoyvever, in that case interoperability requires the use 0f an appropriate gateway.

2.6/4.6 Buffering

Thq Forward CLTU service buffers the,\CLTUs for the primary purpose of maintaining
radfation of a steady stream of (GLTUs despite variable latency over the ground
commmunications channel. All transfers of CLTUs from the service user to the service
proyider must occur within the-seheduled service instance provision period.

2.7 OPERATIONAL-SCENARIO

Pri¢r to the actual\provision of service, start and stop times for both the space link session
and| the associatéd Forward CLTU service instance are negotiated between SLE Complex
Management.and SLE Utilization Management. Configuration and other information needed
to gnable the service are also agreed.

Sometime before the scheduled start time of the Forward CL.TU service instance, the service
instance is created by SLE Complex Management. Initially, the service provider is in state 1
(‘unbound’). At the scheduled start time of the space link session, the SLE Complex
establishes the forward link to the spacecraft and initiates the production of Forward CLTU
service. Typically (but not necessarily) the start time of the service instance will precede by
a small margin the start time of the space link session to allow the user to bind to the service
before the start of the space link session.
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The following illustrates a typical sequence of operations between the user and the provider
of the Forward CLTU service. A complete definition of the operations is found in section 3;
the formal specification of provider behavior is presented in section 4.

a) The user invokes the CLTU-BIND operation to establish an association.

b) The provider, when configured to monitor uplink status by examining the No RF
Available and/or No Bit Lock flags returned from the spacecraft in the
Commurmications timk Comtrot-Word (CEC W), performs the Trecessary Operatiorns to
receive the Operational Control Field (OCF) as provided by the ReturnFrame
Processing SLE-FG.

¢) The provider monitors equipment readiness, the status of the physical channel jand
(when configured to do so) the uplink status. When production (Status changep to
‘operational’ the provider sends CLTU-ASYNC-NOTIFY to the-uset.

NOTE - Modulation of the uplink signal with acquisition sequénce and idle sequepce,
in accordance with the PLOP in effect, is under the control of seryice
management.

d) The user sends CLTU-START, and the provider fransitions to state 3, ‘active’.

e) The user sends a CLTU-TRANSFER-DAT ACoperation to the provider. The provjder
verifies the invocation, and if acceptable; buffers the CLTU until the specified
earliest-radiation-time is reached.

f) Additional CLTUs may be sent by-the user and buffered.

NOTE - The user may perform steps, d), e¢) and f), invoking CLTU-START Jand
CLTU-TRANSFER:DATA, before the production status becomes
operational as‘described in step c).

g) At the time specified for start of radiation, if production status is operational, the first
CLTU is injected into the physical channel and modulated onto the RF carrier. [The
signal is radiated to the spacecraft. If no start time was specified in the CLTU-
TRANSFER-DATA operation, the CLTU is radiated as soon as received, or
whengver the production status becomes operational, if that is later.

h) Successive CLTUs are processed in similar fashion after the delay period (if gny)
specified in the preceding CLTU is satisfied.

1) The user transfers the last CLTU to the provider.

j) The provider completes processing the buffered CLTUs. When the provider’s CLTU
buffer is empty, it sends CLTU-ASYNC-NOTIFY to inform the user.

k) The user sends CLTU-STOP and the provider transitions to state 2, ‘ready’.
1) The user performs CLTU-UNBIND to release the association.
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2.8 SECURITY ASPECTS OF THE SLE FORWARD CLTU TRANSFER SERVICE
2.8.1 SECURITY BACKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Additional
security capabilities, if required, are levied on the underlying communication services that
support the SLE transfer services. The SLE transfer services are defined as layered
application services operating over underlying communication services that must meet
cerfain requirements but which are otherwise unspecified. Selection of the underlying
comimunication services over which real SLE implementations connect is based on. the
reqpirements of the communicating parties and/or the availability of CCSDS-standard
commmunication technology profiles and proxy specifications.  Different Ainderlying
conmimunication technology profiles are intended to address not only different,performance
reqliirements but also different security requirements. Missions and service providers are
expected to select from these technology profiles to acquire the performance and security]
cappbilities appropriate to the mission. Specification of the “warious underlying
communication technologies, and in particular their associated $ecurity provisions, are
outgide the scope of this Recommended Standard.

Thg SLE Forward CLTU transfer service transfers datathat is destined for a mission|
spagecraft. As such, the SLE Forward CLTU transfer_setvice has custody of the data for
only a portion of the end-to-end data path between MDOS and mission spacecraft,
Consequently the ability of an SLE transfer seryice to secure the transfer of mission|
spagecraft data is limited to that portion of the:end-to-end path that is provided by the SLE
trarjsfer service (i.e., the terrestrial link between the MDOS and the ground termination of the
grofind-space link to the mission spacecraft).~ End-to-end security must also involve securing
the|data as it crosses the ground-space:link, which can be provided by some combination of
secfiring the mission data itself (e.g:,_encryption of the mission data within CCSDS space
packets) and securing the ground-space link (e.g., encryption of the physical ground-space]
1inj:). Thus while the SLE Korward CLTU transfer service plays a role in the end-to-end

secyrity of the data path, it does not control and cannot ensure that end-to-end security. This

conmiponent perspective is.reflected in the security provisions of the SLE transfer services.

2.82 STATEMENTS OF SECURITY CONCERNS

Thig sectionnidentifies SLE Forward CLTU transfer service support for capabilities that
respondsito-these security concerns in the areas of data privacy, data integrity, authentication,
accgss.control, availability of resources, and auditing.

2.8.2.1 Data Privacy (also known as Confidentiality)
This SLE Forward CLTU transfer service specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensured

outside of the SLE transfer service layer, by the mission application processes that
communicate over the SLE transfer service, in the underlying communication service that
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lies under the SLE transfer service, or some combination of both. For example, mission
application processes might apply end-to-end encryption to the contents of the CCSDS space
link data units carried as data by the SLE transfer service. Alternatively or in addition, the
network connection between the SLE entities might be encrypted to provide data privacy in
the underlying communication network.

2.8.2.2 Data Integrity

The SLE Forward CLTU service requires that each transferred CLTU be accompanied by a
sequence number, which must increase monotonically. Failure of a CLIU to| be
accompanied by the expected sequence number causes the CLTU to berejected (see
3.6.2.13.1 d)). This constrains the ability of a third party to inject additional’command ¢ata
into an active Forward CLTU transfer service instance.

The SLE Forward CLTU transfer service defines and enforces a strictsequence of operatfons
that constrain the ability of a third party to inject operation invocations or returns into|the
transfer service association between a service user and providet (see 4.2.2). This constriins
the ability of a third party to seize control of an activeh)Ferward CLTU transfer seryice
instance without detection.

The SLE Forward CLTU transfer service requires. that the underlying communication seryice
transfer data in sequence, completely and with “integrity, without duplication, with flow
control that notifies the application layer in.theevent of congestion, and with notificatioh to
the application layer in the event that communication between the service user and|the
service provider is disrupted (see 1.3.1)x:No specific mechanisms are identified, as they will
be an integral part of the underlying edmmunication service.

2.8.2.3 Authentication

This SLE Forward CLTUY transfer service specification defines authentication requiremgnts
(see 3.1.5), and cdefines initiator-identifier, responder-identifiler,
invoker-credentials, and performer-credentials parameters of the seryice
operation invocations and returns that are used to perform SLE transfer seryice
authenticatigpn. The procedure by which SLE transfer service operation invocations and
returns dre)authenticated is described in annex F of the Cross Support Concept Green Book
(reference [G3]). The SLE transfer service authentication capability can be selectively sgt to
authenticate at one of three levels: authenticate every invocation and return, authenticate ¢nly

he BIND onerg ava N.OCE on—-ang e ua a avTs oIrmMM-1Nno-39 nen 2 ava Denendino LDON

the inherent authentication available from the underlying communication network, the
security environment in which the SLE service user and provider are operating, and the
security requirements of the spaceflight mission, the SLE transfer service authentication level
can be adapted by choosing the SLE operation invocation and returns that shall be
authenticated. Furthermore the mechanism used for generating and checking the credentials
and thus the level of protection against masquerading (simple or strong authentication) can
be selected in accordance with the results of a threat analysis.
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2.8.2.4 Access Control

This SLE Forward CLTU transfer service specification defines access control requirements
(see 3.1.4), and defines initiator-identifier and responder-identifier
parameters of the service operation invocations and returns that are used to perform SLE
transfer service access control. The procedure by which access to SLE transfer services is
controlled is described in annex F of the Cross Support Concept Green Book (reference
[G3D)

2.822.5 Availability of Resources

Thq SLE transfer services are provided via communication networks that have-$ome limit to
the |resources available to support those SLE transfer services. If these résources can be
diverted from their support of the SLE transfer services (in what is commonly known as
‘denial of service’) then the performance of the SLE transfer services.may be curtailed or
inhibited. This SLE Forward CLTU transfer service specification does not define explicit
caphbilities to prevent denial of service. Resource availability isiéxpected to be ensured by
appropriate capabilities in the underlying communication service. The specific capabilities
will be dependent upon the technologies used in the underlying communication service and
the [security environment in which the transfer service userand provider operate.

2.82.6 Auditing

Thip SLE Forward CLTU transfer service (specification does not define explicit security]
audjiting requirements or capabilities. Seeurity auditing is expected to be negotiated and
implemented bilaterally between the spaceflight mission and the service provider.

2.83 POTENTIAL THREATS AND ATTACK SCENARIOS

Thq SLE Forward CLTU transfer service depends on unspecified mechanisms operating
abopve the SLE transferservice (between a mission spacecraft application process and its peer
appllication process on the ground), underneath the SLE transfer service in the underlying
compmunication “¢ervice, or some combination of both, to ensure data privacy
(confidentiality). If no such mechanisms are actually implemented, or the mechanismg
seldcted afe-inadequate or inappropriate to the network environment in which the mission is
operating§ an attacker could read the command data contained in the Forward CLTU protocol
data umits as they traverse the WAN between service user and service provider.

The SLE Forward CLTU transfer service constrains the ability of a third party to seize
control of an active SLE transfer service instance, or to inject extra command data into a
service instance, but it does not specify mechanisms that would prevent an attacker from
intercepting the protocol data units and replacing the contents of the data parameter. The
prevention of such a replacement attack depends on unspecified mechanisms operating above
the SLE transfer service (between a mission spacecraft application process and its peer
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application process on the ground), underneath the SLE transfer service in the underlying
communication service, in bilaterally-agreed extra capabilities applied to the SLE transfer
service (e.g., encryption of the data parameter) or some combination of the three. If no
such mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker
could ‘hijack’ an established SLE Forward CLTU transfer service instance and overwrite the
commands in the protocol data units to subvert or destroy the operation of the spacecraft.

[f the SLE transfer service authentication capability is not used and if authentication’is|not
ensured by the underlying communication service, attackers may somehow obtain” valid
initiator-identifier values and use them to initiate SLE transfer servieelinstarnces
by which they could subvert or destroy the mission.

The SLE Forward CLTU transfer service depends on unspecified mechanisms operating in
the underlying communication service to ensure that the supporting-network has sufficiient
resources to provide sufficient support to legitimate users. If¢ne~such mechanisms |are
actually implemented, or the mechanisms selected are inadequate or inappropriate to|the
network environment in which the mission is operating, an attacker could prevent legitimate
users from communicating with their spacecraft, causing/degradation or even loss of|the
mission.

[f the provider of SLE Forward CLTU transfefs service provides no security audifing
capabilities, or if a user chooses not to employ auditing capabilities that do exist, then
attackers may delay or escape detection lorigéénough to do serious (or increasingly serigus)
harm to the mission.

2.8.4 CONSEQUENCES OF NOT APPLYING SECURITY

The consequences of not applying security to the SLE Forward CLTU transfer service|are
possible degradation and less of ability to command the spacecraft, and even loss offthe
spacecraft itself.
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3 FORWARD CLTU SERVICE OPERATIONS

NOTE - This section (3) specifies the processing of valid SLE-PDUs (i.e., those that are
recognized as the invocation or return of a CLTUS service operation).
Subsection 3.1 specifies behaviors that are generally applicable to all operations.
Subsections 3.2 through 3.12 specify individual operations. Handling of invalid
SLE-PDUs s is specified in subsection 4.1.

3.1 GENERAL CONSIDERATIONS
3.1.1 RESULT OF OPERATIONS

3.1.1.1 All confirmed operations shall report on the outcome of the opération in a retprn,
except as specified otherwise in section 4.

3.1.1.2  All returns shall include a result parameter that indicates whether the outcopme
of the operation was successful (‘positive result’) or unsuccessful (‘negative result’).

3.1.1.3 In the event of a ‘negative result’, the returnishall also include a diagnostic
parameter that is descriptive of the reason for the ‘negative result’.

NOTE — Possible values of the diagnosticiparameter are listed in the descriptiop of
each operation.

3.1.1.4 A diagnostic parameter value of ‘other reason’ shall be returned only iff no
other value in the list adequately describes the reason for the ‘negative result’.

3.1.2 PARAMETER TYRES

The types of all parameters shall conform to the abstract syntax specified in annex A.

INOTE — Some-parameter types in annex A are chosen such that possible future extensjons
of the-range of allowed values of a parameter will not cause a type mismajtch.
For-example, parameters that logically are of the ‘enumerated’ type are specified
as being of the ‘named integer’ type.

3.3 PARAMETER CHECKING

3.1.3.1 Validity checks shall be performed on the values of parameters associated with an
operation.

NOTE - Rules governing the validity of parameter values are included in the specification
of individual operations. General reasons for regarding a parameter value as
invalid are specified in the following subsections.
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3.1.3.2 A parameter shall be treated as invalid if:

a) its value is outside the range or not in the set of values currently permitted by service
management for the given parameter;

NOTE - A conformant implementation shall be capable of supporting the full range or
set as specified in annex A.
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(e.g., if in CLTU-TRANSFER-DATA the time specified in the earliegt>~
radiation-time parameter is later than the time specified in the lagest-
radiation-time parameter);

c) its value is in conflict with the current provider configuration (e.g,,(the minimum|
delay time between CLTUs parameter as set by service management'is longer than
the delay-time value the CLTU-TRANSFER-DATA invocation-contains).

3.13.3 If a parameter value is not valid, the operation shall not'be performed, and, for
conffirmed operations, a report of ‘negative result’ shall be returned'to the invoker.

3.13.4 Except as noted in 3.2.2.11, checks for invalid parameters or for other conditions
thaf can cause a report of ‘negative result’ should be performed in the order in which
diagnostics are listed in the descriptions of the operations, and the diagnostic parameter
shopld be set to the value defined for the first problem found.

3.13.5 In the case that an implementation-does not adhere to the sequence of checks as
spegified by the sequence of diagnostd ¢ values, such implementation shall specify the
seqfience in which the checks are actuallyperformed.

3.14 ACCESS CONTROL

3.14.1 The Forward CETU service shall implement access control based on the identity of
the [initiator and responéder. Access control is performed at two levels:

a) the initiator must be registered at the responder and the responder must be registered,
at the initiator;

b) thesinifiator and responder must be authorized for the given service instance.

3.14(2) The initiator shall have access to a registry of authorized responders and the
responder shall have access to a registry of authorized initiators. These registries shall be
maintained by SLE Complex Management and SLE Utilization Management, respectively.

3.1.4.3 Service management shall specify the authorized initiator and responder for each
service instance.
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3.1.4.4 The initiator and responder shall indicate their identity by setting the parameters
initiator-identifier and responder-identifier in the CLTU-BIND
operation to the values assigned by service management.

3.1.5 AUTHENTICATION

NOTE - Requirements for security depend on the application and the environment of the
SLE Complexes and the MDOS (e.g., whether closed or public networks arg ysed
or if access is only from physically restricted areas). In many envirenments,
security may be provided by the communications service, transparéntly to|the
SLE application. This Recommended Standard does not preclude:the us¢ of
security features that are provided by the communications seryice or the Ipcal
environment, nor does it assume the availability of such features.

3.1.5.1 The Forward CLTU service shall provide the following\oeptions with respect to
level of authentication of invocations and returns of operations:

a) ‘all’: all Forward CLTU invocations and returns,-&x¢ept the invocation of CLTU-
PEER-ABORT, shall be authenticated;

b) ‘bind’: only the CLTU-BIND invocation andreturn shall be authenticated;

¢) ‘none’: no Forward CLTU invocations or returns shall be authenticated.

3.1.5.2 SLE Complex Management and “SLE Utilization Management shall agree on|the
level of authentication to be required fotran association between a service user and a Forward
CLTU service provider and shall configure both entities accordingly.

3.1.5.3 SLE Complex Management and SLE Utilization Management shall agree on|the
algorithm used to generate dnd check credentials parameters and make this algorithm kngown
to the service user and service provider, together with associated parameters sucl as
passwords or keys as mecessary for the adopted algorithm.

INOTES

1 The-$pecification of the algorithms themselves is outside the scope of [this
Recommended Standard.

2 The initiator-identifier and responder-identifier parameters of
the CLTU-BIND operation identify the user and provider, respectively, and therefore
the applicable authentication level and algorithm necessary to generate and check
credentials.

3.1.5.4 For operations for which authentication of credentials is required by terms of the
agreement between SLE Complex Management and SLE Utilization Management:

CCSDS 912.1-B-4 Page 3-3 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

a) invocations shall include an invoker-credentials parameter to permit the
performer to authenticate the invocation; and

b) returns shall include a performer-credentials parameter to permit the
invoker to authenticate the return.

3.1.5.5 For operations for which authentication is not required, the invoker-
credentials or performer-credentials parameter should be set to the value
‘unpised’ to signify that the invocation or return does not carry credentials.

3.136 BLOCKING AND NON-BLOCKING OPERATIONS

3.1)6.1 To support applications that may need to invoke several operations concurrently,
the|invoke—-ID parameter is specified for all confirmed operations except CLTU-BIND
and|CLTU-UNBIND.

NO[TES

1 The invoke-1ID parameter allows the invoker to cortelate a particular return to the
invocation that prompted it.

2 Confirmed operations that include the inwoke-ID parameter are non-blocking
operations; those that do not are blocking-oOperations. Unconfirmed operations arej
always non-blocking.

3.1)6.2 After invoking a blocking operation, the invoker shall not invoke another operation
for the same service instance until the'return from the blocking operation is received; except
that, if the return from a blocking operation is not received in a timely manner, the invoker
may invoke CLTU-PEER-ABORT to terminate the association.

3.1J6.3 After invoking a nentblocking operation, the invoker may invoke another operation
without waiting for the zéturn from the first invocation.

3.16.4 The valueof the invoke—-ID parameter shall be an invoker-supplied arbitrary
intgger value thdt(shall be returned, unchanged, by the performer.

3.156.5 The" invocation of a non-blocking operation shall be rejected with the
diagnostic ‘duplicate invoke id’ if it includes an invoke-ID whose value is the same
as thatof another invocation that is awaiting confirmation within the context of the same
service instance.

3.1.6.6 To ensure that the Forward CLTU service behaves in a predictable manner, the
effects of operations shall be as though the operations were performed in the order that their
invocations were received by the performer.

3.1.6.7 The invoker may choose not to exploit the non-blocking capability and always wait
for the return from a non-blocking operation before invoking another operation.
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NOTE - An invoker wishing to operate in blocking mode, i.e., to invoke a new operation
only after the return from the previous operation has been received, may use a
constant value for the invoke-ID parameter. As long as a return is still
outstanding, the performer will reject any further invocations.

3.1.6.8 Compliance with this Recommended Standard does not require the performer to
process invocations concurrently; however, the performer must accept invocations from a
non-blocking invoker and buffer and serialize them by local means not visible externally

3.1.7 TIME

3.1.7.1 The time reference for all parameters containing a time value shall' be based on
Coordinated Universal Time (UTC).

3.1.7.2 The type of parameters containing a time value shall be the. CCSDS Day Segmented
(CDS) time code format (reference [5]) with an epoch of 1958-01-01 and a 16-bit [day
segment. Depending on the F-CLTU service provider capabilities and/or the supported
mission requirements, the time tag may have either a,resolution of microseconds gr a
resolution of picoseconds.

3.1.7.3 All time values shall be expressed to a precision of at least one-tenth (0.1) ¢f a
second.

3.1.7.4 All time value shall be accurate to-Wwithin one-tenth (0.1) of a second or better.

3.1.8 DELIVERY MODES
3.1.8.1 Forward Online Délivery

3.1.8.1.1 Forward online delivery service provision shall occur at the same time as seryice
production, i.e., duririg a‘space link session.

3.1.8.1.2 CLTFUs/supplied by the service user shall be buffered by the service provider yntil
they are processed.

3.1.8.1.3.“The buffer used by the service provider exists only during service provisioning.

3c1.8:1.4 The timing of CLTU processing shall be determined by the order of CLTUs in| the

e 1 et 1t S T 11 Pt dia nl a4
OUILICL dllt dlly dIIIIOldlIOI ddld providcd widl UIC UL T US.

NOTE - The forward online delivery mode is defined in this Recommended Standard.
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3.1.8.2 Forward Offline Delivery

The forward offline delivery mode is outside the scope of this version of this Recommended
Standard.

3.1.9 SETTING OF PARAMETERS

3.19.T A Forward CLTU provider shall permit seffing of the service configurafion|
parameters as specified in table 3-1.
3.19.2 The range or set of values a parameter may assume is constrained by specification
of ifs data type (see annex A).
3.1)9.3 Service management may further constrain the allowed values for a given service
instance.
Table 3-1: Setting of Forward CLTU Service Configunation Parameters
CLTU- CLTU-
SCHEDULE- THROW-
CLTU- STATUS- EVENT
Service START REPORT Operation
Parameter Management Operation Operation (NOTE 3)
elacquisition—sequence—length X
tLit-Iock-required X
¢lew-physical-channel X
¢lcw-global-VCID X
dlelivery-mode X
eéxpected-cltu-identification X
¢xpected-event-invocation- X
ifentification
r[naximum-cltu-length X
rlninimum-delay-time X
rlninimum-reporting-cycle X
rlnodulation-frequency X
modulation-index X
notification-mode X
plop-1-idle-sequence-length X
plop-in-effect X
protocol-abort-mode X
CCSDS 912.1-B-4 Page 3-6 August 2016

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

CLTU- CLTU-
SCHEDULE- THROW-
CLTU- STATUS- EVENT
Service START REPORT Operation
Parameter Management Operation Operation (NOTE 3)
reporting-cycle X
return-timeout-period X
rf-available-required X
service-instance-provision- X
period
service-version-number X
subcarrier-to-bit-rate-ratio X
INOTES
1 Further details on protocol-abort-mode are discussed‘in 4.1.5. The notification-mjode

parameter is described in 3.7.2.3. Other parameters are presented and describedl in
table 3-11. A complete list of parameters that<may affect service production is t¢ be
found in the service management suite of do¢timents (see 1.5.2).

2 The user can ascertain the current value*of the parameters presented in table 3-11 by
means of the CLTU-GET-PARAMETER operation.

3 The ability to modify selected-service configuration parameters using the CLJTU-
THROW-EVENT operation:is allowed but not mandated in this Recommended
Standard.

3.1.10 PROVIDER BUEFERING REQUIREMENTS

3.1.10.1 The service package shall specify the amount of buffering the provider must
maintain.

3.1.10.2 /Fle amount of buffer space shall be specified in terms of the number of octets that
can besstoted.

3(1,10.3 The service provider shall buffer only complete CLTUs.

3.1.11 ACCOUNTING SUMMARY

Statistical information to be collected over a period of time shall always refer to the service
instance provision period.
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3.2 CLTU-BIND
3.2.1 PURPOSE

3.2.1.1 The initiator shall invoke the CLTU-BIND operation to establish an association
between the initiator and responder as defined in 1.6.1.6.1.

3.2.1.2 The responder shall return a report of the outcome of the performance of the
CLTU-BIND operation to the initiator.

3.2J1.3 Except as provided in 3.2.1.4, the initiator shall not invoke any furtherdCETU
operations for this service instance until the return from the responder is received.

3.2]1.4 If the return from the invocation of CLTU-BIND is not received after & sufficiently
long time (to be determined by service management), the initiator may att€mpt to recover by
invoking the CLTU-PEER-ABORT operation (see 3.12) followed by another CLTU-BIND.

NOTE - The length of the duration that constitutes ‘a sufficiently long time’ is determined|
by service management.

3.2J1.5 The CLTU-BIND operation is valid only in¢state 1 (‘unbound’) and shall be
invpked only by the user.

3.222 INVOCATION, RETURN, AND PARAMETERS

3.222.1 General

Thq parameters of the CLTU-BIND operation shall be present in the invocation and return as
spetified in table 3-2.

3.22.2 invoker-credentials

Thq invoker-credentials parameter shall provide information that enables the

performer to authenticate the CLTU-BIND invocation (see 3.1.5).

3.22.3 performer-credentials

Thd . _ i = hall de_inf . I bles il
invoker to authenticate the return from the performance of CLTU-BIND (see 3.1.5).
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Table 3-2: CLTU-BIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
initiator-identifier M
TESPONAEr—1TOENTITIETY ™
responder-port-identifier M
service-type M
version-number M C
service-instance-identifier M
result M
diagnostic C

3.2.2.4 initiator-identifier

The initiator-identifier parameter shall identify the authority on whose behalf|the
SLE application entity is initiating an association.

INOTES

1 The initiator-identifide? parameter permits the responder to determine if
the initiator is registered at\this responder and if the CLTU-BIND operation is bging
invoked by the authorized“initiator for this service instance.

2 Each value of the initiator-identifier parameter is associated with exagctly
one authenticationlevel and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may be redundant since
the indt¥ator-identifier value may be one constituent of the invoke¢r-
credéntials parameter. However, the encoding may differ, and it may| be
conyenient to have this parameter also available in ‘clear text’ form.

3(2:2.5 responder-identifier

The responder-identifier parameter shall identify the authority on whose behalf the
responding SLE application is acting.

NOTES

1 The responder-identifier parameter permits the initiator to determine if the
responder from which the CLTU-BIND return originates is registered at this initiator.
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The initiator uses this parameter, if applicable, after having successfully authenticated
the CLTU-BIND return to determine if this return originates from the intended
responder.

2.6 responder-port-identifier

NOTE - The responder-port-identifier parameter is included in the CLTU-

3.22.6.1 The responder-port-identifier parameter shall.(contain the port

idemtifier of the responding SLE application entity with which the initiator seeks to establish

an gssociation.

3.22.6.2 The responding SLE application entity shall)‘ignore the value of the

regponder-port-identifier parameter for purposes.of determining the validity of

the [invocation.

NO[TES

1 The value of the responder-port=identifier parameter is a logical name
that can be translated into the technology-specific addressing information required toj
establish a connection with thecresponder using the agreed upon communications|
service. See 2.6.4.5 for more(information.

2 SLE Complex Managenient and SLE Utilization Management must have previously
agreed on the respender-port-identifier and its translation that i
applicable to a particular instance of service.

3 The respordder-port-identifier parameter is included in the CLTU-BIND|
invocation \to support its possible use by particular kinds of gateways.
Implenientations not requiring this parameter can ignore its value.

4 In-Case the responder-port-identifier parameter is required to establish the

BIND invocation to support its possible use by particular kinds of gateways. It
used by such gateways to complete the association with the responding~SLE
application entity, and it is not intended to be used by the responding, SLE]
application entity itself. Beyond this statement, the behavior of such gateways is|
outside the scope of this Recommended Standard.

association between user and provider, but its value is incorrectly set, the CLTU-BIND

< 9

on the invoker side. As specified in 4.1.3, the invoker will abort the association by
invoking the CLTU-PEER-ABORT operation with the diagnostic parameter set to
‘return timeout’.
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3.2.27 service-type

The service-type parameter shall specify the type of service that will be provided if the
bind operation succeeds.'

3.2.2.8 version-number

3.2.2.8.1 The version-number parameter shall identify the version number ef|the
Forward CLTU service specification that is to govern this association if the CLTU:BIND
succeeds.

3.2.2.8.2 version-number is conditionally present in the return based'on the resylt
[parameter:

a) if the value of result is ‘positive result’, version-numiber shall be present in
the return;

b) if the value of result is ‘negative result’, versidnynumber shall not be pregent
in the return.

3.2.2.8.3 If a provider does not support version negotiation, the version-number value
it will accept during the BIND operation is configured by means of the managed paramgter
service-version-number (see table 3-1J%

3.2.2.8.4 If the value of result is ‘positive result’, the responder shall either:

a) accept the version proposed.by the initiator by putting the same version number |nto
the positive return; or

b) if the responder supports version negotiation, propose a lower (earlier) version
number by putting the lower version number in the return.

3.2.2.8.5 If the responder implementation does not support the requested version and does
not support a lotwer version (or does not support version negotiation), the responder shall
reject the bind with the diagnostic parameter set to ‘version not supported’.

3.2.2.8.6°If the responder proposes a lower version in the return and the initiator does|not
suppertiversion negotiation or does not support the version proposed by the responder,|the
inifiator shall unbind the association.

For the CLTU-BIND operation, the service-type parameter is redundant, because the only valid value of
service-type is ‘fwdCltu’. However, it is anticipated that future work by CCSDS will result in CLTU-BIND being
superseded by a generic SLE-BIND operation that is invoked with any one of several SLE service types as specified
ApplicationIdentifier in annex A. The CLTU-BIND service-type parameter is provided in an attempt to
facilitate such a change.
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3.2.2.8.7 The version-number value of the Forward CLTU service defined by this
issue of this Recommended Standard shall be ‘5°. I

NOTE - The version negotiation process as outlined above is only feasible as long as
future versions of the Forward CLTU service retains the specification of the
CLTU-BIND operation.

3.22.9 service-instance-identifier

Thg service-instance-identifier parameter shall uniquely identify this ‘service
instance within the scope of the service-providing SLE Complex.

3.22.10 result

3.22.10.1 The result parameter shall specify the result of the CLTU-BIND invocation
and| shall contain one of the following values:

a) ‘positive result’—the CLTU-BIND operation has been performed by the responder
and the association is established;

b) ‘negative result’—the CLTU-BIND operatioh~has not been performed by the
responder for the reason specified in the diagnostic parameter, and the
association is not established.

3.22.11 diagnostic

3.222.11.1 If result is ‘negativie result’, diagnostic shall be present and its value shall
be ¢ne of the following values:

a) ‘access denied’—an initiator with the initiator-identifier value presented,
in the CLTU-BIND invocation is not registered at the responder;

b) ‘service type) nhot supported’—the value of the service-type parameter of the
CLTU-BIND invocation does not identify a service type supported by the responder;

c) ‘version not supported’—the responder does not support the requested version and;
the responder implementation does not permit version negotiation; or the responder
does not support any version of the service lower than the one requested by the
nitiator;

d) ‘no such service instance’—the requested service instance is not defined by any
agreed upon service package known to the responder;

e) ‘already bound’—the service instance is already bound via a different association;
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f) ‘service instance not accessible to this initiator’—the initiator identified by the
initiator-identifier parameter of the CLTU-BIND invocation does not
match the authorized initiator for the service instance identified by the service-
instance-identifier parameter;

g) ‘inconsistent service type’—the value of the service-type parameter of the
CLTU-BIND invocation is not ‘fwdCltu’, or the value of the service-type
parameter does not match the service type of the service instance identified by the
service-instance-identifier parameter;

h) ‘invalid time’—the CLTU-BIND operation was invoked outside the service instqnce
provision period of the service instance identified by the servicesInstang¢e-
identifier parameter;

1) ‘out of service’—the responder has been taken out of service foryan indefinite pefiod
by management action, i.e., production-status is ‘halted’;

j) ‘other reason’—the reason for the negative result will have to be found by ofher
means.

INOTES

1 In some implementations, under some cit¢iumstances, it may not be possible for|the
intended performer to provide a return:in the event of the conditions indicated by
diagnostic d), h)ori).

2 Initiators should consider that, under some conditions, CLTU-BIND may fail with no
return, e.g., if the value of(the responder-port-identifier parametef is
incorrect.

3.2.2.11.2 If result is {pesitive result’, the diagnostic parameter shall not be pregent
in the return.

3.2.3 EFFECTS

3.2.3.1 Ifiresult is ‘positive result’, the CLTU-Bind operation shall have the following
effects;

a)' an association between the user and the provider shall be established;

b) the provider shall transition from state 1 (‘unbound’) to state 2 (‘ready’);

¢) upon receipt of the positive return, the user may proceed to invoke other Forward
CLTU service operations, e.g., to initialize the service and enable CLTU transfer.

3.23.2 If result is ‘negative result’, the CLTU-Bind operation shall have the following
effects:
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a) the association between the user and the provider shall not be established;
b) the provider shall remain in state 1 (‘unbound’);
c) upon receipt of the negative return:

1) the initiator should examine the diagnostic parameter for the cause;

2) the initiator may attempt to re-invoke the CLTU-BIND.
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3.3 CLTU-UNBIND
3.3.1 PURPOSE

3.3.1.1 The initiator shall invoke the CLTU-UNBIND to release an association previously
established by CLTU-BIND (see 3.2).

3.3.1.2 The responder shall return a report of the outcome of the performance of the
CLTU-UNBIND operation to the initiator.

3.3.1.3 Except as provided in 3.3.1.4, the initiator shall not invoke any furthét Forward
CLTU operations for this service instance until the return from CLTU-UNBIND~is receiyed;
nor shall it perform any further operations invoked by the responder; nor shalbit return toj the
responder any further reports of the outcome of operations invoked by thetesponder.

NOTE — The initiator may invoke the CLTU-UNBIND operatienCeven if it did not| yet
receive all returns from previously invoked operations: The initiator should be
aware that the responder may choose not to send any further returns as soon gs it
has received the CLTU-UNBIND invocation. Itymay then happen that the CLTU-
UNBIND return is not received before one of'the missing returns causes a mis$ing
return timeout (see 4.1.3).

3.3.1.4 If the return from the CLTU-UNBIND invocation is not received after a sufficieptly
long time, the initiator should invoke the CLT~PEER-ABORT operation (see 3.12) to aport
the association.

INOTES

1 The length of the duration-that constitutes ‘a sufficiently long time’ is determined by
service management:

2 Following receipt-of the return from CLTU-UNBIND or following the invocatiop of
CLTU-PEER-ABORT, the initiator may issue another CLTU-BIND if otheryise
permitted~(e:g., if the end of the service instance provision period has not Heen
reached).

3.3.1.5 (The CLTU-UNBIND operation is valid only in state 2 (‘ready’)

3.341.6  The CLTU-UNBIND operation shall be invoked only by the initiator (i.e.,|the
invoker of the CLTU-BIND operation that established this association).

3.3.2 INVOCATION, RETURN, AND PARAMETERS
3.3.2.1 General

The parameters of the CLTU-UNBIND operation shall be present in the invocation and
return as specified in table 3-3.
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Table 3-3: CLTU-UNBIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
unbind-reason M
TESULIT ™

3.32.2 invoker-credentials

Thgd invoker-credentials parameter shall provide information thatlenables the
performer to authenticate the CLTU-UNBIND invocation (see 3.1.5).

3.32.3 performer-credentials

Thq performer-credentials parameter shall provideinformation that enables the
invpker to authenticate the return from the performance of CETU-UNBIND (see 3.1.5).

3.32.4 unbind-reason

Thg unbind-reason parameter shall indjeate the reason for which the CLTU-UNBIND
operation is being invoked and shall contain one of the following values:

a) ‘end’—the initiator has comipleted the transfer of its data and is releasing the
association normally: theprovider may delete the service instance and release all its
resources associated with\it;

INOTE — If unbind-reason is ‘end’, any subsequent attempt to invoke CLTU-
BIND 1nay fail even if the service instance provision period has not expired,
since-fhe service provider may release the resources allocated to that service
ifstance. In particular, the service instance may be removed and therefore be I
no longer accessible.

b) ‘suspend’—the initiator is suspending usage of this service instance for an|
unspecified period of time; the user may or may not re-bind to the provider to

continue data transfer at some time prinr to the end of the service instance prnvicinn

period;

c) ‘version not supported’—the initiator does not support the version of the Forward
CLTU service proposed by the provider in the return from CLTU-BIND: this value of
unbind-reason shall be used only if the CLTU-UNBIND is the first operation
invoked following the CLTU-BIND;

d) ‘other reason’—the reason for the release will have to be found by other means.
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3.3.2.5 result

The result parameter shall specify the result of the CLTU-UNBIND invocation and shall
always contain the following value:

‘positive result’—the CLTU-UNBIND invocation is accepted by the responder and the
association is released.

NOTES

1 If CLTU-UNBIND is invoked while the provider is not in the ‘ready’|state,|the
responder invokes CLTU-PEER-ABORT; if the authentication level is “all’ and|the
invocation of CLTU-UNBIND cannot be authenticated, the responder ignoreg it;
there is no situation in which the response to the invocation of CLTU-UNBIND is to
return ‘negative result’.

2 The result parameter is returned for the CLTU-UNBIND operation, even though
the only permitted value is ‘positive result’, for consistency with other confirmed
operations.

3 CLTU-UNBIND is a confirmed operation in otder to provide a definite indicatiop to
the initiator that the responder has performied the operation and the associatiop is
released.

3.3.3 EFFECTS

3.3.3.1 The CLTU-UNBIND operation shall have the following effects:

a) the association between ‘the initiator and the responder shall be released, and|the
initiator and the responder shall cease to communicate with each other;

b) the provider shall transition to state 1 (‘unbound’);

¢) If unbimd~teason is ‘end’, the provider may terminate the service instance jand
releasefits resources;

d) Ifynbind-reason is not ‘end’, the initiator may attempt to re-bind at any time
prior to the end of the provision period.
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3.4 CLTU-START
3.4.1 PURPOSE

3.4.1.1 The user shall invoke the CLTU-START operation to request that the Forward
CLTU service provider prepare to receive CLTU-TRANSFER-DATA invocations (see 3.6).

3.4.1.2 The Forward CLTU service provider shall return a report of the outcome of the
performance of the CLTU-START operation to the user.

3.4]1.3 The CLTU-START operation shall allow the Forward CLTU service provider to
retyrn to the user the times scheduled for start and stop of production.

3.4]1.4 CLTU-START is valid only in state 2 (‘ready’) and shall be invoked only by the
usef.
3.42 INVOCATION, RETURN AND PARAMETERS
3.42.1 General

Thq parameters of the CLTU-START operation shall be,ptesent in the invocation and return|

as gpecified in table 3-4.

Table 3-4: CLTU-START Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
first-clktusidentification M
startsproduction-time C
stOp=production-time C
hesult M
diagnostic C

3.4.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-START invocation (see 3.1.5).
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3.4.2.3 performer-credentials

The performer-credentials parameter shall contain information that enables the
invoker to authenticate the return from the performance of CLTU-START (see 3.1.5).

3.4.24 invoke-ID

The Forward CLTU service provider shall return unchanged the user-supplied value jof| the
invoke-ID parameter (see 3.1.6).

3.4.2.5 first-cltu-identification

The first-cltu-identification parameter shall contain the clfu-
identification that the Forward CLTU service provider shall @xpect to receive in|the
first CLTU-TRANSFER-DATA operation after the CLTU-START;:

INOTE - Following certain exceptions (e.g. ‘sldu expired®,/see 3.7.2.3), it is necessary to
invoke CLTU-STOP followed by CLTU-START. A CLTU that was bg¢ing
processed when CLTU-STOP was invoked“may still cause a notification tq be
invoked after the new CLTU-START-ivocation. The value of the firgt-
cltu-identification parameter in the new CLTU-START invocation
should be chosen such that a CLTU for which processing did not yet compllete
can be uniquely identified.

3.4.2.6 start-production~time

3.4.2.6.1 Ifthe productien-status isnot yet ‘operational’:

a) start-production-time shall be the estimated time at which the Forward
CLTU servieeprovider will be able to start radiating CLTUs;

b) in this.case start-production-time shall be determined from the schedule,
with allewance for completion of the uplink acquisition sequence.

3.4.2.6.2.If the production-status is ‘operational’ and the provider is ready to gtart
radiating CLTUs, start-production-time shall contain the time the producti¢n-
sfatus changed to ‘operational’.

3.4.2.6.3 If there is a subsequent CLTU-START operation within a service instance, the
start-production-time parameter shall contain the latest time the provider became
ready to radiate; i.e., the most recent time the production status changed to ‘operational’.

3.4.2.64 The start-production-time parameter shall be returned only if the value
of the result parameter is ‘positive result’.
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3.4.277 stop-production-time

3.4.2.7.1 stop-production-time shall be the estimated time at which the provider
will stop radiating CLTUs.

NOTE - The value of the stop-production-time may be a time later than the end
of the service instance provision period.

3.42.7.2 If the estimated stop time is not available to the provider, the stop-
production-time parameter shall contain a value of ‘null’.

3.42.7.3 The stop-production-time parameter shall be returned only if the value of
regult is ‘positive result’.

3.42.8 result

Thg result parameter shall be specify the result of the CLTU-START operation and shall
confain one of the following values:

a) ‘positive result’—the CLTU-START operation has_been performed by the provider
and the initiator may start invoking CLTU-TRANSFER-DATA operations;

b) ‘negative result’—the CLTU-START operation has be performed by the provider for
the reason specified in the diagnostiic parameter; the provider cannot accept
CLTU-TRANSFER-DATA invocations.

3.429 diagnostic

3.42.9.1 If result is ‘negative result’, diagnostic shall be present and shall be
present in the return, and its'value shall be one of the following:

a) ‘duplicate invoke:ID’—the value of the invoke-ID parameter is the same as thej
invoke-IDValue of a previous, outstanding operation;

b) ‘out oftservice’—the provider has been taken out of service for an indefinite period
by management action; i.e., production-status is ‘halted’;

c) ~unable to comply’—the provider is unable to accept data at this time because of a
possibly temporary fault condition affecting the provider; i.e., production-
status is ‘interrupted’;

d) ‘production time expired’—the time period scheduled for production of CLTUs is
already past;

e) ‘invalid cltu-ID’—the first-cltu-identification parameter value is less
than that of a CLTU already in the buffer;
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f) ‘other reason’—the reason for the negative result will have to be found by other
means.

3.4.29.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.

3.4.3 EFFECTS

3.4.3.1 If result is ‘positive result’, the CLTU-START operation shall haye |the
following effects:

a) the provider shall transition to state 3 (‘active’);

b) in the ‘active’ state, the provider shall accept CLTU-TRANSFER-DATA invocatipns.

3.4.3.2 If result is ‘negative result’, the CLTU-START (opefation shall have |the
following effects:

a) the provider shall remain in state 2 (‘ready’);
b) ifdiagnostic is ‘unable to comply’:

1) the user may re-invoke the CLTU-START operation at a later time, within|the
constraints of the service instance prevision period;

2) if the provider’s complex management determines that being ‘unable to comply’
is more than a transient problem, the provider may invoke the CLTU-PEER-
ABORT operation.
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3.5 CLTU-STOP
3.5.1 PURPOSE

3.5.1.1 The user shall invoke the CLTU-STOP operation to request that the provider stop
production, i.e., stop radiation, of CLTUs already received but not yet radiated.

NOTE - Within the constraints of the service instance provision period, the user may re-
enable the reception and production of CLTUs on the provider side by invoking]
the CLTU-START operation.

3.5J1.2 The provider shall provide a report of the outcome of the performance ‘of the
CLTU-STOP operation to the user.

3.5]1.3 The CLTU-STOP operation is valid only in state 3 (‘active’) and shall be invoked
only by the user.

3.52 INVOCATION, RETURN AND PARAMETERS

3.522.1 General

Thq parameters of the CLTU-STOP operation shall be‘present in the invocation and return as

spetified in table 3-5.

Table 3-5: CLTU-STOP Parameters

Parameters Invocation Return
invoker-credentiads M
performer-credentials M
invoke-ID M M
result M
diagnestic C

3.52.2 , \invoker-credentials

The—£nax Ao aH—prov 3
performer to authenticate the CLTU-STOP invocation (see 3.1.5).

3.5.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of CLTU-STOP (see 3.1.5).
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3.5.2.4 invoke-ID

The CLTU service provider shall return unchanged the user-supplied value of the invoke-
ID parameter (see 3.1.6).

3.5.2.5 result

The result paramecter shall specily the result of the CLTU-STOP operation and_shall
contain one of the following values:

a) ‘positive result’—the CLTU-STOP operation has been performed by theiprovider jand
the user may invoke a CLTU-UNBIND operation or a new CLTU-START operatipn;

b) ‘negative result’—the CLTU-STOP operation has not been performed by the provjder
for the reason specified by the diagnostic parameter.

3.5.2.6 diagnostic

3.5.2.6.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return and its value shall contain one of the following:

a) ‘duplicate invoke-ID’—the value of the, Tnvoke-ID parameter is the same as|the
invoke-1ID value of a previous, outstanding operation;

b) ‘other reason’—the reason for the negative result will have to be found by other
means.

3.5.2.6.2 If result is ‘positive-tesult’, the diagnostic parameter shall not be pregent
in the return.

3.5.3 EFFECTS

3.5.3.1 If resudt is ‘positive result’, the CLTU-STOP operation shall have the following
effects:

a) _the/provider shall transition to state 2 (‘ready’) and shall no longer accept CLTU-
TRANSFER-DATA invocations;

b) for CL.TUs already buffered:

1) the provider shall discard any CLTUs for which radiation has not yet begun;

2) the provider shall not discard, but shall complete radiation of, a CLTU in the
process of being radiated;

NOTE - An additional CLTU could be radiated after the provider receives the
CLTU-STOP invocation, depending on implementation specifics.
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c) if a report has been requested by the user for a CLTU that is already being radiated,

the report shall be generated upon completion of processing and sent to the user by
means of a CLTU-ASYNC-NOTIFY operation.

3.5.3.2 Ifresult is ‘negative result’:

a) processing shall continue;

41 ] VR 1 11 - 1 |
U)  UIC PIUVIUCL Stdlv SHall TUIialll UIvIidil U,

c) any buffered CLTUs shall not be discarded.

CCSDS 912.1-B-4 Page 3-24 August 2016

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

3.6 CLTU-TRANSFER-DATA

3.6.1 PURPOSE

3.6.1.1 The user shall invoke the CLTU-TRANSFER-DATA operation to transfer CLTUs
to the provider.

3.6.1.2 The provider shall provide a report of the outcome of the performance of the

CLTU-TRANSFER-DATA operation to the user.

3.6.2.1 General

Table 3-6: CLTU-TRANSFER-DATA Parameters

3.6.2 INVOCATION, RETURN, AND PARAMETERS

The parameters of the CLTU-TRANSFER-DATA operation shall be present in
invocation and return as specified in table 3-6.

3.6.1.3 The CLTU-TRANSFER-DATA operation is valid only in state 3 (‘active’) [and
shall be invoked only by the user.

the

3.6.2.2

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
cltu-identifidcation M M
earliestyradiation-time M
latesttradiation-time M
delay=time M
report M
data M
cltu-buffer-available M
result
dIagnostic C

invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-TRANSFER-DATA invocation (see 3.1.5).
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3.6.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of CLTU-TRANSFER-DATA (see
3.1.5).

3.6.2.4 invoke-ID

Thq CLTU service provider shall return unchanged the user-supplied value of the inveke-
ID parameter (see 3.1.6).

3.62.5 cltu-identification

3.62.5.1 The cltu-identification parameter shall contaifi/a monotonically
incfeasing sequence number and shall be:

a) set for the first CLTU-TRANSFER-DATA invocation _after a successful CLTU-
START invocation to the value of the firgst-cltu-identification
parameter of that CLTU-START invocation;

b) incremented for each CLTU-TRANSFER=DATA invocation accepted by the
provider.

3.602.5.2 The provider shall set the value of the cltu-identification parameter to
the sequence number expected in the next CLTU-TRANSFER-DATA invocation:

a) if the invocation is acceptedf the cltu-identification in the return shall bej
one greater than the valuedn the invocation;

b) if the invocation is~rejected, the cltu-identification in the return shall
contain the value expected by the Forward CLTU service provider:

1) in the cage of the first CLTU-TRANSFER-DATA operation following a CLTUH-
START, )it is the value specified in the first-cltu-identification
paranieter of the CLTU-START operation;

2) <otherwise, the value is one greater than the value of the cltu-
identification parameter of the last accepted CLTU-TRANSFER-DATA|
operation.

NOTE - It is assumed that the supported range of this parameter is sufficiently large that
no two CLTUs within the CLTU buffer will have the same cltu-
identification.
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3.6.2.6 earliest-radiation-time

3.6.2.6.1 The earliest-radiation-time parameter shall be used to specify the
earliest time that the provider shall start processing this CLTU.

3.6.2.6.2 The earliest-radiation-time parameter shall either be unspecified, i.e.,

contain a value of ‘null’, or shall specify the earliest time at which the leading edge of the
first hit of the CT T1] may hegin to he radiated

3.6.2.6.3 If the earliest-radiation-time parameter is unspecified, the-provider
shall begin processing immediately after any delay associated with the previous CLTU |has
timed out, as long as the production process is running (i.e., not ‘halted’ or ‘interrupted’).

3.6.2.7 latest-radiation-time

3.6.2.7.1 The latest-radiation-time parameter shall be,used to specify the Igtest
time at which the provider shall start processing this CLTU.

3.6.2.7.2 The latest-radiation-time parameter shall either be unspecified (i.e.
contain a value of ‘null’), or shall specify the latest timi¢-at which the leading edge of the first
bit of the CLTU may begin to be radiated.

3.6.2.7.3 Ifthe latest-radiation-time parameter is unspecified, the provider shall
process the CLTU as long as the service instance is in state 3 (‘active’) and the production
process is not halted.

3.6.2.7.4 If latest-radiatdon-time is specified, i.e., it is not ‘null’, the provjder
shall defer processing of a ‘CLTU if the current production-status valug is
‘interrupted’. Processing shall be deferred until either recovery from a temporary probleF is

accomplished, i.e., the(production-status value changes to ‘operational’ before
latest-radiatidn~time expires, or latest-radiation-time expires, in which
case the provider shiall discard the CLTU.

3.6.2.7.5 If)Yatest-radiation-time equals earliest-radiation-time,
radiation.shall occur at this time.

3.6,2.7:6 If radiation has not begun at or before latest-radiation-time, an ‘$ldu
expired’ exception shall be notified to the user, and the CLTU shall not be radiated.

3.6.2.8 delay-time

3.6.2.8.1 The delay-time parameter shall contain the minimum radiation delay, in
microseconds, between the CLTU transferred in this operation and the next CLTU.
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3.6.2.8.2 The effect of delay-time depends on the setting of the plop-in-effect
parameter. The behavior of each of the PLOPs is determined not only by the value of the
delay-time parameter, but by the values of managed parameters of the FCLTU service.
The following subsections specify the behavior of the PLOPs as they are affected by the
delay-time parameter and the relevant managed parameters, in the context of the F-
CLTU service.

a) When the PLOP in effect is PLOP-1 (reference [2]):

1) Initially, the carrier shall be unmodulated (Carrier Modulation Mode 1 [CMM-1]
— see reference [2]) until a CLTU is received via a CLTU-TRANSFER<DATA|
invocation.

2) Upon receipt of a CLTU-TRANSFER-DATA invocation, an acquisition sequence
of length acquisition-sequence-length (see table, 3-1) shall be
transmitted (CMM-2).

NOTE — The beginning of transmission of the acquisition sequence may be
delayed to ensure that the CLTU does nét)begin radiation until that
CLTU’searliest-radiation-time:

3) If the value of plop-1-idle-sequence-tength (see table 3-1) is greater
than zero, a leading idle sequence ofylength plop-1-idle-sequence-
length shall be transmitted after the aequisition sequence (CMM-4).

NOTE - The acquisition-sequence-length and the plop-1-idle-
sequence-length may both be set to zero and the actually required
acquisition sequeneerfand optional leading and trailing idle sequences
may be insertedinto the CLTU proper enabling commanding of
spacecraft thatido not fully adhere to PLOP-1 (as per reference [2] ).

4) Following transmission of the acquisition sequence and optional idle sequence,
the CLTU shall'be transmitted (CMM-3).

5) If the value*of plop-1-idle-sequence-length (see table 3-1) is greater
than _zere, a trailing idle sequence of length plop-1-idle-sequence-
length shall be transmitted following the transmission of the CLTU (CMM-4).

6)_Following transmission of the CLTU or optional trailing idle sequence, the carrier
shall cease being modulated and shall remain unmodulated (CMM-1) until the
latest of

i. the expiration of delay-time specified for the most-recently-radiated
CLTU, as measured from the trailing edge of the last radiated bit of the CLTU
or optional trailing idle sequence,

ii. availability for radiation of a subsequent CLTU, or
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iii. the end of the communications session (i.e. the end of production of the
forward space link).

7) When both (a) a subsequent CLTU is available for radiation and (b) the delay-
time specified for the previous CLTU has expired, the subsequent CLTU shall
be transmitted in accordance with steps 2) through 7). This process shall repeat
until the end of the communications session.

b) When the PLOP in etfect is PLOP-2 (reference [2]):
1) Initially, the carrier is unmodulated (CMM-1) during the uplink sweep.

2) Following the uplink sweep, an acquisition sequence of length acquisiti¢n-
sequence-length (see table 3-1) is transmitted (CMM-2).

3) Following the transmission of the acquisition sequence, an(idle sequence shall be
transmitted (CMM-4).

NOTE - For PLOP-2 the idle sequence has no fixeddength.

4) When a CLTU becomes available for radiation, the CLTU shall be transmiftted
(CMM-3).

5) Following transmission of the CLTUg the idle sequence shall be transmifted
(CMM-4) until the latest of

i. the expiration of delay—time specified for the most recently radiated
CLTU, as measured from-the trailing edge of the last radiated bit of|the
CLTU, or

ii. availability for radiation of a subsequent CLTU.

6) When both (a) asubsequent CLTU is available for radiation and (b) the delay-
time specified for the previous CLTU has expired, the subsequent CLTU shall
be transmiitted in accordance with steps 4) through 6) until the end of|the
commuinieations session (i.e., end of production of the forward space link).

NOTE~~ According to (reference [2]), PLOP-2 includes a final transition to
unmodulated carrier (CMM-1) prior to the end of the communications
session. However, there is no standard mechanism defined | for
determining when the transition from idle sequence modulation to no
modulation is to occur.

3.6.2.9 report

The report parameter shall specify whether the provider shall invoke the CLTU-ASYNC-
NOTIFY operation upon completion of the radiation of the CLTU, and shall contain one of
the following values:

CCSDS 912.1-B-4 Page 3-29 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

a) ‘produce report’—invoke a CLTU-ASYNC-NOTIFY operation upon completion of
the radiation;

b) ‘do not produce report’—do not invoke the CLTU-ASYNC-NOTIFY operation.

3.6.2.10 data

Thd

NOTE — TC frames embedded in CLTUs may be protected by means of the Spage.Datal
Link Security Protocol [G9]. The presence or absence of such protection is|
transparent to the F-CLTU service and creation of the Security c(Header and
Security Trailer has to be performed by applications generating the CLTUs
handled by the F-CLTU service.

3.62.11 cltu-buffer-available

Thq cltu-buffer-available parameter shall specify the remaining number of octets
avajlable for buffering CLTUs.

NO[TE - Real-world implementations in general will*have a small additional buffer at the]
modulator input in order to prevent dataunderflow in particular at high command
rates and when the interface towardsthe modulator is asynchronous, e.g., based
on TCP. Users should be aware that such additional buffer is not reflected in the
reported remaining number of Octets available for buffering CLTUs, as such
modulator buffer is partsef service production and outside the service
provisioning.

3.612.12 result

Thq result parametershall specify the result of the CLTU-TRANSFER-DATA operation|
and| shall contain one-ef the following values:

a) ‘positive~tesult’—the CLTU-TRANSFER-DATA operation has been performed byj
the provider and the data will be buffered until processing is due;

b) ““negative result’—the CLTU-TRANSFER-DATA operation has not been performed
by the provider, for the reason returned in the diagnosti ¢ parameter

3.6.2.13 diagnostic

3.6.2.13.1 If result is ‘negative result’, diagnostic shall be present in the return and
its value shall be one of the following:
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a) ‘duplicate invoke-ID’ —the value of the invoke-ID parameter is the same as the
invoke-1ID value of a previous, outstanding operation;

b) ‘unable to process’—the provider cannot process CLTUs for one of the following
reasons:

1) the provider has been taken out of service for an indefinite period by management
action, i.e., production-status is ‘halted’;

2) the production-status is ‘interrupted’, and the provider has reported|the
fault condition to the user via a CLTU-ASYNC-NOTIFY operation containing a
notification-type of ‘production interrupted’;

NOTE - The provider may defer notifying the user when the produydtion-status
becomes ‘interrupted’, until a CLTU becomes ready to-radiate. In this cpse,
the provider continues to accept CLTU-TRANSFERSDATA operationg so
long as the notification has not been sent. See annéx B.

3) the production-status is ‘operational’ but.the provider is blocked becquse
of an earlier fault: the provider has reported the fault condition to the user by a
CLTU-ASYNC-NOTIFY operation containing the notification-type
value ‘production interrupted’ and has-reported the recovery from the fault
condition to the user by a CLTU-ASYNC-NOTIFY operation containing |the
notification-type value ‘production operational’;

4) the production-status jis “operational’, but the provider is blocked dug to
an expired CLTU: the provider has reported the fault condition to the user vjia a
CLTU-ASYNC-NOTIEYCoperation containing a notification-type| of
‘sldu expired’;

5) the productidn-status is ‘operational’, but the provider has temporgrily
suspended production to process a CLTU-THROW-EVENT invocation: no fault
condition has-been reported to the user;

c) ‘unable tgstore’—there is not enough buffer space available to store this CLTU;

d) ‘out ©f-Sequence’—the value of the cltu-identification parameter is|not
equdl to the value expected by the provider, which is one of the following:

1) in the case of the first CLTU-TRANSFER-DATA operation following a CLTTU-
START, the wvalue specified by the wuser in the first-clfu-
T T T - T-operatior;

2) otherwise, the value of the cltu-identification parameter specified by
the provider in the last CLTU-TRANSFER-DATA return;

e) ‘inconsistent time range’—the time specified in the earliest-radiation-
time parameter is later than the time specified in the latest-radiation-time
parameter;
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f) ‘invalid time’—the radiation time window is invalid, for one of the following
reasons:

1) the period from earliest-radiation-time to latest-radiation-
time does not overlap with the range of times for which service production is
scheduled;

2) the period from earliest-radiation-time to latest-radiation-
TIme does not overlap with the service instance provision period;

NOTE — The production may be scheduled to terminate earlier than the service
instance provision period ends. An SLE Complex may do so tprhave the
production engine available for support of a different missionas soon as|
possible, but permitting the users of the previous production \period some
extra time to retrieve for example a status report reflecting the final
accounting information.

g) ‘late sldu'—latest-radiation-time is earlier than-the time the CLTU-
TRANSFER-DATA invocation is received by the providerj

h) ‘invalid delay time’—the value of the delay-tinte is less than the minimum-
delay-time value set by Service Management;

i) ‘CLTU error’—the provider has performed\error checks as provided in the service
agreement and has determined that this €LTU is in error; for example the CLTU|
exceeds the maximum size allowed for this service instance;

j) ‘other reason’—the reason for the-negative result will have to be found by other
means.

3.62.13.2 If result is ‘positiveresult’, the diagnostic parameter shall not be present
in the return.
3.63 EFFECTS

3.63.1 If reswtt is ‘positive result’, the CLTU-TRANSFER-DATA operation shall have
the [following-effects:

a) theprovider shall buffer the CLTU until it is due to be processed;

h)—the provider shall process CITUs in the sequence received and according to thel
radiation time and delay parameters.

3.6.3.2 If result is ‘negative result’, the CLTU contained in the CLTU-TRANSFER-
DATA invocation shall not be buffered.

3.6.3.3 The provider shall remain in state 3 (‘active’).
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3.7 CLTU-ASYNC-NOTIFY
3.7.1 PURPOSE

3.7.1.1 The CLTU service provider shall invoke the CLTU-ASYNC-NOTIFY operation to
notify the user of an event affecting the production of the Forward CLTU service.

NOTE - Notification of events may be of value to the user in understanding specific
provider behavior, such as an interruption of the command radiation.

3.7.1.2 CLTU-ASYNC-NOTIFY shall be an unconfirmed operation.

NOTE - Notifications from the provider are delivered to the user asynchronously to|the
flow of CLTU-TRANSFER-DATA operations from the user to,the provider.

3.7.1.3 The CLTU-ASYNC-NOTIFY operation is valid in states 2 (‘ready’) angl 3
(‘active’) and shall be invoked only by the provider.
3.7.2 INVOCATION AND PARAMETERS
3.7.2.1 General

The parameters of the CLTU-ASYNC-NOTIF Y\ operation shall be present in the invocation

as specified in table 3-7.

Table 3-7: CLTU-ASYNC-NOTIFY Parameters

Parameters Invocation
invoker-credentials M
netification-type M
event-thrown-identification C
cltu-last-processed M
cltu-last-0OK M
cltu-status C
radiation-start-time C
radiation-stop-time C
production-status M
uplink-status M
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2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-ASYNC-NOTIFY invocation (see 3.1.5).

3.7.

2.3 notification-type

Thd
and|

notification-type parameter shall describe the event being notified to the user
shall contain one of the following values:

a) ‘cltu radiated’—the CLTU identified by the value of the c1tu-last-prdeessed
parameter successfully completed radiation. This value of notificafdon-type
shall be used only if the value of report in the associated CLTU-FRANSFER-
DATA invocation was ‘produce report’.

b) ‘sldu expired’—radiation of the CLTU identified by the valug.of the cltu-last-
processed parameter did not begin by the time specified in the latest-
radiation-time parameter of the associateds\CLTU-TRANSFER-DATA
invocation. No further CLTUs shall be radiated; buffered CLTUs shall be discarded;
and further CLTU-TRANSFER-DATA invocations” shall be blocked, i.e., rejected
with an ‘unable to process’ diagnostic.

NOTE — After the ‘sldu expired’ event, the service user has to clear the blocking byj
invoking a CLTU-STOP operation. In order to resume the transfer and
radiation of CLTUs, the usermust successfully invoke CLTU-START.

c) ‘production interrupted’—the production process has stopped due to a condition that
may be temporary. This event-occurs and the notification shall be sent

1) for notification mode~immediate’ when the production-status changes to
‘interrupted’; or

2) for notification mode ‘deferred’ when production status is interrupted and either a
CLTU is“in’ status ‘radiation started’ or the radiation of the CLTU has to be
started) based on the specified earliest-radiation-time and latest-
radiation-time parameters.

No_ further CLTUs shall be radiated; buffered CLTUs shall be discarded; and, in state
3. (‘active’), further CLTU-TRANSFER-DATA invocations shall be blocked, i.e.,

reje(‘ted with an ‘imable to pracess’ diagnostic

NOTE - The user can unblock the service instance by invoking a CLTU-STOP
operation. After the condition causing the ‘production interrupted’ event is
corrected, the provider notifies the user by means of a ‘production
operational’ notification. The user can resume the transfer and radiation of
CLTUs after successfully invoking CLTU-START.
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d) ‘production halted’—the production process has been stopped by management
action. No further CLTUs shall be radiated; buffered CLTUs shall be discarded; and,
in state 3 (‘active’), further CLTU-TRANSFER-DATA invocations shall be blocked,
i.e., rejected with an ‘unable to process’ diagnostic.

NOTES

1 The production process enters the halted state by service management decision,
for example in case of malfunctioning equipment.

2 After the ‘production halted’ event, the service user has to clear the blocking by
invoking a CLTU-STOP operation. After management action o ‘remove |the
‘halted’ production status, the user can resume the transfer-afid radiatior] of
CLTUs by successful invocation of CLTU-START.

e) ‘production operational’—the production process is ready“to radiate CLTUs Jand
production-status has changed to ‘operational’.

NOTE - The production process achieves operational‘status after initial establishnj:ent
of the uplink channel or following actions.to-restore production to operatignal
status after a halt or an interruption.

f) ‘buffer empty’—the provider has no furthef. CLTUs buffered for this service instahce.
This event shall not be notified if the.empty buffer is the result of a CLTU-STOP
operation or a CLTU-ASYNC-NOTHY operation with a notification of ‘producfion
interrupted’ or ‘production halted?:

g) ‘action list completed’—all ;actions initiated by the CLTU-THROW-EVHENT
operation identified by thejevent-thrown-identification parameter Have
successfully completed,

h) ‘action list not eompleted’—at least one of the actions initiated by the CLTU-
THROW-EVENT operation identified in the event-thrown-identificatjon
parameter didnot complete.

1) ‘event.condition evaluated to false’—a required condition was false for the event fthat
the  ELTU-THROW-EVENT operation identified by the event-throyn-
identification parameter attempted to trigger. The actions associated with [this
event have not been performed.

3.7.24 event-thrown-identification

3.7.24.1 Ifnotification-type is ‘action list completed’, ‘action list not completed’,
or ‘event condition evaluated to false’, the event-thrown-identification
parameter shall be present and indicate the event-invocation-identification
value of the CLTU-THROW-EVENT invocation that triggered the actions whose results are
reported.
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3.7.2.4.2 For all other notifications, this parameter shall not be present.

3.7.2.5 cltu-last-processed

For all notifications, the cltu-last-processed parameter shall be present. Its value
shall be set as follows:

@) i the provider has processed (1.¢., attempted to radiate) no CLTUS during this service
instance, the value of the c1tu-last-processed parameter shall be set to ‘nall’;

b) otherwise, the cltu-last-processed parameter shall specify the seqence
number of the CLTU that the provider most recently processed or attempted to
process, whether the CLTU was successfully radiated or an exception eccurred.

3.72.6 cltu-last-OK

For|all notifications, the c1tu-last-OK parameter shall be present. Its value shall be set
as fpllows:

a) if no CLTUs have been successfully processed (i.e.;'radiated completely) during this|
service instance, the value of the c1tu-1ast+0K parameter shall be set to ‘null’;

b) otherwise, the c1tu-last-OK parametet-shall specify the sequence number of the
CLTU that most recently was successfully radiated.

3.72.7 cltu-status

3.72.7.1 For all notifications,.if\the value of the cl1tu-last-processed parameter is
‘nu|l’, the cltu-status patameter shall not be present.

3.72.7.2 Whenever the-value of the cltu-last-processed parameter is not ‘null’,
the|cltu-statusgarameter shall be present and shall contain one of the following values
reptesenting the pfocessing state of the CLTU identified by cltu-last-processed:

a) ‘radiated’—radiation of the CLTU completed without aborting: the CLTU is
guaranteed to have been radiated nominally;

b) - ‘expired’—the latest-radiation-time of the CLTU was reached before
beginning radiation: the CL1U is guaranteed not 1o have been radiated;

¢) ‘interrupted’—radiation of the CLTU started but did not complete because the
production-status became ‘interrupted’;

d) ‘radiation started’—radiation of the CLTU started but processing is not yet complete;

e) ‘radiation not started’—the provider attempted to process the CLTU but could not
start radiation because the production-status was ‘interrupted’.
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3.7.2.8 radiation-start-time

3.7.2.8.1 For all notifications, if the cltu-last-processed is ‘null’, the
radiation-start-time parameter shall not be present.

3.7.2.8.2 Whenever cltu-last-processed is not ‘null’, the radiation-start-
time parameter shall be present and shall contain the time at which radiation of the CLTU

1dentified ]ﬁy cltyu=—14 cf—Prnr\ac sod chﬂ'pr]’ cnl\jpr\f to-the 'Fn"n\xring cﬁpn]afinnc'

a) nominally, the radiation-start-time parameter shall contain the radiafion
time of the leading edge of the first radiated bit of the CLTU;

b) if the cltu-status value is ‘expired’ or ‘production not started‘the valug of
radiation-start—-time shall be set to ‘null’.

3.7.2.9 radiation-stop-time

3.7.2.9.1 For all notifications, if the cl1tu-last-0K is-‘null’, the radiation-stop-
time parameter shall not be present.

3.7.2.9.2 Whenever cltu-last-OK is not faull’, the radiation-stop-time
parameter shall be present and shall contain the time at which radiation of the CLTU
identified by cltu-last-0OK completed, ie., the time of the trailing edge of the [last
radiated bit.

3.7.2.10 production-status

The production-status parameter shall describe the current status of the production
process and shall contain-oné of the following values:

a) ‘configured’=tequipment has been assigned to support the service instance, but|the
production‘process is not yet capable of radiating CLTUs;

b) ‘operational’—the production process has been configured for support, has complg¢ted
the acquisition sequence, and is capable of radiating CLTUs;

¢)-Sinterrupted’—the production process is stopped due to a fault;

d) ‘halted’—the production process is stopped and production equipment is ouf of
service due to management action.

3.7.2.11 uplink-status

3.7.2.11.1 The uplink-status parameter shall report to the user the state of the forward
link obtained from the CLCW present in the return telemetry stream from the spacecraft.
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3.7.2.11.2 The uplink-status parameter shall contain one of the following values:

a) ‘uplink status not available’—no CLCWs from the spacecraft have been received by
the provider;

b) ‘no rf available’—the provider has received at least one CLCW; in the last CLCW
received by the provider, the bit that flags ‘No RF Available’ was set to ‘1’;

N

‘no bit lock’—the pros 1der _has received at least one CL P\X/; in-the last CLCW.

received by the provider, the bit that flags ‘No RF Available’ was set to ‘0’, and-the
bit that flags ‘No Bit Lock’ was set to ‘1’;

d) ‘nominal’—the provider has received at least one CLCW; in the last CLCW received
by the provider, the bit that flags ‘No RF Available’ was set to ‘0°, andthe bit that
flags ‘No Bit Lock’ was set to ‘0’.

3.73 EFFECTS

3.7B3.1 If notification-type indicates ‘sldu expired’;\production interrupted’, or
‘praduction halted’:

a) no further CLTUs shall be radiated;
b) buffered CLTUs shall be discarded; and
c) further CLTU-TRANSFER-DATA invecations shall be rejected.

3.73.2 There shall be no effect for any, other values of notification-type.

3.73.3 The provider shall remain ‘1h its original state, i.e., state 2 (‘ready’) or state 3
(‘adtive’).
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3.8 CLTU-SCHEDULE-STATUS-REPORT
3.8.1 PURPOSE

3.8.1.1 The user shall invoke the CLTU-SCHEDULE-STATUS-REPORT operation to
request that the provider do one of the following:

a) send a status report immediately (see 3.9);

b) send periodic status reports (see 3.9); or

c) stop sending periodic status reports.

3.8.1.2 The provider shall return a report of the outcome of the performanee of the CLTU-
SCHEDULE-STATUS-REPORT operation to the user.

3.8.1.3 Initially (i.e., whenever the CLTU-BIND operation is performed and the provjder
transitions from state 1 to state 2), periodic reporting shall be inactive.

—

3.8.1.4 For periodic reporting, the user may change the teporting period by invok
another CLTU-SCHEDULE-STATUS-REPORT operation.

ng

3.8.1.5 The CLTU-SCHEDULE-STATUS-REPORT operation is valid only in statgs 2
(‘ready’) and 3 (‘active’) and shall be invoked only by the user.
3.8.2 INVOCATION, RETURN, AND'PARAMETERS
3.8.2.1 General

The parameters of the CLTUsSCHEDULE-STATUS-REPORT operation shall be preserjt in

the invocation and return as'specified in table 3-8.

Table3=8: CLTU-SCHEDULE-STATUS-REPORT Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
report-request-type M
reporting-cycle C
result M
diagnostic C
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3.8.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-SCHEDULE-STATUS-REPORT invocation (see 3.1.5).

3.8.2.3 performer-credentials

Thq performer-credentials parameter shall contain information that enables the
invpker to authenticate the return from the performance of CLTU-SCHEDULE-STATUSA
REPORT (see 3.1.5).

3.82.4 invoke-ID

Thg performer shall return unchanged the invoker-supplied value «0f’the invoke-ID
pargmeter (see 3.1.6).

3.82.5 report-request-type

3.82.5.1 The report-request-type parameter Ghall specify how reporting shall be
donle, and its value shall be one of the following valués:

a) ‘immediately’—send a single status report-immediately;
b) ‘periodically’—send a status report ¢very reporting-cycle seconds;

c) ‘stop’—do not send further status reports.

3.82.5.2 Ifreport-request>type is ‘immediately’,
a) the provider shall send’a status report immediately;

b) the provider shall stop sending status reports after the immediate status report hasg
been sent.

NO[TE - Periodic reporting may be (re-)started by means of another CLTU-SCHEDULE-
STATUS-REPORT invocation.

3.82.62 _reporting-cycle

3.8.2.6.1 If the value of the report-request-type parameter is ‘periodically’, then
the reporting-cycle parameter shall be present and shall specify the requested interval
between status reports in seconds.

3.8.2.6.2 If'the value of the report-request-type parameter is not ‘periodically’, the
reporting-cycle parameter shall not be present.
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3.8.2.7 result

The result parameter shall specify the result of the CLTU-SCHEDULE-STATUS-
REPORT operation, and its value shall be one of the following:

a) ‘positive result’—the CLTU-SCHEDULE-STATUS-REPORT operation has been
performed, and the provider will send the requested status report(s) or stop sending
periodic status reports;

b) ‘negative result’—the CLTU-SCHEDULE-STATUS-REPORT operation has*|not
been performed for the reason specified in the diagnostic parameter; the\previous
setting for status reporting remains in effect.

3.8.2.8 diagnostic

3.8.2.8.1 If result is ‘negative result’, the diagnostic pafameter shall be present in
the return and it value shall be one of the following:

a) ‘duplicate invoke-ID’—the value of the invoke&ID parameter is the same as|the
invoke-1ID value of a previous, outstanding operation;

b) ‘already stopped’—the provider is net~‘Currently providing periodic repprts
(applicable only when report-request-type is ‘stop’);

¢) ‘invalid reporting cycle’—the reporting-cycle value is outside the range
agreed upon by service management;

d) ‘other reason’—the reasonfor the negative result will have to be found by other
means.

3.8.2.8.2 Ifresult is ‘positive result’, the diagnostic parameter shall not be presept.

3.8.3 EFFECTS

3.8.3.1 If (esult is ‘positive result’, the CLTU-SCHEDULE-STATUS-REPQRT
operation~shall have the following effects, depending on the value of the report-
request-type parameter:

a) if report-request-type is ‘immediately’:

1) a status report shall be sent immediately, i.e., the provider shall invoke a CLTU-
STATUS-REPORT operation;

2) the sending of any previously requested periodic status reports shall cease;

b) if report-request-type is ‘periodically’:
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1) a status report shall be sent immediately, i.e., the provider shall invoke a CLTU-
STATUS-REPORT operation;

2) subsequent status reports shall be sent at the interval specified in the
reporting-cycle parameter;

c) if report-request-type is ‘stop’, periodic reporting shall cease.

3.8 32—t resurt s megative Tesultthe CETH-SCHEDUEE-STATUS-REPOR T operatior
shall have no effect, and the previous setting for the status reporting shall not change.

3.8.3.3 The provider shall remain in its original state, i.e., state 2 (‘ready’) or state 3 (‘aetive’).
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3.9 CLTU-STATUS-REPORT
3.9.1 PURPOSE

3.9.1.1 The provider shall invoke the CLTU-STATUS-REPORT operation to send a status
report to the user.

3.9.1.2 CLTU-STATUS-REPORT shall be an unconfirmed operation.

3.9.1.3 Status reports shall be sent (or not sent) in accordance with user requests cénvdyed
by means of the CLTU-SCHEDULE-STATUS-REPORT operation (see 3.8).

3.9.1.4 The CLTU-STATUS-REPORT operation is valid only in states 2({ ready’) arld 3
(‘active’) and shall be invoked only by the provider.
3.9.2 INVOCATION AND PARAMETERS
3.9.2.1 General

The parameters of the CLTU-STATUS-REPORT operation shall be present in the invocation

as specified in table 3-9.

Table 3-9: CLTU-STATUS-REPORT Parameters

Parameters Invocation

invoker-credéntials

<

cltu-last-processed

cltusTast-0K

cltusstatus

rddiation-start-time

radiation-stop-time

production-status

uplink-status

number-of-cltus-received

number-of-cltus-processed

number-of-cltus-radiated

cltu-buffer-available

S| |Io|lolo|g|Z
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3.9.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-STATUS-REPORT invocation (see 3.1.5).

3.9.23 cltu-last-processed

3.92.3.1 If the provider has processed (i.e., attempted to radiate) no CLTUs during this
seryice instance, the value of the cltu-last-processed parameter shall be set to mull’.

3.92.3.2 Otherwise, the cltu-last-processed parameter shall specify the sequence
number of the CLTU that the provider most recently processed or attemptedCto process,
whg¢ther the CLTU was successfully radiated or an exception occurred.

3924 cltu-last-OK

3.922.4.1 If no CLTUs have been successfully processed (i.e3 radiated completely) during
this| service instance, the value of the c1tu-last-OK parameter shall be set to ‘null’.

3.92.4.2 Otherwise, the cl1tu-last-0K parameter.Shall specify the sequence number of
the [CLTU that most recently was successfully radiated:

3.92.5 cltu-status

3.92.5.1 If the value of the cltu~last-processed parameter is ‘null’, the cltu-
status parameter shall not be present.

3.92.5.2 Whenever the value)of the cl1tu-last-processed parameter is not ‘null’,
the|c1ltu-status parameter shall be present and shall contain one of the following values
representing the processing state of the CLTU identified by cltu-last-processed:

a) ‘radiated’<radiation of the CLTU completed without aborting: the CLTU is
guaranteed to have been radiated nominally;

b) ‘expited’—the latest-radiation-time of the CLTU was reached before
beginning radiation: the CLTU is guaranteed not to have been radiated;

Cimtaremangt o ] pradiotings £ tha T TIT vac olhosetad sohan tha e iy oot
IIILVIY MPLUU IrauraltivIlr \vpu IV \p W u W vwao auuIritvy VYIivir IV PLUUMULIULI A%%12%]

changed from ‘operational’ to ‘interrupted’: status information available to the
provider indicates that the CLTU started radiating and aborted prior to nominal
completion;

N

d) ‘radiation started’—radiation of the CLTU started but processing is not yet complete;

e) ‘radiation not started’—the reported CLTU did not start radiation: the CLTU was
blocked because of the ‘interrupted’ status of the production process.
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3.9.2.6 radiation-start-time

3.9.2.6.1 If the cltu-last-processed is ‘null’, the radiation-start-time
parameter shall not be present.

3.9.2.6.2 Whenever cltu-last-processed is not ‘null’, the radiation-start-
time parameter shall be present and shall contain the time at which radiation of the CLTU

identified hy cltu=-last-processed efm’fpd7 thjpr‘t tothe Fn]]n\m'ng inpn]qﬁnnq'

a) nominally, the radiation-start-time parameter shall contain the +adiation
time of the leading edge of the first radiated bit of the CLTU;

b) if the cltu-status value is ‘expired’ or ‘radiation not started* ‘the valug of
radiation-start-time shall be setto ‘null’.

3.9.2.7 radiation-stop-time

3.9.2.7.1 Ifthe cltu-last-OKis ‘null’, the radiation>stop-time parameter shall
not be present.

3.9.2.7.2 Whenever cltu-last-OK is not (mull’, the radiation-stop-time
parameter shall be present and shall contain the time at which radiation of the CLTU
identified by cltu-last-OK completed, i;e., the time of the trailing edge of the |last
radiated bit.

3.9.2.8 production-status

The production-status\parameter shall describe the current status of the production
process and shall contain dn¢ of the following values:

a) ‘configured’—£equipment has been assigned to support the service instance, but|the
production'pracess is not yet capable of radiating CLTUs;

b) ‘operational’—the production process has been configured for support, has complg¢ted
the @equisition sequence, and is capable of radiating CLTUs;

¢)_Ninterrupted’—the production process is stopped due to a fault;

d) ‘halted’—the production process is stopped and production equipment is ouf of
service due to management action.

3.9.2.9 uplink-status

3.9.2.9.1 The uplink-status parameter shall report to the user the state of the forward
link obtained from the CLCW present in the return telemetry stream from the spacecratft.
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3.9.2.9.2 The uplink-status parameter shall contain one of the following values:

a) ‘uplink status not available’—no CLCWs from the spacecraft have been received by
the provider;

b) ‘no rf available’—the provider has received at least one CLCW; in the last CLCW
received by the provider, the bit that flags ‘No RF Available’ was set to ‘1°;

N

‘no bit lock’—the pros 1der _has received at least one CL P\X/; in-the last CLCW.

received by the provider, the bit that flags ‘No RF Available’ was set to ‘0’, and-the
bit that flags ‘No Bit Lock’ was set to ‘1’;

d) ‘nominal’—the provider has received at least one CLCW; in the last CLCW received
by the provider, the bit that flags ‘No RF Available’ was set to ‘0°, andthe bit that
flags ‘No Bit Lock’ was set to ‘0’.

3.92.10 number-of-cltus-received

3.9.2.10.1 The number-of-cltus-received parametershall specify the total number
of CLTUs received during this service instance.

3.912.10.2 Only CLTUs that are checked successfully.@nd buffered shall be counted in the
total.

3.92.10.3 If no CLTUs have been received, the\value of this parameter shall be zero.

3.92.11 number-of-cltus-processed

3.9.2.11.1 The number-of-cltus-processed parameter shall specify the number of
CLTUs that the provider attempted to radiate during this service instance, including

— CLTUs that radiated successfully;
— CLTUs that éxpired;
—  CLTUs.that aborted;

— a CLTU in the process of being radiated.

3.9241.2 If no CLTUs have been processed, the value of this parameter shall be zero.

3.9.2.12 number-of-cltus-radiated

3.9.2.12.1 The number-of-cltus-radiated shall contain the count of CLTUs
successfully radiated during this service instance.

3.9.2.12.2 A CLTU in the process of being radiated shall not be included in this count.
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3.9.2.12.3 Ifno CLTUs have been radiated, the value of this parameter shall be zero.

3.9.2.13 cltu-buffer-available

3.9.2.13.1 The cltu-buffer-available parameter shall specify the remaining
number of octets available for buffering CLTUs.

3.9.2.13.2 Once the provider starts to process a CLTU, it shall be considered removed, from
the buffer.

3.9.3 EFFECTS

The CLTU-STATUS-REPORT operation shall have the following effects:

3.9.3.1 Status information shall be delivered to the user.

3.9.3.2 The provider shall remain in its original state, ¢, state 2 (‘ready’) or stafe 3
(‘active’).
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3.10 CLTU-GET-PARAMETER

3.10.1 PURPOSE

IS0 22671:2021(E)

3.10.1.1 The user shall invoke the CLTU-GET-PARAMETER operation to ascertain the
value of a Forward CLTU service parameter.

3.10.1.2 The provider shall return a report of the outcome of the performance of the CLTU-

GE

3.10.1.3 If the operation is successful, the current value of the specified CLTU (Service
hmeter shall be provided to the user in the return from the operation.

par.

3.10.1.4 The CLTU-GET-PARAMETER operation is valid only in states 2¢(‘téady’) and 3

(‘aq

-PARAMETER operation to the user.

tive’) and shall be invoked only by the user.

3.10.2 INVOCATION, RETURN, AND PARAMETERS

3.10.2.1 General

Thd
nv

bcation and return as specified in table 3-10.

parameters of the CLTU-GET-PARAMETER eperation shall be present in the

Table 3-10: CLTU-GET-PARAMETER Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
cltu-parameter M C
parameter-value C
relsult M
diagnostic C

3.10.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the

performer to authenticate the CLTU-GET-PARAMETER invocation (see 3.1.5).
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3.10.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of CLTU-GET-PARAMETER (see
3.1.5).

3.10.2.4 invoke-ID

The performer shall return unchanged the invoker-supplied value of the invoke+ID
parameter (see 3.1.6).

3.10.2.5 cltu-parameter

3.10.2.5.1 The cltu-parameter parameter shall specify the Forward CLTU seryice
parameter whose value is to be returned to the user, and its valugsshall be one of the values
listed in table 3-11.

3.10.2.5.2 cltu-parameter is conditionally present.in‘the return based on the reslt
[parameter:

a) if the value of result is ‘positive result,"cltu-parameter shall be presernt in
the return;

b) if the value of result is ‘negativéresult’, cltu-parameter shall not be pregent
in the return.

3.10.2.6 parameter-value

3.10.2.6.1 The parameter-value parameter shall contain the value of the CLTU seryice
parameter indicated byscItu-parameter (see 3.10.2.5).

3.10.2.6.2 The parameter-value parameter is conditionally present in the return bgsed
on the re suht\parameter:

a) ifthe value of result is ‘positive result’, parameter-value shall be present

b)(if the value of result is ‘negative result’, parameter—-value shall notl be
present.

3.10.2.7 result

The result parameter shall specify the result of the CLTU-GET-PARAMETER invocation
and shall contain one of the following values:
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a) ‘positive result’—the CLTU-GET-PARAMETER operation has been performed, and
the value of the specified CLTU service parameter is provided in the return to the
user;

b) ‘negative result’—the CLTU-GET-PARAMETER operation has not been performed
for the reason specified in the diagnostic parameter.

T'able 3-11: Forward CL1U Farameters

Parameter Description

agquisition-sequence-length The size, in octets, of the bit pattern to be radiatedito enable
the spacecraft telecommand system to achieve-bitdock.

bit-lock-required If the value is ‘yes’, the ‘No bit lock’ flag in-the’CLCW must be
false in order for the provider to set produ¢tion-status to
‘operational’.

clew-global-VCID The Master or Virtual Channelthat carries the CLCW to be

used by the F-CLTU providercto determine the forward link
RF and/or bit lock status..}f*the configuration of the given
service instance is such”that the CLCW shall not be
evaluated then the~‘parameter value reported is ‘not
configured'.

clew-physical-channel The RF return:channel that carries the CLCW to be used by
the F-CLTU-provider to determine the forward link RF and bit
lock status.1f the configuration of the given service instance

is suchthat the CLCW shall not be evaluated then the
parameter value reported is ‘not configured’.

delivery-mode fwd online’

expected-cltu-identification The expected value of the cltu-identification
parameter to be received in the next CLTU-TRANSFER-
DATA invocation. If no CLTU-START has been received,
zero shall be returned as the default value of this parameter.

expected-eventsnvocation- The expected value of the event-invocation-
entification identification parameter to be received in the next
CLTU-THROW-EVENT invocation. The initial value of this
parameter is zero.

a

maximum-cltu-length The size, in octets, of the maximum-length CLTU that will be
accepted by the provider for this Service Instance.

minimum-delay-time The minimum guard time the F-CLTU provider will accept
between two consecutive CLTUs.

minimum-reporting-cycle The minimum setting (in seconds) of the reporting cycle for
status reports that the F-CLTU service user may request in
an CLTU-SCHEDULE-STATUS-REPORT invocation.
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Parameter Description
modulation-frequency The subcarrier frequency (when applicable) or the frequency
of direct on-carrier data modulation, expressed in tenths of
Hertz.
modulation-index The angle by which the RF carrier is phase shifted with

respect to the un-modulated RF carrier, expressed in milli-
radians (10'3 rnd)

notification-mode The notification-mode may be ‘immediate’ or ‘deferfed’. |If
‘immediate’, the user is notified of a production3statys
change to ‘interrupted’ by means of a CLTU-ASYNC-NOTIRY
invocation as soon as this transition is detected\If ‘deferred’,
the user is notified about the productionfstratus chan§e
by means of a CLTU-ASYNC-NOTIFY invaeation only if and
when the radiation of a CLTU is affected.

plop-1-idle-sequence-length The size, in octets, of the optional.idle sequence that shall e
used in conjunction with PLOP-1If 0, no idle sequence [is
applied.

plop-in-effect The physical layer operation procedure (PLOP) being used:
‘PLOP-1" or ‘PLOP-2%

protocol-abort-mode The protocol=abort-mode may be ‘abort’ or ‘continue’.|If
it is ‘abort’, setvice production shall cease in the event of|a
protocol abert. If it is ‘continue’, service production shall
disregard~this event and continue radiating the CLTUs
already-buffered at that time.

reporting-cycle The’ current setting of the reporting cycle for status reports
(see 3.8 and 3.9): the value is ‘null’ if cyclic reporting is off,
otherwise it is the time (in seconds) between successiye
CLTU-STATUS-REPORT invocations (see 3.8). As long as
the CLTU service user has not yet set this parameter by
means of a successful CLTU-SCHEDULE-STATUS-
REPORT operation, its value shall be ‘null’.

return-timeout-petiod The maximum time period (in seconds) permitted from whmn
a confirmed Forward CLTU operation is invoked until the
return is received by the invoker (see 4.1.3).

rf-available-required If the value is ‘yes’, the ‘No RF available’ flag in the CLCW
must be false in order for the provider to set productiong-
status to ‘operational’.

subcarrier-to-bit-rate-ratio When subcarrier modulation is used, the value represents
the ratio of the subcarrier frequency to the uplink data rate
(i.e., the bit rate). A value of one indicates that data will be
directly modulated onto the carrier.
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3.10.2.8 diagnostic

3.10.2.8.1 If result is ‘negative result’, diagnostic shall be present and shall contain
one of the following values:

a) ‘duplicate invoke-ID’—the value of the invoke-ID parameter is the same as the
invoke-1ID value of a previous, outstanding operation;

b) unknown parameter —the value of cLtu-parameter does not identily an CLLU
service parameter that is recognized by the service provider;

c) ‘other reason’—the reason for the negative result will have to be found;by“other
means.

3.10.2.8.2 If result is “positive result’, the diagnostic parameter shallfiot be present
in the return.
3.10.3 EFFECTS

3.11).3.1 If result is ‘positive result’, the value of the CETU service parameter specified
by the cltu-parameter parameter shall be returned to the user in the return.

3.10.3.2 If result is ‘negative result’, no CLIU service parameter specified by the]
cltu-parameter parameter shall be returned to the user.

3.10.3.3 The provider shall remain in its“eriginal state, i.e., state 2 (‘ready’) or state 3
(‘adtive’).
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3.11 CLTU-THROW-EVENT

3.11.1 PURPOSE

3.11.1.1 The user shall invoke the CLTU-THROW-EVENT operation in order to cause the
provider to forward to SLE Complex Management an event that requires management action.

NOTES

1

3.11.1.2 The performer shall return a report of the outcome of the performance of
CLTU-THROW-EVENT operation to thé iiser.

NOTE — The return will only,shew whether the invocation itself has been accepteq

3.11.1.3 The CLTU-THROW-EVENT operation is valid in states 2 (‘ready’) and 3 (‘acti
and shall be invokedonly by the user.

3.11.2 INVOCATION, RETURN, AND PARAMETERS

3.11.2.1 General

An example of such an event is change of the uplink bit rate. This will typic
require sending a telecommand that reconfigures the onboard commanding)syster
the new bit rate. When this command is executed, the uplink bit rate canbe chan
by throwing the associated event.

The event is considered to occur when the user invokes the CLTU-THROW-EVH
operation, i.e., the provider is expected to react to the receiptiof a CLTU-THRC
EVENT invocation with minimal delay. It is therefote asynchronous with
radiation of SL-DUs.

If synchronism is required between the event and:the radiation of a specific SL-DI
is the user’s responsibility to ensure that, e.g.¢by means of controlling the radia
time of the critical CLTUs or by means of ¢he notification capabilities provided
the Forward CLTU service.
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successfully. The\provider will invoke a CLTU-ASYNC-NOTIFY operatio
inform the uset on the outcome of the actions triggered by the event.
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and return as specified in table 3-12.

3.11.2.2 invoker-credentials

ion

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the CLTU-THROW-EVENT invocation (see 3.1.5).
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3.11.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of CLTU-THROW-EVENT (see

3.1.5).

3.11.2.4 invoke-ID

Thq performer shall return unchanged the invoker-supplied value of the invoke=-ZID

pargmeter (see 3.1.6).

Table 3-12: CLTU-THROW-EVENT Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
event-invocation- M M
identification
event-identifier M
event-qualifier M
result M
diagnostic C

3.11.2.5 event-invocation-identification

3.11.2.5.1 The event<invocation-identification parameter shall contain a
monotonically increasing sequence number and shall be

3.1L25.2 The provider shall set

a) set to zero(“0’) for the first CLTU-THROW-EVENT invocation following the first
successful CLTU-BIND to the service instance;

b) incremented for each CLTU-THROW-EVENT invocation accepted by the provider.

the wvalue of the event-invocation-

identification parameter to the sequence number expected in the next CLTU-
THROW-EVENT invocation:

a) if the invocation 1is accepted, the value of event-invocation-
identification in the return shall be one greater than the value in the

invocation;
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b) if the invocation is rejected, the event-invocation-identification in the

return shall contain the value expected by the Forward CLTU service provider:

1) in the case of the first CLTU-THROW-EVENT operation following a successful

CLTU-BIND operation, it is zero (‘0’);

2) otherwise, the value is one greater than the value of the event-invocation-
identification parameter of the last accepted CLTU-THROW-EVENT

operation.

3.11.2.5.3 The user shall set the value of event-invocation-identificabion
the next CLTU-THROW-EVENT invocation to the value returned by the provider.

3.11.2.5.4 The value expected by the provider for the given service instance shall no
altered when the association between user and provider is reestablishgd\after being relegs
or aborted.

identification to reference the respective event in all.Subsequent reports.

3.11.2.6 event-identifier

Complex Management by the service provider:

3.11.2.7 event-qualifier

actions to be performed by,*Complex Management in response to the event specified
event-identifier ‘and shall be forwarded together with the event.

INOTES

guadifier may specify the new bit rate.

qualifier parameter depend on the event. These have to be checked by Compl

in

be
ed

3.11.2.5.5 The provider shall use the user-supplied value’,of event-invocatign-

The event-identifier parameter shall.identify the event to be forwarded to $LE

The event-qualifier parameter may be used to provide additional data constraining the

in

1 For €xample, event-identifier may be ‘bit-rate-change’. Then event-

2 The actual type and any constraints applicable to the data contained in the event-

€X

Management. The Forward CL'TU provider only checks that the tormal type (octet

string) and the length of this parameter are in line with the specification in annex A.

3.11.2.8 result

The result parameter shall specify the result of the CLTU-THROW-EVENT invocation

and shall contain one of the following values:
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a) ‘positive result’—the CLTU-THROW-EVENT operation has been performed and the
event together with the associated qualifier will be forwarded to SLE Complex
Management;

b) ‘negative result’—the CLTU-THROW-EVENT operation has not been performed for
the reason specified in the diagnostic parameter. The provider will not forward
the event to Complex Management.

3.11.2.9 diagnostic

3.11.2.9.1 If result is ‘negative result’, the diagnostic parameter shall be,present in
the freturn, and its value shall be one of the following:

a) ‘duplicate invoke-ID’—the value of the invoke-ID parameter jis\the same as the
invoke-1ID value of a previous, outstanding operation;

b) ‘operation not supported’—the CLTU-THROW-EVENT ppération is not supported
by the provider;

c) ‘out of sequence’—the value of the event-invocation-identification
parameter is not equal to the value expected by the‘provider;

d) ‘no such event’—the value of the event-identifier parameter in the CLTU-
THROW-EVENT invocation is not in the set of event-identifier values|
recognized by SLE Complex Management;

e) ‘other reason’—the reason for the¢ negative result will have to be found by other
means.

3.11.2.9.2 If result is ‘positive.résult’, the diagnostic parameter shall not be present
in the return.

3.11.3 EFFECTS

3.11.3.1 If res@lt is ‘positive result’ the CLTU-THROW-EVENT operation shall have
the [following-effects:

a) thevevent-identifier and the event-qualifier parameters shall be
forwarded, with minimum delay, to the event handler within SLE Complex|

LV, PPN At
vIaagCment,

b) the provider shall pass notifications received from the event handler to the user by
invoking the CLTU-ASYNC-NOTIFY operation.
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NOTES

1 In order for the CLTU-THROW-EVENT to have an effect, there must be prior
agreement between SLE Complex Management and SLE Utilization Management
regarding the definition of event identifiers and the interpretation of any
accompanying qualifying parameter.

2 The effects of the event thrown may consist of preparations made for a change to be
triggered by a later CLTU-THROW-EVENT invocation.

3 Checking of the event-qualifier parameter may be performed within $LE
Complex Management. If an error is found, CLTU-ASYNC-NOTIFY, i$ sent to| the
user with the notification ‘action list not completed’.

3.11.3.2 If result is ‘negative result’, the event shall not be forwarded to SLE Complex

Management.

3.11.3.3 The provider shall remain in its original state, i,&¢ state 2 (‘ready’) or stafe 3

(‘active’).
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3.12 CLTU-PEER-ABORT
3.12.1 PURPOSE

3.12.1.1 The user or provider shall invoke the CLTU-PEER-ABORT operation to notify the
peer system that the local application detected an error that requires that the association
between them be terminated abnormally.

3.12.1.2 CLTU-PEER-ABORT shall be an unconfirmed operation.

3.12.1.3 The CLTU-PEER-ABORT operation should be truly abortive, i.e., the transfer of
the [SLE-PDU carrying this invocation should not be delayed by other invocations, submitted
earlier and possibly being buffered by the underlying communications service.

3.12.1.4 The CLTU-PEER-ABORT operation is valid in states 2 (‘ready’)jand 3 (‘active’)
and may be invoked in these states by either the user or the provider.

3.12.1.5 The CLTU-PEER-ABORT operation may be invoked by the user in state 1
(‘ubound’) subsequent to invocation of the CLTU-BIND opetation, when the return is not
rec¢ived within the specified time limit (see 4.1.3).

3.12.2 INVOCATION AND PARAMETERS

3.12.2.1 General

Thq parameters of the CLTU-PEER-ABORT operation shall be present in the invocation as
spetified in table 3-13.

Table 3-13:*CLTU-PEER-ABORT Parameters

Parameters Invocation

diagnostic M

3.12.2.2 diagnostic

Thq diagnostic parameter shall specify why the CLTU-PEER-ABORT is being issued

andlshall contain one of the following values:

a) ‘access denied’—a responder with an identity as presented in the responder-
identifier parameter of the CLTU-BIND return is not registered at the initiator;

b) ‘unexpected responder ID’—the value of the responder-identifier parameter
in the CLTU-BIND return does not match the identifier of the authorized responder
for this service instance as specified by service management;
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c) ‘operational requirement’—the local system had to terminate the association to
accommodate some other operational need;

d) ‘protocol error’—the local application entity detected an error in the sequencing of
CLTU service operations;

e) ‘communications failure’—the communications service on the other side of a
gateway was disrupted;

NOTE - This diagnostic value is only applicable when the SLE applicatjons
entities are communicating via a gateway.

f) ‘encoding error’—the local application entity detected an error in the encoding ofjone
or more operation parameters or did not recognize the operation;

g) ‘return timeout’—the local application entity detected thdt )the return from a
confirmed operation was not received within the time specificd’by the return-timeput-
period parameter (see 4.1.3);

h) ‘end of service instance provision period’—the locdl application entity detected fthat
the service instance provision period has ended,.and the initiator has not invoked|the
CLTU-UNBIND operation;

i) ‘unsolicited invoke-ID’—the local appli¢ation entity received a return with| an
I invoke-1ID value that does not match with the invoke-1ID parameter value offany
of the operations for which the returnis’pending;

j) ‘other reason’—the local application detected an unspecified error during |the
processing of one or more opé€rations.

INOTE — CLTU-PEER-ABORT does not carry an invoker-credentials paramgter.
It is conceivable that an intruder might use the CLTU-PEER-ABORT operation
for a denial-of;service attack. If an intruder has this capability of breaking |nto
an existing connection, then a denial-of-service attack can be much more easily
accomplished by disrupting communications at a layer lower than the application
layer,; D Therefore, authentication of the CLTU-PEER-ABORT operation w¢uld
notprovide improved protection against such attacks.

3.12.3-EFFECTS

The CLTU-PEER-ABORT npprnﬁnn shall have the follow ing effects:

a) the association between the initiator and the responder shall be aborted, and the
initiator and the responder shall cease to communicate with each other;

b) the provider shall transition to state 1 (‘unbound’);

¢) the provider shall discard buffered CLTUs;
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d) the provider shall stop production, except for a CLTU in the process of being
radiated;

e) the initiator may attempt to re-bind at any time prior to the end of the provision
period scheduled for this service instance;

f) statistical information required for the generation of status reports shall be retained
throughout the service instance provision period;

g) parameters that serve to relate notifications on an activity to operations that triggered
that activity shall not be altered when the association is aborted.
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4 CLTUPROTOCOL
4.1 GENERIC PROTOCOL CHARACTERISTICS

NOTE - This section specifies the handling of invalid SLE-PDUs and other failures
affecting the protocol.

4.1.1 UNEXPECTED SLE PROTOCOL DATA UNIT

[f the peer application entity sends an invocation or return not allowed in the current statp of
the performer, the performer shall abort the association by invoking the CLTU-PEER-
ABORT operation with the diagnostic parameter set to ‘protocol error’.

4.1.2 INVALID OR UNDECODABLE PROTOCOL DATA UNIT

[f the application entity receives an invocation or return that-gontains an unrecognized
operation type, contains a parameter of a wrong type, or is{etherwise not decodable,|the
application entity shall abort the association by inveking the CLTU-PEER-ABQRT
operation with the diagnostic parameter set to ‘encoding error’.

4.1.3 MISSING RETURN

For confirmed operations, if the invoker dees not receive the return from the performer
within the return-timeout-period specified by service management, the invoker shall abort the
association by invoking the CLTH:PEER-ABORT operation with the diagnostic
parameter set to ‘return timeout’.

NOTES

1 The return-timeout-period shall be chosen taking into account performance of fyiser
and provider{ applications as well as the delays introduced by the underlying
communigcatiens service.

2 In ofder to provide responsive service and short return-timeout-periods, |the
gengration of the return from an operation must not depend on any human interact{on.

3 After invoking the CLTU-UNBIND operation, the initiator must not invoke [any
further operations with the exception of the case addressed in 3.3.1.4 nor send [any

returns. 1he responder is not required to send any pending returns alter having
received the CLTU-UNBIND invocation. Therefore, following a CLTU-UNBIND

I invocation, the ‘return timeout’ CLTU-PEER-ABORT may be triggered by a missing
return.
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4.1.4 UNSOLICITED RETURN

If the application entity receives a return with an invoke-1ID parameter value that does not
correspond to any invocation for which the return is still pending, the application entity shall
abort the association by invoking the CLTU-PEER-ABORT operation with the
diagnostic parameter set to ‘unsolicited invoke-ID’.

4.155 COMMUNICATIONS FAILURE

4.15.1 Every SLE entity (i.e., every SLE user or provider) that is in an association (bound)
with a peer SLE entity shall maintain knowledge of the health of the communications
intgrface with the peer.

4.1/5.2 If an SLE entity is informed by its underlying communications service that
compmunications with the peer entity have been disrupted (e.g., due t6_a communications
failjire), then this entity shall consider that the association with the\peer entity has been|
abopted. Occurrence of such communications failure event shall be referred to as a “protocoll
aboyt’.

NOTE — The exact criteria for determining when comniunications have been disrupted|
may depend on the characteristics of the.éOmmunications service and may be
specific to a given implementation. However, it is a firm requirement on any
communications service underlyingcan SLE transfer service that it includes|
suitable means to ascertain the status of the connection (see 1.3.1). In the case of]
communications protocols that do’not intrinsically provide such a capability, thej
transmission of a periodic. theartbeat’ indicator or equivalent may need to be
implemented.

4.1/5.3 Occurrence of the communications failure event described above shall be referred,
to as a ‘protocol abort’.

4.1/5.4 Subsequent to’a,“protocol abort’ event:
a) the providef shall transition to state 1 (‘unbound’);
b) the provider shall complete processing a CLTU in the process of being radiated;

c) ifithe value of the protocol-abort-mode parameter (see 3.1.10) is ‘flush’, all buffered
CLTUs shall be discarded;

d) if the value of the protocol-abort-mode parameter is ‘continue’, buffered CLTUs shall
not be discarded, and CLTUs shall continue to be processed as though the association
had not been aborted;

e) neither the user nor the provider shall attempt further communications with the peer
except that the user may attempt to re-establish the association by invoking the
CLTU-BIND operation.
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NOTES

1 When the CLTU buffer is not flushed following occurrence of a protocol abort, any
notifications (e.g., ‘cltu radiated’) generated while the association is not available

shall not cause the invocation of a CLTU-ASYNC-NOTIFY operation. Neither shall
such CLTU-ASYNC-NOTIFY operations be buffered such that they can be invoked
if the user should later re-BIND to the service instance. It is recommended, but not
equired, that such notifications be logged and thus available to the user via Seryice

The user, on the basis of the information conveyed by a CLTU-
STATUS-REPORT when the association is re-established, can determine lwhich
CLTUs were successfully radiated.

2 In addition, when the CLTU buffer is not flushed following a protocol abort, if| the
user subsequently re-BINDs to the service instance, it is the user’s responsibility to
choose a first-cltu-identification value in the-CLTU-START thqt is
greater than the cl1tu-identification of any CLTU ¢hatremains in the buffer.

4.1.5.5 Statistical information required for the generation.of the status report shall be
retained during the service instance provision period, regardless of a ‘protocol abort’ evert.

4.1.5.6 Parameters that serve to relate notifications” on an activity to operations [that
triggered that activity (such as cltu-identification) shall not be altered in the eyent
of a ‘protocol abort’.

4.1.6 ACCESS CONTROL

4.1.6.1 The initiator of an association shall present its own identity in the initiatgr-
identifier parameter of the CLTU-BIND invocation.

4.1.6.2 If the CLTU/BIND operation is invoked with a value of initiatgr-
identifier that igmof known to the responder, the responder shall not make any attempt
to authenticate thatmvocation. Instead, the responder shall generate a CLTU-BIND refurn
with result- st to ‘negative result’, diagnostic set to ‘access denied’, [and
performerzoredentials setto “‘unused’.

4.1.6.3_If the initiator is known to the responder, the responder shall attempt to authentigate
the CLTU-BIND invocation (see 3.1.5) as required for the given initiator. If authenticafion
succeeds, but the initiator is not authorized for the service instance indicated in |the
Servicte-Instance—Taerntif rer parameter—of the—CETH-BHND—mvocation;— the
responder shall generate a CLTU-BIND return with result set to ‘negative result’ and
diagnostic setto ‘service instance not accessible to this initiator’.

NOTE - If authentication fails, the responder shall behave as specified in 4.1.7. If
authentication is not required for the given initiator, it shall be as if
authentication was successful.
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4.1.6.4 If the initiator receives a CLTU-BIND return with a responder-identifier
value that is not known to the initiator, the initiator shall not make any attempt to
authenticate this return but shall abort the association by invoking CLTU-PEER-ABORT
with diagnostic set to ‘access denied’.

4.1.6.5 If the responder is known to the initiator, the initiator shall attempt to authenticate
the CLTU-BIND return (see 3.1.5) as required for the given responder. If authentication
sucﬂppdqj but the raqpmhdar—-i dentifier value 1s different from the PYpPr‘de
responder identity, the initiator shall abort the association by invoking CLTU-PEER-ABORT]
with diagnostic set to ‘unexpected responder ID’.

NO[TE - If authentication fails, the initiator shall behave as specified in”4.1.7. If
authentication is not required for the given responder, it shall’ be as if]
authentication was successful.

4.1J7 FAILING AUTHENTICATION

4.1{7.1 An incoming invocation or return shall be ignored)if the credentials parameter
canpot be authenticated when, by management arrangement;credentials are required.

4.1J7.2 If an invocation is ignored, the operation shall‘iot be confirmed, and a report of the
out¢ome shall not be returned to the provider.

4.1J7.3 If a return is ignored, it shall be as ifno report of the outcome of the operation hasg
beeh received.

42| CLTU SERVICE PROVIDERBEHAVIOR

4.2{1 GENERAL REQUIREMENTS

4.2J1.1 The behavior,of_the Forward CLTU service provider shall conform to the state
trarsition matrix speeified in table 4-1.

NO[TE - The state table specified in table 4-1 represents one instance of service, and thus|
onefassociation.

4.2{1.2< "All actions including state transitions specified for given state and a given event
shall®e performed before a subsequent event is considered.

4.2.1.3 SLE-PDUs shall be sent in the sequence specified in table 4-1.

4.2.1.4 Implementations shall ensure that events are not lost while an earlier event is being
processed but are buffered in first-in first-out order for processing as soon as processing of
the earlier event has completed.
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4.2.1.5 The state transition matrix specified in table 4-1 represents one instance of service
and thus one association. Once the association is established, if an CLTU-BIND invocation
for a different association but for the same service instance is received, it shall be rejected
with an CLTU-BIND return with the result parameter set to ‘negative result’ and the
diagnostic parameter set to ‘already bound’. This event shall not affect the association
already in place.

4.2.2 STATE TABLE

INOTES

1 The state table specifies operation interactions and state transitionsCfor the seryice
provider.

2 The first column simply numbers the rows of the table.

3 The second column lists all incoming events. Where ¢hese events correspond to| the

arrival of an incoming SLE-PDU, the ASN.1 type.defined for this SLE-PDU in
annex A is indicated in parentheses, ().

(4 Where an event is internal to the provider, its description is put in quotation majks,
‘’. These events are defined in table 4-2,

5 The three columns (one column per state) on the right side of the table specify|the
behavior the provider will exhibit, which depends on the current state and |the
incoming event. In some ¢dses, the behavior in addition depends on Boolean
conditions, also referred tp-as predicates. Such predicates are put in double quotation
marks, “ 7. The predicates are defined in table 4-3. Predicates that are simpple
Boolean variables set.only by the state machine itself, are referred to as Boolean flags
and specified in table 4-4. The dependency on a predicate is presented in the formh of
I an ‘IF <condition> THEN <action> [[ELSEIF <condition> THEN <action>] ELLSE
<action>] ENDIF’ clause.

6 If the action given in the table is simply to send a specific SLE-PDU, that is indicgted
by the. appearance of the name of the ASN.1 type of the SLE-PDU to be sent in
parentheses, (). If that SLE-PDU is a return, the name may be preceded by the plus

symbol (‘+’) to indicate that result is ‘positive result’, or by the negative synibol

‘-’) to indicate ‘negative result’. Where several actions are to be taken (referrefl to

i1

The individual actions making up each compound action are identified in table 4-5.

7 ‘Not applicable’ is stated where the given event can only occur in the given state
because of an implementation error on the provider side.
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8 Where the consequences of an incoming event are not visible to the user because the
provider does not send any SLE-PDU in reaction to the given event, the action is put
in square brackets, [ ].

9 State transitions are indicated by an arrow and the number of the state that will be
entered; for example, > 1 indicates the transition to state 1.

10 Whenever the provider invokes a confirmed operation with invoke—-ID set to <n>,
it starts an associated return <n> timer. Should this timer expire before the return|
<n> is received, the provider shall invoke CLTU-PEER-ABORT.
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Table 4-2: Event Description References

IS0 22671:2021(E)

Event Reference
‘action list completed’ 3.7.2.3
‘action list not completed’ 3.7.2.3
‘buffer empty’ 3.7.2.3
‘cltu ready’ 3.6.2.6,3.6.2.7
‘cltu radiated’ 3.7.2.3
‘end of service instance provision period’ 3.12.2.2
‘event condition evaluated to false’ 3.7.2.3
‘invalid SLE-PDU’ 41.2
‘not authenticated SLE-PDU’ 41.7
‘production halted’ 3.7.2.3
‘production interrupted’ 3.7.2.3
‘production operational’ 3.7.2,3
‘protocol abort’ 4.154
‘reporting-cycle timer expired’ 38.2.6
‘return-timeout-period timer <n> expired’ 41.3
‘sldu expired’ 3.7.23
‘unexpected SLE-PDU’ 411
‘unsolicited invoke-ID’ 3.12.2.2

Table 4-3:Predicate Definitions

‘periodically’

Predicate Evaluates to TRUE if

“gontinue” the protocol-abort-mode parameter value is ‘continue’

“‘end” all ehecks on the (cltuUnbindInvocation) PDU are passed and the
unbind-reason parameter value is ‘end’

“‘immediately” all parameter checks on the (cltuScheduleStatusReportinvocation) PDU
are passed and the report-request-type parameter value is
‘immediately’

“periodically® all parameter checks on the (cltuScheduleStatusReportinvocation) PDU

are passed and the report-request-type parameter value is

OSItlVe resuit

dll CheCkKsS on the given Invocation FDU are passed

“report”

the report parameter value in the associated
(cltuTransferDatalnvocation) PDU is ‘produce report’
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Table 4-4: Boolean Flags

Flag Name Initial Value
“service instance blocked” FALSE
“notify production operational” FALSE
“notify production interrupted” FALSE
“deferred notification mode” FALSE
“processing cltu” FALSE

Table 4-5: Compound Action Definitions

Name Actions Performed

stop reporting-cycle timer

reset reporting-cycle

clear CLTU buffer

set “service instance blocked” to FALSE

(cltuStatusReportinvocation)
stop reporting-cycle timer

clear CLTU buffer
set “service instance blocked” to FALSE
(+cltuStopReturn)

{notify ‘xxxx’} (cltuAsyncNotifylnvocation) with notification-type setto xxxx’; i.ef,
to the value corresponding to the incoming event

{clean up}

{immediate report}

{initiate stop}

OT O T OO0 T
M —— [ — —— — —

{notify ‘xxxx’ and a) (cltuAsyncNotifylnvocation) with notification-type setto ‘xxxx]
i.e., tolthe'value corresponding to the incoming event
b) clear CLTU buffer

{notify ‘xxxx’ and a) AcltuAsyncNotifylnvocation) with notification-type setto xxxx}

block} i-€., to the value corresponding to the incoming event
set “service instance blocked” to TRUE

clear CLTU buffer

(cltuPeerAbortinvocation) with diagnostic set to ‘xxxx’
stop reporting-cycle timer

reset reporting-cycle

clear CLTU buffer

set “service instance blocked” to FALSE

(cltuStatusReportinvocation)
set reporting-cycle timer to the reporting-cycle value in the most

rocant (Al QA AALIACEAt oD AN AR A~A Hon
TCCCTT \uuuuun Featheotatdst T POt TvOoCatiorty)

start reporting-cycle timer

delete the service instance

release the associated resources
if applicable, clear the CLTU buffer

clear}

O~ T,

{peer abort xxxx}

D

o 0O T
NNl NN e AN i N

{periddic report}

O QO

O

o Q

I {release resources}

M — ~—

(2]

CCSDS 912.1-B-4 Page 4-11 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

ANNEX A
DATA TYPE DEFINITIONS

(NORMATIVE)

Al INTRODUCTION

A1.1 This annex defines the data types that are used by the Forward CLTU servi¢e, [t is
intended to provide a clear specification of these data types and to avoid ambiguify. 1t is[not
intended to constrain how these data types are implemented or encoded. These definitjons
are suitable for inclusion in any type of ASN.1 based protocol that implements the Forward
CLTU service.

A1.2 The data type definitions are presented in seven ASN.1 modules.

[A1.3 Subsection A2.1 contains basic data types that are coflmon with other SLE transfer
services. As additional services are specified by CCSDS, further data types may be addef to
this module or existing types may be extended. However, that eventuality is not expectef to
invalidate the module in its present form because 5 expected that an implementation
compliant with a future extended version of this“module will be interoperable with an
implementation based on its present version.

A1.4 Subsection A2.2 specifies the SLE-PDUs exchanged between an SLE user and an
SLE provider application in order to establish, release, or abort an association. They|are
common among SLE transfer servicetypes.

A1.5 Subsection A2.3 specifies” SLE-PDUs related to invocations and returns that|are
common to SLE transfer service types.

A1.6 Subsection A2.4 specifies the format of the Service Instance Identifiers.

A1.7 Subsection-A?2.5 specifies data types specific to the Forward CLTU service. In part,
these specific. types are derived from types specified in A2.1 by means of subtyping.

A1.8 Subsection A2.6 specifies all incoming SLE-PDUs of the Forward CLTU servicq, as
seen ffom a provider point of view. Where applicable, these SLE-PDUs are mapped tof the
generic SLE-PDUs defined in A2.2 and A2.3.

A1.9 Subsection A2.7 specifies in the same way all outgoing SLE-PDU .

Al1.10 Although A2.2, A2.3, A2.6 and A2.7 define the SLE-PDUs that will be exchanged
between the SLE provider and user applications, they shall not be interpreted as requiring that
these SLE-PDUs be completely mapped to the user data field of the underlying communications
protocol. For example, depending on the communications protocol(s) used, part of the SLE-
PDUs may be used to determine the appropriate setting of protocol control information.
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CLTU DATA TYPE SPECIFICATION

A2.1 SLE TRANSFER SERVICE COMMON TYPES

CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES

{

DEF
IMH

EXH

NeN N N N N SN NS NS S S S S o~ o~

Con

iso identified-organization (3)
standards-producing-organization(112) ccsds (4)

SPpadCe=1L1INK=eXTellS10N(5) Sle-translier=servicesS (1)

INITIONS
LICIT TAGS
BEGIN

ORTS ConditionalTime
Credentials
DeliveryMode
Diagnostics
Duration
ForwardDuStatus
IntPosLong
IntPosShort
IntUnsignedLong
IntUnsignedShort
InvokeId
ParameterName
SlduStatusNotification
SpacelLinkDataUnit
Time

ditionalTime = CHOICE
undefined [0] NULL
known [1] Time

If credentials aré ‘used, it will be necessary that
the internal strueture of the octet string is known
to both parties.s Since the structure will depend on
algorithm used;” it is not specified here. However,
the peer efitities may use ASN.l encoding to make the
internal ‘Structure visible.

modules (1) common-modules (99) version-five (5) asnl-common-types (1)

Creldentials = CHOICE

{ [Junused [0] NULL

,  [|used [1] OCTET STRING (SIZE (8 .. 256))
}

DeliveryMode = INTEGER

{ rtnTimelyOnline (0)

, rtnCompleteOnline (1)

, rtnOffline (2)

, fwdOnline (3)

, fwdOffline (4)

}

CCSDS 912.1-B-4 Page A-2 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=e60a06d9264a2a9894bc434a8044f8fa

IS0 22671:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE FCLTU SERVICE

Diagnostics 1= INTEGER
{ duplicateInvokeId (100)
, otherReason (127)

}

-- The Duration is expressed in microseconds

Duration ti= IntUnsignedLong

ForwardDuStatus = INTEGER

{ radiated (0)

, expired (1)

, interrupted (2)

, acknowledged (3) -- FSP

, productionStarted (4) -- CLTU: 'radiation started'

, productionNotStarted (5) -- CLTU: 'radiation not ,started'’
, unsupportedTransmissionMode (6) -- FSP

}

-- 1 to (2732)-1

IntPosLong = INTEGER (1 .. 4294967295)

-- 1 to (2716)-1

IntPosShort = INTEGER (1 .. 65535)

-- 0 to (2732)-1

IntUnsignedLong 1= INTEGER (0 ..¢4294967295)

-- 0 to (2"16)-1

IntUnsignedShort 1= INTEGER (O™ . 65535)

InvokeId ti= IntUnsignedShort
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ParameterName = INTEGER
{ acquisitionSequencelength (201)
, apidList (2)

, bitLockRequired (3)

, blockingTimeoutPeriod (0)

, blockingUsage (1)

, bufferSize (4)

, clcwGlobalVcId (202)
, clcwPhysicalChannel (203)
, copCntrFramesRepetition (300)
, |deliveryMode (6)

, |directiveInvocation (7)

, |directiveInvocationOnline (108)
;, |expectedDirectiveIdentification (8)

, |expectedEventInvocationIdentification (9)

,  |expectedSlduldentification (10)
,  |fopSlidingWindow (11)
, fopState (12)
, latencyLimit (15)
, [mapList (106)
, [mapMuxControl (17)
,  mapMuxScheme (18)
,  maximumFrameLength (19)
,  [maximumPacketLength (20)
,  [maximumSlduLength (21)
, minimumDelayTime (204)
, minReportingCycle (301)
, [modulationFrequency (220
, [modulationIndex (23)
, [notificationMode (205)
, JpermittedControlWordTypeSet (101)
, [permittedFrameQuality (302)
, [permittedGvcidSet (24)
, [permittedTcVcidSet (102)
, [permittedTransmissionMode (107)
, [permittedUpdateModeSet (103)
, [ploplIdleSequencelength (206)
, [plopInEffect (25)
, [protocolAbortMode (207)
, |reportingCycle (26)
, |requestedControlWordType (104)
, requestedFrameQudlity (27)
,  |requestedGvcid (28)
,  |requestedTcVicid (105)
, |requestedUpdateMode (106)
,  |returnTim&outPeriod (29)
, rfAvailable (30)
, |JrfAvailableRequired (31)
, segmentHeader (32)
, sequCntrFramesRepetition (303)
, SUPCarrierToBItRarteRatio 377
, throwEventOperation (304)
, timeoutType (35)
, timerInitial (36)
, transmissionLimit (37)
, transmitterFrameSequenceNumber (38)
, vcMuxControl (39)
, vcMuxScheme (40)
, VvirtualChannel (41)
}
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SlduStatusNotification ::= INTEGER

{ produceNotification (0)

, doNotProduceNotification (1)

}

SpacelLinkDataUnit = OCTET STRING (SIZE (1 .. 65536))
Time S CHOICE

{ ccsdsFormat [0] TimeCCSDS

, ccsdsPicoFormat [1] TimeCCSDSpico

}

TimeCCSDS 1= OCTET STRING (SIZE(8))

-- P-field is implicit (not present, defaulted to 41 hex
-—- T-field:

-— 2 octets: number of days since 1958/01/01 00:00:00

-— 4 octets: number of milliseconds of the day

-—- 2 octets: number of microseconds of the millisecond

-— (set to 0 if not used)

-— This definition reflects exactly the format of theXCCSDS defined
-- time tag as used in spacelink data units (see rgference [5]).

TimeCCSDSpico HEES OCTET STRING (SIZEX®O0))
-—- P-field is implicit (not present, defaulted\ to 42 hex
-—- T-field:

-—- 2 octets: number of days since 1958/01/01%00:00:00

-— 4 octets: number of milliseconds of therday

-— 4 octets: number of picoseconds of thermillisecond

-— (set to 0 if not used)

-- This definition reflects exactly\thHe format of the CCSDS defined
-— time tag as used in spacelink data units (see reference [5]).

END
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A2.2 SLE-TRANSFER SERVICE BIND TYPES

CCSDS-SLE-TRANSFER-SERVICE-BIND-TYPES

{ 1iso identified-organization(3)
standards-producing-organization(112) ccsds (4)
space-link-extension(3) sle-transfer-services (1)
modules (1) common-modules (99) version-four(4) asnl-bind-types(2)

DEE[INITIONS
IMHLICIT TAGS
HE BEGIN

EXHORTS SleBindInvocation

, SleBindReturn

, SlePeerAbort

, SleUnbindInvocation
’ SleUnbindReturn

IMHORTS Credentials
, IntPosShort
FROM CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES

Servicelnstanceldentifier
FROM CCSDS-SLE-TRANSFER-SERVICE-SERVICE-INSTANCE-ID

-- |The first part of the module defifition contains the SLE-PDUs

SleBindInvocation = SEQUENCE

{ |invokerCredentials Ctedentials

, |initiatorIdentifier AuthorityIdentifier

, |responderPortIdentifiemn PortId

, [serviceType ApplicationIdentifier
, [versionNumber VersionNumber

, serviceInstanceldentifier Servicelnstanceldentifier

SleBindReturn = SEQUENCE
{ [performerEredentials Credentials
, |respondénldentifier AuthorityIdentifier
, J|result CHOICE
{ pGsitive [0] VersionNumber
, ~ hegative [1] BindDiagnostic
}
}
SlePeerAbort = PeerAbortDiagnostic
SleUnbindInvocation = SEQUENCE
{ invokerCredentials Credentials
, unbindReason UnbindReason
}
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SleUnbindReturn 1= SEQUENCE
{ responderCredentials Credentials
, result CHOICE

{ positive [0] NULL

}

-— The second part of the module definition contains the types
-- used by the SLE-PDUs declared in the first part.

ApplicationIdentifier = INTEGER

{ rtnAllFrames (0)

, rtnlnsert (1)

, rtnChFrames (2)

-— rtnChFrames includes rtnMcFrames and rtnVcFrames

rtnChFsh (3)

-— rtnChFsh includes rtnMcFsh and rtnVcFsh

rtnChOcf (4)

-— rtnChOcf includes rtnMcOcf and rtnvVcOcf

rtnBitstr (5) -— AOS

rtnSpacePkt (6)

fwdAosSpacePkt (

fwdAosVca (

fwdBitstr (

fwdProtoVecdu (

fwdInsert (
(
(
(
(
(

~

~

fwdCVcdu
fwdTcSpacePkt
fwdTcVca
fwdTcFrame
fwdCltu

—-=\conventional telecommand

7)
8)
9)
10
11
12
13
14 ~= conventional telecommand
15

16

I — — — — —

—~ N~ N N N N N N N~~~ -~

AuthorityIdentifier = IdentifierString (SIZE (3 .. 16))

BindDiagnostic INTEGER
{ accessDenied
serviceTypeNotSupported
versionNotSupported
noSuchServiceInstance
alreadyBound
siNotAccesgibleToThisInitiator
inconsistentServiceType
invaldidTime

outO@fService

otherReason

oo JdJo O dbd WN B O
N— — — — — — — — —

7)

—~ N~ N~ N~ N~ N~ S~ ~ ~

1denNtliliIerostring HIHES 1S1D1estring (FRUM (ALL EAUEFT ) )

LogicalPortName IdentifierString (SIZE (1 .. 128))
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PeerAbortDiagnostic HEES INTEGER
accessDenied

unexpectedResponderId
operationalRequirement

protocolError

encodingError
returnTimeout
endOfServiceProvisionPeriod
unsolicitedInvokeId )

(0
(1
(2
(3
(4
(5
(6
(7
(8

{
’
’
7
, communicationsFailure
’
4
14
4
14

otherReason (127)

The range of this INTEGER shall be (0 255) .

-- [(128 255) is reserved for diagnostic codes

that are specific to the communications technology used.

PorltId HEES LogicalPortName

nhindReason INTEGER
end

suspend
[versionNotSupported

0
1
2
other 1

N~ — —

(
(
(
(127)

—~ N~~~

VerlsionNumber = IntPosShort

END
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A2.3 SLE TRANSFER SERVICE COMMON PDUS

CCSDS-SLE-TRANSFER-SERVICE-COMMON-PDUS

{ 1iso identified-organization(3)
standards-producing-organization(112) ccsds (4)
space-link-extension(3) sle-transfer-services (1)
modules (1) common-modules (99) version-four (4) asnl-common-pdu(3)

DEFINITIONS
IMPLICIT TAGS
HEES BEGIN

EXPORTS ReportingCycle

, SleAcknowledgement

, SleScheduleStatusReportInvocation
, SleScheduleStatusReportReturn

, SleStopInvocation

IMPORTS Credentials
, Diagnostics
, InvokeId
FROM CCSDS-SLE-TRANSFER-SERVICE-COMMON-TY¥PES

-— The first part of the module definifion contains the SLE-PDUs

SleAcknowledgement S SEQUENCE
{ «credentials Crxgdentials
, invokeId InvokeId
, result CHOICE
{ positiveResult fO ] NULL
, negativeResult [1] Diagnostics
}
}
SleScheduleStatusReportInvocation S SEQUENCE
{ invokerCredéntials Credentials
, invokeIg InvokeId
, reportRequestType ReportRequestType
SleScheduleStatusReportReturn ::= SEQUENCE
{~ performerCredentials Credentials
, ~/invokeId InvokeId
, result CHOICE
{ positiveResult [0] NULL
, negativeResult [1] DiagnosticScheduleStatusReport
}
}
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SleStopInvocation HEES SEQUENCE
{ 1invokerCredentials Credentials
, invokeId InvokeId

}

-- The second part of the module definition contains the types
-- used by the SLE-PDUs declared in the first part.

DialgnosticScheduleStatusReport 1= CHOICE
{ |common [0] Diagnostics
, |specific [1] INTEGER
{ notSupportedInThisDeliveryMode (0) -- not used for
-- version 1 forward sgransfer
-- services
, alreadyStopped (1)
, invalidReportingCycle 2
}
}
-- |The cycle duration is expressed in seconds
RepgortingCycle 1= INTEGER (2 .. 600)
ReportRequestType HEES CHOICE
{ |immediately [0] NULL
, [periodically [1] ReportingCycle
, |stop (2] NULL
}
END
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A2.4 SLE TRANSFER SERVICE— SERVICE-INSTANCE-ID

CCSDS-SLE-TRANSFER-SERVICE-SERVICE-INSTANCE-ID

{ 1iso identified-organization (3) standards-producing-organization(112)
ccsds (4) space-link-extension(3) sle-transfer-services (1)
modules (1) common-modules (99) version-five (5)
asnl-service-id-type (4)

DEFINITIONS

IMPLICIT TAGS

::= BEGIN

EXPORTS ServicelInstanceIdentifier

-— Object Identifiers definition

sagr OBJECT IDENTIFIER o= {iso 3 112 4 3 1 2 %2}
spack OBJECT IDENTIFIER o= {iso 3 112 4 3 1 ,2~53}
fsl-fg OBJECT IDENTIFIER = {iso 3 112 4 3{1 2 14}
rsl-fg OBJECT IDENTIFIER = {iso 3 112 4<43y1 2 38}
cltu OBJECT IDENTIFIER = {iso 3 1124/ 3 1 2 7}
fsp OBJECT IDENTIFIER = {iso 3 11254 3 1 2 10}
raf OBJECT IDENTIFIER S {iso 3 &2 4 3 1 2 22}
rcf OBJECT IDENTIFIER S {iso 3112 4 3 1 2 406}
rcfsh OBJECT IDENTIFIER o= {isoM3% 112 4 3 1 2 44}
rocf OBJECT IDENTIFIER o= {iso 3 112 4 3 1 2 49}
rsp OBJECT IDENTIFIER o= {50 3 112 4 3 1 2 40}
tcf OBJECT IDENTIFIER 1= PMso 3 112 4 31 2 12}
tcva OBJECT IDENTIFIER RS {iso 3 112 4 3 1 2 16}
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+4++++++++++Ht A
o o o o
The Service Instance Identifier is a concatenation of Attributes.
Each Attribute is composed of a name and a value.
Note that the Attribute names are not specified by the ASN.1 proper,
but by means of comments in this module.
The following Attributes identify the Service Instance:
Service agreement

the name of which is: "sagr",

the value of which is to be agreed between the user and the provider;
Service package

the name of which is: "spack",

the value of which is to be agreed between the user and the provider;
Forward/Return Service Functional Group

the name of which is:

"fsl-fg" for the forward services,
or:
"rsl-fg" for the return services,

the value of which is to be agreed between the user and the provider;

Service Name identifier,

the name of which is: "cltu"
the value of which is: "cltu" plus an instapce-number;
or:
the name of which is: "fsp",
the value of which is: "fsp" plus an imstance number;
or
the name of which is: "tcva",
the value of which is: "tcva" plus™anh instance number;
or
the name of which is: "tcf",
the value of which is: "tcf" \p¥us an instance number;
or:
the name of which is: "raf",
the value ofwhich is: "onlc" or "onlt" or "offl" plus an
instance number;
or:
the name of which ds: "rcft",
the value of whichvis: "onlc" or "onlt" or "offl" plus an
instance numbex}
or:
the name of{which is: "rocft",
the value*df which is: "onlc" or "onlt" or "offl" plus an
instancér mumber;
or:
the mame of which is: "rcfsh",
the\wvalue of which is: "onlc" or "onlt" or "offl" plus an
insgtance number;
e X3
the name of which is: "rsp",
the value of which is: "onlc" or "onlt" or "offl" plus an

1nstctance numnoer.

To obtain the string correponding to the instance identifier, one must
concatenate the Attributes values and Names as follows:

‘Atribute Name"="Attrbute value’.

Two Attributes must be separated by a ".".

Example: ‘sagr=xyz.spack=abcdef.rsl-fg=gfjdy.raf=onlc2’
Note that the quotes are not part of the string.
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