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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED STANDARD

The purpose of this Recommended Standard is to define the Space Link Extension (SLE)
Return Channel Frames (RCF) service in conformance with the SLE Reference Model
(reference [1]). The RCF service is an SLE transfer service that delivers to a mission user all

I INOTE — Reference [1] defines the Return Master Channel Frames (Rtn MC~Frames)
service and the Return Virtual Channel Frames (Rtn VC Frames) serviee as fwo
distinct services. Subsequent study has indicated that it is preferablé te define jone
service that provides the functionality of both. The RCF service defined here
I does just that. It is anticipated that a future issue of reference [1] will take|the
same approach, deleting the Rtn MC Frames and Rtn VC.-Frames services jand
replacing them with the RCF service.

1.2 SCOPE

This Recommended Standard defines, in an abstract manner, the RCF service in terms of:
a) the operations necessary to provide the setrvice;
b) the parameter data associated with eachvoperation;
c) the behaviors that result from théinvocation of each operation; and

d) the relationship between, -and” the valid sequence of, the operations and resulting
behaviors.

[t does not specify:
a) individual implémentations or products;
b) the implementation of entities or interfaces within real systems;

c) the im€thods or technologies required to acquire telemetry frames from sighals
received from a spacecraft;

d)/the methods or technologies required to provide a suitable environment | for
communications; or

e) the management activities required to schedule, configure, and control the RCF service.

CCSDS 911.2-B-3 Page 1-1 August 2016
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1.3 APPLICABILITY
1.3.1 APPLICABILITY OF THIS RECOMMENDED STANDARD

This Recommended Standard provides a basis for the development of real systems that
implement the RCF service. Implementation of the RCF service in a real system additionally
requires the availability of a communications service to convey invocations and returns of
RCF service operations between RCF service users and providers. This Recommended
Standard requires that such a communications service must ensure that invocations and
retyrns of operations are transferred:

a) in sequence;

b) completely and with integrity;

c) without duplication;

d) with flow control that notifies the application layer in the eventiof congestion; and

e) with notification to the application layer in the event that ‘communications between
the RCF service user and the RCF service provider are disrupted, possibly resulting in|
a loss of data.

It i§ the specific intent of this Recommended Standard‘to define the RCF service in a manner
thaf is independent of any particular communications services, protocols, or technologies.

1.32 LIMITS OF APPLICABILITY

Thip Recommended Standard specifies'the RCF service that may be provided by an SLE
Complex for inter-Agency cross support. It is neither a specification of, nor a design for, real
systems that may be implemented for the control and monitoring of existing or future
misgions.

1.4 RATIONALE

Thq goal of this,Recommended Standard is to create a standard for interoperability between|
the trackingstations or ground data handling systems of various Agencies and the consumers|
of gpacecraft telemetry.

1.5 DOCUMENT STRUCTURE
1.5.1 ORGANIZATION

This document is organized as follows:

CCSDS 911.2-B-3 Page 1-2 August 2016
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a) section 0 presents the purpose, scope, applicability and rationale of this
Recommended Standard and lists the definitions, conventions, and references used
throughout the Recommended Standard;

b) section 2 provides an overview of the RCF service including a functional description,
the service management context, and protocol considerations;

¢) section 3 specifies the operations of the RCF service;

d) section 4 specifies the dynamic behavior of the RCF service in terms of thé\gtate
transitions of the RCF service provider;

e) annex A provides a formal specification of RCF service data types using Abstract
Syntax Notation One (ASN.1);

I f) annex B specifies the relationship of the RCF service provision 'to the production
status;

g) annex C provides a conformance matrix that defines ‘What capabilities must| be
provided for an implementation to be considered compliant with this Recommended
Standard;

h) annex D lists all terms used in this Recommended Standard and identifies where they
are defined;

i) annex E lists all acronyms used withinthis document;

j) annex F provides a list of informatiye references.

1.5.2 SLE SERVICES DOCUMENTATION TREE

This Recommended Standard is based on the cross support model defined in the $LE
Reference Model (referencge’[1]). It expands upon the concept of an SLE transfer servicg as
an interaction betweén)an SLE Mission User Entity (MUE) and an SLE transfer seryice
provider for the putpose of providing the RCF transfer service.

This Recommended Standard is part of a suite of documents specifying the SLE serviges.
The SLE scrvices constitute one of the three types of Cross Support Services:

a)Part 1: SLE Services;

b) Part 2: Ground Domain Services;

¢) Part 3: Ground Communications Services.

The basic organization of the SLE services documentation is shown in figure 1-1. The
various documents are described in the following subsections.
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Space Link Extension
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]
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Legend:

Figure 1-1: SLE Services Documentation

a) Cross Support Concept—Part 1: Space-Link Extension Services (reference [F2]): a
Report introducing the concepts of cross support and the SLE services;

b) Cross Support Reference Model~Part 1: Space Link Extension Services (reference
[1]): a Recommended Standard:that defines the framework and terminology for the
specification of SLE services;

c) SLE Return Service Specifications: a set of Recommended Standards that will
provide specification-ef all return link SLE services (this Recommended Standard is
one of the specifications in that set);

d) SLE Forward-Service Specifications: a set of Recommended Standards that will
provide specification of all forward link SLE services;

e) SLEAPI for Transfer Services Specifications: a set of Recommended Practices that
ptovide specifications of an Application Program Interface; a set of Recommended
Standards that provide specifications of an Application Program Interface and a

. 4 TOPAPR | y - 4o - £ (<l S o .
Nappilg tu 10710 as UHULTT Yy Ty CUTHITITITULITUAUIULLS SULVILVU TUL O L1, SULIVIULS,

f) Internet Protocol for Transfer Services: defines a protocol for transfer of SLE
Protocol Data Units using TCP/IP as underlying communications service for SLE
services;

g) SLE Service Management Specifications: a set of Recommended Standards that
establish the basis of SLE service management.
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1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS
1.6.1 DEFINITIONS

1.6.1.1 Definitions from Open Systems Interconnection (OSI) Basic Reference Model

This Recommended Standard makes use of a number of terms defined in reference [6)."[The
use of those terms in this Recommended Standard shall be understood in a generic-sense, fi.e.,
in the sense that those terms are generally applicable to technologies that proyide for|the
exchange of information between real systems. Those terms are:

a) abstract syntax;

b) application entity;

¢) application layer;

d) application process;

e) flow control;

f) Open Systems Interconnection (OSI);
g) real system;

h) Service Access Point (SAP).

1.6.1.2 Definitions from Abstract Syntax Notation One

This Recommended Standard makes use of the following terms defined in reference [7]:
a) Abstract Syntax/Notation One (ASN.1);

b) object identifier;

c) (data)itype;

d) <(data) value.

INOTE — In annex A of this Recommended Standard, ASN.1 is used for specifying|the
abstract syntax of RCF service operation invocations and returns. The use of
ASN.1 as a descriptive language is intended to support the specification of the
abstract RCF service; it is not intended to constrain implementations. In
particular, there is no requirement for implementations to employ ASN.1
encoding rules. ASN.I is simply a convenient tool for formally describing the
abstract syntax of RCF service operation invocations and returns.
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1.6.1.3 Definitions from TM Synchronization and Channel Coding

This Recommended Standard makes use of the following terms defined in reference [2]:
a) Attached Sync Marker;
b) Reed-Solomon check symbols;

¢) Reed-Solomon code.

1.6J1.4 Definitions from TM Space Data Link Protocol

Thip Recommended Standard makes use of the following term defined in reference [3]:
a) Frame Error Control Field (FECF);
b) TM Transfer Frame.

1.6{1.5 Definitions from AOS Space Data Link Protocol

Thip Recommended Standard makes use of the following terms defined in reference [4]:
a) AOS Transfer Frame;
b) Frame Error Control Field (FECF);

1.6J1.6 Definitions from SLE Reference Model

Thip Recommended Standard makes use of the following terms defined in reference [1]:
a) abstract binding;

b) abstract object;

c) abstract port;

d) abstract.Service;

e) invokef;

)~ Mission Data Operation System (MDOS);

g) Mission User Entity (MUE);
h) offline delivery mode;

i) online delivery mode;

j) operation;

k) performer;
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1) physical channel;

m) return data;

n) Return All Frames channel (RAF channel);
0) Return All Frames service (RAF service);

p) Return Master Channel Frame Service (MC service)

q) Return Virtual Channel Frame Service (VC Frame service)
r) service agreement;

s) service provider (provider);

t) service user (user);

u) SLE Complex;

v) SLE Complex Management;

w) SLE data channel;

x) SLE Functional Group (SLE-FG);

y) SLE Protocol Data Unit (SLE-PDU);
z) SLE Service Data Unit (SLE-SDU);
aa) SLE service package;

bb) SLE transfer service instance;

cc) SLE transfer serviceproduction;

dd) SLE transfer service provision;

ee) SLE Utilizatron Management;

ff) space link;

gg) space link data channel;

hl)-Space Link Data Unit (SL-DU);

ii) space link session

1.6.1.7 Additional Definitions
1.6.1.7.1 Association

An association is a cooperative relationship between an SLE service-providing application
entity and an SLE service-using application entity. An association is formed by the
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exchange of SLE protocol data units through the use of an underlying communications
service.
1.6.1.7.2 Communications Service

A communications service is a capability that enables an SLE service-providing application
entity and an SLE service-using application entity to exchange information.

NOTE - If an SLE service user and an SLE service provider are implemented uSing
different communications services, then interoperability between them is possible
only by means of a suitable gateway. Adherence to this Recommended.Standard|
ensures, at least in principle, that it is possible to construct such a gateway.

1.6{1.7.3 Confirmed Operation

A donfirmed operation is an operation that requires the performer to return a report of its
out¢ome to the invoker.

1.6{1.7.4 Delivery Criteria

Deljivery criteria are rules that determine whether a.data unit acquired from the space link by
an $LE service provider shall be delivered to a user.

NO[TE - For RCF service, the delivery criteria are:

a) the Earth Receive Time (ERT) of the frame is within the period defined by thej
start and stop times specified in the RCF-START operation;

b) the spacecraft identifier (SCID) of the frame matches the SCID of the globall
VCID specified in the RCF-START operation; and

¢) the Virtual Channel Identifier (VCID) of the frame matches the VCID of the
global VCID specified in the RCF-START operation.

1.6J1.7.5 EKrame Error Control Field

Thq Frame Error Control Field (FECF) of a frame is the FECF of a TM Transfer Frame
(reference = of an-A ansfe ame{(reference as-applicable

1.6.1.7.6 Frame Version Number

The frame version number is either the transfer frame version number (reference [3]) or the
version number in the AOS transfer frame primary header (reference [4]).
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NOTE - The definitions of frame version number given in references [3] and [4] are
equivalent. If a CCSDS-compatible telemetry frame is known to contain no
errors, the frame version number enables one to distinguish between a transfer
frame and an AOS transfer frame.

1.6.1.7.7 Initiator

The initiator is the object that issues the request to bind to another object (the responder).

INOTE — In other words, the initiator is always the invoker of the request (to-bind to
another object. Therefore, in the context of the request to bind; the terms
‘initiator’ and ‘invoker’ refer to the same object and are synonynis:

1.6.1.7.8 Invocation

The invocation of an operation is the making of a request by“an object (the invoker) to

another object (the performer) to carry out the operation.

1.6.1.7.9 Master Channel

The sequence of all telemetry frames with the same Transfer Frame Version Number
(TFVN) and the same SCID on the same physical channel constitutes a master channel.

INOTE — Depending on the TFVN, the“definition of SCID is as given in either refergnce
[3] or reference [4].

1.6.1.7.10 Parameter

A parameter of an operation is data that may accompany the operation’s invocation or retgirn.

INOTE — The ¢etm parameter is also used to refer to mission-dependent configurafion
infermation used in the production or provision of the service.

1.6.1,7:11 Performance

The performance of an operation is the carrying out of the operation by an object [the
performer).

1.6.1.7.12 Port Identifier

A port identifier identifies a source or a destination in a communications system.

NOTE - See 2.6.4.5 for more information.
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1.6.1.7.13 Responder

The responder is the object that receives a request to bind and completes the binding (if
possible) with the initiator in order for a service association to exist between the two objects.

NOTE - In other words, the responder is always the performer of the binding. Therefore,
in the context of binding, the terms ‘responder’ and ‘performer’ refer to the same
object and are synonyms.

1.6{1.7.14 Return
Thgq return of an operation is a report, from the performer to the invoker, of the-outcome of
the performance of the operation.

1.6{1.7.15 Service Instance Provision Period

A dervice instance provision period is the time during which(a,service instance (i.e., the
cappbility to transfer one or more SLE data channels of a_given type) is scheduled to be
proyided.

NOITE - Reaching of the beginning of this period{constitutes the event ‘start of service]
instance provision period’ (see 4.2.2).
1.6J1.7.16 Spacecraft Identifier

Thq spacecraft identifier (SCID) of(@ telemetry frame is as defined in reference [3] if the
frarpe is a TM Transfer Frame or.a$ defined in reference [4] if the frame is an AOS Transfer
Frane.

1.6J1.7.17 Telemetry Frame

A tglemetry frame\ig a TM Transfer Frame (as defined in reference [3]) or an AOS Transfer
Frame (as defined in reference [4]). In case a distinction of the frame versions is necessary,
the [full termfas per references [3] or [4] is used.

1.6J1:7218 Transfer Frame Version Number

The Transfer Frame Version Number (TFVN) is either the TFVN as defined in reference [3]
or the TFVN as defined in reference [4].

NOTE - The definitions of TFVN given in references [3] and [4] are equivalent. If a
CCSDS-compatible telemetry frame is known to contain no errors, the TFVN

enables one to distinguish between a TM Transfer Frame and an AOS Transfer
Frame.
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1.6.1.7.19 Unconfirmed Operation

An unconfirmed operation is an operation that does not require a report of its outcome to be
returned to the invoker by the performer.

1.6.1.7.20 Virtual Channel

[ATl felemetry frames with the same 1F VN, the same SCID, and the same virtual chahnel
identifier (VCID) on the same physical channel constitute a virtual channel.

1.6.1.7.21 Virtual Channel Identifier

The virtual channel identifier (VCID) of a telemetry frame is as defined-in reference [3] if| the
telemetry frame is a TM Transfer Frame or as defined in reference [4}if the telemetry frame
is an AOS Transfer Frame.

1.6.2 NOMENCLATURE

The following conventions apply throughout this Recomimended Standard:
a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optionalybut desirable, specification;
¢) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and Wwill’ imply statements of fact.

1.6.3 CONVENTIONS
1.6.3.1 Specification.of Operations
1.6.3.1.1 General

Section 3~0f this Recommended Standard specifies the operations that constitute the RCF
services—The specification of each operation is divided into subsections as described in
1.63.1.2 through 1.6.3.1.4.

1.6.3.1.2 Purpose Subsection

The Purpose subsection provides a brief description of the purpose of the operation.
Additionally, it indicates whether the operation may be invoked by the user, provider, or
both; whether the operation is confirmed or unconfirmed; and whether there are any
constraints on when the operation may be invoked.
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1.6.3.1.3 Invocation, Return, and Parameters Subsection

The Invocation, Return, and Parameters subsection describes the parameters associated with
each operation, including their semantics. A accompanying the description of each operation
lists all parameters associated with the operation and, for both the invocation and return,
whether the parameter is always present, always absent, or conditionally present.

For parameters that are conditionally present, the parameter description specifies the
conditions for the presence or absence of the parameter. The condition is generally based en|
the [value of another parameter in the same invocation or return; for example, in the retuin of
an ¢peration, the diagnostic parameter is present if and only if the value of the rejsult
pargmeter is ‘negative result’. For a conditional parameter in a return, the conditipn’may bej
based on the value of a parameter in the corresponding invocation.

In the table, the following convention is used to indicate whether a parameter is always
present, always absent, or conditionally present:

M Always present
C Conditionally present

Blank Always absent
NO[TE - Even though a parameter may be characterized as always present, its description|
may specify that its value is permittedto be ‘null’ or “‘unused’ or the like.
1.63.1.4 Effects Subsection

Thd Effects subsection describes the effects an operation has on the invoker, the performer,
the [association between them, orany combination thereof. The details of how those effects
occir or the mechanisms used‘are outside the scope of this Recommended Standard.

1.63.2 Typographic.€onventions

1.63.2.1 Operation Names

Namnes of REF service operations appear in uppercase and begin with the characters ‘RCF-’
(e.d., RCF-TRANSFER-DATA).

1.6.3.2.2 Parameter Names

In the main text, names of parameters of RCF service operations generally appear in
lowercase and are typeset in a fixed-width font (e.g., responder-port-identifier).
In annex A, the corresponding name is formed by omitting any hyphens contained in the
name and using mixed-case (e.g., responderPortIdentifier).
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1.6.3.2.3 Value Names

The values of many parameters discussed in this Recommended Standard are represented by
names. In the main text, those names are shown in quotation marks (e.g., ‘no such service
instance’). The corresponding name in annex A is formed by omitting any hyphens or white
space contained in the name and using mixed-case (e.g., noSuchServicelInstance).
The actual value associated with the name is constrained by the type of the parameter taking
on that value Parameter types are specified in annex A of this Recommended Standard

INOTE — The name of a value does not imply anything about its type. For example,|the
value ‘no such service instance’ has the appearance of a character string |[but
might be assigned to a parameter whose type is ‘integer’.

1.6.3.2.4 State Names
This Recommended Standard specifies the states of RCF servicg-providers. States may be
referred to by number (e.g., state 2) or by name. State namesre always shown in quotafion
marks (e.g., ‘active’).

1.6.3.2.5 SLE-PDU Names

The names of SLE-PDUs appear in mixed-case{(e.g., rcfBindInvocation).

1.6.3.2.6 Data Type Definitions

Data type definitions for the RCF service are presented in annex A in the form of a s¢t of
[ASN.1 modules. Regardless_of the conventions used elsewhere in this Recommended
Standard, the text of the ASN.1 modules is typeset entirely in a fixed-width font.

1.6.3.3 Other Conventions

This Recommended Standard uses the conventions specified in reference [1].

1.7 REFERENCES

The followmg documents contain prov151ons which, through reference in this text constl ute

were valid. All documents are subJect to revision, and users of th1s Recommended Standard
are encouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS Recommended Standards.
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NOTES
1 A list of informative references is provided in annex F.
2 This document takes advantage of the harmonized terminology introduced by

restructured documentation of the space link protocols (references [2], [3], and [4]).
From an interoperability point of view, they do not introduce any incompatibilities
with respect to the original set of space link protocol documents (references [F3],
[F4], and [F5)).

[1]1| Cross Support Reference Model—Part 1: Space Link Extension Services. Issue 2.
Recommendation for Space Data System Standards (Blue Book), CCSDS 910:4-B-2.
Washington, D.C.: CCSDS, October 2005.

[2]| TM Synchronization and Channel Coding. Issue 2. Recommendation, for Space Datal
System Standards (Blue Book), CCSDS 131.0-B-2. Washington, D:O.: CCSDS, August
2011.

[31| T™ Space Data Link Protocol. Issue 2. Recommendation” for Space Data System|
Standards (Blue Book), CCSDS 132.0-B-2. Washington, D.C.: CCSDS, September
2015.

[4]| AOS Space Data Link Protocol. Issue 3. Reedmmendation for Space Data System)
Standards (Blue Book), CCSDS 732.0-B-3.5Washington, D.C.: CCSDS, September
2015.

[5]| Time Code Formats. Issue 4. Recommendation for Space Data System Standards (Blueg]
Book), CCSDS 301.0-B-4. Washington, D.C.: CCSDS, November 2010.

[6]| Information Technology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. 2nd ed. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO,
1994.

[71| Information Technivlogy—Abstract Syntax Notation One (ASN.1): Specification of
Basic NotationAth ed. International Standard, ISO/IEC 8824-1:2008. Geneva: 1SO,|
2008.
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2 DESCRIPTION OF THE RETURN CHANNEL FRAMES SERVICE
2.1 OVERVIEW

The RCF service enables the user of the service to obtain all telemetry frames from one
master channel or one virtual channel. A master channel consists of all telemetry frames
with the same Transfer Frame Version Number (TFVN) and the same spacecraft identifier
(SCID) on the same physical channel. A virtual channel consists of all telemetry frames with
the same TFVN, the same SCID, and the same virtual channel identifier (VCID) on thé\sgme
physical channel. A telemetry frame is a TM Transfer Frame or a AOS Transfer Frame| A
space link physical channel carries one stream of telemetry frames separated. by attadghed
sync markers. A physical channel may be comprised of one or more master’channels, dach
of which may be comprised of one or more virtual channels. A completé specificatiop of
these concepts is provided in references [2], [3], and [4].

For delivery to the user, each frame acquired from the space linkcisiencapsulated in an $LE
SDU that also carries annotation, i.e., additional information such.as the Earth Receive Tjime
(ERT) of the frame. In general, the RCF service delivers frathes to the user in the orddr in
which they were received from the space link.

The operations defined in section 3 of this Recommended Standard enable an RCF seryice
user to interact with an RCF service provider to:

a) establish an association between the uger and the provider;

b) receive annotated telemetry framies from one master channel or from one virtual
channel;

c) obtain notifications and reports regarding the status, configuration and performgnce
of the service;

d) temporarily suspend-and later re-start the delivery of telemetry frames from the same
master channel or any of the permitted virtual channels;

e) change the values of certain parameters that affect the behavior of the service; and|

f) release-ah association.

In any.given service instance, only one master channel, or only one VC, or a single master
channél plus a set of VCs (where the set may have a single member), is permitted. Only|the
permitted master channel or one of the permitted virtual channels is delivered to the userjat a
time.

The provision of RCF service for one master channel or one virtual channel for access by one
service user constitutes one instance of service. The provision of RCF service for one master
channel or one virtual channel to multiple service users and the provision of RCF service for
multiple master channels or multiple virtual channels concurrently to one or more service
users are permitted but are specified to constitute multiple service instances.
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2.2 SPACE LINK EXTENSION REFERENCE MODEL
2.2.1 INTRODUCTION

The RCF service is specified within the framework defined by the SLE Reference Model
(reference [1]). The following subsections summarize selected concepts from the SLE
Reference Model.

2.22 ABSTRACT OBJECT

An Jabstract object is a functional entity that interacts with other abstract objects. ObjecCts are
of different types, which determine their function and behavior. Objects are chatacterized by
their interfaces, which are called abstract ports, and the operations that arermade available
thrqugh those interfaces. One object may provide multiple abstract ports.

2.23 ABSTRACT SERVICE

An |abstract service is the capability provided by a set of operations that an abstract object
exppses at one or more of its abstract ports.

NO[TE — The concept of an abstract service is to be distinguished from the concept of an|
(N)-service as defined in the OSI Basie Reference Model (reference [6]). The)
definition of (N)-service is in terms ©fthe capability provided by one layer in the
OSI architecture to the layer abevye it. The definition of abstract service is in|
terms of the capability provided by one abstract object to another abstract object.
In a cross support scenarig~where one Agency is providing an SLE service to|
another Agency, the objeet’ that provides the service typically is associated with|
one Agency, and the ‘object that uses the service typically is associated with thej
other Agency.

2.24 ABSTRACT BINDING

When two abstrdet ports have an association established between them, they are said to be
bound. The actof establishing such an association is called abstract binding. One object (the
initlator) invokes a bind operation that is accepted (or rejected) by another object (the
responder):

2.2.5 SERVICE USER/PROVIDER

An object that offers a service to another by means of one or more of its ports is called a
service provider (provider). The other object is called a service user (user). An object may
be a provider of some services and a user of others.
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The terms user and provider are used to distinguish the roles of two interacting objects. In
this Recommended Standard, when two objects are involved in provision of a service, the
object closer to the space link is considered to be the provider of the service, and the object
further from the space link is considered to be the user.

2.2.6 OPERATION

An operation is a procedure or task that one object (the invoker) can request of another [the
performer) through a bound port pair. The terms invoker and performer are used to-descfibe
the interaction between two objects as the operations that constitute the service ¢dcur. One
object invokes an operation that is performed by the other. For most services;.each object
invokes some operations and performs others.

2.3 SERVICE MANAGEMENT

SLE service management determines the number and schedule of RCF service instancef to
be provided, the resources required to enable those service instances, and the injtial
configuration of all service instances and their supporting resources. SLE seryice
management is the subject of separate CCSDS Recommended Standards.

The SLE Reference Model (reference [1]) distinguishes between service provision |and
service production:

a) service provision makes available-to the user the operations necessary to obtain|the
service;

b) service production transformis a space link channel to an RCF channel, possibly uging
the service provision,and production of another SLE provider or the equivalent
capability.

Certain configuration/parameters are associated with provision of RCF services, while others
are associated withCproduction. Changes to RCF provision configuration parameters (¢.g.,
requested-g¥obal-VCID) affect only a single service instance; the values of such
parameters are initialized by service management when the service instance is created,|but
may be modified subsequently by the user through RCF service operations specified in [this
Recommended Standard. Changes to RCF production configuration parameters (e.g.| bit
rate; frame length, coding type) potentially affect multiple service instances or potentiplly
impact SLE Complex resources; consequently, those parameters may be modified ¢nly
througirservice mamagerment:

RCF service may be user-initiated (i.e., the user invokes the bind operation) or provider-
initiated (i.e., the provider invokes the bind operation). A particular instance of RCF service
supports either user initiation or provider initiation but not both. The form of initiation that
applies to a particular service instance is set by service management.
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The SLE Reference Model defines two delivery modes: online delivery mode and offline
delivery mode. Online delivery mode indicates that the provision of service is generally
coincident in time with the space link session, whereas offline delivery mode indicates that
the telemetry frames acquired during a space link session are provided to the user some time
after the end of the space link session. Within the online delivery mode, the SLE Reference
Model defines two quality factors: timeliness and completeness. Within this RCF service
specification, the two variants of online delivery are regarded distinct delivery modes: online
timZ‘I)I Qﬂ(‘ nn]inp {‘nmplpfp R{\fh assime fhP 1LSE {\'F a fP]iQ]"\]P {‘nmmnni{‘aﬁnnc Sery i{‘P
Thdy differ in that the timely mode allows for the controlled discarding of telemetry framies
at the application layer if it is not possible to deliver those telemetry frames within a certdin|
amount of time after they are acquired from the space link (e.g., because of commumnicdtions
seryice backlog). While the RCF service is defined for the complete online delivery mode,)
the [timely online delivery mode, or the offline delivery mode, any particular instance of RCH
seryice supports only one of those modes. The delivery mode applicable to a particular
seryice instance is set by service management.

2.4| ARCHITECTURE MODEL—FUNCTIONAL VIEW
2.4]1 RETURN FRAME PROCESSING FUNCTIONAL.GROUP

Thd Return Frame Processing Functional Group (RER-FG, shown in figure 2-1) is the SLE
fung¢tional group (SLE-FQG) that produces the RCF service. As shown in the figure, the RFP-
FG|provides other services in addition to the R€F service. This Recommended Standard
addresses only the RCF service; the other—services are to be defined in companion|
Redommended Standards.

( )

Return All Frames data channel Return Channel Frames service
T-P

Return Frame
T-U Processing T-P
Functional Group

Return All Frames sérvice Return OCF service

Return FSH service

\. J

Figure 2-1: Return Frame Processing SLE-FG
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As described in reference [1], the RFP-FG consumes a Return All Frames (RAF) channel and
provides RCF service. The RAF channel is provided to the RFP-FG either (a) directly from a
Return Space Link Processing Functional Group (RSLP-FG) in the same SLE Complex, or
(b) through an instance of RAF transfer service that is provided by a different SLE Complex.
The RAF channel consists of a stream of SLE-SDUs that encapsulate the telemetry frames
acquired from one space link physical channel. From this input, the RFP-FG produces one or
more RCF channels. Each RCF channel consists of a stream of SLE-SDUs. Most of these

cncan 2 aalainm 2113 11 Hals 1.4 Danne Q FLULa nel

specified by the user of the RCF service; such SLE-SDUs also carry annotation information
associated with the frame (e.g., the ERT of the frame). Other SLE-SDUs in an RCF chanpnel
carry notifications of the occurrences of certain events that may pertain to the-RCF seryice
(e.g., loss of frame synchronization on the physical channel associated with-this instancg of
RCF service).

[An RCF channel produced by the RFP-FG is delivered to a user:by’ means of the RCF
service. More specifically, the RFP-FG performs the following. functions with respedt to
RCF service:

a) consumes one RAF channel;

b) demultiplexes the RAF channel into its compenent master channels, demultiplgxes
the master channels into their component vittual channels, annotates each framg in
each channel to form RCF SLE-SDUs, and injects the resulting RCF SLE-SDU |nto
RCF channels;

c) optionally, stores (and subsequently retrieves) sufficient data to reconstruct the RCF
channels for delivery through one or more offline RCF service instances;

d) makes RCF channels available to online and offline RCF service instances to efffect
the provision of RCF service.

The telemetry frames deliyered by the RCF service are encapsulated in SLE-SDUs. RCF
SLE-SDUs that encapsulate telemetry frames are annotated with information that pertains to
that specific frame.“The annotation consists of:

a) the ERT of the frame;
b) amidentifier that indicates the antenna used to acquire the frame;

¢)~a parameter that characterizes the data link continuity of this frame with respect to| the
preceding frame on the same master or virtual channel;

d) an optional octet string that may be used to provide additional, non-standard
annotations that are mutually agreed to by the SLE Complex providing the service
and the Mission Data Operations System (MDOS) associated with the user of the
service.
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NOTES

1 The RCF service processes and delivers only telemetry frames that are error-free. I
The determination that a frame is error-free is based on the frame quality annotation
provided by the RAF service production: a frame is considered error-free if it was
annotated by the RAF service production with a frame quality of ‘good’. The RAF
service production annotates a frame as ‘good’ if the frame contains only valid
codewords of the Reed-Solomon or Low-Density Parity-Check (I.DPC) code or—if

the frame is not Reed-Solomon or LDPC encoded—if the Frame Error Control Fi¢ld
(FECF) decodes successfully. The condition stated above for frame-quadiity
being set to ‘good’ applies both in case when only Reed-Solomon encoding is-used as|
well as when Reed-Solomon is the outer code of the concatenated coding”scheme
being applied.

2 As defined by this Recommended Standard, telemetry frames-~do/not include thej
attached sync marker but are delimited by them.

242 RCF SERVICE PRODUCTION AND PROVISION

Ong¢ instance of RCF service production (or, one RFP-FG inhstance) may be associated with
multiple RCF service instances. RCF production is concerned with the production of RCH
chapnels independent of any particular instance .of service. In contrast, RCF service
proyision is concerned with delivering an RCF¢channel to an RCF service user. Service
proyision addresses such matters as when service is provided (e.g., service start and stop
times), how service is provided (e.g., userinitiated or provider-initiated), and delivery
seryice (e.g., whether the delivery mode s timely online, complete online, or offline).

RCF service production receives the input telemetry frames encapsulated in RAF SLE-
SDUs. If the complete production process, i.e., RAF and RCF production are performed
within a single SLE Complex;”then the RAF SLE-SDUs are possibly not exposed on an|
intgrface but exist only econceptually inside the return link production. If a separate SLE
Complex hosts the RAE-production process, then the RAF SLE-SDUs are made available by
thaf complex by medns of the RAF service exposed on the SLE Complex interface.

RCF service production receives the input telemetry frames encapsulated in RAF SLE-
SDUs. The RCF service production performed by the RFP-FG separates the RAF SLE-
SDUs bysmaster channel and virtual channel to form RCF SLE-SDUs. The SLE-SDUs
genkrated by RCF service production are delivered to the service user by means of the RCH

r(;nn onaratians—dafinad—in—caction—23— sxhichaolcanroxnda odditional Bt Tie, ¢
Se TOU U pPUIatunS O oo i SUTTIoTT 5 winoll daisU— prov i aturroa ronotaorarty— o

facilitate the provision of RCF service. In turn, the RCF service operations are realized as
SLE Protocol Data Units (SLE-PDUs) that are exchanged between the RCF service provider
and the RCF service user by means of an underlying communications service. Typically, an
SLE-PDU corresponds to the invocation or return of an RCF operation. (Because of the
buffering mechanisms described in 3.1.9, there are certain exceptions; for example, multiple
RCF-TRANSFER-DATA invocations may be mapped to a single SLE-PDU.) The general
relationship between RAF SLE-SDUs, RCF SLE-SDUs, and RCF SLE-PDUs is illustrated in
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figure 2-2. This figure assumes that as in the example shown in figure 2-3 all return service
production is implemented within a single SLE Complex. This may or may not be the case.
For instance, one SLE Complex could host the RCF production process and use the RAF
service provided by another SLE Complex. In that case, the latter SLE Complex would
consume the space link channel, i.e., receive the SL-DUs while the two SLE Complexes
would exchange RAF SLE-PDUs.

RCF Service Provider RCF Service User

- ) -

a a

m [sa} =

—

@ 7 7

2 5 5
From _ | RCF Service | & | RCF Trgnsfer P I N RCF » User
RAF ™ production [ Service -t 1  Transfer *—>1 L oolication
channel oductio Provision Service, Use pphicatio

Figure 2-2: RCF Service Production and Provision

For the online delivery mode, production and:provision of the RCF service by the provjder
occur, at least in part, concurrently with the space link session. For the offline deliyery
mode, service production and provision.are detached, with service provision occurring s¢me
time after the end of the space link ‘session. In the offline case, data acquired during|the
space link session are stored for later~delivery by an offline service instance.

2.5 ARCHITECTUREMODEL—CROSS SUPPORT VIEW

The management and_c¢ontrol of the production and provision of SLE transfer services is
described in genéral terms in reference [1]. Figure 2-3 shows an example operatignal
scenario and theyrélated binding of RCF transfer service ports and SLE management ports.
This scenarie”shows an SLE Complex with one Return Space Link Processing SLE{FG
instance and one Return Frame Processing SLE-FG instance providing two instances of RCF
servicesté an MDOS.

NOTE — Although not shown in this scenario, other combinations are possible. |For
example, 1t 1s also possible to have several RFP-FG 1nstances, each consuming a
different RAF channel and each providing one or more instances of service. It is
also possible for the RSLP-FG and the RFP-FG to be located in different SLE
Complexes. In such a case, the RAF channel would be provided to the RFP-FG
via an RAF transfer service instance.
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Figure 2-3: Example of the Management and Provision of RCF Service

2.6| FUNCTIONAL DESCRIPTION

2.6 GENERAL

Sulsections 2.6.2 through 2.6.4 describe the RCF service with respect to scheduling,)
conffiguration, underlying services, provider states, and protocol considerations.

2.62 SCHEDULING AND CONFIGURATION

SLE Utilization Management negotiates with SLE Complex Management to establish
mufually agreed upon SLE service packages. Among other things, SLE service packages
specify what service instances are to be provided, when those services are to be provided,
and what resources are needed to enable those services.

Service packages also specify the initial values of mission-dependent parameters required for
service production and provision. RCF service provision parameters include such things as

the scheduled start and stop times of the RCF service instance provision period and the I
delivery mode.
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Service production is guaranteed to occur only as needed to support service packages that
have been scheduled and mutually agreed upon by SLE Complex Management and SLE
Utilization Management. Service provision occurs only within the bounds of the agreed
upon schedule of service instances and only during those periods when there is an association
between the service provider and the service user.

2.6.3 UNDERLYING SERVICES

The RCF service is based on the functionality provided by the SLE RAF service production
(reference [1]) or an equivalent capability. The RAF service production (or its eguivalent)
may be provided by the same SLE Complex that provides the RCF service or\by a different
SLE Complex. Additionally, provision of RCF service depends on service, mianagement for
scheduling, resources, and configuration, and on the availability,”of a suitable
communications service to enable the exchange of information between the RCF service fiser
and provider.

2.6.4 PROTOCOL DESCRIPTION
2.6.4.1 RCF Operations

The operations that constitute the RCF service*are listed in table 2-1. Section 3 of [this
Recommended Standard provides the detailedspecification of these operations.

Table 2-1: RCF Operations

Invoked
Operation By. Purpose Confirmed
RCF-BIND Useror | To establish an association with the peer Yes
provider
RCF-UNBIND Useror | To release an association previously Yes
provider | established by an RCF-BIND operation
RCF-START User To request that the SLE service provider Yes
start the delivery of telemetry frames
RCF-STOP User To request that the SLE service provider Yes
stop the delivery of telemetry frames
RCF-TRANSFER- Provider | To transfer a telemetry frame to the SLE No
DXATA P - r
RCF-SYNC-NOTIFY Provider | To notify the user of an event affecting No
production or provision of the RCF service
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Invoked
Operation By Purpose Confirmed
RCF-SCHEDULE- User To request that the provider send a status Yes
STATUS-REPORT report immediately or periodically or to stop
such reporting
RCF-STATUS- Provider | To send a status report to the user No
REPORT
REF-GET- tOser Toascertaimthe vatue of am SEEservice YES
PARAMETER parameter (see 3.10.2.5.1)
RCF-PEER-ABORT User or | To notify the peer that the local SLE No
Provider | application detected an error that requires
the association to be terminated

2.6,4.2 States of the Service Provider

On¢e an RCF service instance is created, the RCF service provider is'in one of three states,

as fpllows:

c) [State 3 (‘active’): State’3 is identical to state 2 (‘ready’) except that telemetry frames that
meet the delivery- oriteria specified by the user by means of the RCF-START operation|
are delivered t0'the user as they become available. The service continues in this state
until the userdnvokes the RCF-STOP operation to suspend frame delivery and transition|
back to sfate 2 (e.g., in response to an ‘end of data’ notification from the service provider
signaling” that the space link session has ended and all available frames have been
delivered) or all RCFs meeting the user selected delivery criteria (see 1.6.1.7.4) have

beeh sent).

a) State 1 (‘unbound’): In state 1, all resources required to enable the provision of the
RCF service have been allocated, and all objects réquired to provide the service have
been instantiated. However, no associationyet exists between the user and the
provider (i.e., the RCF transfer service provider port is not bound).

b) State 2 (‘ready’): In state 2, an association has been established between the user and,
the provider, and they may interact b{means of the operations described in section 3
of this Recommended Standard,~:However, the delivery of telemetry frames (by]
means of the RCF-TRANSFER=DATA operation) is not permitted. The user mayj
enable the delivery of telemetry frames by means of the appropriate service operation|
(RCF-START); that, in tutn, will cause the provider to transition to state 3 (‘active’)
and enable frame delivery.

A simplified RCF service provider state transition diagram is shown in figure 2-4. A detailed
state transition matrix is provided in section 4.
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NOTIFY

Figure 2-4: Simplified RCF Service Provider State Transition Diagram

2.6.4.3 Termination of Association

An association is released normally-when an RCF-UNBIND operation is invoked by|the
initiator of the association and pé¢rformed by the responder. An association may be aborted
by either the user or the provider by means of the RCF-PEER-ABORT operation. |An
association also may be aberted due to certain failures of the communications service; guch
failures are signaled to the local application by the ‘protocol abort’ event described in 4.1/5.

2.6.4.4 Effectstof Termination

(When an assoOciation is released or aborted, the invocation of further operations by the usdr or
the provider is not permitted. As a consequence, the delivery of frames stops as soon as| the
RCF-STOP or RCF-PEER-ABORT invocation has been processed by the RCF seryice
provider. The user and provider may re-establish an association via a new RCF-BIND
operation if that is consistent with the schednle for the provision of service. However, sthtus
information from the prior association is not preserved and is not available to the new
association except that:

a) if the delivery mode is complete online, the content of the online frame buffer (see
3.1.9) is persistent except if in the RCF-UNBIND invocation the unbind-reason
parameter is set to ‘end’;
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b) if the delivery mode is offline, the contents of the offline frame buffer (see 3.1.9) is
persistent;

c) statistics reported by means of the RCF-STATUS-REPORT operation (see 3.9) are
accumulated for the entire service instance provision period.

2.6.4.5 Technology-specific Aspects

Thip Recommended Standard defines the RCF service. Provision of the RCF service dn ‘a
real system also requires a specification of how the RCF service defined here is mapped_to a
conmpmunications service such that all invocations and returns of RCF service operations can|
be ¢onveyed between the user and the provider. In order not to restrict the applicability of
thisf Recommended Standard to a specific communications technology, as few-assumptions as
pospible have been made about the characteristics of the underlying commiumications service
(se¢ 1.3.1).

Thqg RCF service interface between the user and the provider’ is specified in thig
Redommended Standard in terms of the operations that the )service provides. Those
opefations are realized by mapping the operation invocatiens. and returns to protocol data
unifs that can be exchanged by means of the underlying)communications service. This
Redommended Standard conceptualizes such a mapping in two parts. First, RCF service
operation invocations and returns (defined in section 3)-are mapped to SLE-PDUs (defined in|
annex A). Second, SLE-PDUs are mapped to protocol data units that can be exchanged by
megns of the underlying communications service. The mapping of RCF service operation
invocations and returns to SLE-PDUs is specified by this Recommended Standard. The
mapping of SLE-PDUs to an underlying-eemmunications service is intentionally outside the
scope of this Recommended Standard-(€:g., so that the RCF service may be mapped to more
thaih one communications technology). In order to achieve interoperability, the user and
proyider must conform not only:to this Recommended Standard but also to an agreed upon
spegification of the mapping-of’the RCF service to the underlying communications service.
Figpire 2-5 illustrates a commtnications realization of the RCF service that results from such
a thapping. The spéeification of such mappings is the subject of separate CCSDS
Redommended Standards.
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Figure 2-5: Communications Realization of RCF Service

The specification of a mapping of the RCF service onto a particular communications seryice
must address such things as:

d) selection of communication networks to ensure connectivity;

b) (‘nmpaﬁhlp nnnﬁgnrnﬁnn nfprntnnn] qtm‘l(q;

c) specification of port-identifiers and their translation onto the underlying
communications service; and

d) specification of security related information.

Because the operations of the RCF service are relatively simple, once an association is in
place between the service user and the service provider, the technology-specific elements
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involved in the exchange of SLE-PDUs are generally minor. However, the way an
association is established (i.e., the binding) tends to vary significantly depending on the
communications technology in use. Nonetheless, the RCF-BIND and RCF-UNBIND
operations as specified in this document are intended to be ‘technology neutral’. This
neutrality is achieved as described in the following subsections.

ider ) : : : :
idemtifier’. The port identifiers represent all the technology-specific addressing information|
neefled to establish communications between the user and provider and to route SLE-PDUs
betyveen them. The initiator port identifier identifies the endpoint that will invoke thelRCF-
BIND operation (initiator). The responder port identifier identifies the endpoifit ‘that will
perform the RCF-BIND operation (responder). Generally speaking, the€) information|
reptesented by a port identifier consists of:

For purposes of the communications mapping, the endpoints of an SLE association are

a) information needed in order to route data between two, réal systems over a
communications channel or network; and

b) information needed in order to route data within a.teal system to a particulay
application entity.

For{example, the information represented by a port identifier might be the combination of an|
Intgrnet Protocol (IP) network address and a Transmission Control Protocol (TCP) port
number or the combination of an OSI network ;address and an associated set of Service
Acgess Points (SAPs).

Thq exact relationship between SLE portidentifiers and communications ports provided by
the junderlying communications service.anust be specified by the mapping of the RCF service
to r}?e underlying communications setvice. If the underlying communications service is

conpection-oriented, then the mapping may specify a one-to-one relationship between SLE
ass¢ciations and communications connections; however, that is not required. For example,
twg SLE associations inyolving the same pair of SLE endpoints may share a single
conpection. In that case;-it is the responsibility of the mapping of the RCF service to the
underlying communications service to specify how the SLE-PDUs of one association are
distinguished front.the SLE-PDUs of the other association.

Ong¢ possiblg mapping of the SLE transfer service to the TCP/IP communications service is
spetified i [F6]. As part of this mapping, also issues such as sizing of TCP buffers in
accprdande with the bandwidth-delay product of the communication link and ways to

manage relative priority of transfer services concurrently using the same connectivity are to|
be addressed.

In order for an SLE association to be established, SLE Complex Management and SLE
Utilization Management must agree beforehand on the responder port identifier for the
association. The responder needs the information represented by the responder port
identifier to ensure that resources are allocated to recognize and respond to an RCF-BIND
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invocation for that association. The initiator needs the information to ensure that the RCF-
BIND invocation will be communicated to the appropriate responder.

In general, it is not necessary for SLE Complex Management and SLE Utilization
Management to agree beforehand on the initiator port identifier for the association. Rather,
the initiator should communicate that information to the responder in conjunction with the
RCF-BIND invocation. The exact means by which the initiator port identifier is provided to
the responder is technology-specific and must be specified by the mapping of the RCF
service to the underlying communications service.

The responder port identifier is included as a parameter of the RCF-BIND' operatjon.
Generally speaking, that is unnecessary; it is only necessary that SEE-application
communicate the information represented by the port identifiers tey‘the underlying
communications service. The responder port identifier is provided as'a parameter of|the
RCF-BIND operation to allow for the possibility that the implementation of a gateway mjght
be simplified by the inclusion of this parameter in the RCF-BIND gperation.

The information represented by the responder port identifier,isd¢echnology-specific. In order
to define the RCF-BIND operation in a way that{isvnot technology-specific, |the
responder-port-identifier parameter of the RCF-BIND operation is defined t¢ be
a logical name. A logical name is an arbitrary identifier that has an appropriately chosen [and
I agreed upon translation to technology-specific information. Prior to the beginning of]the

service instance provision period, SLE Complex Management and SLE Utilization must
mutually agree upon the value of the responder port identifier (and its translation) applicable
to that service instance. The actual precess of translating logical names to technolqgy-
specific information is considered a local matter. The translation methodology may rely on
simple techniques such as look-up-tables or may use more elaborate mechanisms such as
naming or directory services.

The above discussion describes the case that both the user and provider applications|are
implemented using thé jsame communications service. It is possible to achieve
interoperability even if' the user and provider use different communications serviges.
However, in that case’interoperability requires the use of an appropriate gateway.

2.6.4.6 Buffering

2.6.4:6.1 General

Rnf"FPring mechanisms used bv the RCFE prntn(‘n] are described in subsections 2 6 4 6 2 land
2.6.4.6.3. They are formally specified by the requirements in 3.1.9 and the state transition
matrix in section 4.
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2.6.4.6.2 Transfer Buffer

As described in 2.6.4.5, RCF operations (specified in section 3) are mapped to SLE-PDUs
(specified in annex A) that are conveyed to the peer SLE entity by means of the underlying
communications service. In general, there is a one-to-one mapping between SLE-PDUs and
the invocations or returns of RCF operations. However, that is not always the case. In
particular, the RCF protocol prov1des that multlple RCF- TRANSFER DATA and RCF-

RcflTransferBuffer in annex A). In terms of the RCF service, the release of the
RcflTransferBuffer to the communications service provider is equivalent to the (nedr-
simultaneous invocation of multiple RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY
operations. These operations are invoked in the order in which the original\annotated

Thq primary rationale for this approach is as follows: when the dafa rate on the space link
excpeds the available communications bandwidth or when the gretind communication link is
conigested or unavailable for a period of time, use of the complete online delivery mode mayj
lead to the accumulation of a large backlog of undelivered-data, resulting in the delivery of
datg past the point of usefulness. The timely online delivery mode is an alternative that
lim{ts the size of the backlog that is allowed to accumiulate by discarding data that cannot be
deljvered within a certain time. Furthermore, when data is discarded, it is discarded ‘in|
chunks’, i.e., as a sufficiently large block of contiguous frames rather than as random frames
her¢ and there. In general, this approach-maximizes the usefulness of the data that is
delivered.

Thip result is achieved as follows: as'the RCF service provider acquires telemetry frames and
as ¢vents that must be synchronously notified occur, that information is stored in a buffer
nanjed the transfer buffer. Theysize of this buffer is set by service management to achieve
the |appropriate level of ‘chunking’ of data; this size corresponds to the maximum-sized
ReflTransferBuffer SLE-PDU that will be passed to the communications service provider,
(Thiis size must also be.eompatible with the size of the service data units that can be handled
by the underlying communications service.) When data is inserted into the transfer buffer, if
the [transfer buffer-was previously empty, a timer, named the release timer, is started. The
reldase timer-edunts down from an initial time value, named the latency limit, that is set by
seryice management. If the transfer buffer becomes full or if the release timer expires, the
entire Aransfer buffer, in the form of one RcfTransferBuffer SLE-PDU, is passed to the
commUnications service provider as one service data unit. If new data needs to be inserted
into the transfer buffer, but the transfer buffer is full and cannot be passed to the
communications service provider because of congestion of the communications service, then
the entire transfer buffer is discarded as one unit. When this happens, the new data is
inserted into the newly emptied transfer buffer, along with a synchronous notification that
some data was intentionally discarded due to timeliness considerations.
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Strictly speaking, the transfer buffer is only required in the case of timely online delivery
mode. However, the transfer buffer mechanism has a secondary benefit: it allows for
‘tuning’ of the size of the service data units that are normally passed to the communications
service provider. In some cases, this may contribute to enabling the communications service
to operate more efficiently. Thus, the transfer buffer is used in all delivery modes. However,
in the case of complete online delivery mode and offline delivery mode, data in the transfer
buffer is never discarded. Rather, the contents of the transfer buffer are held until they can

hP pQQQF‘A 1o f}‘\P {‘nmmnni{‘aﬁnnc QPY“I{{‘P prnviﬂpr Aﬂ)/ ]’\ar‘]ﬂng fhﬂf may qr‘r‘nmn]af ls

handled by means of the online frame buffer or offline frame buffer (see 2.6.4.6.3).

2.6.4.6.3 Online Frame Buffer and Offline Frame Buffer

[n the case of the timely online delivery mode, the only buffering that océurs’is that provided
by the transfer buffer. For complete online delivery mode and for.offline delivery mgde,
additional buffering is needed because of the nature of the service., Since the complete onlline
delivery mode is supposed to deliver all data even in the case of ¢xtended communicat{ons
service outages or congestion, and since the offline delivery-mode is supposed to deliver all
data even several days after the space link session, more €xtensive buffering is required| for
these modes. This buffering is provided by means of the online frame buffer or the offfline
frame buffer, respectively. These buffers are relatively large and intended to hold all ¢ata
(i.e., RCF-TRANSFER-DATA and, in the case(0f online delivery mode, RCF-SYINC-
INOTIFY) for significant periods of time. In thg case of complete online delivery mode,|the
online frame buffer is intended to overcom¢ limitations of the communications service:
bandwidth limitations, outages, and congestion. In the case of offline delivery mode,|the
offline frame buffer is intended to.enable data to be delivered hours or days after|the
completion of the space link session. The exact size of these buffers is set by seryice
management. It is normally expected that the online frame buffer is sufficiently large to hold
all data that might be accumulated during one space link session and that the offline frame
buffer is sufficiently large™to hold all data that might be accumulated during several space
link sessions.

INOTE — Synchronous notifications are generally not provided in offline mode, so the ¢lata
associated with such notifications is not stored in the offline frame buffer.

Figure 2-6 llustrates the differences between timely online delivery mode, complete onlline
delivery:mode, and offline delivery mode with respect to the buffers that are used.
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Figure 2-6: Buffers and Delivery Modes

2.7 OPERATIONAL SCENARIO

Thq following subsections illustrate a typical operatienal scenario for a user-initiated, onling
delivery mode RCF service instance:

a) Prior to the actual provision of service, start and stop times for both the space link]
session and the associated RCF service instance are mutually agreed upon by SLE
Complex Management and SLE(Utilization Management. Configuration and other
information needed to enable jthe service are also agreed upon. Included in the
configuration informatiom\for the planned RCF service instance is a list of globall
VCIDs that identifies the master channel and virtual channels in this master channel
that are permitted to_be selected by the user of RCF service by means of the RCF+
START invocation.

b) Some time before the scheduled start time of the RCF service instance, the service
instance is created by SLE Complex Management. Initially, the service provider is in|
state 1 (‘anbound’). At the scheduled start time of the space link session, the SLE]
Complex acquires the signal from the spacecraft and initiates the production of RCH
sépvice. Typically (but not necessarily) the start time of the service instance
provision period will precede by a small margin the start time of the space link I
sesstorto—attow—the—userto—bimd—to—the—servicebefore—the—startofthe—space—tmk
session.

c) The user invokes the RCF-BIND operation to establish an association.

d) The provider transitions from state 1 to state 2 (‘ready’) and returns a report of the
successful completion of the bind operation to the user.

CCSDS 911.2-B-3 Page 2-18 August 2016

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

IS0 22670:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

e) The user may now check parameters that control service provision by means of the
RCF-GET-PARAMETER operation.

f) If the user is interested in obtaining periodic status reports, the RCF-SCHEDULE-
STATUS-REPORT operation may be invoked to configure status reporting.

g) The user invokes the RCF-START operation to enable data flow. The RCF-START
identifies the master channel or virtual channel to be transferred by the service
mstance.The selected Tmaster chanmet or virtmat chame mostbe comtaimed i thg set
of permitted channels (see item a) above).

h) The provider transitions from state 2 to state 3 (‘active’) and confirms the RCF-
START operation to the user. As telemetry frames that meet the delivery criteria
established by the user become available, they are delivered to the‘user by meanp of
RCF-TRANSFER-DATA operations. In addition, notifications-may be delivered by
means of RCF-SYNC-NOTIFY operations, and requested status-reports are delivered
by means of RCF-STATUS-REPORT operations.

1) When all available frames are delivered, the provider<will invoke the RCF-SYINC-
NOTIFY operation to provide an ‘end of data’(motification. The ‘end of data’
notification may be triggered, for example, because the space link session ended fand
all frames have been delivered, or because the user specified a value for the st¢p-
time parameter when invoking the RCF-START operation.

J) By invoking the RCF-STOP operation:the user will cause the provider to transitiop to
state 2 (‘ready’). The user may then-ask for another master channel or virtual chapnel
by invoking another RCF-STARY operation or may terminate the association| by
invoking RCF-UNBIND.

2.8 SECURITY ASPECTS OF THE SLE RCF TRANSFER SERVICE

2.8.1 SECURITY BAEKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Additignal
security capabilities, if required, are levied on the underlying communication services fthat
support the SLE transfer services. The SLE transfer services are defined as layg¢red
application) ‘services operating over underlying communication services that must meet
certain~requirements but which are otherwise unspecified. Selection of the underlying
comuiunication services over which real SLE implementations connect is based on|the
requirements of the communicating parties and/or the availability of CCSDS-standard
communication technology profiles and proxy specifications.  Different underlying
communication technology profiles are intended to address not only different performance
requirements but also different security requirements. Missions and service providers are
expected to select from these technology profiles to acquire the performance and security
capabilities appropriate to the mission.  Specification of the various underlying
communication technologies, and in particular their associated security provisions, are
outside the scope of this Recommended Standard.
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The SLE RCEF transfer service transfers data that originates on a mission spacecraft. As
such, the SLE RCF transfer service has custody of the data for only a portion of the end-to-
end data path between mission spacecraft and MDOS. Consequently the ability of an SLE
transfer service to secure the transfer of mission spacecraft data is limited to that portion of
the end-to-end path that is provided by the SLE transfer service (i.e., the terrestrial link
between the MDOS and the ground termination of the space-ground link to the mission
spacecraft). End-to-end security must also involve securing the data as it crosses the space-
gro ]ﬁd ]‘IT\]{ \thi{‘h can ]’\P p‘l"f\‘l‘iﬂpd h)’ Some (‘nm]‘\inaﬁnn ﬂ'F cpr‘nring f]'\P miccinn (191'9 I.fQP]'F
(e.d., encryption of the mission data within CCSDS space packets) and securing the space-
grofind link (e.g., encryption of the physical space-ground link). Thus while the SLE_RCH
trarjsfer service plays a role in the end-to-end security of the data path, it does not contrel and
canpot ensure that end-to-end security. This component perspective is reflected in the
secyrity provisions of the SLE transfer services.

2.82 STATEMENTS OF SECURITY CONCERNS

Thip section identifies RCF transfer service support for capabilities that responds to these
secyrity concerns in the areas of data privacy, data integrity,{authentication, access control,|
avajlability of resources, and auditing.

2.822.1 Data Privacy (also known as Confidentiality)

Thif SLE RCF transfer service specification does not define explicit data privacy]
reqliirements or capabilities to ensure datasprivacy. Data privacy is expected to be ensured
outside of the SLE transfer service Jayer, by the mission application processes that
communicate over the SLE transfercservice, in the underlying communication service that
lies| under the SLE transfer service, or some combination of both. For example, mission|
application processes might apply:eénd-to-end encryption to the contents of the CCSDS space
lin data units carried as data‘by the SLE transfer service. Alternatively or in addition, the
netyvork connection between the SLE entities might be encrypted to provide data privacy in
the junderlying communication network.

2.82.2 Datadntegrity

Thq SLE RCF transfer service defines and enforces a strict sequence of operations that
conbtrain the ability of a third party to inject operation invocations or returns into the transfer
seryice’ association between a service user and provider (see 4.2.2). This constrains the
ability of a third party to seize control of an active RCF transfer service instance without
detection.

The SLE RCF transfer service requires that the underlying communication service transfer
data in sequence, completely and with integrity, without duplication, with flow control that
notifies the application layer in the event of congestion, and with notification to the
application layer in the event that communication between the service user and the service
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provider is disrupted (see 1.3.1). No specific mechanisms are identified, as they will be an
integral part of the underlying communication service.

2.8.2.3 Authentication

This SLE RCEF transfer service specification defines authentication requirements (see 3.1.5),
and defines initiator-identifier, responder-identifier, invoker-
credentials, and performer-credentials parameters of the service operafion
invocations and returns that are used to perform SLE transfer service authentication, [The
procedure by which SLE transfer service operation invocations and returns are authenticated
is described in annex F of the Cross Support Service Green Book (reference [E2]). The $LE
transfer service authentication capability can be selectively set to authenticaté’at one of three
levels: authenticate every invocation and return, authenticate only the,BIND operation
invocation and return, or perform no authentication. Depending/upon the inhefent
authentication available from the underlying communication \network, the secyrity
environment in which the SLE service user and provider are ©perating, and the secyrity
requirements of the spaceflight mission, the SLE transfer service authentication level can be
adapted by choosing the SLE operation invocation and returns that shall be authenticled.
Furthermore the mechanism used for generating and checking the credentials and thus|the
level of protection against masquerading (simple or strong authentication) can be selectefl in
accordance with the results of a threat analysis.

2.8.2.4 Access Control

This SLE RCF transfer service specification defines access control requirements (see 3.1.4),
and defines initiator-identifier and responder-identifier parametery of
the service operation invocations and returns that are used to perform SLE transfer seryice
access control. The procedure by which access to SLE transfer services is controllefl is
described in annex F of the"Cross Support Service Green Book (reference [F2]).

2.8.2.5 Availability of Resources

The SLE transfer services are provided via communication networks that have some lim{t to
the resaurces available to support those SLE transfer services. If these resources car] be
diverted from their support of the SLE transfer services (in what is commonly known as
‘denial of service’) then the performance of the SLE transfer services may be curtailed or
.CA, . . : . . g Titids to
prevent denial of service. Resource availability is expected to be ensured by appropriate
capabilities in the underlying communication service. The specific capabilities will be
dependent upon the technologies used in the underlying communication service and the
security environment in which the transfer service user and provider operate.
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2.8.2.6 Auditing
This SLE RCF transfer service specification does not define explicit security auditing

requirements or capabilities. Security auditing is expected to be negotiated and implemented
bilaterally between the spaceflight mission and the service provider.

2.8.3 POTENTIAL THREATS AND ATTACK SCENARIOS

Thg SLE RCEF transfer service depends on unspecified mechanisms operating above the SLE
trarJsfer service (between a mission spacecraft application process and its peer application
progess on the ground), underneath the SLE transfer service in the amderlying
compmunication service, or some combination of both, to ensure data’ privacy
(confidentiality). If no such mechanisms are actually implemented, or the“mechanismsg
selgcted are inadequate or inappropriate to the network environment in whi¢h the mission is
opefating, an attacker could read the spacecraft telemetry data contained in the RCF protocoll
datg units as they traverse the WAN between service user and serviceprovider.

Thg SLE RCF transfer service constrains the ability of a third\party to seize control of an|
active SLE transfer service instance, but it does not specifytmechanisms that would prevent
an gttacker from intercepting the protocol data units and ¥eéplacing the contents of the data
pargmeter. The prevention of such a replacement attackédepends on unspecified mechanisms|
operating above the SLE transfer service (between a ‘mission spacecraft application process
its peer application process on the ground),anderneath the SLE transfer service in the
underlying communication service, in bilaterally agreed extra capabilities applied to the SLE
trarJsfer service (e.g., encryption of the data’ parameter) or some combination of the three,
If nb such mechanisms are actually impleinented, or the mechanisms selected are inadequate
or inappropriate to the network environment in which the mission is operating, an attacker
could substitute telemetry data without detection.

If the SLE transfer service authentication capability is not used and if authentication is nof
ensfired by the underlying -communication service, attackers may somehow obtain valid
injtiator-identifier values and use them to initiate SLE transfer service instances
by which they could gain access to spacecraft telemetry data.

Thq SLE RCE~transfer service depends on unspecified mechanisms operating in the
underlying ‘Communication service to ensure that the supporting network has sufficient
resgurce$>to provide sufficient support to legitimate users. If no such mechanisms are
actyally “implemented, or the mechanisms selected are inadequate or inappropriate to the
net Ul}\ CllVilUlllllCllt ill W}lib}l t}lC lllibbi\)ll ib UPClatillé, all attabk'u qu}d PlCVCllt 1cgiﬁ1uat

users from receiving telemetry from their spacecraft.

If the provider of SLE RCF transfers service provides no security auditing capabilities, or if a
user chooses not to employ auditing capabilities that do exist, then attackers may delay or
escape detection while stealing or altering telemetry data.
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2.8.4 CONSEQUENCES OF NOT APPLYING SECURITY

The consequences of not applying security to the SLE RCF transfer service are possible
degradation and loss of ability to receive telemetry from the spacecraft, or the substitution of
altered telemetry data.
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3 RCF SERVICE OPERATIONS

NOTE - This section (3) specifies the processing of valid SLE-PDUs (i.e., those that are
recognized as the invocation or return of an RCF service operation). Subsection
3.1 specifies behaviors that are generally applicable to all operations.
Subsections 3.2 through 3.11 specify individual operations. Handling of invalid
SLE-PDUs s is specified in 4.1.

3.1 GENERAL CONSIDERATIONS
3.1.1 RESULT OF OPERATIONS

3.1.1.1 All confirmed operations shall report on the outcome of the operation in a retprn,
except as specified otherwise in section 4.

3.1.1.2  All returns shall include a result parameter that indicates’' whether the outc¢me
of the operation was successful (‘positive result’) or unsuccessful(§negative result’).

3.1.1.3 In the event of a ‘negative result’, the return shall/also include a diagnostic
parameter, the value of which is descriptive of the reasonfor the ‘negative result’.

INOTE — Possible values of the diagnostic parameter are listed in the descriptiop of
each operation.

3.1.1.4 A diagnostic parameter values of ‘other reason’ shall be returned only iff no
other value in the list adequately describes’the reason for the ‘negative result’.

3.1.2 PARAMETER TYPES

The types of all parameter§ shall conform to the abstract syntax specified in annex A.

INOTE — Some parameter types in annex A are chosen such that possible future extensfons
of the range of allowed values of a parameter will not cause a type mismajch.
For_ example, parameters that logically are of the ‘enumerated’ type may| be
specified as being of the ‘named integer’ type.

3.1.3 V' PARAMETER CHECKING

313717 Validity checks shall be performed on the values Ol parameters associated with an
operation.

NOTE - Rules governing the validity of parameter values are included in the specification
of individual operations. General reasons for regarding a parameter value as
invalid are specified in the following subsections.
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3.1.3.2 A parameter value shall be treated as invalid if it is outside the range or not in the
set of values currently permitted by service management for the given parameter.

NOTE - A conforming implementation shall be capable of supporting the full range or set
of values as specified in annex A.

3.1.3.3 A parameter value shall be treated as invalid if it is in conflict with the value of
another parameter in the same invocation.

NO[TE - For example, the value of the start-time parameter in an invocation of RCF-
START is invalid if it is later than the value of the st op—-t ime parametet.

3.13.4 If a parameter value is not valid, the operation shall not be performed and, for
conlffirmed operations, a report of ‘negative result’ shall be returned to the invoker.

3.13.5 Except as noted in 3.2.2.11, checks for invalid parameters or for other conditions
thaf can cause a report of ‘negative result’ should be performedqin the order in which
diagnostics are listed in the descriptions of the operations, and the/diagnostic parameter
shopld be set to the value defined for the first problem found.

3.13.6 In the case that an implementation does not adhetre to the sequence of checks as
spetified by the sequence of diagnostics values, suc¢l’ implementation shall specify the
seqtience in which the checks are actually performed.

3.14 ACCESS CONTROL

3.14.1 The RCF service shall implement access control based on the identity of the
initjator and responder. Access control is performed at two levels:

a) the initiator must be registered at the responder and the responder must be registered
at the initiator;

b) the initiator andresponder must be authorized for the given service instance.

3.14.2 The initiator shall have access to a registry of authorized responders and the
responder shall>have access to a registry of authorized initiators. These registries shall be
maintained by,SLE Complex Management and SLE Utilization Management, respectively.

3.14.3 . Service management shall specify the authorized initiator and responder for each
servicelinstance.

3.1.4.4 The initiator and responder shall indicate their identity by setting the parameters
initiator-identifier and responder-identifier in the RCF-BIND operation
to the values assigned by service management.
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3.1.5 AUTHENTICATION

NOTE - Requirements for security depend on the application and the environment of the
SLE Complexes and the MDOS (e.g., whether closed or public networks are used
or if access is only from physically restricted areas). In many environments,
security may be provided by the communications service, transparently to the
SLE application. This Recommended Standard does not preclude the use of
security features that are provided by the communications service or the local
environment, nor does it assume the availability of such features.

3.1.5.1 The RCF service shall provide the following options with respect to_the leve]l of
authentication of invocations and returns of operations:

a) ‘all’: all RCF invocations and returns, except the invocation of RGF-PEER-ABORT,
shall be authenticated;

b) ‘bind’: only the RCF-BIND invocation and return shall be‘authenticated;

¢) ‘none’: no RCF invocations or returns shall be authenticated.

3.1.5.2 SLE Complex Management and SLE Utilization Management shall agree on|the
level of authentication to be required for an association between a service user and a seryice
provider and shall configure both entities accordingly-

3.1.5.3 SLE Complex Management and SEE" Utilization Management shall agree on|the
algorithm used to generate and check credentials parameters and shall make this algorithm
[known to the service user and service provider together with associated parameters such as
passwords or keys as necessary for the/selected algorithm.

INOTES

1 The specification “of the algorithms themselves is outside the scope of [this
Recommended-Standard.

2 The ini€dator-identifier and responder-identifier parameter§ of
the REE;BIND operation identify the user and provider and therefore the applicgble
authentication level and algorithm necessary to generate and check credentials.

3.1.5:4 . For operations for which authentication is required by the terms of the agreenpent
between SLE Complex Management and SLE Utilization Management:

a) invocations shall include an invoker-credentials parameter to permit the
performer to authenticate the invocation;

b) returns shall include a performer-credentials parameter to permit the
invoker to authenticate the return.
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3.1.5.5 For operations for which authentication is not required, the invoker-
credentials or performer-credentials parameter should be set to the value
‘unused’ to signify that the invocation or return does not carry credentials.

3.1.6 BLOCKING AND NON-BLOCKING OPERATIONS

3.1.6.1 To support applications that may need to invoke several operations concurrently,
the [parameter invoke-1ID is specified for all confirmed operations except RCF-BIND and
RCF-UNBIND.

NO[TES

1 The invoke-ID parameter allows the invoker to correlate a particularfeturn to thej
invocation that prompted it.

2 Confirmed operations that include the invoke-ID parameter are non-blocking
operations; those that do not are blocking operations. Unconfirmed operations are
always non-blocking.

3.1)6.2 After invoking a blocking operation, the invokef:shall not invoke another operation
for the same service instance until the return from the blocking operation is received; except
that, if the return is not received in a timely manner;y the invoker may invoke RCF-PEER-
ABPRT to terminate the association.

3.1)6.3 After invoking a non-blocking operation, the invoker may invoke another operation
without waiting for the return from the first-invocation.

3.16.4 The value of the invoke=1ID parameter shall be an invoker-supplied arbitrary
integer value that shall be returned, unchanged, by the performer.

3.16.5 An error condition-shall exist if an invocation includes an invoke-ID whose
Va]IIe is the same as that’of another invocation that is awaiting confirmation within thej
context of the same sérvice instance.

3.156.6 To ensure that the RCF service behaves in a predictable manner, the effects of
operations .shall be as though the operations were performed in the order that their
invpcations.were received by the performer.

3.1)6.77 The invoker may choose not to exploit the non-blocking capability and always wait
for the return from a non-blocking operation before invoking another operation.

NOTE - An invoker wishing to operate in blocking mode (i.e., to invoke a new operation
only when the return from the previous operation has been received) may use a
constant value for the invoke-ID parameter. As long as a return is still
outstanding, the performer will reject any further invocations.
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3.1.6.8 Compliance with this Recommended Standard does not require the performer to
process invocations concurrently; however, the performer must accept invocations from a
non-blocking invoker and buffer and serialize them by local means not visible externally.

3.1.7 TIME

3.1.7.1 The time reference for all parameters containing a time value shall be based on
Coordinated Universal Time (UTC).

INOTE — The type of all time parameters is specified in annex A.

3.1.7.2 The earth-receive-time parameter (see 3.6.2.3) shall be expressed using| the
CCSDS Day Segmented (CDS) time code (reference [5]) with an epoch of 1958-01-01 and a
16-bit day segment. Depending on the RCF service provider capabilities and/or |the
supported mission requirements, the time tag may have either a resolution of microsecqnds
or a resolution of picoseconds.

INOTE — The service user is expected to accept the earth-receive-time paramgter
in either resolution the provider might deliver.

3.1.7.3 The earth-receive-time parametéd shall be accurate to within [one
millisecond or better.
3.1.8 SETTING OF PARAMETERS

3.1.8.1 An RCF provider shall_permit setting of the service configuration parameter$ as
specified in table 3-1.

3.1.8.2 The range or set(of values a parameter may assume is constrained by specification
of its data type (see annex JA).

3.1.8.3 Service,management may further constrain the allowed values for a given seryice
instance.
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Table 3-1: Setting of RCF Service Configuration Parameters

RCF- RCF-SCHEDULE-
Service START STATUS-REPORT
Parameter Management Operation Operation
delivery mode X
latency-limit X
minimum-reporting-cycle X
permitted-global-VCID-set X
reporting-cycle X
requested-global-VCID X
return-timeout-period X
seryice—instance—provision- X
period
service-version-number X
transfer-buffer-size X
NO[TES
1 The user can ascertain the current value of the parameters presented in table 3-11 by

means of the RCF-GET-PARAMETER operation.

2 This Recommended Standard” also refers to parameters that are set by service
management, but are not listed in table 3-1. These parameters cannot be ascertained|
by means of the RCF-=GET-PARAMETER operation.

3 The methods used_by service management to control service provision and service
production parameters are outside the scope of this Recommended Standard.

3.199 DELINERY MODES

3.109.1 , "Timely Online Delivery Mode

3.1.7-1.1 FUI tilllC}y Ull}illc dC}iVCly lllUdC, t}lC RCF Nlwid VibC PlUVidCl D}la}} DtUlC flalllCD
acquired from the space link and certain information associated with those frames (as per
3.6.2) in a buffer called the transfer buffer. The stored information shall be an RCF-
TRANSFER-DATA invocation or the equivalent thereof.

3.1.9.1.2 The extraction of an RCF from the RAF channel that matches the delivery criteria

and thus the possibility to build an RCF-TRANSFER-DATA invocation constitutes the ‘data
available’ event (see 4.2.2) in timely online delivery mode.
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NOTE - For convenience, the following subsections are written as if the contents of the
transfer buffer consist of an ordered list of records of type RcfTransferData-
Invocation (see A2.7) or type RefSyncNotifylnvocation (see 3.1.9.1.3 and A2.7).
However, that is not intended to constrain how the transfer buffer is implemented
in a real system. It is sufficient that a real system provide the externally visible
behaviors that are specified herein.

3.1.9.1.3 Upon the occurrence of any of several events that cause a change to or disrupfion
of the data being provided to the service instance, the RCF service provider shall stofe a
synchronous notification record of the event in the transfer buffer. The notification iregord
shall be an RCF-SYNC-NOTIFY invocation or the equivalent thereof. The neotification
record shall be stored in the transfer buffer after the last annotated frame acquired before| the
event and before the first annotated frame acquired following the event() Fhe events jand
associated information that are stored shall be as defined in 3.7; in particular, at the endl of
the space link session, an ‘end of data’ RcfSyncNotifylnvocation shal’be stored following
the last RefTransferDatalnvocation.

3.1.9.1.4 If the transfer buffer was empty before the~§ervice provider inserted| an
RcfTransferDatalnvocation or RcfSyncNotifylnvocation fecord into the transfer buffer,|the
service provider shall start a timer for the transfer buffer. This timer shall be named|the
release timer.

3.1.9.1.5 The duration from the time that the sélease timer is started until it expires is gjven
by the parameter latency-1imit, the value’of which shall be set by service management.

3.1.9.1.6 For a given instance of RCF service, the transfer buffer shall accommodate g set
number of RcfTransferDatalnvocation and/or RcfSyncNotifylnvocation records.  That
number, given by the parameter)transfer-buffer-size, shall be set by seryice
management.

3.1.9.1.7 The contents(of the transfer buffer shall be passed to the communications seryice
(in the form of one RcfiTransferBuffer SLE-PDU) and the transfer buffer shall be cleared as
soon as one of the following conditions is met:

a) the buffer is full (i.e., the number of RcfTransferDatalnvocation ang/or
RcfSyncNotifylnvocation records contained in the buffer is equal to the value of| the
txansfer-buffer-size parameter); or

b)' the release timer expires; or

¢) an RcidyncNotitylnvocation “end of data” record was inserted into the transter butfer.

3.1.9.1.8 The RcfTransferBuffer SLE-PDU shall contain the records in the same sequence
as they were inserted into the transfer buffer.

3.1.9.1.9 If the underlying communications service generates backpressure because of
congestion (e.g., it does not accept the RefTransferBuffer SLE-PDU or would block the RCF
service provider from continuing), the RCF service provider shall discard this
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RefTransferBuffer SLE-PDU and clear the transfer buffer. It shall then insert a ‘data
discarded due to excessive backlog’ RcfSyncNotifylnvocation record into the transfer buffer
and restart the release timer.

3.1.9.1.10 When the ‘data discarded due to excessive backlog’ RefSyncNotifylnvocation
record is inserted into the transfer buffer, the size of the transfer buffer shall be incremented
by one. That new size shall remain in effect until the contents of the transfer buffer are
passed to the communications service, after which the transfer buffer size shall be
decremented by one.

NOTE — The temporary increment in the transfer buffer size ensures a minimum of]
telemetry flow in case of congestion. Otherwise, only ‘data discarded due to
excessive backlog’ notifications might be sent in case a buffer sizetof one was
specified.

3.19.1.11 When the RCF service provider accepts an RCF-STOP inyocation from the user,
it shall immediately build from the transfer buffer contents an RefTransferBuffer SLE-PDU|
and| shall immediately pass that to the communications service,~subject to the provisions in|
3.109.1.9.

3.119.1.12 The transfer buffer shall be cleared whenever the“association is aborted.

3.19.1.13 Only RCF-TRANSFER-DATA and RCF:SYNC-NOTIFY invocations shall be]
buffered through the transfer buffer. The invocations or returns of all other operations shall
be psynchronous (in the sense that they are~not required to be invoked or returned in
seqience with respect to the delivery of thé\contents of the transfer buffer). Therefore, they]
shall be invoked or returned as soon as.possible without regard to the contents of the transfer
buffer.

3.199.2 Complete Online Delivery Mode

3.19.2.1 For complete-online delivery mode, the RCF service provider shall store frames
acqpired from the space link and certain information associated with those frames (as per
3.612) in a buffer,called the online frame buffer. The stored information shall be an RCF-
TRANSFER-DATA invocation or the equivalent thereof.

3.109.2.2.“The availability of such RCF-TRANSFER-DATA invocation or the equivalent
theteof at'the output of the online RCF buffer for insertion into the transfer buffer constitutes
the [data available’ event (see 4.2.2) in complete online delivery mode

NOTES
1 Complete online delivery mode attempts to deliver all acquired frames, in order, with
minimum delay consistent with the available ground communications bandwidth.

Complete online delivery requires that the online frame buffer be sufficiently large to
deal with communications service delays, outages, and bandwidth limitations.
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2 For convenience, the following subsections are written as if the contents of the online
frame buffer and the transfer buffer consist of an ordered list of records of type Ref-
TransferDatalnvocation (see A2.7) or type RcfSyncNotifylnvocation (see 3.1.9.2.3
and A2.7). However, that is not intended to constrain how the online frame buffer or
the transfer buffer is implemented in a real system. It is sufficient that a real system
provide the externally visible behaviors that are specified herein.

3.1.9.2.3 Upon the occurrence of any of several events that cause a change to or disrupfion
of the data being provided to the service instance, the RCF service provider shall stofe a
synchronous notification record of the event in the online frame buffer. The netification
record shall be an RCF-SYNC-NOTIFY invocation or the equivalent thereef. [The
notification record shall be stored following the last annotated frame acquired before|the
event and before the first annotated frame acquired following the event() Fhe events jand
associated information that are stored shall be as defined in 3.7; in particular, at the endl of
the space link session, an ‘end of data’ RcfSyncNotifylnvocation shal’be stored following
the last RefTransferDatalnvocation.

3.1.9.2.4 The RCF service provider shall start to fill the online frame buffer as soon as hoth
the service instance provision period and the space link session have started and frames|are
being acquired from the space link.

3.1.9.2.5 While the RCF service provider is in;state 3 (‘active’) and the transfer buffgr is
not full, the provider shall remove RefTransferDatalnvocation and RefSyncNotifylnvocation

records from the online frame buffer and insért them, in the same sequence, into the transfer
buffer.

3.1.9.2.6 If the transfer buffer.was empty before the service provider inserted| an
RcfTransferDatalnvocation or RefSyncNotifylnvocation record into the transfer buffer,|the
service provider shall start astimer for the transfer buffer. This timer shall be named|the
release timer.

3.1.9.2.7 The duration from the time that the release timer is started until it expires is given
by the parameter lafency-1imit, the value of which shall be set by service manageme¢nt.

3.1.9.2.8 For a’given instance of RCF service, the transfer buffer shall accommodate g set
number of"RefTransferDatalnvocation and/or RcfSyncNotifylnvocation records.  That
number,.given by the parameter transfer-buffer-size, shall be set by seryice
management.

A oo A 1 4 oo 1 o 11 I R T ol BRI » Yo o AL T :
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record is inserted into the transfer buffer or the provider has accepted an RCF-STOP
invocation or the ‘release timer expired’ event was generated, the service provider shall stop
extracting RcfTransferDatalnvocation or RefSyncNotifylnvocation records from the online
frame buffer and build an RcfTransferBuffer SLE-PDU from the transfer buffer contents.
The provider shall attempt to pass this SLE-PDU to the communications service until it is
accepted.

CCSDS 911.2-B-3 Page 3-9 August 2016

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

IS0 22670:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

NOTE - As to obtain a complete data delivery, the user must not ignore RCF-
TRANSFER-DATA invocations arriving after the user having invoked RCF-
STOP and possibly RCF-UNBIND.

3.1.9.2.10 When the communications service provider has accepted the RcfTransferBuffer
SLE-PDU, the RCF service provider shall clear the transfer buffer and resume removing
frames and synchronous notifications from the online frame buffer as described above.

3.19.2.11 The RCF service provider shall continue to remove RcfTransferDatalnvocatien
and| RefSyncNotifylnvocation records from the online frame buffer, insert them inte, the
trarjsfer buffer, and pass the contents of the transfer buffer to the communications service as
long as the service instance remains in state 3 (‘active’).

3.1)9.2.12 In the complete online delivery mode, the transfer buffer shall‘be” cleared and
remjoval of frames and synchronous notifications from the online frame_buffer shall stop
wh¢never the association is aborted.

NO[TE - A frame that has been extracted from the online frath¢ buffer for insertion into|
the transfer buffer cannot be extracted again)) ‘Consequently, requirement
3.1.9.2.12 implies that a truly complete deliveryscan only be achieved within a
given association. Recovery from data loss caused by an abort of the association|
can only be accomplished by using the offline delivery mode. Such data loss|
could be avoided by means of an application-to-application acknowledgement
mechanism, but at the expense of a-sétious throughput performance degradation.
Considering that the resulting gap can be filled by means of the offline deliveryj
mode, the option offering better performance and simpler implementation was
chosen.

3.109.2.13 The RCEF service provider shall continue to store acquired frames and notification
records in the online frame buffer until the end of the service instance provision period,
regardless of the state of th¢ setvice instance and regardless of whether an association with|
the [service user is established except if the association has been orderly released by means of
an RCF-UNBIND invocation with the unbind-reason parameter set to ‘end’. In that
cas¢, the online framébuffer shall be cleared.

3.109.2.14 In-the case that the user invokes the RCF-STOP operation or the association
becpmes unibeund, the user may, after re-binding if necessary, invoke a new RCF-START
operationywith a start time in the past, to effect delivery of the data buffered in the onling
frame-buffer. Any frames with an ERT older than the start time specified in the RCF-
ST ART operation and any notifications fating imo the same imtervat shatt be removed from
the online frame buffer.

NOTE - Re-binding will not be possible if the association was unbound with the
unbind-reason parameter set to ‘end’, as that requires the Service Provider
to delete the service instance and to release all resources associated with the
service instance.
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3.1.9.2.15 If the online frame buffer becomes full (e.g., because an extended
communications outage prevents it from being emptied), the provider shall discard Rcf-
TransferDatalnvocation and RefSyncNotifylnvocation records from the online frame buffer
in oldest-first order. The number of frames to be discarded in such event is set by service
management. The RCF service provider shall also insert an RcfSyncNotifylnvocation record
indicating a ‘data discarded’ event into the transfer buffer as soon as this is possible.
Extraction of RcfTransferDatalnvocation and RcfSyncNotifylnvocation records from the

ﬂ]iﬂp ‘Framp l‘\]1'F'F91‘ C]"IQ]] f]’\pﬂ resume.as hPFf\fP

INOTE — For the complete online delivery mode, it is intended that the size of thelonline
frame buffer be selected such that overflow of the buffer is a very rare-event.

3.1.9.2.16 If the service user, in the RCF-START invocation, requests a-start time eaflier
than any frame still held in the online frame buffer, the provider shall deliver the earliest ¢lata
available.

3.1.9.2.17 At the end of the scheduled service instance provision period, the contents of] the
online frame buffer shall be discarded.

3.1.9.2.18 Only RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY invocations shall be
buffered through the online frame buffer and the transfer buffer. The invocations or retfirns
of all other operations shall be asynchronous (in.the’ sense that they are not required tq be
invoked or returned in sequence with respect to the delivery of the contents of the on}rine
frame buffer). Therefore, they shall be invieked or returned as soon as possible without
regard to the contents of the online frame buffer or the transfer buffer.

3.1.9.2.19 During complete online.setvice provision, the RCF service provider shall extract
RcfTransferDatalnvocation and (R¢fSyncNotifylnvocation records from the online frame
buffer, insert them into the transfer buffer, and pass RcfTransferBuffer SLE-PDUs to|the
communications service without undue delay, subject only to limitations imposed by|the
underlying communications service, or to any maximum data rate limitation (‘metering’) that
may be imposed throdgh-service management.

3.1.9.2.20 For, complete online delivery mode, the size of the online frame buffer, |the
transfer buffer~and the release timer shall be determined by arrangement between $LE
Complex_Manhagement and SLE Utilization Management and shall be set by seryice
managenient.

3 193 Offline nnlivnvy Mode

3.1.9.3.1 Any frame acquired from the space link that may need to be provided through an
offline delivery mode service instance, as well as certain information associated with the
frame (as per 3.6.2), shall be stored in a buffer called the offline frame buffer. The stored
information shall be an RCF-TRANSFER-DATA invocation or the equivalent thereof.
There should be one offline frame buffer for all service instances associated with a particular
service agreement. This implies that any deletion of telemetry in the offline frame buffer
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affects all offline SIs that exist for the associated service agreement and any deletion of
telemetry in the offline fame buffer does not affect any SI that exists under a different service
agreement.

3.1.9.3.2 The availability of an RCF-TRANSFER-DATA invocation or the equivalent
thereof at the output of the offline RCF buffer for insertion into the transfer buffer constitutes
the ‘data available’ event (see 4.2.2) in offline delivery mode.

NO[TE - For convenience, the following subsections are written as if the contents of the]
offline frame buffer and the transfer buffer consist of an ordered list of records.of
type RcfTransferDatalnvocation (see A2.7). However, that is not intended to
constrain how the offline frame buffer or the transfer buffer is implemented in a
real system. It is sufficient that a real system provide the externally visible
behaviors that are specified herein.

3.19.3.3 There may be a significant delay from the time when a frame.is' acquired from the
spage link until that frame is available for delivery through an offlin€)delivery mode service
instance. Every service provider shall document the characteristics of their service with
respect to that delay.

3.19.3.4 When an RCF-START operation is invoked in.the context of an offline delivery
mo¢le RCF service instance, the RCF service previder shall extract RcfTransferData-
Invpcation records from the offline frame buffer and insert them into the transfer buffer.
Such extraction shall begin with the RcfTransfetDatalnvocation record in the offline frame
buffer with the earliest ERT that is equal to or later than the start time designated in the RCF-
START invocation. Subsequent RcfTransferDatalnvocation records shall be extracted from
the |offline frame buffer and inserted int@ the transfer buffer in the same order in which they
wetle originally received from the spdce link.

3.119.3.5 Extraction of RcfTransferDatalnvocation records from the offline frame buffen
and|their insertion into the transfer buffer shall continue until:

a) the transfer buffer-is full;

b) a frame isdetrieved with an ERT that is later than the stop time in the RCF-START
invocation(in which case an ‘end of data’ notification shall be generated and inserted
into the'transfer buffer);

c¢) +heuser invokes the RCF-STOP operation; or

{1) the association is aborted

3.1.93.6 As soon as the transfer buffer is full or an ‘end of data’
RCFSyncNotifylnvocation record is inserted into the transfer buffer, or the provider has
accepted an RCF-STOP invocation, the service provider shall stop extracting
RefTransferData records from the offline RCF buffer, build an RefTransferBuffer SLE-PDU
from the transfer buffer contents. The provider shall attempt to pass this SLE-PDU to the
communications service until it is accepted. The RefTransferBuffer SLE-PDU shall contain
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the RcfTransferDatalnovcation records in the same order as they were originally received
from the space link.,

3.1.9.3.7 Once the RefTransferBuffer SLE-PDU has been accepted by the communications
service, the RCF service provider shall clear the transfer buffer. It shall also resume
extracting frames from the offline frame buffer unless the ‘end of data’ notification was
generated.

3.1.9.3.8 In the offline delivery mode, the transfer buffer shall be cleared and extractioh of
frames from the offline frame buffer shall stop whenever:

a) the user stops data flow by invoking the RCF-STOP operation; or

b) the association is aborted.

3.1.9.3.9 In the case that the user invokes the RCF-STOP operation or the association
becomes unbound, the user may, after re-binding if necessary, invoke a new RCF-START
operation, specifying a new ERT interval for which frames shall be' delivered from the offfline
frame buffer. The start and stop times of such an RCF-START invocation may be earlier,
later, or the same as the start and stop times of any. previous RCF-START invocatjon,
provided that they are valid start and stop times as specified in 3.4.

3.1.9.3.10 If the user, in the RCF-START invocation, requests a start time earlier than |any
frame still held in the offline frame buffer, thesprovider shall deliver frames beginning ith
the carliest data available. If there are no frames with an ERT in the interval specified by| the
start and stop times of the RCF-START anvocation, then only the ‘end of data’ notification
shall be delivered.

3.1.9.3.11 Except for ‘end of._data’ notifications as described above, synchronous
notifications shall not be provided in the oftline delivery mode.

3.1.9.3.12 Only RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY invocations shal] be
buffered through the( offline frame buffer. Except for the RCF-TRANSFER-DATA [and
RCF-SYNC-NOTIFY invocations, the invocations or returns of all other operations shal| be
asynchronous (in-the sense that they are not required to be invoked or returned in sequgnce
with respectto-the delivery of the contents of the offline frame buffer). Therefore, they shall
be invoked, or returned as soon as possible without regard to the contents of the offline frame
buffer-erthe transfer buffer.

3(1:9.3.13 During offline service provision, the RCF service provider shall extract 11{cf—
IransferDatalnvocafion records from the offline frame buffer, mnserf them into the transfer
buffer, and pass RcfTransferBuffer SLE-PDUs to the communications service without undue
delay, subject only to limitations imposed by the underlying communications service, or to
any maximum data rate limitation (‘metering’) that may be imposed through service
management.
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3.1.9.3.14 The size of the offline frame buffer and the transfer buffer shall be determined by
arrangement between SLE Complex Management and SLE Utilization Management and
shall be set by service management.

3.1.9.3.15 Every service provider shall document its policy regarding when, or under what
circumstances, records in the offline frame buffer are deleted.
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3.2 RCF-BIND
3.2.1 PURPOSE

3.2.1.1 The RCF-BIND operation shall be used to establish an association between the
initiator and the responder.

3.2.1.2 For every instance of RCF service, service management shall establish whether that
instance of service is to be user-initiated or provider-initiated:

a) for a user-initiated service instance, only the service user is permitted tonvoke|the
RCF-BIND operation;

b) for a provider-initiated service instance, only the service providet is permitted to
invoke the RCF-BIND operation.

3.2.1.3 The responder shall return a report of the outcome of the performance of the RICF-
BIND operation to the initiator.

3.2.1.4 Except as provided in 3.2.1.5, the invoker of RCF-BIND shall not invoke [any
further operations for this service instance until the return.from the responder is received.

3.2.1.5 If the return from RCF-BIND is not rec¢tved after a sufficiently long time,|the
initiator may attempt to recover by invoking the, RCF-PEER-ABORT operation followed by
another RCF-BIND.

NOTE — The length of the duration that'constitutes ‘a sufficiently long time’ is determined
by service management.

3.2.1.6 The RCF-BIND operation is valid only in state 1 (‘unbound’).

3.2.2 INVOCATION, RETURN, AND PARAMETERS
3.2.2.1 General

The paramefets of the RCF-BIND operation shall be present in the invocation and returp as
specified(in‘table 3-2.

3(2:2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-BIND invocation (see 3.1.5).
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Table 3-2: RCF-BIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
initiator-identifier M
TESPONAETr—LOENTITIET ™
responder-port-identifier M
service-type M
version-number M C
service-instance-identifier M
result M
diagnostic C

3.22.3 performer-credentials

Thq performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performanee of RCF-BIND (see 3.1.5).

3.224 initiator-identifier

Thg initiator-identifier parameéter shall identify the authority on whose behalf the
initjating SLE application is initiating-the association.

NO[TES

1 The initiatorf-lidentifier parameter permits the responder to determine if]
the RCF-BIND. operation is being invoked by the authorized initiator for this service
instance.

2 Eachvalue of the initiator-identifier parameter is associated with exactly

one-authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may be redundant since
the Tmitiator-1identitier valuec may bc Ofc CONStuent of the iNVORer—
credentials parameter. However, the encoding may differ, and it may be
convenient to have this parameter available in ‘clear text’ form.

3.2.2.5 responder-identifier

The responder-identifier parameter shall identify the authority on whose behalf the
responding SLE application is acting.
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NOTES

1 The responder-identifier parameter permits the initiator to determine if the
RCF-BIND return is from the authorized responder for this service instance.

2 Each value of the responder-identifier parameter is associated with exactly
one authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may be redundant.since
the responder-identifier value may be one constituent of the performer-
credentials parameter. However, the encoding may differ, and.'it- may| be
convenient to have this parameter available in ‘clear text’ form.

3.2.2.6 responder-port-identifier

The responder-port-identifier parameter shall specify;the port identifier of] the
responding SLE application entity with which the initiator seeks to establish an associatio

|

INOTES

1 The value of the responder-port-ideéntifier parameter is a logical name
that can be translated into the technology-specific addressing information requirefl to
establish a connection with the responder using the agreed upon communicatjons
service. See 2.6.4.5 for more information.

2 SLE Complex Management and SLE Utilization Management must have previoysly
agreed on the respopder-port-identifier and its translation thaf is
applicable to a particular instance of service.

3 The responder~port-identifier parameter is included in the RCF-BIND
invocation to-, Support its possible use by particular kinds of gatewhys.
Implementatiens not requiring this parameter can ignore its value.

4 In cagé\the responder-port-identifier parameter is required to establish
the «association between user and provider, but its value is incorrectly set, the RCF-
BIND invocation will in general fail without return. This will trigger the ‘refurn
timeout’ event on the invoker side. As specified in 4.1.3, the invoker will abort|the
association by invoking the RCF-PEER-ABORT operation with the diagnostic

parampfpr set to ‘rpturn Hmpnut’
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3.2.2)7 service-type

3.2.2.7.1 The service-type parameter shall specify the type of service that will be
provided if the bind operation succeeds.

3.2.2.7.2 For RCF service, the value of service-type shall be ‘Rtn Ch Frames’.'

3.22.8 version-number

3.22.8.1 The version—-number parameter shall identify the version number of the.RCH
seryice specification that is to govern this association if RCF-BIND succeeds.

3.22.8.2 version-number is conditionally present in the return based on'the result
parameter:

a) if the value of result is ‘positive result’, version-numier shall be present in|
the return;

b) if the value of result is ‘negative result’, version<number shall not be present
in the return.

3.212.8.3 If a provider does not support version negotiation, the version-number value
it will accept during the BIND operation is configured by means of the managed parameter
service-version-number (see table 3-1):

3.212.8.4 If the value of the resultparameter is ‘positive result’, the responder shall
eithler:

a) accept the version proposed by the initiator by putting the same version number intoj
the return; or,

b) if the responder supports version negotiation, propose a lower (earlier) version|
number by putting the lower number into the return.

3.2{2.8.5 If thesesponder implementation does not support the requested version and does|
not|support a tewer version (or does not support version negotiation), the responder shall
reject the biid with the diagnostic parameter set to ‘version not supported’.

3.22,8.6." If the responder proposes a lower version and the initiator implementation does
notlsupport version nPgnﬁminn ar does not support the version prnpnqed by the reqpnndm‘

the initiator shall unbind the association.

For the RCF-BIND operation, the service-type parameter is redundant, because the only valid value of service-
type is ‘Rtn Ch Frames’. However, it is anticipated that future work by CCSDS may result in RCF-BIND being
superseded by a generic SLE-BIND operation that is invoked with any one of several SLE service types. The RCF-
BIND service-type parameter is provided in an attempt to facilitate such a change.
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3.2.2.8.7 The value of the version-number parameter for the RCF service defined by
this issue of this Recommended Standard shall be “5°.

NOTE - The version negotiation process as outlined above is feasible only as long as
future versions of the RCF service do not modify the specification of the RCF-
BIND operation.

3.2.2.9 service-instance-identifier

The service-instance-identifier parameter shall uniquely identify this seryice
instance within the scope of the service-providing SLE Complex.

3.2.2.10 result

The result parameter shall specify the result of the RCF-BIND-Operation and shall confain
one of the following values:

a) ‘positive result’—the RCF-BIND invocation is_.ac¢epted by the responder, and|the
association is established;

b) ‘negative result’—the RCF-BIND invocation is rejected by the responder for|the
reason specified in the diagnostic parameter, and the association is |not
established.

3.2.2.11 diagnostic

3.2.2.11.1 If result is ‘negative result’, the diagnostic parameter shall be presert in
the return, and its value shall'be one the following:

a) ‘access denied’—the value of the initiator-identifier parameter is|not
recognized by, the responder (e.g., the value does not identify the authorized initiptor
of any setvice instance known to the responder);

b) ‘serviC€ type not supported’—the value of the service-type parameter of|the
RCF-BIND invocation does not identify a service type supported by the responder;

c)({ “version not supported’—the responder does not support the requested version, fand
the responder implementation does not permit version negotiation or does not support
any version of the service lower than the one requested by the itiator;

d) ‘no such service instance’—the requested service instance is not defined in any
agreed upon service package known to the responder;

e) ‘already bound’—the service instance is already bound via a different association;
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f) ‘service instance not accessible to this initiator’—the authorized initiator for the
service instance identified by the service-instance-identifier parameter
does not match the initiator identified by the initiator-identifier parameter
of the RCF-BIND invocation;

g) ‘inconsistent service type’—the value of the service-type parameter of the
RCF-BIND invocation is not ‘Rtn Ch Frames’, or the value of the service-type
parameter does not match the service type of the service instance identified by the
service-instance-identifier parameter;

h) ‘invalid time’—the RCF-BIND operation was invoked outside the service ifistance
provision period of the service instance identified by the service-insbance-
identifier parameter;

i) ‘out of service’—the responder has been taken out of service for amindefinite period
by management action (i.e., RCF production status is ‘halted’, see3.7.2.4);

j) ‘other reason’—the reason for the negative result will have’to be found by other

means.
NO[TES
1 In some implementations, under some circumstances, it may not be possible for the

intended performer to provide a return in.the event of the conditions indicated by
diagnostics (d)), (h)), or (1)).

2 Implementations should consider that, under some conditions, RCF-BIND may fail
with no return (e.g., if the.yalue of the responder-port-identifier
parameter is incorrect).

3.22.11.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.
3.23 EFFECTS

3.23.1 If result is ‘positive result’, the RCF-BIND operation shall have the following
effqcts:

a) “An association between the user and the provider shall be established.

b) Ihe provider shall transition Irom state 1 ("unbound”) to state Z (‘ready ).

c) All service parameters shall be set to the initial values determined by service
management.

d) Upon receipt of the positive return, the user may proceed to invoke other RCF service
operations (e.g., to configure the service and begin data transfer).
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3.23.2 If result is ‘negative result’, the RCF-BIND operation shall have the following
effects:

a) An association between the user and the provider shall not be established.
b) The provider shall remain in state 1 (‘unbound”).

¢) Upon receipt of the negative return:

1) The initiator should examine the diagnostic parameter for the cause.

2) The initiator may attempt to re-invoke the RCF-BIND.
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3.3 RCF-UNBIND
3.3.1 PURPOSE

3.3.1.1 The initiator shall invoke the RCF-UNBIND operation to release an association
previously established by RCF-BIND.

3.3.1.2 The responder shall return a report of the outcome of the performance of the RCF-
UNBIND operation to the initiator.

3.3]1.3 Except as provided in 3.3.1.4, the initiator shall not invoke any further opétnations
for fthis service instance until the return from RCF-UNBIND is received; nor shallyit perform
any| further operations invoked by the responder; nor shall it return to the résponder any
further reports of the outcome of operations invoked by the responder.

NOTE — The initiator may invoke the RCF-UNBIND operation even if it did not yef
receive all returns from previously invoked operations. ~The initiator should be
aware that the responder may choose not to send any further returns as soon as if
has received the RCF-UNBIND invocation. It may.then happen that the RCF-
UNBIND return is not received before one ef the missing returns causes a
‘missing return’ timeout (see section 4).

3.3]1.4 If the return from RCF-UNBIND is not received after a sufficiently long time, the
initjator should invoke the RCF-PEER-ABORT.operation to abort the association.

NO[TES

1 The length of the duration that'¢onstitutes ‘a sufficiently long time’ is determined byj
service management.

2 Following receipt of the) return from RCF-UNBIND or following the invocation of
RCF-PEER-ABORTthe initiator may issue another RCF-BIND if otherwise
permitted (e.g.,~if-the end of the service instance provision period has not been
reached).

3.3]1.5 The RCF-UNBIND operation is valid only in state 2 (‘ready’).

3.3]1.6 TFhe "RCF-UNBIND operation shall be invoked only by the initiator (i.e., the
invpker of the RCF-BIND operation that established this association).

3.3.2 INVOCATION, RETURN, AND PARAMETERS
3.3.2.1 General

The parameters of the RCF-UNBIND operation shall be present in the invocation and return
as specified in table 3-3.

CCSDS 911.2-B-3 Page 3-22 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

IS0 22670:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

Table 3-3: RCF-UNBIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
unbind-reason M
ettt o

3.3.2.2 invoker-credentials

The invoker-credentials parameter shall provide information, that enables |the
performer to authenticate the RCF-UNBIND invocation (see 3.1.5).

3.3.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables|the
invoker to authenticate the return from the performance of RCF-UNBIND (see 3.1.5).

3.3.2.4 unbind-reason

3.3.2.4.1 The unbind-reason parameter shall indicate the reason the RCF-UNBIND
operation is being invoked.

3.3.2.4.2 If the RCF-UNBIND{ operation is invoked by the user, the unbind-reagon
parameter shall take one of the following values:

a) ‘end’—the user has-obtained all frames that are needed or expected and is releaging
the associatiomnormally; the provider may delete the service instance and releasg all
resources associated with it;

NOTE —\If unbind-reason is ‘end’, any subsequent attempt to invoke RCF-BIND
will fail even if the service instance provision period has not expired, since
the service provider may release the resources allocated to that seryice
instance. In particular, the service instance will be removed and therefor¢ be
no longer accessible. Also, in case of complete online delivery mode,|the

i £ ala £ 11 b cngedad
O I armCourrCrvv it oCarsCarGeas

b) ‘suspend’—the user is suspending usage of this service instance for an unspecified
period of time; the user may or may not re-bind to the provider to continue data
transfer at some time prior to the end of the service instance provision period;

c) ‘version not supported’—the user does not support the version of the RCF service
proposed by the provider in the return from RCF-BIND; this value of unbind-
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reason shall be used only if the RCF-UNBIND is the first operation invoked
following the RCF-BIND;

d) ‘other’—the reason for the release will have to be found by other means.

3.3.2.4.3 If the RCF-UNBIND operation is invoked by the provider, the unbind-
reason parameter shall take one of the following values:

@) end —the provider has transferred attavaitable framestotheuserand s Teteasim
the association normally; the provider shall not attempt to re-bind to the user in-the|
context of this service instance;

b) ‘suspend’—the provider is suspending service provision for an unspecifi¢d, period of]
time; the provider may attempt to re-bind to the user to continue data transfer at some
time prior to the end of the service instance provision period;

c) ‘version not supported’—the provider does not support the “version of the RCH
service proposed by the user in the return from RCF-BIND:; ¢his value of unbind-
reason shall be used only if the RCF-UNBIND isthe first operation invoked
following the RCF-BIND;

d) ‘other’—the reason for the release will have to be found by other means.

3.32.5 result

Thq result parameter shall specify the résult of the RCF-UNBIND operation and shalll
alwpys contain the following value:

‘positive result’—the RCF-UNBIND operation has been performed by the responder,
and the association is released.

NO[TES

1 If RCF-UNBIND is invoked while the provider is not in the ‘ready’ state, the]
responder inyokes RCF-PEER-ABORT; if the authentication level is ‘all’ and the
invocation-0f RCF-UNBIND cannot be authenticated, the responder ignores it; but
there is\no situation in which the response to the invocation of RCF-UNBIND is to
return“negative result’.

2 The result parameter is returned for the RCF-UNBIND operation, even though the]
onty permitted vatue 1S positive Tesult’, for comnsiStency with other contirmed
operations.

3 RCF-UNBIND is a confirmed operation in order to provide a definite indication to
the initiator that the responder has performed the operation and the association is
released.
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3.3.3 EFFECTS

The RCF-UNBIND operation shall have the following effects:

a) The association between the initiator and the responder shall be released, and the
initiator and the responder shall cease to communicate with each other.

b) The provider shall transition to state 1 (‘unbound’).

¢) If unbind-reason is ‘end’, the provider may delete the service instance jand
release its resources.

d) If unbind-reason is not ‘end’, the initiator may attempt to re-bind_ at any time
prior to the end of the service instance provision period.

INOTE — The performance of RCF-UNBIND for a particular service instance does|not
necessarily terminate the associated RCF production process (e.g., if unbinpd-
reason is not ‘end’ and the delivery mode is complete online or if anofher
service instance is dependent on the production).

CCSDS 911.2-B-3 Page 3-25 August 2016

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

IS0 22670:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

3.4 RCF-START
3.4.1 PURPOSE

3.4.1.1 The user shall invoke the RCF-START operation to request that the provider begin
the delivery of telemetry frames.

3.4.1.2 The provider shall return a report of the outcome of the performance of the RCF-
START operation to the user.

3.4]1.3 Following a successful RCF-START, the provider shall deliver telemetry(frames
acqpired from the space link to the user as quickly as those frames are available.

NO[TES

1 Frames are delivered to the user by means of the RCF-TRANSFER-DATA operation|
(see 3.6).

2 Communications service delays may affect the rate at.which available frames arej
delivered.

3.4]1.4 All frames delivered following the RCF-START but prior to the next RCF-STOP
(segq 3.5) shall be delivered in the order in which they-were received from the space link.

3.4]1.5 The user may specify, as parameters of-the RCF-START invocation, the ERTs of
the [first and last telemetry frames that are to be delivered by the provider.

3.4]1.6 The time parameters may be.changed during an association by invoking an RCF-
STQP followed by an RCF-START with new time parameters.

NO[TE - This capability is intended primarily to support the offline delivery mode.

3.4]1.7 RCF-START is(valid only in state 2 (‘ready’) and shall be invoked only by the user.

3.42 INVOCATION, RETURN, AND PARAMETERS
3.42.1 General

Thg parameters of the RCF-START operation shall be present in the invocation and return as
specified in table 3-4

3.4.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-START invocation (see 3.1.5).
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Table 3-4: RCF-START Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
invoke-1ID M M
start—time it
stop-time M
requested-global-VCID M
result M
diagnostic C

3.4.2.3 performer-credentials

The performer-credentials parameter shall proyide’ information that enables|the
invoker to authenticate the return from the performance of RCF-START (see 3.1.5).

3.4.2.4 invoke-ID

The RCF service provider shall return unchanged the user-supplied value of the invoke-
ID parameter (see 3.1.6).

3.4.2.5 start-time

3.4.2.5.1 The value of théistart-time parameter shall be ‘null’, or it shall be a fime
value that indicates thatonly frames with an ERT equal to or later than start-time shall
be delivered.

3.4.2.5.2 For the)online delivery mode, only frames acquired during the space link ses$ion
associated with-this service instance shall be delivered, regardless of the value of stayt-
time.

3.4.255.3 For the offline delivery mode, the provider shall deliver all available frames that
mectthe delivery criteria regardless of the space link session in which they were acquired

3.4.2.5.4 For the online delivery mode, if start-time is ‘null’, the data transfer shall
begin with the next frame that is acquired from the space link.

3.4.2.5.5 For the offline delivery mode, start-time must not be ‘null’.

3.4.2.5.6 To be valid, start-time must satisfy the following criteria:
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a) for the online delivery mode, start-time must be equal to or later than the start
time of the service instance provision period for this service instance;

b) for the online delivery mode, start-time must be earlier than the end time of the
service instance provision period for this service instance;

¢) start-time must be earlier than stop-time (see 3.4.2.6).

NOfFE—The provider isabtetodetiver onty framestirattrave beemracquiredfrom i
space link. For example, in an online service instance, if start-time is earlicy
than the start time of the space link session, the first frame that is delivered-will
be the first frame acquired after the start of the space link session.

3.42.6 stop-time

3.422.6.1 The value of the stop-time parameter shall be ‘null’, orit shall be a time value
tha{ indicates that delivery of frames should cease when the mext’ frame that would be
delivered has an ERT later than stop-time.

3.412.6.2 For the online delivery mode, only frames acquired during the space link session
ass¢ciated with this service instance shall be delivered, regardless of stop-time.

3.412.6.3 For the offline delivery mode, the provider shall deliver all available frames that
megt the delivery criteria regardless of the space link session in which they were acquired.

3.4{2.6.4 For the online delivery mode,«if stop-time is ‘null’, the provider shall continuegj
to transfer all frames that are acquired:from the space link and satisfy the delivery criteria
unt{l either the user invokes an REF-STOP operation or the association is released of
aboyted.

3.422.6.5 For the offline délivery mode, st op-t ime must not be ‘null’.
3.412.6.6 To be validy stop-time must satisfy the following criteria:

a) stop-tdme must be later than the start-time (see 3.4.2.5);

b) for the online delivery mode, stop-time, if not ‘null’, must be earlier than or equal
to-the end time of the service instance provision period for this service instance;

c)_for the offline delivery mode, stop—-time plus the offline processing latency must
be earlier than the current time.

NOTES

1 Offline processing latency is the length of time after a frame is acquired from the
space link before the frame or any fields contained in the frame is available for
retrieval using the offline delivery mode. The actual value of offline processing
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latency is negotiated between SLE Complex Management and SLE Utilization
Management.

2 Offline delivery is only available for frames that already have been acquired when
the RCF-START operation is invoked.

3.4.2.7 requested-global-VCID

3.4.2.7.1 The requested-global-VCID parameter shall identify the master challmel
or virtual channel that is to be provided to the user and shall consist of the TFVN¢ the S{ID,
and the VCID.

INOTES

1 The definitions of SCID and VCID depend on the TFVN. If'the TFVN indicates fthat
the virtual channel consists of TM Transfer Frames, then the definitions of SCID [and
VCID are as per reference [3]. If the frame version ndmber indicates that the virfual
channel consists of AOS Transfer Frames, then the defiitions of SCID and VCID| are
as per reference [4].

2 The physical channel is not specified directly through the RCF service. Rather,|the
selection of physical channel is determinied through the service package, which
specifies the RAF service instance thatis consumed by the RFP-FG that is produ¢ing
the RCF service.

3 Depending on the configuratien, for a given service instance, the selection of ¢nly
one master channel or onlywene VC from a set of VCs (where the set may haye a
single member) or a single¢ master channel plus a set of VCs is permitted. In case|the
permitted GVCID list\eontains a master channel but no virtual channels from fhat
master channel, the.service user is not permitted to request a virtual channel from [this
master channel:

3.4.2.7.2 The TEVN shall be a valid transfer frame version number defined by CCSDS.

INOTE — .Afthe time of issuance of this Recommended Standard, the only valid THVN
were ‘00’ (version 1) and ‘01” (version 2) (see references [3] and [4]).

3.42.7.3 The SCID shall be a valid spacecraft identifier as defined by CCSDS (see
references [3] and [4]).

3.4.2.7.4 The VCID shall be a valid virtual channel identifier as defined by CCSDS (see
references [3] and [4]) or it shall be the value ‘any’. The value ‘any’ indicates that a master
channel, defined by the TFVN and the SCID, shall be provided by the RCF service.
Otherwise, a virtual channel shall be provided by the RCF service.
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3.4.2.8 result

The result parameter shall specify the result of the RCF-START operation and shall
contain one of the following values:

a) ‘positive result’—the RCF-START operation has been performed by the provider,
and the provider shall henceforth invoke RCF-TRANSFER-DATA operations as
needed to transfer to the user all available frames that meet the specified delivery
criteria;

b) ‘negative result’—the RCF-START operation has not been performed by the
provider, and the provider shall not invoke any RCF-TRANSFER-DATA ,@perations
even if frames are available.

3.429 diagnostic

3.429.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the freturn, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke—-ED parameter is the same as the
invoke-1ID value of a previous, outstanding operation;

b) ‘out of service’—the provider has been taken out of service (i.e., RCF production|
status is ‘halted’, see 3.7.2.4) for an indefinite period by management action;

c) ‘unable to comply’—the provider is.Unable to transfer data at this time because of a
fault affecting the provider;

d) ‘invalid start time’—the value 6f the start-time provided in the invocation is not
valid;

e) ‘invalid stop time’—the value of the stop-time provided in the invocation is not
valid;

f) ‘missing time-value’—for the offline delivery mode, the value of start-time
and/or spop*time was ‘null’;

2) ‘invalid’global-VCID’—the value specified for the requested-global-VCID
paramieter is not valid;

h)~‘other reason’—the reason for the negative result will have to be found by other
means.

3.4.29.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.
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3.4.3 EFFECTS

3.4.3.1 If result is ‘positive result’, the RCF-START operation shall have the following
effects:

a) the provider shall transition to state 3 (‘active’);

b) in the ‘active’ state, the provider shall transfer frames to the user whenever they are

b I R | | BN ARN ) 1.1, e -
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3.4.3.2 If result is ‘negative result’, the RCF-START operation shall have the. following
effects:

a) the provider shall remain in state 2 (‘ready’) and shall not deliver frames even if they
are available;

b) ifthe diagnostic is ‘unable to comply’:

1) the user may re-invoke the RCF-START operation -at a later time within|the
constraints of the service instance provision period;

2) if the provider’s SLE Complex Management* determines that being ‘unabl¢ to
comply’ is more than a transient problem; the provider may invoke the RCF-
PEER-ABORT operation.
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3.5 RCF-STOP
3.5.1 PURPOSE

3.5.1.1 The user shall invoke the RCF-STOP operation to request that the provider stop
delivering telemetry frames.

NOTE - Within the constraints of the service provision period, the user may re-enable
frame delivery by invoking the RCF-START operation.

3.5J1.2 The provider shall provide a report of the outcome of the performance of the€) RCF-
STQP operation to the user.

3.5]1.3 RCF-STOP is valid only in state 3 (‘active’) and shall be invoked only by the user.

3.52 INVOCATION, RETURN, AND PARAMETERS
3.52.1 General

Thq parameters of the RCF-STOP operation shall be present'in the invocation and return as
spetified in table 3-5.

Table 3-5: RCF-STOP Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
result M
diagnostic C

3.52.2 invoker-credentials

Thqd invoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-STOP invocation (see 3.1.5).

3.5.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-STOP (see 3.1.5).
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3.5.2.4 invoke-ID

The RCF service provider shall return unchanged the user-supplied value of the invoke-
ID parameter (see 3.1.6).

3.5.2.5 result

The result parameter shall specify the result of the RCF-STOP operation and shall cenfain
one of the following values:

a) ‘positive result’—the RCF-STOP operation has been performed by the provider, jand
the delivery of telemetry frames to the user has ceased;

b) ‘negative result’—the RCF-STOP operation has not been perfermed by the provjder
for the reason specified by the diagnostic parametetsyand the delivery of
telemetry frames to the user continues.

3.5.2.6 diagnostic

3.5.2.6.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke-ID parameter is the same as|the
invoke-1ID value of a previous, outstanding operation; I

b) ‘other reason’—the reason.fer-the negative result will have to be found by other
means.

3.5.2.6.2 If result is ‘pesitive result’, the diagnostic parameter shall not be pregent
in the return.
3.5.3 EFFECTS

3.5.3.1 If.résult is ‘positive result’, the RCF-STOP operation shall have the following
effects:

a)( the provider shall cease invoking RCF-TRANSFER-DATA operations;
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contents and pass this SLE PDU to the communication service in accordance with the
provision of 3.1.9;

c) the provider shall transition to state 2 (‘ready’).

3.5.3.2 If result is ‘negative result’, the provider shall remain in state 3 (‘active’) and
shall continue processing unchanged.
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3.6 RCF-TRANSFER-DATA
3.6.1 PURPOSE

3.6.1.1 The provider shall invoke the RCF-TRANSFER-DATA operation to deliver a
telemetry frame to the user.

3.6.1.2 The RCF-TRANSFER-DATA operation shall be an unconfirmed operation.

NOTE - Although RCF-TRANSFER-DATA is an unconfirmed operation, it is assumed thaf
the communications service provides certain guarantees, as described in 1.311).

3.6J1.3 RCF-TRANSFER-DATA is valid only in state 3 (‘active’) and shall/be invoked
only by the provider.

3.62 INVOCATION AND PARAMETERS

3.62.1 General

Thq parameters of the RCF-TRANSFER-DATA operation shall be present in the invocation|

as gpecified in table 3-6.

Table 3-6: RCF-TRANSFER-DATA Parameters

Parameters Invocation

invoker-credentials M

earth-receive-time

antengia=ID

dataslink-continuity

private-annotation

data

=l = = =

3.6)2.2 invoker-credentials

Thq invoker-credentials parameter shall provide information that enables the user to
authenficate the RCF-TRANSFER-DATA mvocation (see 3.1.5).

3.6.2.3 earth-receive-time

The earth-receive-time parameter shall contain the UTC time at which the signal
event corresponding to the leading edge of the first bit of the attached sync marker that
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immediately preceded this telemetry frame was presented at the phase center of the antenna
used to acquire the frame.

NOTES
1 The first bit of the frame is the first bit following the attached sync marker.
2 In case of punctured coding, the number of symbols influenced by each information

bit is variable, depending on the puncture pattern. Missions applying such ¢oding
need to take the resulting jitter of the earth-receive-time annotation With
respect to the beginning of the frame into account.

3.6.2.4 antenna-ID

3.6.2.4.1 The antenna-ID parameter shall indicate which antetna of the SLE Complex
was used to acquire the frame.

INOTE — antenna-1ID is provided specifically to identify the physical location usedl as
the reference point for the earth-receive-time parameter.

3.6.2.4.2 SLE Complex Management and SLE_WUtilization Management shall mutullly
agree upon the allowable values for antenna-IDBand their interpretation.

INOTE — It is assumed that the value of the antenna-ID parameter is a reference to|the
actual location information, wwhich is provided outside the scope of this servicg.

3.6.2.5 data-link-continuity

3.6.2.5.1 The data-link-continuity parameter shall indicate whether the frame
from which the RCF _was’ extracted was the direct successor of the previous frame on|the
master or virtual channel selected by means the RCF-START operation.

3.6.2.5.2 Thedata-link-continuity parameter shall contain an integer value:

a) awalue of ‘-1’ shall indicate that this is the first frame after the start of productiop or
the’selected channel is a master channel carrying AOS Transfer Frames and therefore
no information regarding a discontinuity on the channel can be provided.

NOTE—AOS Transfer Frames do ot COMtain a IMAster Chanmet framme counter.

b) a value of ‘([MCFC, — MCFC,_; — 1] modulo 256)’ if the selected channel is a master
channel carrying TM Transfer Frames; MCFC, is the master channel frame count of
the frame and MCFC,.; is the master channel frame count of the previous frame
delivered by the production process for the given master channel.
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¢) a value of ‘([VCFC, — VCFC,.; — 1] modulo 256)’ if the selected channel is a virtual
channel carrying TM Transfer Frames; VCFC, is the virtual channel frame count of
the frame and VCFC,; is the virtual channel frame count of the previous frame
delivered by the production process for the given virtual channel.

d) a value of ‘([VCFC, — VCFC,.; — 1] modulo 16777216)’ if the selected channel is a
virtual channel carrying AOS Transfer Frames; VCFC, is the virtual channel frame
count of the frame and VCFC, is the virtual channel frame count of the previous

NO

3.6/

Thd
may

3.6.

The

frame delivered by the production process for the given virtual channel.

TE — The number of missing TM Transfer Frames reported is correct as long as’ the
gap is less than 256 frames. For longer gaps it will normally be possible to|
resolve the ambiguity resulting from the modulo 256 count based ofncthe ERT of
the frames and the nominal frame rate on the given master channel or virtuall
channel. For AOS Transfer Frames, the likelihood of an incortectly reported gap)
size is much lower.

2.6 private-annotation

private-annotation parameter shall be used to.eonvey additional information thaf
r be associated with a frame:

a) it may be set to ‘null’ to indicate that there is'no private annotation;

b) if not ‘null’, there must be a prior arrangement between SLE Complex Management]
and SLE Utilization Management, regarding the contents and interpretation of this|
parameter.

2.7 data

value of the data parameter shall be the telemetry frame acquired by the provider from|

I the RAF channel for déhiyery to the user. The frame (i.e., a TM or an AOS transfer frame) is
deljvered to the user;-without any check symbols.
| NO[TES
1 Thewalue of the data parameter does not include the attached sync marker.
2 TM or AQS frames handled by the RCF service may be protected by means of thel
Space Data Link Security Protocol (reference [F7]). The presence or absence of such
protection is transparent to the RCF service and processing of the Security Header
and Security Trailer if present is deferred to applications acting on the frames as
delivered by the RCF service.
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3.6.3 EFFECTS

The RCF-TRANSFER-DATA operation shall have the following effects:

a) a telemetry frame acquired by the provider from the space link shall be delivered to
the user;

b) the provider shall remain in state 3 (‘active’).
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3.7 RCF-SYNC-NOTIFY
3.7.1 PURPOSE

3.7.1.1 The RCF service provider shall invoke the RCF-SYNC-NOTIFY operation to
notify the user of the occurrence of an event affecting the production of the RCF service.

NOTE - Notification of events may be of value to the user in understanding specific
provider behavior, such as an interruption in frame delivery.

3.71.2 The RCF-SYNC-NOTIFY operation shall be an unconfirmed operation.

3.71.3 The order in which the RCF-SYNC-NOTIFY and RCF-TRANSEER-DATA
opefations are invoked shall reflect the actual chronology of events.

NO[TE - For example, if an RCF-SYNC-NOTIFY operation is invgked after one RCF-
TRANSFER-DATA operation but before another, then the'event indicated by the)
notification occurred after the ERT of the frame associated with the preceding
RCF-TRANSFER-DATA but before the ERT of the)frame associated with the
following RCF-TRANSFER-DATA.

3.7]1.4 RCF-SYNC-NOTIFY is valid only in state 3((;active’) and shall be invoked only
by the provider.

3.72 INVOCATION AND PARAMETERS

3.72.1 General

Thq parameters of the RCF-SYNC-NOTIFY operation shall be present in the invocation as

spetified in table 3-7.

Table 3-7: RCF-SYNC-NOTIFY Parameters

Parameter Invocation
invoker-credentials M
notification-type M
notification-value C

3.7.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the user to
authenticate the RCF-SYNC-NOTIFY invocation (see 3.1.5).
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3.72.3 notification-type

The notification-type parameter shall indicate the event that the user is being
notified of, and its value shall be one of the following:

a) ‘loss of frame synchronization’—the delivery of frames has been interrupted because
the frame synchronization process is not able to synchronize to the stream of frames
from the space link:

1) the notification shall be invoked once if the frame synchronizer transitioned ffom
‘in-lock’ to ‘out-of-lock’ at least once during the lock status observation period
that the provider applies for lock status monitoring; the length of the,lock status
observation period applied by the provider shall be documented;

2) the provider shall minimize the latency from the time. th¢ loss of frame
synchronization event occurs until the notification is invoked;

3) there shall be no explicit notification when the frame' synchronizer transitjons
from ‘out-of-lock’ to ‘in-lock’; rather, the next invcation of RCF-TRANSFER-
DATA shall implicitly indicate the occurrence ¢f that event;

4) loss of frame synchronization notifications.shall not be invoked in the offfline
delivery mode;

NOTE - Because this notification refers to processing of frames from the space
link, it may or may not‘indicate that frames were lost on the master
channel or virtual chafinel being provided by this instance of service.

b) ‘production status change’—~=the status of RCF production has changed:
1) the notification shall'be invoked when the RCF production status changes;
2) the production status shall be ‘running’, ‘halted’, or ‘interrupted’ (see 3.7.2.4);

3) production status change notifications shall not be invoked in the offline deliyery
mode;

¢) ‘datacdiscarded due to excessive backlog’—some data was discarded by the RCF
seryice provider, either because of timeliness considerations (timely online modej) or
beeause of online frame buffer overflow (complete online mode):

1) if data are discarded two or more times in a row without a successful intervening

dP]ivpry of frames to the user, no more than one data discarded notification shall

be delivered to the user;
2) data discarded notifications shall not be invoked in the offline delivery mode;

d) ‘end of data’—the provider has no more data to send.
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NOTE - The ‘end of data’ notification is invoked in all delivery modes. For example,
for an online service instance, the space link session has ended, and there are
no more frames to be delivered; or, regardless of the delivery mode, all
available frames between the specified start and stop times (see 3.4) have
been delivered.

3.7.24 notification-value

3.72.4.1 The presence of the notification-value parameter in the return from RCF-
SYNC-NOTIFY shall be conditional on the value of notification-type.

3.724.2 If notification-type 1is ‘loss of frame synchronization’, then
notification-value shall be present and shall convey the following information:

a) the UTC time when the frame synchronizer transitioned from. ‘in-lock’ to ‘out-of-
lock’;

b) the current status of the carrier demodulation process, which shall be ‘in-lock’, ‘out-
of-lock’, or “‘unknown’;

c) the current status of the subcarrier demodulation ‘process, which shall be ‘in-lock’,
‘out-of-lock’, ‘not in use’, or ‘unknown’;

d) the current status of the symbol synchronization process, which shall be ‘in-lock’,
‘out-of-lock’, or ‘unknown’.

INOTE — The determinations of thetlock statuses of carrier demodulation, subcarriern
demodulation, and (symbol synchronization typically are based onl
measurements that are integrated over some time period. To that extent, the
values reported-here may reflect the statuses of the corresponding processes|
at a time slightly’earlier than the time when the notification is invoked.

3.72.43 If notifdedtion-type is ‘production status change’, then the
notification-value parameter shall be present, and its value shall indicate the current
profluction status;which shall be one of the following:

a) ‘running’—the RCF production process is capable of processing a return space link
physical channel, if available;

b)~ halted’—the RCF production process is stopped and production equipment is out of
service, due to management action;

¢) ‘interrupted’—the RCF production process is stopped due to a fault.

3.7.24.4 Ifnotification-type is ‘data discarded due to excessive backlog’ or ‘end
of data’, the notification-value parameter shall not be present.
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3.7.3 EFFECTS

The RCF-SYNC-NOTIFY operation shall have the following effects:
a) information about the occurrence of the specified event shall be delivered to the user;

b) the state of the provider shall not change.
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3.8 RCF-SCHEDULE-STATUS-REPORT
3.8.1 PURPOSE

3.8.1.1 The user shall invoke the RCF-SCHEDULE-STATUS-REPORT operation to
request that the provider send a status report either immediately or periodically or to stop the
sending of such reports.

3.8]1.2 The provider shall return a report of the outcome of the performance of the RCGF-
SCHEDULE-STATUS-REPORT operation to the user.

3.8J1.3 The provider shall send the requested status report(s) by means of4the’ RCF-
STATUS-REPORT operation (see 3.9).

3.8J1.4 Initially (i.e., whenever the RCF-BIND operation is performed and the provider
trarlsitions from state 1 to state 2), periodic reporting shall be stopped.

3.8J1.5 When periodic reporting is enabled, the user may change the reporting period by
invpking another RCF-SCHEDULE-STATUS-REPORT operation.

3.8J1.6 The RCF-SCHEDULE-STATUS-REPORT operation shall be rejected by the
proyider if this service instance is configured to the offlifie delivery mode.

3.8]1.7 The RCF-SCHEDULE-STATUS-REPORT operation is valid only in states 2
(‘repdy’) and 3 (‘active’).

3.8]1.8 The RCF-SCHEDULE-STATUS-REPORT operation shall be invoked only by the
usef.
3.82 INVOCATION, RETURN, AND PARAMETERS
3.822.1 General

Thq parameters of th® RCF-SCHEDULE-STATUS-REPORT operation shall be present in|

the [invocation and.return as specified in table 3-8.

3.82.2 <invoker-credentials

Thd nara
performer to authenticate the RCF-SCH

on (see 3.1.5).

EDULE-STATUS-REPORT invocati
3.8.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-SCHEDULE-STATUS-
REPORT (see 3.1.5).
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Table 3-8: RCF-SCHEDULE-STATUS-REPORT Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
TCPOIC-ITegUest-Ltype \%
reporting-cycle C
result M
diagnostic C

3.8.2.4 invoke-ID

The performer shall return unchanged the invoker-supplied value of the invoke+ID
parameter (see 3.1.6).

3.8.2.5 report-request-type

3.8.2.5.1 The report-request-type parameter shall specify how reporting shal| be
done, and its value shall be one of the following:

a) ‘immediately’—send a single status report immediately;
b) ‘periodically’—send a status-report every reporting-cycle seconds;

¢) ‘stop’—do not send further status reports.

3.8.2.5.2 If report-—rdquest-type is ‘immediately’,

a) the provider<shall stop sending status reports after the immediate status report|has
been sent;

b) periodic reporting may be restarted by means of another RCF-SCHEDULE-
STATUS-REPORT operation.

3.82.6 reporting-cycle

3.8.2.6.1 If the value of the report-request-type parameter is ‘periodically’, then
the reporting-cycle parameter shall be present and shall specify the requested interval
between status reports in seconds.

3.8.2.6.2 If the value of the report-request-type parameter is not ‘periodically’,
then the reporting-cycle parameter shall not be present.
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3.8.2.7 result

The result parameter shall specify the result of the RCF-SCHEDULE-STATUS-REPORT
operation, and its value shall be one of the following:

a) ‘positive result’—the RCF-SCHEDULE-STATUS-REPORT operation has been
performed, and the provider will send the requested report(s) or stop sending periodic
status reports;

b) ‘negative result’—the RCF-SCHEDULE-STATUS-REPORT operation has not been|
performed for the reason specified in the diagnostic parameter. The previous|
setting for status reporting remains in effect.

3.82.8 diagnostic

3.82.8.1 If result is ‘negative result’, the diagnostic parameter-shall be present in
the freturn, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke-ID parameter is the same as the]
I invoke-1ID value of a previous, outstanding operation;

b) ‘not supported in this delivery mode’—the sérvice instance is configured to the
offline delivery mode;

c) ‘already stopped’—the provider is né6t currently providing periodic reports|
(applicable only when report-reguest-type is ‘stop’);

d) ‘invalid reporting cycle’—the reguésted reporting-cycle value is outside the range
mutually agreed upon by SLE Complex Management and SLE Utilization Management;

e) ‘other reason’—the reason-for rejection of the operation will have to be found by other
means.

3.812.8.2 If resultds,‘positive result’, the diagnostic parameter shall not be present
in the return.

3.83 EFFECTS

3.83.1¢ Hresult is ‘positive result’, the RCF-SCHEDULE-STATUS-REPORT operation
shallthave the following effects, depending on the value of the reporting-request-
type parameter:

a) if'the value of reporting-request-type is ‘immediately’:
1) a status report shall be sent immediately;
2) the sending of any previously requested periodic status reports shall cease;

b) if the value of reporting-request-type is ‘periodically’:
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1) a status report shall sent immediately;

2) subsequent status reports shall be sent at the interval specified in the reporting-
cycle parameter;

c) if the value of reporting-request-type is ‘stop’, periodic status reporting shall
cease.

3:8:32— 1 —Tosut— s —Tregative Tesult, the REF-SCHEDUTE-STATUS-REPQRT
operation shall have no effect, and the previous setting for status reporting shall not change.

[¢]

3.8.3.3 The state of the provider shall not change.
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3.9 RCF-STATUS-REPORT
3.9.1 PURPOSE

3.9.1.1 The provider shall invoke the RCF-STATUS-REPORT operation to send a status
report to the user.

3.9.1.2 RCF-STATUS-REPORT shall be an unconfirmed operation.

3.9J1.3 Status reports shall be sent (or not sent) in accordance with user requests conyéyed
by means of the RCF-SCHEDULE-STATUS-REPORT operation (see 3.8).

3.9/1.4 The RCF-STATUS-REPORT operation is valid only in states 2 (‘réady’) and 3
(‘adtive’) and shall be invoked only by the provider.

3.92 INVOCATION AND PARAMETERS

3.92.1 General

Thq parameters of the RCF-STATUS-REPORT operation shall be present in the invocation|

as gpecified in table 3-9.

Table 3-9: RCF-STATUS-REPORT Parameters

Parameters Invocation

invoker-credentials M

number-of-frames-delivered

frame-syng=leck-status

symbol-sync-lock-status

subcéarrier-lock-status

carrier-lock-status

=l = = = I I

production-status

3.92.24 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-STATUS-REPORT invocation (see 3.1.5).
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3.9.2.3 number-of-frames-delivered

The number-of-frames-delivered parameter shall specify the total number of
telemetry frames with the requested-global-VCID value that have been delivered to
the user since the start of the service instance provision period.

NOTE - This parameter is equivalent to the number of frames that an RCF service
instance with the same requested-global-VCTD value would deliver ta the

user while the service instance is in the active state.

3.9.2.4 frame-sync-lock-status

The frame-sync-lock-status parameter shall specify the current|ldck status of]the
frame synchronization process, the value of which shall be ‘in-lock’, ‘out-of-lock’| or
‘unknown’.

3.9.2.5 symbol-sync-lock-status

The symbol-sync-lock-status parameter shall’specify the current lock status of| the
symbol (or bit) synchronization process, the value.0f’which shall be ‘in-lock’, ‘out-of-logk’,
or ‘unknown’.

3.9.2.6 subcarrier-lock-status

The subcarrier-lock-status parameter shall specify the current lock status of]the

subcarrier demodulation process, the value of which shall be ‘in-lock’, ‘out-of-lock’| or
‘unknown’.

3.9.2.7 carrier-lock-status

The carrier-1ock-status parameter shall specify the current lock status of the cafrier

demodulationt process, the value of which shall be ‘in-lock’, ‘out-of-lock’, ‘not in use?, or
“‘unknown’)

3:92.8 production-status

The production-status parameter shall specify the current status of RCF production,
the value of which shall be ‘running’, ‘halted’, or ‘interrupted’.

NOTE - See 3.7.2.4 for a description of the production-status values.
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3.9.3 EFFECTS

The RCF-STATUS-REPORT operation shall have the following effects:
a) status information shall be delivered to the user;

b) the state of the provider shall not change.
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3.10 RCF-GET-PARAMETER
3.10.1 PURPOSE

3.10.1.1 The user shall invoke the RCF-GET-PARAMETER operation to ascertain the value
of an RCF service parameter.

3.10.1.2 The provider shall return a report of the outcome of the performance of the RCF-
GET-PARAMETER operation to the user.

3.10.1.3 If the operation is successful, the current value of the specified RCF-seryice
parameter shall be provided to the user in the return from the operation.

3.10.1.4 RCF-GET-PARAMETER is valid in state 2 (‘ready’) and state '3 (‘active’) [and
shall be invoked only by the user.

3.10.2 INVOCATION, RETURN, AND PARAMETERS
3.10.2.1 General

The parameters of the RCF-GET-PARAMETER opgration shall be present in the invocation

and return as specified in table 3-10.

Table 3-10: RCF-GET-PARAMETER Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-ID M M
rcf-parameter M C
parameter-value C
rels¥t M
diagnostic C

3.10.2.2 invoker-credentials

The invoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-GET-PARAMETER invocation (see 3.1.5).
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3.10.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-GET-PARAMETER (see
3.1.5).

3.10.2.4 invoke-ID

Thq performer shall return unchanged the invoker-supplied value of the invoke=-ZID
pargmeter (see 3.1.6).

3.10.2.5 rcf-parameter

3.10.2.5.1 The rcf-parameter parameter shall specify the RCF service parameter whose
valyie is to be returned to the user, and its value shall be one of the values listed in table 3-11.

3.19.2.5.2 The rcf-parameter parameter is conditionallypresent in the return based on
the[result parameter:

a) if the value of result is “positive result’, rcfeparameter shall be present in the
return;

b) if the value of result is ‘negative result’;) rcf—-parameter shall not be present in|
the return.

3.10.2.6 parameter-value

3.19.2.6.1 The parameter-value parameter shall contain the value for the parameter
spetified by rcf-parameter as described in 3.10.2.5 and table 3-11.

3.11).2.6.2 The paraméter-value parameter is conditionally present in the return based
on the result parameter:

a) if the value of result is ‘positive result’, parameter-value shall be present;

b) ifthe value of result is ‘negative result’, parameter-value shall not be
present.

3.10.2.7 result

The result parameter shall specify the result of the RCF-GET-PARAMETER operation
and shall contain one of the following values:

a) ‘positive result’—the RCF-GET-PARAMETER operation has been performed, and
the value of the specified RCF service parameter is provided in the return to the user;
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b) ‘negative result’—the RCF-GET-PARAMETER operation has not been performed
for the reason specified in the diagnostic parameter.

Table 3-11: RCF Parameters

Parameter Description

delivery-mode The delivery mode for this instance of RCF service, whigh fis
set by service management (see 3.1.9): its value shall
‘timely online delivery mode’, ‘complete online"delive y
mode’, or ‘offline delivery mode’

latency-limit The maximum allowable delivery latency time’ (in seconds)
for the online delivery mode, as defined in,3.1.9.1 (i.e., the
maximum delay from when the frame jis acquired by the
provider until the RCF extracted from)it is delivered to the
user): the value of this parameter‘shall be ‘null’ if the delivery
mode is offline.

minimum-reporting-cycle The minimum setting (in $Seconds) of the reporting cycle fpr
status reports that the \RCF service user may request in an
RCF-SCHEDULE-STATUS-REPORT invocation.

permitted-global-VCID-set The MCID and/of the set of global VCIDs permitted for tHis
RCF service instance (see 3.4.2.7).

reporting-cycle The current setting of the reporting cycle for status repoits
(see 3@ and 3.9): the value is ‘null’ if cyclic reporting is off,
otherwise it is the time (in seconds) between successiye
RCF-STATUS-REPORT invocations (see 3.8). As long as
the RCF service user has not yet set this parameter by
means of a successful RCF-SCHEDULE-STATUS-REPORT
operation, its value shall be ‘null’.

requested-global-VCID If the provider is in state 3 (‘active’), the GVCID set by the
RCF-START operation, used to determine which frames afe
selected for delivery. If the provider is not in state 3 (‘active]),
the GVCID value returned shall be the first element of the
permitted-global-VCID-set parameter.

return-timeout-period The maximum time period (in seconds) permitted from when
a confirmed RCF operation is invoked until the return [is
received by the invoker (see 4.1.3).

transfer-buffer-size The size of the transfer buffer: the value of this parameter
shall indicate the number of RCF-TRANSFER-DATA and
RCF-SYNC-NOTIFY invocations that can be stored in the
transfer buffer. The precise specification of the transfer
buffer size may be found in 3.1.9.
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3.10.2.8 diagnostic

3.10.2.8.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke-ID parameter is the same as the
I invoke-1ID value of a previous, outstanding operation;

b) unknown parameter —the value 0l rCci-parameter does not identily an RCF
parameter that is recognized by the service provider;

c) ‘other reason’—the reason for the negative result will have to be found-by“other
means.

3.10.2.8.2 If result is “positive result’, the diagnostic parameter shall'niot be present
in the return.
3.10.3 EFFECTS

3.10.3.1 If result is ‘positive result’, the value of the :RCF parameter specified in the
invpcation shall be provided to the user in the return.

3.10.3.2 If result is ‘negative result’, no RCF parameter value shall be returned to the
usef.

3.10.3.3 The state of the provider shall not change.
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3.11 RCF-PEER-ABORT
3.11.1 PURPOSE

3.11.1.1 The user or provider shall invoke the RCF-PEER-ABORT operations to notify the
peer system that the local application detected an error that requires that the association
between them be terminated abnormally.

3.11.1.2 RCF-PEER-REPORT shall be an unconfirmed operation.
3.11.1.3 RCF-PEER-ABORT is valid only in states 2 (‘ready’) and 3 (‘active’) and“may be
invoked by either the user or the provider.
3.11.2 INVOCATION AND PARAMETERS
3.11.2.1 General

The parameters of the RCF-PEER-ABORT operation shall(b¢ present in the invocation as

specified in table 3-12.

Table 3-12: RCF-PEER-ABORT Parameters

Parameters Invocation

diagnostic M

3.11.2.2 diagnostic

The diagnostic paramieter shall specify why the RCF-PEER-ABORT is being invoked,
and its value shall be eneof the following:

a) ‘access denied’—a responder with an identity as presented in the respondgr-
identd fier parameter of the RCF-BIND return is not known to the initiator (¢.g.,
the value of the responder-identifier parameter does not match [the
authorized responder for any service instance known to the initiator);

b){ “unexpected responder ID’—the value of the responder-identifier parameter
in the RCF-BIND return does not match the identity of the authorized respondei] for
this service instance as specified by service management;

c) ‘operational requirement’—the local system had to terminate the association to
accommodate some other operational need;

d) ‘protocol error’—the local application detected an error in the sequencing of RCF
service operations;
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e) ‘communications failure’—the communications service on the other side of a
gateway was disrupted;

NOTE - This diagnostic value is only applicable when the SLE applications are
communicating via a gateway.

f) ‘encoding error’—the local application detected an error in the encoding of one or
more operation parameters or did not recognize the operation;

g) ‘return timeout’—the local application detected that the return from a confirmed
operation was not received within a specified time limit;

h) ‘end of service instance provision period’—the local application detectéd-that the
service instance provision period has ended and the initiator has not)'ivoked the
RCF-UNBIND operation;

i) ‘unsolicited invoke-ID’—the local application received a return with an invoke-ID
I value that does not match the invoke-1ID value of any of theyoperations for which a
return is pending;

j) ‘other reason’—the local application detected an. Unspecified error during the
processing of one or more operations.

NOTE — RCF-PEER-ABORT does not carry aminvoker—-credentials parameter.
It is conceivable that an intruder may-use the RCF-PER-ABORT operation for 4
denial-of-service attack. If an-intruder has that capability, then a denial-of-
service attack can be much more easily accomplished by disrupting
communications at a layer- lower than the applications layer. Therefore,
authentication of RCE=PEER-ABORT would not provide improved protections
against such attacks.

3.11.3 EFFECTS

Thq RCF-PEER-ABORT operation shall have the following effects:

a) the assoc¢iation shall be aborted, and the user and the provider shall cease toj
communicate with each other;

b) theprovider shall transition to state 1 (‘unbound’);

c)“the provider shall discard the contents of the transfer buffer;

d) statistical information required for the generation of the status report shall be retained
throughout the service instance provision period.
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4 RCF PROTOCOL
4.1 GENERIC PROTOCOL CHARACTERISTICS

NOTE - This section specifies the handling of invalid SLE-PDUs and other failures
affecting the protocol.

4.1.1 UNEXPECTED PROTOCOL DATA UNIT

[f the peer application invokes an operation not allowed in the current state of the performper,
the performer shall abort the association by invoking the RCF-PEER-ABORT opération With
the diagnostic parameter set to “protocol error’.

4.1.2 INVALID PROTOCOL DATA UNIT

[f the application receives an invocation or return that contains dn unrecognized operafion
type, contains a parameter of the wrong type, or is otherwisenot decodable, the application
shall abort the association by invoking the RCF-PEER-ABORT operation with [the
diagnostic parameter set to ‘encoding error’.

4.1.3 MISSING RETURN

For confirmed operations, if the invoker dees not receive the return from the performer
within a timeout period specified by, service management, the invoker shall abort|the
association by invoking the RCF<PEER-ABORT operation with the diagnostic
parameter set to ‘return timeout’.

NOTES

1 The timeout period shall be chosen taking into account performance of user jand
provider applications as well as the delays introduced by the underlying
communigcatiens service.

2 In order-to provide responsive service and short timeout periods, the generation off the
retutn from an operation must not depend on any human interaction.

3 After invoking the RCF-UNBIND operation, the initiator must not invoke any further
operations with the exception of the case addressed in 3.3.1.4 nor send any retums.
The responder is not required to send any pending returns aiter having received the
RCF-UNBIND invocation. Therefore, following an RCF-UNBIND invocation, the
‘missing return’ event may occur.
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4.1.4 UNSOLICITED RETURN

If the application receives a return with an invoke-ID parameter value that does not
correspond to any invocation for which a return is still pending, the application shall abort
the association by invoking the RCF-PEER-ABORT operation with the diagnostic
parameter set to ‘unsolicited Invoke-ID’.

4.155 COMMUNICATIONS FAILURE

4.15.1 Every SLE entity (i.e., every SLE user or provider) that is in an association (bound)
with a peer SLE entity shall maintain knowledge of the health of the communications
intgrface with the peer.

4.1/5.2 Every SLE implementation shall provide that, for every associdtion, the two SLE
entities in the association maintain a consistent view of the health ofithe communications
intgrface between them.

4.1)5.3 If an SLE entity determines that communications with/the peer SLE entity have
beeh disrupted (e.g., because of a communications service.fault), then the SLE entity shall
congider that the association with the peer has been aborted:

NO[TE - The exact criteria for determining when\communications have been disrupted|
may depend on the characteristics of the underlying communications service and
may be specific to a given implementation. However, every RCF user and
provider implementation shall‘provide for monitoring the health of the
communications interface andfor ensuring that the user and the provider have a
consistent view of the health of the communications interface. If the underlying
communications service, does not intrinsically provide such a capability, the
transmission of a periodic ‘heartbeat’ indicator or equivalent may need to be
implemented.

4.1/5.4 Occurrence of the above-described communications failure event shall be referred,
to as a ‘protocol aboft*

4.1/5.5 Subsequent to a ‘protocol abort’ event:
a) thesRCF provider shall transition to state 1 (‘unbound’);
b)-—-neither the user nor the provider shall attempt further communications with the peer

L 1 - 1 . b b ‘- IS R A | 41 s 1 - 1. 1
excepttiatthe mrtator may attempttore=cstabirsir theassocration by MvOoKIg tiT

RCF-BIND operation;

¢) the provider shall discard the contents of the transfer buffer;

d) the values of RCF service parameters shall return to the initial values set by service
management for that service instance; and
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e) statistical information required for the generation of the status report shall be retained
throughout the service instance provision period.

4.1.6 ACCESS CONTROL

4.1.6.1 The initiator of an association shall present its own identity in the initiator—
identifier parameter of the RCF-BIND invocation.

4.1.6.2 If the RCF-BIND operation is invoked with a value of initiator-
identifier that is not known to the responder, the responder shall not make dny attempt
to authenticate that invocation. Instead, the responder shall generate an RCE-BIND refurn
with result set to ‘negative result’, diagnostic set to ‘accessD denied’, [and
performer—-credentials setto ‘unused’.

4.1.6.3 If the value of initiator-identifier is knowh.to the responder, |the
responder shall attempt to authenticate the RCF-BIND invocatiofi)(see 3.1.5) as required for
the given initiator. If authentication succeeds but the initiaterds not the authorized initiptor
for the service instance indicated in the service-instanice-identifier parametdr of
the RCF-BIND invocation, the responder shall generate;an RCF-BIND return with resylt
set to ‘negative result’” and diagnostic set to ‘service instance not accessible to [this
initiator’.

INOTE — If authentication fails, the responder shall behave as specified in 4.1.7.| If
authentication is not required for the given initiator, it shall be ag if
authentication was successful:

4.1.6.4 If the initiator receives(an RCF-BIND return with a responder-identifier
value that is not known toy the initiator, the initiator shall not make any attempf to
authenticate this return but shall abort the association by invoking RCF-PEER-ABORT with
diagnostic setto ‘access denied’.

4.1.6.5 If the initiator receives an RCF-BIND return with a responder-identifier
value that is known to the initiator, the initiator shall attempt to authenticate the RCF-BIND
return (see 3/=5) as required for the given responder. If authentication succeeds but|the
responder-identifier is not the authorized responder for this service instanc¢ as
specified by service management, the initiator shall abort the association by means of]|the
RCE-PEER-ABORT operation with diagnostic set to ‘unexpected responder ID’.

OTE — TIf authentication fails, the initiator shall behave as specified in 4.1.7. If
authentication is not required for the given responder, it shall be as if
authentication was successful.
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4.1.7 FAILING AUTHENTICATION

4.1.7.1 An incoming invocation or return shall be ignored if the credentials parameter
cannot be authenticated when, by management arrangement, credentials are required.

4.1.7.2 If an invocation is ignored, the operation shall not be performed, and a report of the
outcome shall not be returned to the invoker.

4.1J7.3 If a return is ignored, it shall be as if no report of the outcome of the operation has
beeh received.

4.2| RCF SERVICE PROVIDER BEHAVIOR
4.2]1 GENERAL REQUIREMENTS

4.2{1.1 The behavior of the RCF service provider shall conform®to"the state transition|
matfrix specified in table 4-1.

4.2]1.2 All actions including state transitions specified for ‘given state and a given event
shall be performed before a subsequent event is considered.

4.2{1.3 SLE-PDUs shall be sent in the sequence specified in table 4-1.

4.2{1.4 Implementations shall ensure that events‘are not lost while an earlier event is being
progessed but are buffered in first-in first-out,order for processing as soon as processing of
the [earlier event has completed.

4.2]1.5 The state transition matrix specified in table 4-1 represents one instance of service
and| thus one association. Once the’ association is established, if an RCF-BIND invocation|
for |a different association butfor the same service instance is received, it shall be rejected
with an RCF-BIND return{ with the result parameter set to ‘negative result’ and the
di@gnostic parametet set to ‘already bound’. This event shall not affect the association|
alrgady in place.

4.22 STATFETRANSITION TABLE

NO[TES

1 Th fata cimanifiac Ao f1oan 2t Afiang o fotn tromaati e Loty cnezinn gz A
THC-StatC-SPCCTTICS O P CTratroT It aC oS —airt—StatCtrattsTarOT SO thnC—SCrvICCPTrovIalt

in its role as either initiator or responder.
2 The leftmost column simply numbers the rows of the table.

3 The second column of the state lists all incoming events. Where these events
correspond to the arrival of an incoming SLE-PDU, the ASN.1 type defined for this
SLE-PDU in annex A is indicated in parentheses ( ).
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4 Where an event is internal to the provider, its description is put in single quotation
marks ‘ ’. These events are defined in table 4-2.
5 The three columns (one column per state) on the right side of the table specify the

behavior the provider will exhibit, which depends on the current state and the
incoming event. In some cases, the behavior in addition depends on Boolean
conditions, also referred to as predicates. Such conditions are put in double quotation
marks “ . The predicates are defined in table 4-3. Predicates that are simple
Boolean variables set only by that state machine itself are referred to as Boolean-flags
and specified in table 4-4. The dependency on a predicate is presented in form of an
‘IF <condition> THEN <action> [[ELSEIF <condition> THEN <action>| ELSE I
<action>] ENDIF” clause.

6 If the action given in the table is simply to send a specific SLE-PDU, that is indicgted
by the appearance of the name of ASN.1 type of the SEE-PDU to be senf in
parentheses (). If that SLE-PDU is a return, the name may“be preceded by the plus
symbol (‘+’) to indicate that result is ‘positive resultlor by the negative synpbol
(‘-’) to indicate ‘negative result’. Where several actiofis are to be taken (referrefl to
as a ‘compound action’), the name of the compound action is put in curly braces [{ }.
The individual actions making up each compound-action are identified in table 4-3.

7 ‘Not applicable’ is stated where the givem event can only occur in the given dtate
because of an implementation error on the provider side.

S Where the consequences of an incoming event are not visible to the user because| the
provider does not send any SLE-PDU in reaction to the given event, the action is|put
in square brackets [].

9 State transitions are indicated by an arrow and the number of the state that wil| be
entered; for example,=> 1 indicates the transition to state 1.

10 The actions to-be taken and the state transition are considered to be one atomic actjon.
The sequenéeyshown in the table is irrelevant except that SLE-PDUs shall be serjt in
the sequence stated in the table.

11 Whenever the provider invokes a confirmed operation with invoke-ID set to {n>,
it'shall start an associated return <n> timer. Should this timer expire before the refurn
<n> is received, the provider shall invoke RCF-PEER-ABORT.
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Table 4-2: Event Description References

Event Reference

‘data available’ 3.1.9.1.2,
3.1.9.2.2,31.93.2

‘end of data’ 3723

‘end of service instance provision period’ 3.11.2.2

‘invalid protocol data unit’ 41.2

‘loss of frame synchronization’ 3.7.23

‘not authenticated SLE-PDU’ 4.1.7

‘production status change’ 3.7.2.3

‘release timer expired’ 3.1.9.1.4,.31.9.2.6

‘reporting-cycle timer expired’ 3.8.2:6

‘return SLE-PDU with unsolicited Invoke-ID’ 41.4

‘return <n> timer expired’ 4.1.3

‘start of service instance provision period’ 1.6.1.7.15

Table 4-3: Predicate Descriptions

Predicate Evaluates to TRUE if

“buffer empty” There are no RCF SLE-PDUs in the transfer buffer

“buffer full” The transfer buffer“cannot accommodate the currently available annotgted
frame or synchronous notification

“compatible” The version, humber contained in (+rcfBindReturn) is supported by [the
responder

“complete online” | Delivery)mode is complete online

“done” The_inbind-reason parameter value in the provider-initiated BIND invocation
was ‘end’

“‘end” All checks on the UNBIND invocation are passed and the unbind-reagon
parameter value is ‘end’

“‘immediately” All parameter checks on the RCF-SCHEDULE-STATUS-REPORT are pasged
and the report-request-type value is ‘immediately’

“offline” Delivery mode is offline

“‘online” Delivery mode is timely online or complete online

“periodically” All parameter checks on the RCF-SCHEDULE-STATUS-REPORT are passed
and the report-request-type value is ‘periodically’

“positive result” All checks on the invocation are passed

“provider The RCF-BIND operation is specified to be initiated by the provider for this

initiated” service instance

“provision Current time is inside the service instance provision period

period”
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Predicate Evaluates to TRUE if

“retry permitted” | The diagnostic value contained in the (-rcfBindReturn) is ‘unable to comply’ or
‘other’, and the service instance provision period is still active

“timely online” Delivery mode is timely online

Table 4-4: Boolean Flags

Flag Name Initial Value
“bind pending” FALSE
“congested” FALSE
“unbind pending” FALSE

Table 4-5: Compound Action Definitions

Name Actions Performed

{dlean up} stop release timer

stop all return timers
stop reporting-cycle timer
reinitialize transfer buffer

{immediate report} (rcfStatusReportinvocation)
stop reporting-cycle.timer

insert annotated frame} annotate the available frame with the parameters of the RCF-
TRANSFER-DATA operation

insert the-annotated frame into the transfer buffer

—

—

invoke bind} (rcfBindInvocation)
set“bind pending” to TRUE
start return <n> timer

—

invoke unbind} (rcfUnbindInvocation)

stop reporting-cycle timer

set “unbind pending” to TRUE
start return <n> timer

{nass buffer-contents} stop release timer

submit contents of transfer buffer to underlying communications
service

IF successful

THEN set “Pnngncfpd” ta EALSE

ELSE set “congested” to TRUE

ENDIF

reinitialize transfer buffer using the nominal size
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Name Actions Performed

{peer abort ‘xxxx’} stop release timer

stop all return timers

stop reporting-cycle timer

reinitialize transfer buffer

(rcfPeerAbortinvocation) with diagnostic set to ‘xxxx’

{periodic report} (rcfStatusReportinvocation)

set reporting-cycle timer to the reporting-cycle value in the
most recent SCHEDULE-STATUS-REPORT invocation

start reporting-cycle timer

{provider unbind} set “unbind pending” to FALSE
stop all return timers

{release resources} delete the service instance and release the associate resources
if applicable, discard the online frame buffer,

{return timeout} (rcfPeerAbortinvocation) with diagnostd cNfeturn timeout’
set “bind pending” to FALSE
set “unbind pending” to FALSE

{start release timer} set release timer to latency limit
start release timer

{sync notify ‘xxxx’} create an RCF synchronaus notification with notification-
type set to ‘xxxx’

insert the notificationiinto the transfer buffer

{transmit buffer} stop release timer

submit the contents of transfer buffer to underlying communications
service

until accepted by that service
reinitialize transfer buffer using nominal size

{user unbind} stop reporting-cycle timer
stop all return timers
(rcfUnbindReturn)
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ANNEX A
DATA TYPE DEFINITIONS

(NORMATIVE)

Al INTRODUCTION

A1.1 This annex defines the data types that are used by the RCF service. It is intendefl to
provide a clear specification of these data types and to avoid ambiguity. It is not intendef to
constrain how these data types are implemented or encoded. These definitions.are suitable
for inclusion in any type of ASN.1-based protocol that implements the RCE-sépvice.

A1.2 The data type definitions are presented in seven ASN.1 modules.

A1.3 Subsection A2.1 contains basic types that are common~with other SLE Transfer
Services. As more services become specified by CCSDS, further types may be added to fthis
module or existing types may be extended. However, that.eventuality is not expectedl to
invalidate the module in its present form because it ds_expected that an implementation
compliant with a future extended version of this module will be interoperable with an
implementation based on its present version.

A1.4 Subsection A2.2 specifies the SLE-PDUs exchanged between an SLE user and an
SLE provider application in order to establish, release or abort an association. They|are
common among SLE transfer service types.

A1.5 Subsection A2.3 specifies SLE-PDUs related to invocations and returns that|are
common to SLE transfer service types.

A1.6 Subsection A2.5-specifies data types specific to the RCF service. In part, these
specific types are derived-from types specified in A2.1 by means of subtyping.

A1.7 Subsection-A2.4 specifies the format of the Service Instance Identifiers.

A1.8 Subsection A2.6 specifies all incoming (from a provider point of view) SLE-POQUs.
Where applicable, these SLE-PDUs are mapped to the generic SLE-PDUs defined in A2.2
and A2:3:

AT)9 Subsection A2.7 specifies in the same way the outgoing SLE-PDUs.

A1.10 Although subsections A2.2, A2.3, A2.6 and A2.7 define the SLE-PDUs that will be
exchanged between the SLE provider and user applications, they shall not be interpreted as
requiring that these SLE-PDUs shall be completely mapped to the user data field of the
underlying communications protocol. For example, depending on the communications
protocol(s) used, part of the SLE-PDUs may be used to determine the appropriate setting of
protocol control information.

CCSDS 911.2-B-3 Page A-1 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

A2 RCF DATA TYPE SPECIFICATION

A2.1 SLE TRANSFER SERVICE—COMMON TYPES

CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES

{ 1iso identified-organization(3)

IS0 22670:2021(E)

Standards-producing-organization (L112) ccsds (4)
space-link-extension (3) sle-transfer-services (1)
modules (1) common-modules (99) version-five (5)

DEF[INITIONS
IMHLICIT TAGS
S BEGIN
EXHORTS ConditionalTime
Credentials
DeliveryMode
Diagnostics

Duration
ForwardDuStatus
IntPosLong

IntPosShort
IntUnsignedLong
IntUnsignedShort
InvokeId

ParameterName
SlduStatusNotification
SpacelLinkDataUnit

Time

NeN N N N N N NS NS S S S S o~ o~

ConditionalTime HEES
{ [|undefined [0]
, |known (1]

CHOICE
NULL
Time

-- [If credentials Are used, it will be necessary that
-- [the internal gfructure of the octet string is known
-- [to both parties. Since the structure will depend on
-- lalgorithm 4sed, it is not specified here. However,
-- [the peer. enrtities may use ASN.1l encoding to make the
-- [internal Jstructure visible.

asnl-common-types (1) I

Creldentdals = CHOICE

{ [Junused [0] NULL

,  |used [1] OCTET STRING (SIZE (8 256))
}

DeliveryMode HEES INTEGER

{ rtnTimelyOnline (0)

, rtnCompleteOnline (1)

, rtnOffline (2)

, fwdOnline (3)

, fwdOffline (4)

}
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Diagnostics

{

}

duplicateInvokeId
otherReason

INTEGER

(100)
(127)

-- The Duration is expressed in microseconds

Duration IntUnsignedLong

ForwardDuStatus = INTEGER

{ radiated (0)

, expired (1)

, interrupted (2)

, acknowledged (3) -- FSP

, productionStarted (4) -- CLTU: 'radiation started'

, productionNotStarted (5) -- CLTU: 'radiation not ,started'’
, unsupportedTransmissionMode (6) -- FSP

}

-- 1 to (2732)-1

IntPosLong INTEGER (1 4294967295)

-- 1 to (2716)-1

IntPosShort INTEGER (1 65535)

-- 0 to (2732)-1

IntUnsignedLong INTEGER (O 4294967295)

-- 0 to (2"16)-1

IntUnsignedShort INTEGER (0 65535)

InvokeId IntUnsignedShort

CCSDS 911.2-B-3 Page A-3 August 2016

© 1SO 2021 - All rights reserved


https://standardsiso.com/api/?name=0ba12366ec91a47a1d91a21ea4363ec3

IS0 22670:2021(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

ParameterName = INTEGER

{ acquisitionSequencelength (201)

, apidList (2)

, bitLockRequired (3)

, blockingTimeoutPeriod (0)

, blockingUsage (1)

, bufferSize (4)

, clcwGlobalvcId (202) I
, clcwPhysicalChannel (203)

, copCntrFramesRepetition (300) I
, |deliveryMode (6)

, |directiveInvocation (7)

, |directiveInvocationOnline (108)

;, |expectedDirectiveIdentification (8)

, |expectedEventInvocationIdentification (9)

,  |expectedSlduldentification (10)

,  |fopSlidingWindow (11)

, fopState (12)

, latencyLimit (15)

, [mapList (106)

, [mapMuxControl (17)

,  mapMuxScheme (18)

,  maximumFrameLength (19)

,  [maximumPacketLength (20)

,  [maximumSlduLength (21)

, minimumDelayTime (204)

, minReportingCycle (301) I
, [modulationFrequency (220

, [modulationIndex (23)

, [notificationMode (205)

, JpermittedControlWordTypeSet (101)

, [permittedFrameQuality (302) I
, [permittedGvcidSet (24)

, [permittedTcVcidSet (102)

, [permittedTransmissionMode (107)

, [permittedUpdateModeSet (103)

, [ploplIdleSequencelength (206)

, [plopInEffect (25)

, [protocolAbortMode (207)

, |reportingCycle (26)

, |requestedControlWordType (104)

, requestedFrameQudlity (27)

,  |requestedGvcid (28)

,  |requestedTcVicid (105)

, |requestedUpdateMode (106)

,  |returnTim&outPeriod (29)

, rfAvailable (30)

, |JrfAvailableRequired (31)

, segmentHeader (32)

, sequCntrFramesRepetition (303) I
, SUPCarrierToBItRarteRatio 377

, throwEventOperation (304) I
, timeoutType (35)

, timerInitial (36)

, transmissionLimit (37)

, transmitterFrameSequenceNumber (38)

, vcMuxControl (39)

, vcMuxScheme (40)

, VvirtualChannel (41)

}
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SlduStatusNotification ::= INTEGER

{ produceNotification (0)

, doNotProduceNotification (1)

}

SpacelLinkDataUnit = OCTET STRING (SIZE (1 .. 65536))
Time S CHOICE

{ ccsdsFormat [0] TimeCCSDS

, ccsdsPicoFormat [1] TimeCCSDSpico

}

TimeCCSDS 1= OCTET STRING (SIZE(8))

-- P-field is implicit (not present, defaulted to 41 hex
-—- T-field:

-— 2 octets: number of days since 1958/01/01 00:00:00

-— 4 octets: number of milliseconds of the day

-—- 2 octets: number of microseconds of the millisecond

-— (set to 0 if not used)

-— This definition reflects exactly the format of theXCCSDS defined

I -— time tag as used in spacelink data units (see regference [5]).
TimeCCSDSpico HEES OCTET STRING (SIZEX10))
-—- P-field is implicit (not present, defaulted\ to 42 hex
-— T-field:

-—- 2 octets: number of days since 1958/01/01%00:00:00

-— 4 octets: number of milliseconds of therday

-— 4 octets: number of picoseconds of thermillisecond

-— (set to 0 if not used)

-- This definition reflects exactly\thHe format of the CCSDS defined
I -— time tag as used in spacelink data units (see reference [5]).

END
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A2.2 SLE TRANSFER SERVICE—BIND TYPES

CCSDS-SLE-TRANSFER-SERVICE-BIND-TYPES

{ 1iso identified-organization(3)
standards-producing-organization(112) ccsds (4)

space-link-extension (3) sle-transfer-services(1l)
modulacs (1) ocommaon-_madia] (Q90) ~vtorocion_forir (4) o n1_h-inr4_4—xp o (20

IS0 22670:2021(E)

DEE[INITIONS
IMHLICIT TAGS
HE BEGIN

EXHORTS SleBindInvocation

, SleBindReturn
SlePeerAbort
SleUnbindInvocation
SleUnbindReturn

Ne N NN

IMHORTS Credentials
, IntPosShort
FROM CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES

Servicelnstanceldentifier
FROM CCSDS-SLE-TRANSFER-SERVICE-SERVICE5INSTANCE-ID

-— |The first part of the module definition contains the SLE-PDUs

SlegBindInvocation HE S SEQUENCE

{ |invokerCredentials Credentials

, [|initiatorIdentifier AuthorityIdentifier

, |responderPortIdentifier PortId

,  [serviceType ApplicationIdentifier
, [versionNumber VersionNumber

, servicelnstanceldéntifier Servicelnstanceldentifier

SleBindReturn = SEQUENCE
{ [performérCredentials Credentials
, |respomnderIdentifier AuthorityIdentifier
,  |result CHOICE
{~ positive [0] VersionNumber
. ~negative [1] BindDiagnostic
}
}
SlePeerAbort S PeerAbortDiagnostic
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SleUnbindInvocation = SEQUENCE
{ invokerCredentials Credentials
, unbindReason UnbindReason
}
SleUnbindReturn 1= SEQUENCE
{ responderCredentials Credentials
, result CHOICE

{ positive [0] NULL

}
}
-- The second part of the module definition contains the types
-- used by the SLE-PDUs declared in the first part.
ApplicationIdentifier 1= INTEGER
{ rtnAllFrames (0)
, rtnlnsert (1)
, rtnChFrames (2)
-— rtnChFrames includes rtnMcFrames and rtnVcFrameg
, rtnChFsh (3)
-— rtnChFsh includes rtnMcFsh and rtnVcFsh
, rtnChOcf (4)
-— rtnChOcf includes rtnMcOcf and rtnVcOcf
, rtnBitstr (5) -- AOS
, rtnSpacePkt (6)
, fwdAosSpacePkt (7)
, fwdAosVca (8)
, fwdBitstr (9)
, fwdProtoVecdu (10)
, fwdInsert (1N
, fwdCVcdu (12)
, fwdTcSpacePkt (13) -- conventional telecommand
, fwdTcVca (14) -- conventional telecommand
, fwdTcFrame (15)
, fwdCltu (16)
}
AuthorityIdentifier HEES IdentifierString (SIZE (3 .. 16))
BindDiagnostié = INTEGER
{ accessDernied (0)
, serviceT¥ypeNotSupported (1)
, versjiqrNotSupported (2)
, noSuchServicelInstance (3)
, adreadyBound (4)
, siNotAccessibleToThisInitiator (5)
,“inconsistentServiceType (6)
. InvarraTime )
, outOfService (8)
, otherReason (127)
}
IdentifierString = VisibleString (FROM (ALL EXCEPT " "))
LogicalPortName 1= IdentifierString (SIZE (1 .. 128))
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