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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

Intern

The main task of technical committees is to prepare International Standards. Draft,Internation
adopfed by the technical committees are circulated to the member bodies for |voting. Publi

Intern

Attention is drawn to the possibility that some of the elements of this document may be the sub

rightg

ISO 22670 was prepared by the Consultative Committee for/Space Data Systems ((
CCSDS 911.2-B-2, January 2010) and was adopted (without medifications except those stated i
this Ipternational Standard) by Technical Committee ISO/TC20, Aircraft and space vehicles,
SC 1B, Space data and information transfer systems.

This
revis

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

ational Standard requires approval by at least 75 % of the member bodies.casting a vote.

. ISO shall not be held responsible for identifying any or all such patént rights.

second edition cancels and replaces the first_edition (ISO 22670:2006), which has beeg
bd.

ely with the

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, FPart 2.
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Space data and information transfer systems — Space link
extension (SLE) — Return-channel-frames service

1 $cope
1.1 | This International Standard defines the space link extension (SLE) return-channel-frames (RCF) service
in agcordance with the SLE Reference Model (CCSDS 910.4-B-2). The RCF seryice ‘is an SLE transfer
servige that delivers to a mission user all telemetry frames from one master channel©r, one virtual channel.

1.2 | This International Standard defines the RCF service in terms of

a) e operations necessary to provide the service,

b) e parameter data associated with each operation,

c) e behaviors that result from the invocation of each operation, and

d) e relationship between, and the valid sequence of, thesoperations and resulting behaviors.
1.3 | It does not specify

a) iphdividual implementations or products,

b) Ie implementation of entities or interfaces within real systems,

e methods or technologies, required to acquire telemetry frames from signals recejved from a
gpacecraft,

d) the methods or technolegies required to provide a suitable environment for communications, for
e) the management acfivities required to schedule, configure, and control the RCF service.

1.4 | The scope ‘@nd field of application are furthermore detailed in subclauses 1.1, 1.2 and 1.3 of the
enclgsed CCSBS(publication.

2 Requirements

Requirements are the technical recommendations made in the following publication (reproduced on the
following pages), which is adopted as an International Standard:

CCSDS 911.2-B-2, January 2010, Space link extension — Return channel frames service specification.

For the purposes of international standardization, the modifications outlined below shall apply to the specific
clauses and paragraphs of publication CCSDS 911.2-B-2.

Pages i to vi

This part is information which is relevant to the CCSDS publication only.

© 1SO 2013 — All rights reserved 1
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Pages 1-14 to 1-15

Add the following information to the reference indicated:

(1]
(2]
(3]
(4]
(3]
[7]

Page E-1
Add the following information to the reference indicated:
[E4]

[E6]

3

Document CCSDS 910.4-B-2, October 2005, is equivalent to ISO 15396:2007.
Document CCSDS 131.0-B-1, September 2003, is equivalent to ISO 22641:2005.
Document CCSDS 132.0-B-1, September 2003, is equivalent to ISO 22645:2005.

Document CCSDS 732.0-B-2, July 2006, is equivalent to 1ISO 22666:2007.

Document CCSDS 301.0-B-3, January 2002, is equivalent to ISO 11104:2003.1)

ISO/IEC 8824-1:2002 has been cancelled and replaced by ISO/IEC 8824-1:2008.

Document CCSDS 102.0-B-5-S, November 2000, is equivalent to ISO 134,19:2003.

Document CCSDS 913.1-B-1, September 2008, is equivalent to ISO, 18440:2013.

Revisipn of publication CCSDS 911.2-B-2

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/S[C 13 will be consulted in the event of any revision or amendment of publication CCSDS 911.2-

B-2. To this end, NASA will act as a liaison body between CCSDS and ISO.

1)

ISO 11104:2003 has been cancelled and replaced by ISO 11104:2011.

© ISO 2013 — All rights reserved
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AUTHORITY
Issue: Recommended Standard, Issue 2
Date: January 2010
Location: Washington, DC, USA

THis document has been approved for publication by the Management Council pf the
Cansultative Committee for Space Data Systems (CCSDS) and represents.the conpensus
teghnical agreement of the participating CCSDS Member Agencies. -The procedyre for
reyiew and authorization of CCSDS documents is detailed in the Procedures Manual for the
Cansultative Committee for Space Data Systems, and the record of ‘Agency participation in
the authorization of this document can be obtained from the, CESDS Secretariat |at the
adpress below.

THis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation;Office, 7L70
Space Operations Mission Directorate

NASA Headquarters

Washington, DC 20546-0001,USA

CCSDS 911.2-B-2 Page i January 2010
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not
considered binding on any Agency.

This Recommended Standard is issued by, and represents the consensus of, the CCSDS
membgrs. Endorsement of this Recommendation is entirely voluntary. Endersement,
howeVer, indicates the following understandings:

0 | Whenever a member establishes a CCSDS-related standard, this standard will belin
accord with the relevant Recommended Standard. Establishing,such a standgrd
does not preclude other provisions which a member may develep:

o0 | Whenever a member establishes a CCSDS-related standard, that member will
provide other CCSDS members with the following information:

-- The standard itself.
-- The anticipated date of initial operational capability.
-- The anticipated duration of operational service.

0 | Specific service arrangements shall*be made via memoranda of agreement. Neither
this Recommended Standard nor any ensuing standard is a substitute fon a
memorandum of agreement.

No later than five years from AtS:date of issuance, this Recommended Standard will |be
reviewed by the CCSDS to détermine whether it should: (1) remain in effect without change;
(2) b4 changed to reflect the impact of new technologies, new requirements, or ngw
directijons; or (3) be retiréd or canceled.

version of the Recommended Standard.

CCSDS 911.2-B-2 Page ii January 2010
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Procedures Manual for the Consultative Committee for Space Data Systems. Current
versions of CCSDS documents are maintained at the CCSDS Web site:

hitn-/hanans, cesds aral
HEHS-PARARAL GS-0Fg7

Questions relating to the contents or status of this document should be addresSsed |to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 911.2-B-2 Page iii January 2010
© 1SO 2013 — All rights reserved 7
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— | Indian Space Research Organization (ISRO)/India.

— | Institute of Space Research (IKI)/Russian Federation.

— | KFKIResearch Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— —hmistry of Communications (MO C)ftsraet:

— National Institute of Information and Communications Technology (NICT)/Japan.
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

CCSDS 911.2-B-2 Page iv January 2010
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— United States Geological Survey (USGS)/USA.

CCSDS 911.2-B-2 Page v January 2010
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED STANDARD

The purpose of this Recommended Standard is to define the Space Link Extension (SLE)
Return Channel Frames (RCF) service in conformance with the SLE Reference Model
(reference [1]). The RCF service is an SLE transfer service that delivers to a mission user all
telemetry frames from one master channel or one virtual channel.

NQTE - The first issue of reference [1] defines the Return Master Channel Frames (Rtn
MC Frames) service and the Return Virtual Channel Frames (Rtn W€ Frames)
service as two distinct services. Subsequent study has indicated thaf it is
preferable to define one service that provides the functionality of ‘both. The RCF
service defined here does just that. It is anticipated that [the next isgue of
reference [1] will take the same approach, deleting the Rth MC Frames apd Rtn
VVC Frames services and replacing them with the RCF setvice.

1.2 SCOPE

THis Recommended Standard defines, in an abstract manner, the RCF service in terms of:
a) the operations necessary to provide the service;

b) the parameter data associated with each’operation;

c) the behaviors that result from the invocation of each operation; and

d) the relationship between, and the valid sequence of, the operations and resulting behaviors.

It ¢loes not specify:
a) individual implementations or products;
b) the implementation of entities or interfaces within real systems;

c) the méthods or technologies required to acquire telemetry frames from gignals
received from a spacecraft;

d)< the methods or technologies required to provide a suitable environmept for
communications; or

e) the management activities required to schedule, configure, and control the RCF service.

CCSDS 911.2-B-2 Page 1-1 January 2010
© 1SO 2013 — Al rights reserved 13
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1.3 APPLICABILITY
1.3.1 APPLICABILITY OF THIS RECOMMENDED STANDARD

This Recommended Standard provides a basis for the development of real systems that
implement the RCF service. Implementation of the RCF service in a real system additionally
requires the availability of a communications service to convey invocations and returns of
RCF service operations between RCF service users and providers. This Recommended
Standard requires that such a communications service must ensure that invocations and
returng of operations are transferred:

a) | in sequence;

b)| completely and with integrity;

c) | without duplication;

d)| with flow control that notifies the application layer in the event of congestion; and

e) | with notification to the application layer in the event that communications betwgen
the RCF service user and the RCF service provider arédisrupted, possibly resulting in
a loss of data.

It is the specific intent of this Recommended Standard.to define the RCF service in a manmper
that is{independent of any particular communications services, protocols, or technologies.

1.3.2 | LIMITS OF APPLICABILITY

This Recommended Standard specifies the RCF service that may be provided by an SLE
Compjex for inter-Agency cross support. It is neither a specification of, nor a design for, real
systemps that may be implemented for the control and monitoring of existing or futyre
missigns.

1.4 RATIONALE

The gpal of this)Recommended Standard is to create a standard for interoperability betwgen
the trackingsstations or ground data handling systems of various Agencies and the consumers
of spagecraft telemetry.

1.5 DOCUMENT STRUCTURE
1.5.1 ORGANIZATION

This document is organized as follows:

CCSDS 911.2-B-2 Page 1-2 January 2010
© 1SO 2013 — All rights reserved
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a) section 1 presents the purpose, scope, applicability and rationale of this
Recommended Standard and lists the definitions, conventions, and references used
throughout the Recommended Standard;

b) section 2 provides an overview of the RCF service including a functional description,
the service management context, and protocol considerations;

c) section 3 specifies the operations of the RCF service;

e)—section—4—speciies—the—dynamic—behavior—efthe RCHservece—r—terms—efthe state
transitions of the RCF service provider;

e) annex A provides a formal specification of RCF service data types using Apstract
Syntax Notation One (ASN.1);

f) annex B provides a conformance matrix that defines what ‘capabilities mpst be
provided for an implementation to be considered compliant-with this Recommended
Standard;

g) annex C lists all terms used in this Recommended Standard and identifies whefe they
are defined;

h) annex D lists all acronyms used within this document;

1) annex E provides a list of informative references.

1.5.2 SLE SERVICES DOCUMENTATION TREE

THis Recommended Standard iscbased on the cross support model defined in th¢ SLE
Rdgference Model (reference [1]).. It expands upon the concept of an SLE transfer seryice as
an| interaction between an SEE Mission User Entity (MUE) and an SLE transfer gervice
provider for the purpose af providing the RCF transfer service.

THis Recommended.'Standard is part of a suite of documents specifying the SLE sefvices.

TH

a)
b)

c)

e SLE services-Constitute one of the three types of Cross Support Services:

Part 15~SLE Services;

Rart 2: Ground Domain Services;

Part 3: Ground Communications Services.

The basic organization of the SLE services documentation is shown in figure 1-1. The
various documents are described in the following subsections.

CCSDS 911.2-B-2 Page 1-3 Januar
© 1SO 2013 — All rights reserved
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Space Link Extension

Cross Support
Reference Model
Part 1: SLE Services

Cross Support Concep é SLE Executive
Part 1: SLE Services i Summary

SLE Transfer Services
Forward SLE Service Return SLE Service
Specifications Specifications SLE Service
Management Suite
p—————1
SLE API for Internet Protocol for
Transfer Services Transfer Services
.| Recommended Recommended Informational |
Legend: : i Record (Yellow)

Standard (Blue) Practice (Magenta) Report (Green) i

Figure 1-1: SLE Services Bocumentation

a)| Cross Support Concept—Part 1: Space.kink Extension Services (reference [E2])} a
Report introducing the concepts of cross support and the SLE services;

b)| Cross Support Reference Model-=Part 1: Space Link Extension Services (reference
[1]): a Recommended Standafd,that defines the framework and terminology for the
specification of SLE services;

c)| SLE Return Service (Specifications: a set of Recommended Standards that will
provide specification,of all return link SLE services (this Recommended Standard is
one of the specifications in that set);

d)| SLE Forward/Service Specifications: a set of Recommended Standards that will
provide.specification of all forward link SLE services;

e)| SLE-API for Transfer Services Specifications: a set of Recommended Practices that
provide speC|f|cat|ons of an Appllcatlon Program Interface a set of Recommenced

mapping to TCP/IP as underlylng communications service for SLE services;

f) Internet Protocol for Transfer Services: defines a protocol for transfer of SLE
Protocol Data Units using TCP/IP as underlying communications service for SLE
services;

g) SLE Service Management Specifications: a set of Recommended Standards that
establish the basis of SLE service management.

CCSDS 911.2-B-2 Page 1-4 January 2010
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1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS
1.6.1 DEFINITIONS

1.6.1.1 Definitions from Open Systems Interconnection (OSI) Basic Reference Model

THis Recommended Standard makes USe of a number of terms defined in reference [6]. The
use of those terms in this Recommended Standard shall be understood in a generic Senge, i.e.,
in[the sense that those terms are generally applicable to technologies that provide for the
exghange of information between real systems. Those terms are:

a) abstract syntax;

b) application entity;

c) application layer;

d) application process;

e) flow control,

f) Open Systems Interconnection (OSI);
g) real system;

h) Service Access Point (SAP).

1.6.1.2 Definitions from Abstract Syntax Notation One

THis Recommended Standard’makes use of the following terms defined in reference [7]:
a) Abstract Syntax-Notation One (ASN.1);
b) object identifier;

c) (data)type;

d), (data) value.

NOTE——Imannex—Aof this Recommended—Standard,ASN-1—is—used—for—specifyihg the
abstract syntax of RCF service operation invocations and returns. The use of
ASN.1 as a descriptive language is intended to support the specification of the
abstract RCF service; it is not intended to constrain implementations. In
particular, there is no requirement for implementations to employ ASN.1
encoding rules. ASN.1 is simply a convenient tool for formally describing the
abstract syntax of RCF service operation invocations and returns.
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1.6.1.3 Definitions from TM Synchronization and Channel Coding

This Recommended Standard makes use of the following terms defined in reference [2]:
a) Attached Sync Marker;
b) Reed-Solomon check symbols;

c) Reed-Solomon code.

1.6.1.4 Definitions from TM Space Data Link Protocol

This Recommended Standard makes use of the following term defined in referente-{3]:
a)| Frame Error Control Field (FECF);
b)| TM Transfer Frame.

1.6.1.% Definitions from AOS Space Data Link Protocol

This Recommended Standard makes use of the followingderms defined in reference [4]:
a)| AOS Transfer Frame;
b)|[ Frame Error Control Field (FECF);

1.6.1.6 Definitions from SLE Reference Model

This Recommended Standard makes use of the following terms defined in reference [1]:
a) | abstract binding;
b)| abstract object;
c) | abstract port;
d)| abstractservice;

e)| invoker;

) Hvhssion-Data-Operation-System-{(MbBOS);
g) Mission User Entity (MUE);

h) offline delivery mode;

i) online delivery mode;

J) operation;
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performer;

physical channel;

m) return data;

n)
0)

Return All Frames channel (RAF channel);

Return All Frames service (RAF service);

ISO 22670:2013(E)

9)
Q)

X)
y)
z)

Returm Master Chanmnet Frame Service (MTC Service)
Return Virtual Channel Frame Service (VC Frame service)
service agreement;

service provider (provider);

service user (user);

SLE Complex;

SLE Complex Management;

w) SLE data channel,

SLE Functional Group (SLE-FG);
SLE Protocol Data Unit (SLE-PDU);
SLE Service Data Unit (SLE-SDU);

aa) SLE service package;

bb) SLE transfer service-instance;
cc) SLE transfer service production;
dd) SLE transferservice provision;
ee) SLE Utilization Management;
f) spaee link;

gg) space link data channel;

hh) Space Link Data Unit (SL-DU);

i) space link session.
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1.6.1.7 Additional Definitions
1.6.1.7.1 Association

An association is a cooperative relationship between an SLE service-providing application
entity and an SLE service-using application entity. An association is formed by the exchange
of SLE protocol data units through the use of an underlying communications service.

1.6.1.7.2 Communications Service

A conpmunications service is a capability that enables an SLE service-providing application
entity pnd an SLE service-using application entity to exchange information.

NOTH - |If an SLE service user and an SLE service provider are implemented using
different communications services, then interoperability between them is possible
only by means of a suitable gateway. Adherence to this Recommended Standard
ensures, at least in principle, that it is possible to construet such a gateway.

1.6.1.7.3 Confirmed Operation

A conffirmed operation is an operation that requires:the performer to return a report of |its
outcome to the invoker.

1.6.1.7.4 Delivery Criteria

Delivary criteria are rules that determine whether a data unit acquired from the space link |by
an SLE service provider shall be delivered to a user.

NOTH - For RCF service, the delivery criteria are:

a) the Earth~Receive Time (ERT) of the frame is within the period defined by the
start and-stop times specified in the RCF-START operation;

b) the spacecraft identifier (SCID) of the frame matches the SCID of the global
\/CID specified in the RCF-START operation; and

c) the Virtual Channel Identifier (VCID) of the frame matches the VCID of the
gtobat VCIDspecified imthe RCF-START operation.

1.6.1.7.5 Frame Error Control Field

The Frame Error Control Field (FECF) of a frame is the FECF of a TM Transfer Frame
(reference [3]) or the FECF of an AOS Transfer Frame (reference [4]), as applicable.
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1.6.1.7.6 Frame Version Number

The frame version number is either the transfer frame version number (reference [3]) or the
version number in the AOS transfer frame primary header (reference [4]).

NOTE - The definitions of frame version number given in references [3] and [4] are
equivalent. If a CCSDS-compatible telemetry frame is known to contain no
errors, the frame version number enables one to distinguish between a transfer
frame and an AQS transfer frame

1.6.1.7.7 Initiator
THe initiator is the object that issues the request to bind to another object (the responder).

NOQTE - In other words, the initiator is always the invoker of the request to bind to another
object. Therefore, in the context of the request to bind, the terms ‘initiatqr’ and
‘invoker’ refer to the same object and are synonyms.

1.6.1.7.8 Invocation

The invocation of an operation is the making @f*a request by an object (the invoker) to
anpther object (the performer) to carry out the operation.

>

1.6.1.7.9 Master Channel

The sequence of all telemetry frames-with the same Transfer Frame Version Number (TFVN)
anf the same SCID on the same physical channel constitutes a master channel.

>

NOTE - Depending on-the TFVN, the definition of SCID is as given in either reference
[3] or reference’[4].
1.6.1.7.10 Parameter

A parametgr of an operation is data that may accompany the operation’s invocation or rgturn.

NQTE. -~ The term parameter is also used to refer to mission-dependent configyration
information used in the prndur‘finn ar prn\/icinn of the service

1.6.1.7.11 Performance

The performance of an operation is the carrying out of the operation by an object (the
performer).
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1.6.1.7.12 Port Identifier
A port identifier identifies a source or a destination in a communications system.

NOTE - See 2.6.4.5 for more information.

1.6.1.7.13 Responder
The rmspon er IS the ODject that receives a request to bind and completes the binding |(if
possihle) with the initiator in order for a service association to exist between the two objects.
NOTH - In other words, the responder is always the performer of the binding,\ Therefare,
in the context of binding, the terms ‘responder’ and ‘performer’ refer to the same
object and are synonyms.
1.6.1.7.14 Return

The rgturn of an operation is a report, from the performer tothe invoker, of the outcome|of
the pefformance of the operation.

1.6.1.7.15 Service Instance Provision Period

A seryice instance provision period is the time during which a service instance (i.e., the
capability to transfer one or more SLE data channels of a given type) is scheduled to |be
provided.

NOTH - Reaching of the beginning of this period constitutes the event ‘start of servjce
instance provision period’ (see 4.2.2).
1.6.1.7.16 Spacecraft-Identifier

The spacecraft identifier (SCID) of a telemetry frame is as defined in reference [3] if the
framelis a TMcTransfer Frame or as defined in reference [4] if the frame is an AOS Transfer
Frame.

1.6.1.7.17 Telemetry Frame

A telemetry frame is a TM Transfer Frame (as defined in reference [3]) or an AOS Transfer
Frame (as defined in reference [4]). In case a distinction of the frame versions is necessary,
the full term as per references [3] or [4] is used.
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1.6.1.7.18 Transfer Frame Version Number

The Transfer Frame Version Number (TFVN) is either the TFVN as defined in reference [3]

or

the TFVN as defined in reference [4].

NOTE - The definitions of TFVN given in references [3] and [4] are equivalent. If a
CCSDS-compatible telemetry frame is known to contain no errors, the TFVN
enables one to distinguish between a TM Transfer Frame and an AOS Transfer

Frame

1.6

ATl

rejurned to the invoker by the performer.

1.6

All telemetry frames with the same TFVN, the same SCID, and the same virtual c

idg

1.6

TH

IS

1.6

TH

telemetry frame is a TM Transfer Frame or as defined in reference [4] if the telemetry|

.1.7.19 Unconfirmed Operation

unconfirmed operation is an operation that does not require a report ofits outcomg

.1.7.20 Virtual Channel

ntifier (VCID) on the same physical channel constitutea virtual channel.

.1.7.21 Virtual Channel Identifier

e virtual channel identifier (VCID) of a-telemetry frame is as defined in reference [3

bn AOS Transfer Frame.

.2 NOMENCLATURE

e following conventions apply throughout this Recommended Standard:
a) the words~shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should” implies an optional, but desirable, specification;

c) , the word ‘may’ implies an optional specification;

b to be

hannel

if the
frame

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.
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1.6.3 CONVENTIONS
1.6.3.1 Specification of Operations
1.6.3.1.1 General

Section 3 of this Recommended Standard specifies the operations that constitute the RCF
service. The specification of each operation is divided into subsections as described in
1.6.3.1.2 through 1.6.3.1.4.

1.6.3.1.2 Purpose Subsection

The Rurpose subsection provides a brief description of the purpose of-the operatipn.
Additionally, it indicates whether the operation may be invoked by the user, provider,|or
both; |whether the operation is confirmed or unconfirmed; and wheéther there are gny
constrpints on when the operation may be invoked.

1.6.3.1.3 Invocation, Return, and Parameters Subsection

each dperation, including their semantics. A accompanying the description of each operation
lists all parameters associated with the operationtand, for both the invocation and retuyn,
whethpr the parameter is always present, always:absent, or conditionally present.

The Invocation, Return, and Parameters subsection describes the parameters associated W[th

For parameters that are conditionally ‘present, the parameter description specifies the
conditjons for the presence or absence-of the parameter. The condition is generally based [on
the value of another parameter in the Same invocation or return; for example, in the return{of
an opdration, the diagnosticparameter is present if and only if the value of the resull t
paramgter is ‘negative result’s” JFor a conditional parameter in a return, the condition may|be
based jon the value of a parameter in the corresponding invocation.

In the| table, the following convention is used to indicate whether a parameter is always
present, always absent, or conditionally present:

M Adways present
C Conditionally present

Blank Always absent

NOTE - Even though a parameter may be characterized as always present, its description
may specify that its value is permitted to be “null’ or ‘unused’ or the like.

CCSDS 911.2-B-2 Page 1-12 January 2010
24 © 1SO 2013 — Al rights reserved


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

1.6.3.1.4 Effects Subsection

The Effects subsection describes the effects an operation has on the invoker, the performer,
the association between them, or any combination thereof. The details of how those effects
occur or the mechanisms used are outside the scope of this Recommended Standard.

1.6.3.2 Typographic Conventions
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.3.2.1 Operation Names

mes of RCF service operations appear in uppercase and begin with the characters *
0., RCF-TRANSFER-DATA).

.3.2.2 Parameter Names

the main text, names of parameters of RCF service operations generally app
vercase and are typeset in a fixed-width font (e.g., responder-port-identif
annex A, the corresponding name is formed by omitting any hyphens contained
me and using mixed-case (e.g., responderPortldentifier).

.3.2.3 Value Names

mes. In the main text, those namesiare shown in quotation marks (e.g., ‘no such s
tance’). The corresponding name:in annex A is formed by omitting any hyphens or
hce contained in the name and-using mixed-case (e.g., noSuchServicelnstg
e actual value associated with the name is constrained by the type of the parameter

value-“no such service instance’ has the appearance of a character stri
might-be assigned to a parameter whose type is ‘integer’.

.3.2.4~ State Names

that value. Parameter types are specified in annex A of this Recommended Standard.
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e values of many parameters discussed-in this Recommended Standard are represented by
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referred to by number (e.g., state 2) or by name. State names are always shown in quotation
marks (e.g., ‘active’).

1.6.3.25 SLE-PDU Names

The names of SLE-PDUs appear in mixed-case (e.g., rcfBindInvocation).
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1.6.3.2.6 Data Type Definitions

Data type definitions for the RCF service are presented in annex A in the form of a set of
ASN.1 modules. Regardless of the conventions used elsewhere in this Recommended
Standard, the text of the ASN.1 modules is typeset entirely in a fixed-width font.

1.6.3.3 Other Conventions
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REFERENCES

llowing documents contain provisions which, through reference in thig,text, constitlite

jons of this Recommended Standard. At the time of publication, the editions indicated

alid. All documents are subject to revision, and users of this Recommended Standjird
|

couraged to investigate the possibility of applying the most récent editions of the
ents indicated below. The CCSDS Secretariat maintains_a register of currently vallid
S Recommended Standards.

S
A list of informative references is provided in“annex E.

This document takes advantage of the  harmonized terminology introduced [by
restructured documentation of the space link protocols (references [2], [3], and [4]).
From an interoperability point of view, they do not introduce any incompatibilitjes
with respect to the original set;of space link protocol documents (references [ER],
[E4], and [E5]).

Cross  Support Referenee Model—Part 1: Space Link Extension Servicgs.
Recommendation forSpace Data System Standards, CCSDS 910.4-B-2. Blue Bogk.
ssue 2. Washington; D.C.: CCSDS, October 2005.

TM Synchronization and Channel Coding. Recommendation for Space Data Syst¢m
$tandards;, CCSDS 131.0-B-1. Blue Book. Issue 1. Washington, D.C.. CCSDS,

3]

TMhSpace Data Link Protocol. Recommendation for Space Data System Standargs,

CSDS 132.0-B-1. Blue Book. Tssue 1. Washington, D.C.: CCSDS, September 2003.

[4] AOS Space Data Link Protocol. Recommendation for Space Data System Standards,
CCSDS 732.0-B-2. Blue Book. lIssue 2. Washington, D.C.: CCSDS, July 2006.

[5] Time Code Formats. Recommendation for Space Data System Standards, CCSDS
301.0-B-3. Blue Book. Issue 3. Washington, D.C.: CCSDS, January 2002.
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[6] Information Technology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. International Standard, ISO/IEC 7498-1:1994. 2nd ed. Geneva: ISO,

1994.

[7] Information Technology—Open Systems Interconnection—Specification of Abstract
Syntax Notation One (ASN.1). International Standard, ISO/IEC 8824-1:2002. 3rd ed.

Geneva: 1S0, 2002.
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2 DESCRIPTION OF THE RETURN CHANNEL FRAMES SERVICE
21 OVERVIEW

The RCF service enables the user of the service to obtain all telemetry frames from one
master channel or one virtual channel. A master channel consists of all telemetry frames with
the same Transfer Frame Version Number (TFVN) and the same spacecraft identifier (SCID)
on the same physical channel. A virtual channel consists of all telemetry frames with the

A telemetry frame is a TM Transfer Frame or a AOS Transfer Fra
space link physical channel carries one stream of telemetry frames separated by aftached sync
markers. A physical channel may be comprised of one or more master channels, epch of
which may be comprised of one or more virtual channels. A complete spegification of these
copcepts is provided in references [2], [3], and [4].

Far delivery to the user, each frame acquired from the space link«is“encapsulated in an SLE
SDU that also carries annotation, i.e., additional information sueh~as the Earth Receivg Time
(ERT) of the frame. In general, the RCF service delivers frames to the user in the order in
which they were received from the space link.

The operations defined in section 3 of this Recommended Standard enable an RCF gervice
user to interact with an RCF service provider to:

[72]

a) establish an association between the user and the provider;

b) receive annotated telemetry frames from one master channel or from one Virtual
channel;

c) obtain notifications and reports regarding the status, configuration and performgnce of
the service;

d) temporarily suspend and later re-start the delivery of telemetry frames from theg same
master channel-or any of the permitted virtual channels;

e) change thewalues of certain parameters that affect the behavior of the service; apd

f) release an association.

Injany. given service instance, only one master channel, or only one VC, or a single master
chpnnel plus a set of VCs (where the set may have a single member), is permitted. Only the
permitted master channel or one of the permitted virtual channels is delivered to the user at a
time.

The provision of RCF service for one master channel or one virtual channel for access by one
service user constitutes one instance of service. The provision of RCF service for one master
channel or one virtual channel to multiple service users and the provision of RCF service for
multiple master channels or multiple virtual channels concurrently to one or more service
users are permitted but are specified to constitute multiple service instances.
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2.2 SPACE LINK EXTENSION REFERENCE MODEL
2.2.1 INTRODUCTION

The RCF service is specified within the framework defined by the SLE Reference Model
(reference [1]). The following subsections summarize selected concepts from the SLE
Reference Model.

2.2.2 ABSTRACT OBJECT

An abstract object is a functional entity that interacts with other abstract objects. Objects are
of different types, which determine their function and behavior. Objects are characterized [by
their ipterfaces, which are called abstract ports, and the operations that are made’ available
through those interfaces. One object may provide multiple abstract ports.

2.2.3 | ABSTRACT SERVICE

An abstract service is the capability provided by a set of operations that an abstract object
exposgs at one or more of its abstract ports.

NOTH - The concept of an abstract service is to be distinguished from the concept of |an
(N)-service as defined in the OSI Basic<Reference Model (reference [6]). The
definition of (N)-service is in terms of-the capability provided by one layer in the
OSI architecture to the layer aboveit. The definition of abstract service is|in
terms of the capability provided-by one abstract object to another abstract objgct.
In a cross support scenario where one Agency is providing an SLE service|to
another Agency, the object that provides the service typically is associated wijith
one Agency, and the abject that uses the service typically is associated with the
other Agency.

2.2.4 | ABSTRACT BINDING

When|two abstract’ports have an association established between them, they are said to |be
bound, The act-0f establishing such an association is called abstract binding. One object (the
initiatpr) invekes a bind operation that is accepted (or rejected) by another object (the
resporjder).

2.2.5 SERVICE USER/PROVIDER

An object that offers a service to another by means of one or more of its ports is called a
service provider (provider). The other object is called a service user (user). An object may
be a provider of some services and a user of others.

The terms user and provider are used to distinguish the roles of two interacting objects. In
this Recommended Standard, when two objects are involved in provision of a service, the
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object closer to the space link is considered to be the provider of the service, and the object
further from the space link is considered to be the user.

2.2.6 OPERATION

An operation is a procedure or task that one object (the invoker) can request of another (the
performer) through a bound port pair. The terms invoker and performer are used to describe
the interaction between two objects as the operations that constitute the service occur. One
object invokes an operation that is performed by the other. For most services, each object
inyokes some operations and performs others.

2.3 SERVICE MANAGEMENT

SUE service management determines the number and schedule of RCE.service instancep to be
provided, the resources required to enable those service instances, and the |initial
copfiguration of all service instances and their supportings resources. SLE dervice
management is the subject of separate CCSDS Recommended Standards.

The SLE Reference Model (reference [1]) distinguisheS between service provisign and
seqvice production:

a) service provision makes available to the:tser the operations necessary to obtain the
service;

b) service production transforms a space link channel to an RCF channel, possibly using
the service provision and production of another SLE provider or the equivalent
capability.

Cqrtain configuration parameters are associated with provision of RCF services, while|others
arg associated with production. Changes to RCF provision configuration parameters (e.g.,
rgquested-global-VCID) affect only a single service instance; the values of such
pafameters are initialized by service management when the service instance is creatqd, but
may be modified subsequently by the user through RCF service operations specified |in this
Rqcommended Standard. Changes to RCF production configuration parameters (e{g., bit
rate, frame-length, coding type) potentially affect multiple service instances or potegntially
impact SLE” Complex resources; consequently, those parameters may be modified only
thiough'service management.

=

RCF service may be user-initiated (i.e., the user invokes the bind operation) or provider-
initiated (i.e., the provider invokes the bind operation). A particular instance of RCF service
shall support either user initiation or provider initiation but not both. The form of initiation
that applies to a particular service instance is set by service management.

The SLE Reference Model defines two delivery modes: online delivery mode and offline
delivery mode. Online delivery mode indicates that the provision of service is generally
coincident in time with the space link session, whereas offline delivery mode indicates that
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the telemetry frames acquired during a space link session are provided to the user some time
after the end of the space link session. Within the online delivery mode, the SLE Reference
Model defines two quality factors: timeliness and completeness. Within this RCF service
specification, the two variants of online delivery are regarded distinct delivery modes: online
timely and online complete. Both assume the use of a reliable communications service.
They differ in that the timely mode allows for the controlled discarding of telemetry frames at
the application layer if it is not possible to deliver those telemetry frames within a certain
amount of time after they are acquired from the space link (e.g., because of communications
servicg-backeg)—Whie-the- REF—service-ts-definedfor-the-complete-ontnetetvery-mogle,
the timely online delivery mode, or the offline delivery mode, any particular instance of RCF
service shall support only one of those modes. The delivery mode applicable to a particullar
service instance is set by service management.

24 ARCHITECTURE MODEL—FUNCTIONAL VIEW
2.4.1 | RETURN FRAME PROCESSING FUNCTIONAL GROUP

The Return Frame Processing Functional Group (RFP-FG, shown in figure 2-1) is the SLE
functipnal group (SLE-FG) that produces the RCF service.As shown in the figure, the RRP-
FG prpvides other services in addition to the RCF service. This Recommended Stand'Trd
addregses only the RCF service; the other servieces’are to be defined in companion
Recommended Standards.

4 )

Retlirn All Frames data channel Return Channel Frames service
T-P

Return Frame
T-U Processing T-P
Functional Group

Return All Frames service

Return OCF service

Return FSH service

T-P

\_ _

Figure 2-1: Return Frame Processing SLE-FG

Return Frame Processing Functional Group (RFP-FG, shown in figure 2-1), is the SLE
functional group (SLE-FG) that produces the RCF service. As shown in the figure 2-1, the
RFP-FG provides other services in addition to the RCF service. This Recommended
Standard addresses only the RCF service; the other services are (to be) defined in companion
Recommended Standards.
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As described in reference [1], the RFP-FG consumes a Return All Frames (RAF) channel and
provides RCF service. The RAF channel is provided to the RFP-FG either (a) directly from a
Return Space Link Processing Functional Group (RSLP-FG) in the same SLE Complex, or
(b) through an instance of RAF transfer service that is provided by a different SLE Complex.
The RAFE channel consists of a stream of SI E-SDUs that encapsulate the telemetry frames
acfluired from one space link physical channel. From this input, the RFP-FG producesone or
maore RCF channels. Each RCF channel consists of a stream of SLE-SDUs. Muost of these
SLE-SDUs encapsulate telemetry frames from the master channel or virtual channel spgcified
bylthe user of the RCF service; such SLE-SDUs also carry annotation information assqciated
with the frame (e.g., the ERT of the frame). Other SLE-SDUs in anyRCF channe| carry
notifications of the occurrences of certain events that may pertain tg the RCF serviceg (e.g.,
logs of frame synchronization on the physical channel associated-with this instance of RCF
sefvice).

[®)]

An RCF channel produced by the RFP-FG is delivered)te a user by means of th¢ RCF
service. More specifically, the RFP-FG performs the-following functions with respect to
RCF service:

a) consumes one RAF channel;

the master channels into their cemponent virtual channels, annotates each fragme in
each channel to form RCF SLE-SDUs, and injects the resulting RCF SLE-SD
RCF channels;

b) demultiplexes the RAF channel intg*its component master channels, demulti{jlexes

into

c) optionally, stores (and-subsequently retrieves) sufficient data to reconstruct the RCF
channels for delivery-through one or more offline RCF service instances;

d) makes RCF channels available to online and offline RCF service instances to| effect
the provisionyof RCF service.

The telemetry-frames delivered by the RCF service are encapsulated in SLE-SDUs.| RCF
SUE-SDUS that encapsulate telemetry frames are annotated with information that pertains to
that specific frame. The annotation consists of:

n) the ERT of the fmma;

b) an identifier that indicates the antenna used to acquire the frame;

c) a parameter that characterizes the data link continuity of this frame with respect to the
preceding frame on the same master or virtual channel;

d) an optional octet string that may be used to provide additional, non-standard
annotations that are mutually agreed to by the SLE Complex providing the service

CCSDS 911.2-B-2 Page 2-5 January 2010
© 1SO 2013 — All rights reserved

33


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)

34

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

and the Mission Data Operations System (MDOS) associated with the user of the

service.
NOTES
1 The RCEF service delivers only telemetry frames that are error-free. The determination

that a frame is error-free is based on the frame quality annotation provided by the
RAF service production: a frame is considered error-free if it was annotated by the

RAF service production with a frame quality of *good’. The RAF service production

Solomon code or—if the frame is not Reed-Solomon encoded—if the frame er
control field (FECF) decodes successfully.

annotates a frame as ‘good’ if the frame contains only valid codewords of the Reg¢d-

[or

2 As defined by this Recommended Standard, telemetry frames do-not include the

attached sync marker but are delimited by them.

2.4.2 | RCF SERVICE PRODUCTION AND PROVISION

One ipstance of RCF service production (or, one RFP-FG _instance) may be associated with

multigle RCF service instances. RCF production is concerned with the production of R
channgls independent of any particular instance of.(service. In contrast, RCF serv
provisjon is concerned with delivering an RCF channel to an RCF service user. Serv

CF
ce
ce

provisjon addresses such matters as when service'is provided (e.g., service start and stop

times), how service is provided (e.g., user-initiated or provider-initiated), and delivery serv
(e.g., Whether the delivery mode is timely ankline, complete online, or offline).

ce

RCF gervice production receives the input telemetry frames encapsulated in RAF SLE-SDUs.
If the |complete production process, i.e., RAF and RCF production are performed within a

single[SLE Complex, then the RAF SLE-SDUs are possibly not exposed on an interface |
exist only conceptually inside_the return link production. If a separate SLE Complex ho
the RAF production process, then the RAF SLE-SDUs are made available by that complex
meang of the RAF service exposed on the SLE Complex interface.

RCF gervice production receives the input telemetry frames encapsulated in RAF SLE-SDU
The RCF sendice production performed by the RFP-FG separates the RAF SLE-SDUs
mastef channel and virtual channel to form RCF SLE-SDUs. The SLE-SDUs generated
RCF $ervice production are delivered to the service user by means of the RCF serv

hut
5tS

by

Js.
by
by
ce

operattetis—tefinedin—section-3-whichatsoprovideadditionalfunctionality-tofactitatethe
provision of RCF service. In turn, the RCF service operations are realized as SLE Protocol
Data Units (SLE-PDUs) that are exchanged between the RCF service provider and the RCF
service user by means of an underlying communications service. Typically, an SLE-PDU

corresponds to the invocation or return of an RCF operation. (Because of the bufferi

ng

mechanisms described in 3.1.9, there are certain exceptions; for example, multiple RCF-

TRANSFER-DATA invocations may be mapped to a single SLE-PDU.) The gene
relationship between RAF SLE-SDUs, RCF SLE-SDUs, and RCF SLE-PDUs is illustrated

ral
in
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figure 2-2. This figure assumes that as in the example shown in figure 2-3 all return service
production is implemented within a single SLE Complex. This may or may not be the case.
For instance, one SLE Complex could host the RCF production process and use the RAF
service provided by another SLE Complex. In that case, the latter SLE Complex would
consume the space link channel, i.e., receive the SL-DUs while the two SLE Complexes
would exchange RAF SLE-PDUs.

RCF Service Provider RCF Service User

-] ) -]

@) @) @)

P P a-

Ll L L

— _l —

) ) n

< o S

. RCF Transf RCF
From RCF Service | X s ranster o Transf P User
RAF ™ Production [~ ervice ' rapsfer - pe—> Application
channel Provision Sefyice Use

Figure 2-2: RCF Service-Production and Provision

Far the online delivery mode, production-and provision of the RCF service by the provider
ocgur, at least in part, concurrently with the space link session. For the offline delivery|mode,
sefvice production and provision(are detached, with service provision occurring somg time
after the end of the space link session. In the offline case, data acquired during the spage link
segsion are stored for later defivery by an offline service instance.

2.9 ARCHITECTURE MODEL—CROSS SUPPORT VIEW

The management-and control of the production and provision of SLE transfer servjces is
depcribed in_general terms in reference [1]. Figure 2-3 shows an example operational
scgnario andythe related binding of RCF transfer service ports and SLE management| ports.
ThHis scenario shows an SLE Complex with one Return Space Link Processing SLE-FG
ingtance'and one Return Frame Processing SLE-FG instance providing two instances of RCF
serviee to an MDQS

NOTE - Although not shown in this scenario, other combinations are possible. For
example, it is also possible to have several RFP-FG instances, each consuming a
different RAF channel and each providing one or more instances of service. It is
also possible for the RSLP-FG and the RFP-FG to be located in different SLE
Complexes. In such a case, the RAF channel would be provided to the RFP-FG
via an RAF transfer service instance.

CCSDS 911.2-B-2 Page 2-7 January 2010
© IS0 2013 — Al rights reserved 35


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)
CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

SLE
[ ?ALE Comple>t< \ Utilization
anagemen Management

RCF Service
Instance #1 h
Mission User
getum Roturn TP Yl Entity #1
pace RAF Frame s
From Link channel | processing
Spage - T-U| Processing Functional
Lin " Group Group Mission User
T-P Ul Entity#2
RCF Service s
Instance #2

\ SLE Complex MDOS
/ \ J

Figure 2-3: Example of the Management and Provision of RCF Service

2.6 FUNCTIONAL DESCRIPTION
2.6.1 | GENERAL

Subsegtions 2.6.2 through 2.6.4 describe the RCF service with respect to scheduling,
configuration, underlying-services, provider states, and protocol considerations.
2.6.2 | SCHEDUEING AND CONFIGURATION

SLE Vtilization Management negotiates with SLE Complex Management to establ|sh
mutu?tly agreed upon SLE service packages. Among other things, SLE service packages
specify What service instances are to be provided, when those services are to be provided, dnd
what resources are needed to enable those services.

Service packages also specify the initial values of mission-dependent parameters required for
service production and provision. RCF service provision parameters include such things as
the scheduled start and stop times of the RCF service instance and the delivery mode.

Service production is guaranteed to occur only as needed to support service packages that
have been scheduled and mutually agreed upon by SLE Complex Management and SLE
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Utilization Management. Service provision occurs only within the bounds of the agreed upon
schedule of service instances and only during those periods when there is an association
between the service provider and the service user.

2.6.3 UNDERLYING SERVICES

The RCF service is based on the functionality provided by the SLE RAF service production
(reference [1]) or an equivalent capability. The RAF service production (or its equivalent)
may be provided by the same SLE Complex that provides the RCF service or by adifferent
SUE Complex. Additionally, provision of RCF service depends on service management for
scheduling, resources, and configuration, and on the availability of a suitable
communications service to enable the exchange of information between the-RCF servige user
ang provider.

2.6.4 PROTOCOL DESCRIPTION
2.6.4.1 RCF Operations
The operations that constitute the RCF service are listed in table 2-1. Section 3 ¢f this

Rqcommended Standard provides the detailed specification of these operations.

Table 2-1: RCF Operations

| ked
Operation nv;ye Purpose Confirmed
U
RCF-BIND ser Y To establish an association with the peer Yes
provider
User or | To release an association previously
RCF-UNBIND Yes
provider | established by an RCF-BIND operation
RCE-START User To request tlhat the SLE service provider Yes
start the delivery of telemetry frames
RCF-STOR User To request t'hat the SLE service provider Yes
stop the delivery of telemetry frames
RCE-TRANSFER- . To transfer a telemetry frame to the SLE
Provider No
ATA Service user
RCE-SYNC-NOTIFY Provider To notlfy the user Qf'an event affecting . No
production or provision of the RCF service
CCSDS 911.2-B-2 Page 2-9 January 2010
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| ked
Operation nv;ye Purpose Confirmed

To request that the provider send a status
User report immediately or periodically or to stop Yes
such reporting

RCF-SCHEDULE-
STATUS-REPORT

RCF-STATUS- .
REPORT Provider | To send a status report to the user No
RCF{GET- User To ascertain the value of an SLE service ves
PARAMETER parameter (see 3.10.2.5.1)
To notify the peer that the local SLE
User or

RCF{PEER-ABORT . application detected an error that requires No
Provider L )
the association to be terminated

2.6.4.2 States of the Service Provider

Once @n RCF service instance is created, the RCF service pravider is in one of three states,|as
follows:

a)| State 1 (*unbound’): In state 1, all resources-required to enable the provision of the
RCF service have been allocated, and all @bjects required to provide the service hgve
been instantiated. However, no assoeciation yet exists between the user and the
provider (i.e., the RCF transfer service-provider port is not bound).

b)| State 2 (‘ready’): In state 2, anassociation has been established between the user gnd
the provider, and they may, interact by means of the operations described in section 3
of this Recommended ,Standard. However, the delivery of telemetry frames ;rby
means of the RCF-TRANSFER-DATA operation) is not permitted. The user mjay
enable the delivery(of telemetry frames by means of the appropriate service operation
(RCF-START);that, in turn, will cause the provider to transition to state 3 (‘active’)
and enable frame delivery.

c) State 3 (‘active”): State 3 is identical to state 2 (‘ready’) except that telemetry frames that
meet the<delivery criteria specified by the user by means of the RCF-START operation
arg delivered to the user as they become available. The service continues in this state
ungitthe user invokes the RCF-STOP operation to suspend frame delivery and transitjon
back to state 2 (e.g., in response to an ‘end of data’ notification from the service provider
signaling that the space link session has ended and all available frames have been
delivered) or all RCFs meeting the user selected delivery criteria (see 1.6.1.7.4) have been
sent).

=

A simplified RCF service provider state transition diagram is shown in figure 2-4. A detailed
state transition matrix is provided in section 4.
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State 1
‘unbound’

UNBIND
PEER-ABORT
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BIND

Reject START

PEER-ABORT

2.4

Al

initiator of the association and performed-by the responder. An association may be a
either the user or the provider by means of the RCF-PEER-ABORT operatior].

by
as
fai

2.4

W
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with the schedule for the provision of service. However, status information from thg

as
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Jac Z

‘ready’
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START
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TRANSFER-DATA
NOTIFY
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‘active’

Figure 2-4: Simplified RCF Service Provider State Transition Diagram

4.3 Termination of Association

association is released normally when-an RCF-UNBIND operation is invoked

ociation also may be aborted dué.to certain failures of the communications service
lures are signaled to the local application by the ‘protocol abort’ event described in 4

4.4 Effects of Termination

hen an associations-released or aborted, no further operations shall be invoked by th
the provider. As.aconsequence, the delivery of frames stops immediately. The ug
pvider may resestablish an association via a new RCF-BIND operation if that is con

ociation:is not preserved and is not available to the new association except that:

a) \if the delivery mode is complete online, the contents of the online frame buff

Dy the
borted
An
; such
1.5.

e user
er and
sistent
2 prior

Br (see

3.1 .9) shall be nersistent:
+rg)-SAaH-DePersistent;

b) if the delivery mode is offline, the contents of the offline frame buffer (see 3.1.9) shall

be persistent;

c) statistics reported by means of the RCF-STATUS-REPORT operation (see 3.9) shall

be accumulated for the entire service instance provision period.
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2.6.4.5 Technology-specific Aspects

This Recommended Standard defines the RCF service. Provision of the RCF service in a real
system also requires a specification of how the RCF service defined here is mapped to a
communications service such that all invocations and returns of RCF service operations can

be conveyed between the user and the provider. In order not to restrict the applicability
this Recommended Standard to a specific communications technology, as few assumptions

of
as

possible have been made about the characteristics of the underlying communications service

(see 1.3-L)-

The RCF service interface between the user and the provider is specified. (in t
Recommended Standard in terms of the operations that the service provides..” Thq
operatjons are realized by mapping the operation invocations and returns to;protocol d
units that can be exchanged by means of the underlying communications \service. T
Recommended Standard conceptualizes such a mapping in two parts. (Kirst, RCF serv
operation invocations and returns (defined in section 3) are mapped to~SLE-PDUs (defined
annex|A). Second, SLE-PDUs are mapped to protocol data units that can be exchanged

NisS
se
hta
NisS
ce
in
by

meang of the underlying communications service. The mappiAg of RCF service operation

invocations and returns to SLE-PDUs is specified by this<Recommended Standard. T
mapping of SLE-PDUs to an underlying communications service is intentionally outside 1
scope [of this Recommended Standard (e.g., so that the RCF service may be mapped to m
than gne communications technology). In order te‘achieve interoperability, the user g
provider must conform not only to this Recommended Standard but also to an agreed up
specification of the mapping of the RCF service-to the underlying communications servi
Figurg 2-5 illustrates a communications realization of the RCF service that results from sy
a mapping. The specification of such-mappings is the subject of separate CCSI
Recommended Standards.

he
he
Dre
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on
Ce.
ch
DS
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Figure 2-5: Communications Realization of RCF Service

The specification of a mapping of the RCF service onto a particular communications gervice
muist address such things as:

a) selection of communication networks to ensure connectivity;

b) compatible configuration of protocol stacks;

c) specification of port-identifiers and their translation onto the underlying
communications service; and

d) specification of security related information.

Because the operations of the RCF service are relatively simple, once an association is in
place between the service user and the service provider, the technology-specific elements
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involved in the exchange of SLE-PDUs are generally minor. However, the way an
association is established (i.e., the binding) tends to vary significantly depending on the
communications technology in use. Nonetheless, the RCF-BIND and RCF-UNBIND
operations as specified in this document are intended to be ‘technology neutral’. This
neutrality is achieved as described in the following subsections.

For purposes of the communications mapping, the endpoints of an SLE association are
|dent|f|ed by port |dent|f|ers namely an ‘initiator port identifier’ and a ‘responder port
identifie
neede
betweg
BIND| operation (initiator). The responder port identifier identifies the endpoint -that will
perform the RCF-BIND operation (responder). Generally speaking, the-‘information
represented by a port identifier consists of:

a)| information needed in order to route data between two.%eal systems over| a
communications channel or network; and

b)| information needed in order to route data within alreal system to a particular
application entity.

For edample, the information represented by a port identifier might be the combination of|an
Interngt Protocol (IP) network address and a Transmission Control Protocol (TCP) pprt
numbgr or the combination of an OSI network-address and an associated set of Servjce
Accesp Points (SAPs).

The exact relationship between SLE port identifiers and communications ports provided |by
the underlying communications service must be specified by the mapping of the RCF servjce
to thel underlying communications ‘service. If the underlying communications service| is
connegtion-oriented, then the mapping may specify a one-to-one relationship between SLE
associptions and communications connections; however, that is not required. For examgle,
two JLE associations jnvolving the same pair of SLE endpoints may share a single
connegtion. In that case;“it is the responsibility of the mapping of the RCF service to the
underlying communications service to specify how the SLE-PDUs of one association gre
distinguished from‘the SLE-PDUs of the other association.

One ppssiblesmapping of the SLE transfer service to the TCP/IP communications servicg is
specifled”in' [E6]. As part of this mapping, also issues such as sizing of TCP buffers|in

accordagee with tha hgnrl\nnrlfh dalav nrnrhir\f of fhn commimicatinn linle and Wwavs-to mgnfge

VVICrT Cric TOt T OcCT T TS CUTTITTITOTITGCATIOTT T arror T CO T T
@y Mt

relative priority of transfer services concurrently using the same connectivity are to be
addressed.

In order for an SLE association to be established, SLE Complex Management and SLE
Utilization Management must agree beforehand on the responder port identifier for the
association. The responder needs the information represented by the responder port identifier
to ensure that resources are allocated to recognize and respond to an RCF-BIND invocation
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for that association. The initiator needs the information to ensure that the RCF-BIND
invocation will be communicated to the appropriate responder.

In general, it is not necessary for SLE Complex Management and SLE Utilization
Management to agree beforehand on the initiator port identifier for the association. Rather,
the initiator should communicate that information to the responder in conjunction with the
RCF-BIND invocation. The exact means by which the initiator port identifier is provided to
the responder is technology-specific and must be specified by the mapping of the RCF

senvice-to-the underlying communications-service.

THe responder port identifier is included as a parameter of the RCF-BIND operation.
Ganerally speaking, that is unnecessary; it is only necessary that SEE."application
communicate the information represented by the port identifiers to-'‘the underlying
communications service. The responder port identifier is provided as, a parameter |of the
RCF-BIND operation to allow for the possibility that the implementation of a gateway| might
be[simplified by the inclusion of this parameter in the RCF-BIND operation.

The information represented by the responder port identifier is technology-specific. I} order
to| define the RCF-BIND operation in a way that)is’ not technology-specifig, the
rg@sponder-port-identifier parameter of the RCF-BIND operation is defined to be
a lpgical name. A logical name is an arbitrary identifier that has an appropriately chosgn and
agreed upon translation to technology-specific .iaformation. Prior to the start timg of a
sefvice instance, SLE Complex Management and SLE Utilization must mutually agre¢ upon
the value of the responder port identifier.(ahd its translation) applicable to that gervice
ingtance. The actual process of translating logical names to technology-specific information
is [considered a local matter. The trafslation methodology may rely on simple techhiques
such as look-up tables or may use-more elaborate mechanisms such as naming or diffectory
sefvices.

The above discussion describes the case that both the user and provider applications are
implemented using the- same communications service. It is possible to aghieve
interoperability evenif the user and provider use different communications sefvices.
However, in that-ease interoperability requires the use of an appropriate gateway.

2.6.4.6 Buffering

2.6.461 General

Buffering mechanisms used by the RCF protocol are described in subsections 2.6.4.6.2 and
2.6.4.6.3. They are formally specified by the requirements in 3.1.9 and the state transition
matrix in section 4.

2.6.4.6.2 Transfer Buffer

As described in 2.6.4.5, RCF operations (specified in section 3) are mapped to SLE-PDUs
(specified in annex A) that are conveyed to the peer SLE entity by means of the underlying
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communications service. In general, there is a one-to-one mapping between SLE-PDUs and
the invocations or returns of RCF operations. However, that is not always the case. In
particular, the RCF protocol provides that multiple RCF-TRANSFER-DATA and RCF-
SYNC-NOTIFY operations may be mapped to a single SLE-PDU (viz., the SLE-PDU named
RcfTransferBuffer in annex A). In terms of the RCF service, the release of the
RcfTransferBuffer to the communications service provider is equivalent to the near-
simultaneous invocation of multiple RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY
operations. These operatlons are |nvoked in the order in WhICh the or|g|nal annotated

conca enates them in a buffer, the content of which forms a smgle RcfTransferBuffer. SHE-
PDU. | This SLE-PDU is the service data unit passed to the communications provider:

The pfimary rationale for this approach is as follows: when the data rate oncthe space link
exceedls the available communications bandwidth or when the ground communication linK is
congested or unavailable for a period of time, use of the complete onling delivery mode njay
lead t¢ the accumulation of a large backlog of undelivered data, resulfing in the delivery|of
data pgst the point of usefulness. The timely online delivery mode isan alternative that lintits
the size of the backlog that is allowed to accumulate by disearding data that cannot |be
delivefed within a certain time. Furthermore, when data_is’ discarded, it is discarded fin
chunkp’, i.e., as a sufficiently large block of contiguous frames rather than as random frames
here gnd there. In general, this approach maximizes,the usefulness of the data that| is
delivefed.

This result is achieved as follows: as the RCF service provider acquires telemetry frames gnd
as evgnts that must be synchronously notified occur, that information is stored in a buffer
named the transfer buffer. The size of thisbuffer is set by service management to achieve the
appropriate level of ‘chunking’ ofcdata; this size corresponds to the maximum-siZed
RcfTransferBuffer SLE-PDU that, will be passed to the communications service provider.
(This size must also be compatible*with the size of the service data units that can be handled
by the|underlying communications service.) When data is inserted into the transfer buffer| if
the tragnsfer buffer was préviously empty, a timer, named the release timer, is started. The
releas¢ timer counts dowr from an initial time value, named the latency limit, that is set oy
service management, ) If the transfer buffer becomes full or if the release timer expires, the
entire [transfer buffer, in the form of one RcfTransferBuffer SLE-PDU, is passed to the
commpnications)service provider as one service data unit. If new data needs to be inserted
into the transfer buffer, but the transfer buffer is full and cannot be passed to the
comm n|cat|ons service prowder because of congestlon of the communlcatlons service, then

: Ay IS
inserted into the newly emptied transfer buffer, anng W|th a synchronous notification that
some data was intentionally discarded due to timeliness considerations.

Strictly speaking, the transfer buffer is only required in the case of timely online delivery
mode. However, the transfer buffer mechanism has a secondary benefit: it allows for
‘tuning’ of the size of the service data units that are normally passed to the communications
service provider. In some cases, this may contribute to enabling the communications service
to operate more efficiently. Thus, the transfer buffer is used in all delivery modes. However,
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in the case of complete online delivery mode and offline delivery mode, data in the transfer
buffer is never discarded. Rather, the contents of the transfer buffer are held until they can be
passed to the communications service provider. Any backlog that may accumulate is handled
by means of the online frame buffer or offline frame buffer (see 2.6.4.6.3).

2.6.4.6.3 Online Frame Buffer and Offline Frame Buffer

In the case of the timely online delivery mode, the only buffering that occurs is that provided
by the transfer buffer. For complete online delivery mode and for offline delivery mode,
adfitional buffering is needed because of the nature of the service. Since the completelonline
ivery mode is supposed to deliver all data even in the case of extended communigations
sefvice outages or congestion, and since the offline delivery mode is supposed to deliyver all

NOTIFY) for significant periods of time. In the case of complete online delivery mogle, the
onfline frame buffer is intended to overcome limitations 0f the communications sgrvice:
baphdwidth limitations, outages, and congestion. In the<case of offline delivery mode, the
offline frame buffer is intended to enable data to, be:delivered hours or days affer the
completion of the space link session. The exact.size of these buffers is set by gervice
management. It is normally expected that the onlifie frame buffer is sufficiently large to hold
allj data that might be accumulated during oneispace link session and that the offline|frame
bufffer is sufficiently large to hold all data that might be accumulated during several| space
link sessions.

NQTE - Synchronous notifications are generally not provided in offline mode, so the data
associated with such-notifications is not stored in the offline frame buffer.

Figure 2-6 illustrates the differences between timely online delivery mode, complete [online
delivery mode, and offline delivery mode with respect to the buffers that are used.
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Timely Online Transfer

Delivery Mode > Buffer >
Complete Online Online Frame Transfer

Delivery Mode ) Buffer > Buffer >

Offline Delivery Offline Frame Transfer
Mode 3 Buffer > Buffer >

Figure 2-6: Buffers and Delivery Modeés

2.7 PPERATIONAL SCENARIO

The fgllowing subsections illustrate a typical operational scenario for a user-initiated, online
delivefy mode RCF service instance:

a)| Prior to the actual provision of service, start and stop times for both the space link
session and the associated RCF_ service instance are mutually agreed upon by SLE
Complex Management and SLE" Utilization Management. Configuration and other
information needed to enable the service are also agreed upon. Included in the
configuration information for the planned RCF service instance is a list of global
VCIDs that identifies\the master channel and virtual channels in this master chanpel
that are permitted-to’be selected by the user of RCF service by means of the RGF-
START invocation.

b)[ Some timebefore the scheduled start time of the RCF service instance, the servjce
instance™is created by SLE Complex Management. Initially, the service provider igin
state 1 (‘unbound’). At the scheduled start time of the space link session, the SLE
Complex acquires the signal from the spacecraft and initiates the production of RCF
service T\J/pir‘nlly (hl It_not nnr‘pccnrily) the start time of the service instance will
precede by a small margin the start time of the space link session to allow the user to
bind to the service before the start of the space link session.

c) The user invokes the RCF-BIND operation to establish an association.

d) The provider transitions from state 1 to state 2 (‘ready’) and returns a report of the
successful completion of the bind operation to the user.
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e) The user may now check parameters that control service provision by means of the
RCF-GET-PARAMETER operation.

f) If the user is interested in obtaining periodic status reports, the RCF-SCHEDULE-
STATUS-REPORT operation may be invoked to configure status reporting.

g) The user invokes the RCF-START operation to enable data flow. The RCF-START
identifies the master channel or virtual channel to be transferred by the service
instance. The selected master channel or virtual channel must be contained in the set
of permitted channels (See 1tem a) above).

h) The provider transitions from state 2 to state 3 (‘active’) and confirmsothe| RCF-
START operation to the user. As telemetry frames that meet the delivery ¢riteria
established by the user become available, they are delivered to theiuser by means of
RCF-TRANSFER-DATA operations. In addition, notifications'may be delivered by
means of RCF-SYNC-NOTIFY operations, and requested status reports are delivered
by means of RCF-STATUS-REPORT operations.

i) When all available frames are delivered, the providér will invoke the RCF-SYNC-
NOTIFY operation to provide an ‘end of data’»nhetification. The ‘end of data’
notification may be triggered, for example, because the space link session endgd and
all frames have been delivered, or because the-user specified a value for the gtop-
time parameter when invoking the RCF-START operation.

J) By invoking the RCF-STOP operationthe user will cause the provider to transition to
state 2 (‘ready’). The user may then-ask for another master channel or virtual channel
by invoking another RCF-START operation or may terminate the association by
invoking RCF-UNBIND.

2.3 SECURITY ASPECTS OF THE SLE RCF TRANSFER SERVICE
2.8.1 SECURITY BACKGROUND/INTRODUCTION

The SLE transfer-services explicitly provide authentication and access control. Addjtional
segurity capabuities, if required, are levied on the underlying communication servicgs that
support the)SLE transfer services. The SLE transfer services are defined as lpyered
applicatiofn services operating over underlying communication services that must meet ¢ertain
requifements but which are otherwise unspecified.  Selection of the undgrlying
"“-‘-:5' ervice SAVIS Ahich eat—o “!‘“";!' GORREG i pased—on the
requirements of the communicating parties and/or the availability of CCSDS-standard
communication technology profiles and proxy specifications.  Different underlying
communication technology profiles are intended to address not only different performance
requirements but also different security requirements. Missions and service providers are
expected to select from these technology profiles to acquire the performance and security
capabilities appropriate to the mission.  Specification of the various underlying
communication technologies, and in particular their associated security provisions, are
outside the scope of this Recommended Standard.
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The SLE RCF transfer service transfers data that originates on a mission spacecraft. As such,
the SLE RCF transfer service has custody of the data for only a portion of the end-to-end data
path between mission spacecraft and MDOS. Consequently the ability of an SLE transfer
service to secure the transfer of mission spacecraft data is limited to that portion of the end-
to-end path that is provided by the SLE transfer service (i.e., the terrestrial link between the
MDOS and the ground termination of the space-ground link to the mission spacecraft). End-
to-end security must also involve securing the data as it crosses the space-ground link, which
can be provided by some combination of securing the mission data itself (e.g., encryption of
the misstor—data—withinr—CESDS—space—packets)—ant—sectring—the—space-grotnt—tnk—eg.,
encryption of the physical space-ground link). Thus while the SLE RCF transfer servjce
plays & role in the end-to-end security of the data path, it does not control and cannat-ensiire
that end-to-end security. This component perspective is reflected in the security provisions|of
the SLE transfer services.

2.8.2 | STATEMENTS OF SECURITY CONCERNS

This dection identifies RCF transfer service support for capabifities that responds to thgse
securify concerns in the areas of data privacy, data integrity; authentication, access control,
availability of resources, and auditing.

2.8.2.1 Data Privacy (also known as Confidentiality)

This SLE RCF transfer service specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensufed
outside of the SLE transfer service:Jayer, by the mission application processes that
communicate over the SLE transfer service, in the underlying communication service that ljes
under [the SLE transfer service, “or some combination of both. For example, mission
applicption processes might applyend-to-end encryption to the contents of the CCSDS space
link dgta units carried as data-by the SLE transfer service. Alternatively or in addition, the
netwofk connection between the SLE entities might be encrypted to provide data privacy]in
the ungerlying communication network.

2.8.2.2 Data‘Integrity

The SLE“RCF transfer service defines and enforces a strict sequence of operations that
constrain-the ability of 3 third party to inject operation invocationsor returns-into-the transfer
service association between a service user and provider (see 4.2.2). This constrains the
ability of a third party to seize control of an active RCF transfer service instance without
detection.

The SLE RCF transfer service requires that the underlying communication service transfer
data in sequence, completely and with integrity, without duplication, with flow control that
notifies the application layer in the event of congestion, and with notification to the
application layer in the event that communication between the service user and the service
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provider is disrupted (see 1.3.1). No specific mechanisms are identified, as they will be an
integral part of the underlying communication service.

2.8.2.3 Authentication

This SLE RCF transfer service specification defines authentication requirements (see 3.1.5),
and defines initiator-identifier, responder-identifier, iInvoker-
credentials, and performer-credentials parameters of the service operation
inyocations and returns that are used to perform SLE transfer service authentication The
procedure by which SLE transfer service operation invocations and returns are authenticated
is pescribed in annex F of the Cross Support Service Green Book (reference [E2}). The SLE
transfer service authentication capability can be selectively set to authenticate at one of three
levels: authenticate every invocation and return, authenticate only the BIND opgration
inyocation and return, or perform no authentication. Depending “upon the inherent
authentication available from the underlying communication--network, the sgcurity
enyironment in which the SLE service user and provider are-pperating, and the sg¢curity
re:Fuirements of the spaceflight mission, the SLE transfer service authentication level pan be

adppted by choosing the SLE operation invocation and 4eturns that shall be authentjcated.

rthermore the mechanism used for generating and checking the credentials and thus the
leyel of protection against masquerading (simple or_strong authentication) can be sele¢ted in
acgordance with the results of a threat analysis.

2.8.2.4 Access Control

This SLE RCF transfer service specification defines access control requirements (see B.1.4),
anf defines initiator-identifier and responder-identifier paramefers of
the service operation invocations and returns that are used to perform SLE transfer gervice
acgess control. The procedure by which access to SLE transfer services is controjled is
depcribed in annex F of-the-Cross Support Service Green Book (reference [E2]).

2.8.2.5 Availability of Resources

The SLE transfer services are provided via communication networks that have some I{mit to
the reseurces available to support those SLE transfer services. If these resources ¢an be

di erted from their support of the SLE transfer services (in what is commonly kngwn as

d Al Af canann?\ tha thao arfa af tha Sl E trancfar canmncnc v ho ~Lrta Ied or
bll'u' Ul oI vViIuL / tll\/ll uare P\/l IUIIIIu.II\.:\, UT UTU VL. LTUuriorer ourvivio IIIUI._y VAV VIV | n ey

inhibited. This SLE RCF transfer service specification does not define explicit capabilities to
prevent denial of service. Resource availability is expected to be ensured by appropriate
capabilities in the underlying communication service. The specific capabilities will be
dependent upon the technologies used in the underlying communication service and the
security environment in which the transfer service user and provider operate.
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2.8.2.6 Auditing
This SLE RCF transfer service specification does not define explicit security auditing

requirements or capabilities. Security auditing is expected to be negotiated and implemented
bilaterally between the spaceflight mission and the service provider.

2.8.3 POTENTIAL THREATS AND ATTACK SCENARIOS

The SLLE RCF transfer service depends on unspecified mechanisms operating above the-SLE
transfer service (between a mission spacecraft application process and its peer application
procegs on the ground), underneath the SLE transfer service in the underlying communication
servicg, or some combination of both, to ensure data privacy (confidentiality))\ f no sych
mechgnisms are actually implemented, or the mechanisms selected are’inadequate |or
inappriopriate to the network environment in which the mission is operating, an attacker could
read the spacecraft telemetry data contained in the RCF protocol datacunits as they travefse
the WJAN between service user and service provider.

The SLE RCF transfer service constrains the ability of a third_party to seize control of |an
active|SLE transfer service instance, but it does not specify. mechanisms that would prevent
an attacker from intercepting the protocol data units and‘teplacing the contents of the daga
paramgter. The prevention of such a replacement attack“depends on unspecified mechanisms
operating above the SLE transfer service (between:a mission spacecraft application procgss
and ity peer application process on the ground),cunderneath the SLE transfer service in the
underllying communication service, in bilaterally agreed extra capabilities applied to the SLE
transfer service (e.g., encryption of the dataparameter) or some combination of the three.| If
no sugh mechanisms are actually implemented, or the mechanisms selected are inadequate|or
inappriopriate to the network environment in which the mission is operating, an attacker could
substifute telemetry data without detection.

If the [SLE transfer service-authentication capability is not used and if authentication is fot
ensurdd by the underlying“communication service, attackers may somehow obtain va’I:id
i ator-identiFier values and use them to initiate SLE transfer service instanges
by whjch they could gain access to spacecraft telemetry data.

The $LE RCF/transfer service depends on unspecified mechanisms operating in the
underlying S\eommunication service to ensure that the supporting network has suffici¢nt
resources, to provide sufficient support to legitimate users. If no such mechanisms are
actually implemented, or the mechanisms Selected are inadequate or inappropriate 1o the
network environment in which the mission is operating, an attacker could prevent legitimate
users from receiving telemetry from their spacecraft.

If the provider of SLE RCF transfers service provides no security auditing capabilities, or if a
user chooses not to employ auditing capabilities that do exist, then attackers may delay or
escape detection while stealing or altering telemetry data.

CCSDS 911.2-B-2 Page 2-22 January 2010
50 © IS0 2013 — Al rights reserved


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)
CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

2.84 CONSEQUENCES OF NOT APPLYING SECURITY

The consequences of not applying security to the SLE RCF transfer service are possible
degradation and loss of ability to receive telemetry from the spacecraft, or the substitution of
altered telemetry data.

CCSDS 911.2-B-2 Page 2-23 January 2010
© 1SO 2013 — Al rights reserved 51


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)

(Blank page)

52

© 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

3

ISO 22670:2013(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

RCF SERVICE OPERATIONS

NOTE - This section (3) specifies the processing of valid SLE-PDUs (i.e., those that are
recognized as the invocation or return of an RCF service operation). Subsection
3.1 specifies behaviors that are generally applicable to all operations.

Subsections 3.2 through 3.11 specify individual operations. Handling of i
SLE-PDUEs is specified in 4.1.

nvalid

3. 1 —GENERAL CONSIDERATIONS

3.1.1 RESULT OF OPERATIONS

3.1.1.1 All confirmed operations shall report on the outcome of the operation in a feturn,

exgept as specified otherwise in section 4.

3.1.1.2 All returns shall include a resul t parameter that indicatés,whether the outcome of

the operation was successful (“positive result’) or unsuccessful (‘Aegative result’).

3.1.1.3 In the event of a ‘negative result’, the return shall also include a diagnqstic

pafameter, the value of which is descriptive of the reason.for the ‘negative result’.

NQTE - Possible values of the diagnostic parameter are listed in the descripfion of
each operation.

3.1.1.4 A diagnostic parameter value of ‘other reason’ shall be returned only if no

other value in the list adequately describesthe reason for the ‘negative result’.

3.1.2 PARAMETER TYPES

THe types of all parameters shall conform to the abstract syntax specified in annex A.

NQTE — Some parameter types in annex A are chosen such that possible future extensions
of the-range of allowed values of a parameter will not cause a type mismatcp. For
example, parameters that logically are of the ‘enumerated’ type may be spgcified
as'being of the ‘named integer’ type.

3.1.3) PARAMETER CHECKING

3.1.3.1 Validity checks shall be performed on the values of parameters associated with an

operation.

NOTE - Rules governing the validity of parameter values are included in the specification
of individual operations. General reasons for regarding a parameter value as
invalid are specified in the following subsections.
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3.1.3.2 A parameter value shall be treated as invalid if it is outside the range or not in the
set of values currently permitted by service management for the given parameter.

NOTE - A conforming implementation shall be capable of supporting the full range or set
of values as specified in annex A.

3.1.3.3 A parameter value shall be treated as invalid if it is in conflict with the value of
another parameter in the same invocation.

NOTH - For example, the value of the start-time parameter in an invocation of RQF-
START is invalid if it is later than the value of the stop-time parameter:

3.1.3.4 If a parameter value is not valid, the operation shall not be performed and, for
confirfned operations, a report of ‘negative result’ shall be returned to the invOker.

3.1.3.% Except as noted in 3.2.2.11, checks for invalid parameters or-for other conditigns
that cpn cause a report of ‘negative result’ should be performed«in the order in which
diagngstics are listed in the descriptions of the operations, and the diagnostic paramefer
should be set to the value defined for the first problem found.

3.1.3.6 In the case that an implementation does not adhere to the sequence of checks|as
specifled by the sequence of diagnostics values, sug¢h implementation shall specify the
sequemce in which the checks are actually performed.,

3.1.4 | ACCESS CONTROL

3.1.4.1 The RCF service shall implement access control based on the identity of the
initiatpr and responder. Access control is performed at two levels:

a) | the initiator must be registered at the responder and the responder must be registefed
at the initiator;

b)| the initiator and-fesponder must be authorized for the given service instance.

3.1.4.2 The initiator shall have access to a registry of authorized responders and the
resporjder shall.have access to a registry of authorized initiators. These registries shall |be
maintained'by SLE Complex Management and SLE Utilization Management, respectively.

3.1.4.3—Servicemanagement-shat—specify-the—authorized-initrator-and-—responder—for-edch
service instance.

3.1.4.4 The initiator and responder shall indicate their identity by setting the parameters
initiator-identifier and responder-identifier in the RCF-BIND operation
to the values assigned by service management.
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3.1.5 AUTHENTICATION

NOTE - Requirements for security depend on the application and the environment of the
SLE Complexes and the MDOS (e.g., whether closed or public networks are used
or if access is only from physically restricted areas). In many environments,
security may be provided by the communications service, transparently to the
SLE application. This Recommended Standard does not preclude the use of
securlty features that are provided by the communlcatlons service or the local

3.1.5.1 The RCF service shall provide the following options with respect to.the lgvel of
authentication of invocations and returns of operations:

a) ‘all’: all RCF invocations and returns, except the invocation of RCF-PEER-ABORT,
shall be authenticated,

b) ‘bind’: only the RCF-BIND invocation and return shall be authenticated;

c) ‘none’: no RCF invocations or returns shall be authenticated.

3.1.5.2 SLE Complex Management and SLE Utilization Management shall agree pn the
level of authentication to be required for an association between a service user and a gervice
provider and shall configure both entities accordingly.

3.1.5.3 SLE Complex Management and SKE Utilization Management shall agree pn the
algorithm used to generate and check credentials parameters and shall make this algprithm
knpwn to the service user and service provider together with associated parameters such as
papswords or keys as necessary for-the-selected algorithm.

NQTES

1 The specification—of the algorithms themselves is outside the scope df this
Recommended-Standard.

2 The in¥tiator-identifier and responder-identifier paramefers of
the REE-BIND operation identify the user and provider and therefore the applicable
authentication level and algorithm necessary to generate and check credentials.

3.1.5.4~ For operations for which authentication is required by the terms of the agrgement

b ol = O ol Ao =0y +omna QL 1 1421, 3 [ W] ek
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a) invocations shall include an Invoker-credentials parameter to permit the
performer to authenticate the invocation;

b) returns shall include a performer-credentials parameter to permit the
invoker to authenticate the return.
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3.1.5.5 For operations for which authentication is not required, the 1nvoker-
credentials or performer-credentials parameter should be set to the value
‘unused’ to signify that the invocation or return does not carry credentials.

3.1.6 BLOCKING AND NON-BLOCKING OPERATIONS

3.1.6.1 To support applications that may need to invoke several operations concurrently, the
parameter 1nvoke-1D is specified for all confirmed operations except RCE-BIND and
RCF-UNBIND.

NOTHS

1 The 1nvoke- ID parameter allows the invoker to correlate a particular’return to the
invocation that prompted it.

2 Confirmed operations that include the 1nvoke-1D parameter are non-blocking
operations; those that do not are blocking operations. Wnconfirmed operations are
always non-blocking.

3.1.6.2 After invoking a blocking operation, the invoker-shall not invoke another operation
for the same service instance until the return from the lblocking operation is received; except
that, if the return is not received in a timely manner; the invoker may invoke RCF-PEER-
ABORT to terminate the association.

3.1.6.3 After invoking a non-blocking operation, the invoker may invoke another operation
withodit waiting for the return from the first invocation.

3.1.6.4 The value of the invoke-ID parameter shall be an invoker-supplied arbitrary
integef value that shall be returped; unchanged, by the performer.

3.1.6.% An error condition ‘shall exist if an invocation includes an invoke-I1D whgse
value [is the same as that of another invocation that is awaiting confirmation within the
context of the same service instance.

3.1.6.6 To ensure that the RCF service behaves in a predictable manner, the effects|of
operatjons shall be as though the operations were performed in the order that their
invocgtions were received by the performer.

3.1.6.7 The invoker may choose not to exploit the non-blocking capability and always wait
for the return from a non-blocking operation before invoking another operation.

NOTE - An invoker wishing to operate in blocking mode (i.e., to invoke a new operation
only when the return from the previous operation has been received) may use a
constant value for the invoke-1D parameter. As long as a return is still
outstanding, the performer will reject any further invocations.
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3.1.6.8 Compliance with this Recommended Standard does not require the performer to
process invocations concurrently; however, the performer must accept invocations from a
non-blocking invoker and buffer and serialize them by local means not visible externally.

3.1.7 TIME

3.1.7.1 The time reference for all parameters containing a time value shall be based on
Coordinated Universal Time (UTC).

NOQTE - The type of all time parameters is specified in annex A.

3.1.7.2 The earth-receive-time parameter (see 3.6.2.3) shall be expressed using the
CCSDS Day Segmented (CDS) time code (reference [5]) with an epoch 0f'1958-01-01 and a
16tbit day segment. Depending on the RCF service provider capabilities and/pr the
supported mission requirements, the time tag may have either a resafution of microsecgnds or
a resolution of picoseconds.

3.1.7.3 The earth-receive-time parameter shall have'a precision of one millisecond
or [better.

3.1.74 The earth-receive-time parametér shall be accurate to withip one
milllisecond or better.
3.1.8 SETTING OF PARAMETERS

3.1.8.1 An RCF provider shall qpermit setting of the service configuration parameters as
specified in table 3-1.

3.1.8.2 The range or setaf‘values a parameter may assume is constrained by specification

of |its data type (see annex-A).

3.1.8.3 Service-nanagement may further constrain the allowed values for a given gervice
ingtance.
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Table 3-1: Setting of RCF Service Configuration Parameters

Parameter Service RCF- RCF-SCHEDULE-
Management START STATUS-REPORT
Operation Operation
delivery mode X
latency-limit X
maximum-delivery-rate X
maximum-reporting-cycle X
minimum-reporting-cycle X
permitted-global-VCID-set X
reporting-cycle X
requested-global-VCID X
return-timeout-period X
seryice-instance-provision- X
period
service-version-number X
transfer-buffer-size X
NOTHS
1 The user can ascertain the current value of the parameters presented in table 3-11 [by

means of the RCF-GET-PARAMETER operation.

2 This Recommended, Standard also refers to parameters that are set by servjce
management, butcafe not listed in table 3-1. These parameters cannot be ascertairjed
by means of the'RCF-GET-PARAMETER operation.

3 The methods used by service management to control service provision and servjce
productien parameters are outside the scope of this Recommended Standard.

3.1.9 "=BEEIVERY-MODBES
3.1.9.1 Timely Online Delivery Mode

3.1.9.1.1 For timely online delivery mode, the RCF service provider shall store frames
acquired from the space link and certain information associated with those frames (as per
3.6.2) in a buffer called the transfer buffer. The stored information shall be an RCF-
TRANSFER-DATA invocation or the equivalent thereof.

CCSDS 911.2-B-2 Page 3-6 January 2010

© 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

3.1.9.1.2 The extraction of an RCF from the RAF channel that matches the delivery criteria
and thus the possibility to build an RCF-TRANSFER-DATA invocation constitutes the ‘data
available’ event (see 4.2.2) in timely online delivery mode.

NOTE - For convenience, the following subsections are written as if the contents of the

transfer buffer consist of an ordered list of records of type RcfTransferData-
Invocation (see A2.7) or type RcfSyncNotifylnvocation (see 3.1.9.1.3 and A2.7).
However that is not mtended to constrain how the transfer buffer is |mplemented

3-Fea alhyvisible

3.1

of
sy
sh
req
ev
as
Sp
lag

3.1

Ra
se

release timer.

3.1

by

3.1.

nu
nu
ma

behavrors that are specrfred herern

9.1.3 Upon the occurrence of any of several events that cause a change te of disruption
the data being provided to the service instance, the RCF service provider shall gtore a
nchronous notification record of the event in the transfer buffer. The notification record
Il be an RCF-SYNC-NOTIFY invocation or the equivalent thereof. The notifjcation
ord shall be stored in the transfer buffer after the last annotated-frame acquired before the
ent and before the first annotated frame acquired following the event. The events and
ociated information that are stored shall be as defined in 3.7; in particular, at the en’c-itof the
hce link session, an ‘end of data’ RcfSyncNotifylnvocation shall be stored followipg the
t RcfTransferDatalnvocation.

9.14 If the transfer buffer was empty .before the service provider inserted an
fTransferDatalnvocation or RcfSyncNotifylnvocation record into the transfer buffer, the
vice provider shall start a timer for the transfer buffer. This timer shall be namged the

9.1.5 The duration from the time that the release timer is started until it expires ig given
the parameter latency-1imit, the value of which shall be set by service management.

9.1.6 For a given instance of RCF service, the transfer buffer shall accommodatg a set
mber of RcfTransferDatalnvocation and/or RcfSyncNotifylnvocation records. | That
mber, given by .the parameter transfer-buffer-size, shall be set by gervice
inagement.

3.1.9.1.7 _Thecontents of the transfer buffer shall be passed to the communications gervice
(ir] the farmof one RcfTransferBuffer SLE-PDU) and the transfer buffer shall be clegred as
sopn as ‘'one of the following conditions is met:

—a)the—buffer s fult—(re,—the—Tumber —of —RcfTransferDatainvocatiom—and/or
RcfSyncNotifylnvocation records contained in the buffer is equal to the value of the
transfter-buffer-size parameter); or

b) the release timer expires; or
¢) an RcfSyncNotifylnvocation ‘end of data’ record was inserted into the transfer buffer.
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3.1.9.1.8 The RcfTransferBuffer SLE-PDU shall contain the records in the same sequence
as they were inserted into the transfer buffer.

3.1.9.1.9 If the underlying communications service generates backpressure because of
congestion (e.g., it does not accept the RcfTransferBuffer SLE-PDU or would block the RCF
service provider from continuing), the RCF service provider shall discard this
RcfTransferBuffer SLE-PDU and clear the transfer buffer. It shall then insert a ‘data
discarded due to excessive backlog® RcfSyncNotifylnvocation record into the transfer buffer

and restart tha ralaaca timar
CPtaTrT T TC T OTOU OO T CIT T IOT,

3.1.9.1.10 When the ‘data discarded due to excessive backlog’ RcfSyncNotifylpyocation
record is inserted into the transfer buffer, the size of the transfer buffer shall be incremented
by ong. That new size shall remain in effect until the contents of the transfer buffer are
passed to the communications service, after which the transfer buffer \size shall [be
decremented by one.

NOTH - The temporary increment in the transfer buffer size-ensures a minimum |of
telemetry flow in case of congestion. Otherwise, only ‘data discarded due|to
excessive backlog’ notifications might be sent in)case a buffer size of one was
specified.

3.1.9.1.11 When the RCF service provider accepts an"RCF-STOP invocation from the user,
it shall immediately build from the transfer buffer.contents an RcfTransferBuffer SLE-PDU
and shall immediately pass that to the communications service, subject to the provisions|in
3.1.9.1.9.

3.1.9.1.12 The transfer buffer shall be.cledared whenever the association is aborted.

3.1.9.1.13 Only RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY invocations shall be
bufferpd through the transfer buffer. The invocations or returns of all other operations shall
be asynchronous (in the sepse:that they are not required to be invoked or returned in sequerjce
with respect to the delivery of the contents of the transfer buffer). Therefore, they shall |be
invoked or returned as-soon as possible without regard to the contents of the transfer buffer

3.1.9.2 Complete Online Delivery Mode

3.1.9.2.2 “For complete online delivery mode, the RCF service provider shall store frames

acquireg—from-the—space—tHnk-and-certatrtnformation—assoctatet-with-those—frames—aser
3.6.2) in a buffer called the online frame buffer. The stored information shall be an RCF-
TRANSFER-DATA invocation or the equivalent thereof.

3.1.9.2.2 The availability of such RCF-TRANSFER-DATA invocation or the equivalent
thereof at the output of the online RCF buffer for insertion into the transfer buffer constitutes
the “data available’ event (see 4.2.2) in complete online delivery mode.

NOTES
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1 Complete online delivery mode attempts to deliver all acquired frames, in order, with
minimum delay consistent with the available ground communications bandwidth.
Complete online delivery requires that the online frame buffer be sufficiently large to
deal with communications service delays, outages, and bandwidth limitations.

2 For convenience, the following subsections are written as if the contents of the online
frame buffer and the transfer buffer consist of an ordered list of records of type Rcf-
TransferDatalnvocation (see A2.7) or type RcfSyncNotifylnvocation (see 3.1.9.2.3

and-A2-1—Howeverthat-is-not-intended-to-constrain-how-the-onlineframe-buffer or
the transfer buffer is implemented in a real system. It is sufficient that a reabsgystem
provide the externally visible behaviors that are specified herein.

3.1.9.2.3 Upon the occurrence of any of several events that cause a change'to or disruption
of [the data being provided to the service instance, the RCF service provider shall gtore a
syhchronous notification record of the event in the online frame buffer. The notif{cation
re¢ord shall be an RCF-SYNC-NOTIFY invocation or the equivalent thereof.| The
notification record shall be stored following the last annotated;frame acquired befqre the
event and before the first annotated frame acquired following the event. The everl:s and

asgociated information that are stored shall be as defined iy377; in particular, at the end| of the
space link session, an ‘end of data’ RcfSyncNotifylnvocation shall be stored following the
lagt RcfTransferDatalnvocation.

3.1.9.2.4 The RCEF service provider shall start:to fill the online frame buffer as soon gs both
the service instance provision period and the‘space link session have started and frames are
bejng acquired from the space link.

3.1.9.25 While the RCF service-provider is in state 3 (‘active’) and the transfer byffer is
not full, the provider shall remove RcfTransferDatalnvocation and RcfSyncNotifylnvqcation
re¢ords from the online frame-buffer and insert them, in the same sequence, into the tfansfer
bufffer.

3.1.9.2.6 If the transfer buffer was empty before the service provider inserted an
RgfTransferDatalrivocation or RcfSyncNotifylnvocation record into the transfer buffer, the
seqvice provider-shall start a timer for the transfer buffer. This timer shall be named the
rellease timer,

3.1.9,2. 7~ The duration from the time that the release timer is started until it expires ig given
by|the parameter latency-1imit, the value of which shall be set by service management.

3.1.9.2.8 For a given instance of RCF service, the transfer buffer shall accommodate a set
number of RcfTransferDatalnvocation and/or RcfSyncNotifylnvocation records.  That
number, given by the parameter transfer-buffer-size, shall be set by service
management.

3.1.9.2.9 As soon as the transfer buffer is full or an ‘end of data’ RcfSyncNotifylnvocation
record is inserted into the transfer buffer or the provider has accepted an RCF-STOP

CCSDS 911.2-B-2 Page 3-9 January 2010
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invocation or the ‘release timer expired’ event was generated, the service provider shall stop
extracting RcfTransferDatalnvocation or RcfSyncNotifylnvocation records from the online
frame buffer and build an RcfTransferBuffer SLE-PDU from the transfer buffer contents.
The provider shall attempt to pass this SLE-PDU to the communications service until it is
accepted.

3.1.9.2.10 When the communications service provider has accepted the RcfTransferBuffer
SLE-PDU, the RCF serV|ce prowder shall clear the transfer buffer and resume removing
frames-a 3 3

3.1.9.2.11 The RCF service provider shall continue to remove RcfTransferDatalpyocation
and RcfSyncNotifylnvocation records from the online frame buffer, insert them.'into the
transfer buffer, and pass the contents of the transfer buffer to the communications service|as
long ap the service instance remains in state 3 (‘active’).

3.1.9.2.12 In the complete online delivery mode, the transfer buffer-shall be cleared gnd
removial of frames and synchronous notifications from the online~frame buffer shall stop
whengver the association is aborted.

NOTH - The requirement 3.1.9.2.12 implies that a trulyx.complete delivery can only |be
achieved within a given association. Recovery from data loss caused by |an
association termination (release or abort):can only be accomplished by using the
offline delivery mode. Such data less could be avoided by means of |an
application-to-application acknowledgement mechanism, but at the expense of a
serious throughput performance_degradation. Considering that the resulting dap
can be filled by means of theioffline delivery mode, the option offering befter
performance and simpler implementation was chosen.

3.1.9.2.13 The RCF service provider shall continue to store acquired frames and notification
records in the online frame buffer until the end of the service instance provision perigd,
regardless of the state of the service instance and regardless of whether an association with
the sefvice user is established.

3.1.9.2.14 In the case that the user invokes the RCF-STOP operation or the association
beconjes unbound;-the user may, after re-binding if necessary, invoke a new RCF-START
operatjon, witha start time in the past, to effect delivery of the data buffered in the online
frame [buffer:-~ Any frames with an ERT older than the start time specified in the RCF-START
operajorm and any notifications falling into the same interval shall be removed from the
online frame buffer.

3.1.9.2.15 If the online frame buffer becomes full (e.g., because an extended
communications outage prevents it from being emptied), the provider shall discard Rcf-
TransferDatalnvocation and RcfSyncNotifylnvocation records from the online frame buffer
in oldest-first order. The number of frames to be discarded in such event is set by service
management. The RCF service provider shall also insert an RcfSyncNotifylnvocation record
indicating a ‘data discarded’ event into the transfer buffer as soon as this is possible.
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Extraction of RcfTransferDatalnvocation and RcfSyncNotifylnvocation records from the
online frame buffer shall then resume as before.

NOTE - For the complete online delivery mode, it is intended that the size of the online
frame buffer be selected such that overflow of the buffer is a very rare event.

3.1.9.2.16 If the service user, in the RCF-START invocation, requests a start time earlier
than any frame still held in the online frame buffer, the provider shall deliver the earliest data
available

3.1.9.2.17 At the end of the scheduled service instance provision period, the contents|of the
online frame buffer shall be discarded.

3.1.9.2.18 Only RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY inyvocations shall be
bufffered through the online frame buffer and the transfer buffer. The-invocations or feturns
of|all other operations shall be asynchronous (in the sense that they are not required to be
inyoked or returned in sequence with respect to the delivery of.the contents of the |online
frgme buffer). Therefore, they shall be invoked or returned as soon as possible without
regard to the contents of the online frame buffer or the transfer buffer.

3.1.9.2.19 During complete online service provision;the RCF service provider shall ¢xtract
RgfTransferDatalnvocation and RcfSyncNotifylnvocation records from the online |frame
buffer, insert them into the transfer buffer, and pass RcfTransferBuffer SLE-PDUs |to the
communications service without undue deldy; subject only to limitations imposed py the
ungderlying communications service, or to-any maximum data rate limitation (“metering’) that
may be imposed through service management.

3.1.9.2.20 For complete online delivery mode, the size of the online frame buffer, the
trgnsfer buffer and the releaSe timer shall be determined by arrangement between SLE
mplex Management and)SLE Utilization Management and shall be set by gervice

3.1.9.3.1 fAny frame acquired from the space link that may need to be provided throligh an
offline delivery mode service instance, as well as certain information associated with the
me (as per 3.6.2), shall be stored in a buffer called the offline frame buffer. The|stored
offration-shat-be-anR RAN R-DATA-vocation-or-the-eguivalentthereot There
should be one offline frame buffer for all service instances associated with a particular
service agreement. This implies that any deletion of telemetry in the offline frame buffer
affects all offline Sls that exist for the associated service agreement and any deletion of
telemetry in the offline fame buffer does not affect any Sl that exists under a different service
agreement.
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3.1.9.3.2 The availability of an RCF-TRANSFER-DATA invocation or the equivalent
thereof at the output of the offline RCF buffer for insertion into the transfer buffer constitutes
the “data available’ event (see 4.2.2) in offline delivery mode.

NOTE - For convenience, the following subsections are written as if the contents of the
offline frame buffer and the transfer buffer consist of an ordered list of records of
type RcfTransferDatalnvocation (see A2.7). However, that is not intended to

constrain how the offline frame buffer or the transfer buffer is implemented in a

) . - - Jisible

behaviors that are specified herein.

3.1.9.3.3 There may be a significant delay from the time when a frame is acquired.from the
space [link until that frame is available for delivery through an offline delivery.mode servjce
instange. Every service provider shall document the characteristics of their service wijth
respedt to that delay.

3.1.9.3.4 When an RCF-START operation is invoked in the context of an offline delivgry
mode [ RCF service instance, the RCF service provider shall extract RcfTransferData-
Invocgtion records from the offline frame buffer and insert’them into the transfer buffer.
Such gxtraction shall begin with the RcfTransferDatalnvocation record in the offline frame
buffer{with the earliest ERT that is equal to or later than the start time designated in the RGF-
STARJT invocation. Subsequent RcfTransferDatalnvecation records shall be extracted from
the offline frame buffer and inserted into the transfer buffer in the same order in which they
were qriginally received from the space link.

3.1.9.3.5 Extraction of RcfTransferDatalnvocation records from the offline frame buffer
and their insertion into the transfer buffer-shall continue until:

a)| the transfer buffer is full;

b)| a frame is retrieved with an ERT that is later than the stop time in the RCF-START
invocation (in which)case an ‘end of data’ notification shall be generated and inserted
into the transfer huftfer);

c)| the user inyokes the RCF-STOP operation; or

d)[ the association is aborted.

3.1.9.3.6-, “As soon as the transfer buffer is full or an ‘end of data’ RCFSyncNotifylnvocation
recoromd—mm—me—m?fa—mfm—ormmhmpw ' ' T =STOP

invocation, the service provider shall stop extracting RcfTransferData records from the
offline RCF buffer, build an RcfTransferBuffer SLE-PDU from the transfer buffer contents.
The provider shall attempt to pass this SLE-PDU to the communications service until it is
accepted. The RcfTransferBuffer SLE-PDU shall contain the RcfTransferDatalnovcation
records in the same order as they were originally received from the space link.,

3.1.9.3.7 Once the RcfTransferBuffer SLE-PDU has been accepted by the communications
service, the RCF service provider shall clear the transfer buffer. It shall also resume
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extracting frames from the offline frame buffer unless the ‘end of data’ notification was
generated.

3.1.9.3.8 In the offline delivery mode, the transfer buffer shall be cleared and extraction of
frames from the offline frame buffer shall stop whenever:

a) the user stops data flow by invoking the RCF-STOP operation; or

b) the association is aborted.

3.1.9.3.9 In the case that the user invokes the RCF-STOP operation or the assogiation
befomes unbound, the user may, after re-binding if necessary, invoke a new REF-START
operation, specifying a new ERT interval for which frames shall be delivered, from the pffline
frgme buffer. The start and stop times of such an RCF-START invocation ‘may be garlier,
later, or the same as the start and stop times of any previous RCF-START invogation,
provided that they are valid start and stop times as specified in 3.4.

3.1.9.3.10 If the user, in the RCF-START invocation, requests_a start time earlier than any
frgme still held in the offline frame buffer, the provider shalldeliver frames beginning with
the earliest data available. If there are no frames with an €RT in the interval specified|by the
stgrt and stop times of the RCF-START invocation, then only the ‘end of data’ notification
shall be delivered.

3.1.9.3.11 Except for ‘end of data’ notifications as described above, synchronous
notifications shall not be provided in the offline delivery mode.

3.1.9.3.12 Only RCF-TRANSFER-DATA and RCF-SYNC-NOTIFY invocations shall be
ered through the offline frame-buffer. Except for the RCF-TRANSFER-DATA and
RCF-SYNC-NOTIFY invocations, the invocations or returns of all other operations shall be
asynchronous (in the sense that they are not required to be invoked or returned in sequence
with respect to the delivery,of the contents of the offline frame buffer). Therefore, they shall
be[invoked or returned(as soon as possible without regard to the contents of the offline|frame
bufffer or the transfer.buffer.

3.1.9.3.13 During offline service provision, the RCF service provider shall extragt Rcf-
TransferDatalhvocation records from the offline frame buffer, insert them into the tfansfer
bufffer, and*pass RcfTransferBuffer SLE-PDUs to the communications service without{undue
dejay;“stbject only to limitations imposed by the underlying communications service, or to
any_maximum data rate limitation (‘metering’) that may be imposed through dervice
management.

3.1.9.3.14 The size of the offline frame buffer and the transfer buffer shall be determined by
arrangement between SLE Complex Management and SLE Utilization Management and shall
be set by service management.

3.1.9.3.15 Every service provider shall document its policy regarding when, or under what
circumstances, records in the offline frame buffer are deleted.
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RCF-BIND

PURPOSE

3.2.1.1 The RCF-BIND operation shall be used to establish an association between the
initiator and the responder.

3.2.1.2 For every instance of RCF service, service management shall establish whether that

instan

a)

b)

3.2.1.3 The responder shall return a report of the outcome of the performance of the RC

BIND

3.2.1.4 Except as provided in 3.2.1.5, the invoker of RCF-BIND shall not invoke 3

furthe

3.2.1.% If the return from RCF-BIND is not received after a sufficiently long time, 1

initiat

anothar RCF-BIND.

NOTH

3.2.1.4

3.2.2

3.2.2.1

The p
specif

ce of service is to be user-initiated or provider-initiated:

for a user-initiated service instance, only the service user is permitted to inveke |
RCF-BIND operation;

for a provider-initiated service instance, only the service providef, is permitted
invoke the RCF-BIND operation.

operation to the initiator.

[ operations for this service instance until the return“from the responder is received.

Dr may attempt to recover by invoking the RCF-PEER-ABORT operation followed

— The length of the duration that constitutes ‘a sufficiently long time’ is determir
by service management.

The RCF-BIND operation is valid only in state 1 (‘unbound’).

INVOCATIONRETURN, AND PARAMETERS
General

irameters of the RCF-BIND operation shall be present in the invocation and return
ed4n table 3-2.

he

he
by

ed

as

3.2.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-BIND invocation (see 3.1.4.1).
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Table 3-2: RCF-BIND Parameters

ISO 22670:2013(E)

Th
in

Parameter Invocation Return
invoker-credentials M
performer-credentials M
initiator-identifier M
responder-identifier M
responder-port-identifier M
service-type M
version-number M C
service-instance-identifier M
result M
diagnostic

2.2.3 performer-credentials

e performer-credentials parameter shall provide information that enables the
oker to authenticate the return from the performance of RCF-BIND (see 3.1.4.1).

3.2.24 initiator-identifier

The initiator-identiFfier parameter shall identify the authority on whose behglf the

initiating SLE applicatien is initiating the association.

NOTES

1 The tpatiator-identifier parameter permits the responder to determine if
the 'RCF-BIND operation is being invoked by the authorized initiator for this gervice
instance.

2 Eachvalte-of thenttrator=tdentirfrerparameterisassoctated-with-€xactly
one authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may be redundant since

CCSDS 911.2-B-2

the initiator-identifier value may be one constituent of the invoker-
credentials parameter. However, the encoding may differ, and it may be

convenient to have this parameter available in “clear text” form.
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3.2.25 responder-identifier

The responder-identifier parameter shall identify the authority on whose behalf the
responding SLE application is acting.

NOTES

1 The responder-identifier parameter permits the initiator to determine if the
RCE-BIND return is from the authorized responder for this service instance

2 Each value of the responder-i1dentifier parameter is associated with-exactly
one authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may bergdundant sirjce
the responder-identifier value may be one constituent of-the’performey-
credentials parameter. However, the encoding may differ, and it may |be
convenient to have this parameter available in “clear text’ form,

3.2.2.6 responder-port-identifier

The rlesponder-port-identifier parameter shall specify the port identifier of the

resporjding SLE application entity with which the initiator seeks to establish an association

NOTHS

1 The value of the responder—port-identifier parameter is a logical name
that can be translated into the(technology-specific addressing information required|to
establish a connection with the responder using the agreed upon communicatigns
service. See 2.6.4.5 formore information.

2 SLE Complex Management and SLE Utilization Management must have previously
agreed on thesresponder-port-identifier and its translation that|is
applicable to@yparticular instance of service.

3 The responder-port-identifier parameter is included in the RCF-BIND
invocation to support its possible use by particular kinds of gateways.
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3.2.2.7 service-type

3.2.2.7.1 The service-type parameter shall specify the type of service that will be

provided if the bind operation succeeds.

3.2.2.7.2 For RCF service, the value of service-type shall be ‘Rtn Ch Frames’."

3.2.2.8 version-number

3.7
se

3.4
pa

3.2
S6

3.
eif

3.7
no

.2.8.1 The version-number parameter shall identify the version numbercef'th
vice specification that is to govern this association if RCF-BIND succeeds.

.2.8.2 version-number is conditionally present in the return based’ on the rg
fameter:

a) if the value of result is “positive result’, version-number shall be pre
the return;

b) if the value of resullt is ‘negative result’, version-number shall not be
in the return.

.2.8.3 If a provider does not support version:negotiation, the version-number
ill accept during the BIND operation is cenfigured by means of the managed par
rvice-version-number (see table 3-I).

0.2.8.4
her:

If the value of the resulit parameter is ‘positive result’, the responde

a) accept the version prepesed by the initiator by putting the same version numb
the return; or,

b) if the responder supports version negotiation, propose a lower (earlier) \
number by putting the lower number into the return.

.2.8.5 Ifthe responder implementation does not support the requested version an

rej

3.2

no

t support_a' lower version (or does not support version negotiation), the responde
ect the-bind with the diagnostic parameter set to “version not supported’.

O\A/E e Al ala ne a O moiaemen O

e RCF

sult

sent in

resent

value
hmeter

r shall

br into

ersion

H does
r shall

t support version negotiation or does not support the version proposed by the resp

the initiator shall unbind the association.

1

However, it is anticipated that future work by CCSDS may result in RCF-BIN

N does
onder,

For the RCF-BIND operation, the service-type parameter is redundant, because the only valid value of service-
type is ‘Rtn Ch Frames’.

D being

superseded by a generic SLE-BIND operation that is invoked with any one of several SLE service types. The RCF-BIND

service-type parameter is provided in an attempt to facilitate such a change.
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3.2.2.8.7 The value of the version-number parameter for the RCF service defined by
this issue of this Recommended Standard shall be *4’.

NOTE - The version negotiation process as outlined above is feasible only as long as
future versions of the RCF service do not modify the specification of the RCF-
BIND operation.

3.2.2.9 service-instance-identifier

The dervice-instance-identifier parameter shall uniquely identify thiscservjce
instange within the scope of the service-providing SLE Complex.

3.2.2.10 result

The result parameter shall specify the result of the RCF-BIND operation and shall conta
one of| the following values:

n

a)| ‘positive result’—the RCF-BIND invocation is accepted by the responder, and the
association is established;

b)| ‘negative result’—the RCF-BIND invocation>is rejected by the responder for the
reason specified in the diagnostic_parameter, and the association is Mot
established.

3.2.2.11 diagnostic

3.2.2.11.1 If result is ‘negativevresult’, the diagnostic parameter shall be present|in

the refurn, and its value shall bé_one the following:

a)| ‘access denied’—the value of the Initiator-identifier parameter is TOt
recognized by the-responder (e.g., the value does not identify the authorized initiator
of any service instance known to the responder);

b)| “service~type not supported’—the value of the service-type parameter of the
RCE=BIND invocation does not identify a service type supported by the responder;

c)| ©wersion not supported’—the responder does not support the requested version, gnd
the responder implementation does not permit version negotiation or does not support
any version of the service lower than the one requested by the initiator;

d) ‘no such service instance’—the requested service instance is not defined in any
agreed upon service package known to the responder;

e) ‘already bound’—the service instance is already bound via a different association;
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f) ‘service instance not accessible to this initiator’—the authorized initiator for the
service instance identified by the service-instance-identifier parameter
does not match the initiator identified by the initiator-identifier parameter
of the RCF-BIND invocation;

g) ‘inconsistent service type’—the value of the service-type parameter of the RCF-
BIND invocation is not ‘Rtn Ch Frames’, or the value of the service-type

parameter does not match the service type of the service instance identified by the
service-instance-identifier parameter;

h) ‘invalid time’—the RCF-BIND operation was invoked outside the servieg-instance
provision period of the service instance identified by the service-instgnce-
identifier parameter,

1) ‘out of service’—the responder has been taken out of service for/an indefinite period
by management action (i.e., RCF production status is ‘halted’,.see 3.7.2.4);

J) ‘other reason’—the reason for the negative result will-have to be found by other
means.

NOTES

1 In some implementations, under some cirgumstances, it may not be possible for the
intended performer to provide a return.in the event of the conditions indicated by
diagnostics (d)), (h)), or (i)).

2 Implementations should consider-that, under some conditions, RCF-BIND may fail
with no return (e.g., if the’ value of the responder-port-identifier
parameter is incorrect).

3.2.2.11.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.
3.2.3 EFFECTS

3.2.3.1 Ifpesult is ‘positive result’, the RCF-BIND operation shall have the following
effects:

d)_An association between the user and the provider shall be established.

b) The provider shall transition from state 1 (‘unbound’) to state 2 (‘ready’).

c) All service parameters shall be set to the initial values determined by service
management.

d) Upon receipt of the positive return, the user may proceed to invoke other RCF service
operations (e.g., to configure the service and begin data transfer).
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3.2.3.2 If result is ‘negative result’, the RCF-BIND operation shall have the following
effects:

a) An association between the user and the provider shall not be established.
b) The provider shall remain in state 1 (‘unbound’).
¢) Upon receipt of the negative return:

1) The initiator should examine the diagnostic parameter for the cause.

2) The initiator may attempt to re-invoke the RCF-BIND.
3.3 RCF-UNBIND
3.3.1 | PURPOSE

3.3.1.1 The initiator shall invoke the RCF-UNBIND operation to“release an association
previgusly established by RCF-BIND.

3.3.1.2 The responder shall return a report of the outcome @f the performance of the RGF-
UNBIND operation to the initiator.

3.3.1.3 Except as provided in 3.3.1.4, the initiator.;shall not invoke any further operatigns
for thifs service instance until the return from RCF=UNBIND is received; nor shall it perform
any further operations invoked by the responder; nor shall it return to the responder gny
furthef reports of the outcome of operations.invoked by the responder.

NOTH - The initiator may invoke-the' RCF-UNBIND operation even if it did not yet
receive all returns from.previously invoked operations. The initiator should [be
aware that the responder may choose not to send any further returns as soon a$ it
has received the REF-UNBIND invocation. It may then happen that the RGF-
UNBIND return, iS not received before one of the missing returns causeq a
‘missing return’ timeout (see section 4).

3.3.1.4 If the return‘from RCF-UNBIND is not received after a sufficiently long time, the
initiatpr should-invoke the RCF-PEER-ABORT operation to abort the association.

NOTHS

1 TNe fength of the duration that constitutes a sufficientty fong time 15 determined by
service management.

2 Following receipt of the return from RCF-UNBIND or following the invocation of
RCF-PEER-ABORT, the initiator may issue another RCF-BIND if otherwise
permitted (e.g., if the end of the service instance provision period has not been
reached).

3.3.1.5 The RCF-UNBIND operation is valid only in state 2 (‘ready’).
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3.3.1.6 The RCF-UNBIND operation shall be invoked only by the initiator (i.e., the invoker

of

the RCF-BIND operation that established this association).

3.3.2 INVOCATION, RETURN, AND PARAMETERS

3.3.2.1 General

The parameters of the RCF-UNBIND operation shall be present in the invocation and return

as

Th
in
3.3

3.3
0p

3.2.2 invoker-credentials

.3.2.3 performer-credentials

specified in table 3-3.

Table 3-3: RCF-UNBIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
unbind-reason M
result M

e Invoker-credentials parameter shall provide information that enabl
[former to authenticate the RCF-UNBIND invocation (see 3.1.4.1).

oker to authenticate the return from the performance of RCF-UNBIND (see 3.1.4.1)

2.4 unbinhd-reason

2.4.4,>The unbind-reason parameter shall indicate the reason the RCF-UN
eration is being invoked.

bs  the

e performer-credentials parameter shall provide information that enables the

BIND

3.3.24.2

parameter shall take one of the following values:

a) ‘end’—the user has obtained all frames that are needed or expected and is rel
the association normally; the provider may delete the service instance and rele
resources associated with it;

If the RCF-UNBIND operation is invoked by the user, the unbind-reason

easing
ase all
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NOTE - If unbind-reason is ‘end’, any subsequent attempt to invoke RCF-BIND
will fail even if the service instance provision period has not expired, since
the service provider may release the resources allocated to that service
instance.

b) ‘suspend’—the user is suspending usage of this service instance for an unspecified
period of time; the user may or may not re-bind to the provider to continue data
transfer at some time prior to the end of the service instance provision period,;

c) [ "version not supported™—the user does not support the version of the RCF servjce
proposed by the provider in the return from RCF-BIND; this value of unbind-reason
shall be used only if the RCF-UNBIND is the first operation invoked following the
RCF-BIND;

d)| ‘other’—the reason for the release will have to be found by other means:

3.3.2.4.3 If the RCF-UNBIND operation is invoked by the provider, the' unbind-reaspn
paramgter shall take one of the following values:

a)| ‘end’—the provider has transferred all available frames)to’the user and is releasing the
association normally; the provider shall not attempt ‘to re-bind to the user in the
context of this service instance;

b)| ‘suspend’—the provider is suspending service-provision for an unspecified period|of
time; the provider may attempt to re-bind0"the user to continue data transfer at some
time prior to the end of the service instance provision period;

c)| “version not supported’—the provider does not support the version of the RCF servjce
proposed by the user in the return from RCF-BIND,; this value of unbind-reaspn
shall be used only if the RCF-UNBIND is the first operation invoked following the
RCF-BIND;

d)| ‘other’—the reason-forthe release will have to be found by other means.
3.3.2% result

The result parameter shall specify the result of the RCF-UNBIND operation and shall
always$ contain.the following value:

[1]

‘positive result’—the RCF-UNBIND operation has been performed by the respond

and-theassociationis reteased:

r

NOTES

1 If RCF-UNBIND is invoked while the provider is not in the ‘ready’ state, the
responder invokes RCF-PEER-ABORT; if the authentication level is ‘all’ and the
invocation of RCF-UNBIND cannot be authenticated, the responder ignores it; but
there is no situation in which the response to the invocation of RCF-UNBIND is to
return ‘negative result’.
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2 The result parameter is returned for the RCF-UNBIND operation, even though the

only permitted value is ‘positive result’, for consistency with other confirmed
operations.

3 RCF-UNBIND is a confirmed operation in order to provide a definite indication to the
initiator that the responder has performed the operation and the association is
released.

3.3.3 EFFECTS

The RCF-UNBIND operation shall have the following effects:

a) The association between the initiator and the responder shall he'released, apd the
initiator and the responder shall cease to communicate with each‘ather.

b) The provider shall transition to state 1 (‘unbound’).

¢) If unbind-reason is ‘end’, the provider may delete the service instange and
release its resources.

d) If unbind-reason is not ‘end’, the initiatarymay attempt to re-bind at any time
prior to the end of the service instance provision period.

NOTE - The performance of RCF-UNBIND' for a particular service instance dogs not
necessarily terminate the associated RCF production process (e.g., if unQind-
reason is not ‘end’ and the' delivery mode is complete online or if another
service instance is dependent on the production).
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3.4 RCF-START
341 PURPOSE

3.4.1.1 The user shall invoke the RCF-START operation to request that the provider begin
the delivery of telemetry frames.

3.4.1.2 The provider shall return a report of the outcome of the performance of the RCF-
START operation to the user.

3.4.1.3

D

Following a successful RCF-START, the provider shall deliver telemetry-framn

acquir
NOTH

1

3.4.1.4
(see 3

3.4.1.5
the fir

3.4.1.4
STOP

NOTH

3.4.1.

3.4.2

34.2.1

Y

ed from the space link to the user as quickly as those frames are available.
S

Frames are delivered to the user by means of the RCF-TRANSFER-DATA operati
(see 3.6).

Communications service delays may affect the rate atwhich available frames
delivered.

| All frames delivered following the RCF-START but prior to the next RCF-ST(
5) shall be delivered in the order in which theywere received from the space link.

b The user may specify, as parameters.@f the RCF-START invocation, the ERTs
5t and last telemetry frames that are to.be delivered by the provider.

The time parameters may be ehanged during an association by invoking an RC
followed by an RCF-START with new time parameters.

— This capability is intended primarily to support the offline delivery mode.

INVOCATION, RETURN, AND PARAMETERS

General

RCF-START is-valid only in state 2 (‘ready’) and shall be invoked only by the usgr.

€s

on

ire

of

F-

The par

motarc nf tho D
1<

as

a
TATTICTCT O U ot T

specified in table 3-4.

3.4.2.2

invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the

perfor
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Table 3-4: RCF-START Parameters

Th
in
3.4

Th
P

QD

3.4
va
be

3.4
as

4.2.3 performer-credentials

4.25 start-time

Parameter Invocation Return
invoker-credentials M
performer-credentials M
invoke-1D M M
start-time M
stop-time M
requested-global-VCID M
result M
diagnostic C

oker to authenticate the return from the performance:of RCF-START (see 3.1.4.1).

|.2.4 1nvoke-ID

e RCF service provider shall return unchanged the user-supplied value of the 1nvoK
fameter (see 3.1.6).

|.2.5.1 The value of the-start-time parameter shall be ‘null’, or it shall be
ue that indicates that-only frames with an ERT equal to or later than start-timg
delivered.

|.2.5.2 Forthe online delivery mode, only frames acquired during the space link g

time
3.1.2.5.3 For the offline delivery mode, the provider shall deliver all available fram

e performer-credentials parameter shall pravide information that enables the

e-1D

q time
b shall

ession

ociated with this service instance shall be delivered, regardless of the value of start-

bs that

meet the delivery criteria regardless of the space link session in which they were acquired.

3.4.25.4 For the online delivery mode, if start-time is ‘null’, the data transfer shall
begin with the next frame that is acquired from the space link.

3.4.2.5.5 For the offline delivery mode, start-time must not be ‘null’.

3.4.25.6 To be valid, start-time must satisfy the following criteria:
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a) for the online delivery mode, start-time must be equal to or later than the start
time of the service instance provision period for this service instance;

b) for the online delivery mode, start-time must be earlier than the end time of the
service instance provision period for this service instance;

c) start-time must be earlier than stop-time (see 3.4.2.6).

NOTE - The provider is able to deliver only frames that have been acquired from the

—_Space HNK. FOr example, i an ontine Service nstance, if star t—time is earfjier

than the start time of the space link session, the first frame that is deliveréed will
be the first frame acquired after the start of the space link session.

3.4.2.6 stop-time

3.4.2.6.1 The value of the stop-time parameter shall be ‘null’, orit-shall be a time value
that indicates that delivery of frames should cease when the next frame that would |be
delivefed has an ERT later than stop-time.

3.4.2.6.2 For the online delivery mode, only frames acguired during the space link session
associpted with this service instance shall be delivered, regardless of stop-time.

3.4.2.6.3 For the offline delivery mode, the provider shall deliver all available frames that
meet the delivery criteria regardless of the space\link session in which they were acquired.

3.4.2.6.4 For the online delivery mode, if-stop-time is ‘null’, the provider shall contirjue
to transfer all frames that are acquired:from the space link and satisfy the delivery critefia
until gither the user invokes an RCF-STOP operation or the association is released or abortgd.

3.4.2.6.5 For the offline delivery mode, stop-time must not be “null’.
3.4.2.6.6 To be valid, stop-time must satisfy the following criteria:

a) | stop-timémust be later than the start-time (see 3.4.2.5);

b)| for the<online delivery mode, stop-time, if not ‘null’, must be earlier than or equal
to thexend time of the service instance provision period for this service instance;

c) |_for the offline delivery mode, stop-time plus the offline processing latency mpst
be earlier than the current time.

NOTES

1 Offline processing latency is the length of time after a frame is acquired from the
space link before the frame or any fields contained in the frame is available for
retrieval using the offline delivery mode. The actual value of offline processing
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latency is negotiated between SLE Complex Management and SLE Utili
Management.

zation

Offline delivery is only available for frames that already have been acquired when

the RCF-START operation is invoked.

3.4.2.7 requested-global-VCID

3.4.2.7.1 The requested-global -VCID parameter shall identify the master channel or

Vil
the

N(

1

3.4

N(

3.4

tual channel that is to be provided to the user and shall consist of the TFVN, the SCI
VCID.

DTES

}.2.7.2 The TRVN-shall be a valid transfer frame version number defined by CCSD

DTE — At the time of issuance of this Recommended Standard, the only valid

|.2°7.3 The SCID shall be a valid spacecraft identifier as defined by CCSD

[21] d 41N
references[3}and-[4])-

The definitions of SCID and VCID depend on the TFVN. If the TFVN indicat
the virtual channel consists of TM Transfer Frames, then the-definitions of SC
VCID are as per reference [3]. If the frame version number indicates that the
channel consists of AOS Transfer Frames, then the definitions of SCID and VC
as per reference [4].

The physical channel is not specified directly<through the RCF service. Rath
selection of physical channel is determined through the service package,
specifies the RAF service instance that is consumed by the RFP-FG that is pro
the RCF service.

Depending on the configuration, for a given service instance, the selection of on
master channel or only one. \MC from a set of VCs (where the set may have a
member) or a single master channel plus a set of VCs is permitted. In c3
permitted GVCID list ‘eontains a master channel but no virtual channels fro
master channel, the Service user is not permitted to request a virtual channel frg
master channel.

were ‘00” (version 1) and ‘01’ (version 2) (see references [3] and [4]).

D, and

bs that
D and
virtual
ID are

er, the
which
jucing

ly one
single
se the
M that
m this

UJ

TFVN

5 (see

3.4.2.7.4 The VCID shall be a valid virtual channel identifier as defined by CCSDS (see
references [3] and [4]) or it shall be the value ‘any’. The value ‘any’ indicates that a master
channel, defined by the TFVN and the SCID, shall be provided by the RCF service.
Otherwise, a virtual channel shall be provided by the RCF service.
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3.428 result

The result parameter shall specify the result of the RCF-START operation and shall
contain one of the following values:

a) ‘positive result’—the RCF-START operation has been performed by the provider,
and the provider shall henceforth invoke RCF-TRANSFER-DATA operations as
needed to transfer to the user all available frames that meet the specified delivery
criteria;

b)| ‘negative result’—the RCF-START operation has not been performed -By ~the
provider, and the provider shall not invoke any RCF-TRANSFER-DATA o¢peératigns
even if frames are available.

3.4.2.9 diagnostic

3.4.2.9.1 If result is ‘negative result’, the diagnostic parameter shall be present|in

the refurn, and its value shall be one of the following:

a)| “duplicate Invoke-ID’—the value of the 1nvoke-=1D parameter is the same as the
invoke-ID of a previous, outstanding operation;

b)[ “out of service’—the provider has been taken out of service for an indefinite period|by
management action;

c)| ‘unable to comply’—the provider is<unable to transfer data at this time because of a
fault affecting the provider;

d)| ‘invalid start time’—the value of the start-time provided in the invocation is pot
valid;

e)| ‘invalid stop time’—the value of the stop-time provided in the invocation is ot
valid;

f) | *missing time)value’—for the offline delivery mode, the value of start-time
and/or stop-time was ‘null’;

g)| ‘invalid global-VCID’—the value specified for the requested-global-VCJD
parameter is not valid;

h) ‘other reason’—the reason for the negative result will have to be found by other
means.

3.4.29.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.
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343 EFFECTS

3.4.3.1 |If result is ‘positive result’, the RCF-START operation shall have the following
effects:

a) the provider shall transition to state 3 (‘active’);

b) in the ‘active’ state, the provider shall transfer frames to the user whenever they are
available and satisfy the delivery criteria.

3:}.3.2 If result is ‘negative result’, the RCF-START operation shall have the fol]owing
ects:

a) the provider shall remain in state 2 (‘ready’) and shall not deliver frames even |f they
are available;

b) if the diagnostic is ‘unable to comply’:

1) the user may re-invoke the RCF-START operation>at a later time within the
constraints of the service instance provision period;

2) if the provider’s SLE Complex Management determines that being ‘ungble to
comply’ is more than a transient problem,” the provider may invoke the| RCF-
PEER-ABORT operation.
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3.5 RCF-STOP
3.5.1 PURPOSE

3.5.1.1 The user shall invoke the RCF-STOP operation to request that the provider stop
delivering telemetry frames.

NOTE - W.ithin the constraints of the service provision period, the user may re-enable
frame delivery by invoking the RCF-START operation.

3.5.1.2 The provider shall provide a report of the outcome of the performance of the RGF-
STOP|operation to the user.

3.5.1.3 RCF-STOP is valid only in state 3 (“active”) and shall be invoked only-by the user.

3.5.2 | INVOCATION, RETURN, AND PARAMETERS
3.5.21 General
The parameters of the RCF-STOP operation shall be present in the invocation and returnfas

specified in table 3-5.

Table 3-5: RCF-STOP Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-I1D M M
result M
diagnostic C

3.5.2.2 invoker-credentials

The §nvoker-credentials parameter shall provide information that enables the
performer o authenticate the RCF-STOP invocation (See 3.1.4.1).

3.5.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-STOP (see 3.1.4.1).
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3.5.24 invoke-ID

The RCEF service provider shall return unchanged the user-supplied value of the invoke-I1D
parameter (see 3.1.6).

3525 result

The resullt parameter shall specify the result of the RCF-STOP operation and shall contain

on

3.8

3.5
the

3.
in

3.8

3.8

e of the following values:

a) ‘positive result’—the RCF-STOP operation has been performed by the providg
the delivery of telemetry frames to the user has ceased,;

b) ‘negative result’—the RCF-STOP operation has not been performed by the pr
for the reason specified by the diagnostic parameter, and.the delivery of tels
frames to the user continues.

.2.6 dragnostic

.2.6.1 If result is ‘negative result’, the diagnostic parameter shall be pre
return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of.theé 1nvoke-ID parameter is the same
invoke-ID of a previous, outstanding operation;

b) ‘other reason’—the reason for the negative result will have to be found by
means.

2.6.2 If result is ‘pesitive result’, the diagnostic parameter shall not be [
the return.

.3 EFFECTS

br, and

ovider
bmetry

sent in

as the

other

resent

.3.1 Ifxesult is ‘positive result’, the RCF-STOP operation shall have the following
effects:

a), the provider shall cease invoking RCF-TRANSFER-DATA operations;

3.5.3.2

b) the provider shall build an RcfTransferBuffer SLE PDU from the transfer
contents and pass this SLE PDU to the communication service in accordance w
provision of 3.1.9;

c) the provider shall transition to state 2 (‘ready’).

shall continue processing unchanged.

buffer
ith the

If result is ‘negative result’, the provider shall remain in state 3 (‘active’) and
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3.6 RCF-TRANSFER-DATA
3.6.1 PURPOSE

3.6.1.1 The provider shall invoke the RCF-TRANSFER-DATA operation to deliver a
telemetry frame to the user.

3.6.1.2 The RCF-TRANSFER-DATA operation shall be an unconfirmed operation.

NOTH - Although RCF-TRANSFER-DATA is an unconfirmed operation, it is assumeghthat
the communications service provides certain guarantees, as described in 1.31.

3.6.1.3 RCF-TRANSFER-DATA is valid only in state 3 (‘active’) and shal\ be invoked
only bl the provider.

3.6.2 | INVOCATION AND PARAMETERS
3.6.2.1 General

The parameters of the RCF-TRANSFER-DATA operation:shall be present in the invocatijon
as spegified in table 3-6.

Table 3-6: RCF-TRANSEFER-DATA Parameters

Parameters Invocation

invoker-credentials M

earth-receive-time

antenna~ 1D

data-link-continuity

private-annotation

gl =Gl =l =l -

data

3.6.2.2 Jinvoker-credentials

The 1Nvoker-credentials parameter shall provide information that enables the User to
authenticate the RCF-TRANSFER-DATA invocation (see 3.1.4.1).

3.6.2.3 earth-receive-time

The earth-receive-time parameter shall contain the UTC time at which the signal
event corresponding to the leading edge of the first bit of the attached sync marker that
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immediately preceded this telemetry frame was presented at the phase center of the antenna
used to acquire the frame.

NOTES

1

2

The first bit of the frame is the first bit following the attached sync marker.

In case of punctured coding, the number of symbols influenced by each information
bit is variable, depending on the puncture pattern. Missions applying such coding

3.6

3.6
W4

N(

3.6
ag

N(

3.6

3.6
fra
m3

3.6

need to take the resulting jitter of the earth-receive-time annotation with respect
beginning of the frame into account.

2.4 antenna-ID

2.4.1 The antenna-1D parameter shall indicate which antenpa of the SLE Cqg
s used to acquire the frame.

DTE — antenna-1D is provided specifically to identify the physical location y
the reference point for the earth-receive<time parameter.

2.4.2 SLE Complex Management and SLE dJtilization Management shall m
ree upon the allowable values for antenna-I'D* and their interpretation.

DTE — It is assumed that the value of the antenna-1D parameter is a reference
actual location information, which is provided outside the scope of this serv

2.5 data-link-continuity

25.1 The data-link-continuity parameter shall indicate whether the
m which the RCF was extracted was the direct successor of the previous frame
ister or virtual chaanel selected by means the RCF-START operation.

2.5.2 Thedata-1i1nk-continuity parameter shall contain an integer value:

a) awxalde of *-1’ shall indicate that this is the first frame after the start of produc
the selected channel is a master channel carrying AOS Transfer Frames and the

to the

mplex

sed as

itually

to the

ice.

frame
on the

ion or
refore

no information regarding a discontinuity on the channel can be provided.

NOTE - AOS Transfer Frames do not contain a master channel frame counter.

b) avalue of ‘([MCFC,, — MCFC,.; — 1] modulo 256)’ if the selected channel is a master
channel carrying TM Transfer Frames; MCFC,, is the master channel frame count of

the frame and MCFC,_; is the master channel frame count of the previous
delivered by the production process for the given master channel.

frame
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¢) avalue of ‘([VCFC, — VCFC,.; — 1] modulo 256)’ if the selected channel is a virtual
channel carrying TM Transfer Frames; VCFC, is the virtual channel frame count of
the frame and VCFC,.; is the virtual channel frame count of the previous frame
delivered by the production process for the given virtual channel.

d) avalue of ‘([VCFC, — VCFC,.1 — 1] modulo 16777216)’ if the selected channel is a
virtual channel carrying AOS Transfer Frames; VCFC,, is the virtual channel frame
count of the frame and VCFC, is the virtual channel frame count of the previous
frame delivered by the production process for the given virtual channel.

NOTH - The number of missing TM Transfer Frames reported is correct as long as-the gap
is less than 256 frames. For longer gaps it will normally be possible ta-resolve
the ambiguity resulting from the modulo 256 count based on the\ERT of the
frames and the nominal frame rate on the given master channel or virtual channel.
For AOS Transfer Frames, the likelihood of an incorrectly reported gap size is
much lower.

3.6.2.6 private-annotation

The private-annotation parameter shall be used to-convey additional information that
may bg associated with a frame:

a)| it may be set to ‘null’ to indicate that there iS'no private annotation;

b)[ if not ‘null’, there must be a prior arrangement between SLE Complex Management
and SLE Utilization Management regarding the contents and interpretation of this
parameter.

3.6.2.71 data

The value of the data parameter shall be the telemetry frame acquired by the provider from
the RAF channel for delivery to the user. The frame (i.e., a AOS transfer frame) is deliveled
to the user, without:any check symbols.

NOTH - Thewvalue of the data parameter does not include the attached sync marker.

3.6.3 LERFECTS

The RCF-TRANSFER-DATA operation shall have the following effects:

a) a telemetry frame acquired by the provider from the space link shall be delivered to
the user;

b) the provider shall remain in state 3 (‘active’).
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3.7 RCF-SYNC-NOTIFY
3.7.1 PURPOSE

3.7.1.1 The RCF service provider shall invoke the RCF-SYNC-NOTIFY operation to
notify the user of the occurrence of an event affecting the production of the RCF service.

NOTE - Notification of events may be of value to the user in understanding specific
provider behavior, such as an interruption in frame delivery.

3.71.1.2 The RCF-SYNC-NOTIFY operation shall be an unconfirmed operation.

3.1.1.3 The order in which the RCF-SYNC-NOTIFY and RCF-TRANSFER-DATA
opgrations are invoked shall reflect the actual chronology of events.

NQTE - For example, if an RCF-SYNC-NOTIFY operation is-invoked after one| RCF-
TRANSFER-DATA operation but before another, then'the event indicated [by the
notification occurred after the ERT of the frame associated with the pregeding
RCF-TRANSFER-DATA but before the ERT<0f ‘the frame associated wijth the
following RCF-TRANSFER-DATA.

3.71.1.4 RCF-SYNC-NOTIFY is valid only in state’3 (“active’) and shall be invoked gnly by
the provider.

3.7.2 INVOCATION AND PARAMETERS
3.71.21 General

The parameters of the RCF-SYNC-NOTIFY operation shall be present in the invocation as

specified in table 3-7.

Table 3-7: RCF-SYNC-NOTIFY Parameters

Parameter Invocation
invoker-credentials M
notification-type M

notification-value

3.7.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the user to
authenticate the RCF-SYNC-NOTIFY invocation (see 3.1.4.1).
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3.7.2.3 notification-type

The notification-type parameter shall indicate the event that the user is being
notified of, and its value shall be one of the following:

a) ‘loss of frame synchronization’—the delivery of frames has been interrupted because
the frame synchronization process is not able to synchronize to the stream of frames
from the space link:

€ notification shall be invoKed once IT the Trame synchronizer transitioned 1Irom
‘in-lock’ to ‘out-of-lock’ at least once during the lock status observation. period
that the provider applies for lock status monitoring; the length of the l6¢k stafus
observation period applied by the provider shall be documented;

2) the provider shall minimize the latency from the time the loss of frame
synchronization event occurs until the notification is invoked;

3) there shall be no explicit notification when the frame-Synchronizer transitigns
from ‘out-of-lock’ to ‘in-lock’; rather, the next invocation of RCF-TRANSFER-
DATA shall implicitly indicate the occurrence of that.event;

4) loss of frame synchronization notifications shall not be invoked in the offline
delivery mode;

NOTE - Because this notification refers*to processing of frames from the space
link, it may or may not indicate that frames were lost on the master
channel or virtual channelbeing provided by this instance of service.

b)| ‘production status change’—the status of RCF production has changed:
1) the notification shall be\invoked when the RCF production status changes;
2) the production status shall be ‘running’, *halted’, or ‘interrupted’ (see 3.7.2.4);

3) production status change notifications shall not be invoked in the offline delivery
mode;

c)| “‘data discarded due to excessive backlog’—some data was discarded by the RCF
servicé.provider, either because of timeliness considerations (timely online mode)|or
because of online frame buffer overflow (complete online mode):

t—if-dataare-discarded-twoor-more-times-in-arow withotut-a-stuccessfut-intervening
delivery of frames to the user, no more than one data discarded notification shall
be delivered to the user;

2) data discarded notifications shall not be invoked in the offline delivery mode;

d) ‘end of data’—the provider has no more data to send.
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NOTE - The ‘end of data’ notification is invoked in all delivery modes. For example,
for an online service instance, the space link session has ended, and there are
no more frames to be delivered; or, regardless of the delivery mode, all
available frames between the specified start and stop times (see 3.4) have
been delivered.

3.7.2.4 notification-value

3.1.2.4.1 The presence of the notification-value parameter in the return fromj RCF-
SYNC-NOTIFY shall be conditional on the value of notification-type.

3.1.24.2 If notification-type is ‘loss of frame synchronization’,| then
ngtification-value shall be present and shall convey the following information

a) the UTC time when the frame synchronizer transitioned from ‘in-lock’ to ‘¢ut-of-
lock’;

b) the current status of the carrier demodulation process,“which shall be ‘in-lock’, ‘out-
of-lock’, or ‘unknown’;

c) the current status of the subcarrier demodulation process, which shall be ‘intlock’,
‘out-of-lock’, ‘not in use’, or ‘unknown’;

d) the current status of the symbol synchronization process, which shall be ‘intlock’,
‘out-of-lock’, or ‘unknown’.

NOTE - The determinations..of ;the lock statuses of carrier demodulation, subgarrier
demodulation, and " symbol synchronization typically are basgd on
measurements that are integrated over some time period. To that extent, the
values reported here may reflect the statuses of the corresponding processes at
a time slightly earlier than the time when the notification is invoked.

3.1.24.3 If notification-type is ‘production status change’, thern the
ngtification>value parameter shall be present, and its value shall indicate the qurrent
production statts, which shall be one of the following:

=

a) unning’—the RCF production process is capable of processing a return spage link
physical channel, if available;

b) ‘halted’—the RCF production process is stopped and production equipment is out of
service, due to management action;

¢) ‘interrupted’—the RCF production process is stopped due to a fault.

3.7.24.4 If notification-type is ‘data discarded due to excessive backlog’ or ‘end
of data’, the notification-value parameter shall not be present.
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3.7.3 EFFECTS

The RCF-SYNC-NOTIFY operation shall have the following effects:
a) information about the occurrence of the specified event shall be delivered to the user;

b) the state of the provider shall not change.
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3.8 RCF-SCHEDULE-STATUS-REPORT
3.8.1 PURPOSE

3.8.1.1 The user shall invoke the RCF-SCHEDULE-STATUS-REPORT operation to
request that the provider send a status report either immediately or periodically or to stop the
sending of such reports.

3.8.1.2 The provider shall return a report of the outcome of the performance of the RCF-
SGHEDULE-STATUS-REPORT operation to the user.

3.8.1.3 The provider shall send the requested status report(s) by means_of the| RCF-
STATUS-REPORT operation (see 3.9).

3.8.1.4 Initially (i.e., whenever the RCF-BIND operation is performed and the provider
transitions from state 1 to state 2), periodic reporting shall be stopped-

3.8.1.5 When periodic reporting is enabled, the user may change the reporting perjod by
inyoking another RCF-SCHEDULE-STATUS-REPORT operation.

3.8.1.6 The RCF-SCHEDULE-STATUS-REPORT..operation shall be rejected by the
provider if this service instance is configured to the offline delivery mode.

3.8.1.7 The RCF-SCHEDULE-STATUS-REPORT operation is valid only in states 2
(‘ready’) and 3 (“active’).

3.8.1.8 The RCF-SCHEDULE-STATUS-REPORT operation shall be invoked only |by the
user.

3.8.2 INVOCATION, RETURN, AND PARAMETERS
3.8.2.1 General

The parameters)of the RCF-SCHEDULE-STATUS-REPORT operation shall be pregent in
the invocatiofrand return as specified in table 3-8.

3.8.2.2 invoker-credentials

performer to authenticate the RCF SCHEDULE STATUS REPORT mvocatlon (see 3 1.4.1).

3.8.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-SCHEDULE-STATUS-
REPORT (see 3.1.5).
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Table 3-8: RCF-SCHEDULE-STATUS-REPORT Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-I1D M M
report-request-type M
reporting-cycle C
result M
diagnostic C

3.8.24 invoke-ID

The pgerformer shall return unchanged the invoker-supplied yalue of the invoke-JD
paramgter (see 3.1.6).

3.8.2.% report-request-type

3.8.2.%.1 The report-request-type parameter shall specify how reporting shall [be
done, pnd its value shall be one of the following:

a)| ‘immediately’—send a single status-report immediately;
b)| ‘periodically’—send a status report every reporting-cycle seconds;

)| “stop’—do not send further status reports.

3.8.2.%.2 If report-reguest-type is ‘immediately’,

a) | the provider_ shall stop sending status reports after the immediate status report has
been sent;

b)| periodic.reporting may be restarted by means of another RCF-SCHEDULE-STATUS-
REPORT operation.

3.8.2.6 reporting-cycle

3.8.2.6.1 If the value of the report-request-type parameter is ‘periodically’, then
the reporting-cycle parameter shall be present and shall specify the requested interval
between status reports in seconds.

3.8.2.6.2 If the value of the report-request-type parameter is not ‘periodically’,
then the reporting-cycle parameter shall not be present.
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3.8.27 result

The result parameter shall specify the result of the RCF-SCHEDULE-STATUS-REPORT
operation, and its value shall be one of the following:

a) ‘positive result’—the RCF-SCHEDULE-STATUS-REPORT operation has been
performed, and the provider will send the requested report(s) or stop sending periodic
status reports;

D) Negative resull— the RCF-SCHEDULE-STATUS-REPORT operation has ndt been
performed for the reason specified in the diagnostic parameter. Theé\prgvious
setting for status reporting remains in effect.

3.8.2.8 diagnostic

3.8.2.8.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke~\D parameter is the same |as the
invoke-ID of a previous, outstanding operation;

b) ‘not supported in this delivery mode’—the; service instance is configured [to the
offline delivery mode;

c) ‘already stopped’—the provider is nat-currently providing periodic reports (applicable
only when report-request-=type is ‘stop’);

d) ‘invalid reporting cycle’—the yequested reporting-cycle value is outside the range
mutually agreed upon by SLE-Complex Management and SLE Utilization Management;

e) ‘other reason’—the reason for rejection of the operation will have to be found by other
means.

3.8.2.8.2 If result’ is ‘positive result’, the diagnostic parameter shall not be present
in the return.

3.8.3 EFFECTS

3.8.831 |If resultis ‘positive result’, the RCF-SCHEDULE-STATUS-REPORT opégration
shall have the following effects, depending on the value of the reporting-request-
type parameter:

a) if the value of reporting-request-type is ‘immediately’:
1) astatus report shall be sent immediately;

2) the sending of any previously requested periodic status reports shall cease;
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b) if the value of reporting-request-type is ‘periodically’:
1) astatus report shall sent immediately;

2) subsequent status reports shall be sent at the interval specified in the reporting-
cycle parameter;

c¢) if the value of reporting-request-type is ‘stop’, periodic status reporting shall
cease.

3.8.3.2 If result is ‘negative result’, the RCF-SCHEDULE-STATUS-REPORT
operation shall have no effect, and the previous setting for status reporting shall not ehange

3.8.3.3 The state of the provider shall not change.
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3.9 RCF-STATUS-REPORT
3.9.1 PURPOSE

3.9.1.1 The provider shall invoke the RCF-STATUS-REPORT operation to send a status
report to the user.

3.9.1.2 RCF-STATUS-REPORT shall be an unconfirmed operation.

3.9.1.3 Status reports shall be sent (or not sent) in accordance with user requests conveyed
bylmeans of the RCF-SCHEDULE-STATUS-REPORT operation (see 3.8).

3.9.1.4 The RCF-STATUS-REPORT operation is valid only in states 2/(“ready’) |and 3
(“dctive’) and shall be invoked only by the provider.
3.9.2 INVOCATION AND PARAMETERS
3.9.2.1 General

The parameters of the RCF-STATUS-REPORT operation shall be present in the invqcation

asispecified in table 3-9.

Table 3-9: RCF-STATUYS-REPORT Parameters

Parameters Invocation

invoker-credéntials M

number-of~frames-delivered

framersync-lock-status

symbol-sync-lock-status

subcarrier-lock-status

carrier-lock-status

2|22 2|2

production-status

3( 219 doentasal
R~ \A I RA " Re9 |

r\\lnl/ | -l
TV OIKCH

1)
P

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-STATUS-REPORT invocation (see 3.1.5).
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3.9.2.3 number-of-frames-delivered

The number-of-frames-delivered parameter shall specify the total number of
telemetry frames with the requested-global-VCID value that have been delivered to
the user since the start of the service instance provision period.

NOTE - This parameter is equivalent to the number of frames that an RCF service
instance with the same requested-global -VCID value would deliver to the
hile t o < il . .

3.9.24 frame-sync-lock-status

The filrame-sync-lock-status parameter shall specify the current lgck-status of the
frame | synchronization process, the value of which shall be ‘in-lock™, ‘out-of-lock’, [or

7

‘unknown’.

3.9.2.% symbol-sync-lock-status

The siymbol-sync-lock-status parameter shall specify the current lock status of the
symbdgl (or bit) synchronization process, the value of mthich shall be “in-lock’, ‘out-of-lock’,
or ‘unknown’.

3.9.2.6 subcarrier-lock-status

The subcarrier-lock-status_parameter shall specify the current lock status of the
subcatrier demodulation process,«the value of which shall be ‘in-lock’, ‘out-of-lock’, [or
‘unknpwn’.

3.9.2.7 carrier-lock-status

The cprrier-loek-status parameter shall specify the current lock status of the carrjier
demodulation {rocess, the value of which shall be ‘in-lock’, “out-of-lock’, ‘not in use’,|or

7

‘unknpwn’,

3.9.2.8 production-status

The production-status parameter shall specify the current status of RCF production,
the value of which shall be ‘running’, “halted’, or “interrupted’.

NOTE - See 3.7.2.4 for a description of the production-status values.
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3.9.3 EFFECTS

The RCF-STATUS-REPORT operation shall have the following effects:
a) status information shall be delivered to the user;

b) the state of the provider shall not change.
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3.10 RCF-GET-PARAMETER
3.10.1 PURPOSE

3.10.1.1 The user shall invoke the RCF-GET-PARAMETER operation to ascertain the value
of an RCF service parameter.

3.10.1.2 The provider shall return a report of the outcome of the performance of the RCF-
GET-PARAMETER operation to the user.

3.10.13 If the operation is successful, the current value of the specified RCFcservjce
paramgter shall be provided to the user in the return from the operation.

3.10.1}4 RCF-GET-PARAMETER is valid in state 2 (‘ready’) and state 3 (‘active’) and shall
be invpked only by the user.

3.10.2f INVOCATION, RETURN, AND PARAMETERS
3.10.2l1 General

The parameters of the RCF-GET-PARAMETER operation shall be present in the invocation

and refurn as specified in table 3-10.

Table 3-10: RCF-GET-PARAMETER Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-I1D M M
rcf-parameter M C
parameter-value C
result M
diagnostic C

3.10.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the RCF-GET-PARAMETER invocation (see 3.1.5).
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3.10.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of RCF-GET-PARAMETER (see
3.1.4.1).

3.10.2.4 invoke-ID

The performer shall return unchanged the invoker-supplied value of the Envoke-ID
pafameter (see 3.1.6).

QD

3.10.2.5 rcf-parameter

3.10.2.5.1 The rcf-parameter parameter shall specify the RCFkservice parameter whose
vajue is to be returned to the user, and its value shall be one of thé.values listed in table[3-11.

3.10.2.5.2 The rcf-parameter parameter is conditionally present in the return based on
th¢ result parameter:

a) if the value of result is ‘positive result’, rcF-parameter shall be present in the
return;

b) if the value of result is ‘negative result’, rcf-parameter shall not be pregent in
the return.

3.10.2.6 parameter-value

3.10.2.6.1 The parameter~value parameter shall contain the value for the pargmeter
specified by rcf-parameter as described in 3.10.2.5 and table 3-11.

3.10.2.6.2 The parameter-value parameter is conditionally present in the return| based
on/the resultparameter:

a) if thewalue of result is ‘positive result’, parameter-value shall be presgnt;

by<Jif the value of result is ‘negative result’, parameter-value shall pot be
present

3.10.2.7 result

The result parameter shall specify the result of the RCF-GET-PARAMETER operation
and shall contain one of the following values:

a) ‘positive result’—the RCF-GET-PARAMETER operation has been performed, and
the value of the specified RCF service parameter is provided in the return to the user;
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b) ‘negative result’—the RCF-GET-PARAMETER operation has not been performed
for the reason specified in the diagnostic parameter.

Table 3-11: RCF Parameters

Parameter Description

delivery-mode The delivery mode for this instance of RCF service, which is
set by service management (see 3.1.9): its value shall be
‘timely online delivery mode’, ‘complete online delivery mode],
or ‘offline delivery mode’

laterjcy-limit The maximum allowable delivery latency time (in-seconds) for

the online delivery mode, as defined in 3(1.91 (i.e., th
maximum delay from when the frame is_acquired by thf
provider until the RCF extracted from t\is delivered to th
user): the value of this parameter shalkbe ‘null’ if the deliver
mode is offline.

pernjitted-global-VCID-set The set of global VCIDs permitted for this RCF service
instance (see 3.4.2.7).

repofting-cycle The current setting of the reporting cycle for status reports
(see 3.8 and 3.9): the'value is ‘null’ if cyclic reporting is off,
otherwise it is the time (in seconds) between successive
RCF-STATUS-REPORT invocations (see 3.8).

requpsted-global-VCID If the provider is in state 3 (‘active’, the GVCID set by thI

RCF-START operation, used to determine which frames ar
selected for delivery. If the provider is not in state 3 (‘active’),
the\GVCID value returned shall be ‘undefined’.

retum-timeout-period The maximum time period (in seconds) permitted from when
a confirmed RCF operation is invoked until the return i$
received by the invoker (see 4.1.3).

trangfer-buffer-size The size of the transfer buffer: the value of this parameter

shall indicate the number of RCF-TRANSFER-DATA an$
RCF-SYNC-NOTIFY invocations that can be stored in th
transfer buffer. The precise specification of the transfer
buffer size may be found in 3.1.9.

3.10.2.8 dragnostic

3.10.2.8.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke-1D parameter is the same as the
invoke-ID of a previous, outstanding operation;
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b) ‘unknown parameter’—the value of rcf-parameter does not identify an RCF
parameter that is recognized by the service provider;

c) ‘other reason’—the reason for the negative result will have to be found by other
means.

3.10.2.8.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.

3.10.3 EFFECTS

3.10.3.1 If result is “positive result’, the value of the RCF parameter specified |in the
inyocation shall be provided to the user in the return.

3.10.3.2 If result is ‘negative result’, no RCF parameter value-shall be returned|to the
user.

3.10.3.3 The state of the provider shall not change.
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3.11 RCF-PEER-ABORT
3.11.1 PURPOSE

3.11.1.1 The user or provider shall invoke the RCF-PEER-ABORT operations to notify the
peer system that the local application detected an error that requires that the association
between them be terminated abnormally.

3.11.1.2 RCF-PEER-REPORT shall be an unconfirmed operation.

3.11.14{3 RCF-PEER-ABORT is valid only in states 2 (‘ready’) and 3 (“active’) and-may |be
invoked by either the user or the provider.
3.11.2 INVOCATION AND PARAMETERS
3.11.2l1 General

The pprameters of the RCF-PEER-ABORT operation shall be-present in the invocation|as

specified in table 3-12.

Table 3-12: RCF-PEER-ABQORT Parameters

Parameters Invocation

diagnostic M

3.11.212 diagnostic

The dliagnostic parameter shall specify why the RCF-PEER-ABORT is being invoked,
and itg value shall be one-of the following:

a)| ‘access denied’=—a responder with an identity as presented in the respondefr-
identifaer parameter of the RCF-BIND return is not known to the initiator (elg.,
the valug® of the responder-identifier parameter does not match the
authorized responder for any service instance known to the initiator);

b)| “unexpected responder ID’—the value of the responder-i1dentifier parameter
in the RCF-BIND return does not match the identity of the authorized responder for
this service instance as specified by service management;

c) ‘operational requirement’—the local system had to terminate the association to
accommodate some other operational need;

d) ‘protocol error’—the local application detected an error in the sequencing of RCF
service operations;
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e) ‘communications failure’—the communications service on the other side of a gateway
was disrupted;

NOTE - This diagnostic value is only applicable when the SLE applications are
communicating via a gateway.

f) ‘encoding error’—the local application detected an error in the encoding of one or
more operation parameters or did not recognize the operation;

gy Teturm timeout —the tocal—apptication detectedthatthe Tetorm fronT a confirmed
operation was not received within a specified time limit;

h) ‘end of service instance provision period’—the local application detécted that the
service instance provision period has ended and the initiator has notginvoked thg RCF-
UNBIND operation;

i) ‘unsolicited invoke-ID’—the local application received a retdrn-with an invoke-ID that
does not match the invoke-ID of any of the operations for which a return is pending;

J) ‘other reason’—the local application detected afyunspecified error during the
processing of one or more operations.

NOTE - RCF-PEER-ABORT does not carry an 1nvoker-credentials pargmeter.
It is conceivable that an intruder may use the RCF-PER-ABORT operatioh for a
denial-of-service attack. If an intruder has that capability, then a denial-of-gervice
attack can be much more easily accomplished by disrupting communicatigns at a
layer lower than the applications layer. Therefore, authentication of RCF-PEER-
ABORT would not praovide improved protections against such attacks.

3.11.3 EFFECTS

The RCF-PEER-ABORT ‘operation shall have the following effects:

a) the association’ shall be aborted, and the user and the provider shall cepse to
communicCate with each other;

b) the pravider shall transition to state 1 (*‘unbound’);

c). the provider shall discard the contents of the transfer buffer;

dYy statistical information reguired for the generation of the status report shall be rdétained

throughout the service instance provision period.
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4 RCFPROTOCOL
4.1 GENERIC PROTOCOL CHARACTERISTICS

NOTE - This section specifies the handling of invalid SLE-PDUs and other failures
affecting the protocol.

411 UNEXPECTED PROTOCOL DATA UNIT

If the peer application invokes an operation not allowed in the current state of the perfprmer,
the performer shall abort the association by invoking the RCF-PEER-ABORT operation with
the diagnostic parameter set to “protocol error’.

4.1.2 INVALID PROTOCOL DATA UNIT

If the application receives an invocation or return that contains.an” unrecognized opgration
type, contains a parameter of the wrong type, or is otherwise net decodable, the application
sh}ll abort the association by invoking the RCF-PEER-ABORT operation with the

dijagnostic parameter set to ‘encoding error’.

4.1.3 MISSING RETURN

Far confirmed operations, if the invoker .does not receive the return from the performer
within a timeout period specified byxSérvice management, the invoker shall abagrt the
asgociation by invoking the RCR-PEER-ABORT operation with the diagnqgstic
pafameter set to ‘return timeout’.

NOTES

1 The timeout period shall be chosen taking into account performance of user and
provider appfications as well as the delays introduced by the undgrlying
communijeations service.

2 In order to provide responsive service and short timeout periods, the generation|of the
retarn from an operation must not depend on any human interaction.

3 After invoking the RCF-UNBIND operation, the initiator must not invoke any further
operations with the exception of the case addressed In 3.3.1.4 nor send any returns.
The responder is not required to send any pending returns after having received the
RCF-UNBIND invocation. Therefore, following an RCF-UNBIND invocation, the
‘missing return’ event may occur.
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4.1.4 UNSOLICITED RETURN

If the application receives a return with an 1nvoke-1D parameter value that does not
correspond to any invocation for which a return is still pending, the application shall abort the
association by invoking the RCF-PEER-ABORT operation with the diagnostic
parameter set to ‘unsolicited Invoke-1D’.

415 COMMUNICATIONS FAILURE

4.15.1 Every SLE entity (i.e., every SLE user or provider) that is in an association (boufd)
with @ peer SLE entity shall maintain knowledge of the health of the communicatigns
interfdce with the peer.

4.1.5.2 Every SLE implementation shall provide that, for every associatign, the two SLE
entities in the association maintain a consistent view of the health of the communicatigns
interfgce between them.

4.15.3 If an SLE entity determines that communications with, the peer SLE entity hgve
been disrupted (e.g., because of a communications service falilt), then the SLE entity shall
consider that the association with the peer has been aborted:

NOTH - The exact criteria for determining when_ ¢ommunications have been disrupted
may depend on the characteristics of the underlying communications service gnd
may be specific to a given implementation. However, every RCF user gnd
provider implementation shall -provide for monitoring the health of the
communications interface and for ensuring that the user and the provider have a
consistent view of the healthtof the communications interface. If the underlying
communications service ‘does not intrinsically provide such a capability, the
transmission of a periedic ‘heartbeat’ indicator or equivalent may need to |be
implemented.

4.1.5.4 Occurrence of the-above-described communications failure event shall be referfed
to as g ‘protocol abort™

4.15.% Subsequent to a ‘protocol abort’ event:

a) | the RCF provider shall transition to state 1 (‘unbound’);

b)| heither the user nor the provider shall attempt further communications with the pger
except that the initiator may attempt to re-establish the association by invoking the
RCF-BIND operation;

c) the provider shall discard the contents of the transfer buffer;

d) the values of RCF service parameters shall return to the initial values set by service
management for that service instance; and
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e) statistical information required for the generation of the status report shall be retained
throughout the service instance provision period.

416 ACCESS CONTROL

4.1.6.1 The initiator of an association shall present its own identity in the initiator-
identifier parameter of the RCF-BIND invocation.

41.6.2 If the RCF-BIND operation is invoked with a value of initiator-
entifier that is not known to the responder, the responder shall not make anyattempt
to |authenticate that invocation. Instead, the responder shall generate an RCF-BIND |return
with result set to ‘negative result’, diagnostic set to ‘access~.denied], and
performer-credentials set to ‘unused’.

4.1.6.3 |If the value of Initiator-identifier is known to “the respondar, the
regponder shall attempt to authenticate the RCF-BIND invocation.(see 3.1.5) as requifed for
the given initiator. If authentication succeeds but the initiator is;not the authorized initiator
for the service instance indicated in the service-instance-identifier paramgter of
th¢ RCF-BIND invocation, the responder shall generate an RCF-BIND return with rgsult
sef to ‘negative result’ and diagnostic set to ‘service instance not accessible {o this
initiator’.

NOQTE - |If authentication fails, the responder shall behave as specified in 4.1{7. If
authentication is not required for:the given initiator, it shall be as if authentication
was successful.

4.1.6.4 If the initiator receives aniRCF-BIND return with a responder-identifier
vajue that is not known to the initiator, the initiator shall not make any attempt to authepticate
this return but shall aborti‘the association by invoking RCF-PEER-ABORT| with
djagnostic set to “access-denied’.

4.1.6.5 If the initiator receives an RCF-BIND return with a responder-identifier
vajue that is knowrTto the initiator, the initiator shall attempt to authenticate the RCF{BIND
rejurn (see 3.1.5)"as required for the given responder. If authentication succeeds Qut the
rg@sponder<identifier is not the authorized responder for this service instapce as
specifiedsby service management, the initiator shall abort the association by means |of the
RCF-PEER-ABORT operation with diagnostic set to ‘unexpected responder 1D’.

NOTE - |If authentication fails, the initiator shall behave as specified in 4.1.7. If
authentication is not required for the given responder, it shall be as if
authentication was successful.

4.1.7 FAILING AUTHENTICATION

4.1.7.1 An incoming invocation or return shall be ignored if the credentials parameter
cannot be authenticated when, by management arrangement, credentials are required.
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4.1.7.2 If an invocation is ignored, the operation shall not be performed, and a report of the
outcome shall not be returned to the invoker.

4.1.7.3 If areturn is ignored, it shall be as if no report of the outcome of the operation has
been received.

4.2 RCF SERVICE PROVIDER BEHAVIOR

4.2.1 | GENERAL REQUIREMENTS

4.2.1.1 The behavior of the RCF service provider shall conform to the state ‘transition
matrix specified in table 4-1.

4.2.1.2 All actions including state transitions specified for given state and a given event
shall e performed before a subsequent event is considered.

4.2.1.3 SLE-PDUs shall be sent in the sequence specified in table 4-1.

4.2.1.4 Implementations shall ensure that events are not lost‘while an earlier event is being
procegsed but are buffered in first-in first-out order for pracessing as soon as processing|of
the earlier event has completed.

4.2.1.% The state transition matrix specified in table 4-1 represents one instance of servjce
and thus one association. Once the association-is-established, if an RCF-BIND invocation for
a diffgrent association but for the same service instance is received, it shall be rejected thh

an RCF-BIND return with the result parameter set to ‘negative result’” and the
diaghostic parameter set to ‘already bound’. This event shall not affect the association
already in place.

4.2.2 | STATE TRANSITION TABLE
NOTHS

1 The state Specifies operation interactions and state transitions for the service provider
in itsJol€ as either initiator or responder.

2 The leftmost column simply numbers the rows of the table.

3 The second column of the state lists all incoming events. Where these events
correspond to the arrival of an incoming SLE-PDU, the ASN.1 type defined for this
SLE-PDU in annex A is indicated in parentheses ().

4 Where an event is internal to the provider, its description is put in single quotation
marks “ ’. These events are defined in table 4-2.

CCSDS 911.2-B-2 Page 4-4 January 2010

© 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=5f9f709762aae061dc1006b650dd2a21

ISO 22670:2013(E)

CCSDS RECOMMENDED STANDARD FOR SLE RCF SERVICE

The three columns (one column per state) on the right side of the specify the be
the provider will exhibit, which depends on the current state and the incoming

havior
event.

In some cases, the behavior in addition depends on Boolean conditions, also referred

to as predicates. Such conditions are put in double quotation marks * ”.
predicates are defined in table 4-3. Predicates that are simple Boolean variab

The
les set

only by that state machine itself are referred to as Boolean flags and specified in table
4-4. The dependency on a predicate is presented in form of an IF <condition> THEN

<action> [ELSEIF <condition> THEN <action>] ELSE <action> clause.

10

11

If the action given in the table is simply to send a specific SLE-PDU, that is.ing
by the appearance of the name of ASN.1 type of the SLE-PDU tp'be §
parentheses (). If that SLE-PDU is a return, the name may be preceded by th
symbol (‘+’) to indicate that result is ‘positive result’ or by the-negative s
(“-’) to indicate ‘negative result’. Where several actions are to be)taken (referre
a ‘compound action’), the name of the compound action is.put in curly brace
The individual actions making up each compound action are.identified in table 4

‘Not applicable’ is stated where the given event caionly occur in the give
because of an implementation error on the providet.side.

Where the consequences of an incoming event-are not visible to the user becad
provider does not send any SLE-PDU in reaction to the given event, the action
in square brackets [].

State transitions are indicated bycan arrow and the number of the state that v
entered; for example, = 1 indicates the transition to state 1.

The actions to be taken and-the state transition are considered to be one atomic
The sequence shown dnthe table is irrelevant except that SLE-PDUs shall be
the sequence stated-inthe table.

Whenever the-provider invokes a confirmed operation with invoke-1D set t
it shall starf-an associated return <n> timer. Should this timer expire before the
<n> is received, the provider shall invoke RCF-PEER-ABORT.

icated
ent in
e plus
ymbol
d to as
s { }.
|-5.

1 state

se the
is put

vill be

hction.
sent in

D <n>,
return
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Table 4-1: Provider Behavior
No. Incoming Event Unbound ( State 1) Ready (State 2) Active (State 3)
1 ‘start of service ingtance provision IF “provider initiated” Not applicable Not applicgble
period’ THEN {invoke bind} >1
ELSE [ignore] 2>1
2 ‘return <n> timer gxpired’ IF “bind pending” {peer abort ‘return timeout’} > 1 {peer abort|‘return timeout’} > 1
THEN {return timeout} 2>1
IF “provision period”
THEN {invoke bind}
ELSE [ignore]
ELSE Not applicable 2>1
3 (-rcfBindReturn) IF “bind pending” {p€er-abort ‘protocol error} > 1 {peer abort|‘protocol error} > 1
THEN set “bind pending” FALSE > 1
stop return <n> timer
IF “retry permitted”
THEN {invoke bind}
ELSE release resources
ELSE [ignore] 2>1
4 (+rcfBindReturn) IF “bind pending” {peer abort ‘protocol error} > 1 {peer abort|‘protocol error} > 1
THEN set “bindtpending” FALSE > 2
stop peturn <n> timer
IF NOT*compatible”
THEN {invoke unbind}
ELSE [ignore]
ELSE [ignore] 2>1
5 (rcfBindInvocation IF “provider initiated” {peer abort ‘protocol error} > 1 {peer abort|‘protocol error} > 1
THEN [ignore] 2>1
ELSE IF “positive result”
THEN (+rcfBindReturn) >2
ELSE (-rcfBindReturn) 2>1
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No. Incoming Event Unbound ( State 1) Ready (State 2) Active (State 3)
6 ‘end of service instance provision [ignore] IF “provider initiated” {peer.abort|‘end of service instance
period’ THEN {invoke unbind} >2 provision period’} > 1
ELSE {peer abort ‘end of service
instance provision period’} 2>
1
7 (rcfUnbindReturn) [ignore] IF “unbind pending” {peer abort|‘protocol error} > 1
THEN {provider unbind} > 1
IF “done”
THEN releaseresources
ELSE [ignadre]
ELSE {peer abort ‘protocol error’} >
1
8 (rcfUnbindInvocation) [ignore] IF “providerinitiated” {peer abort|'protocol error} > 1
THEN {peer abort ‘protocol error'} >
1
ELSE {user unbind} 2>1
IF “end”
THEN release resources
ELSE [ignore]
9 (rcfStartinvocatior]) [ignore] IF “unbind pending” {peer abort|‘protocol error} > 1
THEN {peer abort ‘protocol error'} >
1
ELSE IF “positive result”
THEN (+rcfStartReturn) ->3
initialize transfer buffer
ELSE (-rcfStartReturn) >2
10 (rcfStoplnvocation) [ignore} {peer abort ‘protocol error} > 1 IF “positive|result”
“complete online”|or “offline” delivery THEN 22
mode IF (NOT fbuffer empty”)
THEN {tfansmit buffer}
(+fcfStopReturn)
ELSE (+fcfStopReturn)
ELSE (-rcf$topReturn) >3
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No. Incoming Event Unbound ( State 1) Ready (State 2) Active (State 3)
11 (rcfStoplinvocation) [ignore] {peer abort ‘protocol error} > 1 IF “pasitive|result”
“timely online” delfvery mode THEN >2
IF (NOT “bpffer empty”)
THEN [pass buffer contents}
(+r¢fStopReturn)
ELSE [+rcfStopReturn)
ELSE (-rcf$topReturn) >3
12 ‘data available’, Not applicable Not applicable IF “buffer f:r”"
“offline” delivery mjode THEN {transmit buffer} >3
{ins¢rt annotated frame}
ELSE {insdrt annotated frame}
>3
13 ‘data available’, Not applicable Not applicable IF “buffer f:r”"
“complete online” felivery mode THEN {transmit buffer} >3
{ins¢rt annotated frame}
{staft release timer}
ELSE IF “buffer empty”
THEN {ins¢rt annotated frame}-> 3
{star} release timer}
ELSE {insdrt annotated frame}
>3
14 ‘data available’, Not applicable Not applicable IF “buffer fdill”
“timely online” delfvery mode THEN {pasfs buffer contents} > 3
IF “congested”
THEN {increment buffer size by
one}
{sync notify ‘data
discarded’}
{Insert annotated frame}
{start release timer}
ELSE {ipsert annotated frame}
{ptart release timer}
ELSE IF “buffer empty”
THEN {insert annotated frame}
>3
{star} release timer}
ELSE {insert annotated frame}
>3

0102 Arenuer
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No.

Incoming Event

UOnbound ( State 1)

Ready (State 2)

ActlvF(qute 3)

15

‘release timer exp

red’,

“timely online” deljvery mode

Not applicable

Not applicable

{pass buffer contents} >3
IF fcongesied”

THEN {inc
one
{syn
{stal
ELSE [igng

ment buffer size by
}

ic notify ‘data discarded’}
[t release timer}
re]

16

‘release timer exp
“complete online”

red’,
Helivery mode

Not applicable

Not applicable

{transmit b

iffer} >3

17

‘end of data’,

“timely online” deljvery mode

Not applicable

Not applicable

IF “buffer fll”

THEN {pas
IF “cond
THEN {

q

{syn

s buffer contents} > 3
ested”
tync notify ‘data
iscarded’}

notify ‘end of data’}

{tranpmit buffer}
ELSE {gync notify ‘end of data’}

{

{tranpmit buffer}

ELSE
{sync n
{transm

>3
tify ‘end of data’}
t buffer}

18

‘end of data’,
“complete online”
“offline” delivery nj

Helivery mode or
ode

Not applicable

Not applicable

IF “buffer frT

THEN ({tra

{sync notif]
{trans

ELSE {syn
{tran

I”

smit buffer} >3
v ‘end of data’}

mit buffer}

L notify ‘end of data’} > 3
smit buffer}
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No. Incoming Event Unbound ( State 1) Ready (State 2) ActlvF(qute 3)
19 ‘loss of frame syng¢hronization’, Not applicable [ignore] >2 IF “buffer flllll”
“timely online” delfvery mode THEN'{pasfs buffer contents} > 3
IF “congested”
THEN {$ync notify ‘data
discarded’}
{starf release timer}
{syn¢ notify ‘loss of frame
sync’}
ELSE {gync notify ‘loss of frame
sync’}
{starf release timer}
ELSE IF “buffer empty”
THEN {syn[ notify ‘loss of frame
sync{} >3
{start re|ease timer}
ELSE {syn¢ notify ‘loss of frame
qync’} >3
20 ‘loss of frame syng¢hronization’, Not applicable [ignore] >2 IF “buffer fyll”
“complete online” felivery mode THEN {trarTsmit buffer} >3
{sync n¢tify ‘loss of frame sync’}
{start release timer}
ELSE IF “buffer empty”
THEN {syn[ notify ‘loss of frame
synd{} ->3
{start re|ease timer}
ELSE {syn¢ notify ‘loss of frame
gync’} >3
21 ‘production status|change’, Not.applicable IF NOT “unbind pending” {sync notify ‘production status

“timely online” deljvery mode or
“complete online” felivery mode

THEN {sync notify ‘production
status change’} >2

ELSE [ignore] 2>2

change’} ->3
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No. Incoming Event Unbound ( State 1) Ready (State 2) Active (State 3)
22 (rcfScheduleStatugReportinvocation) | [ignore] IF “positive result” IF “pasitive|result”
THEN (+rcfScheduleStatusReport) THEN (+rcfScheduleStatusReport)
>2 >3
IF “immediately” IF “immgdiately”
THEN {immediate report} THEN {jmmediate report}
ELSE IF “periodically” ELSE If “periodically”
THEN {periodic report} THEN {periodic report}
ELSE stop reporting-cycle timer ELSE sfop reporting-cycle timer
ELSE >2 ELSE >3
(-rcfScheduleStatusReportReturn) (-rcfScheduleStatusReportReturn)
23 ‘reporting-cycle timer expired’ Not applicable {periodic report} >2 {periodic rgport} >3
24 (rcfGetParameterlpvocation) [ignore] IF “positive, result” IF “positive|result”
THEN((+refGetParameterReturn) THEN (+rc{GetParameterReturn)
>2 >3
ELSE (-rcfGetParameterReturn) ELSE (-rcfGetParameterReturn)
>2 >3
25 (rcfPeerAbortinvogation) [ignore] {clean up} 2>1 {clean up} 2>1
26 ‘invalid SLE-PDU’ [ignore] {peer abort (‘encoding error’)} > 1 {peer abort|(‘encoding error’)} > 1
27 ‘return SLE-PDU with unsolicited [ignore] {peer abort (‘unsolicited Invoke-ID’)} {peer abort|(‘unsolicited Invoke-ID’)}
Invoke-ID’ 2>1 2>1
28 ‘protocol abort’ [ignore] {clean up} 2>1 {clean up} 2>1
29 ‘not authenticated|SLE-PDU’ [ignore] 2>1 [ignore] 2>2 [ignore] ->3
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Table 4-2: Event Description References

Event Reference
‘data available’ 3.1.9.1.2,
3.1.9.2.2,3.1.9.3.2
‘end of data’ 3.7.2.3
‘bl Iul Uf OFCI VibU il Ibidl 10T plUVibiUII PCl iUU” 31 1 22
‘invalid protocol data unit’ 41.2
‘loss of frame synchronization’ 3.7.2.3
‘not authenticated SLE-PDU’ 4.1.7
‘production status change’ 3.7.23
‘release timer expired’ 3.1.9.14,3.1.9.2.6
‘reporting-cycle timer expired’ 3.8.2.6
‘return SLE-PDU with unsolicited Invoke-ID’ 41.4
‘return <n> timer expired’ 44.3
‘start of service instance provision period’ 1.6.1.7.15
Table 4-3: Predicate Descriptions
Predicate Evaluates to TRUE if
“buffef empty” There are no RCF SLE-RDUS in the transfer buffer
“buffef full” The transfer buffer,-canhot accommodate the currently available annotatgd
frame or synchronqus-notification
‘compatible” The version number contained in (+rcfBindReturn) is supported by the provider
“‘complete online” | Delivery mode-is complete online
“done The unbind-reason parameter value in the provider-initiated BIND invocatipn
was ‘end’
“‘end” All.checks on the UNBIND invocation are passed and the unbind-reaspn
parameter value is ‘end’
‘immgdiately” All parameter checks on the RCF-SCHEDULE-STATUS-REPORT are passed
and the report-request-type value is ‘immediately’
“offling” Delivery mode is offline
“onliné” Delivery mode is timely online or complete online
“periodically” All parameter checks on the RCF-SCHEDULE-STATUS-REPORT are passed
and the report-request-type value is ‘periodically’
“positive result” All checks on the invocation are passed
“provider The RCF-BIND operation is specified to be initiated by the provider for this
initiated” service instance

“provision period

“retry permitted” | The diagnostic value contained in the (-rcfBindReturn) is ‘unable to comply’ or ‘other’,
and the service instance provision period is still active

Current time is inside the service instance provision period
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Predicate Evaluates to TRUE if
“timely online” Delivery mode is timely online

Table 4-4: Boolean Flags

Flag Name Initial Value
“bind pending” FALSE
“congested” FALSE
“unbind pending” FALSE

Table 4-5: Compound Action Definitions

Name Actions Performed

{clean up} stop release timer

stop all return timers

stop reporting-cycle timer

reinitialize transfer buffer

reset parameter values to-those specified in service package

{immediate report} (rcfStatusReportinvocation)
stop reporting-cycle-timer

{insert annotated frame} annotate the available frame with the parameters of the RCF-
TRANSFER-DATA operation

insert the-annotated frame into the transfer buffer

{invoke bind} (refBindinvocation)
set “bind pending” to TRUE
start return <n> timer

{invoke unbind} (rcfUnbindInvocation)

stop reporting-cycle timer

set “unbind pending” to TRUE
start return <n> timer

{pass bufferigontents} stop release timer

submit contents of transfer buffer to underlying communications
service

IF successful

THEN set “congested” to FALSE

ELSE set “congested” to TRUE

reinitialize transfer buffer using the nominal size

{peer abort ‘xxxx’} stop release timer

stop all return timers

stop reporting-cycle timer

reinitialize transfer buffer

(rcfPeerAbortinvocation) with diagnostic set to ‘xxxx’
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Name Actions Performed

{periodic report} (rcfStatusReportinvocation)

set reporting-cycle timer to the reporting-cycle value in the
most recent SCHEDULE-STATUS-REPORT invocation

start reporting-cycle timer

{provider unbind} set “unbind pending” to FALSE
stop all return timers

{return timeout} (rcfPeerAbortinvocation) with diagnostic ‘return timeout’
set “bind pending” to FALSE
set “unbind pending” to FALSE

{start release timer} set release timer to latency limit
start release timer

{syn¢ notify ‘xxxx’} create an RCF synchronous notification with notification-typ¢g
set to ‘Xxxx’

insert the notification into the transfer buffer

{transmit buffer} stop release timer

submit the contents of transfer buffer to‘underlying communications
service

until accepted by that service
reinitialize transfer buffer using‘nominal size

{usef unbind} stop reporting-cycle timer
stop all return timers
(refUnbindReturn)
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ANNEX A
DATA TYPE DEFINITIONS

(NORMATIVE)

Al INTRODUCTION

Al.1 This annex defines the data types that are used by the RCF service. It is intended to
provide a clear specification of these data types and to avoid ambiguity. It is notcintended to
copstrain how these data types are implemented or encoded. These definitions'are stitable
for inclusion in any type of ASN.1-based protocol that implements the RCE-Service.

Al.2 The data type definitions are presented in seven ASN.1 modules,

Al1.3 Subsection A2.1 contains basic types that are commof_with other SLE Transfer
Services. As more services become specified by CCSDS, further types may be added [to this
maodule or existing types may be extended. However, thap eventuality is not expegted to
inyalidate the module in its present form because it.is“expected that an implementation
compliant with a future extended version of this medule will be interoperable wjith an
implementation based on its present version.

Al.4 Subsection A2.2 specifies the SLE-RDUs exchanged between an SLE user gand an
SUE provider application in order to establish, release or abort an association. They are
common among SLE transfer service types.

Al5 Subsection A2.3 specifies_SLE-PDUs related to invocations and returns that are
common to SLE transfer service types.

Al.6 Subsection A2.5 'specifies data types specific to the RCF service. In part| these
specific types are derived from types specified in A2.1 by means of subtyping.

Al.7 Subsection)A2.4 specifies the format of the Service Instance Identifiers.

Al1.8 Subsection A2.6 specifies all incoming (from a provider point of view) SLE-PDUSs.
Where applicable, these SLE-PDUs are mapped to the generic SLE-PDUs defined in A2.2
and A2.3.

Al1.9 Subsection A2.7 specifies in the same way the outgoing SLE-PDUSs.

A1.10 Although subsections A2.2, A2.3, A2.6 and A2.7 define the SLE-PDUs that will be
exchanged between the SLE provider and user applications, they shall not be interpreted as
requiring that these SLE-PDUs shall be completely mapped to the user data field of the
underlying communications protocol. For example, depending on the communications
protocol(s) used, part of the SLE-PDUs may be used to determine the appropriate setting of
protocol control information.
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