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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not
considered binding on any Agency.
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ers.  Endorsement of this Recommendation is entirely voluntary. Endorsemeg
er, indicates the following understandings:

accord with the relevant Recommended Standard. Establishing,stch a standg
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Whenever a member establishes a CCSDS-related standard, that member W
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-- The standard itself.
-- The anticipated date of initial operational Capability.
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FOREWORD

This document is a technical Recommendation for use in developing flight and ground
systems for space missions and has been prepared by the Consultative Committee for Space
Data Systems (CCSDS). The Advanced Orbiting Systems (AOS) Space Data Link Protocol
described herein is intended for missions that are cross-supported between Agencies of the
CCSDS.

Atfentions-deawnto-the possibibibthatsomeoftheelements ol this-document-man-be the
subject of patent rights. CCSDS has processes for identifying patent issues and for'Securing
frqm the patent holder agreement that all licensing policies are reasonable.dand non-
digcriminatory. However, CCSDS does not have a patent law staff, and CCSDS ‘shall jnot be
held responsible for identifying any or all such patent rights.

—_

Through the process of normal evolution, it is expected that ¢Xpansion, deletipn, or
m¢dification of this document may occur. This Recommended Standard is therefore qubject
to| CCSDS document management and change control procedures, which are defined in
Onganization and Processes for the Consultative Committee for Space Data Systems
(CICSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the GCSDS
WED site:

http://www.cesds.org/

Questions relating to the contents or status of this document should be sent to the GCSDS
Serretariat at the e-mail address indicated-on page i.
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1 INTRODUCTION

1.1 PURPOSE

The purpose of this Recommended Standard is to specify the Advanced Orbiting Systems
(AOS) Space Data Link Protocol. This protocol is a Data Link Layer protocol (see
reference [1]) to be used over space-to-ground, ground-to-space, or space-to-space
communications links by space missions.

1.2 SCOPE

This Recommended Standard defines the AOS Space Data Link Protocol in terms of:
a) the services provided to the users of this protocol;
b) the protocol data units employed by the protocol; and

c) the procedures performed by the protocol.

It does not specify:

a) individual implementations or products;

b) the implementation of service interfaces.within real systems;

c) the methods or technologies requiredto perform the procedures; or

d) the management activities required to configure and control the protocol.

1.3 APPLICABILITY

THis Recommended Standard applies to the creation of Agency standards and to futuge data
communications ovet-space links between Consultative Committee for Space Data Systems
(CICSDS) Agencies in cross-support situations. The Recommended Standard includes
comprehensive specification of the services and protocol for inter-Agency cross support. It is
nejther a specification of, nor a design for, real systems that may be implemented for existing
or [futuresmissions.

THe‘Recommended Standard specified in this document is to be invoked through the ormal
standards programs of each CCSDS Agency and is applicable to those missions for which
cross support based on capabilities described in this Recommended Standard is anticipated.
Where mandatory capabilities are clearly indicated in sections of the Recommended
Standard, they must be implemented when this document is used as a basis for cross support.
Where options are allowed or implied, implementation of these options is subject to specific
bilateral cross support agreements between the Agencies involved.

CCSDS 732.0-B-3 Page 1-1 September 2015
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1.4 RATIONALE

The CCSDS believes it is important to document the rationale underlying the
recommendations chosen, so that future evaluations of proposed changes or improvements
will not lose sight of previous decisions.

1.5 DOCUMENT STRUCTURE

This d
a)

g)
h

N

1.6

16.1

16.1.1

This R
use of]

ocument is divided into six numbered sections and three annexes:

section 1 presents the purpose, scope, applicability and rationalerof t
Recommended Standard and lists the conventions, definitions, and references us
throughout the Recommended Standard;

section 2 provides an overview of the AOS Space Data Link Protacol;
section 3 defines the services provided by the protocol entity;

section 4 specifies the protocol data units and procedures employed by the proto
entity;

section 5 specifies the managed parameters used by the protocol entity;

section 6 specifies the protocol entity with support for the Space Data Link Secur
Protocol;

annex A lists all acronyms used withir-this document;

annex B provides a list of informative references.

CONVENTIONS AND.DEFINITIONS
DEFINITIONS

Definitions from the Open Systems Interconnection (OSI) Basic Reference
Model

lecomimended Standard makes use of a number of terms defined in reference [1]. T
those terms in this Recommended Standard is to be understood in a generic sense, 1

his
ed

tol

ity

he

in the

P4 thaot tlhnon ¢ 1 1 arall Al Ll ¢ 1 £ 1ot £ 4 Lol > £
QUIISL UIAdl UIUSLU LIS div 5\411\41011)’ aPPlanUlU W auy vl a Vall\./L_y Ul L\.«L«llllUlUslbD L

provide for the exchange of information between real systems. Those terms are:

a)
b)
c)
d)

blocking;
connection;
Data Link Layer;

entity;

hat
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e) flow control;
f) Network Layer;
g) peer entities;
h) Physical Layer;

1) protocol control information;

j)protocol data unit,

k) real system;

1) segmenting;

m) service;

n) Service Access Point (SAP);
0) SAP address;

p) service data unit.

1.6.1.2 Definitions from OSI Service Definitien ‘Conventions

This Recommended Standard makes use of @number of terms defined in reference [2]. The
usg of those terms in this Recommended Standard is to be understood in a generic sende, i.e.,
in |the sense that those terms are generally applicable to any of a variety of technologigs that
provide for the exchange of information between real systems. Those terms are:

=

a) confirmation;
b) indication;
C) primitive;
d) request;

e) response;

f)< service provider;

g) service user.

1.6.1.3 Terms Defined in this Recommended Standard

For the purposes of this Recommended Standard, the following definitions also apply. Many
other terms that pertain to specific items are defined in the appropriate sections.

aperiodic: not periodic (see below).

CCSDS 732.0-B-3 Page 1-3 September 2015
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async

hronous: not synchronous (see below).

delimited: having a known (and finite) length; applies to data in the context of data handling.

Mission Phase: a period of a mission during which specified communications characteristics
are fixed. The transition between two consecutive Mission Phases may cause an interruption

of the

periodic: of or pertaining to a sequence of events in which each event occurs at a fixed tit

interv
Physi

space
betwe

both djirections.

synch
(withi

communications services.

Me

1| (within specified tolerance) after the previous event in the sequence.
tal Channel: a stream of bits transferred over a space link in a single direction.

link: a communications link between a spacecraft and its associated ground system,
en two spacecraft. A space link consists of one or more Physical Channels in one

n specified tolerance) to another sequence of events,) It should be noted tl

or
or

Fonous: of or pertaining to a sequence of events occurring’in-a fixed time relationship

nat

‘syncHronous’ does not necessarily imply ‘periodic’ or ‘constant rate’.
(AOS) transfer frame: The protocol data unit of théZAdvanced Orbiting Systems (AQS)
Space[Data Link Protocol.
1.6.2 | NOMENCLATURE
1.6.2.]1 Normative Text
The fpllowing conventions apply:for the normative specifications in this Recommended
Standgrd:
a)| the words ‘shall’ @nd ‘must’ imply a binding and verifiable specification;
b)| the word ‘should’ implies an optional, but desirable, specification;
c)| the word\'may’ implies an optional specification;
d)| the words ‘is’, ‘are’, and ‘will” imply statements of fact.
NOTE—These convemntions do 1ot TMpty COMSraimts o diction 1 text that s ciearly
informative in nature.
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1.6.2.2 Informative Text

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

—  Overview;

Background;

— Rn‘rimmlp;

1.4

In|this document, the following convention is used to identify each bit.in an N-bit field
firpt bit in the field to be transmitted (i.e., the most left justified when drawing a fig
defined to be ‘Bit 0’; the following bit is defined to be ‘Bit 12and so on up to ‘Bif]
When the field is used to express a binary value (such as a.counter), the Most Signific:
(MSB) shall be the first transmitted bit of the field, i.e., ‘Bit 0 (see figure 1-1).

In
eig
St
st

— Discussion.

.3 CONVENTIONS

BITO BIT N—1

N-BIT DATA FIELD

FIRST BIT TRANSFERRED =/MSB

Figure 1-1: Bit Numbering Convention

accordance with standard data-communications practice, data fields are often group
rht-bit ‘words’ which’conform to the above convention. Throughout this Recomn
indard, such an eight-bit word is called an ‘octet’. The numbering for octets within
licture starts with zero. By CCSDS convention, all ‘spare’ bits shall be permanently set {]

|. The
ire) is
N-1’.
int Bit

ed into
iended
a data
o ‘0.
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2 OVERVIEW
2.1 CONCEPT OF AOS SPACE DATA LINK PROTOCOL
2.11 ARCHITECTURE

The AOS Space Data Link Protocol is a Data Link Layer protocol (see reference [1]) to be
used by space missions. This protocol has been designed to meet the requirements of space
missions for efficient transfer of space application data of various types and characteristics
over space-to-ground, ground-to-space, or space-to-space communications links (hiefeafter
called space links).

Figure 2-1 illustrates the relationship of this protocol to the reference model @ Open Systems
Inferconnection (reference [1]). Two sublayers of the Data Link Layer are defingd for
C(SDS space link protocols as shown in reference [B2]. The AOS Space Data Link Protocol
cofresponds to the Data Link Protocol Sublayer, and provides.‘functions of transferring
vafious data using a fixed-length protocol data unit called the Transfer Frame. The optional
Space Data Link Layer Security Protocol (reference [10]) is‘provided within the Datp Link
Prptocol Sublayer, as illustrated below. The Synchronization and Channel Coding Sublayer
provides some additional functions necessary for transferring Transfer Frames over af space
link. These functions are delimiting/synchronizing Transfer Frames, error-corfection
cofling/decoding (optional), and bit transition.@eneration/removal (optional). For the
Syinchronization and Channel Coding Sublayers'the set of TM Synchronization and Channel
Cqding Recommended Standards (references 3], [4], and [5]) must be used with th¢ AOS
Splace Data Link Protocol. How the AQS§)Space Data Link Protocol is used in overall space
data systems is shown in references [B2}, [B3], and [B4].

OSI LAYERS CCSDS LAYERS

CCsDs
PROTOCOLS
NETWORKAND NETWORK AND
UPPER LAYERS UPPER LAYERS
AOS SPACE DATA LINK
DATA LINK PROTOCOL
PROTOCOL &
SUBLAYER SPACE DATA LINK
DATA LINK LAYER SECURITY PROTOCOL
SYNCHRONIZATION TM SYNCHRONIZATION
AND CHANNEL AND
CODING SUBLAYER CHANNEL CODING

B QIO AL L AN B QIO AL L AN/
FTITTOITCAL LATLEIN FITTOICAL LATLEIN

Figure 2-1: Relationship with OSI Layers
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PROTOCOL FEATURES

2.1.2.1 Transfer Frames and Virtual Channels

The AOS Space Data Link Protocol provides the users with several services to transfer service
data units over a space link. To facilitate simple, reliable, and robust synchronization
procedures, fixed-length protocol data units are used to transfer data through the weak-signal,
noisy space links: their length is established for a particular Physical Channel (a single stream

of bits

transferred over a space link in a single direction) during a particular Mission Phase

by

manag
stated,

Frame)).

and a1

A key
(VO).
higher
Physid
knowt
belong

2122

The D
specif]
and cq
featurs

NOTE

The s
examy]
securi

ement. These protocol data units are known as AOS Transfer Frames (unless othe
the terms ‘Transfer Frame’ and ‘Frame’ in this document refer to the AOS-Tyans
Each Transfer Frame contains a header which provides protocol control griformati
ixed-length data field within which higher-layer service data units are carried.

feature of the AOS Space Data Link Protocol is the concept of*Virtual Channe
The Virtual Channel facility allows one Physical Channel to be.shared among multi
-layer data streams, each of which may have different service\requirements. A sin
al Channel may therefore be divided into several separatédogical data channels, ea
) as a ‘Virtual Channel’. Each Transfer Frame transferred over a Physical Chani
s to one of the Virtual Channels of the Physical Chansel.

Optional Space Data Link Security Protocol

ata Link Protocol Sublayer includes thé*Space Data Link Security (SDLS) Proto
ed in reference [10]. The SDLS protocol can provide security, such as authenticati
nfidentiality, for AOS Transfer Frames. Support for the SDLS protocol is an optiot
b of the AOS Space Data Link Protocol.

this Recommended’/Standard that apply to an AOS Space Data Link Protocol tl
does not support'the SDLS protocol.

pcurity provided by the SDLS protocol can vary between Virtual Channels. So,
le, there caif.be some Virtual Channels with security and some without. The type
y can vdry from one Virtual Channel to another.

2.13

— The introduction of the SDLS protocol makes no changes to any requirements| i
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ADDRESSING

There are three identifier fields in the header of Transfer Frames: Transfer Frame Version
Number (TFVN), Spacecraft Identifier (SCID), and Virtual Channel Identifier (VCID). The
concatenation of a TFVN and a SCID is known as a Master Channel Identifier (MCID), and
the concatenation of an MCID and a VCID is called a Global Virtual Channel Identifier
(GVCID). Therefore

MCID = TFVN + SCID;
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GVCID =MCID + VCID = TFVN + SCID + VCID.

Each Virtual Channel in a Physical Channel is identified by a GVCID. Therefore a Virtual
Channel consists of Transfer Frames with the same GVCID.

All Transfer Frames with the same MCID on a Physical Channel constitute a Master Channel
(MC). A Master Channel consists of one or more Virtual Channels. In most cases, a Physical
Channel carries only Transfer Frames of a single MCID, and the Master Channel will be
identi i i i rames
with multiple MCIDs (with the same TFVN). In such a case, the Physical Channel céngists of
myltiple Master Channels. A Physical Channel is identified with a Physical Chdnnel Name,
which is set by management and not included in the header of Transfer Frames.

THe relationships between these Channels are shown in figure 2-2.

Virtual Channel:
Identified by GVCID

Master Channel:
Identified by MCID

Physical Channel:
Identified by Physical
Channel Name

Figure 2-2: Relationships between Channels

2.14 PROTOCOL DESCRIPTION

The AOS Space Data Link Protocol is described in terms of:
a) the services provided to the users;
b) the protocol data units; and

c) the procédures performed by the protocol.

The service definitions are given in the form of primitives, which present an abstract model of the
logical exchange of data and control information between the protocol entity and the servide user.
The definitions of primitives are independent of specific implementation approaches.

The procedure specifications define the procedures performed by protocol entities for the
transfer of information between peer entities. The definitions of procedures are independent
of specific implementation methods or technologies.

This protocol specification also specifies the requirements for the underlying services
provided by the Channel Coding Sublayer and the Physical Layer.
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2.2 OVERVIEW OF SERVICES

221

COMMON FEATURES OF SERVICES

The AOS Space Data Link Protocol provides users with data transfer services. The point at
which a service is provided by a protocol entity to a user is called a Service Access Point

(SAP)

(see reference [1]). Each service user is identified by a SAP address.

Service data units submitted to a SAP are processed in the order of submission. No

proces

NOTE

The fpllowings are features common to all the services defined by-this Recommend
Standgrd:

b)

d)

NOTE

sing order is maintained for service data units submitted to different SAPs.

— Implementations may be required to perform flow control at an SAP between {

scheme for flow control between the user and the provider.

unidirectional (one way) services: one end of a connection can send, but not recei]
data through the space link, while the other end can reeeive, but not send;

unconfirmed services: the sending user does not receive confirmation from f{
receiving end that data has been received;

incomplete services: the services do not(guarantee completeness, but some servi
may signal gaps in the sequence of service data units delivered to the receiving user

sequence-preserving services: .the¢sequence of service data units supplied by f{
sending user is preserved throGgh the transfer over the space link, although there n]
be gaps and duplicationsin- the sequence of service data units delivered to {
receiving user.

— This Recomménded Standard assumes that these services are provided at the ¢
points of a space link. However, this Recommended Standard makes

on-board a spacecraft or in a ground system. In a ground system, the servig
defined by this Recommended Standard may be extended or enhanced with Sp4
Link Extension Services (reference [B5]).

he

service user and the service provider. However, CCSDS does not.fecommend a

ed

Ve,

he

€S

he

ay
he

nd
no

assumptions’ concerning how these end points are composed or configured either

€S
Cce

2.2.2

SERVILE T YFES

2.2.2.1 Overview

The AOS Space Data Link Protocol provides three service types (asynchronous, synchronous,
and periodic) that determine how service data units supplied by the user are transferred in
protocol data units over a space link.
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The models shown below are intended only to illustrate the characteristics of services. They
are not intended to guide or restrict design of on-board or ground systems.

2.2.2.2 Asynchronous Service

In asynchronous service, there are no timing relationships between the transfer of service data
units supplied by the service user and the transmission of Transfer Frames generated by the
service provider. The user may request data transfer at any time it desires, but there may be
reqIrictions Imposed by the provider om e data generation rate. 1 tis service (Hgute 2-3),
eath service data unit from a sending user is placed in a queue, the contents of whic¢h'dre sent
to |Ja receiving user in the order in which they were presented. Although transmission|errors
may prevent delivery of some data units, the service provider attempts to-transfer ajl data
unfits provided by the user exactly once. The timing of data transfer is~deétermined by the
provider in accordance with mission-specific rules, and may depend on ‘the traffic at the time
of|transfer. The key feature of this service is that all of the service data units frqm the
sepding user are transferred, and transferred only once.

Sending Receiving
User User

= Provider !

— :

receiving end

Figure 2-3: Asynchronous Service Model

2.2.2.3 Synchropous Service

In synchronous'service, the transfer of service data units is synchronized with the release of either
(1] Transfer Frames of a Virtual Channel, (2) Transfer Frames of a Master Channel, or|(3) all
Transfer Erames of a Physical Channel. The transfer timing may be periodic or aperiodic.

In [this service (figure 2-4), each service data unit from a sending user is placed in a|[buffer
that can hold only one service data unit; the content of the buffer is sent to a receiving user at
the time when a Transfer Frame is transmitted. The transmission timing of Transfer Frames
is determined by the service provider according to mission-specific rules (usually known to
the user). The key feature of this service, which is essentially time-division multiplexing, is
that the timing of data transfer is driven by the transfer mechanism, not by individual service
requests from the user. Thus a particular service data unit from a user might be sent once,
several times (if the ‘new’ value is not placed in the buffer soon enough), or not at all (if one
value is replaced by a second before the service provider can send it).
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Sending Receiving
User User

@,ﬁer_l Provider

| Buffer content is transferred
Lonce per Transfer Frame

to receiving end

Figure 2-4: Synchronous Service Model

2.2.2.4 Periodic Service

Periodic service is a special case of synchronous service in which"service data units gre
transf¢rred at a constant rate. Periodic transfer from service int€rface to service interfacq is
provided with a specified maximum delay and a specified“thaximum jitter at the service
interfdce. There are three cases in which a synchronous service is periodic:

a)| If the service is associated with a Virtual Channel (or a Master Channel) and that
Virtual (or Master) Channel produces Tramsfer Frames at a constant rate, then the
service is periodic.

b)| If the service is associated with, a Master Channel and there is only one Master
Channel in the Physical Channel;then the service is periodic.

For pdriodic services, all service data-units are sent only once if the user supplies service data
units 4t the same rate as the rate at'which the service provider transfers them.

2.2.3 | SUMMARY OFRSERVICES
2.2.3.1 Overview

Seven|services.are provided by the AOS Space Data Link Protocol. Five of them (Virtpal
Channlel Pagket, Bitstream, Virtual Channel Access, Virtual Channel Operational Contfol
Field, [and Virtual Channel Frame) are provided for a Virtual Channel. One of them (Master
Chan[,,cl Fldlllc) ib plUVidUd fUl d IVidb‘LCl Chauuci. OIIC Uf ‘L‘llClll (Illel i,) ib plUVidCd fUl all
Transfer Frames in a Physical Channel.

Table 2-1 summarizes these services and shows their characteristics, the Service Data Units
(SDUs) that they transfer and the availability of SDLS security features. The optional SDLS
protocol can provide security features for the SDUs transferred by some of the services:

— encryption, to provide confidentiality by hiding data content;
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— authentication, to confirm the source and integrity of the data.

Table 2-1: Summary of Services Provided by AOS Space Data Link Protocol

SDLS
Service SAP Security
Service Service Type Data Unit Address Features

Vitrat-ChanmetPacket—TAsynchronous Packet GV Cib—+ At
veP) Packet

Version

Number
Bitstream Asynchronous Bitstream GVCID All

or Periodic Data

Virtual Channel Access | Asynchronous VCA_SDU GVCID All
(VCA) or Periodic
Virtual Channel Synchronous or | OCF_SDU GVYCID None
Operational Control Periodic
Figld (VC_OCF)
Virtual Channel Frame | Asynchronous Transfer, GVCID None
(VEF) or Periodic Frame
Master Channel Frame | Asynchronous Transfer MCID None
(MCF) or Periodic Frame
Ingert Periodic IN_SDU Physical None

Channel

Name
" The term “Packet Service” is used.as*an abbreviation for Virtual Channel Packet (VCP) Service.
2.2.3.2 Virtual Channel Packet (VCP) Service
THe Virtual Chantiel Packet (VCP) Service transfers a sequence of variable-length, delimited,
ocfet-aligned,(service data units known as Packets across a space link. The Packets
transferredby this service must have a Packet Version Number (PVN) authorized by CCSDS.

receiving user.

A user of this service is a protocol entity that sends or receives Packets with a single PVN. A
user is identified with the PVN and a GVCID. Different users (i.e., Packets with different
versions) can share a single Virtual Channel, and if there are multiple users on a Virtual
Channel, the service provider multiplexes Packets of different versions to form a single

stream of Packets to be transferred on that Virtual Channel.
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2.2.3.3 Bitstream Service

The Bitstream service provides transfer of a serial string of bits, whose internal structure and
boundaries are unknown to the service provider, across a space link. The service is
unidirectional, either asynchronous or periodic, and sequence-preserving. The service does
not guarantee completeness, but it may signal gaps in the sequence of service data units
delivered to the receiving user.

For a
Chanrlel, can use this service on a Virtual Channel. Bitstreams from different users are-fot
multiglexed together within one Virtual Channel.

2.2.3.4 Virtual Channel Access (VCA) Service

The Virtual Channel Access (VCA) Service provides transfer of a seguence of privatgly
formafted service data units of fixed length across a space link. The Setvice is unidirectionfal,
either [asynchronous or periodic, and sequence-preserving. The/service does not guaranfee
compliteness, but it may signal gaps in the sequence of seryice data units delivered to the
receivjng user.

For a|given service instance, only one user, identified with the GVCID of the Virtpal
Chanrlel, can use this service on a Virtual Channel, “Service data units from different users
are nof multiplexed together within one Virtual Channel.

2.2.3.% Virtual Channel Operational €ontrol Field (VC_OCF) Service

The Virtual Channel Operational, Control Field (VC OCF) Service provides synchrongus
transfgr of fixed-length data units;*each consisting of four octets, in the Operational Contfol
Field [OCF) of Transfer Frames of a Virtual Channel. The service is unidirectional and
seque{ce-preserving. The( thansfer is synchronized with the release of Transfer Frames of a

Virtual Channel. The service does not guarantee completeness, but it may signal gaps in the
sequence of service data units delivered to the receiving user.

For afgiven service instance, only one user, identified with the GVCID of the Virtpal
Channel, cariuse this service on a Virtual Channel. Service data units from different users
are nof multiplexed together within one Virtual Channel.

2.2.3.6 Virtual Channel Frame (VCF) Service

The Virtual Channel Frame (VCF) Service provides transfer of a sequence of fixed-length
AOS Transfer Frames of a Virtual Channel, created by an independent protocol entity, across
a space link. The service is unidirectional, either asynchronous or periodic, and sequence-
preserving. The service does not guarantee completeness, but it may signal gaps in the
sequence of service data units delivered to the receiving user.
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For a given service instance, only one user, identified with the GVCID of the Virtual
Channel, can use this service on a Virtual Channel. Service data units from different users
are not multiplexed together within one Virtual Channel.

The Virtual Channel Frame Service transfers the independently created AOS Transfer Frames
through a space link, together with AOS Transfer Frames created by the service provider
itself. This service is made available to trusted users who are certified during the design
process to ensure that the independently created protocol data units do not violate the

< 5 must

Op avals nieo a he ale 0 Nece 3 he ndenenden 2ha e shaa¥=

hapye the same length as those generated by the service provider.

2.2.3.7 Master Channel Frame (MCF) Service

THe Master Channel Frame (MCF) Service provides transfer of a sequehce of fixed{length
AQS Transfer Frames of a Master Channel, created by an independent protocol entity, [across
a gpace link. The service is unidirectional, either asynchronous:or periodic, and seqpence-
pre¢serving. The service does not guarantee completeness,(but it may signal gaps [in the
sequence of service data units delivered to a receiving user:

For a given service instance, only one user, identified<with the MCID of the Master CHannel,
can use this service on a Master Channel. Servieg’data units from different users gre not
muyltiplexed together within one Master Channel.

THe Master Channel Frame Service transfers‘the independently created AOS Transfer Hrames
thtough the space link, together with, AOS Transfer Frames created by the service provider
itself. This service is made available to trusted users who are certified during the design
process to ensure that the independently created protocol data units do not violdte the
opgerational integrity of the space link. Necessarily, the independent Transfer Frame$ must
haye the same length as tho§e)generated by the service provider.

2.2.3.8 Insert Service

The Insert Service provides transfer of private, fixed-length, octet-aligned service data units
actoss a space link in a mode which efficiently utilizes the space link transmission respurces
at relatively low data rates. The service is unidirectional, periodic, and sequence-pres¢rving.
THe sexrvice does not guarantee completeness, but may signal gaps in the sequence of dervice

da a rnite dolivorad 6 a0 rocaoixing oae
Tt S GO Y O OOt ToC oV 5O

For a given service instance, only one user, identified with the Physical Channel Name of the
Physical Channel, can use this service on a Physical Channel. Service data units from
different users are not multiplexed together within one Physical Channel.
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224

There
a)

b)

RESTRICTIONS ON SERVICES

are some restrictions on the services provided on a Physical Channel, as follows:

On one Physical Channel, the Insert service shall not exist simultaneously with the

Virtual Channel Frame or Master Channel Frame service.

If the Master Channel Frame Service exists on a Master Channel, other services shall

not exist simultaneously on that Master Channel.

c)

d)

2.3
23.1

The A

not exist simultaneously on that Virtual Channel.

On a Virtual Channel on which the Virtual Channel Frame Service dées not ex
only one of the Virtual Channel Packet Service, the Bitstream Service, or the Virt
Channel Access Service shall exist simultaneously.

DVERVIEW OF FUNCTIONS

GENERAL FUNCTIONS

If the Virtual Channel Frame Service exists on a Virtual Channel, other services shlall

st,
hal

OS Space Data Link Protocol transfers various service data units supplied by sending

users gncapsulated in a sequence of protocol data units-using services of lower layers. The
protodol data units, known as AOS Transfer Frames, have a fixed length and must |be
transfg¢rred over a Physical Channel at a constant.rate.
The pfotocol entity performs the following protocol functions:
a)| generation and processing of protocol control information (i.e., headers and trailefs)
to perform data identification,-loss detection, and error detection;
b)| segmenting and blocking of service data units to transfer variable-length service data
units in fixed-length protocol data units;
c¢)| multiplexing/demultiplexing and commutation/decommutation in order for variqus
service users to share a single Physical Channel;
d)| generation and removal of idle data to transfer protocol data units at a constant rate.
If the protoecol entity supports the optional SDLS protocol, then it uses the functions of SDLS
to applbythe configured security features.
The protocol entity does not perform the following protocol functions:
a) connection establishment and release;
b) flow control;
c) retransmission of protocol data units;
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d) management or configuration of the SDLS protocol.

2.3.2 INTERNAL ORGANIZATION OF PROTOCOL ENTITY

Figures 2-5 and 2-6 show the internal organization of the protocol entity of the sending and
receiving ends, respectively. Data flow from top to bottom in figure 2-5 and from bottom to
top in figure 2-6. These figures identify data-handling functions performed by the protocol
entity and show logical relationships among these functions. The figures are not intended to

imply any hardware or software configuration in a real system. Depending on thesgrvices

a

(@]

ually used for a real system, not all of the functions may be present in the protocelentity.

Packet Bitstream VC Access VC_OCF
Service Service Service Service
Packet Bitstream Ve Fr_ame
. X Sernvice
Processing| |Processing
| | MC Frame
Virtual Channel Generation Service
| Insert
Service

Virtual Channel Multiplexing

Master Channel Multiplexing

Al Frames Generation

Figure 2-5: Internal Organization of Protocol Entity (Sending End)
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Packet Bitstream VC Access VC_OCF

Service Service Service Service
Packet Bitstream Vget\:iacrge
Extraction | | Extraction
| | MC Frame
Virtual Channel Reception Service
| Insert
Virtual Channel Demultiplexing Service
|

Master Channel Demultiplexing

All Frames Reception

Figure 2-6: Internal Organization of Protocol Entity (Receiving End)

By exfracting multiplexing/demultiplexing and commutation/decommutation functions from
figure$ 2-5 and 2-6, the relationship among various data units can be shown as figure 2+7,
which|is known as the Channel Tree of the AOS Space'Data Link Protocol.

In figyre 2-7, multiplexing (shown with a triangle) is a function of mixing, according to [an
algorithm established by the project, multiple streams of data units, each with a differ¢nt
identifier, to generate a single stream ofidata units. Commutation (shown with a box) i a
functipn of concatenating, according,to the formatting rule specified by the protog¢ol
definifion, multiple data units, each from a different service, in a single protocol data upit
sharing the same identifier.
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Service Service Service VC—O.CF
| | Service

Pa?ket BltstTeam VCAl_SDU OCF SDU  VC Frame

| ' ' | Service |
Ve+rame MCHrame L
vVeID Service
| ‘ Insert
| SerVice
MC Flrame |
[
\MCP/ Insert SDU
|
[
All Frames
I
Key

Commutator/ Multiplexer/
Decommutator Demultiplexer

Figure 2-7: AOS Space Data Link Protocol Channel Tree

24 SERVICES ASSUMED'FROM LOWER LAYERS

2.

[

}.1 SERVICES ASSUMED FROM THE SYNCHRONIZATION AND CHANNEL
CODING SUBLAYER

Aq described 1m-2.1.1, the set of TM Channel Coding and Synchronization Recommended
Standards (references [3], [4], and [5]) must be used with the AOS Space Data Link Protocol
as|the TWB"Synchronization and Channel Coding Sublayer specification. The furjctions
provided by the Synchronizaton and Channel Coding Recommended Standard are:

= »n

a) error control encoding and decoding functions (optional);
b) bit transition generation and removal functions (optional);

c) delimiting and synchronizing functions.

The TM Synchronization and Channel Coding Sublayer, then, transfers contiguous, fixed-
length, delimited protocol data units as a contiguous stream of bits over a space link using the
services of the underlying Physical Layer.
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2.4.2 PERFORMANCE REQUIREMENTS TO LOWER LAYERS

The coding options of the Channel Coding and Synchronization Recommended Standard and
the performance of the RF link provided by the Physical Layer shall be chosen according to
the following criteria:

a) The probability of misidentifying the MCID and VCID shall be less than a mission-
specified value.

b) I T . N _— o—Packe M ST F e .,: he
First Header Pointer and the Packet Length Field shall be less than a mission-
specified value.

In order to assure correct decoding at the receiving end, the same coding options must [be
appliefl to all Transfer Frames of a Physical Channel.
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3 SERVICE DEFINITION
3.1 OVERVIEW

This section provides service definition in the form of primitives, which present an abstract
model of the logical exchange of data and control information between the protocol entity
and the service user. The definitions of primitives are independent of specific
implementation approaches.

The parameters of the primitives are specified in an abstract sense and spécify the
information to be made available to the user of the primitives. The way in whichya specific
implementation makes this information available is not constrained by this specificatipn. In
addition to the parameters specified in this section, an implementation mdy providg other
parameters to the service user (e.g., parameters for controlling the~service, monjtoring
performance, facilitating diagnosis, and so on).

3.2 SOURCE DATA
3.2.1 SOURCE DATA OVERVIEW

NOQTE - This subsection describes the service ddta units that are transferred from s¢nding
users to receiving users by the AOS Space Data Link Protocol.

The service data units transferred by the AOS Space Data Link Protocol shall be:
a) Packet;

b) Bitstream Data;

c) Virtual Channel Acgess Service Data Unit (VCA_SDU);

d) Operational Control Field Service Data Unit (OCF_SDU);

e) AOS Trangfer Frame;

f) Insert:Sérvice Data Unit (IN_SDU).

3.2.2PACKET

3.2.2.1 Packets shall be transferred over a space link with the Virtual Channel Packet
Service.

3.2.2.2 The Packets transferred by this service must have a Packet Version Number (PVN)
authorized by CCSDS.

3.2.2.3 The position and length of the Packet Length Field of the Packets must be known to
the service provider in order to extract Packets from Transfer Frames at the receiving end.
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NOTES

1

Packets are variable-length, delimited, octet-aligned data units, and are usually the
protocol data unit of a Network Layer protocol.

Packet Version Numbers presently authorized by CCSDS are defined in reference [6].
Further, each Packet transferred needs to conform to the corresponding packet format
specified by reference [6].

3.2.3

Bitstre
of the
throug
into m
servic

NOTH

3.2.4
VCA |

NOTE

3.25

3.25.1

over a
Frame

3.252

shall {
not bg

BITSTREAM DATA

am Data shall be transferred over a space link with the Bitstream Service. (The length

Bitstream Data supplied in each Bitstream service request may nofcbe preservied
h transfer, since the Bitstream Data supplied in a service request may be segmented
ultiple Transfer Frames or blocked in a Transfer Frame with the data supplied in other
E requests.

— Bitstream Data are variable-length, undelimited strings of bits, the format|of
which is unknown to the service provider.

VIRTUAL CHANNEL ACCESS SERVICEDATA UNIT (VCA_SDU)
SDUs shall be transferred over a space linkowith the Virtual Channel Access Service

— Virtual Channel Access Service'Data Units (VCA_SDUs) are fixed-length, octet-
aligned data units, the format(of which is unknown to the service provider. Thgir
length is established by management.

OPERATIONAL CONTROL FIELD SERVICE DATA UNIT (OCF_SDU)

Operational Control Field Service Data Units (OCF_SDUs) shall be transferfed
space link with-the VC_OCF Service. Data units shall be carried in every Transfer
of a Virtual'Channel.

Although the transfer of OCF_SDUs is synchronized with the Virtual Channel that
royidé-the transfer service, the creation of OCF_SDUs by the sending user may or njay

synchronized with the Virtual Channel. Such synchronization, if required for timing

or other purposes, 1s a m15310n—d651gn 1Ssuc.

NOTES

1

OCF_SDUs are fixed-length data units, each consisting of four octets, carried in the
Operational Control Field (OCF), defined in 4.1.5, from a sending end to a receiving end.

2 As defined in 4.1.5, CCSDS specifies the use of the first bit of this field to indicate
the type of data carried.
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3.2.6 AOS TRANSFER FRAME

NOTE - The AOS Transfer Frame is the fixed-length protocol data unit of the AOS Space
Data Link Protocol, but also can be used as the service data units of the Virtual
Channel Frame and Master Channel Frame Services. Its format is defined in 4.1
and 6.3 of this Recommended Standard. The length of any Transfer Frame
transferred on a Physical Channel must be the same, and is established by
management.

3.2.7 INSERT SERVICE DATA UNIT (IN_SDU)

NOQTE - Insert Service Data Units (IN_SDUs) are periodic, octet-aligned dataunits of fixed
length. Their length may be of any constant value which is anifitegral number of
octets, between 1 octet and the maximum length of the data-carrying space|of the
Transfer Frames, and is established by management. The-length of IN SDUY at the
sending interface is always equal to the length at the receiving interface.

3.3 VIRTUAL CHANNEL PACKET (VCP) SERVICE
3.3.1 OVERVIEW OF VCP SERVICE

The Virtual Channel Packet (VCP) Service transfers a sequence of variable-length, delimited,
ocfet-aligned service data units known asCPackets across a space link. The Packets
transferred by this service must have a Packet Version Number (PVN) authorized by CCSDS.
Packet Version Numbers presently authorized by CCSDS are defined in reference [6]. The
sefvice 1s unidirectional, asynchronets and sequence-preserving. It does not gugrantee
completeness, nor does it signal ‘gaps in the sequence of service data units delivered to a
re¢eiving user.

A [user of this service is_a-protocol entity that sends or receives Packets with a single{ PVN,
anf identified with the“PVN and a GVCID. Different users (i.e., Packets with different
versions) can share~a single Virtual Channel, and if there are multiple users on a Virtual
Channel, the setvice provider multiplexes Packets of different versions to form a |single
stream of Packets to be transferred on that Virtual Channel.

3.3.2°VCP SERVICE PARAMETERS

3.3.2.1 General

The parameters used by the VCP Service primitives shall conform to the specifications
contained in subsections 3.3.2.2 through 3.3.2.6.

3.3.2.2 Packet

The Packet parameter shall contain a Packet for transfer by the VCP Service.
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NOTE — The Packet parameter is the service data unit transferred by the VCP Service.

Restrictions on the Packets transferred by the VCP Service are stated in 3.2.2.

3.3.23 GVCID

The GVCID parameter shall contain a GVCID that indicates the Virtual Channel through

which the Packet is to be transferred.

NOTH - The GVCID is part of the SAP address of the VCP Service.

3.3.2.4 Packet Version Number

The PVN shall identify the protocol entity of the upper layer that uses the VCP| Service.

NOTH — The PVN is part of the SAP address of the VCP Service.

3.3.2.% Packet Quality Indicator

The Ppcket Quality Indicator is an optional parameter that:may be used to notify the user] at

the regeiving end of the VCP Service whether the Paeket delivered by the primitive| is

complite or partial.

3.3.2.6 Verification Status Code

3.3.2.6.1 The Verification Status Codé_1s an optional parameter that may be used if the

servicg provider supports the optional\SDLS protocol.

3.3.2.6.2 The Verification Status Code parameter shall be used to notify the user at the

receivjng end of the VCP Service of a verification failure in a transfer frame addressed to the

Virtugl Channel.

3.3.2.6.3 A non-zetro Value shall indicate that the SDLS protocol has detected an error; the

valueq taken by this parameter are defined in reference [10].

NOTH - Aunon-zero value of the Verification Status Code does not indicate an error in the
delivered Packet. Processing of frames failing verification is implementation
specificand depends-also—o e processing capabilitiesof the serviceuser for
eventual forensic investigation.
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3.3.3 VCP SERVICE PRIMITIVES
3.3.3.1 General

The service primitives associated with this service are:
a) VCP.request;
b) VCP.indication.

3.3.3.2 VCP.request
3.3.3.2.1 Function

At the sending end, the VCP Service user shall pass a VCP.request primitive to the dervice
provider to request that a Packet be transferred to the user at the receiving end through the
specified Virtual Channel.

—

NOTE — The VCP.request primitive is the service request-ptimitive for the VCP Seryice.

3.3.3.2.2 Semantics
THe VCP.request primitive shall provide parametéts as follows:

VCP.request (Packet,
GVCID,
Packet Version Number)

3.3.3.2.3 When Generated

ThHe VCP.request primitive shall be passed to the service provider to request it to send the
Packet.

3.3.3.2.4 Effect'On Receipt

Raceipt of-the VCP.request primitive shall cause the service provider to transfer the Packet.

3.3.3.2.5 Additional Comments

The VCP.request primitive shall be used to transfer Packets across the space link on the
specified Virtual Channel.
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3.3.3.3 VCP.indication

3.3.3.3.1 Function

At the receiving end, the service provider shall pass a VCP.indication to the VCP Service
user to deliver a Packet.

NOTE — The VCP.indication primitive is the service indication primitive for the VCP

3.3.3.3

The V|

3.3.3.3

The V
user af

3.3.3.3

The ef]

3.3.3.

The V
the GV

Service.
.2 Semantics
VCP.indication
.3 When Generated

3.4 Effect On Receipt

3.5 Additional Comments

CP.indication primitive shall provide parameters as follows:

(Packet,

GVCID,

Packet Version Number,

Packet Quality Indicator (optional),
Verification Status Code~eptional))

fect of receipt of the VCP.indication primitive by the VCP Service user is undefined.

CP.indication primitive shall be passed from\the service provider to the VCP Service
the receiving end to deliver a Packet.

CP.indication primitive shall be used to deliver Packets to the VCP Service user identified|by
(CID and Packét Version Number. Incomplete Packets may be delivered (optional).
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3.4 BITSTREAM SERVICE
341 OVERVIEW OF BITSTREAM SERVICE

The Bitstream Service provides transfer of a serial string of bits, whose internal structure and
boundaries are unknown to the service provider, across a space link. The service is
unidirectional, either asynchronous or periodic, and sequence-preserving. The service does
not guarantee completeness, but may signal gaps in the sequence of service data units
delivered to the receiving user

Only one user can use this service on a Virtual Channel, and the user is identifted ‘with the
GYCID of the Virtual Channel. Bitstreams from different users are not multiplexed tagether
within one Virtual Channel.

3.

N

.2 BITSTREAM SERVICE PARAMETERS
3.4.2.1 General

THe parameters used by the Bitstream Service primitives‘shall conform to the specifigations
coptained in subsections 3.4.2.2 through 3.4.2.5.

3.4.2.2 Bitstream Data
The parameter Bitstream Data shall be the service data unit transferred by the Bitstream Seryice.

NOTE - Restrictions on the Bitstrearh Data transferred by the Bitstream Service are stated in
3.2.3.

[

3.4.23 GVCID

The GVCID parameter shall contain a GVCID that indicates the Virtual Channel through
which the BitstreamData is to be transferred.

NOTE - /The GVCID is the SAP address of the Bitstream Service.

3.4.24" Bitstream Data Loss Flag

The Bitstream Data Loss Flag is an optional parameter that may be used to notify the user at
the receiving end of the Bitstream Service that a sequence discontinuity has been detected
and that some Bitstream Data may have been lost. If implemented, the flag shall be derived
by examining the Virtual Channel Frame Count in the Transfer Frames.
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NOTE - As the contents (valid Bitstream Data or idle data) of lost Transfer Frames cannot
be established, the user should be aware that the Bitstream Data Loss Flag signals
a disruption in the Transfer Frames of the specified Virtual Channel, and not

necessarily a disruption of the Bitstream Data itself.

3.4.2.5 Verification Status Code

3.4.25.1 The Verification Status Code is an optional parameter that may be used if the

servicg provider supports the optional SDLS protocol.

3.4.2.%.2 The Verification Status Code parameter shall be used to notify the user at the

receiving end of the Bitstream Service of a verification failure in a transfer frame-addresded

to the [Virtual Channel.

3.4.2.9.3 A non-zero value shall indicate that the SDLS protocol hascdetected an error: the

valueq taken by this parameter are defined in reference [10].

NOTH - A non-zero value of the Verification Status Code dées not indicate an error in the
delivered Bitstream Data.  Processing of..ffames failing verification |is
implementation specific and depends also on~the processing capabilities of the
service user for eventual forensic investigation.

3.4.3 | BITSTREAM SERVICE PRIMITIVES

3.43.1 General

The sqrvice primitives associated with this service are:

a)| BITSTREAM.request;
b)[ BITSTREAM.indi¢ation.
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3.4.3.2 BITSTREAM.request
3.4.3.2.1 Function

At the sending end, the Bitstream Service user shall pass a BITSTREAM.request primitive to
the service provider to request that Bitstream Data be transferred to the user at the receiving
end through the specified Virtual Channel.

NOTE — The BITSTREAM.request primitive is the service request primitive for the
Bitstream Service.

3.43.2.2 Semantics
THe BITSTREAM.request primitive shall provide parameters as follows;

BITSTREAM.request (Bitstream Data,
GVCID)

3.4.3.2.3 When Generated

The BITSTREAM.request primitive shall be passed to the service provider to request it to
sepd the Bitstream Data.

3.4.3.2.4 Effect On Receipt

Rdceipt of the BITSTREAM.request primitive shall cause the service provider to transfer the
Bifstream Data.

3.4.3.2.5 Additional Comiments

The BITSTREAM.request primitive shall be used to transfer Bitstream Data across the space
link on the specified.Virtual Channel.

NOTE - Since the service interface specification is an abstract specification, the
implementation of the Bitstream Data parameter is not constrained; i.e., it thay be
continuous Bitstream, delimited Bitstream, or individual bits.

“
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3.4.3.3 BITSTREAM.indication

3.4.3.3.1 Function

At the receiving end, the service provider shall pass a BITSTREAM.indication to the
BITSTREAM Service user to deliver Bitstream Data.

NOTE — The BITSTREAM.indication primitive is the service indication primitive for the

Bitstream Service.

3.4.3.3

The B

3.4.3.3

The H

Bitstrd

3.4.3.3

The el

1s und

3.4.3.3

The K

.2 Semantics
[ TSTREAM.indication primitive shall provide parameters as follows:

BITSTREAM.indication (Bitstream Data,
GVCID,
Bitstream Data Loss Flag (optional),
Verification Status Code (optional))
.3 When Generated
ITSTREAM.indication primitive shall be passed from the service provider to {
am Service user at the receiving end to deliver Bitstream Data.
4 Effect On Receipt
fect of receipt of the BITSTREAM.indication primitive by the Bitstream Service u
pfined.

.5 Additional-CGomments

BITSTREAM:indication primitive shall be used to deliver Bitstream Data to f

he

BCT

he

Bitstrgam Service user identified by the GVCID.

NOTH -4 The quantity of Bitstream Data delivered by an implementation of this servjce
primitive is not defined. Therefore it is not necessarily related to the quantity|of
Bitstream Data submitted to the service provider by the sending user with the
BITSTREAM.request primitive.
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3.5 VIRTUAL CHANNEL ACCESS (VCA) SERVICE
3.5.1 OVERVIEW OF VCA SERVICE

The Virtual Channel Access (VCA) Service provides transfer of a sequence of privately
formatted service data units of fixed length across a space link. The service is unidirectional,
either asynchronous or periodic, and sequence-preserving. The service does not guarantee
completeness, but may signal gaps in the sequence of service data units delivered to the
receiving user

Only one user can use this service on a Virtual Channel and the user is identified ‘wijth the
GYCID of the Virtual Channel. Service data units from different users are not multiplexed
together within one Virtual Channel.

3.%.2 VCA SERVICE PARAMETERS
3.%.2.1 General

The parameters used by the VCA Service primitives. shall conform to the specifigations
coptained in subsections 3.5.2.2 through 3.5.2.5.
3.%.2.2 VCA _SDhU

THe parameter VCA_SDU shall be the service data unit transferred by the VCA Servicg.
NOQTE - Restrictions on the VCA-SDUs transferred by the VCA Service are stdted in
3.2.4.
3.%.2.3 GVCID

The GVCID parameter shall contain a GVCID that indicates the Virtual Channel through
which the VCA.SSDU is to be transferred.

NQTE —.<The GVCID is the SAP address of the VCA Service.

3.9.24 VCA_SDU | oss Flag

The VCA_SDU Loss Flag is an optional parameter that may be used to notify the user at the
receiving end of the VCA Service that a sequence discontinuity has been detected, and that
one or more VCA SDUs have been lost. If implemented, the flag shall be derived by
examining the Virtual Channel Frame Count in the Transfer Frames.
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3.5.2.5 Verification Status Code

3.5.2.5.1 The Verification Status Code is an optional parameter that may be used if the
service provider supports the optional SDLS protocol.

3.5.2.5.2 The parameter shall be used to notify the user at the receiving end of the VCA
Service of a verification failure in a transfer frame addressed to the Virtual Channel.

3.5.2.5.3 A non-zero value shall indicate that the SDLS protocol has detected an error: the
valueq taken by this parameter are defined in reference [10].

NOTH - A non-zero value of the Verification Status Code does not indicate an error in the
delivered VCA _SDU. Processing of frames failing vefification |is
implementation specific and depends also on the processing capabilities of the
service user for eventual forensic investigation.
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3.5.3 VCASERVICE PRIMITIVES
3.5.3.1 General

The service primitives associated with this service are:
a) VCA.request;
b) VCA.indication.

3.%.3.2 VCA.request
3.%.3.2.1 Function

At the sending end, the VCA Service user shall pass a VCA.request primitive to the dervice
provider to request that a VCA_SDU be transferred to the user at the receiving end through
th¢ specified Virtual Channel.

NOTE — The VCA.request primitive is the service request primitive for the VCA Segvice.

3.%.3.2.2 Semantics
THe VCA . request primitive shall provide parameters as follows:
VCA.request (Vca _SDU,
GVCID)
3.%.3.2.3 When Generated
ThHe VCA.request primitive shall be passed to the service provider to request it to send the
VCA SDU.
3.%.3.2.4 Effect On Receipt

Rdceiptof the VCA.request primitive shall cause the service provider to transfer the
VCA_SDU.

3.5.3.2.5 Additional Comments

The VCA.request primitive shall be used to transfer VCA_SDUs across the space link on the
specified Virtual Channel.
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3.5.3.3 VCA.indication
3.5.3.3.1 Function

At the receiving end, the service provider shall pass a VCA.indication to the VCA Service
user to deliver a VCA _SDU.

NOTE - The VCA.indication primitive is the service indication primitive for the VCA Service.

3.5.3.3.2 Semantics
The V|CA.indication primitive shall provide parameters as follows:

VCA.indication (VCA_SDU,
GVCID,
VCA_SDU Loss Flag (optional),
Verification Status Code (optional))

3.5.3.3.3 When Generated

The VICA.indication primitive shall be passed from the service provider to the VCA Service
user af the receiving end to deliver a VCA_SDU.

3.5.3.3.4 Effect On Receipt

The effect of receipt of the VCA.indication-primitive by the VCA Service user is undefined.

3.5.3.3.5 Additional Comments

The VICA.indication primitive_shall be used to deliver VCA_SDUs to the VCA Service uger
identified by the GVCID,
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3.6 VIRTUAL CHANNEL OPERATIONAL CONTROL FIELD (VC_OCF)
SERVICE

3.6.1 OVERVIEW OF VC_OCF SERVICE

The Virtual Channel Operational Control Field (VC_OCF) Service provides synchronous
transfer of fixed-length data units, each consisting of four octets, in the Operational Control
Field (OCF) of Transfer Frames of a Virtual Channel. The service is unidirectional and

tual Channel. The service does not guarantee completeness, but it may signal gdps|i
sequence of service data units delivered to the receiving user.

Only one user can use this service on a Virtual Channel, and the user is identified with the
GYCID of the Virtual Channel. Service data units from different users,'are not multiplexed
together within one Virtual Channel.

3.6.2 VC _OCF SERVICE PARAMETERS
3.6.2.1 General

The parameters used by the VC_OCF Service primitives shall conform to the specifigations
coptained in subsections 3.6.2.2 through 3.6.2.4.

3.6.2.2 OCF_SDU

The parameter OCF_SDU shall be.the service data unit transferred by the VC_OCF Service
in the Operational Control Field of Transfer Frames of a Virtual Channel.

NOQTE - Restrictions onthe OCF _SDU transferred by the VC_OCF Service are stated in
3.2.5.

3.6.2.3 GVCID

The GVCID ‘parameter shall contain a GVCID that indicates the Virtual Channel through
which the’ OCF SDU is to be transferred.

NOQZTE" - The GVCID is the SAP address of the VC_OCF Service.

3.6.2.4 OCF_SDU Loss Flag

The OCF_SDU Loss Flag is an optional parameter that may be used to notify the user at the
receiving end of the VC_OCF Service that a sequence discontinuity has been detected and
that one or more OCF_SDUs may have been lost. If implemented, the flag shall be derived
by examining the Virtual Channel Frame Count in the Transfer Frames.
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3.6.3

VC_OCF SERVICE PRIMITIVES

3.6.3.1 General

The service primitives associated with this service are:

a) VC_OCF.request;

b) VC_OCF.indication.
3.6.3.2 VC_OCF.request
3.6.3.2.1 Function
At thel sending end, the VC_OCF Service user shall pass a VC_OCF.request primitive to {
servicg provider to request that an OCF_SDU be transferred to the user‘at the receiving e
through the specified Virtual Channel.
NOTH - The VC OCEF.request primitive is the service request primitive for the VC_OCF Servic
3.6.3.2.2 Semantics
The VIC_OCF.request primitive shall provide parametérs as follows:

VC_OCF.request (OCF_SDU,
GVCID)

3.6.3.2.3 When Generated
The VC_OCF.request primitive shall be passed to the service provider to request it to se
the OCF_SDU.
3.6.3.2.4 Effect On"Receipt
Receipt of thes’ VC OCF.request primitive shall cause the service provider to transfer {
OCF_BDuU.

he

w

nd

he

3.6.3.2.5 Additional Comments

The VC_OCF.request primitive shall be used to transfer OCF_SDUs across the space link on
the specified Virtual Channel.

CCSDS 732.0-B-3 Page 3-16 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f594999b9e794769b67f153f63da4c67

ISO 22666:2016(E)
CCSDS RECOMMENDED STANDARD FOR AOS SPACE DATA LINK PROTOCOL

3.6.3.3 VC_OCEF.indication

3.6.3.3.1 Function

At the receiving end, the service provider shall pass a VC_OCF.indication to the VC_OCF
Service user to deliver an OCF_SDU.

NOTE — The VC OCF.indication primitive is the service indication primitive for the

VC OCF Service.

3.6

Th

3.3.2  Semantics
e VC_OCF.indication primitive shall provide parameters as follows:
VC_OCF.indication (OCF_SDU,
GVCID,

OCF_SDU Loss Flag (optional))

3.6.3.3.3 When Generated

The VC_OCF.indication primitive shall be passed(from the service provider to the VJ OCF
Sepvice user at the receiving end to deliver an OCF_SDU.

3.6.3.3.4 Effect On Receipt

The effect of receipt of the VC OCF.indication primitive by the VC_OCF Service fiser is
undefined.

3.6.3.3.5 Additional'Comments

The VC _OCF.indieation primitive shall be used to deliver OCF_SDUs to the VJ OCF
Service user identified by the GVCID.
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3.7 VIRTUAL CHANNEL FRAME (VCF) SERVICE

3.7.1

OVERVIEW OF VCF SERVICE

The Virtual Channel Frame (VCF) Service provides transfer of a sequence of fixed-length
AOS Transfer Frames of a Virtual Channel, created by an independent protocol entity, across
a space link. The service is unidirectional, either asynchronous or periodic, and sequence-
preserving. The service does not guarantee completeness, but it may signal gaps in the
sequence of service data units delivered to the receiving user

Only
GVCI
togeth

3.7.2

3.7.2.1

The p
contai

3.7.2.2

The Fi
GVC(CI

NOTH
1
2
3

3.7.2.3

The Q

ne user can use this service on a Virtual Channel, and the user is identified with {

er within one Virtual Channel.

VCF SERVICE PARAMETERS
General

arameters used by the VCF Service primitives shall-conform to the specificatic
hed in subsections 3.7.2.2 through 3.7.2.4.

Frame

rame parameter shall be an AOS Transfer Erame of the Virtual Channel specified by {
D parameter.

S
The parameter Frame is the.service data unit transferred by the VCF Service.

The format of the GVCID parameter is defined in 4.1.

3.2.6.

GVCGID

VCID parameter shall contain a GVCID that indicates the Virtual Channel throu

which

Restrictions on thehAOS Transfer Frames transferred by the VCF Service are stated| i

he

D of the Virtual Channel. Service data units from different users are not multiplexed

ns

he

ch

the Frame is to be transferred.

NOTE - The GVCID is the SAP address of the VCF Service.
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3.7.2.4 Frame Loss Flag

The Frame Loss Flag is an optional parameter that may be used to notify the user at the
receiving end of the VCF Service that a sequence discontinuity has been detected and that one
or more Transfer Frames of the specified Virtual Channel have been lost. If implemented, the
flag shall be derived by examining the Virtual Channel Frame Count in the Transfer Frames.

3.7.3 _VCF SERVICE PRIMITIVES

3.7.3.1 General

THe service primitives associated with this service are:
a) VCF.request;
b) VCF.indication.

3.1.3.2 VCF.request
3.1.3.2.1 Function

At the sending end, the VCF Service user shall pass a VCF.request primitive to the dervice
provider to request that a Frame be transferred to the user at the receiving end through the
specified Virtual Channel.

—

NOQTE — The VCF.request primitive;is the service request primitive for the VCF Seryice.

3.1.3.2.2 Semantics
The VCF.request primitive shall provide parameters as follows:

VCF.request (Frame,
GVCID)

3.7.3.2.8~> When Generated

holl ha noccad o +h Qal
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Frame.

3.7.3.2.4 Effect On Receipt

Receipt of the VCF.request primitive causes the service provider to transfer the Frame.
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3.7.3.2.5 Additional Comments

The VCF.request primitive is used to transfer Transfer Frames of a Virtual Channel across
the space link.

3.7.3.3 VCEF.indication

3.7.3.3.1 Function

At thd
user td

NOTE

3.7.3.3

The V|

3.7.3.3

The V
the re(

receiving end, the service provider shall pass a VCF.indication to the VCF Serv
deliver a frame.

— The VCF.indication primitive is the service indication primitiyeCfor the V.

Service.

.2 Semantics
CF.indication primitive shall provide parameters as follows:

VCF.indication (Frame,

GVCID,

Frame Loss Flag (optional))

.3 When Generated

CF.indication primitive is passed’from the service provider to the VCF Service user
eiving end to deliver a Franie.

ce

at

3.7.3.3.4 Effect On Receipt

The efffect of receiptof-the VCF.indication primitive by the VCF Service user is undefined.
3.7.3.3.5 Additional Comments

The VICFindication primitive is used to deliver Transfer Frames of a Virtual Channel to the
VCF Service user identified by the GVCID.
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3.8 MASTER CHANNEL FRAME (MCF) SERVICE
3.8.1 OVERVIEW OF MCF SERVICE

The Master Channel Frame (MCF) Service provides transfer of a sequence of fixed-length
AOS Transfer Frames of a Master Channel, created by an independent protocol entity, across
a space link. The service is unidirectional, either asynchronous or periodic, and sequence-
preserving. The service does not guarantee completeness, but it may signal gaps in the
sequence of service data units delivered to a receiving user

Only one user can use this service on a Master Channel, and the user is identifted ‘wijth the
M(CID of the Master Channel. Service data units from different users are not multiplexed
together within one Master Channel.

3.8.2 MCF SERVICE PARAMETERS
3.8.2.1 General

The parameters used by the MCF Service primitives shall conform to the specifigations
coptained in subsections 3.8.2.2 through 3.8.2.4.

3.8.2.2 Frame

The Frame parameter shall be an AOS Transfet Frame of the Master Channel specified|by the
M(CID parameter.

NOTES
1 The parameter Frame is the service data unit transferred by the VCF Service.

2 The format of the MCID parameter is defined in 4.1.

3 Restrictions on-the AOS Transfer Frames transferred by the MCF Service are stgted in
3.2.6.
3.8.2.3 MCID

The MCID parameter shall contain the MCID of the Master Channel on which the Frame is
to petransferred.

NOTE — The MCID is the SAP address of the MCF Service.
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3.8.2.4 Frame Loss Flag

The Frame Loss Flag is an optional parameter that may be used to notify the user at the
receiving end of the MCF Service that a sequence discontinuity has been detected and that one
or more Transfer Frames of the specified Master Channel may have been lost. If implemented,
the flag shall be derived by a signal given by the underlying Channel Coding Sublayer.

3.8.3 _MCF SERVICE PRIMITIVES

3.8.3.1 General

The sqrvice primitives associated with this service are:
a)| MCF.request;
b)| MCF.indication.

3.8.3.2 MCF.request
3.8.3.2.1 Function

At thel sending end, the MCF Service user shall pass’an MCF.request primitive to the service
provider to request that a Frame be transferred to-the user at the receiving end through the
speciffed Master Channel.

NOTH - The MCF.request primitive is-the service request primitive for the MCF Servicg.

3.8.3.2.2 Semantics
The MCF.request primitive-shall provide parameters as follows:
MCEF .request (Frame,

MCID)

3.8.3.2.3 , When Generated

Th 1\ CE roonaect wnemmartitzachall ha mnoccad $+a tha carvzion smgenszi e 40 pen o nct o4 £ cnaad he
e viec .lukiuUDL }Jllllllblv\/ oIrIaIrlr vw tluDDUU U IV SVI'VILVU PlUVlU\.al U 1\.4\1»1\401, I U oSvIilUu

Frame.

3.8.3.2.4 Effect On Receipt

Receipt of the MCF.request primitive shall cause the service provider to transfer the Frame.

CCSDS 732.0-B-3 Page 3-22 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f594999b9e794769b67f153f63da4c67

ISO 22666:2016(E)
CCSDS RECOMMENDED STANDARD FOR AOS SPACE DATA LINK PROTOCOL

3.8.3.2.5 Additional Comments

The MCF.request primitive shall be used to transfer Transfer Frames of a Master Channel
across the space link.

3.8.3.3 MCF.indication

3.8.3.3.1 Function

At the receiving end, the service provider shall pass an MCF.indication to the MCE Service
user to deliver a Frame.
NOTE — The MCF.indication primitive is the service indication primitive for thel MCF
Service.
3.8.3.3.2 Semantics
The MCF.indication primitive shall provide parameters asifolows:
MCEF.indication (Frame,
MCID,
Frame Loss Flag (optional))
3.8.3.3.3 When Generated
The MCF.indication primitive shallbe passed from the service provider to the MCF Service
usegr at the receiving end to deliver a Frame.
3.8.3.3.4 Effect On.Receipt
THe effect of receipt’of the MCF.indication primitive by the MCF Service user is undefined.
3.8.3.3.5<~Additional Comments
The“MCF.indication primitive shall be used to deliver Transfer Frames of a Master Channel
to the VCF Service user identified by the MCID.
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3.9

3.9.1

INSERT SERVICE

OVERVIEW OF INSERT SERVICE

The Insert Service provides transfer of private, fixed-length, octet-aligned service data units
across a space link in a mode which efficiently utilizes the space link transmission resources
at relatively low data rates. The service is unidirectional, periodic, and sequence-preserving.
The service does not guarantee completeness, but may signal gaps in the sequence of service

data u

nits delivered to a receiving user

Only
Physid

ne user can use this service on a Physical Channel and the user is identified with {
al Channel Name of the Physical Channel. Service data units from different users

not myltiplexed together within one Physical Channel.

3.9.2

39.21

The p
contai

3.9.22

The p3

NOTE

3.9.2.3

The P
1stob

NOTE

3.9.2.4

INSERT SERVICE PARAMETERS
General

arameters used by the Insert Service primitives shall<conform to the specificatid

hed in subsections 3.9.2.2 through 3.9.2.4.

IN_SDU

irameter IN_SDU shall be the service data unit transferred by the Insert Service.

Physical Channel Name

hysical Channel Name' shall indicate the Physical Channel through which the IN_SIj
e transferred.

— The Physical Channel Name is the SAP address of the Insert Service.

| AN _SDU Loss Flag

— Restrictions on the IN_SDUs.transferred by the Insert Service are stated in 3.2.7.

he
\re

ns

DU

The IN_SDU Loss Flag is an optional parameter that may be used to notify the user at the
receiving end of the Insert Service that a sequence discontinuity has been detected and that
one or more IN_SDUs have been lost. If implemented, the flag shall be derived by a signal
given by the underlying Channel Coding Sublayer.
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3.9.3 INSERT SERVICE PRIMITIVES
3.9.3.1 General

The service primitives associated with this service are:
a) INSERT.request;
b) INSERT.indication.

3.9.3.2 INSERT.request
3.9.3.2.1 Function

Afl the sending end, the Insert Service user shall pass an INSERT.requést primitive [to the
sefvice provider to request that an IN_SDU be transferred to the @iser at the receivimg end
though the specified Physical Channel.

NOTE — The INSERT.request primitive is the service‘request primitive for the|Insert
Service.
3.9.3.2.2 Semantics
THe INSERT.request primitive shall provide\parameters as follows:
INSERT.request (IN _SDU,

Physical Channel Name)
3.9.3.2.3 When Generated

ThHe INSERT.requestprimitive is passed to the service provider to request it to send the
IN| SDU.

3.9.3.2.4 JEffect On Receipt

Rdceipt of the INSERT.request primitive causes the service provider to transfer the IN [SDU.

3.9.3.2.5 Additional Comments

The INSERT.request primitive is used to transfer IN_SDUs across the space link on the
specified Physical Channel.
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3.9.3.3 INSERT.indication

3.9.3.3.1 Function

At the receiving end, the service provider shall pass an INSERT.indication to the Insert

Servic

e user to deliver an IN_SDU.

NOTE — The INSERT.indication primitive is the service indication primitive for the Insert

Service.
3.9.3.3.2 Semantics
The INSERT.indication primitive shall provide parameters as follows:
INSERT.indication (IN_SDU,
Physical Channel Name,

3.9.3.3

The 1]

Servio

3.9.3.3

The ¢

IN_SDU Loss Flag (optional))

.3 When Generated

e user at the receiving end to deliver an IN_SDU.

4 Effect On Receipt

undefined.

3.9.3.3

The I
identif

.5 Additional Comiments

fied by the Physical Channel Name.

NSERT.indication primitive shall be passed fiom the service provider to the Insert

ffect of receipt of the INSERT.indication primitive by the Insert Service user| is

NSERT.indication’primitive shall be used to deliver IN_SDUs to the Insert Service uger
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NOTE - This section specifies the protocol data unit and the procedures of the AOS Space

4.1

1

Data Link Protocol without support for the SDLS protocol. Section 6 sp
the protocol with the SDLS option.

PROTOCOL DATA UNIT

AQOS TRANSFFR FRAMFE

ecifies

n

4.1

a)
b)
©)
d)
e)

1.1.1 An AOS Transfer Frame shall encompass the major fields, positioned contigy
the following sequence:

Transfer Frame Primary Header (6 or 8 octets; mandatory);
Transfer Frame Insert Zone (integral number of octets; optional);
Transfer Frame Data Field (integral number of octets; mardatory);
Operational Control Field (4 octets; optional);

Frame Error Control Field (2 octets, optional).

1.1.2 The AOS Transfer Frame shall be of conistant length throughout a specific M

Phase for any Virtual Channel or Master Chanfiel on a Physical Channel. Its length sl

jously,

[ission
hall be

copsistent with the specifications contained™in references [3], [4], and [5]. The stryictural

components of the AOS Transfer Frame.ate shown in figure 4-1.

NOTES

1 The protocol data unitief the AOS Space Data Link Protocol is the AOS Tiansfer
Frame. In this Recemmended Standard, the AOS Transfer Frame is also called the
Transfer Frame or Frame for simplicity.

2 The combination of the Operational Control Field and the Frame Error Contro| Field
is called)the Transfer Frame Trailer.

3 The start of the Transfer Frame is signaled by the underlying Channel (Coding
Sublayer.

4 Achange of Transfer Frame Lengthmay Tesutt i a toss of Synchronization at the Teceiver.
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DN AOS TRANSFER FRAME =~ cemeeremsssssisiesssssssesssssssssssssassenss >
TRANSFER FRAME
TRAILER (Optional)
TRANSFER | TRANSFER TRANSFER FRAME
FRAME FRAME DATA FIELD OPERA- FRAME
PRIMARY INSERT TIONAL ERROR
HEADER ZONE CONTROL | CONTROL
(Optional) FIELD FIELD
(Ontianal) (Ontianal)
To paoety to Pty
6 or 8 octets Varies Varies 4 octets 2 octets

Figure 4-1: AOS Transfer Frame Structural Components

4.1.2 | TRANSFER FRAME PRIMARY HEADER

41.2.1 General

The Transfer Frame Primary Header is mandatory and shall:consist of five fields, positiorjed
contiguously, in the following sequence:

a)| Master Channel Identifier (10 bits; mandatory);

b)[ Virtual Channel Identifier (6 bits; mandatory);

c¢)| Virtual Channel Frame Count (3 octets; mandatory);
d)| Signaling Field (1 octet; mandatory);

e)| Frame Header Error Control (2 octets, optional).

The fqrmat of the Transfer(Frame Primary Header is shown in figure 4-2.

T PP S TRANSFER FRAME PR|MARY HEADER ............................................... Pl
MASTER SIGNALING
CHANNEL ID FIELD
VIRTUAL | VIRTUAL FRAME
CHANNEL T CHANNEL RERLAY Ve RSVD- Ve HEADER
TRANSFER |SPACECRAFT D FRAME FLAG |FRAME |spaRE| FRAME ERROR
FRAME ID COUNT COUNT
VERSION COUNT USAGE CYCLE | CONTROL
NUMBER FLAG (Optional)
2 bits 8 bits 6 bits 1bit | 1bit | 2bits [ 4 bits
2 octets 3 octets 1 octet 2 octets
Figure 4-2: Transfer Frame Primary Header
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4.1.2.2 Master Channel Identifier
41.2.21 General

41.2.2.1.1 Bits 0-9 of the Transfer Frame Primary Header shall contain the Master Channel
Identifier (MCID).

4.1.2.2.1.2 The Master Channel Identifier shall consist of:

a) Iransfer Frame version Number (2 bits, mandatory);

b) Spacecraft Identifier (8 bits, mandatory).

4.1.2.2.2 Transfer Frame Version Number

412221 Bits 0-1 of the Transfer Frame Primary Header shall contain the (Binary
Encoded) Transfer Frame Version Number.

4.1.2.2.2.2 This 2-bit field shall identify the data unit as‘a/Transfer Frame defined by this
Rdcommended Standard; it shall be set to ‘01°.

NOTE — This Recommended Standard defines thé AOS Version 2 Transfer Frame, whose
binary encoded Version Number is ‘Q1*.
4.1.2.2.3 Spacecraft Identifier

4.1.2.2.3.1 Bits 2-9 of the Transfer Frame Primary Header shall contain the Spa¢ecraft
Id¢ntifier (SCID).

4.1.2.2.3.2 The Spacecraft’ Identifier is assigned by CCSDS and shall provide the
id¢ntification of the spagecraft which is associated with the data contained in the Ttansfer
Frame.

4.1.2.2.3.3 The-Spacecraft Identifier shall be static throughout all Mission Phases.

NOQTE <-=The Secretariat of the CCSDS assigns Spacecraft Identifiers according |to the
procedures in reference [7].

4.1.2.3 Virtual Channel Identifier

4.1.2.3.1 Bits 10-15 of the Transfer Frame Primary Header shall contain the Virtual
Channel Identifier (VCID).
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4.1.2.3.2 The Virtual Channel Identifier shall be used to identify the Virtual Channel.

NOTES

1

If only one Virtual Channel is used, these bits are set permanently to value ‘all zero

S’

A Virtual Channel used for transmission of Only Idle Data (OID) Transfer Frames
(i.e., frames whose Data Fields contain only idle data—see 4.1.4) is indicated by

setting these bits to the reserved value of ‘all ones’.

4.1.2.4

4.1.2.4
Chann

4.1.2.4
each T

4.1.2.4
not tal

NOTE

There are no restrictions on the selection of Virtual Channel Identifiers except-
rules described above. In particular, Virtual Channels are not required-to
numbered consecutively.

Service is supported.

. Virtual Channel Frame Count

.1 Bits 16-39 of the Transfer Frame Primary.Header shall contain the Virty
el Frame Count.

1.2 This 24-bit field shall contain a sequential binary count (modulo-16,777,216)
ransfer Frame transmitted within a specific*Virtual Channel.

1.3 A resetting of the Virtual Channel Frame Count before reaching 16,777,215 sh
re place unless it is unavoidable;

Channel, primarily,to enable systematic Packet extraction from the Trans
Frame Data Field. If the Virtual Channel Frame Count is reset because of
unavoidable.retinitialization, the completeness of a sequence of Transfer Fran
in the related Virtual Channel cannot be determined.

he
be

A Transfer Frame on the ‘Idle’ Virtual Channel may not contain any jvalid user data
within its Transfer Frame Data Field, but it must contain the Insert Zone if the Insert

hal

of

all

— The purpose of this-field is to provide individual accountability for each Virtpal

fer
an
1eS
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.1.2.5 Signaling Field

.1.25.1 General

41.25.1.1 Bits 40-47 of the Transfer Frame Primary Header shall contain the Signaling
Field.

4.1.25.1.2 The Signaling Field shall be used to alert the receiver of the Transfer Frames
with respect to functions that: (a) may change more rapidly than can be handled by

md

4.

4.

4.1

4.1.

li

fl

4.]

NOTES

C

2.5.1.3 This 8-bit field shall be subdivided into four sub-fields as follows:
a) Replay Flag (1 bit, mandatory);

b) Virtual Channel (VC) Frame Count Cycle Use Flag (1 bit, mandatory);
c) Reserved Spares (2 bits, mandatory);

d) Virtual Channel Frame Count Cycle (4 bits, mandatory).

2.5.2 Replay Flag

2.5.2.2 Recognizing the need to.store Transfer Frames during periods when the
jk is unavailable, and to retrieve-them for subsequent replay when the link is restore
2

.2.5.2.3 The Replay Flag is interpreted as follows:
a) ‘0’ =Redaltime Transfer Frame;

b) ‘1’&Replay Transfer Frame.

.2.5.2.1 Bit 40 of the Transfer Frame Prithary Header shall contain the Replay Flag.

Inagement, or; (b) provide a significant cross-check against manual or automated seullps for
faylt detection and isolation purposes.

space
d, this

shall alert the receiver of the Transfer Frames with respect to its ‘realtime’ or ‘geplay’
stqtus. Its main purpose is:t0“discriminate between realtime and replay Transfer H
when they both may use the;same Virtual Channel.

rames

Owing to the wide spectrum of onboard storage and retrieval technology options, the
exact interpretation of this Flag is necessarily the subject of negotiation between
projects and cross-support organizations. For instance, it may be interpreted to
indicate that the value of the Virtual Channel Frame Count field on the replayed VC

decreases, rather than increases, as a function of reverse playback.

If Transfer Frames are stored after encoding by the Channel Coding Sublayer, they

must be re-encoded if the status of the Replay Flag is altered after retrieval.

CSDS 732.0-B-3 Page 4-5 September 2015

©1S0 2016 -

All rights reserved


https://standardsiso.com/api/?name=f594999b9e794769b67f153f63da4c67

ISO 22666:2016(E)
CCSDS RECOMMENDED STANDARD FOR AOS SPACE DATA LINK PROTOCOL

4.1.2.5.3 Virtual Channel (VC) Frame Count Cycle Use Flag

4.1.25.3.1 Bit41 of the Transfer Frame Primary Header shall contain the VC Frame Count

Cycle

Use Flag.

4.1.2.5.3.2 This one-bit field shall indicate whether the VC Frame Count Cycle field is
used; its value shall be interpreted as follows:

a) ‘0’ =VC Frame Count Cycle field is not used and shall be ignored by the receiver;
b)| ‘1’ = VC Frame Count Cycle field is used and shall be interpreted by the receiver:
4.1.2.5.4 Reserved Spare
41.283.4.1 Bits 42-43 of the Transfer Frame Primary Header shall containthe reserved spare.
4.1.2.34.2 This 2-bit field is reserved for future definition by CCSDS-and shall be set to ‘00’
4.1.2.%.5 Virtual Channel (VC) Frame Count Cycle
4.1.2.%5.1 Ifused, bits 44-47 of the Transfer Frame Ptimary Header shall contain the
Virtual Channel Frame Count Cycle field.
4.1.2.%.5.2 Each time the Virtual Channel Frame Count returns to zero, the VC Frame
Count Cycle shall be incremented.
NOTH - The VC Frame Count Cycle effectively extends the Virtual Channel Frame Coynt
from 24 to 28 bits.
4.1.2.%.5.3 If not used, bits 44 through 47 of the Transfer Frame Primary Header shall be et
to “all zeros’.
4.1.2.6 Frame Header Error Control
41.2.6.1 Ifimplemented, Bits 48-63 of the Transfer Frame Primary Header shall contjin
the Frame: Header Error Control.
NOTE = The T0-bit Master Channel Identifier, the 6-bit Virtual Channel Identifier, and the

8-bit Signaling Field may all be protected by an optional error detecting and

correcting code, whose check symbols are contained within this 16-bit field.

4.1.2.6.2 The presence or absence of the optional Frame Header Error Control shall be
established by management.

4.1.2.6.3 If present, the Frame Header Error Control shall exist in every Transfer Frame
transmitted within the same Physical Channel.

CCSDS 732.0-B-3 Page 4-6 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f594999b9e794769b67f153f63da4c67

ISO 22666:2016(E)
CCSDS RECOMMENDED STANDARD FOR AOS SPACE DATA LINK PROTOCOL

4.1.2.6.4 Once set by management, the presence or absence of the Frame Header Error
Control shall be static throughout a Mission Phase.

41.2.6.5 The mechanism for generating the Frame Header Error Control shall be a
shortened Reed-Solomon (10,6) code. The parameters of the selected code are as follows:

a) ‘J=4’ bits per Reed-Solomon (R-S) symbol.

b) ‘E=2’ symbol error correction capability within an R-S code word.

c) The field generator polynomial shall be:
F(X) = Hxtl
over GF(2)
d) The code generator polynomial shall be:
g() = (x + ad)x + aT)(x + o¥)(x + o)
over GF(24)
where F(a) =0,

a®=1100, ¢’ = 1011
a8=0101,0a9 = 1010

also:
g(x) =t a3t a1
over GF(2%)

and:

a0 = 0001, a3 = 1000
o £0010

e) Waithin an R-S symbol, the transmission shall start from the bit on the left side; ¢.g.,

o3 =1000

shall be transmitted as a 1 followed by three Os.
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f) The bit to R-S symbol mapping shall be:

bits in the header symbol

0,1,2,3 0
4,5,6,7 1
8,9,10,11 2
12,13,14,15 3
40,.41,42.43 4
44,45,46,47 5
48,49,50,51 6
52,53,54,55 7
56,57,58,59 8
60,61,62,63 9

NOTHS

1 The purpose of this field is to provide a capability for proteécting some key elements in

the Transfer Frame Primary Header.

2 Whether this field should be used on a particular>Physical Channel is determined
based on the mission requirements for data quality and the selected options for the
Channel Coding Sublayer.

3 The header error correction code can cotrect up to and including two symbol errars.
This is sufficient to meet the performance of <Ix10E-07 Data Fields missing af a
1x10E-05 channel bit error rate; for random bit errors. In the case of convolutiopal
coded channels, in particular when the convolutional coding is interleaved, the Data
Field loss rate will drop te-2x10E-05 at an operating point equivalent to a channel pit
error rate of 1X10E<057 This is the result of the burst errors typical of the
convolutional decoders.

4.1.3 | TRANSFER-FRAME INSERT ZONE

4.1.3.1 [If implemented, the Transfer Frame Insert Zone shall follow, without gap, the
Transfler Erame Primary Header.

4.1.3.2 The presence or absence of the optional Transfer Frame Insert Zone shall be
established by management.

4.1.3.3 If the Physical Channel supports the Insert Service for transfer of periodic data, then
the Insert Zone shall exist in every Transfer Frame transmitted within the same Physical
Channel, including OID Transfer Frames.
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4.1.3.4 Once set by management, the presence or absence of the Insert Zone shall be static
throughout a Mission Phase.

4.1.34.1 The length of the Insert Zone shall be set by management to be equal to the
constant length of the Insert Service Data Unit (IN_SDU) for that Physical Channel. The
Insert Zone shall contain precisely one octet-aligned IN_ SDU.

4.1.3.4.2 Once set by management, the length of the Insert Zone shall be static throughout a
Mission Phase

NOQTE — If the Insert Zone is present, management reduces the length of the ‘Transfer
Frame Data Field that is available to other service users by an amount€qual to the
constant length of the Insert Zone.

414 TRANSFER FRAME DATA FIELD
4.1.4.1 Overview

41411 The Transfer Frame Data Field shall follow,<without gap, the Transfer [Frame
Primary Header or the Transfer Frame Insert Zone, if présent.

4.1.4.1.2 The Transfer Frame Data Field, which:shall contain an integer number of pctets,
shall have a length which varies and is equal te;

a) the fixed Transfer Frame lengthcwhich has been selected for use on a particular
Physical Channel; minus

b) the length of the Transferframe Primary Header plus the length of the Tgansfer
Frame Insert Zone and/or the Transfer Frame Trailer (if any of these are present).

4.1.4.1.3 The Transfer Frame Data Field shall contain one Multiplexing Protocol Dafa Unit
(M_PDU), one Bitstream Protocol Data Unit (B_PDU), one Virtual Channel Access Service
D4dta Unit (VCA_SDU), or Idle Data.

41414 M PDUs, B PDUs, VCA SDUs, and Idle Data shall not be mixed in a Virtual
Channel (iie/ if a Virtual Channel transfers M_PDUs, every Transfer Frame of that Virtual
Channebshall contain an M_PDU). Management shall decide whether M_PDUs, B PIDUs or
V(CA-SDUs are transferred on a particular Virtual Channel, and this decision shall femain
static throughout a Mission Phase.

4.1.4.1.5 In the case where no valid Transfer Frame Data Field is available for transmission
at release time for a Transfer Frame, a Transfer Frame with a Data Field containing only Idle
Data shall be transmitted. Such a Transfer Frame is called an OID Transfer Frame. The
Virtual Channel ID of an OID Transfer Frame shall be set to the value of ‘all ones’ and a
project-specified ‘idle’ pattern shall be inserted into the Transfer Frame Data Field.
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NOTES

1

Transfer Frames containing Idle Data in their Data Fields are sent to maintain
synchronization at the receiver and also to transmit data in the Transfer Frame Insert

Zone when there is no Data Field to send.

Idle Data in the Transfer Frame Data Field of an OID Transfer Frame must not
confused with the Idle Packet specified in reference [8].

be

4142

4.1.4.

4.1.4.

Transfler Frame Primary Header or the Transfer Frame Insert Zone if present.

4.1.4.

Virtugl Channel, since it is required to fit exactly within the fixed-length Transfer Frame D

Field.

NOTE

4.1.4.]
a)
b)
4.1.4.]
a)
b)

pattern is preferred. Problems with the reception of frames have been encounte
because of insufficient randomization.

Multiplexing Protocol Data Unit
.1 Overview

.1.1 The Multiplexing Protocol Data Unit (M_PDU) shall follow, without gap, {

— The length of M_PDUs carried:By a Physical Channel which supports the Ins
Service must take into account the fixed length of the optional Insert Zone.

.1.3 The M_PDU shall be divided as follows:

M_PDU Header (2 octets,) mandatory);

M _PDU Packet Zonge (integral number of octets, mandatory).
.1.4 The M<PDU Header shall be sub-divided as follows:

Reserved Spare (5 bits, mandatory);

FirstHeader Pointer (11 bits, mandatory).

The idle pattern used in the OID Transfer Frame is project specific, but a randdm

ed

he

.1.2  The length of the M_PDU shall be fixed, by management for any particullar

hta

W a'ail c 4 £ AA—DIFTI— 1 L o 42
4.1.4.t_.L.J TIIC 1Ol O1 HIC IvI T DU IS SHHOWIT HI ITEUIC 5=5.
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M_PDU HEADER

M_PDU PACKET ZONE

RSVD. FIRST END OF CCSDS CCsDS START OF
SPARE HEADER | PREVIOUS PACKET PACKET CCSDS
POINTER CCSDS #k+1 | vt #m PACKET
PACKET #k #m+1
5 bits 11 bits
Figure4=3—viuttiptexingProtocot-DataUnit-(M—PDBY)

4.1.4.2.2 Reserved Spare

4.1.4.2.2.1 Bits 04 of the M_PDU Header shall contain the Reserved Spare.
414222 This five-bit Reserved Spare field is currently undefined by CCSDS; by
copvention, it shall therefore be set to the reserved value of ‘00000, .

4.1.4.2.3 First Header Pointer

4.1.4.23.1 Bits 5-15 of the M PDU Header shall ¢ontain the First Header Pointer.

4.1.4.2.3.2 The First Header Pointer shall contain the position of the first octet of the first
Pagcket that starts in the M_PDU Packet Zone.

4.1.42.3.3 The locations of the octets in the M_PDU Packet Zone shall be numbgred in
as¢ending order. The first octet (n,'this zone is assigned the number 0. The First Header
Painter shall contain the binary representation of the location of the first octet of the first
Packet that starts in the M_PDU Packet Zone.

NOTES

1 The purpese’of the First Header Pointer is to facilitate delimiting of variable{length
Packets/eontained within the M_PDU Packet Zone, by pointing directly fto the
location of the first Packet from which its length may be determined.

2 The locations of any subsequent Packets within the same M_PDU Packet Zoge will
be determined by calculating the locations using the length field of these Packets.

3 If the last Packet in the M_PDU Packet Zone of Transfer Frame N spills over into
Frame M of the same Virtual Channel (N<M), then the First Header Pointer in Frame
M ignores the residue of the split Packet and indicates the start of the next Packet that
starts in Frame M.

4.1.4.2.3.4 If no Packet starts in the M_PDU Packet Zone, the First Header Pointer shall be
set to ‘all ones’.
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NOTE - The above situation may occur if a long Packet extends across more than one

Transfer Frame.

4.1.42.3.5 1If the M_PDU Packet Zone contains only Idle Data, the First Header Poin
shall be set to “all ones minus one’.

4.1.4.2.4 M_PDU Packet Zone

ter

4.1.4.7

4.1.4.7
specif]

NOTE

41.4.7
Packe

NOTE

4.1.4.7
of aT|
Idle D

NOTE

1

.41 The M _PDU Packet Zone shall follow, without gap, the M_PDU Header.

.4.2 The M_PDU Packet Zone shall contain either Packets or Idle Data (alproje
ed ‘idle’ pattern).

— The idle pattern used in the M_PDU is project specific and ean be fixed
variable length. A random pattern is preferred. Problems with the reception
frames have been encountered because of insufficient randomization.

.4.3  Packets shall be inserted contiguously and in forward order into the M_PI
Zone.

— The first and last Packets of the M_PDU are not necessarily complete, since {

the last Packet may continue in thessubsequent M_PDU of the same Virty
Channel.

.4.4  When insufficient Packets. (iicluding Idle Packets) are available at release ti
ransfer Frame of a Virtual Chafinel carrying M_PDUs, an M_PDU that contains o1
ata in its Packet Zone shall be ‘generated.

S

synchronous ~trahsmission of Transfer Frames and also to transmit data in {

M _PDUs that econtain only Idle Data in their Packet Zones are sent to mainti

or
of

DU

he

first Packet may be a continuation of a Packet begun in the previous M_PDU, and

hal

me

Operational/€ontrol Field on a specific Virtual Channel when there is no Packet|to
send.

2 An ‘M _PDU that contains only Idle Data in its Packet Zone can be generated
whenever it is necessary (even in the middle of transmission of a Packet that is split
into multiple M_PDUs).

3 An M_PDU that contains only Idle Data in its Packet Zone must not be confused with
the OID Transfer Frame defined in 4.1.4.1.5.

4 Idle Data in the M_PDU Packet Zone should not be confused with the Idle Packet
specified in reference [8].
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4.1.4.3 Bitstream Protocol Data Unit
41431 Overview

4.1.43.1.1 The Bitstream Protocol Data Unit (B_PDU) shall follow, without gap, the
Transfer Frame Primary Header or the Transfer Frame Insert Zone if present.

4.1.43.1.2 The length of the B PDU shall be fixed by management for any particular
Virtual Channel, since it is required to fit exactly within the fixed-length Transfer Frame Data
Fig¢ld.

NOQTE — The length of B PDUs carried by a Physical Channel which supperts the| Insert
Service must take into account the fixed length of the optional InSert Zone.

4.1.43.1.3 The B _PDU shall be divided as follows:

a) B _PDU Header (2 octets, mandatory);

b) B _PDU Bitstream Data Zone (integral number of octets, mandatory).
4.1.43.1.4 The B PDU Header shall be subdivided asfollows:

a) Reserved Spare (2 bits, mandatory);

b) Bitstream Data Pointer (14 bits, mandatary).

4.1.43.1.5 The format of the B PDU isShown in figure 4-4.

B_PDU HEADER

RSVD. BITSTREAM
SPARE DATA B_PDU BITSTREAM DATA ZONE
POINTER
2 bits 14 bits

Figure 4-4: Bitstream Protocol Data Unit (B_PDU)

4.1.432 Reserved Spare

41.43.2.1 Bits 0—1 of the B PDU Header shall contain the Reserved Spare.

4.1.43.2.2 This two-bit Reserved Spare field is currently undefined by CCSDS; by
convention, it shall therefore be set to the reserved value of ‘00°.

4.1.4.3.3 Bitstream Data Pointer

4.1.43.3.1 Bits 215 of the B_PDU Header shall contain the Bitstream Data Pointer.
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NOTE - Because it may be necessary to insert idle data if an insufficient number of
Bitstream Data bits have been received before a B PDU is released for
transmission, the Bitstream Data Pointer indicates the location of the last valid
user data bit within the B PDU Bitstream Data Zone (i.e., the boundary between

user data and any inserted idle data).

4.1.4.3.3.2 The locations of the bits in the B_PDU Bitstream Data Zone shall be numbered
in ascending order. The first bit in this zone is assigned the number 0. The Bitstream Data

POlnter chall caontain the hinary ronracontation of tha lacatinn of tho lact valid nooar data
T—COTtati—t1t TP e Tttt OOt 1Ottt O H— Ot H Tt t—Vv<tira—tery Ot

within B PDU Bitstream Data Zone.

4.1.4.3.3.3 If there are no idle data in the Bitstream Data Zone (i.e., the B PDU.Conta
only vplid user data), the Bitstream Data Pointer shall be set to the value ‘all ones™

4.1.4.3.3.4 If there are no valid user data in the Bitstream Data Zone (i.e.,.the B PDU conta|
only idle data), the Bitstream Data Pointer shall be set to the value ‘all ones'tiinus one’.
4.1.4.3.4 B_PDU Bitstream Data Zone

41.43.4.1 The B PDU Bitstream Data Zone shall follow,without gap, the B PDU Headgr.

4.1.43.4.2 The Bitstream Data Zone shall contain“either a fixed-length block of the u
Bitstrgam Data (possibly terminated with idle data at a location delimited by the Bitstre
Data Bointer), or Idle Data (a fixed-length project-specified ‘idle’ pattern).

4.1.43.4.3 When no Bitstream Data are;available at release time of a Transfer Frame o
Virtugl Channel carrying B PDUs, a(B>PDU that contains only Idle Data in its Data Zq
shall e generated.

NOTHS

1

it

e T—OITT— oAy

B PDUs that contain only Idle Data in its Data Zone are sent to maintain synchrong
transmission of ransfer Frames, and also to transmit data in the Operational Cont]
Field on a specific Virtual Channel when there are no Bitstream Data to send.

A B PDU that contains only Idle Data in its Data Zone must not be confused with {
OID(Transfer Frame defined in 4.1.4.

ns

NS

5CT
im

fa
ne

us
rol

he

415 OPERATIONAL CONTROL FIELD

4151

without gap, the Transfer Frame Data Field.

If present, the Operational Control Field shall occupy the four octets following,

4.1.5.2 The Operational Control Field is optional; its presence or absence is established by
management for each Virtual Channel.
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4.1.5.3 If the Operational Control Field is present on a Virtual Channel, it shall occur within
every Transfer Frame transmitted through the Virtual Channel throughout a Mission Phase.

4.1.5.4 Bit 0 of the Operational Control Field shall contain a Type Flag with the following
meanings:

a) the Type Flag shall be ‘0, if the Operational Control Field holds a Type-1-Report
which shall contain a Communications Link Control Word, the content of which is
defined in reference [B6];

b) the Type Flag shall be ‘1°, if the Operational Control Field holds a Type-2-Repott.

NOTE — The Type Flag may vary between Transfer Frames on the same-Virtual Channel
that carries this field.

4.15.5 In a Type-2 Report, bit 1 of the Operational Control Field. §hall indicate the juse of
this report as follows:

a) 1if'this bit is ‘0°, the contents of the report are project-specific;

b) if this bit is ‘1’, the contents of the report.aré reserved by CCSDS for |future

application.
NOTES
1 In Type-2 Reports, the value of bit*l of the Operational Control Field may vary

between Transfer Frames on the same Virtual Channel that carries this field.

2 The purpose of this field isto provide a standardized mechanism for reporting g small
number of real-time furctions (such as retransmission control or spacecraft| clock
calibration); currently;the use for retransmission control (Type-1 Reports) hag been
defined by CCSDS i reference [B6]. This issue of the Recommended Standar{d does
not define the tise ‘of Type-2 Reports; however, it reserves the possibility to d¢ so in
future issues by restricting the utilization of bit 1 of the Operational Control Field.

416 FRAME ERROR CONTROL FIELD

4.1.6.1 \General

4.1.6.1.1 If present, the Frame Error Control Field shall occupy the two octets following,
without gap, the Operational Control Field if this is present, or the Transfer Frame Data Field
if an Operational Control Field is not present.

4.1.6.1.2 The Frame Error Control Field is optional; its presence or absence shall be
established by management.
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4.1.6.1.3 If present, the Frame Error Control Field shall occur within every Transfer Frame
transmitted within the same Physical Channel throughout a Mission Phase.

NOTES

1

The purpose of this field is to provide a capability for detecting errors which may
have been introduced into the Transfer Frame during the transmission and data

handling process.

2 Whether this field should be used on a particular Physical Channel is determired
based on the mission requirements for data quality and the selected options for the
underlying Channel Coding Sublayer. This field may be mandatory depending on the
selected options for the Channel Coding Sublayer.

4.1.6.2 Frame Error Control Field Encoding Procedure

4.1.6.2.1 The Frame Error Control Field is computed by applying Cyclic Redundarcy I

Checlf (CRC) techniques. The Encoding Procedure shall dceept an (n—16)-bit Transfer

Frame, excluding the Frame Error Control Field, and generates a systematic binary (n,n—16)

block |code by appending a 16-bit Frame Error Control\Field as the final 16 bits of the

codeblock, where 7 is the length of the Transfer Frame.

NOTH - The Bit Numbering Convention as specified in 1.6.2 is applicable below. I

4.1.6.2.2 The equation for the contents of the Frame Error Control Field is:

FECF = [(X'° - M(X)) + (X" '9-£(X))] modulo G(X)
= Po- X7 +P - X P - X+ 4Py X 4P X |
where
all arithmetic is-modulo 2;
FECF is the-16-bit Frame Error Control Field with the first bit transferred being the
most significant bit Py taken as the coefficient of the highest power of X;
n is the number of bits in the encoded message;
}v{(‘() is—the (n 16) bitinformation MCSSage to-be—encoded uAyLuoSCd as—& pulyﬁuu 1al
with binary coefficients, with the first bit transferred being the most significant bit My
taken as the coefficient of the highest power of X;
L(X) is the presetting polynomial given by
15
L) =2 X;
i=0
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G(X) is the generating polynomial given by
G =X°+Xx2+X +1.
NOTES

1 The X' - L(X) term has the effect of presetting the shift register to all ‘1 state prior
to encoding.

2 A possible FECF generator implementation is shown in figure 4-5. For each [frame,
the shift register cells are initialized to ‘1°. The ganged switch is in positidn 1| while
the information bits are being transferred and in position 2 for the sixteed FECF|bits.

\

INFORMATION BITS Mg see M

n-17
(M0 transferred first) ‘

CODED
m| paa
s "k output

T(Z) @)

3=; -
¢

ZERO

15 P14 Piz P2 Py Po Pg Pg Pr Pg  P5  ®y P3. P Py Py
Y Y
N IR BN [ J S Y B }» X5 el B e 7 e 5B [im| 59 [l 101 gl 5 11 E}»Xu 130l 14 el 15

Figure 4-5: Logic Djagram of the Encoder

4.1.6.3 Frame Error Control Field-Decoding Procedure

The error detection syndrome, S(X); is given by
S(X) = [(X'® - C*OTF (X" - L(XY)] modulo G(X)
where

—  C*(X) isthe’received block, including the Frame Error Control Field, in polypomial
form, with the first bit transferred being the most significant bit Cyo* taken |as the
coefficient of the highest power of X; and

— .« S(X) 1s the syndrome polynomial which will be zero if no error is detected anf non-
zero if an error is detected, with the most significant bit Sy taken as the coefficjent of
the highest power of X.

The received block C*(X) equals the transmitted codeblock C(X) plus (modulo two) the n-bit
error block E(X), C*(X) = C(X) + E(X), where both are expressed as polynomials of the same
form, 1.e., with the most significant bit Cy or E, taken as the binary coefficient of the highest
power of X.
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NOTE - A possible syndrome polynomial generator implementation is shown in figure 4-6.
For each frame, the shift register cells are initialized to ‘1°. The frame includes

n bits, i.e., (n-16) information message bits plus the 16 bits of the FECF. All th

cn

bits of the frame are clocked into the input and then the storage stages are
examined. For an error-free block, the contents of the shift register cells will
‘zero’. A non-zero content indicates an erroneous block.

be

4.2
421

This s

1dentif
shows
hardw
for a

proceq
to imp

FRAME BITS CO* e C 1"

(CO* transferred first)

\

T\

Figure 4-6: Logic Diagram of the Becoder

PROTOCOL PROCEDURES AT THE SENRING END

OVERVIEW

ies data-handling functions performed by the protocol entity at the sending end,

ly any particulatimplementation approach of a protocol entity.

ibsection describes procedures at the sending end associated with each of the functiqns
shown in figure 4-7. In this figure, data‘flow from top to bottom of the figure. This fig

e

d

logical relationships among these functions. This figure is not intended to imply gny
are or software configuration in a real system. Depending on the services actually uged
real system, not all.of“the functions may be present in the protocol entity. The
Jures described in this’subsection are defined in an abstract sense and are not intended
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Packet Bitstream VC Access VC_OCF

Service Service Service Service
Packet Bitstream Vgel:\r/?cn;e
Processing| |Processing
| | MC Frame
Virtual Channel Generation Service
| Insert
Virtual Channel Multiplexing Service

|

Master Channel Multiplexing

All Frames Generation

Figure 4-7: Internal Organization of Protocol Entity (Sending End)

422 PACKET PROCESSING FUNCTION

4.2.2.1 The Packet Processing Function shall be used to transfer variable-length Packets in
th¢ fixed-length M_PDU of Transfer Frames.

NOQTE - There is an instance of the Packet Processing Function for each Virtual Channel
that carries Packets.

4.2.2.2 The M_PDUs shall be constructed by concatenating Packets together until the
maximum M _PDU length is exceeded. Any Packet which exceeds the maximum M| PDU
length shall be split, filling the*M_ PDU completely, and starting a new M_PDU on th¢ same
Virtual Channel with the(témainder. Construction of the next M_PDU shall continug with
th¢ concatenation of Packets until it overflows.

4.2.2.3 If Packets-of multiple versions are to be transferred on a Virtual Channel, Packets of
th¢se versions<shall be multiplexed into a contiguous string of Packets before constqucting
M| PDUs.

4.2.24 ' The ‘First Header Pointer’ field shall be set to indicate the location of the first octet
ofthefirst Packet occurring within the M PDU Packet Zone.

4.2.25 In the absence of sufficient Packets supplied from the users at release time, one or
more Idle Packets of appropriate lengths may be created, where an Idle Packet is either

— an Idle Packet defined by reference [8], or

— an Encapsulation Idle Packet defined by reference [9].
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NOTE - The shortest Idle Packet defined by reference [8] is 7-octets long (i.e., a 6-octet
header plus 1 octet of idle data). If the area to be filled in an M_PDU is less than
7 octets, then the Idle Packet will spill over into the beginning of the next
M _PDU. The shortest Idle Packet defined by reference [9] is one octet in length

(i.e., a one-octet header).

4.2.2.6 [Ifitis necessary, the Packet Processing Function may generate an ‘idle’ M_PDU
setting the First Header Pointer to ‘all ones minus one’.

by

NOTE

4.2.3

423.1

of bitg

NOTH

4232

— An abstract model of the Packet Processing Function is illustrated in figure 4<8
Packet Service Packet Service
User with PVN m User with PVN n
Packets Packets
Packet
ProceSsing |dle~Packet
Function for v v
a Virtual Construction of M_PDU and /
Channel Generation of First Header-Pointer
M_PDUs
A 4

| Virtual Channel Generation Function |

Figure 4-8: Abstract Modelof Packet Processing Function

BITSTREAM PROCESSING FUNCTION

The Bitstream Procéssing Function shall be used to transfer variable-length strea
in the fixed-length.B_PDU of Transfer Frames.

— There isan instance of the Bitstream Processing Function for each Virt
Channel that carries Bitstream Data.

Th&Bitstream Processing Function shall be used to fill the Bitstream Data Zone

the B

sequentially, and unchanged, into the B PDUJ Bitstream Data Zone When the Bitstre:

| PDU with the Bitstream Data supplied by the user. Each bit shall be plag

ms

hal

of
ed

M

Data have filled one particular B_ PDU, the continuation of the Bitstream Data shall be placed
in anew B_PDU on the same Virtual Channel.
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NOTE - If] because of the constraints of the Transfer Frame release algorithm, a B PDU
is not completely filled by Bitstream Data at release time, the Bitstream
Processing Function will fill the remainder of the B PDU with a locally specified
idle pattern. The boundary between the end of the valid Bitstream Data and the
beginning of the idle data is indicated by setting a Bitstream Data Pointer in the
B PDU Header. If it is necessary, the Bitstream Processing Function may
generate an ‘idle’ B_PDU by setting the Bitstream Data Pointer to ‘all ones minus

2

onec’ .

4.2.3.3 The length of the B PDU must be equal to the length of the Transfer Framg¢ Data
Fi¢ld for the Virtual Channel identified by the GVCID.

NOQTE — An abstract model of the Bitstream Processing Function is illustratéd in figur¢ 4-9.

Bitstream
Service User

Bitstream Data

Bitstream

Processing
Function for v

a Virtual Construction©f B_PDU and
Channel Generation of Bitstream Data Pointer

B_PDUs

\4
| Virtual Channel Generation Function |

Figure 4-9: Abstract Model of Bitstream Processing Function

424 VIRTUAL CHANNEL GENERATION FUNCTION

NOTE — The«irtual Channel Generation Function is used to build the basic structure of
Tratsfer Frames. It is also used to build the structure and the Primary Hegder of
the Transfer Frames for transmission on each Virtual Channel. There| is an
instance of the Virtual Channel Generation Function for each Virtual Channel.

4244  Transfer Erames shall be assembled ]'\-‘}I p]ar‘ing a Sing]e “ﬁ_DnTT’ R_D])U or
VCA_SDU, unchanged, into the Transfer Frame Data Field and generating the Transfer
Frame Primary Header fields. A Virtual Channel Frame Count shall be generated
independently for each Virtual Channel and placed into the Primary Header.

4.2.4.2 If there is a user of the VC OCF Service for a particular Virtual Channel, an
OCF_SDU supplied by the user shall be placed in the Operational Control Field.

CCSDS 732.0-B-3 Page 4-21 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f594999b9e794769b67f153f63da4c67

ISO 22666:2016(E)
CCSDS RECOMMENDED STANDARD FOR AOS SPACE DATA LINK PROTOCOL

4.24.3 The Insert Zone and the Frame Error Control Field of Transfer Frames, if present for a
particular Physical Channel, shall be kept empty by the Virtual Channel Generation Function.

NOTE — An abstract model of the Virtual Channel Generation Function is illustrated in
figure 4-10.
Only one of these three entities exists
for a Virtual Channel
Packet Proc. Bitstrm. Proc. VCA VC_OCF
Function Function Service User Service User
M_PDUs B_PDUs VCA_SDUs OCF_SDBUs

Virtual

Channel

Generation ) A A Y

Function for Transfer Frame Generation

a Virtual

Channel

VC Frames
| Virtual Channel Multiplexing-Function |

Figure 4-10: Abstract Model of Virtual Channel Generation Function
425 | VIRTUAL CHANNEL MULTIPLEXING FUNCTION
4.25.1 The Virtual Channel Multiplexing Function shall be used to multiplex Transfer
Framgs of different Virtual Channels of a Master Channel.
NOTH - There is an instance of the Virtual Channel Multiplexing Function for edqch

Master Channel that has multiple Virtual Channels.

4.25.2 The Virtual.ZChannel Multiplexing Function shall multiplex Transfer Franmjes
received from theGnstances of the Virtual Channel Generation Function and, if present, the
Virtugl Channel\Erame Service users, in an appropriate order that is set by management.
NOTH < The Virtual Channel Multiplexing Function may put the multiplexed Transfer

Frames into a queue.

4.2.5.3 The algorithm used to order the Transfer Frames is not specified by CCSDS, but
shall be defined by project organizations considering factors such as priority, release rate,
isochronous timing requirements, etc.

4254

If there is only one Master Channel on the Physical Channel, then the Virtual

Channel Multiplexing Function shall create an OID Transfer Frame to preserve the continuity
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of the transmitted stream in the event that there are no valid Transfer Frames available for
transmission at a release time.

4.25.5 The OID Transfer Frame shall have its VCID set to the reserved value of ‘all ones’.
It is not required to maintain a Virtual Channel Frame Count for OID Transfer Frames.

NOTE — An abstract model of the Virtual Channel Multiplexing Function is illustrated in

figure 4-11.
| |
VC Generation VC Frame
Function - Service User |
VC Frames VC Frames
Virtual
Channel OID Frame
Multiplexing v v 1 1

Function for —
a Master Multiplexing
Channel

MC Frames

\ 4
| Master Channel*Multiplexing Function |

Figure 4-11: Abstract Model of Virtual Channel Multiplexing Function

426 MASTER CHANNEL MULTIPLEXING FUNCTION

4.2.6.1 The Master ChannelMultiplexing Function shall be used to multiplex Transfer
Frames of different Master. Channels of a Physical Channel.

NOQTE - There iscan’instance of the Master Channel Multiplexing Function for each
PhysicalChannel that has multiple Master Channels.

4.2.6.2 The»Master Channel Multiplexing Function shall multiplex Transfer Hrames
re¢eived from the instances of the Virtual Channel Multiplexing Function and, if present, the
Master Channel Frame Service users, in an appropriate order that is set by management.

NO"I“T‘ la i N4 4 £ h ., S VS | . I S 4+ 41 I B | s ) f
) B TIIC IVIASICT U IIallIth  IVIUTUPICAILILS  T'UlliCUHULL THIday PJutl i HIUIUPICATU Transier

Frames into a queue.

4.2.6.3 The algorithm to be used to order the Transfer Frames is not specified by CCSDS,
but shall be defined by project organizations considering factors such as priority, release rate,
isochronous timing requirements, etc.

4.2.6.4 The Master Channel Multiplexing Function shall create an OID Transfer Frame to
preserve the continuity of the transmitted stream in the event that there are no valid Transfer
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Frames available for transmission at a release time. The OID Transfer Frame shall have its
VCID set to the reserved value of ‘all ones’ and its MCID set to one of the allowable values.
It is not required to maintain a Virtual Channel Frame Count for OID Transfer Frames.

NOTE — An abstract model of the Master Channel Multiplexing Function is illustrated in

4.2.7

42.7.1

into T|
encod

NOTH

4272

every
shall 1
Transf
the IN

figure 4-12.
| |
VC Mux. MC Frame
Famction — Service user
MC Frames MC Frames
Master
Channel | OID Frame |
Multiplexing
Function for Y Y Y \ v
a Physical \ Multiplexing /
Channel
All Frames
A\ 4

| All Frames Generatior\Function |

Figure 4-12: Abstract Model of Master Channel Multiplexing Function

ALL FRAMES GENERATION FUNCTION

The All Frames Generation Funetion shall be used to insert Insert service data un
ransfer Frames of a Physical .Channel. It shall also be used to perform error cont
ng defined by this Recommended Standard.

— There is an instance of the All Frames Generation Function for each Physi
Channel.

If the optional Insert Service is activated, a fixed-length Insert Zone shall exist
Transfer Frame that is transmitted in a particular Physical Channel. The IN SD
pe timed \to arrive at a constant interval that corresponds to the release time of {
er Frames onto the Physical Channel. The All Frames Generation Function shall plg

its
rol

tal

in
Us
he
ce
fer

_SDUs, received from the Insert Service user, into the Insert Zone of the Trans

Frames, preserving octet alignment.

4.2.7.3

If the Frame Header Error Control is present, check bits shall be generated using the

encoding procedure described in 4.1.2.5.3 and added to the Transfer Frame Primary Header.
If this field is present, it must be present in all the Transfer Frames transmitted in a particular
Physical Channel.
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4.2.7.4 If the Frame Error Control Field is present, check bits shall be generated using the
encoding procedure described in 4.1.6.2 and inserted into the Transfer Frame Trailer. If this
field is present, it must be present in all the Transfer Frames transmitted in a particular
Physical Channel.

4.2.7.5 Externally generated Transfer Frames associated with the Virtual Channel Frame
and Mater Channel Frame Services shall always bypass the error control encoding functions

specified above. The users of these Services must therefore ensure that the Transfer Frames
cO fo11n an arrnge oonten] antian ywhioh coanforaa 3 1f1/\ that noad by tho camzica e day or the

TtoT o T O TOTtr O O P troT— vy I O COTITOTTITnY H—tat+u5ea Oy tIIT O VITTU POV IOTT

sane Physical Channel.

NOQTE — An abstract model of the All Frames Generation Function is illustrated in|figure

4-13.

MC Mux Insert Service

Function Uset

All Frames IN_SDUs
All Frames
Generation v v
Function for _ ]
a Physical IN_SDU Insertion and,Error Control Encoding
Channel
AlNFrames
A4

| Coding Sublayer |

Figure 4-13: Abstract/Model of All Frames Generation Function

4.3 PROTOCOL PROCEDURES AT THE RECEIVING END
4.3.1 OVERVIEW

THis subsection—describes procedures at the receiving end associated with each pf the
functions shewn in figure 4-14. In this figure, data flow from bottom to top of the figure.
This figtire identifies data-handling functions performed by the protocol entity fat the
re¢eiving end, and shows logical relationships among these functions. This ﬁgure is not
1 I ardwg A3 I a 1eg glon the
services actually used for a real system not all of the functlons may be present in the protocol
entity. The procedures described in this subsection are defined in an abstract sense and are
not intended to imply any particular implementation approach of a protocol entity.
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Packet Bitstream VC Access VC_OCF

4.3.2

4321

fixed-

NOTE

4322
the V:Eual Channel Reception Etnction. The First Header Pointer of each M_PDU shall

used 1
provid

4.3.2.3

Function shall retfi¢ve its remainder from the beginning of the next M_PDU received on {

same |Virtual €hannel. The First Header Pointer for the next M_PDU shall be used
deternmpine the length of the remainder and, hence, the beginning of the next Packet to
extracted:

Service Service Service Service
Packet Bitstream Vgeli\r/iacn;e
Extraction | | Extraction
| | MC Frame
Virtual Channel Reception Service
| Insert
Virtual Channel Demultiplexing Service
|

Master Channel Demultiplexing

All Frames Reception

Figure 4-14: Internal Organization of Protocol Entity. (Receiving End)

PACKET EXTRACTION FUNCTION

The Packet Extraction Function is used to_&xtract variable-length Packets from {
ength M_PDUs.

— There is an instance of the Packét Extraction Function for each Virtual Chan
that carries Packets.

The Packet Extraction Function shall extract Packets from M_PDUs received fr

conjunction with the¢ length field of each Packet contained within the M_PDU
e the delimiting information needed to extract Packets.

If the last Packet removed from the M_PDU is incomplete, the Packet Extracti

he

hel

be

on
he
to
be

4.3.2.4 If the calculated location of the beginning of the first Packet is not consistent w
the location indicated by the First Header Pointer, the Packet Extraction Function shall
assume that the First Header Pointer is correct, and shall continue the extraction based on that
assumption.

ith

4.3.2.5 Extracted Packets shall be delivered to the users on the basis of the Packet Version
Number in their header.
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NOTES

1 Incomplete Packets are not required to be delivered in cross support situations. Idle
Packets are discarded. M_PDU s that contain only Idle Data are also discarded.

2 An abstract model of the Packet Extraction Function is illustrated in figure 4-15.

Packet Service Packet Service
User with PVN m User with PVN n

A A
Packets Packets

Packet
Extraction Discard Idle Packets |

Function for

a Virtual \ Demultiplexing and Extraction /
Channel of Packets
A

A

M_PDUs

| Virtual Channel Reception Function |

Figure 4-15: Abstract Model of Packet Extraction Function

»

$.3 BITSTREAM EXTRACTION FUNCTION

3.3.1 The Bitstream Extraction Fynction shall be used to extract variable-length Bitptream
ta from fixed-length B PDUs.

o &
o ¢

NQTE — There is an instance of the Bitstream Extraction Function for each Virtual
Channel that ¢arries Bitstream Data.

4.3.3.2 The Bitstream Extraction Function shall be used to extract Bitstream Datg from
B |PDUs received ffom the Virtual Channel Reception Function. The extracted Bitstream
Data shall be delivered to the Bitstream service user identified by the GVCID. Any id|e data
ingerted by~the sending end shall be removed and discarded prior to delivery, using the
Bifstream:Data Pointer information.

4.3.333 The Bitstream Extraction Function may optionally pass a Bitstream Data Logs Flag
to the user of the Bitstream Service as a parameter; the flag is derived from the Loss Flag
received from the Virtual Channel Reception Function.

NOTE - If used, the Bitstream Data Loss Flag indicates to the user that an indeterminate
amount of Bitstream Data may have been lost. It should be noted that, if the
Bitstream Data Loss Flag is set, and (one or more) subsequent B PDUs are
discarded because they contain only idle data, then the Flag must remain set until
the next valid Bitstream Data is delivered to the user.
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NOTE - An abstract model of the Bitstream Extraction Function is illustrated in figure 4-16.
Bitstream
Service User
A
Bitstream Data

Bitstream

Extraction Removeldle Data

Function for i

a Virtual Extraction of Bitstream Data

Channel x

B_PDUs
| Virtual Channel Reception Function |
Figure 4-16: Abstract Model of Bitstream ReceptionFunction

4.3.4 | VIRTUAL CHANNEL RECEPTION FUNCTION
4.3.4.1 The Virtual Channel Reception Function shall be used to decommutate fields|of
Transfer Frames of a Virtual Channel.
NOTH - There is an instance of the Virtual-Channel Reception Function for each Virtpal

Channel.
4.3.4.2 The Virtual Channel Reception Function shall extract data units contained in the
Data Field of the Transfer Frames, and deliver them to the user (i.e., the Packet Extraction
Function, the Bitstream Extractron Function, or the VCA Service user).
4.3.4.3 If there is a usen of the VC OCF Service for a particular Virtual Channel,
OCF _BDUs contained.'in’the Operational Control Field of the Transfer Frames shall |be
extracfed and delivered-to the user.
4344 1If agap in the Virtual Channel Frame Count is detected, a Loss Flag njay
(optiopally) be“delivered to the users.
NOTH 2 An abstract model of the Virtual Channel Reception Function is illustrated|in

figure 4-17.
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