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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria needed{or
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

The distributed architecture of shared care information systems supporting service-oriented
architecture (SOA) is increasingly based on corporate networks and virtual private networks. For
meeting the interoperability challenge, the use of standardized user interfaces, tools, and protocols,
which ensures platform independence, but also the number of really open information systems, is
rapidly growing during the last couple of years.

Asacommon situation today, hospitals are supported by several vendors providing differentapplications,
which are not able to communicate authentication and authorization since each has its own way of

handling these functions. For achieving an integrated scenario, it takes a remarkable amou
timg, and efforts to get users and changing organizational environments dynamically.ma
stafting communication and cooperation. Resources required for the developmentand m
of decurity functions grow exponentially with the number of applications, with-the cor
orghnizations towards a regional, national, or even international level, and with(the flexibil
playing multiple roles, sometimes even simultaneously.

The situation becomes even more challenging when inter-organizational“communication
thereby crossing security policy domain boundaries. Moving from one healthcare centre to
fro
of u
bet
rulg

sers, both for execution of particular functions and for access t@information. The policy
veen these domains have to be bridged automatically or throtgh policy agreements, defi
s followed by the parties involved, for achieving interopéypability.

And
priv

ther challenge to be met is how to improve the quality of care by using IT without inf
facy of the patient. To provide physicians with adequate information about the patien
eledtronic health care record is required which makes it possible to keep track of all th
belgnging to one patient regardless of where and-by whom they have been performed and d(
In quch an environment, a generic model or\specific agreement between the parties for
privileges and access control including the patient or its representative is needed.

Besjdes a diversity of roles and responsibilities, typical for any type of large organization, 4
and legal aspects in the healthcare scenario due to the sensitivity of person-related health i
mamnaged and its personal and sqcial impact have to be considered.

Advlanced solutions for privilege management and access control are required today a

i

of money,
ed before
hintenance
hplexity of
ty of users

s happens,
another or

country to country, different rules for privileges and their management can apply to sifnilar types

Hifferences
hing sets of

[inging the

k, a virtual

b activities
cumented.
managing

11so ethical
hformation

ready, but

information
ifferent care
| efficiency
 risks.

brefore not
st possible
[he parties
systems is
are bound

to deflnes the solutlon maturlty ona pathway towards the presented specification.

The policy agreement also has to contain defined differences in the security systems and agreed
solutions on how to overcome the differences. For example, the authentication service and privileges
of a requesting party at the responding site have to be managed according to the policy declared in
the agreement. For that reason, information and service requester, as well as information and service
provider on the one hand, and information and services requested and provided on the other hand, have
to be grouped and classified in a limited number of concepts for enabling the specification of a limited
number of solution categories. Based on that classification, claimant mechanisms, target sensitivity
mechanisms, and policy specification and management mechanisms can be implemented. Once all
parties have signed the policy agreement, the communication and information exchange can start with
the existing systems if the parties can accept the risks. If there are unacceptable risks which have to be
eliminated before the information exchange starts, they also have to be recorded in the policy agreement
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together with an action plan stating how these risks have to be removed. The policy agreement also has
to contain a time plan for this work and an agreement on how it has to be financed.

The documentation of the negotiation process is very important and provides the platform for the policy
agreement.

Privilege management and access control address security and privacy services required for
communication and cooperation, i.e. distributed use of health information. It also implies safety aspects,
professional standards, and legal and ethical issues. This International Standard introduces principles
and specifies services needed for managing privileges and access control. Cryptographic protocols are
out of the scope of this International Standard.

This three
as specific
appropriat
comprises

part International Standard references existing architectural and security standards-as
htions in the healthcare area such as ISO, CEN, ASTM, OMG, W3(, etc., and endorses.exis
e standards or identifies enhancements or modifications or the need for new standard
pf:

vell
[ing
S, It

0SS
the

— IS0
policy
policy
— IS0

model
sharin

22600-1: describes the scenarios and the critical parameters in informatior’exchange ac
domains. It also gives examples of necessary documentation methods|as the basis for
hgreement.

22600-2: describes and explains, in amore detailed manner, the drchitectures and underly
b for privilege management and access control which are nécessary for secure informa
b including the formal representation of policies.

ring
fion

— ISO
and in

22600-3: describes examples of implementable specifications of application security servjces

‘rastructural services using different specification languages.

and
ons
ous
fion

[taccommg@dates policy bridging. Itis based on a conceptual model where local authorization servers
cross-border directory and policy repository services gan assist access control in various applicat
(software fomponents). The policy repository provides information on rules for access to var
application] functions based on roles and other atttibutes. The directory service enables identifica
of the indivyidual user. The granted access will bé-based on four aspects:

thenticated identification of prindipals (i.e. human users and objects that need to opefate

their own rights) involved;

the au
under

the rules for access to a specific information object including purpose of use;

es regarding authorization attributes linked to the principal provided by the authorization

er;

the ru
manag

the furctions of the’specific application.

This Intery
operate ov

jational.Stahdard supports collaboration between several authorization managers that|can

br organizational and policy borders.

This Interrjational Standard is strongly related to other ISO/TC 215 works such as ISO 17090 (all pa
ISO 22857, TSU Z109T, and ISO Z1298.

'ts),

This International Standard is meant to be read in conjunction with its complete set of associated
standards.

Based on the Unified Process, a three-dimensional architectural reference model has been derived for
defining the constraint models needed. The dimensions of the Generic Component Model used are the
domain axis, the decomposition/composition axis, and the axis describing the views on a system and its
components. For being future-proof, sustainable, flexible, portable, and scalable, only the constraining
process and the resulting security-related meta-models are presented. The instantiation and
implementation, e.g. the specification of mechanisms and encoding definitions, is a long-term process,
dedicated to other standards and projects or the vendor/provider community, respectively.
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After shortly summarizing the basics of ISO 22600-2, the different ways of representing different levels
of maturity with different levels of interoperability below the ideal situation of a semantically valid one

are

discussed.

For those different environments and levels, this part of ISO 22600 introduces examples for specializing
and implementing the formal high-level models for architectural components based on ISO/IEC 10746

and defined in ISO 22600-2. These examples and related services are grouped in different Annexes.

The specifications are provided using derivates of the Extensible Markup Language (XML), especially
Security Assertion Markup Language (SAML) and Extensible Access Control Markup Language (XACML)

specified by OASIS. Additional specifications are also presented in the traditional ASN.1 syntax.

Thi

5 International Standard has been harmonized in essential parts with ASTM E2595-07.
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Health informatics — Privilege management and access
control —

Part 3:
Implementations

1

Thi
priv

Itfo
Thi
org
bot
situ

It 5
imp

Thi
req

Scope

5 multi-part International Standard defines principles and specifies services-needed foy
rileges and access control to data and/or functions.

cuses on communication and use of health information distributed acro§s policy domain i
5 includes healthcare information sharing across unaffiliated providers of healthcare,
hnizations, health insurance companies, their patients, staff members, and trading p|
n individuals and application systems ranging from a local situation to a regional or ev
ation.

pecifies the necessary component-based concepts and’ iS intended to support thei
lementation. It will not specify the use of these concepts in particular clinical process pa

5 part of ISO 22600 instantiates requirements-for repositories for access control p
1irements for privilege management infrastructures. It provides implementation exam

formal models specified in ISO 22600-2.

Thi
con
oth
(ITY
ISO

2

Thd
ind
refq

ISO
Pub

5 partof IS0 22600 excludes platform-speecificand implementation details. Itdoes not specif

munication security services, authentication techniques, and protocols that have been est
br International Standards such as.é.g. SO 7498-2, ISO/IEC 10745 (ITU-T X.803), ISO/IEQG
J-T X.802), ISO/IEC 10181-1 (ITU-T"X.810), ISO/IEC 9594-8 (ITU-T X.509), ISO/IEC 9796
IEC 9797 (all parts), and ISO/IEC 9798 (all parts).

Normative refereneces

following documents, in whole or in part, are normatively referenced in this docume

[EC 9594-8, Information technology — Open Systems Interconnection — The Director))
lic-key-and attribute certificate frameworks

ISO

managing

oundaries.
healthcare
artners by
bn national

- technical

fhways.

blicies and
ples of the

ytechnical
ablished in

TR 13594
(all parts),

nt and are

spensable forsits“application. For dated references, only the edition cited applies. F¢r undated
rences, the latest edition of the referenced document (including any amendments) appligs.

(%)

— Part 8:

[EC 10181-3, Information technology — Open Systems Interconnection — Security fran

eworks for

open systems: Access control framework — Part 3

ASTM E2084-00, Standard Specification for Authentication of Healthcare Information Using Digital
Signatures

3
3.1

Terms and definitions

access control
means of ensuring that the resources of a data processing system can be accessed only by authorized
entities in authorized ways

[SOURCE: ISO/IEC 2382-8:1998]
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3.2

access control decision function

ADF

specialized function that makes access control decisions by applying access control policy rules to a
requested action

3.3

access control enforcement function

AEF

specialized function that is part of the access path between a requester and a protected resource that
enforces the decisions made hy the ADF

34
access corltrol information
information used for access control purposes, including contextual information

3.5
accountablility
property that ensures that the actions of an entity can be traced uniquely to the-entity

[SOURCE: [|SO 7498-2:1989]

3.6
asymmetific cryptographic algorithm
algorithm for performing encipherment or the corresponding decipherment in which the keys used for
enciphermpnt and decipherment differ

[SOURCE: ISO/IEC 10181-1:1996]

3.7
attribute quthority
AA
authority which assigns privileges by issuing attribute certificates

[SOURCE: ISO/IEC 9594-8:2008]

3.8
attribute authority revocation list
AARL

revocation|list containing a list,ef references to attribute certificates issued to AAs that are no lonjger
considered valid by the certificate issuing authority

39

attribute ¢ertificate
data structure, digitally signed by an attribute authority, that binds some attribute values With
identification about its holder

[SOURCE: ISO/IEC 9594-8:2008]

3.10

attribute certificate revocation list

ACRL

revocation list containing a list of references to attribute certificates that are no longer considered valid
by the certificate issuing authority

2 © ISO 2014 - All rights reserved
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3.11

authentication

provision of assurance of the claimed identity of an entity by securely associating an identifier and its
authenticator

[SOURCE: ISO/IEC 15944-5:2008, 3.5]

Note 1 to entry: See also data origin authentication (3.49) and peer entity authentication.

3.12
authentication token

s public key

no longer

hority)

avaitabitity
property of being accessible and useable upon demand by an authorized entity

[SOURCE: ISO 7498-2:1989]

3.20
base CRL
CRL that is used as the foundation in the generation of a dCRL

3.21

business partner agreement

document used to demarcate the legal, ethical, and practical responsibilities between subscribers to a
PMI and between cooperating PMI implementations

© ISO 2014 - All rights reserved 3
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3.22

CA certificate
certificate for one CA issued by another CA

3.23

certificate
public key certificate

3.24

certificate distribution
act of publishing certificates and transferring certificates to security subjects

3.25
certificate
procedure

management
relating to certificates: certificate generation, certificate distribution, certificaté archiv

and revocation

3.26

certificate
named set
of applicat

Note 1 to en
the authent

3.27

certificate
act of remg
is not trust

3.28
certificate
CRL
asigned lis

policy
bf rules that indicates the applicability of a certificate to a particular community and/or c
on with common security requirements

try: For example, a particular certificate policy might indicate applicability of a type of certifica

ing,

lass

e to

cation of electronic data interchange transactions for the tradirg of goods within a given price rapnge.

revocation
ving any reliable link between a certificate and.its“Certificate holder because the certifi
ed anymore whereas it is unexpired

revocation list

L indicating a set of certificates thatare no longer considered valid by the certificate issu

Note 1 to entry: In addition to the genericiterm CRL, some specific CRL types are defined for CRLs that ¢

particulars

3.29

certificate
integer val
issued by t

3.30
certificatd

copes. A published list of the.suspended and revoked certificates (digitally signed by the CA).

serial number
1e, unique within-the issuing authority, which is unambiguously associated with a certifi
hat CA

suspension list

CSL

Cate

28

pver

Cate

published 1ist of the suspended certificates (digitally signed by the CA)

3.31

certificate user

entity that

3.32

needs to know, with certainty, the public key of another entity

certificate using system
implementation of those functions defined in this part of ISO 22600 that are used by a certificate user

3.33

certificate validation
process of ensuring that a certificate was valid at a given time, including possibly the construction and
processing of a certification path, and ensuring that all certificates in that path were valid (i.e. were not

expired or

revoked) at that given time

© ISO 2014 - All rights reserved
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3.34
certificate verification
verifying that a certificate is authentic

3.35

certification authority

CA

certificate issuer; an authority trusted by one or more relying parties to create, assign, and manage
certificates

[SOURCE: ISO 9594-8:2008]

Note 1 to entry: Optionally, the certification authority can create the relying parties’ keys.
Notg 2 to entry: Entity that issues certificates by signing certificate data with its private signing key,

Not¢ 3 to entry: Authority in the CA term does not imply any government authorization,only that it is trusted.
Certificate issuer can be a better term but CA is used very broadly.

3.3p
certification authority revocation list
L

revpcation list containing a list of public key certificates issued to‘certification authorities, fhat are no

ordpred sequence of certificates of objects in the DIT @hich, together with the public key of the initial

entty requesting that asensitive service be performed or provided by a verifier, based on thqg claimant’s

conffidentiality
property'that information is not made available or disclosed to unauthorized individuals, fntities, or
progésses

[SOURCE: ISO 7498-2:1989]

3.41

consent

special policy which defines an agreement between an entity playing the role of the subject of an act and
an entity acting

3.42

credential

prerequisite issued evidence for the entitlement of, or the eligibility for, a role; information describing
the security attributes (identity or privilege or both) of a principal

Note 1 to entry: Credentials are claimed through authentication or delegation and used by access control.

© IS0 2014 - All rights reserved 5
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CRL distribution point

directory entry or other distribution source for CRLs

Note 1 to entry: A CRL distributed through a CRL distribution point can contain revocation entries for only a

subset of the full set of certificates issued by one CA or can contain revocation entries for multiple CAs.

3.44

cryptography
discipline which embodies principles, means, and methods for the transformation of data in order to
hide its information content, prevent its undetected modification, and/or prevent its unauthorized use

[SOURCE: ISO 7498-2:1989]

3.45

cryptographic algorithm

cipher

method forf the transformation of data in order to hide its information content, preveént its undete
modificatign, and/or prevent its unauthorized use

[SOURCE: IISO 7498-2:1989]

3.46
cryptogra

hic system

cryptosysgem

collection |of transformations from plaintext into ciphertext and vice versa, the partic
transformdtion(s) to be used being selected by keys

Note 1 to enftry: The transformations are normally defined by a mathematical algorithm.

3.47

data confidentiality

service that can be used to provide for protection of data from unauthorized disclosure

Note 1 to erftry: The data confidentiality servige is'supported by the authentication framework. It can be use
protect against data interception.

3.48

data integrity

property that data has not been(altered or destroyed in an unauthorized manner

[SOURCE: SO 7498-2:1989]

3.49

data origip authentication
corroboratfion thatthe source of data received is as claimed

[SOURCE: [ISO-7498-2:1989]

ted

1lar

d to

3.50

decipherment

decryption

process of obtaining, from a ciphertext, the original corresponding data

[SOURCE: ISO/IEC 2382-8:1998]

Note 1 to entry: A ciphertext can be enciphered a second time, in which case a single decipherment does not

produce the original plaintext.

3.51
delegation

conveyance of privilege from one entity that holds such privilege, to another entity

© ISO 2014 - All rights reserved
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3.52

delegation path

ordered sequence of certificates which, together with authentication of a privilege asserter’s identity,
can be processed to verify the authenticity of a privilege asserter’s privilege

3.53

delta CRL

dCRL

partial revocation list that only contains entries for certificates that have had their revocation status
changed since the issuance of the referenced base CRL

data appended to, or a cryptographic transformation [see cryptography (3.44)] of, a dataunitthat allows
arecipient of the data unit to prove the source and integrity of the data unit and prétect agaipst forgery

certificate subject that uses its private key for purposes other than signing certificates or an|entity that

L
revpcation list containing a list ofattribute certificates that are no longer considered vilid by the
certificate issuer and that were fssued to certificate holders that were not also AAs

3.58
end-entity public key certificate revocation list
EPRL

revpcation list contdining a list of public key certificates issued to subjects that are not also CAs, thatare
no longer considered valid by the certificate issuer

3.59
environmental variables
asppcts of policy required for an authorization decision that are not contained within static ptructures,
but|are available through some local means to a privilege verifier (e.g. time of day or currgnt account
balamnce)

3.60

full CRL

complete revocation list that contains entries for all certificates that have been revoked for the given
scope

3.61
functional role
role which is bound to an act

Note 1 to entry: Functional roles can be assigned to be performed during an act.

Note 2 to entry: Functional roles correspond to the ISO/HL7 21731 RIM participation.

© ISO 2014 - All rights reserved 7


https://standardsiso.com/api/?name=febd8d362384f8981172e929fc0380f0

IS0 22600-3:2014(E)

Note 3 to entry: See also structural role (3.105).
[SOURCE: ISO 21298:—, definition 3.10, modified]

3.62

hash function

(mathematical) function which maps values from a large (possibly very large) domain into a smaller
range

Note 1 to entry: A “good” hash function is such that the results of applying the function to a (large) set of values in
the domain will be evenly distributed (and apparently at random) over the range.

3.63

holder
entity to whom some privilege has been delegated either directly from the source of authority or
indirectly through another attribute authority

3.64
identificagion
performanice of tests to enable a data processing system to recognize entities

[SOURCE: ISO/IEC 2382-8:1998]

3.65

identifier
piece of information used to claim an identity, before a potential corroboration by a corresponding
authenticator

[SOURCE: ENV 13608-1:2000]

3.66
indirect CRL
iCRL
revocation|list that at least contains revocation information about certificates issued by authorities
other than|that which issued this CRL

3.67

integrity
proof that[the message content has/not been altered, deliberately or accidentally in any way, dufing
transmissipn

[SOURCE: ISO 7498-2:1989]

3.68
key
sequence ]f symbolsthat controls the operations of encipherment and decipherment

[SOURCE: ISO-7498-2:1989]

3.69

key agreement

method for negotiating a key value online without transferring the key, even in an encrypted form, e.g.
the Diffie-Hellman technique

Note 1 to entry: See ISO/IEC 11770-1:2010 for more information on key agreement mechanisms.

3.70

key management

generation, storage, distribution, deletion, archiving, and application of keys in accordance with a
security policy

[SOURCE: ISO 7498-2:1989]

8 © ISO 2014 - All rights reserved
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3.71

lightweight directory access protocol

LDAP

standard access protocol for directories allowing public or controlled access to certificates and other
information needed in a PKI

3.72

non-repudiation

service providing proof of the integrity and origin of data (both in an unforgeable relationship) which
can be verified by any party

[SOPRCE: ISO 17090-1:2013]

Feference a

Cute object

range, it is

setpflegal, political, organizational, functional, and technical obligations or omissions for comnunication
and{ceeperation

3.79
policy agreement
written agreement where all involved parties commit themselves to a specified set of policies

3.80

policy decision point

PDP

system entity that evaluates applicable policy and renders an authorization decision

Note 1 to entry: This term is defined in a joint effort by the IETF Policy Framework Working Group and the
Distributed Management Task Force (DMTF)/Common Information Model (CIM) in RFC 3198:2001.

Note 2 to entry: This term corresponds to “Access Decision Function” (ADF) in ISO/IEC 10181-3:1996.

© ISO 2014 - All rights reserved 9
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3.81

policy enforcement point

PEP

system entity that performs access control, by making decision requests and enforcing authorization

decisions

Note 1 to entry: This term is defined in a joint effort by the IETF Policy Framework Working Group and the

Distributed

Management Task Force (DMTF)/Common Information Model (CIM) in RFC 3198:2001.

Note 2 to entry: This term corresponds to “Access Enforcement Function” (AEF) in ISO/IEC 10181-3:1996.

3.82

policy maj
recognizin
policy in th
not necess

3.83
principal
human use

[SOURCE:

3.84

private ke
key that is
(usually to

[SOURCE: 1

3.85
privilege
capacity as

3.86
privilege ¢
privilege h

hping

b that, when a CA in one domain certifies a CA in another domain, a particular cebtifi
e second domain can be considered by the authority of the first domain to be equivalent
irily identical in all respects) to a particular certificate policy in the first domain

rs and objects that need to operate under their own rights

DMG Security Services Specification:2001]

y
used with an asymmetric cryptographic algorithm~and whose possession is restrig

only one entity)

SO/IEC 10181-1:1996]

signed to an entity by an authority according to the entity’s attribute

jsserter
plder using their attribute certificate or public key certificate to assert privilege

3.87

privilege management infrastructure

PMI

infrastructure able to support the management of privileges in support of a comprehensive authorizag

service andl in relationship’with a public key infrastructure

3.88

privilege policy
policy that otitlines conditions for privilege verifiers to provide/perform sensitive services to
qualified pkivilege asserters

Cate
but

ted

— e

on

for

Note 1 to entry: Privilege policy relates attributes associated with the service as well as attributes associated

with privile

3.89

ge asserters.

privilege verifier
entity verifying certificates against a privilege policy

3.90

public key
key that is used with an asymmetric cryptographic algorithm and that can be made publicly available

[SOURCE: I

10

SO/IEC 10181-1:1996]
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391
public key certificate
X.509 public key certificates (PKCs), binding an identity and a public key

[SOURCE: ISO/IEC 9594-8:2008]

Note 1 to entry: The identity can be used to supportidentity-based access control decisions after the client proves

that it has access to the private key that corresponds to the public key contained in the PKC.
[SOURCE: RFC 2459]
3.92

public key infrastructure

certificate

RCE: RFC 2527:1999]

f competences and/or performances that are associated with a task
RCE: ISO 21298:—, definition 3.22}

1 to entry: For managing role relationships between the entities, structural and functional 1
iped.

role¢ certificate
certificate that@ssigns privileges to a role rather than directly to individuals

Note¢ 1 to'entry: Individuals assigned to that role, through an attribute certificate or public key cer
a sybjéct directory attributes extension containing that assignment, are indirectly assigned th

ying party
dependent

blying party
methods to

ified using

oles can be

er

ificate with
b privileges

contained in the role certificate.

397
role specification certificate
certificate that contains the assignment of privileges to a role

3.98
sensitivity
characteristic of a resource that implies its value or importance

3.99
security
combination of availability, confidentiality, integrity, and accountability

[SOURCE: ENV 13608-1:2000]
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3.100
security policy
plan or course of action adopted for providing computer security

[SOURCE: ISO/IEC 2382-8:1998]

Note 1 to entry: This is a set of rules laid down by the security authority governing the use and provision of
security services and facilities.

3.101

security service
service, prpvided by a tayer of commurticating oper Systents, wiich ensures adequate security ofjthe
systems orof data transfers

[SOURCE: ISO 7498-2:1989]

3.102
simple authentication
authenticafion by means of simple password arrangements

3.103
source of authority
SoA
attribute ajithority that a privilege verifier for a particular resource trusts as the ultimate authoritfy to
assign a sef of privileges

Note 1 to enftry: This is a special type of attribute authority upon which’a verifier endows unlimited privilegg.

Note 2 to er]try: The verifier trusts the source of authority to delegate that privilege to certificate holders, spme
of which can further delegate that privilege to other certificatetholders.

3.104
strong autfhentication
authenticafion by means of cryptographically derived multi-factor credentials

3.105
structural role
role specifying relations between enfities in the sense of competence, often reflecting organizationgl or
structural frelations (hierarchies)

Note 1 to e:]:ry: Structural rolde’scgorresponde to the ISO7HL7 21731 RIM role.
Note 2 to entry: See also funactional role (3.61).

[SOURCE: SO 21298:¢, definition 3.27, modified]

3.106
target
resource b ping accessed by a claimant

Note 1 to entry: Its sensitivity is modelled in this part of ISO 22600 as a collection of attributes, represented as
either ASN.1 attributes or XML elements.

3.107

trust

circumstance existing between two entities whereby one entity makes the assumption that the other
entity will behave exactly as the first entity expects

Note 1 to entry: This trust applies only for a specific function. The key role of trust in this framework s to describe

the relationship between an authenticating entity and an authority; an entity must be certain that it can trust the
authority to create only valid and reliable certificates.

12 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=febd8d362384f8981172e929fc0380f0

IS0 22600-3:2014(E)

3.108

third party

party other than data originator, or data recipient, required to perform a security function as part of a
communication protocol

3.109

trusted third party

TTP

third party which is considered trusted for purposes of a security protocol

[SOURCE: ENV 13608-1:2000]

Note 1 to entry: This term is used in many ISO/IEC standards and other documents describing mainly|the services
of a|CA. The concept is however broader and includes services like time stamping and possibly escrowing. TTPs
proyide basic services, infrastructural services, and value added services.

3.110
verffier
entity responsible for performing or providing a sensitive service for/to qudlified claimants

Not¢ 1 to entry: The verifier enforces the privilege policy. When validating certification paths, a verifier is a type
of r¢lying party.

4 |[Abbreviated terms

Thif list of abbreviations includes all abbreviations used{iniall three parts of this Internationafl Standard.

AA Attribute Authority

AARL Attribute Authority Revocation List
ACO Access Control Information

ACR|L Attribute Certificate Revocation List
ADH Access Decision Function

ADI Access Control Deelsion Information
AEH Access Enforcement Function

ANSI AmericarNational Standards Institute
ARIL Authority Revocation List

CA Certification Authority

CARL Certification Authority Revocation List
CIM Common Information Model

COBRA Common Object Request Broker Architecture

CRL Certificate Revocation List

dCRL Delta Certificate Revocation List
DAP Directory Access Protocol

DEA Drug Enforcement Administration
DIB Directory Information Base
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DIT Directory Information Tree

DMTF Distributed Management Task Force

DSA Directory System Agent

DTD Data Type Definition

DUA Directory User Agent

EARL End-entity Attribute Certificate Revocation List
EHR Electronic Health Record

EPRL End-entity Public Key Certificate Revocation List
HL7 Health Level Seven

iCRL Indirect Certificate Revocation List

IETF Internet Engineering Task Force

ISO International Standards Organization

IT Information Technology

LDAP Lightweight Directory Access Protocol

OASIS Organization for the Advancement of Structured Inforfmation Standards
OCSP Online Certificate Status Protocol

OMG Object Management Group

PA Privilege Allocator

PDP Policy Decision Point

PEP Policy Enforcement Point

PKC Public Key Certificate

PKCS Public Key Cryptosystem

PKI Public Key Infrastructure

PMI Privilegé\Management Infrastructure

PPS Perinission Policy Set

RA Registratiom Autiority

RBAC Role-Based Access Control

RPS Role Policy Set

S/MIME Secure Multipurpose Internet Mail Extensions

SAML Security Assertion Markup Language
SOA Service-Oriented Architecture
SoA Source of Authority
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SPML Service Provisioning Markup Language

TTP Trusted Third Party

UDDI Universal Description, Discovery and Integration
UHID Universal Healthcare Identifier

UML Unified Modeling Language

URI Uniform Resource Identifier

XAQML eXtensible Access Control Markup Language

XM]] eXtensible Markup Language

5 |Structures and services for privilege management and access control

Priyilege management and access control are ruled by policies, which-shotild be formally| expressed
for pnabling interoperability. In reference to the Generic Component Madel, the base class sfructure of
policies has been defined in ISO 22600-2 (see Figure 1). As mentioned’in ISO 22600-2, polifies can be
represented differently. For example, OASIS WS-policy provides d_general purpose model and syntax
to describe and communicate the policies of a Web service. It spécifies a set of common mesgage policy
ass¢rtions within a policy and attachment mechanisms for Wsing policy expressions with exiisting XML
seryice technologies. This part of ISO 22600 does not enfaree a policy representation langu:Ige.
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Tm

k@ policy_identifier : SET<Il>

&g policy_name : CS

&g policy_authority_ID : OID

&g policy_authority_name : ST

&g policy_domain_identifier : SET <0ID>
&g policy_domain_name : BAG <EN>
Egpolicy target list: LIST <INT>

QE‘acieFoﬁey' . Qﬁmpoiicy" - Qsompﬂmaoﬂw

& policy_subject_ID : OID Egmeta_expression Egevent: CV
T& poNCy_subject_name . S1 cgraised_action . CE —~>{Eapohcy CD

Egtarget_identifier : SET<Il> Eampolicy: CD b(
catarget_name : EN % &g policy_group : SET<lIl> N

cgtarget_object: Il &g constraint : OCL (19

Egoperation_code : CE
Egpermission_policy : CD
&g constraint : OCL

i

& sub;e&rﬁain . 0D

m——— Egrole_idantifier : SET<Il>

_ ObIF on Policy g rdlg_name: CS

Egevent: CV description : CD
aY

I AuthorisationPolic >
= h anageme cture
Delegation Policy 9\\&, roles : Role pr—
_ QO |= rels : Rel
Eg grantee : OID 5 mstructs - Mstruct

Auth ‘= Auth- ? $§

. = Group
Dele o alog 55 group_identifier : SET<Il>

kg group_name : CS
kg group_description : CD

ad
W\
\\C)
Figure 1 — Policy base class diagram

Privilege hanagement and accesgdontrol are based on a series of infrastructural services directly
or indirectly related to secu '@énd privacy services. In that context, a series of PKI services pnd
trusted third party service &e to be mentioned such as ID management, role management, privilege

management, policy ma ent, object management, etc. Additionally, services such as audits, LDAPs,
intrusion detection, e ave to be discussed. Instantiations including the services’ mechanism$ or
encoding definitio dynamically changing or informative issues deferred to the Annexes. This part

of the ISO 22600 een harmonized as much as possible with the ASTM E2595-07.

hall
ure

micro-domains.
Interaction between Security Domains

Separate security domains in the domain model can exchange privilege information by agreement
of the parties. This interaction between security domains shall be coordinated on both a technical
and documentary level. The creating and exchange of privilege sets should take into consideration
organizational structure.

Technical basis

Exchanges of privilege information shall be examined to ensure the meaning of privileges is consistent
between security domains. This can be accomplished by creating a standard set of privileges. The
standard set of privileges can include a mutually defined mapping of equivalent privileges between the
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domains. The equivalence of the exchanged privileges shall be reviewed on a technical basis to ensure
the intended security implications are achieved.

Administrative basis

1) Privilege information exchanged between security domains can involve separate administrative
entities (for example, distinct business partners or companies). An agreement as to the exchange
of privileges and their use shall be documented, typically in a “business partner agreement.” The
use of a business partner agreement is required to distinguish the legal, ethical, and practical
responsibilities between business partners and that can extend between other cooperating PMI
implementations. An equivalent procedure is performed in a PKI through the use of a certificate

practices statement and certificate policies. An alternative procedure uses “policy asdertions” in
WS-policy.

2) |Multiple security domains can exist within a single company or organizatiorn. An |agreement
documenting responsibilities between such domains should also be set forthrina busingss partner
agreement or a memorandum of understanding (MOU). The document:should be periodically
reviewed to ensure privileges extended across security domains exist‘only as long as fequired to
meet the needs of the enterprise.

Orgpnizational considerations

Priyilegeinformationexchangedbetweensecuritydomainsshouldbéstructuredtoreflectorgpnizational

conkiderations. Establishing a security domain that encomipasses an organizational objective (for

example, accounting or human resources) is an essential element of a coherent approach. The resulting

stamdard set of privileges suitable for inter-domain exchange, coupled with other environmental factors
(e.gl threats), will then, as a result, be highly cohesive; That is, the privilege set provides pfivileges to
a siyibset of the organization (for example, accounting) without extending privileges required in an
unrelated subset of the organization (for example, human resources). In addition, a cohesiye privilege
set provides all privileges that are required to:ifieet a specific objective.

=

Thip part of [ISO 22600 is restricted to those-issues presented in the shaded boxes in Figure 2.

Environmental
Protections

Privacy ﬁ\%curity

Policies Policies

™.

ystem-object
Access

Threats

/

Eisk Analysis

h

Security
Objectives

e

Technical Azsurance Environmental
Eequirements Eequirements Eequirements
i I

| |

Figure 2 — Security issues this part of ISO 22600 deals with (after TP 20[1])
All management services include creation, naming, definition, grouping/classification, assignment,
maintenance, correlation, synchronization and deactivation, etc.

Based on the given policy model, privilege management and access control have to be policy driven as
expressed in ISO 22600-1 and ISO 22600-2 as well as in Figure 3.[2][3]
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Figure 3 — Policy-driven RBAC schema

6 Interpretation of ISO 22600-2 formal models in healthcare settings

The forma

models introduced in ISO 22600-2 are based on the Generic‘Component Model.[3][4]

Generic Cgmponent Model describes an architectural approach consisting of formal representat

of concept
constraint
ISO 22600,
of the mod

For under§{

5 and their relationships, both representing knowledge afid derived from references u
modelling. For supporting the understanding of the‘models presented in this par
a short summary of the basic principles follows, combined with some refinements or prof
bls introduced in ISO 22600-2.

organizatignal, or technical business objectives, the reality shall be observed, described, and interprsg

properly iy

a closed cycle using models.[2][6][Z][8] A 1nedel is a representation of something helpfy

thinking alpout the real world without having to deal with every detail of reality. A purpose of mode

to create k
decision m
the other H
Knowledgs
isusedtot

howledge. An outcome of developingimathematical models is that it helps model builders
pkers understand the relationshipsibetween important variables in a business situation
and, description and especially the interpretation of real systems are based on knowle
is a combination of instinctsjideas, rules, and procedures that guide actions and decision
ransform data into infornfation that is useful in a situation. Knowledge helps users inter]

The
ons
bing
L of
iles

tanding, communicating, and changing the reality according to our social, environmental,

ted
lin
s is
and
On
Hge.
s. It
pret

and acton information. Building tetms implies knowledge. Therefore, the classification of term sets dgals
with the oifdering of knowledge{ A model for classification of terms consists of items and their instarnces
(semantic foncepts, terms), 1elationships between terms of a terminology, and the classification| for
explicit pré¢sentation of thatFelation.[9]

7 Conceptrepresentation for health information systems

7.1 Overview

A concept is a formal model. It shall be uniquely identifiable, accepted by experts and users, as well as
independent. A concept as a knowledge component can be specialized and generalized as components
can. It provides a coherent description of domain entities, which can be identified and independently
used by domain users for recording information.[8] The sum of concepts is called “ontology”. An ontology
provides the formalization of the domain knowledge. Knowledge representation is frequently provided
in two of many possible ways: through rules (production rules, if-then rules) or frames. Production rules
focus on the logic of making inferences. Frames are object-oriented approaches that focus on objects’
important characteristics. A frame consists of slots identifying attributes for the particular kind of
entity. The data in a frame can be used to identify which aspects of a situation are pertinent, to organize
the data, and to identify exceptions. Any of the slots in a frame could have default values or references to
other frames. In other words, a concept is a coherent description of domain entities (components), which
are separately identified and useable for recording information. Knowledge consists of concepts that
can be composed or decomposed through generalization or specialization, respectively, representing
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relationships between them. Analysis, conceptualization, design, implementation, and maintenance
of information systems in their combination of work practices, information, people, and information
technologies organized to accomplish goals in an organization will be considered.

Like knowledge representation in the world of objects or components, also concepts are structured
(organized) in slots. This has been done with all existing health concept representations such as
Archetypes, Arden Syntax MLMs, OCL, but also with security policy representations using formal
expression means such as first order logics or predicate logics or formal languages such as SAML,
XACML, etc.

7.2—Pomainlanguages

For|expressing and sharing knowledge, the underlying concepts shall be expressed praperly, deploying
compmon languages, domain-specific languages, formal languages, and formal models. [ferms and
knowledge applied can be summarized in terminologies and ontologies. A meta-thesaurus flefines the
prefentation of domain knowledge as shown in Table 1. Domain-specific concepts¥esults from business
reqpirements. Therefore, any development framework for advanced information systems has to start
with processes and methods to developing requirements and enterprise architecture, i.e. the creation
of a business model. A business model collection of related architectutes or blueprints of, by, and for
donpain experts is aimed toward capturing the business essence, but not'the ICT perspective.|In the next
phalse, a methodology has to be provided to develop, deploy, test, maintain, and integrate applications.
Proyiding the complete development framework, the Generic Cémponent Model describes aEy business
modlel through the Enterprise View. The model’s three-dimesisional architecture allows for knowledge
repfesentation by concepts and their relationships inclading generalization and spefialization.
Altgrnatively, Archetypes have been established for healthcare business concept modelling.

Table 1 — Knowledge presentation through a meta-thesaurus[10]

— (oncepts
— Pynonymous terms are clustered into a contépt.

— Properties are attached to concepts, €:g.

- unique identifier and

— definition.

— Relations
— [Loncepts are related to other concepts.

— Properties arg\attached to relations, e.g.

- type ofx€lationship and

T-source.

Different levels of concept and rule representation as different ways for knowledge representation
provide different levels of interoperability. At the highest level of a sustainable architecture following
the Generic Component Model and the formal models derived in ISO 22600-2 in regard to privilege
management and access control, autonomous semantic interoperability is provided. Depending on the
expression means used for concept representation covering structural and functional information in
a processable or manually interpretable way, the interoperability level moves down. While the first
allows for policy negotiation, the latter is based on attribute assignments provided by administrators
or other system users (e.g. patients). In that context, the interrelationship of concept representation in
different domains using different domain languages has to be managed. Different policy presentation,
assignment, and implementation means are shortly discussed.
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7.3 OCL constraint modelling

OCL is a standard extension to UML that allows for querying model elements, constraining them (at
modelling time), and defining query operations.[5l[11] It enables the integration in the architectural
process. Defining business rules is a challenge to be met in the General Component Model paradigm.
OCL is constraining models with specific behaviour. OCL expressions consist of three parts: package
context (optional), expression context (mandatory), and one or more expressions. OCL constraints are
organized in expressions as shown in Table 2.

Table 2 — OCL constraint modelling

package <packagePath> package context

conlext <contextuallnstanceName>:<modelElement> expression context

<expressionType><expressonName>: expression
<expressionBody>

<expressionType><expressionName>: expression
<expressionBody>

endpackage

7.4 Other constraint representations

7.4.1 Geheral

According [to the Generic Component Model, héalthcare and its supporting information systems|are
dealing with other domains beside medicine‘and biology. In that context, finance, technology, legislation
and security, etc. have to be mentioned. Regarding the latter one, legal and policy concepts have t¢ be
modelled. A policy covers all implications.on health and health information systems such as legal, sofial,
organizati¢nal, psychological, functional, and technical.

Managing pecurity policy can include some or all of the following steps: writing, reviewing, testing,
approvinglissuing, combiningyanalysing, modifying, withdrawing, retrieving, and enforcing policy.[The
complete policy applicable %o a particular decision request can be composed of a number of individual
rules or p¢licies. For ipstahce, in a personal privacy application, the subject of care of the pers¢nal
informatioT'l can define,certain aspects of disclosure policy, whereas the enterprise that is the custodian
of the inforimation.¢an'define certain other aspects. In order to render an authorization decision, it shall
be possibld to combine the two separate policies to form the single policy applicable to the request.

OASIS’ Secifity Assertion Markup Language (SAML) defines security services assigned to entities in a
header-body-reference structure using XML. For formally modelling policies and ruling access control,
the Extensible Access Control Markup Language (XACML) has been developed at OASIS with the XML
meta-language.

7.4.2 Extensible Access Control Markup Language (XACML)

The Extensible Access Control Markup Language (XACML) defines three top-level policy
elements: <Rule>, <Policy>, and <PolicySet>.[12] The <Rule> element contains a Boolean expression
that can be evaluated in isolation. However, authorization decisions (e.g. by a PDP) should not be
performed without reference to the corresponding policy. XACML offers rule-combing algorithms
allowing for, e.g. deny-overrides (ordered and unordered), permit-overrides (ordered and unordered),
first or only applicable.
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The <Policy> element contains a set of <Rule> elements and a specified procedure for combining the
results of their evaluation. It serves as basis for authorization decisions by a PDP.

The <PolicySet> element contains a set of <Policy> or other <PolicySet> elements and a specified
procedure for combining the results of their evaluation. It is the standard means for combining separate
policies into a single combined policy.

The main components of a <Rule> are: a target, an effect, and a condition. The target defines the set of
resources, subjects, actions, and environment.

Therefore, a policy comprises the main components target, a rule-combining algorithm identifier, a set

of rfil€s, and obligations.
The presented structure and function is partially reflecting the component architecture for policies
according to ISO 22600-2, simplifying the defined policy sub-components, however, -‘For detfils, please
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3 Web Services Description Language

Web Services Description Language is an XML grammar for deseribing Web service
rmation regarding the interface for all publicly available functiens, data types for all
lings to the transport protocol used, as well as addresses to locate specified services. It r¢
fractbetween the service requesterand the service providerin‘a platform-and language-ir

4 Business Process Execution Language

Business Process Execution Language is an XML:based language for describing a busing
distributed cooperating environment. It formalizes the components and exceptions to b
BPEL4WS process model is layered on top\of the service model defined by WSDL.

5 WS Policy

Web Services Policy Language/(WSPL) provides a flexible and extensible XML gr
Fessing the capabilities, requirements, and general characteristics of entities in a We
bd system, summarized assdomain-specific Web Service Policy information. It defines 4
olicy alternatives, whefejeach of them is a collection of policy assertions such as aut
bme, transport protocolselection, privacy policy, QoS characteristics, etc. Compatible pq

' to associate policies with the subjects to which they apply, using WSDL descriptors.

6 Web Services Policy Language

Web-Services Policy Language (WSPL), as a strict subset of the OASIS eXtensible Acc
kup.llanguage (XACML) standard, supports policy bridging. The merged policies can b

s, defining
messages,
P presents a
dependent

PSS process
e managed.

hmmar for
b Services-

collection
hentication
licies have
nt) defines

bss Control
e based on

-grained attributes such as time of day, cost, or network. WSPL supports the Boolean

operators

exclusive-OR and AND. A <PolicySet> represents the policies of a particular service, while each policy
containing a sequence of Rules represents a single aspect of the service. The rules representan acceptable
set of Attributes expressed by predicates. It supports the decision between sets of attributes regarding
the acceptability.

7.4.7 Domain-Independent Web Services Policy Assertion Language (DIPAL)

The DIPAL concerns the deployment choices (policies) rather than the business logic and interfaces of
the service, using domain-specific information.
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7.4.8 Security Assertion Markup Language

The Security Assertion Markup Language (SAML) provides a grammar for wrapping security and
identity information and exchanging them across domain boundaries. It allows business entities to
make assertions (claims) regarding the identity, attributes, and entitlements of a subject (an entity that
is often a human user) to other entities.

SAML Protocols define the structure of Request/Response pairs to obtain assertions and manage
identity, for this purpose establishing assertion query/request protocols, authentication request
protocols, name/identifier management protocols, and Single Login and Single Logout protocols.

SAML Bindings define the ways how the SAML protocols are used with the standard messaging pnd
communication protocols to specify e.g. SAML SOAP binding, SAML PAOS (reverse SOAP) binding, H[ TP
Redirect binding, or HTTP post binding.

SAML Proffiles combine selected assertions, protocols, and bindings and define how tohandle defined
use-cases. [Here, Web Single Sign On (SSO) profiles, Enhanced Client and Proxy (ECP)profiles, Single
Logout profiles, assertion query/request profiles, and SAML and attribute profiles should be mentioned.

SAML Authentication Context defines types and strengths of existing duthentication methods
(e.g. Interget Protocol Password, Kerberos, Public Key X.509, Smartcard«PKI, SSL-TLS-based clfent
authenticagion).

SAML metadata enable SAML actors to define their preferences and gonfigurations.

8 Consent

8.1 Overview

While a pdlicy provides a statement about legal, organizational, social, functional, etc. implicationfs to
be met thereby providing the rules for constrainingrelated concepts of the other domain, a consentfis a
special policy agreed between entities inclusively expressing approval or acceptance of the stateménts
contained.|Therefore, in many jurisdictions; legislation requires that entities involved be informef in
detail about the concerns and their consequences to provide a legally and ethically acceptable bpsis
for such agproval (informed consent)«Consent shall be formulated according to the established pdlicy
model and |expressed through a formal policy representation language.

8.2 Patient consent

For meetirlg the aforementioned requirements, a patient consent has to be defined in a technolggy-
challenging way, expréssing fine-grained and detailed concepts and relationships concerning data,
functionalities, andrservices. Thus, consent can cover relationships to all entities occurring in heplth
such as dafla and information, documents, functions, systems, persons, organizations, applications, gtc.,
i.e. princippls as\well as their actions/products.

8.3 Patient consent management

Patient consent management has to meet all policy principles including definition, negotiation,
harmonization, assignment, revocation, etc.

9 Emergency access

Emergency access has to be provided according to the needs meeting all basic principles such as legal
constraints, the need-to-know principle, etc., fixed in the emergency access policy. An important rule for
emergency access policies is the complete logging of all actions performed.
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Refinement of the control model

The generality of this model makes the names of its parts appear somewhat abstract; however, with
suitable interpretation, it can be applied to all the situations introduced discussed in this part of

ISO
Use

22600.
of Push or Pull

The control model uses a verifier that acquires access control information to make an access control
decision. The claimant can provide the information (for example, in a token) along with the request to
the verifier, push, or the verifier can get the required information from a trusted source, pull. In deciding

whg
1)

11

Res

ther to use a push or pull model, several factors should be considered.
Push

Tokens should have a short time to live.

Tokens shall be validated against an authentication service.

Token delivery should be encrypted.

Tokens should include a nonce or a unique key within the encrypted token.
Pull

Authentication services shall be accessible.

Authentication service ACI repository shall be accessible.

A trusted communication path to the ACI repository is required.

Tokens holding authentication information'shall be sufficiently secure for the environme
against the possibility of replay attacks:

Refinement of the delegation model
trictions on delegation canbe'established by the SoA, claimant, or by the target, and incl

Delegation level — For example, the claimant in delegate role cannot be allowed to furthe
privilege.

Delegation context — For example, delegate my “assigned-radiologist” privilege only
patient identity’and only for a given set of X-ray images and only for a specified period o

Delegaté€ set — For example, no restrictions on number of levels of delegation, but all delg
be fromra specified set of claimants.

Reference restriction — The privileges to use an object under specified circumstances

nt to guard

ide:

I delegated
for a given
F time.

gates shall

are passed

+ £l 1 + £ + +1 T — 1 : T | 1.1 — +1
dS PdlI't U'LIIC ODJELL TCICICIILE LU LT TCUIPICIIL, TUOI CAdIIPIC, T DI'IVIICEZSC UCICEdUUII, U1

e initiating

principal’s access control information (that is, its security attributes) can be delegated to further
objects in the chain to give the recipient the privileges to act on the initiating principal’s behalf

under specified circumstances.

Improper delegation — Restrictions that prevent a delegate from assigning privileges to
inappropriate delegates, for example, a clinician assigning privileges to order medications to

administrative staff.

© IS0 2014 - All rights reserved
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A.1 Use

Existing s
WS-*, and
PMI specif

— Privil
claim
8 (a ps
other 1

— These
a signe
since t
and m
there
set of g

— The py
Differe

Annex A
(informative)

Privilege management infrastructure

ndards, including ANSI X9.45, ISO/IEC 9594-8, IETF RFC 3280 X.509, OASIS SPML, SA
ACML, define a number of mechanisms that can be used to construct a healthcare-spe
cation. This would include the following features.

ges needed to access a target are conveyed in a claimant’s authorization-credential.

t’sauthorization credential can be an authorization certificate compliant with ISO/IEC 95
rticular form of attribute certificate) or a policy set description compliant with XACM
eferenced authorization standards.

hsitivity or other properties of the target being accessed can,bé held in a local database g
d data structure. This guide does not define a standard way. to represent this informat
his is a local matter. It does provide guidance on how suelyinformation might be represer
hnipulated using common mechanisms such as ASN.fvand XML. For a given target ob
an be multiple operations that can be performed; each such operation can have a diffe
ensitivity attributes.

ivilege policy can be held centrally, locally, et*can be conveyed as a signed data struct
nt operations on a target can be subject_te-different privilege policies. This guide def

several standard policies, and applications can-define additional policies.

— In the
user o
signat

— Users
— Users

— Some §
author
rapid f]
authorn

document authorization paradigud,,co-signature requirements can be associated wit
I document, such that the signéd,document is considered authorized only if all necess
ires are attached.

ran delegate privileges to‘other users.
fan be assigned to roles that convey permissions.

uthorizations cdmbe sufficiently dynamic that it is not feasible to place them in an enterp
ization infrasfructure (that is, the cost of maintenance is too high given the short lifetim
requency of.change of the privileges or constraints). Such authorizations can be keptinal
ization server’s database and accessed as environmental variables.

The remaining.clauses of this part of SO 22600 discuss mechanisms to convey privilege, sensitivity,

ML,
Fific

The
94-
[, or

rin
ion,
ted
ect,
rent

Lire.
nes

h a
ary

rise
e or
pcal

and

policy info

Fration in a distributed PMI.

A.2 Privilege management infrastructure framework

A.2.1 PMI services

The privilege management infrastructure (PMI) framework establishes relationships between
components of an abstract role system to the components of the underlying security infrastructure.

24
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Access Control
Information  Control Policy Control Policy

(ACI)
Verifier
PDP/PEP

Distributed Security
Service

Access Control
Information

(ACI)
Verifier
PDP/PEP

User Target

The
arcl
SOA
The
0OAf{

Figure A.1 — Extended control model

control model of ISO 22600-1 has been extended to the security-distributed or servi
hitecture according to Figure A.1. The verifier is shown with its componentRDP/PEP. In t

e-oriented
he security
5 a service.

, infrastructure security authentication and authorization is providedto/applications a

IS XACML). If the external (to the target) verifier is removed, theirwe have the traditio

al control

figure abstracts the access control models of ISO/IEC 10181-3 (the RDP/PEP terminol}‘gy follows

modlel. Various implementations are achieved by functional allocations of service between

leve
affd

A.2
ISO

Init|

land SOA levels. Access control information is used to informtheverifier PDP of additional
cting the decision.

.2 Access control information
access control information (ACI) includes:
jator ACI, User ACI

individual access control identities;

identifier of hierarchical group im ;which membership is asserted, for example, org
position;

identifier of functional group.in which membership is asserted, for example, membership
or task group;

role that can be takén;

sensitivity markings to which access is allowed;

integrity matkings to which access is allowed;

target.aceess control identity and the actions allowed on the target that is a capability;

security attributes of delegates;

pplication-
conditions

hnizational

of a project

location, for example, sign-on workstation.

Target ACI

target access control identities;

individual initiator access control identities and the actions on the target allowed or denied them;

hierarchical group membership access control identities and the actions on the target
denied them;

functional group membership access control identities and the actions on the target
denied them;

© IS0 2014 - All rights reserved
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— role access control identities and the actions on the target allowed or denied them;
— authorities and the actions authorized for them;

— sensitivity markings;

— integrity markings.

Action ACI

— ACI associated with operating zoning action (data ACI), for example:

— sepsitivity markings;
— infegrity markings;
— orjginator identity;
— supject of care identity;
— ACI ass$ociated with the action as a whole, for example:
— initiator ACI;
— permifted initiator and target pairs:
— permitted targets;
— permitted initiators (claimants);
— allowed class of operations (for example, read, write);
— refjuired integrity level.
Contextual ACI
— time pgriods;
— route (an access can be granted onlyif the route is being used to specific characteristics);

— locatign (an access can be gfanted only if two initiators are specified: as specific in-systgms,
workstations or terminals, ©nspecific physical locations);

— system status (an accessycan be granted only for a particular ACI when the system has a particplar
status) for example duving a disaster recovery);

— strength of authentication (an access can only be granted when authentication mechanisms of at
least algiven strength are used);

— other 4ceess currently active for this or other initiators.

There are two types of high-level healthcare roles supported by the infrastructure: structural
roles and functional roles. Structural roles reflect the structural aspects of relationships between
entities. Structural roles describe prerequisites, feasibilities, or competences for acts. Functional
roles reflect functional aspects of relationships between entities. Functional roles are bound to the
realization/performance of acts.

Possible examples for structural roles of healthcare professionals are
— medical director,

— director of clinic,

1) Thisis termed ‘Owner identity’ in the ASTM E2595-07.
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head of the department,
senior physician,
resident physician,
physician,

medical assistant,

trainee,

Ad

A2

An
and
for
the

GoVv
wit
the

Sec
to

head nurse,

nurse, and

medical student.

Kible examples for functional roles of healthcare professionals are
caring doctor (responsible doctor),
member of diagnostic team,
member of therapeutic team,
consulting doctor,

admitting doctor,

family doctor, and
function-specific nurse.

btailed description of structural and.functional roles is presented in the following subcla

.3 Governance, risk, and compliance

pffective security governarice framework involves establishing chains of responsibility
communication to empewer people to control the system effectively. Governance is very
the security services,asmanaging the security policy and implementation is vital to the
environment.

ernance in the service creation scenario involves monitoring compliance of the securi
h the securit§y/policies, monitoring compliance with governance structures in place, and
overall security effectiveness of the environment.

l1SeS.

authority,
important
ntegrity of

Ly services
monitoring

irityseompliance management measures the performance of the security implementation relative

on system

he easures defined by the security policy. These can be realized based on reporting

beh

in systems.

When these are viewed in the context of business-defined policies, they can provide an overarching
view of where a business stands in implementation and enforcement of intended policies.

A2

4 Trust management

From a business viewpoint, trust management includes the liability and legal aspects around the
services. Italso includes protection messages that the service provider can implement for sensitive data.

At a technology level, trust management can include:

— The protocols for the service consumer to contact the service provider. For example, this can require

a simple object access protocol (SOAP) message carried on HTTPS.
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— The security token and its contents that need to be included in a WS-security message. For example,

a SAML assertion carrying role-based information is required.

A.2.5 Identity management

The following enterprise identity management needs are identified:

— to provide an enterprise identity management service/capability to support the various business

lines within the enterprise;

— to identify all persons of interest uniquely. This includes persons that have customer, contractual,

and/oif employee roles;

— tofacilitate the sharing ofinformation between internal lines of business and with external partnlers.

A provisiofing policy, for example, is defined to create automatically user accounts (an LDAP direct
or a database, with an account identifier joe for Joe Smith) in the enterprise repository (dccount ident
joesmith fof Joe Smith) and in the entity identification service (EIS) system (an application-level acca
with joey1234 as the identifier for the same person Joe Smith).

This provigioning policy can be extended to cross the enterprise boundaries/so the user is also crez:
in the registry used for the external service consumer (account identifier-homejoe for Joe Smith).

ory
fier
unt

ted
his

provisioning policy can include several workflow activities, for exaniple, getting user managenjent

approvals.

As part of these provisioning policies, identifier and password pelicies have to be taken into acco
Identifier golicies define how the different attributes for the different accounts are created based on
user identity information and the company security rules.

In this example, an identifier policy can be defined to ¢create the accounts on a system using the f
letter of th first name and the letters of the family name for a user (for example, jsmith for Joey Sm
This can also apply to other attributes, such as an.é-mail address.

Password policies can be used to enforce the way passwords for the different user accounts are creg
and managed. For example, it can be decided to define a policy requiring a minimum length, the inclu
of numeridand special characters, andexpiration date so that the user needs to change his passw
every threg months. This enforces security, as password weakness is known as a common risk for
systems.

int.
the

irst
th).

ted
bion
ord
the

Federation| policies are another-foundation layer of the scenario. They allow the validation, mappjiing,

and excharjge of the different'sécurity tokens that are used between the domains or systems.

Enterprisep shall provide*a capability that provides access on a least-privilege basis with a need
know for ppotected hedlth information that is based upon users’ roles in the organization and the te

-to-
sks

e to

meet the fallowing needs:

— to authenticate consistently users across enterprise and extranet/federated boundaries;

— to authorize/grant consistently users permissions to protected information assets;

— to enforce robustly access by authenticated and authorized users to protected information assets;

— to audit access to and use of sensitive information and functions;

— to meet applicable guidelines and mandates for information security.

Users might need to use a user name and password to authenticate to their portal or a strong

authentication (for example, homejoe, jsmith, or joe).
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A SAML assertion can be required at the service components level to authenticate a user accessing the
service through an external consumer, while a user name token can be enough for an internal application.
The user name token provided can be different from the one used to authenticate to the local portal (for
example, joesmith). Finally, on the application, the user credential is validated and mapped to the local
account identity.

In the case of the direct exposure scenario, the internal service consumers have to use the trust service
to exchange the identity information they have regarding the user to a valid consumable credential.
For example, the local identity jsmith or joe is exchanged to a credential generated for user joey1234.
The application then validates the credential. The trusted security token service (STS) needs to be
confi i i ivi jities in this

nfmmmwmmwwm&mmm
scepario.

A.3 Privilege management infrastructure services expressed in ASN.1

A.3l1 X.509-based certificate specifications

A.3|1.1 General

The X.509 role-based PMI model uses attribute certificates (ACs)\described in ISO/IEC $594-8. An
example of use of an X.509 role-based PMI is the Permis project.[13] ACs are issued by AA4. The AC is
bOLlnd to theidentity using the holder field of an X.509 identity.€ertificate. This coupling permifts separate
mafagement of PMI and PKI.[13] Decoupling PMI and PKI allows sensitive access control infdrmation to
renfain private, while identity certificates can be managed-by a third party. At least three types of ACs
arefused in an X.509 role-based PMI: role-specificationACs, role-assignment ACs, and policy ACs. All ACs

are|digitally signed by the AA and are therefore tamper resistant.

Rol
the
to a
(LDj

b-specification ACs hold the permission assignments granted to each role. Role-assignme
roles assigned to each identity. Policy ACsiindicate the root of the PMI trust and contai
policy file as an attribute value. ACs are-typically stored in a lightweight directory acce
AP)-enabled directory service. The verifier finds all role-assignment ACs granted to

validates the digital signatures and-that a certificate has not been revoked. The verifier alg

role
kee

Thd

-assignment ACs for each identified user role. This process can be optimized in several
ping the overall strategy.

X.509 role-based PMI camuse a policy language such as Ponder, Keynote, or XACML. Use 0

wide authorization policy by the verifier provides a secure, centrally managed approach.

Thd
(PA]
aut

local SoA for a Security domain creates the domain-wide authorization policy. Privilege
use the policies signed by the SoA, possibly from a different security domain, to ge
nenticate digitally policy ACs. The SoA or the AA uses the PA to sign and publish role-assig

to ajn LDAP . dinectory. The resulting role-assignment ACs are used by the verifier to make acd

dec

The

sions.

ht ACs hold
h a pointer
5s protocol
h user and
o finds the
vays while

fa domain-

allocators
herate and
nment ACs
ess control

folowing implementable specifications, available in existing standards or are de facto

standards,

ha

€ been copled Into tne document Ior convenience, adapting the current practice

specifications. Therefore, they are expressed in ASN.1 notation.

in similar

The implementation part of this part of ISO 22600 provides specifications developed independently of

the

A.3.

formal models established in ISO 22600-2.

1.2 Authentication certificates

The authentication certificate follows the X.509V3 specification:

Certificate = SIGNED SEQUENCE
{
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,

© IS0 2014 - All rights reserved
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issuer Name,
validity Validity,
subject Name,

subjectPublicKeyInfo

SubjectPublicKeyInfo,

issuerUniqueldentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
subjectUniquelIdentifier [2] IMPLICIT Uniqueldentifier OPTIONAL
extensions [3] Extensions MANDATORY

}

version is the version of the encoded certificate. The certificate version SHALL be v3.

There are several ways for binding key-related ID certificates to key-less attribute certificates: the

monolithic

approach, the autonomic approach, and the approach of chained signatures.

In the mon

In the autonomic approach, some relevant information in the ID certificate is referred to bind with

attribute c

In the bindling approach using chained signatures, the ID certification authority’s sighature is refef

to bind wit
A.3.1.3

A3.1.3.1

Claimant
subjectDi

The syntax

Attribute
Attribute
{
ver
hol
isq
sig
sen]
aty
aty
isq
ext
}
AttCertVeq
Holder ::5

plithic approach, the attribute certificate is part of the ID certificate.

brtificate.

h the attribute certificate. ISO 17090 (all parts) fixed the first approach:

Attribute certificates

General

privileges are conveyed as attributes, in either. a% public key -certificate (in

ectoryAttributes extension), or (more frequently) in'an attribute certificate.
of an attribute certificate is specified in X.509:
ertificate ::= SIGNED {AttributeCertificateInfo}
ertificateInfo ::= SEQUENCE
sion AttCertVersion DEFAULT vl,
der Holder,
uer AttCer\ssuer,
nature AlgoxithmIdentifier,
ialNumber CertdficateSerialNumber,
rCertValidityPeriod AttCertvalidityPeriod,
ributes SEQUENCE OF Attribute,
uerUniquelID UniqueIdentifier OPTIONAL,
ensions Extensions OPTIONAL
sion ::= (INTEGER {v1(0), v2(1) }

SEQUENCE

{

baseCeptificateID [0] IssuerSerial OPTIONAL,

-- fhe issuer and serial number of the holder’s Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
¥ “the name of the entity or role

ObjectDigestInfo [2] ObjectDigestInfo OPTIONAL

—— 1f pnresent ersion must be 2
+

-—-at least one of baseCertificateID,
ObjectDigestInfo

{

entityName or objectDigestInfo must be present--}

SEQUENCE

digestedObjectType ENUMERATED {

the

red

the

publicKey (0),
publicKeyCert (1),
otherObjectTypes (2) 1},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier,
objectDigest BIT STRING }
AttCertIssuer ::= CHOICE
{
vlForm GeneralNames, -- vl or v2
v2Form [0] V2Form -- v2 only
}
V2Form = SEQUENCE
30 © ISO 2014 - All rights reserved
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{

issuerName GeneralNames OPTIONAL,
baseCertificateID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL

}

-— At least one component must be present

(

WITH COMPONENTS {
WITH COMPONENTS {

WITH COMPONENTS { issuerName PRESENT } |
baseCertificateID PRESENT }

objectDigestInfo PRESENT }

-7

|
)

.7

.7

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }
CerfificateSerialNumber ::= INTEGER
Unipueldentifier ::= BIT STRING
Attfpibute ::= CLASS
K1id OBJECT IDENTIFIER UNIQUE,
ksingleValued BOOLEAN DEFAULT FALSE,
kSyntax }
Attkibute ::= SEQUENCE
bttrType ATTRIBUTE.&id ({SupportedAttrs}),
httrValues ATTRIBUTE. &Syntax ({SupportedAttrs} {Qatt®Type}) }
AttfertValidityPeriod ::= SEQUENCE

The

The
obj

The
of t
na
by
to €
atty
use

obijd

The
serl

Thd
The

I

hotBefore GeneralizedTime,
hotAfter GeneralizedTime }

components of the attribute certificate are used ags follows.

version number differentiates between different versions of the attribute cer
pctDigestInfo is present or if issuer is identified with baseCertificatelD, version shall

holder field conveys the identity of theyattribute certificate holder. In this part of ISO
e issuer name and serial number of a sSpecific public key certificate is required; use of
e(s) is optional; and use of the obje¢t’digest is prohibited. There is a risk with use of Geng
self to identify the certificate holder, in that there is insufficient binding of a name to 4
nable the authentication precess of the certificate holder’s identity to be bound to th
ibute certificate. Also, some 0f the options in GeneralNames (e.g. IPAddress) are inapp

ct identifiers.

issuer field conveys the identity of the AA which issued the certificate. Use of the issue
al number of@specific public key certificate is required, and use of the general name(s) i

signature identifies the cryptographic algorithm used to digitally sign the attribute ceq

sérialNumber is the serial number that uniquely identifies the attribute certificate
be-af its issuer

tificate. If

be V2.

22600, use
he general
tralNames
public key
e use of an
opriate for

in naming an attribute(certificate holder which is a role rather than an individual entity. General
name forms should be restricted to distinguished name, RFC 822 (email) address, and (for 1

ole names)

' name and
5 optional.

tificate.

within the

SCO

The attrCertValidityPeriod field conveys the time period during which the attribute certificate is

con

sidered valid, expressed in GeneralizedTime format.

The attributes field contains the attributes associated with the certificate holder which are being
certified (e.g. the privileges).

The issuerUniquelD can be used to identify the issuer of the attribute certificate in instances where the
issuer name is not sufficient.

The extensions field allows addition of new fields to the attribute certificate. Standard extensions from
ISO/IEC 9594-8 are described in Annex B.
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A.3.1.3.2

Confidentiality of attribute certificates

In some applications, it might be desirable to protect the contents of attribute certificates from entities
other than the certificate holder and the relying party (which uses the certificate). This can be done by
using the certificate holder’s public key certificate(s) to establish an authenticated, encrypted path to the
relying party (e.g. using SSL). This path can then be used to send the attribute certificates confidentially.

A.3.1.3.3

Attribute certificate paths

Just as with public key certificates, there might be a requirement to convey an attribute certificate path

to

(e.g_ within-an npp]irnfinn prnfnrn] to assert privi]ngnc) The Fn”r“/\rihg ASN. 1 data fypn can be use
represent gn attribute certificate path:
AttributeertificationPath::= SEQUENCE
{
atfributeCertificate AttributeCertificate,
acHath SEQUENCE OF ACPathData OPTIONAL }
ACPathDat = SEQUENCE
{
certificate [0] Certificate OPTIONAL,
atyributeCertificate [1] AttributeCertificate OPTIONAL }
A.3.1.4 Role certificates
A user’s afftribute certificate can contain a reference to another attribute certificate which cont

additional

The follow

any nl.1
the ro

AAs;

the pri

role m

— roles and membership can be assigned any suitable lifetime.

An entity i
a certain 1
defines the
privileges
the role cel

Not all form
identifiers

a memp

privileges. This provides an efficient mechanism for implenienting privileged roles.
ng specifications are possible:
mber of roles can be defined by any AA;

e itself and the members of a role can be défined and administered separately, by sepa

vileges assigned to a given role can be-placed into one or more attribute certificates;
er of arole can be assigned only-a subset of the privileges associated with a role, if desit

embership can be delegated;

5 assigned an attribute certificate containing an attribute asserting that the entity occu

hins

rate

ed;

bies

ole. That certificate can have an extension pointing to another attribute certificate which

role (i.e. this’role certificate specifies the role of the certificate holder and contains a li;
hssigned to\that role). The issuer of the entity certificate can be independent of the issue
'tificate’and these can be administered (e.g. expired, revoked, and so on) entirely separat

t of
r of

ely.

hs-0f\GeneralName are appropriate for use as role names. The most useful choices are o
nd distinguished names

l1ject

A3.15 Cr

edentials

Credential is a prerequisite for the entitlement of, or the eligibility for, a role. Credentials are related to
their environment (they are localized).

Credentials are typically matched by type (e.g. “physician”) or type and issuer (e.g. “physician licensed

in Virginia”).

Credential::= SEQUENCE
{
credType OBJECT IDENTIFIER,
issuer GeneralName OPTIONAL,
identifier UTF8String }

32
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credentials ATTRIBUTE: :=
{

&id id-credentials,
&SEQUENCE OF Credential }

If the issuer name is absent, then the issuer name from the enclosing attribute or public key certificate
is used. If the certificate issuer name is absent, the credential issuer name shall be present. (Note that a
certificate can explicitly have more than one credential, from more than one issuer, in order to minimize
the number of AAs in a system.)

A 22 Clagxanon
DO GICarancc

The clearance attribute is compared with target security labels. This provides a~coarse-grained
authorization and access control mechanism.

Cleprance: := SEQUENCE
{
policyId OBJECT IDENTIFIER,
clagsList ClassList DEFAULT {unclassified},
secErityCategories SET OF SecurityCategory OPTIONAL }
ClapsList::= BIT STRING
{
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (51}
SECPRITY-CATEGORY: := TYPE-IDENTIFIER
SecprityCategory: := SEQUENCE
{
type [0] SECURITY-CATEGORY . &id ({Categories}),
value [1] SECURITY-CATEGORY. &Syntax ({Categories} {@type}) }

The security policy identifier identifies-the semantics of the label (allowable classification| levels and
seclirity categories). The policy identifier shall be the same for both the clearance and the target’s
secyrity label for a comparison to be possible. The class list includes a list of hierarchical clgssification
levgls. The levels in the clearance are compared against the level in a target’s security laljel; at least
one|level in the clearance shall’be greater than or equal to the level in the label. The security| categories
confain other, non-hierarchical information. The value of a category in the clearance shall {dominate”
that in the corresponding category in the label; the meaning of “dominance” is specified when the
catggory is defined{For example, in military applications, a label can contain a set of codewords or
conjpartments. Fo:dominate a label, a clearance shall contain all of the codewords/compartnjents in the
lab¢l (and possibly additional ones as well). More details on security labels can be found in A.3.4.3 and
A9l7.

A.3.3 “Claimant mechanisms

Current approaches to management of user privileges include
a) centralized storage of privileges (e.g. in an LDAP directory), where they can easily be retrieved,

b) storage of privileges in the subjectDirectoryAttributes extension in a user’s public key certificate,
and

c) storage of privileges in attribute certificates.

The last two approaches represent the mechanism of storing user privileges in digitally signed
credentials.

Option a) is easy to implement, but requires the privilege server to be continuously available. The
other two options allow the authorization information to be conveyed in certificates, eliminating the
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need for an online server. There are several reasons why it can be preferable for a separate attribute
authority (AA) to place privileges in attribute certificates rather than placing the privileges in a public
key certificate. These include

a) different lifetimes for privileges vs. public keys,

b) separation of duties (the CA is not the entity responsible for privilege management),
c) need-to-know (it might not be desirable for all entities to know all privileges of a claimant), and
d) the principle of least privilege (the user only receives/presents the minimum privileges needed to
perfor Ird Pal t;\,u}cu UHCI at;uu).
A.3.4 Target sensitivity mechanisms
A.3.4.1 (eneral
Management of target attributes (e.g. access control lists and security labels) has|traditionally been
done on a|per-system basis, and there has been little standardization of the-representation of fhis
informatiop. This part of ISO 22600 does not dictate how such information is represented, but does give
suggestionis based on several document syntaxes (ASN.1 or XML).
A.3.4.2 Sjgned data encapsulation
Attributes|and other sensitivity information can be bound to)the digest of the target using|the
SignedDatfla construct of ASTM E2084. In particular, the use of-detached signatures (with the objject
conveyed separately from the signature structure) would bedppropriate. Sensitivity information wguld
be carried ps signed attributes, with the originator of the information being the signer.
The types ¢f authorization information which can be attached to a target include
— access|control information (ACI), as described\in ISO/IEC 10181-3,
— co-sigmature requirements, as described;in A.9.19, and
— descriptive information about the decument (e.g. document type), described in A.11.3.
A.3.4.3 Security labels
The security label syntax is taken from RFC 2634.
ESSSecuritylLabel::= SET
{
sedurity-policy-identifier SecurityPolicyIdentifier,
sedurity-classification SecurityClassification OPTIONAL,
prijvacytmark ESSPrivacyMark OPTIONAL,
sedurity-categories SecurityCategories OPTIONAL }
id-aa-secyritylLabel OBJECT IDENTIFIER::= { iso(l) member-body (2)
us (840) rIaustTT13319T—pkcs1TT—pkcs=9197—smtm511€7—tu=aa\4; 2F

SecurityPolicyIdentifier::
SecurityClassification::

OBJECT IDENTIFIER
INTEGER {

unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),

top-secret (5) }

(0. .ub-integer-options)

ub-integer-options INTEGER::= 256

ESSPrivacyMark::= CHOICE
{
pString PrintableString SIZE (1..ub-privacy-mark-length),
utf8String UTF8String SIZE (1..MAX) }

ub-privacy-mark-length INTEGER::
SecurityCategories::

34

128
(1..ub-security-categories)

SET SIZE OF
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SecurityCategory
ub-security-categories INTEGER::= 64

see A.3.2 for definition of SecurityCategory

A security policy is a set of criteria for the provision of security services. The security-policy-identifier is
used to identify the security policy in force to which the security label relates. It indicates the semantics
of the other security label components.

This part of ISO 22600 defines the use of the Security Classification field exactly as is specified in RFC

26

4 and ITU-TX 411 which states in part:

If p
clag
sec
can
clag
top

Thi
Sec
sec
the

resent, a security classification can have one of a hierarchical list of values. The.basi

sification hierarchy is defined in this Recommendation, but the use of these values)is'def|
hrity policy in force. Additional values of security classification, and their position in the
also be defined by a security policy as a local matter or by bilateral agreement. The bas
sification hierarchy is, in ascending order: unmarked, unclassified, restricted, confiden
secret.

5 means that the security policy in force (identified by the security<policy-identifier)
urityClassification integer values and their meanings. An organization can develc
irity policy that defines the SecurityClassification INTEGER Values and their meaning

of

There is no universal definition of the rules for using these “basic hierarchy” values. Each ot
(or group of organizations) will define a security polity which documents how the “basic

val
the
rulg
UsS
for

Not
nec
For
ind
sec
is g
and

An

general interpretation is that the values of 0 through 5 arereserved for the “basic hierar
marked, unclassified, restricted, confidential, secret, anid top-secret.

es are used (if at all) and how access control is‘enforced (if at all) within their domain.
security-classification value shall be accompanied by a security-policy-identifier value tc
s for its use. For example, a company’s “secret” classification can convey a different meani
[overnment “secret” classification. In summary, a security policy should not use integers

bther than their X.411 meanings, and should instead use other values in a hierarchical fa

bssarily need to be in ascending numerical order. Further, the values do not need to be ¢
example, in the Defence Message System security policy, the security-classification ¥
cates sensitive-but-unclassified and 5 indicates top-secret. The hierarchy of sensitivity
‘et as more sensitivethan sensitive-but-unclassified even though the numerical value of

in ascending ordel; a casual reader of the security policy is more likely to understand it.]
bxample of a‘security policy that does not use any of the X.411 values might be:
10 - anyene

15 Morgan Corporation and its contractors

Cc security-
ned by the
hierarchy,
C security-
[ial, secret,

lefines the
p its own
5. However,
Chy” values

ganization
hierarchy”
Therefore,
define the
hg than the
through 5
hion.

e that the set of valid security-classification values shall be hierarchical, but these values do not

ontiguous.
ralue of 11
ranks top-
top-secret

ss than sensitive-hut=unclassified. (Of course, if security-classification values are both hlierarchical

20 - Morgan Corporation employees

25 - Morgan Corporation board of directors

An example of a security policy that uses part of the X.411 hierarchy might be:

©IS

0 - unmarked
1 - unclassified, can be read by everyone
2 - restricted to Timberwolf Productions staff

6 - can only be read to Timberwolf Productions executives
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A possible set of hierarchical security levels might be administrative (unclassified), clinical, sensitive
(AIDS/mental health info), and can be anonymized.

If present, the privacy-mark is not used for access control. The content of the privacy-mark can be
defined by the security policy in force (identified by the security-policy-identifier) which can define a
list of values to be used. Alternately, the value can be determined by the originator of the security label.

If present, the security categories provide further granularity for the sensitivity of the message. The
security policy in force (identified by the security-policy-identifier) is used to indicate the syntaxes that
are allowed to be present in the security categories. Alternately, the security categories and their values

can be defi

ned by bilateral agreement.

There mig
permissior

A.3.5 Ac

This subclz
recipient (

ACCESS-CONTROL-SCHEME: :

AccessConf
astmSchemq
{ N

ASTMSchemg: :

ASTMEntry
{
vwho
con
Requester
{
roll
ind
grdg
organizat]
Constraint

CONSTRAINT: :
Constraint:
caselID CONSTRAINT: :

encounter]
claimEvent
planRegist
encounter]
{d
admission
diagnosis
disease C
disorder
department

testID CONSTRALUNT: :

resultID

ht be many labels to the same object with different evaluation schemes, e.g. requiring
s or only some (or even a single) to be met for access permission.

cess control framework

juse defines an access control information (ACI) attribute which can be ised to indicate
r trusted third party) which entities can read the target’s contents.

TYPE-IDENTIFIER

rolScheme: : INSTANCE OF ACCESS-CONTROL-SCHEME
ACCESS-CONTROL-SCHEME: : =

STMScheme IDENTIFIED BY id-astmScheme }
SEQUENCE OF ASTMEntry

SEQUENCE

Requester,
straints Constraints OPTIONAL }
= CHOICE

(0]
[1] GeneralName,
up [2] GeneralNamey,
onalUnit [3] GeneralName }
s::= SEQUENCE OF Constraint
TYPE-IDENTIFIER
:= INSTANCE OF CONSTRAINT
{ OCTET STRING\NIDENTIFIED BY id-caseID }
D CONSTRAINT: : { OCTHT \STRING IDENTIFIED BY id-encounterID }
ID CONSTRAINT: : { OCTET STRING IDENTIFIED BY id-claimEventID }
ration CONSTRAINT y= { OCTET STRING IDENTIFIED BY id-planRegistration }
egistration CONSTRAINT: :=
CTET STRING IDENT¥FIED BY id-encounterRegistration }

e
ividual

OBJECT JABENTIFIER,
- from X9.55

CONSTRAINT: : =~ {/OCTET STRING IDENTIFIED BY id-admission }
CONSTRAINTs3=/{ Code IDENTIFIED BY id-code }

NSTRAINT: = { Code IDENTIFIED BY id-disease }

ONSTRAINT#:= { Code IDENTIFIED BY id-disorder }
CONSERATINT: := { GeneralName IDENTIFIED BY id-department }

{ OCTET STRING IDENTIFIED BY id-testID }
ONSTRAINT: : { OCTET STRING IDENTIFIED BY id-resultID }

procedurel]

all

to a

D" .CONSTRAINT: : { OCTET STRING IDENTIFIED BY id-procedurelD }

specimenType CONSTRAINT: :
shift CONSTRAINT::

workgroup

training CONSTRAINT::
therapeuticAgent CONSTRAINT::
diagnosticAgent CONSTRAINT::
disidentified CONSTRAINT::

{ Code IDENTIFIED BY id-specimenType }
{ INTEGER IDENTIFIED BY id-shift }
CONSTRAINT: : { GeneralName IDENTIFIED BY id-workgroup }
{ BOOLEAN IDENTIFIED BY id-disorder }
{ Code IDENTIFIED BY id-therapeuticAgent }
{ Code IDENTIFIED BY id-diagnosticAgent }
{ BOOLEAN IDENTIFIED BY id-disidentified }

Code: := SEQUENCE
{
codeSet PrintableString,
codeValue IA5String }

Access is allowed to the target if the requester matches an entry in the Who list (by name, role, group, or
organizational unit) and if the requester’s attribute certificate matches all of the constraints contained
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in the target’s ACI attribute. These constraints would be contained in the constraints attribute in the
requester’s certificate. This attribute has syntax Constraints.

A.4 Privilege management infrastructure services expressed in XML

A.4.1 XACML-based role assignment

The Organization for the Advancement of Structured Information Standards (OASIS) standards group
developed the eXtensible Access Control Markup Language (XACML) as a language to express and

evaluate access decisions. The XACMIL Technical Specification includes a profile for RBAC using XACML
that complies with the ANSI RBAC standard.

For|the convenience of the reader, terms found in the NIST core RBAC document[14] ane,compfared to the
termns in the XACML profile and the terms in this guide in Table A.1.

Table A.1 — RBAC core functionality mapping
Core element XACML profile ASTM PMI

Usefs XACML Subjects Cldimants

Rol¢s XACML Subject Attributes Roles

Obj¢cts XACML Resources Objects

Opdrations XACML Actions Operations

Permissions XACML Role <PolicySet> and Permissions

Permission <PolicySet>

Thg XACML RBAC profile also supports hierarchical RBAC, allowing inheritance between roles.
Additional XACML policies are provided to support system and review functions described Jn the ANSI
RBAC standard. Specifically, the Role PolicySet (RPS) associates holders of a given role attribute with
a Permission PolicySet. The Permission PelicySet (PPS) describes the permissions associdted with a
spefific role. The RPS and PPS replace.therole assignment and role specification ACs in the X{509-based
rolg model.

Theg XACML role-based PMI features a rich and extensible policy language integrated throughout
the|design. The concept of structural versus functional roles is supported using a two-tiefed system
conjprised of a role attributes. That is, users can have roles assigned to them in the request ¢ontext. An
entity separate from the policy decision point can use an XACML role assignment policy or HolicySet to
enaple attributes within/the user session.

A.42 Further/PMI services

In A.5, further’PMI services expressed in XML are introduced by examples.
A.§ “Examples for privilege management and access control scenarios and ser-
vices

A5

.1 Organization-based privilege assignment

In the case of organization-based privilege assignment, the structural role defined according to
[SO 21298 reflecting the relationship between an individual and an organizational entity establishes
certain privileges. The privilege is based on the membership to an organization. This is valid for any
entity type, i.e. persons but also systems, components, and devices. The assigned privileges can apply
within the organization, but also in external organizations (for example, membership to authorities).
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A.5.2 Workflow-based privilege assignment

Privileges can be launched in accordance to a workflow for enabling the realization of a process.
The assignment can be established for the entire workflow, for certain activities, or even for certain
transactions. This approach follows the assignment according to the functional role of an entity
according to ISO 21298, reflecting the relationship between an individual entity and an act.

A.5.3 Policy-based privilege management

Privileges can be assigned according to constraints in time, environmental conditions, functions, and
operations. expressed in legislation, regulation, specification and so on

A.5.4 Role and permission assignment

Constraints defining privileges and duties are normally specified in policies. In the case’of si;Iple
policies arld interrelations, privileges and duties can be transferred into roles as~done in simple
RBAC implementations, e.g. provided within the HL7 RBAC standard.[13] Such simptified approadh is
connected with the problem of the growing numbers of defined roles according to new/policy definitipns.
Furthermdre, essential aspects such as context and other variables (see IS0, 22600-2) cannof be
considered properly. For more details, see ISO 21298.

A.5.5 Authorization specification

The attribute authority (AA) and certification authority (CA) are logically (and, in many calses,
physically)l completely independent. The creation and maintenance of “identity” can (and often shopld)
be separated from the PMI. Thus the entire PKI, including CAs, ¢an be existing and operational pridr to
the establifhment of the PMI. The CA, although it is the sourgeof authority for identity within its domlain,
is not automatically the source of authority for privilege. Thé CA, therefore, will not necessarily itself be
an AA and| by logical implication, will not necessarily e responsible for the decision as to what other
entities will be able to function as AAs (e.g. by including such a designation in their identity certificates).

The source|of authority (SoA) is the entity thatistrusted by a privilege verifier as the entity with ultimpate
responsibility for assignment of a set a privileges. A resource can limit the SoA authority by trusting
certain SoAs for specific functions (e.g. onefor read privileges and a different one for write privileges).
An SoA is ifself an AA as it issues certificates to other entities in which privileges are assigned to those
entities. Ap SoA is analogous to a ‘rooty€A’ or ‘trust anchor’ in the PKI, in that a privilege verifier tryists
certificateg signed by the SoA. In some environments, there is a need for CAs to have tight control ¢ver
the entitieq that can actas SoAs.(This framework provides a mechanism for supporting that requiremgent.
In other environments, that eohtrol is not needed and mechanisms for determining the entities thatfcan
act as SoAq in such environments can be outside the scope of this part of ISO 22600.

This framework is flexible and can satisfy the requirements of many types of environments.

When attribute certificates point to public key certificates for their issuers and holders, the PKI is ysed
to authenticate holders (privilege asserters) and verify the digital signatures of the issuers.

A.5.6 Certificate-based privilege management

The following strategies for managing privileges based on certificates are described.

A.5.6.1 Privilege in attribute certificates
Entities can acquire privilege in two ways.

— An AA can unilaterally assign privilege to an entity through the creation of an attribute certificate
(perhaps totally on its own initiative, or at the request of some third party). This certificate can
be stored in a publicly accessible repository and can subsequently be processed by one or more
privilege verifiers to make an authorization decision. All of this can occur without the entity’s
knowledge or explicit action.
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— Alternatively, an entity can request a privilege of some AA. Once created, this certificate can be
returned (only) to the requesting entity, which explicitly supplies it when requesting access to some

pl‘OtECtEd resource.

Note thatin both procedures the AA shall perform its due diligence to ensure that the entity should really
be assigned this privilege. This can involve some out-of-band mechanisms, analogous to the certification
of an identity/key-pair binding by a CA.

The attribute-certificate-based PMI is suitable in environments where any one of the following is true.

A different entity is responsible for assigning particular privilege to a holder than for issuing public

A5

In s
priv
infn]

subjectDirectoryAttributes extension of the public key certificate.

Thi

A.5
Thd

ome environments, privileges are associated with the subject through the practices of
rilege can be put directly into public key certificates (thereby re-using much of an already-¢

5 mechanism is suitable in environments where one or more of the following are true.

Key certiricates to the same subject.

There are a number of privilege attributes to be assigned to a holder, from a variet§ of apithorities.

The lifetime of a privilege differs from that of the holder’s public key certificatevalidity
the lifetime of privileges is much shorter).

The privilege is valid only during certain intervals of time which are asynchronous with
public key validity or validity of other privileges.

6.2 Privilege in public key certificates

astructure), rather than issuing attribute certificates~In such cases, the privilege is incl

The same physical entity is acting both as'a.CA and an AA.
The lifetime of the privilege is aligned with that of the public key included in the certific
Delegation of privilege is not permitted.

Delegation is permitted, but for any one delegation, all privileges in the certifica
subjectDirectoryAttributes extension) have the same delegation parameters and all
relevant to delegation apply equally to all privileges in the certificate.

.7 Privilege management infrastructure

object can b@aresource being protected, for example in an access control application. T}

(generally

that user’s

a CA. Such
pstablished
ilded in the

hte.

te (in the
extensions

eresource

being protected-is referred to as the object. This type of object has methods which can be ifvoked (for

exa

ple, the.object can be a firewall which has an “Allow Entry” object method, or the obje¢

file
mo

in a filessystem which has Read, Write, and Execute object methods). Another type of ok
el’can be an object that was signed in a non-repudiation application.

ct can be a
ject in this

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a
particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges

are

sufficient for the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:

privilege of the privilege asserter;
privilege policy in place;

current environment variables, if relevant;
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— sensitivity of the object method, if relevant.

The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate
issuer, that the privilege holder will adhere to those aspects of policy which are not enforced by
technical means. This privilege is encapsulated in the privilege holder’s attribute certificate(s) (or
subjectDirectoryAttributes extension of its public key certificate), which can be presented to the
privilege verifier in the invocation request, or can be distributed by some other means, such as via
the Directory. Codifying privilege is done through the use of the Attribute construct, containing an
AttributeType and a SET OF AttributeValue. Some attribute types used to specify privilege can have
very simple syntax, such as a single INTEGER or an OCTET STRING. Others can have more complex
syntaxes. An example is provided in Annex D

The privildge policy specifies the degree of privilege which is considered sufficient for a given\oh
method’s gensitivity or context of use. The privilege policy shall be protected for intégrity

authenticitly. A number of possibilities exist for conveying policy. At one extreme is the idéaythat po
is not really conveyed at all, but is simply defined and only ever kept locally in the privilege verif
environment. At the other extreme is the idea that some policies are “universal” and sheuld be conve
to, and kngwn by, every entity in the system. Between these extremes are manyyshades of variaf]
Schema components for storing privilege policy information in the Directory are\défined in this pai
1SO 22600,

ject
and
licy
er’s
yed
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olicy specifies the threshold for acceptance for a given set of(privileges. That is, it def
Fhen a privilege verifier should conclude that a presented-sgt of privileges is “sufficient

he definition of privilege policy is not standardized inthis part of ISO 22600. Annex D cont
examples of syntaxes that could be used for this purpose. However, these are examples g
¢ can be used for this purpose, including clear text. Regardless of the syntax used to de
be policy, each instance of privilege policy shallbe uniquely identified. Object identifiers
lis purpose.

OBJECT IDENTIFIER

olicy

nment variables, if relevant, capture those aspects of policy required for the pass
ion (e.g. time of day or curkent account balance) which are available through some 1
he privilege verifier. Représentation of environment variables is entirely a local matter.

method sensitivity,if relevant, can reflect attributes of the document or reques
ed, such as the mnetary value of a funds transfer that it purports to authorize, or

security label'er in an attribute certificate held by the object method, or it can be implig
ed in the stsicture and contents of the associated data object. It can be encoded in one
different ways. For instance, it can be encoded outside the scope of PMI in the X.411 1
with.axdocument, in the fields of an EDIFACT interchange, or hard-coded in the privi
bplication. Alternatively, it can be done within the PMI, in an attribute certificate associd

” in
ter.
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nly.
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are
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[ to
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lity of a documént’s content. The object method’s sensitivity can be explicitly encoded i an

itly
of a
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with the object method. For some contexts of use, no object method sensitivity is used.

There is not necessarily any binding relationship between a privilege verifier and any particular AA.
Just as privilege holders can have attribute certificates issued to them by many different AAs, privilege
verifiers can accept certificates issued by numerous AAs, which need not be hierarchically related to
one another, to grant access to a particular resource.

The attribute certificate framework can be used to manage privileges of various types and for a number
of purposes. The terms used in this part of ISO 22600, such as privilege asserter, privilege verifier, etc.,
are independent of the particular application or use.
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.8 Permission constraints

Permission constraints are recorded as part of the role-engineering process. For example, a constrained
permission occurs when only one role is allowed to perform a particular task at any given time. A
constraint occurs for a permission when its definition is tied to cardinality. In this case, the constraint
on the permission would be the cardinality specification. Examples of permission constraints include

head nurse on a hospital floor (cardinality of 1),

chief of staff (cardinality of 1),

The
as 3
spe
wit
org
ass

A.5

In d
bet

enfgrce business logic tends to compromise system security, lead to poor design, and does 1

cled
cod
of s
cert

Sep

logic deals with interaction upen a set of resources the user has authority to access. Alf

sec

Con

tabtechmiciam vs-tabtechmiciamsupervisor {separatiomof duties);
provider’s access to a remote hospital which is not his/her primary workplace (location
shift-dependent access (time-dependency).

discussion above relies on the fact that the functional role name is arbitrary’and only h
collection of ANSI INCITS compliant permissions. Furthermore, the defined roles are
Cific to the organization defining them and hence do not by themselves ptovide any inter
h business partners, other than through business partner agreement-To achieve true inter
hnizations will require standardization of the healthcare permissions and a means to ad
b1t standard privileges.

L9 Separating security from business logic

lesigning a privilege management infrastructure framework, care shall be taken to

rsecurityroles. Itis therefore advantageousto'separate and isolate security and business
e whenever possible. This separation is essential for security engineers to obtain a clea
bcurity boundaries, ensure security codelis not affected by changes to business logic, and|
ification.

arating security from business lagic can be difficult. In general, access to a resource with
(rity logic can be identified\using the criteria below.

siderations for use:

involves a change‘of security state (e.g. confidential to non-confidential);

involves confidéntiality, integrity, or availability of data;

involves.the concepts of least privilege, need-to-know, or separation of duties;

involyes regulatory requirements.

,and

S meaning
hecessarily
pperability
pperability,
Pertise and

listinguish

veen the enforcement of security policy and businéss logic. The use of the security framework to

ot support
hpplication
" definition
to support

n business
ernatively,

A.5

.10 Policy enforcement point guidelines

The design of a privilege management infrastructure can influence placement of the policy enforcement
point. In a distributed privilege management infrastructure, a PEP can be placed at the application level
or at the enterprise level. The following factors are important in deciding the proper placement:

©IS

availability of the PEP;
reduction of the number of PEPs;
ability to centrally manage;

PEP lifecycle maintenance;

02014 - All rights reserved

41


https://standardsiso.com/api/?name=febd8d362384f8981172e929fc0380f0

IS0 22600-3:2014(E)

physical security of the PEP;
PEP should be on the network;

PEP should be located as close to the application as possible.

Co-location of the PEP with applications will decrease latency. In these cases, a local policy store should
be available to allow the policy engine to work during extranet outages.

A.6 LDAP-enabled directory service versus policy engines

A.6.1 Gepneral

The choicqd of claimant mechanism can have an effect on performance and complexity -of’the PMI

. LDAP-based mechanisms are typically fast but provide simple data, for example, whether

the claimant is a member of a specific role. Alternatively, policy engines can factor in sevexal independent

elements imto the authorization decision process. Considerations are listed in the following.

A.6.2 LDAP

Use of an [JDAP-enabled directory service is suggested when speed is required and the decision caf be

based on ppssession of a certain role, especially for structural roles.

Consideratfions for use:

A.6.3 Policy engine

Consideratfions foruse:

b)

42

data r¢trieved consists of single strings;
there ik a sensitivity to processing overhead;
there is a need for documented interface;

there is no need for evaluating policies.

Policy [engines offer flexibility butireduced speed compared to LDAP lookup when implementefd in
generdl purpose software engines. Special purpose hardware-based policy engines, on the other
hand, ¢ffer advantages over LDAP when evaluating complex rules, constraints, and combining rfiles
from rpultiple policy points.Note that caching of decisions (within their validity period) from a
policy |lengine keyed by-a\lrash of the request attributes can improve performance significantlvin
an envjironment in which'many accesses are being made in a given period of time and many of these
involve the same régquést attributes.

data r¢trieved consists of complex or multiple elements;

requirement for the evaluation of multiple elements;
need to support complex policy languages (for example, XACML);
ability to tolerate slower response time.

Use of an LDAP-enabled directory service is suggested when speed is required and the decision can
be based on possession of a certain role, especially structural roles. Note that caching of decisions
(within their validity period) from a policy engine keyed by a hash of the request attributes can
improve performance significantly in an environment in which many accesses are being made in a
given period of time and many of these involve the same request attributes.
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c) Policy engines are appropriate when evaluating participation in a workflow, especially in functional
roles (see A.11.1). The privilege management infrastructure framework can also use a combination
of LDAP and policy engine.[16]

A.6.4 Policy decision point (PDP)

Policy decision points (PDPs) can be implemented in many ways depending on the model appropriate
to the infrastructure (see SAML 2.0 profile of XACML). The PDP is responsible for deciding if an access
control request should be allowed or denied. The decision is based on policies available to the PDP from
one or more policy stores. Additional ACI can be used by the PDP in making the access control decision.
The-decision-is-returned-to the rnqnncfnr r‘irnr‘Hy to the PEP or Hﬁrnngh an infnrmnr‘]iar“ Such as a

confext handler.

Considerations for use:

— |Place PDP such that it can be centrally managed.

— |Use XACML to convey access control requests and decisions.

— |Consider the security of the PDP and inter-process communications.

— |Consider if the PDP is located on the application (local decisions) or network (global dgcisions) or
both.

— |Consider mechanisms to provide assurance of the decisignprovided to the PEP.
— |Place PDP on hardware-assisted accelerator to improve performance.

Manmy design options are possible that increase security and flexibility of the PDP supportinfrastructure.
(17]

A.7 Identity management systenis

Sevpral functional areas within the-PMI require a secure identity management subsystem |(IdM). IdM
is r¢sponsible for securely providingidentity information and identity management functions. Identity
management functions include

— |administration functions (user provisioning, password management),
— |identity data contfel functions (metadata, identity content),

— |access (authefiticate requests, confidentiality),

— |lifecyclemanagement (configuration, patches, disaster recovery), and

— |backup; audit, logging, and reporting functions.

IdM shall provide a secure access mechanism for the request and delivery of identity information,
typically using mutual authentication. Access to the IdM can be viewed as a service accessible throughout
an enterprise. Organizationally, the IdM subsystem can be deployed in various ways:

— authoritative source integral to PMI security framework;
— an administrative function available to the PMI as needed;
— integral to a special-purpose IdM product solution.

Having an IdM as a service provides several advantages over alocal special-purpose I[dM. By their nature,
IdM services provide a network interface using standard protocols that provide flexibility in changes to
enterprise architecture. An IdM service can be centrally managed, allowing consistent enforcement of
security and business policies.
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A.8 Audit

The major purpose of the audit subsystem is to provide accountability of actions taken by agents on
the network. Audit is not instrumental in the use of privileges to allow or disallow access to protected
resources. However, the audit subsystem should interface with the PMI so that its correct operation can
be verified. For a discussion of the use of audit in healthcare applications, see RFC 3881.

Audit supports the SOA architecture and provides assurance for authentication and authorization
services.

Accountability is the concept that individual persons or entities can be held responsible for specified
actions, sufh as obtaining informed consent or breaching confidentiality.l18] Accountability is achigved
implementation of a pervasive technical audit service. Audit provides a record of poteijtial
irrefutably traceable back to the originator of the action. Security audit provides'not ¢nly
accountabillity, but a means to assess damage done to a system by malicious action or accident. Secufrity
audit generated by the actions of other security services provides a check on their propetyoperation. In
a distributed system, centralized audit collection and processing also provides a metlied’to obtain ngar-
real-time misuse detection and alerts. To be effective, security audit shall be on.

A security pudit trail provides a journal of security-related events collected forpetential use in intrugion
detection ¢r security audits or both. Audit is a pervasive function of the healthcare system providing
essential afcountability features. Audit also provides assurance of the cortect operation of the syst¢m'’s
security feptures by monitoring user and system access to data and-r€sources. Audit is generategl as
a by-prodyct of the security controls in place: authentication, acce€ssyand authorization (privileging)
and upon dccurrence of specific security-relevant events (for exaimple, modifying a file). Audit acts ps a
deterrent to (unauthorized) user activities, and as such, users sheuld know that their actions are bging
monitored|(usually part of a log-on banner). Audit also provides a means to assess the degree of harm
caused should a break-in occur.

In a distrifuted architecture involving diverse commercial off-the-shelf (COTS) products, each product
produces audit trails in a proprietary format. Even the events recorded can be different from produgt to
product (fgr example, use of “grant” option makes'sense in a database but not in an operating syst¢m).
System audlit trails can be character based orbinary. COTS audit trails often require specialized apidit
tools for r{riew and processing. Audit trail§ can be stored in the file system or in database tables anfl so
forth. Audit-analysing systems shall be able to harmonize and account for these differences.

In distribufed systems, audit is produced at multiple locations on multiple components, making review
and analydis difficult. Accordingly;-in such a system, it is very desirable to consolidate and forward
low-level audit from various audit-producing sources to a central audit server. There the audit caf be
DTS
ing,
1 be
[ing

ity,
: bl for
potential 1nsecur1t1es Automated tools manage audlt collectlon across host— and network based
audit systems. The placement of the audit tool, agents, and components (including real-time network
monitoring and intrusion detection) is considered to maximize the effectiveness of the audit system.

The Department of Health and Human Services’ (DHHS) final rule for security and electronic signature
standards identifies audit requirements, including alarms and event reporting. See 45 CFR Parts 160,
162, and 164.

Products built or procured for VHA use shall incorporate audit controls or else shall be integrated within
the existing audit framework.

Pre-configured reports are prepared based upon selected criteria to document security-critical events
and to provide reports, graphs, and statistical summaries of system security activity. A system for
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maintaining audit records can be a file or database. To maintain records for all users, the system should
have the capability to select “all users” as a configurable portion of the event.

Audit records are reviewed by examination of the audit trail. Consolidation of audit records when more
than one source isinvolved ata central “auditserver” facilitates review by providing an automated means
to examine the (typically) large amount of audit generated from these events. Continuous monitoring of
audit records should be a part of the operation phase of the system development life cycle.[19]

The security architecture should support the establishment of auditing capabilities on an application,
facility, or national basis. To meet the requirement for a persistent retention capability, the audit function
will include long-term archival and storage facilities. This requirement specifies the minimum length

of tme (five years) for which the archive shall be retained. Organizations should establish g
profedures for log management consistent with accepted standards.[20]

Patlent consent can act as the trigger of this audit record. Collection of disclosures.made
reqpirementrequiresthattheauditconfigurationforthiseventbe “mandatory.” Thesecuritya
supports the centralized collection, processing, and reporting of disclosures of patient in
Storage of events recording certain disclosure under the provisions of jurisdictional privacy

can|require a longer period of storage than simple security audit.

Inty
ava
inty
intn

usion detection systems should be an integral part of the distributed architecture. Co
lable intrusion detection systems provide alarm capabilities to permit rapid notification

usions. Intrusions can be categorized into two main classes:misuse and anomaly intrusi

usions are well-defined attacks on known weak points of asystem. They can be detected b
for gertain actions being performed on certain objects. Angmaly intrusions are based on obse
devjiations from normal system usage patterns. They are:detected by building up a profile of
being monitored and detecting significant deviations from this profile.

AdH
gro
estd
sev
Nog
Ent
pro
pat
pro

erence to industry standards facilitates a rebust audit subsystem. Industry standar
1ps, such as Integrating the Healthcare Entérprise (IHE), publish profiles that describe
Iblished standards to share healthcare information better in the clinical setting. [HE has
bral integration profiles addressing security and privacy considerations, including the Aud
e Authentication (ATNA), Basic Patient Privacy Consents (BPPC), Document Digital Signa
brprise User Authentication (EUA);'and Cross-enterprise User Assertion (XUA). These

files describe security measures that, together with the security policy and procedur
ent information confidentiality, data integrity, and user accountability.[21] The IHE AT
vides for a secure audit trail and is consistent with DICOM Supplement 95: Audit Trail Me]

A.9 Additional PMI services

A.9.1 Auditalloecation

Aud
incl
invglying data. Network-based audit, such as at a gatew

it is allecated to end systems: workstations, information servers, gateways and rel:
dingsecurity servers (domain controllers, proxy servers, etc.). Host-based audit monitoy
ay, records information on packef]

olicies and

under this
rchitecture
formation.
legislation

mmercially
fspecified

dns. Misuse

y watching
rvations of
the system

d profiling
how to use
published
it Trailand
fure (DSG),
ntegration
bs, provide
NA profile
ssages.[22]

ly systems
s activities
s received.

Audd 2 2 3 £ aag acty SRS,
audit information and can provide basic data for processing by an intrusion detection

A.9.2 Intrusion detection

| reporting

system.

Intrusions can be categorized into two main classes: misuse and anomaly intrusions. Misuse intrusions
are well-defined attacks on known weak points of a system. They can be detected by watching for
certain actions being performed on certain objects. Anomaly intrusions are based on observations of
deviations from normal system usage patterns. They are detected by building up a profile of the system
being monitored and detecting significant deviations from this profile.

An Intrusion Detection System (IDS) can also perform its own system monitoring. It can keep aggregate
statistics that give a system usage profile. These statistics can be derived from a variety of sources
such as CPU usage, disk [/O, memory usage, activities by users, number of attempted logins, etc. These
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statistics shall be continually updated to reflect the current system state. They are correlated with an
internal model that will allow the IDS to determine if a series of actions constitutes a potential intrusion.
This model can describe a set of intrusion scenarios or possibly encode the profile of a clean system.

A host-based intrusion detection system is software that monitors a system or application’s log files. It
responds with an alarm or a countermeasure when a user attempts to gain access to unauthorized data,
files, or services.

A network-based intrusion detection system monitors network traffic and responds with an alarm
when it identifies a traffic pattern that it deems to be either a scanning attempt or a denial of service or
other attack.

Network-b
gateways.

protected host. The architecture allocates intrusion detection to relay systems and end-systems.

A9.3 (I3

Possible ap

storag

centra

assert

Storage of
certificate,
8:2008.Pu
The use of
provides r¢

Host-based intrusion detection systems require intrusion detection software installed on|

imant mechanisms

proaches to management of user privileges in a service-oriented PMLarchitecture includ
e of privileges in a digitally signed credential,

ized storage of privileges (for example, in an LDAP-enabled service), and

ons by an AA.

brivileges in a digitally signed certificate can be based'én a public key certificate, an attril
or an XACML attribute. The advantages to each.approach are summarized in ISO/IEC 95

hn identity certificate in this way tightly binds authentication to authorization and argu
bsilience to network failure. However, theré are several disadvantages in this approach.

Invalidati

g or changing any privilege owned by the certificate holder would require revol

blic key certificates can store privileges as noncritical extensions as described in ASTM E22

hsed intrusion detection systems need to be placed at security control points such as seculrity

the

¢}

ute
94-
p12.
bly

(ing

ate
use
(or other token) until it is reissued. Since identity certificates are typically in the possessign of
ges
ate.
her

and reissuling the certificate. Revocation of.the certificate typically involves listing the certifi¢
identification number on a certificate revocation list (CRL). As aresult, the identity holder is unable to
their card
the holder, [the reissuing process is unwieldy. Note that use of the identity certificate to store privilg
does not prjovide resilience to networkfailure, since the CRL shall be consulted to validate the certifig
Accordinglly, identity certificates-are more appropriate for the slowly changing “structural” roles rat

idate,
ond

ifate
still
yute
certificate. Revocatlon of the attrlbute can be accomphshed usmg an attrlbute certlflcate revocatlon list
(ACRL). However, there is no reason why a user should take physical possession of an attribute certificate.
Thus, the attribute certificates themselves can be stored in an LDAP-enabled service. Revocation of the
certificate, therefore, involves replacement of the earlier attribute certificate with the current attribute
certificate. There is no penalty in frequent changes of privileges held by the attribute certificate seen in
the previous mechanism.

There is an additional benefit to the additional infrastructure required to support attribute certificates
as pointed out in Reference [23]. Certificate authorities issuing identity certificates are typically
managed by a trusted entity outside the enterprise. Adding infrastructure within the enterprise to
support attribute certificates helps keep sensitive privilege information from outsiders. Attribute
certificates are typically only needed by the verifier, so there is no need to expose the privileges held by
a user to entities outside the enterprise.
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A.9.4 LDAP lookup (role lookup)

Role lookup can be supported by keeping role information in an LDAP structure. LDAP pr

ovides fast

search and read functionality required in quickly collecting role information required in determining
privilegesassociated withauser. The use of LDAP forrolelookupis typically supported by web application
servers. Alternatively, LDAP can be called from applications running independently of application
servers. The preferred approach is to deploy a PDP that performs the role lookup in responding to an
access control request. In any case, LDAP role lookup is beneficial because it provides a mechanism that

separates the role information from the application code requesting the information.

Role information can be provided from an assertion (for example, a SAML assertion) reducing the need

for LDAP lookup.

A.9.5 Certificates

A.9|5.1 Overview

As discussed above, certificates provide assurance by binding an identity td a certificate thro
of alcryptographic key. Certificates can be used by services to establish(tiust relationships 1
the|PMI. Trusted certificates can be used to provide assurance over assértions made by trust
of identity or privilege to arelying party. Identity certificates can previde role information. Ha
infqrmation should be static in nature (that is, structural roles),because changing role info
an identity certificate necessitates cancellation and re-issuangeof the certificate. Attribute
offdr a better way to pass non-static privilege and role (that i, functional role) information.
alsq provide means for confidentiality and non-repudiation:

A.9|5.2 Attribute certificates

A uper’s attribute certificate can contain a référence to another attribute certificate whig
addl[tional privileges. This provides an efficient mechanism for implementing privileged role

Ma
(tyy
clai
role
hav

a pg

y environments which have authorization requirements require the use of role-based
ically in conjunction with identity-based privileges) for some aspect of their operati
mant can present something to the verifier demonstrating only that the claimant has a
(for example, “licensed healthcare provider” or “file clerk”). The verifier can know a prio
e to discover by some othermeans, the privileges associated with the asserted role in ord
ss/fail authorization deeision.

Considerations for use:
lack of reliable.communication system;
desire notyto confirm information with issuing authority;

slow\¢hanging or relatively static roles;

gh the use
hroughout
bd services
wever, this
rmation in
rertificates
Lertificates

h contains
S.

privileges
n. Thus, a
particular
i, or might
er to make

anbronriateness of use to sunport functional role
rr T rr

The following are all possible.

Any number of roles can be defined by any AA.

AAs.

The privileges assigned to a given role can be placed into one or more attribute certifica

Role membership can be delegated.
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A member of a role can be assigned only a subset of the privileges associated with a role,

The role itself and the members of a role can be defined and administered separately by separate

tes.

if desired.
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— Roles and membership can be assigned any suitable lifetime.

An entity is assigned an attribute certificate containing an attribute asserting that the entity occupies
a certain role. That certificate can have an extension pointing to another attribute certificate which
defines the role (that is, this role certificate specifies the role of the certificate holder and contains a
list of privileges assigned to that role). The issuer of the attribute certificate can be independent of the

issuer of the role certificate and these can be administered (for example, expired, revoked, and so
entirely separately.

on)

Not all forms of GeneralName are appropriate for use as role names. The most useful choices are object

identifiers and distinguished names.

A.9.6 Magddical credentials

One commpn type of privilege is the user credential. These credentials are issued by a trusted autho
and includ¢ an identification string. Examples include licensing of medical professionals by state boz
ent of Drug Enforcement Agency (DEA) numbers. A credential includes-a-type, an is{
name, and|an identifier. Geographically structured issuer names can be useful t0 [indicate state
other localjty information. Credentials are typically matched by type (for example, “physician”) or
and issuer [(for example, “physician licensed in Virginia”).

If the credéntial issuer name is absent, then the issuer name from the enclosing attribute or public
certificatelis used. If the certificate issuer name is absent, the credentidl issuer name shall be pres
[Note thatfa certificate can explicitly reflect more than one credential, from more than one issue
minimize the number of attribute certificate authorities (AAs) in\asystem.]

Consideratfions for use:

— Consider use of ASTM E2212 descriptions of the use.af noncritical X.509 fields to describe a ug
medicgl credentials in an identity certificate.

— Consi
constrpint on granting authorizations to clinicians to healthcare information.

rity
rds
uer
and

ype

key
ent.
[, to

er’'s

er use of medical credentials (current/fioncurrent, location of applicability) as an additignal

— Alternptively, clinician medical credentials could be considered for inclusion as part of the secufrity

provisjoning of user attributes in a privilege management infrastructure.

A.9.7 SAML assertions

SAML assertions can be used-to transmit security information from an asserting party to a rely

ring

party. The pssertion can be‘made on behalf of a subject during authentication or in response to a reqfiest

from another SAML entify./Assertions can be constructed from privilege or role information store
either a ceptral store orifrom signed certificate information.

Consideratfions for-use:

— flexibility-ih federated environment;

d in

— acquire additional information on claimant;

— consideration on network availability and reliability;
— existence of SAML service;

— support for intra-enterprise assertions;

— compatibility with SOAP and WS security;

— whether one needs simultaneous support for variety of authentication mechanisms (for example,

PKI credentials, Kerberos tokens, biometrics, and so forth).
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A.9.8 Target sensitivity mechanisms

Management of target attributes (for example, access control lists and sensitivity labels) has traditionally
been done on a per-system basis, and there has been little standardization of the representation of
this information. This guide does not dictate how such information is represented, but it does give

suggestions based on several document syntaxes (ASN.1 or XML).

A.9.9 Signed data encapsulation

Attributes and other sensitivity information can be bound to the digest of the target using the
SignedData construct of ASTM E2084 In particular, the use of detached signatures (with the object
conjeyed separately from the signature structure) would be appropriate. Sensitivity informdtion would
be darried as signed attributes, with the originator of the information being the signer.

The types of authorization information that can be attached to a target include

a) |access control information (ACI), as described in ISO/IEC 10181-3,

b) [co-signature requirements, as described in A.9.19, and

c) |descriptive information about the document (for example, document type), described in[A.11.3.
A.9.10 Use of XML

Extensible Markup Language (XML) providesasoftware-andhardware-independenttool fortrpnsmitting
infgrmation. It is expected that many documents will be expressed using XML. The structure for such a
docpument is defined in a document-type definition (DED) or an XML schema.

Priyileges can be defined as XML elements in which the name of the element represents the privilege
identifier. Alternatively, an XML element can be associated with one or more XML attr|butes that
represent the privilege identifier(s).

Priyileges can be grouped into useful sets.using XML. For example, a set of privileges encodeld into XML
can|be associated with a uniform resource identifier (URI) such as:
“urn:application_name:attribute;sprivilege_set_name”

Altgrnatively, privilege sets‘can be associated within a schema definition addressed by a unique

na

XM
can|
ver
dirg
XM

xmr]lns: privilege_set-hame="http://www.astm.org/:privilege_sets/privilege_set_name/”

espace such as:

| privilege sets'ean be used by the verifier to associate the claimant to its scope of authority
be associdted with standard groups or roles before evaluation by the verifier. Altern
fier canassociate the claimant to one or more privilege sets through a database or an LD:
ctory-service. The verifier can also look up the requester group or role association in §
. document using XPath.

Claimants
htively, the
\P-enabled
n external

A verifier using a privilege policy can act directly on the XML elements (for example, by comparing
attributes in an authorization certificate to elements in the document). One example of an XML-based
policy that can be used to verify privileges is the eXtensible Access Control Markup Language (XACML).
The following sections discuss the comparison rules in detail. Generally, single-valued attributes will be
compared to a single (complete) element, while multi-valued attributes will be compared to a collection
of elements in a model group.

A.9.11 Access control framework

This subclause defines an access control information (ACI) attribute which can be used to indicate to a
recipient (or trusted third party) which entities can read the target’s contents.
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Access is allowed to the target if the requester matches an entry in the who list (by name, role, group, or
organizational unit) and if the requester’s attribute certificate matches all of the constraints contained
in the target’s ACI attribute. The constraints associated with the requester’s attribute certificate would
be contained in the Constraints attribute in the requester’s certificate.

A.9.12 Policy specification mechanisms

Although this guide does not dictate how privilege policies are represented within an end system,
XACML provides a standard approach to authorization policies. Several scenarios are evident.

Two entities might need to determine whether their authorization policies are compatible, especially

in a web sg
policy vari
“XACML Py
policy inst

An XACML
publish an
appropriat
even wher

Managing
approving,

The comp
individual
personal i
the custod
decision, i

XACML def
contains a
in isolation
intended tq
and be re-\

The <Polic
results of |
basis of an

The <Polic
procedure
policies int

XACML de

Fte policy applicable to a particular decision request‘can be composed of a numbe

rvices environment. If their policies are compatible, the entities need to determine spe
hble values that are acceptable to both. In this case, an XACMLAuthzAssertion, defined-in|
ofile for Web Services (WS-XACML)”, can be used. Such an assertion can be included'in a

hince or provided as independent metadata.

AuthzAssertion can also be used in a web services environment by a service provide
nuthorization policy for retrieval by potential clients. Publishing authorization policies is
e for all environments, but publishing certain aspects of an authorization’policy can be us
e publication of an entire policy would be a security problem.

cecurity policy can include some or all of the following steps{writing, reviewing, test]
issuing, combining, analysing, modifying, withdrawing, retrieving, and enforcing policyj]

ules or policies. For instance, in a personal privagy application, the subject of care of]
formation can define certain aspects of disclosure policy, whereas the enterprise th:
an of the information can define certain other aspects. In order to render an authoriza

Boolean expression that can be evaluated in isolation, but that is not intended to be acceq
by a PDP. So, it is not intended to,form the basis of an authorization decision by itself.
existin isolation only within an XACML PAP, where it can form the basic unit of managem
sed in multiple policies.

> element contains a set of <Rule> elements and a specified procedure for combining
heir evaluation. [t is.the basic unit of policy used by the PDP, and so it is intended to form
authorization decision.

ySet> element\contains a set of <Policy> or other <PolicySet> elements and a speci
for combining the results of their evaluation. It is the standard means for combining sepa
o0 a single ¢ombined policy.

fines ‘@ number of combining algorithms that can be identified by a RuleCombiningA

rific
the
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I to
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ing,

r of
the
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shall be possible to combine the two separate'policies to form the single policy applicable to
the request.

ines three top-level policy elements: <Rule>, <Policy>, and <PolicySet>. The <Rule> elenent

sed
[t is
ent,

the
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or PolicyC

bimbiningAlgld attribute of the <Policy> or <PolicySet> elements, respectively. The r

combining algorithm defines a procedure for arriving at an authorization decision given the individual
results of evaluation of a set of rules.

Standards combining algorithms are defined for

50

deny-overrides (Ordered and Unordered),
permit-overrides (Ordered and Unordered),
first-applicable, and

only-one-applicable.
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A rule can be evaluated on the basis of its contents. The main components of a rule are

a target,
an effect, and

a condition.

The target defines the set of

resources,

The
inte
the
res
ord

from a <Rule>. In this case, the target of the <Rule> is the same<@s that of the parent <Policy

Thd
the

subjects,
actions, and
environment

<Condition> element can further refine the applicability established by'the target. If

the rule is

nded to apply to all entities of a particular data type, then the corresponding entity is omitted from

target. An XACML PDP verifies that the matches defined by the targetare satisfied by th
burce, action, and environment attributes in the request context:Target definitions are
er that applicable rules can be efficiently identified by the PDP. - The <Target> element ca

question arises: how should a name that identifies a set\of subjects or resources be intg

no

to that node?

The effect of the rule indicates the rule-writer’s\intended consequence of a “True” evaluat
rule. Two values are allowed: “Permit” and “Deny”.

Condition represents a Boolean expression that refines the applicability of the rule 1
predicates implied by its target. Thetefore, it can be absent.

A.9.13 Transferring XACML policies

Pol
thid

PDP, whether it appears in a policy or a request coantext? Are they intended to represg
e explicitly identified by the name, or are they intended to represent the entire sub-tree s

cies might need to be transferred from one entity to another in a PMI. Some of the situatio
is required are:

A PDP evaluategapolicy that references other policies by name. The other policies shall
from a policy@dministration point (PAP) when required for evaluation.

A PDP mightneed to obtain its “root” policy from the enterprise policy administration p
of configuration.

A-resource might be transferred between security domains, and the source domain caf

e subjects,
discrete, in
N be absent
> element.

rpreted by
nt just the
ibordinate

ion for the

eyond the

hs in which

be fetched

bint as part

transfer a

policy for protection of the resource that the destination domain is responsible for enfo

cing.

Multiple sites might need to use common policies, even though their PDPs are local for performance

reasons. These policies need to be transferred from the central PAP to each site’s PDP.

While XACML defines a policy language, it is designed to be one component in an overall authorization
system. It relies on other components to provide mechanisms for verifying that policy instances were
issued by a trusted PAP, for protecting the integrity and confidentiality of instances of policies, and for
protocols used to query for and respond with policy instances. XACML has been integrated with the
OASIS Security Assertion Markup Language (SAML) Version 2.0 as one way of providing these necessary
functions. SAML can be used with XACML to protect ACI attributes as well as policies. Figure A.2
illustrates the integration of SAML and XACML.
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As shown in Figure A.2, when the enforcement point requires an authorization decision, a request is
made of the PDP (1). The PDP evaluates the request against its available policies and attributes and
produces an authorization decision (2) that is returned to the PEP. The PEP can obtain attributes from
online AAs (3) or from attribute repositories (4) into which AAs have previously stored attributes (5).
The PDP can obtain attributes from online AAs (6) or from attribute repositories

/ Pollcy RequestAttributeQuery »// __. T §
| Enforcement < ©) (ERAIDUOE
\\poim 4 ResponseAttributeStatement \Author / N
<k
A w %, Assertion: / ":::.-—//
\ <d fh) AtirititeState n 1
Vféebt/ TR TRICT Tt
€.
o,
@ e,
. (o Request
Assertion: 45 AttributeQuery | ©)
AttributeStatenyent 4f< > Response
% AtfibuteStatement
<0,
o 4
- Assertion: ~ Policy
Attribute AttributeS ok 2/
——AttibuteStatement .|  pecisiod) |
Repository @ \ ¢ /
Assertion:
XACMLPolicyStatemen
Résponse @
Policy XACMLPolicyStatemen
Repository Request

XACMLPolicyQuery

®

Assertion:
XACMLPolicyStdtemen

~Policy .
" Administration |
\Pomt! //

Figure A:2 — Using SAML 2.0 to transport XACMLI[12]

The authoitfization decisienyof the PDP is based on policies returned from the PAP (8) or retrieved ffom
the online policy repository (9). The policy repository serves as a cache of policies previously storedl by
a PAP (10).

The XACMLPolicyQuery is a SAML query defined in this profile that can be used to request policies ffom
a PAP, eith¢r by'name or by appllcablllty to a certaln request A correspondlng XACMLPollcyStateme Ntis
returned i a 3 dted
with issuer and validity period 1nformat10n among other thmgs

Several policies are defined. They can be used individually or in combination.

A.9.14 Mapping between ANS.1 types and XML elements

Mapping between standard ASN.1 types and XML elements is done as follows (where possible, this maps
to ongoing work on XML schemas).

a) An ASN.1 Boolean maps to an XML element content or attribute with the following (case-insensitive)
values: For TRUE: true, yes, or 1. For FALSE: false, no, or 0. Only equality matching is allowed.
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