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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor—its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h“patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Techtiical Barriers to Trade (TBT), see wiww.iso.org/
iso/fpreword.html.

This| document was prepared by the European Committee for Standardization (CEN) Technical
Committee CEN/TC 247, Building Automation;\Controls and Building Management, in collabgration with
ISO Technical Committee TC 205, Building environment design, in accordance with the agreement on
technical cooperation between ISO and.CEN (Vienna Agreement).

Alist of all parts in the ISO 16484 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standprds body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document is intended for the design of new buildings and the retrofit of existing buildings in terms
of acceptable indoor environment, practical energy conservation and efficiency.

KNXnet/IP is a protocol designed to transport KNX home and building electronic system (HBES) control
frames over an IP network. It is used as an infrastructure backbone for connecting KNX sub-networks,
as a communication medium for KNX-IP devices and to provide IP based services for clients (e.g.
connecting a tool software to a KNX installation). The main advantages of using IP for these purposes
are that IP network infrastructure is inexpensive, available almost everywhere and that the distance of
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Widespread| deployment of data networks using the Internet protocol (IP) presents an oppoertunity to
expand building control communication beyond the local KNX control bus, providing:

— remote configuration;

— remote pperation (including control and annunciation);

— fastintdrface from LAN to KNX and vice versa;

— WAN connection between KNX systems (where an installed KNX system is at least one line);
— an interfface to super ordinate building management and energy‘management systems.

A KNXnet/IP system contains at least these elements:

— one EIB|line with up to 64 (255) EIB devices; or
one KNX segment (KNX-TP1, KNX-RF, KNX-PL110);

— a KNX-tp-IP network connection device (called KNXnet/IP server); and typically

— additional software for remote functions residing on e.g. aworkstation (may be data base applicgtion,
BACnet[Building Management System, browser, etc.).

KNXnet/IP dlifferentiates between unicast and multicast services. KNXnet/IP unicast services arefused
to connect a|single client to a single KNXnet/IP server (e.g. KNXnet/IP Tunnelling). KNXnet/IP mulfjicast
services arg mainly used to connect different KNX sub-networks using I[P communication on the|KNX
backbone. The KNXnet/IP routing services are defined for this purpose. KNXnet/IP multicast seryices
build on top|of [P multicast.

Unicast (e.g. A_Meniory_Read) or KNX Unicast (e.g. A_Memory_Read) or
Multjcast (e.g. A_GrodpValue_Write) or Multicast (e.g. A_GroupValue_Write) or
(System-)Brpadcast (e.g.‘A/IndividualAddress_Write) Layer (System-)Broadcast (e.g. A_IndividualAddress_Writg)
KNXnet/IP
Unicast pervices (e.g. KNXnet/IP Tunneling) Layer Multicast Services (e.g. KNXnet/IP Routing)
Unicast IP P Multicast IP
UDP or TCP UDP
Layer

Figure 1 — Unicast and multicast in the sense of KNX, KNXnet/IP and IP

Figure 1 shows a typical scenario where a KNXnet/IP client (e.g. running ETS) accesses multiple KNX
installed systems or KNX subnetworks via an IP network. The KNXnet/IP client may access one or more
KNXnet/IP servers at a time. For subnetwork, routing server-to-server communication is possible.
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Workstation
KNX stack (e.g. Falcon)

KNXnet/IP client

P Host protocol bus

Figure 2 shows device types and configuration examples. This document defines the
of KNX protocol implementations within the Internet’protocol (IP) named KNXnet/IP.

stan
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o

LKNXnet/ IP serverJ LKNXnet/lP server) LKNXnet/IP serve

K

KNX NX
devices devices
KNX subnetwork KNX subnetworks

Figure 2 — Device types and configuration examples
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Open data communication in building automation, controls
and building management — Home and building electronic
systems — KNXnet/IP communication

1 Scope

This|document defines the integration of KNX protocol implementations on top of Intexhet protocol
(IP) petworks, called KNXnet/IP. It describes a standard protocol for KNX devices~conrected to an
IP n¢twork, called KNXnet/IP devices. The IP network acts as a fast (compared t6 [KNX twisted pair
trangmission speed) backbone in KNX installations.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms andydefinitions apply.

ISO dnd IEC maintain terminological databases for use'in standardization at the following gddresses:

— ISO Online browsing platform: available at htfps://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
backbone key
key ysed for encryption and message authentication of secure KNXnet/IP multicast commupication in a
KNXnet/IP routing multicast group, configured by ETS and a shared secret between all members of the
secure KNXnet/IP routing multicast group

3.2
cipher
generlic term that dénotes the encrypted data

Note [l to entry;.Cipher is the opposite of plain (3.22).

3.3
common external message interface
geneficstructure for medium independent KNX (3.14) messages

Note 1 to entry: cEMI (common EMI) frames are used to encapsulate KNX messages within Internet protocol (IP)
packets.

3.4

communication channel

logical connection between a KNXnet/IP client (3.16) and a KNXnet/IP server (3.20) or, in case of routing,
between two or more KNXnet/IP servers

Note 1 to entry: A communication channel consists of one or more connections on the definition of the host
protocol used for KNXnet/IP.

© IS0 2019 - All rights reserved 1
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3.5
dynamic host configuration protocol
communication protocol for automatic assignment of [P address settings

3.6
domain name system
assigns Internet names to IP addresses

3.7
engineering tool software
software used to configure KNX (3.14) devices

3.8
european ipstallation bus
predecessor protocol to KNX

Note 1 to entfy: Standard for building controls (EN 50090).

3.9
host protodol address information
structure h¢lding the IP host protocol address information used to address a KNXnet/IP endpoipt on
another KNXnet/IP device (3.17)

3.10
individual address
unique KNX|(3.14) address of a KNX device in a KNX system

3.11
IP channel
logical conngction between two IP host/port endpoints

Note 1 to entry: IP channels are either a guaranteed, reliable TCP (transmission control protocol) or an unrefiable
point-to-poinft or multicast (in case of routing) UDP (user datagram protocol) connection.

3.12
Internet coptrol message protocol
extension td the Internet protocol (IP)for error, control, and informational messages

Note 1 to enfry: ICMP is defined by-RECD 92 and supports packet containing error, control, and informational
messages. ThHe PING command, foriexample, uses ICMP to test an Internet connection.

3.13
Internet grpup managémeént protocol
extension tq the Internetprotocol (IP) for management of IP multicasting in the Internet

Note 1 to entry: IGMP is defined in RFC 1112 as the standard for IP multicasting in the Internet. It is uded to
establish hogt memberships in particular multicast groups on a single network. By using Host Membdrship
Reports, the méchanisms of the protocol allow a host to inform its local router that it wants to receive mesfages
addressed to a specific multicast group. All hosts conforming to level 2 of the IP multicasting specification
require [IGMP.

3.14
KNX
standard for building controls

Note 1 to entry: See EN 50090, ISO/IEC 14543-3-1 to ISO/IEC 14543-3-7.

1) Request for Comment: Internet standards defined by the Internet Engineering Task Force (IETF) are firstly
published as RFCs.
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https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

3.15

KNX node

device implementing a KNX (3.14) protocol stack and fulfilling the requirements according to the KNX
standard

3.16

KNXnet/IP client

application using the KNXnet/IP client protocol to get access to a KNX (3.14) subnetwork over an IP
network channel

3.17

KNX l‘:tll}P dcv;\.c
implementation of KNXnet/IP services on a KNX node (3.15) (KNXnet/IP server (3.2Q0))9dr any other
hardware (KNXnet/IP client (3.16))

3.18
KNX}//IP domain
all KINXnet/IP devices (3.17) in the same network with the same multicast’address arld the same
backpone encryption (either no encryption or encryption with the same key)

3.19
KNXnet/IP router
speclal type of KNXnet/IP device (3.17) that routes KNX (3.14)yprotocol packets betwegn KNX sub-
networks

3.20
KNXnet/IP server
KNX|(3.14) device with physical access to a KNX network implementing the KNXnet/IP seryer protocol
to communicate with KNXnet/IP clients (3.16) orother KNXnet/IP servers (in case of routing) on an IP
network channel

Note [l to entry: A KNXnet/IP server is by design-always also a KNX node (3.15).

3.21
KNXnet/IP tunnelling
services for point-to-point exchange of KNX (3.14) telegrams over an IP network between p KNXnet/IP
devide (3.17) acting as a serverand a KNXnet/IP client (3.16)

3.22
plain
genefic term that denetes unencrypted data, of which the content depends on the service and the user
and not of confidéntiality and authentication

Note [l to entrys Plain is the opposite of cipher (3.2).

3.23
secufresession
authenticated, authorized and encrypted communication channel (3.4) between one KNXnet/IP client
(3.16) and one KNXnet/IP server (3.20) for unicast communication

3.24

session key

key used for encryption and message authentication in a secure session (3.23) between two KNXnet/IP
communication parties, created using ECDH in the secure session setup procedure (providing perfect
forward secrecy) and only valid for this individual session

3.25
subnet
portion of a network that shares a common address component known as the "subnet address"

Note 1 to entry: Different network protocols specify the subnet address in different ways.

© IS0 2019 - All rights reserved 3
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3.26
time to live
maximum number of IP routers a multicast UDP/IP datagram may be routed through

Note 1 to entry: Each IP router the datagram passes decrements the TTL by one; the local host adapter also does
this. When the TTL has reached zero, the router discards the datagram. When sending a datagram from the local
host adapter, a TTL of zero means that the datagram never leaves the host. A TTL of one means that the datagram
never leaves the local network (it is not routed).

3.27
transmission control protocol over Internet protocol

connection-ariented communication over the Internet
3.28
user datagram protocol over Internet protocol
connection-less communication over the Internet
4 Abbreyiated terms
Abbreviated term Description
AddIL Length of additional information
AES Advanced Encryption Standard
Cnp Conditions are specified under note “n”
CBC Cipher Block Chaining
CCM Counter with CBC-MAC
cEMI Common External Message Interface
CTR Counter Mode (of Operation)
DDoS Distributed Denidlof Service
DHCP Dynamic Host'€onfiguration Protocol
DNS Domain Namie System
DpS Denial of-Service
ECDH Elliptic Curve Diffie-Hellman
EIB European Installation Bus
ETS Engineering Tool Software
FDSK Factory Default Setup Key
HPAI Host Protocol Address Information
IA Individual Address
IgMP Internet Control Message Protocol
IGMP Internet Group Management Protocol
1A Internet Protocol
1\ Initialisation Vector
M Mandatory
MAC Message Authentication Code
MC Message Code
MiM Man-in-the-Middle
n/a Not applicable
0 Optional
PBKDF?2 Password-Based Key Derivation Function 2
R Required
SHA Secure Hash Algorithm

4 © IS0 2019 - All rights reserved
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Abbreviated term Description
TCP/IP Transmission Control Protocol over Internet Protocol
TTL Time To Live
X Not allowed
UDP/IP User Datagram Protocol over Internet Protocol

5 Requirements

e

5.1.1 KNXnet/IP document parts

5.1.1.1 General

This|document defines the integration of KNX protocol implementations-within the Interhet protocol
(IP) nhamed KNXnet/IP.

This|document defines a standard protocol, which is implemented ywithin KNX devices, Engineering
Tool |Software and other implementations to support KNX data¢exchange over IP netwdrks. In fact,
KNXhet/IP provides a general framework, which accommodates.several specialised “Servide Protocols”
in a nodular and extendible fashion.

The KNXnet/IP specification consists of the following parts:

—  Qverview;

— (ore specification;

— Device management;

— Tunnelling;

— Iouting;

— Remote diagnosis and configuration;

— $ecured communicatjon.

KNXhet/IP suppoxfs different software implementations on top of the protocol. More specifically, these
software impleméntations can be Building Management, Facility Management, Energy Maragement, or
simplly Data Base and SCADA (Supervision, Control and Data Acquisition) packages.

Most of these packages need be configured for the specific user application. In order to gimplify this
process-and cut costs for engineering, KNXnet/IP provides simple engineering interfacgs, namely a
desctiptiom“tanguage“for theumdertyimg KN X systemThis mmay bedomeofftime;, forexample generated

as an ETS export file, or online by a mechanism that self-describes the underlying KNX system (reading

data

from the system itself).

KNXnet/IP supports:

— on-the-fly change-over between operational modes (configuration, operation);

— event driven mechanisms;

— connections with a delay time greater than tgny transfer timeout (€-8- N€twork connection via satellite).

5.1.1.2 Overview

"Overview" is this clause.

© ISO
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5.1.1.3 Core specification

“Core specification” defines a standard protocol, which is implemented within KNXnet/IP devices and
the Engineering Tool Software (ETS) to support KNX data exchange over IP networks.

This specific implementation of the protocol over the Internet protocol (IP) is called KNXnet/IP.

This specification addresses:

discovery and self-description of KNXnet/IP servers;

definition of data packets sent over the IP host protocol network for KNXnet/IP communication;

configu
KNXnet

5.1.1.4 Dgq

Fation and establishment of a communication channel between a KNXnet/IP client’d
[P server.

bvice management

“Device mamagement” defines services for remote configuration and remote management of KN}

IP servers.

5.1.1.5 Tunnelling

“Tunnelling
between a |
may be estg
by an Engin
devices on K
object propg

Tunnelling 4
and KNXnet

defines services for point-to-point exchange of KNX)‘telegrams over an IP net
(NXnet/IP device acting as a server and a KNXnet/IP.glient. This point-to-point exch
blished by a super ordinate system for building automation or management functio
pering Tool Software. It supports all ETS function$for download, test, and analysis of]
NX networks connected via KNXnet/IP servers:“This includes changes of single KNX d
rties.

ssumes that a data transmission round-trip between ETS or a KNXnet/IP tunnelling
IP servers takes less than tyyyx transfér_timeouts:

5.1.1.6 Routing

“Routing” d
network.

5.1.1.7 R¢
“Remote dig

over an IP 1
for diagnosi

5.1.1.8 Se

efines services, which route*KNX telegrams between KNXnet/IP servers through t

tmote diagnosis and configuration

gnosis and cenfiguration” defines services for a point-to-point exchange of KNX teleg
etwork between KNXnet/IP routers and/or KNX/IP devices. The services provide n
ng comniunication settings and for changing these remotely.

cured communication

nd a

(net/

ivork
ange
NS or
KNX
bvice

lient

he 1P

rams
eans

“Secured communication” defines services for a secured point-to-point exchange of KNX telegrams
over an [P network between a KNXnet/IP client and a KNX/IP server. The services provide means for
establishing secured communication sessions by authorized KNXnet/IP clients.

5.1.1.9 List of codes

Annex A gives a complete listing of all codes used by KNXnet/IP, to which KNXnet/IP implementations
shall conform, depending on the parts of this document supported.

5.1.1.10 Bi

nary examples

Annex B gives binary examples of KNXnet/IP frames.

© ISO 2019 - All rights reserved
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5.1.2 Mandatory and optional implementation of IP protocols

5.1.2.1 General

KNXnet/IP uses existing IP protocols where possible unless their use implies an undue burden with
regard to memory and implementation requirements for the intended service.

The following table shows mandatory (M) and optional (O) implementation of IP protocols by KNXnet/
[P service types. Although this table refers to the KNXnet/IP server, it also indicates which IP protocols
shall be implemented by the KNXnet/IP client. Any non-applicable IP protocol is marked as “n/a”.
Table 1 shows KNXnet/IP service types and IP protocols.

Table 1 — KNXnet/IP service types and IP protocols

Service type
Device . . . Rem(.)te S(i:col::l'?d
IP protocol Core management Tunnelling | Routing dlagposw a!nd muni-
configuration cation

ARP M M M M M M
RARP 0 0 0 0 0 0
Support of fixed IP address M M M M M M
BootP (client) M M M M M M
DHCP (client) M M M M M M
UDP M M M M M M
TCP 0 0 0 n/a n/a M
ICM} M M M M M M
IGMF M M n/a M 0 M
It is gssential that either BootP or DHCP is implefhented by a KNXnet/IP device.
TCP is mandatory for tunnelling v2 required for secured communication.

Other Internet protocols likeNTP (network time protocol), FTP (file transfer protgpcol), HTTP
(hypertext transfer protocoB},sSMTP (simple message transfer protocol), DNS (domain name system),
and PNMP (simple network management protocol) may be used but are not within the $cope of the
KNXhet/IP protocol.

5.1.2.2 Minimwn KNXnet/IP device requirements

KNXhnet/IP sefyice types as defined in this document require the implementation of a minimal set of [P
protocols forinterworking.

KNXhet/IP servers shall implement these IP protocols: ARP, BootP, UDP, ICMP and IGMIP. Other IP

1 1 - 4L aden .
protocorsmay perequired for specHicser vices:

A KNXnet/IP client shall not assume that a KNXnet/IP server supports KNXnet/IP frames with a total
length of more than 508.

5.1.2.3 Network environment

Because KNXnet/IP servers use IP, this document does not require any specific medium carrying the IP
datagrams.

It is recommended to use a medium, which carries at least twice the bit rate of all KNXnet/IP routers
connected to this medium. For a point-to-point connection, for example PPP, this would be at least
19 200 bit/s; for a network with up to 400 KNXnet/IP servers, this would be at least 8 Mbit/s.

© IS0 2019 - All rights reserved 7
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10BaseT is recommended as a minimum for KNXnet/IP servers using Ethernet as physical medium.

5.1.2.4 Addressing

KNXnet/IP servers are typically connected to one KNX subnetwork and to an IP network. Hence,
KNXnet/IP servers have one distinct address for each network they are connected to: one KNX
individual address and one IP address.

Additionally, KNXnet/IP servers are assigned to a KNXnet/IP project-installation using the same IP

multicast ad

dress for all KNXnet/IP servers in a KNXnet/IP project-installation.

5.1.2.5 KINXnet/IP device classes

A KNXnet/IP device can be a software implementation running on a PC. Hence, ETS or)ahy

software i

Definition o
a minimum

Table 2 lists

Device clasf
services, all

Device clas§

Device class|
energy and
device class

plementing KNXnet/IP services is viewed as a KNXnet/IP device.

f KNXnet/IP device classes ensures interoperability between KNXnet/IR devices as w
et of supported KNXnet/IP services for a given KNXnet/IP device class.

mandatory and optional service types for device classes.

A encompasses configuration and system maintenance tools. Except for object s
other KNXnet/IP services shall be implemented. ETS is a mémber of this device class.

B defines the minimum set of KNXnet/IP services for KNXnet/IP routers.

C defines the minimum set of KNXnet/IP services.for any other KNXnet/IP device. Buil
facilities management systems are members of‘this KNXnet/IP device class. KNXn
bs are shown in Table 2.

Table 2 — KNXnet/IP device classes

ther

cll as

prver

ding,

et /1P

Service type
Core Device |Tunnelling| Routing Remote | Secutred
. manage- diagnosis | communi-
Device class .
ment and con- catipn
figuration
A (Configuration and system M M M M M M
maintenpnce tools)

B (KNXnet/IP router) M M M M 02 09
C (any othefr KNXnet/IP device) M M 0 0 0 0
a  Ifsecure fommunicatipn is supported, support of remote diagnosis and configuration is not allowed.
5.2 Core
5.2.1 Use

The "Core" of the KNXnet/IP specification provides a general host protocol-independent framework,
which accommodates several specialised “Service Protocols” in a modular and extendible fashion.

This specification addresses:

communication;

discovery and self-description of KNXnet/IP servers; and

client and a KNXnet/IP server.

definition of data packets sent over the non-KNX “host protocol” network for KNXnet/IP

configuration, establishment and maintenance of a communication channel between a KNXnet/IP
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5.2.2 KNXnet/IP frames
5.2.2.1 General definitions

5.2.2.1.1 Data format
The KNXnet/IP frames described within this document are coded binary.

The data structure specifications are always noted in binary format.

ndian mode
ccording to

he complete
ond octet is

alwalys an identifier that specifies the type of the structure. From'the third octet on, the sttucture data
follows. If the amount of data exceeds 252 octets, the length octet'shall be FFh and the nexit two octets
will ¢ontain the length as a 16 bit value. Then the structure data starts at the fifth octet.
5.2.2.2 Frame format
The fommunication between KNXnet/IP devices_is based on KNXnet/IP frames. A KNXret/IP frame
is a data packet sent over the non-KNX network¢protocol that consists of a header, compdrable to the
IP hdader of an Internet protocol data packet ahd an optional body of variable length. Figure 3 shows
KNXhet/IP frame binary format.

Fommm A +

| KNXnet/IP Frame |

| (Fixed Length) |

| |

o +

| KNXnet/IP Frame I

| (Variable Length) |

| Optional |

e +

Figure 3 — KNXnet/IP frame binary format

The type of:KNXnet/IP frame is described by a KNXnet/IP service type identifier in|the header.
KNXhet/IR’services include, but are not limited to, information regarding discovery and |description,

comllnunication channel (connection) management and KNX data transfer.

5.2.2.3 Header

5.2.2.3.1 Description

Every KNXnet/IP frame, without any exception, consists at least of the common KNXnet/IP header that
contains information about the protocol version, the header and total packet length and the KNXnet/IP
service type identifier. The KNXnet/IP header may be followed by a KNXnet/IP body, depending on the
KNXnet/IP service.

Timestamp information and frame counters are not included in the common KNXnet/IP frame header
as this information is closely linked with certain KNXnet/IP service types and will therefore be
included in the body of these services as additional information for certain communication channel
types. Figure 4 shows the KNXnet/IP header binary format.
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+=7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Header Length | Protocol Version |
| (1 Octet) | (1 Octet) |
+-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Service Type Identifier |
| (2 Octet) |
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Total Length |
| (2 Octet) |
+=7-4+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+

Figure 4 — KNXnet/IP header binary format

5.2.2.3.2

Although th
a new versid
to find the b

5.2.2.3.3

The protocd
KNXnet/IP {
version at th

5.2.2.3.4

The KNXnef
data payloa
type identif
For a detailg

5.2.2.3.5

The total ¢
complete KN
whole KNXT1

5.2.3 Host protocol independence

5.2.3.1 Hq

The KNXnet
the Internet
protocol sp4

Header length

e length of the header is always fixed, it is possible that the size of the header.changes
n of the protocol. The header length can be used as an index into the KNXnet/IP frame
eginning of the KNXnet/IP body.

Protocol version

1 version information states the revision of the KNXnet/IP protocol that the follg
rame is subject to. It will be stored in binary coded decimalfermat. The only valid pro
is time is 1.0 (represented as hexadecimal 10h).

KNXnet/IP service

/1P service type identifier defines the kind of action to be performed and the type d
1 contained in the KNXnet/IP body if applicable. The high octet of the KNXnet/IP se

d description of the services, see below;
[otal length
ngth is expressing the totalk KNXnet/IP frame length in octets. The length include

et/IP body.

pst protocol

/IP corespecification defines the integration of KNX protocol implementations on t
protocol (IP). It describes the general and host protocol independent as well as the
cificiparts of the KNXnet/IP communication.

with
data

wing
ftocol

f the
rvice

er denotes the service type family and thelow octet the actual service type in that family.

5 the

I Xnet/IP frame, starting with' the header length of the KNXnet/IP header and includinig the

bp of
host

5.2.3.2 Endpoints

KNXnet/IP defines the Host Protocol Address Information (HPAI) structure, which is the combination
of IP address and port number. The HPAI is the data required to send a KNXnet/IP frame to another
device. The KNXnet/IP specification uses the term KNXnet/IP endpoint as a logical view of a HPAI to
address another KNXnet/IP device for certain well-defined purposes.

Every KNXnet/IP device shall support exactly one device related, bidirectional and connectionless
endpoint for discovery if the host protocol requires discovery services. It shall support at least one
bidirectional and connectionless endpoint for controlling and at least one bidirectional and connection-
oriented endpoint for service type related data transmission. Figure 5 shows the KNXnet/IP server
endpoints sample configuration.
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( KNXnet/IP server q

. . 0
Service contamer)

Control

.
0 O

- /\ KNX subnetwork

ADiscoveryi N \( .
</ = =
[Service containe 1
Control S~~~ | Q
-————{ )
N I
Data /E |
-~ /\ |
pata L |
t
<——a—a—>(/ \ | \KNX subnetwork
N/
< N
& PA

Figure 5 — KNXnet/IP server endpoints;sample configuration

The tontrol endpoint uniquely addresses one entity inside the KNXnet/IP server device that shall be
capaple of providing at least one KNXnet/IP service typé.

This [entity, called service container, may be conpected to a KNX subnetwork. If the KNXngt/IP server
devi¢e supports more than one KNX subnetwork connection, it is required that every KNX|subnetwork
shall|be represented by a different controléndpoint. The KNXnet/IP client therefore congiders every
service container represented by a contrel endpoint as one independent entity no matter if they are
implemented in only one or two separate KNXnet/IP server devices.

These KNXnet/IP endpoints present a logical view to the communication of a KNXnet/IP{device. The
actual implementation of theseyendpoints with different host protocols may use transpprt medium
depejndent approaches that(differ from this logical view. For example, the bidirectiona] KNXnet/IP
endploints could be implemented using two unidirectional channels with the host protocol. Therefore, it
is popsible for one KNXfet/IP endpoint to be represented by multiple HPAIs.

5.2.4 Discoveryand self description

5.2.4.1 General

Partjcularly for networks supporting hot-plug, and where even the address assignment mgy take place
at rustitne {eg 1P address assignment viag BootP g CP) it is of significant importance o search for
devices within a subnetwork without having the need to retrieve network parameters through a non-
standardised way and manually input them in the client tool to establish a connection. Furthermore, to
get a precise picture of the services supported by the KNXnet/IP server without implementing trial and
error, a self-description mechanism is an important feature.

5.2.4.2 Discovery

Any KNXnet/IP server shall implement discovery according to this procedure. If applicable for the host
protocol, it is recommended that a KNXnet/IP client implementation supports searching for KNXnet/IP
servers instead of requiring manual input.

The discovery operation consists of a SEARCH_REQUEST data packet, sent via multicast using the
discovery endpoint, which contains the HPAI of the KNXnet/IP client’s discovery endpoint. The HPAI
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may contain a unicast [P address to receive the answers from the different KNXnet/IP servers directly
in a point-to-point manner. Typically, it should contain the KNXnet/IP system setup multicast address
to ensure reception from KNXnet/IP servers that are on a different subnetwork. Figure 6 shows the
discovery procedure.

. Discovery
KNXnet/IP client ( D )= ~(_ KNXnet/IP server
search.req @ (Service container |
searchresp /D
Y N . Control
___________ I J—
< search.resp | Z)JI

N J
N o 224 1
[Service container ]
/é\ CO_t_I'O_l» I
\1,/ I
| |
| |
| |
| |
o J
S T

Figure 6 — Discovery procedure

After sending the request, the KNXnet/IP client shall wait for time SEARCH_TIMEOUT for SEARCH_
RESPONSE frames from KNXnet/IP servers. Aftet'that period of time, any received SEARCH_RESPQNSE
frame shall pe ignored by that client until it/Starts another discovery cycle. SEARCH_REQUEST frames
received by lients from other clients shall‘beignored.

Any KNXnet/IP server receiving a (SEARCH_REQUEST service shall respond immediately wijth a
SEARCH_RHSPONSE data packet te_the given HPAI using its discovery endpoint. Such a resgonse
contains only the HPAI of the KNXnet/IP server’s control endpoint for all further communication.

Any KNXnel/IP server shall“support discovery by processing search requests and sending cofrect
responses. A KNXnet/IP,server may support links to more than one KNX subnetwork, it shall however
send a SEARCH_RESPQNSE data packet for the control endpoint of each KNX subnetwork it supports
connectiong to, evenlifiit supports only one data connection at a time.

5.2.4.3 Sqlf-description

Typically, after discovering a KNXnet/IP server, the KNXnet/IP client sends a DESCRIPTION_REQUEST
through a unicast or point-to-point connection to all control endpoints of the KNXnet/IP server. It is
REQUIRED that every KNXnet/IP implementation supports description requests. Furthermore, before
a KNXnet/IP client communicates with a KNXnet/IP server, it should check if the server supports the
services requested by the client using the self-description mechanism.

Ifa KNXnet/IP server receives a valid description request, it shall reply with a DESCRIPTION_RESPONSE
packet providing information on the supported protocol version range, its own capabilities, state
information and optionally a friendly name for this KNXnet/IP server’s KNX connection. As a KNXnet/
[P server may support links to more than one KNX subnetwork, it shall support responding to discovery
requests for each potential KNX subnetwork connection announced by the discovery responses.
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5.2.5 Communication channels

5.2.5.1 General

A communication channel is the data endpoint connection between a KNXnet/IP client and a KNXnet/IP
server. Data endpoint connections are established for services requiring point-to-point communication,
for example tunnelling or device management. Any point-to-point connection between a KNXnet/IP
client and a KNXnet/IP server shall be initiated by the client. Any KNXnet/IP server shall support at
least one client connection at a time. It may support more than one client connection at a time, however
it shall ensure that existing connections are not affected by accepting new connections (e.g. a KNXnet/

IP se
diffe

5.2.5

To e
CON
the 1
spec
use f]

NOTH

Befo
shou

supp

The
IP cl

rver shall not accept a tunnelling connection on the same physical access to a KNX su

bnetwork in

Fent modes, link or busmonitor layer).

.2 Establishing a link

ctablish a link between a KNXnet/IP client and a KNXnet/IP server,{the client {
NECT_REQUEST frame to the control endpoint of the server. This request/provides inf
equested connection type (e.g. data tunnelling or remote logging)/general and cony
fic options (e.g. link layer or busmonitor mode) and the data endpgdint HPAI that the cli
pr this communication channel.

1 Thelist of supported layers and services is supposed to be-extended in further versions.

Id check against the self-description information rec¢éived from the KNXnet/IP server
orts the requested connection type and/or all the fequested options.

KNXnet/IP server shall then send a CONNECTRESPONSE frame in any case back to {
ent requesting to establish the connectiof,$roviding the status of the request (ACK

extended status information if applicable). If the request could be accepted by the server, th

RESH
Servq

NOTH
logicy

Aftel
time
that

conn|

The
KNX
the s
expo
The
shar

ONSE frame contains additionally an identifier as well as the HPAI of the data endp
b now prepared for this communicdtion channel

2 It should be noted that a KNXnet/IP connection can consist, due to technical reason
1 connections at the host protegcol layer.

sending the connectiofi request, the KNXnet/IP client shall wait for the host protoca
CONNECT_REQUEST_TIMEOUT (= 10 s) for the response frame from KNXnet/IP {
period of time, any réceived response frames shall be ignored by that client until it st
ection request,

het/IP server shall therefore not accept multiple connect requests of the same type on,
ame physical KNX connection, though it may of course implement numerous physical
sing. each logically as an independent KNXnet/IP server, if supported by the used h
client implementation can rely on that restriction and is not required to handle such

hall send a
brmation on
lection type
ent wants to

e sending a connection request of a specific type (with specific options), the KNXnet/IP client

if the server

he KNXnet/

NACK with
e CONNECT_
int that the

5, of multiple

| dependent
erver. After
hrts another

furrent pratodcol specification assumes that a connection shall not be shared by multiple clients. A

for example
ronnections,
st protocol.
connection

service family KNXnet/IP chapter. Establishing a data connection is shown in Figure 7.
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KNXnet/IP client KNXnet/IP serve
N Y
( . .
| Service container
~ Discovery s
C/‘ '\)
Connect.req @
Connect.resp @
~N Data N
- -
<7 Data.req | >
~N e
\_ J J

Figure 7 — Establishing a data connéction

5.2.5.3 Connection header

5.2.5.3.1 Description

The body of every KNXnet/IP frame sent over, an”established communication channel starts |with
data fields that contain additional general information about the data connection. The amount of this
data and what type of information is includedis determined by several options during the conneftion
phase of a Jommunication channel. The_ total of these data fields is called connection header ard its
appearance|varies greatly depending on'the already mentioned connection options. Only the order in
which the djfferent data fields are stored in the connection header is fixed. Figure 8 shows a conjmon
connection header.

+=T 4= 6=F=5 T 342t = 14— 0=+ =T == 6=+=5—F—d=t=3—+-2—+-1-+-0—+

| Structtire Length | Communication Channel ID |
| (1 OCtet) | (1 Octet) |
F=T =+ WS+ =4 —+-3-+-2—+-1-+=-0-+=T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Seguence Counter | service type specific

| (1 Octet) | (1 Octet) |

A+ -6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Connection Type Specific Header |
| (variable length, optional) |
B Rt e L e e e e e e e e s
Il L
T T
Fo——t—— -~ —— - ———+
| |

e At At o

Figure 8 — Common connection header

5.2.5.3.2 Structure length

Structure length is the total length of the connection header.

5.2.5.3.3 Communication channel ID

The KNXnet/IP server assigns a communication channel ID to each established communication channel.
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5.2.5.3.4 Sequence counter

The sequence counter is maintained for each communication channel. It shall be incremented by
one independently for every communication channel for each KNXnet/IP frame sent over the data
connection. Both KNXnet/IP devices maintaining the communication channel have independent
sequence counters.

Every time a connection is established, the counter for this connection shall be set to zero, so the first
KNXnet/IP frame sent on an established communication channel has a sequence counter of zero.

For connections inside a TCP connection, the sequence counter shall not be evaluated by the receiver.

The

endermavsetthe seaguence countertozero
4 T

5.2.5

The
the ¢

5.2.5

Host]
failu
hear

The
conti
coun

If th
REQ}
cond
conn|

If the
mess

the d
unex

5.2.5

Typi
DISC
conn|

The
discd

.3.5 Connection type specific header items

fonnection type specific header items are optional and of variable length depending o1
onnection.

.4 Heartbeat monitoring

protocols not providing mechanisms for lifetime check like UPP/IP need a procedur
e of communication, may it be on the KNX or the tunnelling network. To detect sud
fbeat monitoring is defined and shall be implemented by beth KNXnet/IP clients and s

Client shall send a CONNECTIONSTATE_REQUEST frame regularly, i.e. every 60 s, to
‘ol endpoint, which shall respond immediately with @ CONNECTIONSTATE_RESPONSH
[ts as heartbeat response).

e KNXnet/IP client does not receive the. heartbeat response within the CONNECT
JEST_TIMEOUT (= 10 s) or the status of a-received heartbeat response signalled any K
fition, the client shall repeat the CONNECPIONSTATE_REQUEST three times and then t¢g
ection by sending a DISCONNECT_REQUEST to the server’s control endpoint.

KNXnet/IP server does not receive a heartbeat request within 120 s of the last correc

lient’s control endpoint. The server shall not retrigger the timeout after messages re
[pected sequence numbér.

.5 Disconnecting

fally, the client/terminates the connection. During normal operation, the client {
DNNECT_REQUEST to the server’s control endpoint to request termination of the d
ection.

client Should try to disconnect gracefully if possible, even under error conditions. The
ruect from the client by sending a DISCONNECT_REQUEST in case of internal prob

1 the type of

e to identify
h situations
brvers.

the server’s
frame (this

'TONSTATE_
ind of error
rminate the

tly received

age frame, the server shalltterminate the connection by sending a DISCONNECT_REQUEST to

ceived with

hall send a
ata channel

server may
lems or if it

receives invalid data packets; however, it is recommended to let the client terminate the connection.

The KNXnet/IP device receiving the DISCONNECT_REQUEST from the communication partner shall
acknowledge the operation with a DISCONNECT_RESPONSE frame. This data packet signals the final
termination of a previously established communication channel.

5.2.6 General implementation guidelines

5.2.6.1 General

This clause defines programming guidelines that shall be taken into account when implementing
KNXnet/IP servers or clients, respectively.
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5.2.6.2 KNXnet/IP servers

— If a server receives a data packet with an unsupported version field, it shall reply with a NACK
message indicating in the status field E_ZVERSION_NOT_SUPPORTED.

— Ifaninvalid data packet is received, the implementation shall ignore the data packet without taking
any further action.

— Ifaconnection is established, all data packets shall be sent with the same protocol version.

— Ifaconnection is established and the protocol version changes within the received data packets, the
server shall shut down the connection.

5.2.6.3 KiI

— If a clig
messag
sending
try to re

— Ifaniny
any furt

NXnet/IP clients

nt receives a data packet with an unsupported version field, it shall reply~with a |
e indicating in the status field E_VERSION_NOT_SUPPORTED. If a connection to that s
an unsupported protocol version is established, the client shall disconneet. The client
connect then and re-establish the connection.

alid data packet is received, the implementation shall ignore thetdata packet without t3
her action.

— Ifaconpection is established, all data packets shall be sent withthe/same protocol version.

— Ifacon

hection is established and the protocol version changes within the received data pad

the client shall disconnect from the server. The client may tpy to reconnect then and re-establis
connecffion.

5.2.6.4 KNXnet/IP router settings

5.2.6.4.1

An importa

KNXnet/IP router factory default settings

Int feature for KNXnet/IP routers is that they shall provide proper KNXnet/IP ro

without any user intervention. This plug.and play routing behaviour requires a standardised fa

default conf

guration.

— Routerg shall be shipped withra.default individual address of FF00h.

— The routing multicast addréss equals the system setup multicast address.

— KNXbr
routing

badcast telegrams shall be routed from one KNX subnetwork to another even if KNXn
devices aredStill being used in their factory default configuration.

— KNXnet}/IP reuting shall already work even if a valid unicast IP address has not been obtained

assigne

1 t6'the KNXnet/IP routing device.

NACK
Prver
may

king

kets,
h the

iting
ctory

et /1P

by or

— Routing shall already work and tunnelling shall be available for (further) configuration of the
KNXnet/IP router if an individual address has been assigned to a KNXnet/IP router via the KNX
subnetwork.

5.2.6.4.2 KNXnet/IP router IP address assignment

KNXnet/IP routers shall support plug and play KNXnet/IP routing out of the box even if a valid unicast
[P address was not acquired from a DHCP server, by manual input, or via ETS configuration. This may
require that the IP stack can send and receive multicast IP messages although a valid unicast IP address
has not been acquired.

If an IP stack does not support multicasting without an assigned unicast IP address then the KNXnet/
IP router shall acquire a unicast IP address via AutolP or by self-assigning the default KNXnet/IP source
unicast IP address 0.0.0.0.
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If a valid unicast IP address was not acquired the KNXnet/IP router shall use the default KNXnet/IP
source unicast [P address 0.0.0.0 for routing but shall not support KNXnet/IP tunnelling.

5.2.6.5 Initial setup procedures for KNXnet/IP servers

5.2.6.5.1 General

KNXnet/IP devices shall be configurable in the same way as traditional KNX devices. In an unconfigured
state KNXnet/IP routers shall operate with default values enabling KNX telegrams to pass from one

KNX subnetwork to another, enabling KNXnet/IP routers to transparently replace KNX routers (line
and backbone r‘nnp]nrc)

This|requirement is set under the condition that KNX individual addresses are unigque across the IP
network. If KNXnet/IP devices of two independent installations are connected to the samg IP network
or a KNX project consists of multiple installations, the use of one factory default kouting configuration
cannot guarantee the delivery of KNX telegrams to the intended destindtion as the| same KNX
(individual or group) address could be present in different installations. Figure 9 shows a KNX project
with|multiple installations.
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| |
| |
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| |
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| |
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| |
| |
| |
| |
| |
|

1.1.2
1.1.2
KNX KNX KNX KNX
subnetivork subnetwork | subnetwork subnetwornk
\\_ _____________ ~// \\_ _____________ ~//
Installation A Installation B

Figure 9 — KNX project with multiple installations

Under the precondition that only one installation is connected to the IP network the following rules apply:

a) Upon power-up, the KNXnet/IP device steps through the procedure described in KNXnet/IP core,
5.2.8.5, IP address assignment, to retrieve an individual IP address.

b) If connected to a KNX serial interface device (RS232) or KNX USB Interface, the tool software can
only access KNX devices on the local KNX subnetwork (including the local KNXnet/IP router) as
long as not all the KNXnet/IP router devices belonging to one project are successfully configured.

c) The tool software should always attempt to configure KNXnet/IP router devices first to gain access
to KNX devices behind possibly still unconfigured KNXnet/IP routers.
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d)

f)

g)

h)

j)

5.2.6.5.2 (Configuration procedure for configuration via KNXnet/IP routing

If directly connected to the IP network, the tool software can access all KNXnet/IP devices and
through configured routers the corresponding KNX subnetworks.

The tool software should use the IP network for the setup of projects containing KNXnet/IP devices.

It is possible to completely configure KNXnet/IP devices in one single configuration procedure
(KNX individual address assignment and parameter download).

Assignment of KNX individual address: If the tool software is connected through a KNX serial
interface device (RS232) or KNX USB Interface to the KNX network, the traditional KNX
management procedure applies for KNXnet/IP devices as well as other KNX nodes. Devices behind
unconfigured routers are not reachahle If the tool software is connected to the IP network, the
configufation procedure for KNXnet/IP devices (described below) shall apply. Before setting up
KNX field media devices the tool software shall firstly configure all KNXnet/IP router devices

Parameter download: If the tool software is connected through a serial interfadeyto the |KNX
network, the traditional KNX management procedure applies for KNXnet/IP déwvices as well as
other KNX nodes. If the tool software is connected to the IP network, it establishes management
connectfions to every KNXnet/IP device to download the device parameters (see configurption
procedure). After having configured all KNXnet/IP router devices, the toglsoftware can acceps all
other KNX nodes of the project for further set-up and download through*a KNXnet/IP tunnglling
connectlion.

If the SEARCH_RESPONSE answers reveal that KNXnet/IP deviees'use different IP address spaces,
the tool|software shall present an error message.

If the SEARCH_RESPONSE answers reveal that the IP address of a KNXnet/IP device is different
from the network settings of the tool software and theJP address of the KNXnet/IP device fis an
AutolP pddress, the tool software shall present an-&rror message and user control button| that
enables|to reset the KNXnet/IP device via KNXnet/IP routing with the KNX connectionless restart
service,

The tool software is connected to a KNX subnetwork (1.1) via a KNX serial interface device (RY232)
or KNX USB|interface. A second KNX subnetwork (1.2) is connected with the first via two KNXngt/IP

routers andja LAN. All devices including the routers are initially unconfigured.

The tool soffware uses KNX management procedures and (indirectly) KNXnet/IP routing to configure

the two KNXnet/IP routers.

This is the donfiguration procedure for assignment of the KNX individual address and configuration of

parameters|of a KNXnet/IP device:

a)

b)

d)

18

The too| software requests the user to activate the programming mode of the KNXnet/IP devife.

NOTE This can be done by pressing the programming button on the KNXnet/IP device.

The tool software sends a KNX read (broadcast). The KNXnet/IP router on this KNX subnetwork
sends this broadcast to other KNXnet/IP routers which in turn forward it to their KNX subnetworks
and process the telegram themselves if the programming mode is active.

The tool software shall check if more than one device answers with "programming mode active"
and if so shall abort procedure with a descriptive message about the reason for aborting the
procedure. The KNXnet/IP router on this KNX subnetwork forwards the answer(s) to this KNX
subnetwork.

The tool software shall send a KNX write (broadcast) to write the KNX individual address into the
KNXnet/IP device. The KNXnet/IP router on this KNX subnetwork sends this broadcast to other
KNXnet/IP routers, which in turn forward it to their KNX subnetworks and process the telegram
themselves if the programming mode is active.
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The tool software shall establish a KNX connection to the KNXnet/IP device to download the
configuration parameters (properties). This requires that the KNXnet/IP router existing on the
same KNX subnetwork as the tool software shall be configured first before other KNXnet/IP

devices can be configured.

After downloading the parameters the tool software shall reset the KNXnet/IP de
parameters to become effective.

vice for the

5.2.6.5.3 Configuration procedure for configuration via KNXnet/IP device management

The tool software is directly connected to a LAN. Two KNX subnetworks, (1.1) and (1.2), are connected

to thE LAN via two KNXnet/TP routers. AIl devices including the routers are initially uncon
The tool software shall use KNXnet/IP Device management to configure the two KNXnet/I

Thislis the configuration procedure for assignment of the KNX individual address and conf
parameters of a KNXnet/IP device:

a)

b)

)

d)

e)

f)
g)

5.2.7 Data Packet structures

5.2.7.1 General

All KNXnet/IP frames shall have a common header, consisting of header length information,
version, the KNXnet/IP service type identifier, and the total length of the KNXnet/IP fram
shows a KNXnet/IP message header.

The tool software shall request the user to activate the programming mede of the KNXn
NOTE This can be done by pressing the programming button on the KNXnet/IP device.
The tool software shall send a KNXnet/IP SEARCH_REQUESTArame.

The tool software shall check if more than one KNXnet/IP.device (service container) a
device status “programming mode active” and if so, abort procedure.

The tool software shall use the IP address fromthe SEARCH_RESPONSE frame of thg
dlevice to establish a device management connection to the device.

The tool software shall set the KNX individual address, project identifier and
information if applicable.

At this point, the tool software can.download additional parameters if necessary.

After successfully disconnecting the device, management connection or sending a reset
to the device, the changed values shall be written and the device shall be restarted.

—T =Gt =Bt —d—t=3—t=2m b=l —t= 0=t =T == Gt =5t dmt =3t 2= -1 —+-0—+

igured.
P routers.

iguration of

bt /[P device.

hswers with

KNXnet/IP

subnetwork

| req service

the protocol
e. Figure 10

HEADER SIZE 10 | KNXNETIP VERSION

+
|

\ (06h) \ (10h) |
+-T7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| KNX'NETIP_SERVI CE_TYPE |
| (2 octets) |
+-7—4+-6-+-5-+-4—-+-3-4+-2-+-1-+-0-+-7-+-6—+-5-+-4-+-3—-4+-2-+-1-+-0-+
| HEADER SIZE 10 + sizeof (message body) |
| (2 octets) |
B s S e et S e e et &

Figure 10 — KNXnet/IP message header

Requests sent to connectionless KNXnet/IP endpoints shall include information about the return
address. This HPAI for the reception of the response information is always the first data of the KNXnet/
IP body of all these requests. Additional KNXnet/IP service related data may follow. Response packets
do not contain this kind of return address information.
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5.2.7.2 Common constants

5.2.7.2.1 HEADER_SIZE_10

This constant with value 06h shall identify the KNXnet/IP header as defined in protocol version 1.0.

5.2.7.2.2 KNXNETIP_VERSION_10

This constant with value 10h shall identify the KNXnet/IP protocol version 1.0.

5.2.7.3 (g

5.2.7.3.1

This consta

5.2.7.3.2

This consta
KNXnet/IP

5.2.7.3.3

This consta
KNXnet/IP

5.2.7.3.4

This constaj
5.2.7.4 Cd

5.2.7.4.1

This consta
search avail

5.2.7.4.2

This consta
when respo

mmonerror nnr‘nc

E_NO_ERROR

1t with value 00h shall identify a successful operation.

E_HOST_PROTOCOL_TYPE

ht with value 01h shall identify that the requested host protocolis not supported b
levice.

E_VERSION_NOT_SUPPORTED

levice.

E_SEQUENCE_NUMBER

(t with value 04h shall identify that the received sequence number is out of order.
re KNXnet/IP services

SEARCH_REQUEST

ht with value 0201h shallidentify the KNXnet/IP service type sent by KNXnet/IP clig
pble KNXnet/IP servers.

SEARCH_RESPONSE

ht with value 0202h shall identify the KNXnet/IP service type sent by KNXnet/IP s
nding to-a KNXnet/IP SEARCH_REQUEST.

5.2.7.4.3

y the

ht with value 02h shall identify that the requested pretocol version is not supported by the

nt to

prver

DESCRIPTION_REQUEST

This constant with value 0203h shall identify the KNXnet/IP service type sent by KNXnet/IP client to a
KNXnet/IP server to retrieve information about capabilities and supported services.

5.2.7.4.4 DESCRIPTION_RESPONSE

This constant with value 0204h shall identify the KNXnet/IP service type sent by KNXnet/IP server in
response to a DESCRIPTION_REQUEST to provide information about the server implementation sent.

5.2.7.4.5 CONNECT_REQUEST

This constant with value 0205h shall identify the KNXnet/IP service type sent by KNXnet/IP client to
establish a communication channel with a KNXnet/IP server.

20
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5.2.7.4.6 CONNECT_RESPONSE

This constant with value 0206h shall identify the KNXnet/IP service type sent by KNXnet/IP server in
response to a CONNECT_REQUEST telegram.

5.2.7.4.7 CONNECTIONSTATE_REQUEST

This constant with value 0207h shall identify the KNXnet/IP service type sent by KNXnet/IP client
requesting the connection state of an established connection with a KNXnet/IP server.

5.2.7.4.8 CONNECTIONSTATE RESPONSE

This|constant with value 0208h shall identify the KNXnet/IP service type sent by KNXnpt/IP server
when receiving a CONNECTIONSTATE_REQUEST for an established connection.

5.2.7.4.9 DISCONNECT_REQUEST

This|constant with value 0209h shall identify the KNXnet/IP service type sent by KNXngt/IP device,
typidally the client, to terminate an established connection.

5.2.7.4.10 DISCONNECT_RESPONSE

This|constant with value 020Ah shall identify the KNXnet/I®’service type sent by KNXngt/IP device,
typidally the server, in response to a DISCONNECT_REQUEST:

5.2.7.4.11 SEARCH_REQUEST_EXTENDED

This|constant with value 020Bh shall identify theeKNXnet/IP service type sent by KNXnet/IP client, to
sear¢h available KNXnet/IP servers and receive extended information about the availabl¢ KNXnet/IP
Servers.

5.2.7.4.12 SEARCH_RESPONSE_EXTENDED

This|constant with value 020Chsshall identify the KNXnet/IP service type sent by KNXnet/IP server in
response to a SEARCH_REQUEST_EXTENDED.

5.2.7.5 Placeholders

5.2.7.5.1 Host Protocol Address Information (HPAI)

The Host Protocol Address Information structure (HPAI) shall be the address information| required to
uniqpely identify a communication channel on the host protocol. Its size shall vary betwden different
host [protocols. For the specific definition of the HPAI, consult the host protocol dependentladdendums
of the KNXnet/IP specification. Figure 11 shows the HPAI structure binary format.

+-7-4-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0—-+
| Structure Length | Host Protocol Code

| (1 Octet) | (1 Octet) |
F=T—+=6-+-5-F+-4-+-3-+-2-+-1—+-0-+=T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| Host Protocol Dependent Data |
| (variable length) |
F=T—+=6-+-5-F+-4-+-3-+-2-+-1—+-0-+=T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
\ \
+-7-4-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0—-+
\ \

Figure 11 — HPAI structure binary format
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5.2.7.5.2 Connection Request Information (CRI)

The Connection Request Information structure (CRI) shall be the additional information needed
for different types of communication channels to fulfil a connection request. As this structure shall
contain two substructures including host protocol independent data as well as host protocol dependent
information, the specific definition of the CRI can be found in the description of the connection type
with consultancy of the host protocol dependent parts of the KNXnet/IP specification. Figure 12 shows
the CRI structure binary format.

=T 46—+ -5—F—A—4=3—+-2—4=1—+—-0—F-T—F+-6-+-5—+—4—+-3-+-2-+-1-+-0—+

Structure Length | Connection Type Code
(1 Octet) | (1 Octet)

I
I
L o D ol I S RO [ TSy o WS HOSy S Ty~ By = iy W N L I IR A
I
I

Host Protocol Independent Data
(variable length, optional)
+-7-4+-6-+-5-4+-4-+-3-+-2-+-1-4+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-

=T =+=6=F+=5-F=4=+=3=+=2—+=-1—+=0—+-T—+=6-+=-5—+—4—+-3—+-2—+-1-+-0~

| Host Protocol Dependent Data
| (variable length, optional)
+=T=+=6—+=-5-+-4-+-3-4-2-4-1-+-0-+-7-+-6-+-5-+-4—-+-3-+-2-+-1=+=0~

I
=L
I
I
.
I
4
I
4Tt =5 A=t —3 24— L4004 =T =+ =6—F-5—F—d—F+-3 42— +—1—+-0—+
|
[
+
I
+=T=+=6=+=5-F+—4-+-3-+-2—+-1-+-0—+=T—+=6-+=-5-+-4—+-3—+-2 %=1 -+-0-+

I

Figure 12 — CRI structure binary format

5.2.7.5.3 (Connection Response Data Block (CRD)

The Connedtion Request Data Block structure (CRD)Zshall be the data block returned with the
CONNECT_RESPONSE frame. As this structure shall contain two substructures including host protocol
independent data as well as host protocol dependentinformation, the specific definition of the CRID can
be found in|the description of the connection type with consultancy of the host protocol dependent
parts of the [KNXnet/IP specification. Figure-13'shows the CRD structure binary format.

+-7-4+-6-+-5-4+-4-+-3-+2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| Structure Length | Connection Type Code

| (1 Octet) | (1 Octet) |
+-7-4+-6-+-5-4+-4-4-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| Host Protoeel, Independent Data |
| (variable- length, optional) |
+=T—+-6-+-5%Fh—+-3-+-2—+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
I I
+-7-+-65+5-+-4-+-3-+-2-+-1-4+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| |
+-T—hF6—+-5—+-4—+-3-4-2—4-1—+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| Host Protocol Dependent Data |
} (variable length, optional) |
-7 -+-6-+-5-4+-4-+-3-+-2-+-1-4+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
I I
+=T—+-6-+-5-+-4—+-3-4-2—+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
I I

Figure 13 — CRD structure binary format

5.2.7.5.4 Description Information Block (DIB)

The Description Information Block structure (DIB) shall be used by a KNXnet/IP server to return a
specific block of device information when responding to a DESCRIPTION_REQUEST.

At least two DIB structures shall be returned with information about the device capabilities on (1)
device hardware and (2) supported service families.

More than two DIB structures may be returned in one DESCRIPTION_RESPONSE frame.
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The first octet of each DIB shall contain the length of the DIB structure. The second octet shall declare
the DIB structure type. Then the actual data of the DIB shall be appended. The structure shall always
have an even number of octets that may have to be achieved by padding with 00h in the last octet of the
DIB structure. Figure 14 gives a description of the structure binary format.

+-7-+-6-+-5-4+-4-4+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-4+-2-4+-1-+-0—-+
| Structure Length | Description Type Code

| {1 octet) | {1 octet) |
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
| Description Information Block data |
| (?? octets) |
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0—-+

Figure 14 — Description structure binary format

=
=3

¢ 3 lists the valid description type codes.

Table 3 — Description type codes

Description type Value Description
DEV|CE_INFO 01h Device information (e.g. KNX.medium)
SUPP_SVC_FAMILIES 02h Service families supported by the device
IP_CONFIG 03h IP configuration of the device
IP_CUR_CONFIG 04h Current IP configuration of the device
KNX| ADDRESSES 05h KNX addressesised by/assigned to the device
SECYRED_SERVICES 06h Secured set¥ices
TUNNELLING_INFO 07h Tunnelling information
EXTENDED_DEVICE_INFO 08h Extended device information
Reserved 09h-FDh . [Reserved for future use
MFR| DATA FEh DIB structure for further data defined by device nfanufacturer
not ysed EFh Not used

The dlevice information DIB shall iave the structure as given below in Figure 15.
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+-7-+-6-+-5-4+-4-4-3-4-2-4-1-4-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Structure Length | Description Type Code

| (1 octet) | (1 octet) |
+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0—-+
| KNX medium | Device Status |
| (1 Octet) | (1 Octet) |
+-7-+-6-+-5-4+-4-4-3-4-2-4-1-4-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| EIB physical address / KNX Individual Address

| (2 Octets) |
+-7-+-6-+-5-4+-4-4-3-4-2-4-1-4-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Project-Installation identifier |
| (2 Octets) |
+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0—-+
| KNXnet/IP device serial number |
| (6 octets) |
e +
| |
| |
e +
| |
| |
+=-7-+-6-+-5-+-4-4+-3-4+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-H
| KNXnet/IP device routing multicast address |
| (4 octets) l
- = — m — — - - - — — m — — - — - - - —— - - - - == e N +
| |
| |
+-T7-+-6-+-5-4+-4-4-3-4-2-4-1-4-0-+4+-7-+-6-+-5-+-4-+-3-+2 N} 1-+-0-+
| KNXnet/IP device MAC address |
| (6 octets) |
B e P +
| |
| |
e +
| |
| |
+-T7-+-6-4+-5-4+-4-4-3-4-2-4-1-4-0-+-7-+=08+-5-+-4-+-3-+-2-+-1-+-0-+
| Device Friendly Name \
| (30 octets) |
B e e & el +
| |
| |
el T +
| |
| |
B s S e e e i e e =

Figure 15 — Structure of device information DIB
a) KNX mgdium:
The KNK medium todes shall be as specified in Table 4 below.
Table 4 — KNX medium codes

KNX medium code KNX medium
01h reserved
02h TP1
04h PL110
08h reserved
10h RF
20h KNX IP

Exactly one single bit shall be set.
b) Device status:

The device status octet shall be as specified in Table 5 below:
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Table 5 — Device status octet

bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
Reserved |Reserved Reserved |Reserved |Reserved |[Reserved |Reserved |Programming mode
c) Project-installation identifier:

The project-installation identifier shall be defined as shown in Table 6:

Table 6 — Project-installation identifier
bit15—=% bit-3=0
Project number Installation number

The project-installation identifier shall solely be assigned by ETS and shall-he“used|to uniquely

identify KNXnet/IP devices in a project with more than one KNX installation, i.e. mjore than 15

greas with 12 lines, or in an environment with more than one KNX project.
d) KNXnet/IP device KNX serial number:

The KNXnet/IP device serial number shall be the KNX serial number of the KNXnet/IP|device. This

information may be used to identify the device or set the individual address.
e) KNXnet/IP device routing multicast address:

The KNXnet/IP device routing multicast address shallkbe the multicast address used by a KNXnet/

IP router for KNXnet/IP routing. KNXnet/IP device§that do not implement KNXnet/IP fouting shall

get this value to 0.0.0.0. This information may be*used if KNXnet/IP routing messagep need to be

gent to KNXnet/IP routers that do not use the-default KNXnet/IP routing multicast adglress, which
ghall be equal to the KNXnet/IP system setup 'multicast address.
f) KNXnet/IP device MAC address:

The KNXnet/IP device MAC address is the Ethernet MAC address of the KNXnet/IP device. This

information may be used to_identify the device on the Ethernet to a server allocating network

esources, specifically the unicast IP address for the KNXnet/IP device.
g) Device friendly name:

he device friendly‘mame may be any NULL (00h) terminated ISO/IEC 8859-1 charactet
maximum length of 30 octets. This name may be used to identify the device to a U
ctets are filledwith the NULL (00h) character.

he exterdded device information DIB shall have the structure as given in Figure 16 bel

+=T=+=6-+=-5-+-4-+-3-+-2-+-1-+-0-+=-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
Structure Length | Description Type Code

string with
ser. Unused

|
| (1 octet) | (1 octet) = 08h
Ly S B/~ N g Ry [ e S S JU Ry S YUY A WU Sy SR R Gug S - Sy, [ R JUN Sy JUNs Ry R Sy A P
| Medium Status | Reserved |
| (1 octet) | (1 octet) = 00h

+

+=7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Maximal Local APDU length

| (2 octets) |
+-7-4+-6-4+-5-+-4—-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Device Descriptor Type 0

| (2 octets) |

+=T—+=6=+=5-+-4—+=3=+=2—+=1~+-0=+=T=+=6=+=5—+—4—+-3=+-2-+-1-+-0—+

Figure 16 — Extended device information DIB
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h) Medium status:

The contents of this field shall be identical as the contents of the Property PID_MEDIUM_STATUS

(PID: 51) in the router object.

— For an IP/TP1 KNXnet/IP router (mask 091Ah), this shall be the connection state of the TP1

connection at the secondary side.

— For a KNXnet/IP tunnelling server on TP1, this shall be the connection state of the TP1

connection.

— For all other KNXnet/IP devices, the field COMMUNICATION IMPOSSIBLE shall have the

valjie FALSE.
i) Maximdl local APDU length:

This shall be the maximal APDU length that is supported by the KNXnet/IP device.
The conltents of this field shall be identical as the contents of the Property PID_MAX_LOCAL_A

LENGTH (PID: 69) in the cEMI server object.

NOTE This is not be confused with the PID_MAX_APDU_LENGTH (PID:%58) in the router objec

which is|available in the KNXnet/IP router.

j)  Device dlescriptor type 0:

This shall be the device descriptor type 0 (mask version) of the KNXnet/IP device.

PDU_

t and

The conltents of this field shall be identical as the content$©fthe Property PID_DEVICE_DESCRIFTOR

(PID: 83) in the device object.

The supported service families DIB shall have this structure, see Figure 17:

+
| Structure Length
| (1 octet)
+-7-+-6-+-5-+-4-+-3-+-2-+%13}+-0-
| Service Family ID
| (1 Octet)
+=T=+=6-+=-5-+-4—+-F=-RK2—+-1-+-0-
| Service Family JID
| (1 Octet)
+-7-+-6-+-5-44-H-3-+-2-+-1-+-0-
| R

|
+
I
|
+

=7-+-64+395-+-4-+-3-+-2-+-1-+-0-
Sérvice Family ID
(2-Octet)

—— et —— = —

~T=+=6=+=5=+=d=+=3=+-2=+=1-+=0 %" ]~ +=6-+-5-+-4—+-3-+-2-+-1

Description Type Code
(1 octet)
+-6-4+-5-4+-4-4-3-4-2-+-1
Service Family version
(1 Octet)
+=6—+-5-+-4—+-3-+-2-+-1
Service Family version
(1 Octet)
+-6-4+-5-4+-4-4-3-4-2-+-1

I
N}
I

|
~
|

I
N}
I

=7-+-6-+-5-+-4-+-3-+-2-+-1
Service Family version
(1 Octet)

Figure 17 — Supported services families DIB

—+-0-+

—+-0-+
|
[

R e A e e  att EE

The service family IDs shall be the high octet of the service type ID. A list of service type IDs can be

found in Annex A, Table A.2.

The version of a service family shall refer to the version of the corresponding KNXnet/IP chapter
document. This version is only updated when the document itself is updated. Any version of a service
family shall be backwards compatible with previous versions, i.e. all services shall be implemented
and supported. The service family version is an integer. It does not represent the manufacturer’s

implementation version.
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The service family version shall refer to the implemented version of the KNXnet/IP service family. The
service family versions are defined in the specification papers of the services explicitly or through the
definition of profiles.

EXAMPLE If Core v2 is supported then the supported service families DIB include 02h for the core service
family (02h).

When used within a SEARCH_RESPONSE or DESCRIPTION_RESPONSE frame, only the supported
service families indicated in Table 7 shall be included. When used within a SEARCH_RESPONSE _
EXTENDED frame, all supported service families shall be included.

. g

Allowed in Allowedin
Supported family Code SEARCH_RESPONSE/ i
DESCRIPTION_RESPONSE SEARCH_RESPONSE_EXTENDED

Core] 02h Yes Yes
Device management 03h Yes Yes
Tunrelling 04h Yes Yes
Routling 05h Yes Yes
Rempte logging 06h Yes Yes
Rempte configuration 07h Yes Yes

and ¢liagnosis

Objeft server 08h Yes Yes
Secufrity 0%h No Yes

Othegr Ne Yes

NOTH “Other” denotes placeholder for possible-future extensions.

The manufacturer data DIB has this structure, see Figure 18:

+-7-4+-6-+-5-+-4-+-B=F2-+-1-+-0-4+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
| Structure Length | Description Type Code

| (1 octet) | (1 octet) |
+-7-+-6-+-5—A&N+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+
\ KNX Manufacturer ID \
| (2 Octets) |
+-T—+—G P B-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| Ahy ‘manufacturer specific data

| (2% Octets) |
B e e e T e it 3

Figure 18 — Manufacturer data DIB

The KNX manufacturer ID shall be added to clearly identify the manufacturer. This informpation is not
necepsapily encoded in the KNXnet/IP serial number (6 octets). TT

The manufacturer data DIB may contain any manufacturer specific data.
5.2.7.6 Discovery

5.2.7.6.1 SEARCH_REQUEST

The SEARCH_REQUEST frame shall be sent by a KNXnet/IP client via multicast to the discovery
endpoints of any listening KNXnet/IP server. Communication to and from the discovery endpoint of
KNXnet/IP devices is only allowed using UDP datagrams. As communication with the discovery
endpoint shall be connection- and stateless, the client’s discovery endpoint address information shall
be included in the KNXnet/IP body. If this information contains a TCP address, the SEARCH_REQUEST
frame shall be discarded. Figure 19 shows the SEARCH_REQUEST frame binary format.
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KNXnet/IP header
SR RSOSSN PRI W S P, S, S SR S YT S —m",
| HEADER_SIZE_lO | KNXNETIP_VERSION |
| (06h) | (10h) \
SR S-S S PR M S Qe S, N SR S YO S ", .
| SEARCH_REQUEST |
| (0201h) |
=Tt =6t =5t A=t =34 =241+ =0t =T ===+ =5+ =4 =+ -3+ -2-+-1—+-0—+
| HEADER SIZE 10 + sizeof (HPAI) [
| |

s T T e T ST it ST B

KNXnet/IP body
=Tt =6t =5t A=t =3+ =241+ =0t =T ===+ =5+ =4 =+ -3+ -2-+-1—+-0—+

5.2.7.6.2

The SEARC
SEARCH_RH
included in 1

The HPAI off
RESPONSE f
DIB, which

EXAMPLE

If the KNXn
own control

KNXnet/IP
SEARCH_RH

| HPAT |
| Discovery endpoint |
B e e et e T i st e e e

Figure 19 — SEARCH_REQUEST frame binary format

SEARCH_RESPONSE

he received frame.

hall include the actual service family version and isnot restricted to 01h.

If the tunnelling v2 is supported, then the servicé family version for tunnelling is 02h.

endpoints in a single SEARCH_RESPONSE frame.

SPONSE frame, see Figure 20.

KNXnet/IP header
+=7=+=6-+-5-+-4-+-F=-KR2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
|  HEADER SIZE 10 |  KNXNETIP_VERSION
I (06h) I (10h) |
+=T—4+=6-+-5-4d-A-3-+-2-+-1-+-0-+-T—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| SEARCH_RE SPONSE |
| (0202h) |
F=T—+-64+35+-4-+-3—+-2-+-1-+-0-+-T—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HEADER SIZE 10 + sizeof (HPAI) + sizeof (Description)
| |

T L A L At At

KNXnet/IP body
+=T=+=6=+-5-+—4=+=3=+=2—+=-1-+-0=+=T=+=6=+=-5-+=4—+=-3—+-2-+-1—+-0-+

H_RESPONSE frame shall be sent by the KNXnet/IP server as an” answer to a rec
QUEST frame. It shall be addressed to the client’s discovery endpoint using the

the server’s own control endpoint shall be carried in.the:KNXnet/IP body of the SEA
rame along with the description of the device hardware and the supported service fanilies

et/IP server supports more than one KNX-gonnection, the server shall announce each

servers supporting TCP shall only.teport the UDP address of their control endpoint i

bived
HPAI

RCH

of its

h the

28

| HPAI |
T Control endpointc T
ottt ——— 1
| DIB |

| device hardware |
e R et e e R e e R et e e e a3
| DIB I
| supported service families |
e R et e e e e e T e e e e T et 3

Figure 20 — SEARCH_RESPONSE frame binary format
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5.2.7.6.3 SEARCH_REQUEST_EXTENDED

a)

b)

Definition:

The SEARCH_REQUEST_EXTENDED frame shall be sent by a KNXnet/IP client to either the
discovery endpoints of any listening KNXnet/IP servers or to the control endpoint of a specific

KNXnet/IP server.

Communication to and from the discovery endpoint of KNXnet/IP devices is only allowed using UDP
datagrams. As communication with the discovery endpoint shall be connectionless and stateless,
the KNXnet/IP client’ s dlscovery endpomt address 1nf0rmat10n shall be 1ncluded m the KNXnet/IP

i 1scarded
[ommunication to and from the control endpoint of KNXnet/IP devices is allowedjusing
Binary format:

Figure 21 shows the binary format of SEARCH_REQUEST_EXTENDED frame.

| Header Length | Protocol Version

| (06h) | (10h) |

=T 4= 645t A4 =3—4=2—F =1+ -0-F-T—+-6-+-5—+—4d—+-3-+-2~t<1—+-0—+

| Service Type Identifier |  KNXnet/IP
| (020Bh) | Header

+-7—+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-HRP+-2-+-1-+-0-+
| Total Length

| (variable)

| HPAT |
| Discovéry Endpoint |
+-7—+-6-+-5-4+-4-+-3-+-2-4+-1-+f0M-7-4+-6—+-5-+-4—+-3-+-2-+-1-4+-0-+
| SRPs

| (zariable)

Figure 21.— Binary format of SEARCH_REQUEST_EXTENDED frame

$earch Request\Parameter (SRP):

|

'he KNXqet/IP client may include zero or more Search Request Parameter Blocks (SRP)
jdditional information regarding the search.

IN@TFE'1  This can be used, for example to restrict the set of devices that are expected to 1

F=T—+—6—+-5-+-4—+-3-+-2—+-1—-+-0-+-T—+-6-+-5-+-4—+-3—-+-2—+-1—+-Q=Hk>Z———————————————1

F=T—+—6—+-5-+—4—+-3-+-2—+-1—-+-0-+-T—+-6—+-0=—-4—+-3-+-2—+-1-+-0-+-————————————————1

+=T—+—6-+-5-+-4—+-3-+-2-+-1-+-0-+-7—4=6-+-5-+-4—+-3-+-2—+-1—+-0-+-————————————————1

+=T—+—6-+-5-+-4—+-3-+=2-4-1—-+-0-+-7—+-6-+-5-+-4—+-3-+-2—+-1—+-0—+-————————————————1

ame shall be

UDP or TCP.

) to transfer

espond or to

£laod

£1 ra N £NID £l 1: A |
uluucu\.c CIICT Ly PC Ul'DJIDS LIldl U1IcT LllCllL lb lllLCl CDLCU lll

The general format of a SRP block is given in Figure 22:
+-7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-+-0-+
| Structure Length | M | Type Code
| (1 octet) | (1 octet) |
+=T=+=6-+-5-+-4-+-3—+-2-+-1-+-0-+-T-+=6—+-5-+-4-+-3—+-2-+-1-+-0—+
| Type Specific Data
| (?? octets)
+=T=+=6-+-5-+-4-+-3—+-2-+-1-+-0-+-T-+=6—+-5-+-4-+-3—+-2-+-1—+-0—+

Figure 22 — Binary format of Search Request Parameter Block

© IS0 2019 - All rights reserved
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d)

The KNXnet/IP server shall interpret the SRPs in the following way:

If the KNXnet/IP server supports the SRP, it shall apply the selection criteria as specified with
the specific SRP type.

Otherwise:
— Ifthe M (Mandatory) bit is set, the server shall not respond to the search request.

— If the M (Mandatory) bit is not set, the server shall ignore this SRP and react as if this SRP
were not present.

If multfple SRPs are present, the expected result of their combination is specified with the
individyal SRP types. If the evaluation of any of the SRPs leads to the decision to not respond-tpo the
search equest then the following SRPs shall not influence this decision and can thus be-skipped.

SRP type overview:

The SRF type overview is shown in Table 8.

Table 8 — SRP type overview

SRP type Code M/0
Invalid 00h Seebelow
Select by Programming 01h M
Mode
Select by MAC Address 02h M
Select by Service SRP 03h M
Request DIBs 04h M
Reserved 05h to 7Fh n/a

The KNKnet/IP client shall never use the:ifivalid code 00h. The KNXnet/IP server shall handle an
SRP with the invalid code 00h as any othey unknown SRP code, i.e. if the M bit is set, the server|shall

not respond, if the M bit is not set, the SRP shall be ignored.

NOTE 2| Theinvalid code 00h serves to test the behaviour of the server for unknown SRPs.

NOTE 3| The codes 01h and.02h match the SELECTOR encoding in KNXnet/IP demote configuiation
and diagnosis. This does however not mean that these two encodings have to be identical for additional

selector$/SRP types.

SRP type “Select by-Programming Mode SRP”:

The clignt shallinclude this SRP to indicate that it is interested only in the response from KNXnet/

[P servdrs jin which the programming mode is currently enabled.

If Haddmain e o d o o nat anahl
programmmgmoatishotehan:te

d 30 1 KNVNinat /ID caxzam o 34 ol o1 ook a4 th
U111 LIIC l\l‘l\ll\,t/ 11 SOCIT VUI CIICIT IU OIIdIl 11IUU IDD}JU I U IS

search request.

The binary format of select by programming mode SRP is shown in Figure 23.

+=T=+=6—+=-5-+=4=+-3—+-2—+=-1-+-0-+-T—+=6-+=-5-+-4—+-3-+-2-+-1-+-0—+
| Structure Length | M | Type Code |
\ (02h) \ (01h) |
+-7-4+-6-4+-5-4+-4-4+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

Figure 23 — Binary format of select by programming mode SRP

f) SRP type “Select by MAC Address”™:

30
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The client shall include this SRP to indicate that it is interested only in the response from the
KNXnet/IP server with the given MAC address.

If the KNXnet/IP server’s MAC address is different from the given MAC address then it shall not
respond to this search request.

The binary format of Select by MAC address SRP is shown in Figure 24.
4T 4=t =5mt—d =t =32t =14 =0t =T =+ =G=+=-5—F+ A=+ =3—+-2—+-1-+-0—+

| Structure Length | M | Type Code

| (08h) | (02h) I
+-7-+-6-+-5-4+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+
T MAT address T
| (6 octets) |

+=T 4=t =5t At =3t =24 =Lt =0t =T ===+ =5—F—d=t-3—4-2—+-1-+-0—+

Figure 24 — Binary format of Select by MAC address SRP.

g) S$RP type “Select by Service™:

The client shall include this SRP to indicate that it is interested enly in responses from KNXnet/IP
gervers supporting the given KNXnet/IP service family in at lea'st the given version.

If the KNXnet/IP server does not support the given service family or supports the gjven service
family only in a lower version then it shall not respond-te this search request.

The binary format of Select by Service SRP is showpjn Figure 25.
+=T—+=6—+-5-+-4-+=3=+=2~+=1~+-0-+ =% +=6=+=-5—+—4—+-3=+-2-+-1-+-0—+

| Structure Length "M | Type Code

| (04h) | (03h) I
+-7-+-6-+-5-4+-4—-+-3-+-2-+ N +-0-+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+
| Service Family, ID | Minimum Version

| (1 octet) | (1 octet) |

=Tt =6=+=5—+=4—+LB-FL2—+-1-+-0-+-T—+=6-+=-5-+-4—+=-3-+-2-+-1—+-0—+
Figure-25'— Binary format of Select by Service SRP

h) $RP type “Request DIBs™:

The client shallin€lude this SRP to indicate that it is interested in the listed DIBs. This §RP shall not
influence the/decision of the KNXnet/IP server whether or not to respond to the search request.

If no “Request DIBs” SRP is present in the request, the KNXnet/IP server shall at leaqt report the
asic set of DIBs consisting of the “Device Information DIB”, “Extended Device Information DIB”
nd“Supported Services DIB”. The server may include in addition any number of othef DIBs in the

esponse.

If a Request DIBs SRP is present in the request then the KNXnet/IP server shall at least report the
set of DIBs that are listed in the SRP and that are supported by the server. The server may include
in addition any number of other DIBs in the response. The server shall ignore description types
that are not recognized or not supported.

This SRP has variable length. If the client is interested in an odd number of DIBs, it shall add an
additional description type 0 to make the structure length even.

The binary format of the Request DIBs SRP is shown in Figure 26.
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+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+
| Structure Length | M | Type Code

| (1 octet) | (04h) |
+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
| Description Types | . |
| (? octets) | |
+-7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+

Figure 26 — Binary format of the Request DIBs SRP

to a
ent’s
hme.
dy of
b and

tion,
RCH_

nt in

psent

5.2.7.6.4 SEARCH-RESPONSE-EXTENDED
a) Definitipn:
The KN[Xnet/IP server shall send the SEARCH_RESPONSE_EXTENDED frame as ah answer
receivedd SEARCH_REQUEST_EXTENDED frame. It shall be addressed to the KINXnet/IP cl
discovely endpoint using the HPAI included in the received SEARCH_REQUEST-EXTENDED fr
The HPAI of the KNXnet/IP server’s own control endpoint shall be carried inh-the KNXnet/IP bo
the SEARCH_RESPONSE_EXTENDED frame along with the description of the device hardware
the supported service families. If the KNXnet/IP server supports more’than one KNX conneq
the KNKnet/IP server shall announce each of its own control .etidpoints in a single SEA
RESPONSE_EXTENDED frame.
KNXnet)/IP servers supporting TCP shall only report the UDR)address of their control endpo
the SEARCH_RESPONSE_EXTENDED frame.
The KNKnet/IP server may report the DIBs in the response in any order. Each DIB shall be pr
only on¢e in the response.
b) Binary format:
The binary format of the SEARCH_RESPONSE_EXTENDED frame is shown in Figure 27.
+=T7=4=6-+=5-+-4=+-3-+-2-+=1-+=0-+=P-+-6-+-5-+-4=+=3-+-2-+=-1—+—-0—F--——————m——mm————————}
| Header Length | Protocol Version | |
| (06h) | (10h) | |
+=T—4=6-+=5—+=4=+-3=+-2-+-1 NHO—+-T—+=6-+-5-+—-4—+-3-+-2—+-1-+-0-+ |
| Service Type Identifier |  KNXnet/IP
| 8020Ch) | Header |
+-7-4-6-+-5-+-4-+-3~=Z-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+ |
| Total Length | |
| (variable) | |
+=T-4-6-+-5-4%4 +-3-+-2-+-1-+-0-+-T-4+-6-+-5-+-4—+-3-+-2-+-1—+-0—+-———————————m -}
+=T-4-64R-5-+-4-+-3-+-2-+-1-+-0-+-T-4-6-+-5-+-4—+-3-+-2-+-1—+-0—+-————————— -}
| HPAI | |
| Control Endpoint | |
+=7=-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+ |
| DIBs | |
| (variable) | |
+=T—+=6=+=5-+=4=+=3=+=2—F+=1=+=0=+=T=+=6=+=5—F+=4=+=3=+=2—+=1 =+ =0 === mmmmmmmm e}
Figure 27 — Binary format of the SEARCH_RESPONSE_EXTENDED frame
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5.2.7.7 Self-description

5.2.7.7.1 DESCRIPTION_REQUEST

The DESCRIPTION_REQUEST frame shall be sent by the KNXnet/IP client to the control endpoint of the
KNXnet/IP server to obtain a self-description of the KNXnet/IP server device.

The KNXnet/IP body shall contain the return address information of the client’s control endpoint.

The DESCRIPTION_REQUEST frame binary format is shown in Figure 28.

KNXnet/IP header

5.2.7

The
DES(

included in the received frame.

The s
resp
actu

EXAN

The ]

—T—+-6-+-5-—+—4—F-3-F-2-F-1-F-0-+—7—+-6-—F-5-+-4-+-3-+-2—+-1-+-0-+
HEADER SIZE 10 |  KNXNETIP_VERSION
(06h) \ (10h) |

~T=+=6-+=5—+-4—+-3—+-2-+-T—+-0-+=-T—+=-6—+-5-+-4-+-3-+-2-+-1-+-0-§
DESCRIPTION REQUEST |
(0203h) |

T =+=6-+=5—+-4—+-3—+-2-+-T—+-0-+=-T—+=6—+-5-+-4-+-3-+-2-+-1%F- 0+
HEADER SIZE_10 + sizeof (HPAI) |

\

T
\
\

+
\
\

+
\
\

Bt et s e At e

KNXnet/IP body
+-T—4+-6-4-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-{B-+-2-+-1-+-0-+
| HPAI |
| Control endpoint |
B b T e e et

Figure 28 — DESCRIPTION_REQUEST frame binary format

.7.2 DESCRIPTION_RESPONSE

DESCRIPTION_RESPONSE frame shall be’sent by the KNXnet/IP server as an answer ]
RIPTION_REQUEST frame. It shall be addressed to the client’s control endpoint usi

ize of the KNXnet/IP body varies depending on the number of DIB structures sent by {
bnse to the client’s DESCRIRTION_REQUEST. The supported service families DIB shal
| service family version and is not restricted to 01h.

PLE If the tunnellinig v2 is supported, then the service family version for tunnelling is 02

DESCRIPTIONARESPONSE frame binary format is shown in Figure 29.

0 a received
ng the HPAI

he server in
include the

=
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KNXnet/IP header

+=T —4= 6= +=5—+—dmt= 3=t =2 = =L — 4= 0=+ =T == 6= +=5 —F —d—+=3—+ -2 —+—1—+-0—+
| HEADER SI ZE_lO | KNXNETIP VERSION |
| (06h) | (10h) |
+=T == 6= +=5—+—dmt= 3=+ =2 = =1 — 4= 0=+ =T == 6= +=5 —F —d—+=3—+ -2 —+—1—+-0—+
| DESCRIPTION RESPONSE |
| (0204h) -

+=T == 6= +=5—+—d—t= 3= =2 = =L = 4= 0=+ =T == 6= +=5 —F —d—+=3—+ -2 —+—1—+-0—+
| HEADER SIZE 10 + sizeof (Description) |
| |

e e et st et

KNXnet/IP body

5.2.7.8 Cq

5.2.7.8.1

The CONNE
KNXnet/IP
with the ret

Next follow|
specificto t
this structu

+-7—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0—+
| DIB |
| device hardware |
e e et L Rt Mt e e T Mttt AP b e
| DIB |
| supported service families |
e et L Rt Mt e e T Mttt P b e
| DIB I
| other device information (optional) |
B s b e e e e L e HE e T S S

Figure 29 — DESCRIPTION_RESPONSE frame binary format

nnection management

CONNECT_REQUEST

CT_REQUEST frame shall be sent by the KNXnet/IP client to the control endpoint gf the
berver. As for every request using control.¢ommunication, the KNXnet/IP body shall hegin
urn address information of the client’s,control endpoint.

5 the CRI, a variable data structurfe that shall include all additional information that is
he requested connection type (and to the underlying host protocol). The exact definitipon of
e can be found in the description of the specific connection type, see Table 9.

Table 9 — Connection types

(onnection type Value V. Description

DEVICE_MGM_CONNECTION 03h 1 Data connection used to configure a KNXn4gt/
IP device.

TUNNEL_CONNECTION 04h 1 Data connection used to forward KNX tele-
grams between two KNXnet/IP devices.

REMLOG_CONNECGCTION 06h 1 Data connection used for configuration and|data
transfer with a remote logging server.

REMCONF_CONNECTION 07t t Patacommectiomused fordatatransferwith a
remote configuration server.

OBJSVR_CONNECTION 08h 1 Data connection used for configuration and
data transfer with an object server in a KNX-
net/IP device.

Inside the CRI one octet shall determine the type of communication channel requested by this frame
and two octets are reserved for the options for this channel. Additional KNXnet/IP documents may

define more connection types and additional connection type specific connection options.

The HPAI of the client’s data endpoint meant for the requested data connection shall complete the body

of the CONNECT_REQUEST frame, see Figure 30.

34
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KNXnet/IP header
+-T7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP VERSION |
| (06h) | (10h) |
=T =+=6=+-5-+=4=+-3—+-2-+=1-+-0-+-T-+=6-+-5—+-4=+=-3=+-2—+-1-+-0—+
| CONNECT REQUEST |
| (0205h) |
=T =+=6=+-5-+-4=+-3—+-2-+=1-+-0-+-T-+=6-+-5—+-4=+=-3=+-2—+-1-+-0-+
| HEADER SIZE_ 10 + sizeof (HPAI) + sizeof (HPAI) + sizeof (CRI) |
\ \

St e T L e T T tatat

KNXnet/IP body
+-7-+-6-+-5-+-4-4+-3-4+-2-+-1-4+-0-+-T7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HPAT |
| Control endpoint |
+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+-T7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
\ HPAI |
| Data endpoint |
+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+-T7—-4+-6-+-5-+-4-+-3-+-2-+-1-+-Q )
| CRI |
| Connection request Information |
B Rt B e e e an e T el e e

Figure 30 — CONNECT_REQUEST frame binaryformat

5.2.7.8.2 CONNECT_RESPONSE

The CONNECT_RESPONSE frame shall be sent by the KNXnet/IP server as an answer tp a received
CONNECT_REQUEST frame. It shall be addressed to the client’s control endpoint using the HPAI included
in the received frame.

The fize of the KNXnet/IP body varies according*to the success or failure of the client’s CONNECT_
REQUEST.

If th¢ connection request could be successfully fulfilled with all the requested options, the body shall
contgin a communication channel ID thatuniquely identifies this connection with the KNXngt/IP server.
The ¢ommunication channel ID shall'be the first octet of the body.

The gecond octet of the body shall*contain the status information of the connection request} This status
information can contain eryor-information regarding the request itself or regarding thg connection
type|specific information,

Table 10 — Common CONNECT_RESPONSE status codes

Errorconstant Value V. Description
E_N(Q_ERROR 00h 1 The connection was established sugcessfully.
E_CQNNECTION_TYPE 22h 1 The requested connection type is ngt supported

by the KNXnet/IP server device.

E CC NREMIECTIAN ADTIAN
_ LG IO OUT 110

\ 8]
48}
-

O fad 43 3
OTriCOT TIoT C T CuUCS T COTITICCTIOTT uptlonS are

not supported by the KNXnet/IP server device.
E_NO_MORE_CONNECTIONS 24h 1 The KNXnet/IP server device could not accept
the new data connection because its maxi-

mum amount of concurrent connections are
already busy.

-
j=
H

The HPAI of the server’s data endpoint prepared for this data connection shall be the next block of data
in the body of a successful CONNECT_RESPONSE frame.

The Connection Response Data Block containing connection type specific response data shall complete
the body of a successful CONNECT_RESPONSE frame, see Figure 31.
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KNXnet/IP header
+=T=+=-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP_ VERSION
| (06h) I (10h) |
=T =464 -5—F—4—+=3—+-2—4=-1-+-0—F-T—+-6=+-5—+—-4—+-3-+-2-+-1-+-0—+
| CONNECT_RESPONSE |
| (0206h) |
=T =464 -5—F—4—+=3—+-2—4=1-+-0-F-T—+-6-+-5—+—-4—+-3-+-2-+-1-+-0—+
| HEADER SIZE_10 + 2 + sizeof (HPAI) + sizeof (CRD) |
| |

s T At e s ettt

KNXnet/IP body

+-7-+-6-+-5-+-4-+-3-+-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

Communication Channel TD | Status |
I I I
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—-+-3-+-2-+-1-+-0-+
| HPAI |
| Data endpoint |
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| CRD I
| Connection Response Data Block |
B e e s et B R e e Rt el e o

Figure 31 — CONNECT_RESPONSE frame binary formyat

5.2.7.8.3 (CONNECTIONSTATE_REQUEST

The CONNECTIONSTATE_REQUEST frame shall be sent by the KNXnet/IP client to the control endpoint
of the KNXnpgt/IP server. The first octet of the KNXnet/IP body shall contain the communication channel
ID that the KNXnet/IP server uses to uniquely identify the\data connection for this connection gstate
request. The¢ second octet shall be reserved for future use:

The HPAI wiith the return address information of the-¢lient’s control endpoint shall be added after the
communication channel ID.

For the CON[INECTIONSTATE_REQUEST frame-binary format, see Figure 32.

KNXnet/IP header
+=T=+=6—+=-5-+-4-+-3-+-Q-+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—+-1—-+-0—+
|  HEADER SIZE_10 |  KNXNETIP_VERSION
| (06h) | (10h) |
+=T=+=6—+=-5-+—-4—+3-+-2—+-1-+-0-+-T—-+-6—+-5-+-4—+-3-+-2—+-1—-+-0—+
| CONNECTIONSTATE REQUEST |
| (0207h) |
4Tt 6=+ 7N A= 3424140+ =T—+=6—F-5—F—d—+-3—+-2-+-1-+-0—+
| HEADER_SIZE_IO + 2 + sizeof (HPAI) |
| |

i e e At T T T

KNXnet/IP body
iN7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2—-+-1-+-0-+
| Communication Channel ID | reserved |

| | |
I "I I I L I 4 I 2 I 2 L 1 L fal L L L L I I 2 I 2 I I fal L
| HPAI |
| Control endpoint |

e e A At e

4 1
<r E=

Figure 32 — CONNECTIONSTATE_REQUEST frame binary format

5.2.7.8.4 CONNECTIONSTATE_RESPONSE

The CONNECTIONSTATE_RESPONSE frame shall be sent by the KNXnet/IP server as an answer to a
received CONNECTIONSTATE_REQUEST frame. It shall be addressed to the client’s control endpoint
using the HPAI included in the received frame.

36 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

The first octet of the KNXnet/IP body shall contain the communication channel ID that the KNXnet/IP
client passed to the KNXnet/IP with the CONNECTIONSTATE_REQUEST frame.

The second octet of the KNXnet/IP body shall contain the status information of the connection state
request. The following Table 11 lists the status codes that are defined for the CONNECTIONSTATE_

RESPONSE frame in Figure 33:

Table 11 — CONNECTIONSTATE_RESPONSE status codes

Error constant Value V. Description
E_NO_ERROR 00h 1 The connection state is normal.
E_CQNNECTION_ID 21h 1 The KNXnet/IP server device could not find an
active data connection with the specified ID.
E_DATA_CONNECTION 26h 1 The KNXnet/IP server device detected an error
concerning the data connectienrwith the [specified ID.
E_KINX_CONNECTION 27h 1 The KNXnet/IP server device/detected ain error
concerning the KNX subSsystem connectign with the
specified ID.
KNXnet/IP header
SN, I N ST FRT Y, SN Iy, R, Sy ST i) . Y S J,
|  HEADER SIZE 10 |  KNXNETLP VERSION |
| (06h) | (101 |
+-T7—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+-T-+46<F-5-+-4—+-3-+-2-+-1-+-0-+
|  CONNECTIONSTATE RESPONSE |
| (0208h) |
F=T—+=6—+=5-+—4—+-3-+-2-+-1-+-0—F-F~+-6-+-5-+—4-+-3-+-2—+-1-+-0—+
\ HEADER SIZE 10 + 2 \
| |
B e et B e
KNXnet/IP body
F=T—+=6—+=5-+—4—+-3-d €2+ -1-+-0—+-T7T—+-6-+=-5-+-4-+-3-+-2—+-1-+-0-+
| Communication hannel ID | Status |
| | |
B e s st e e
Figure 33 -= CONNECTIONSTATE_RESPONSE frame binary format
5.2.7.8.5 DISCONNECT_RESPONSE
The DISCONNECTSREQUEST frame binary format is shown in Figure 34. The DISCONNECT_RESPONSE
framge binary4ormat is shown in Figure 35.
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5.2.8 IPN

5.2.8.1 G

The KNXnet
(IP), enabli

KNXnet/IP header

4= T 4= G=t=5—4—A—t =3t =2 =1 =+=0=F=T—+=G=+=5—Ft—d=t=3—+-2—+-1-+-0—+
| HEADER_SIZE_lO | KNXNETIP_VERSION

I (06h) | (10h) |
+=T=+=6=+=5=d =4t =3=4=2=4=1=+=0=t=T=+==+=5=+=4=+=3=+=2=+=1-+=-0—+
| DISCONNECT_REQUEST |
| (020%9h) |
=T =+=6=+=5—F=4=+=3=+=2—4=1—+=0=+=T=+=6=+=5—+—4—+-3=+-2-+-1-+-0—+
| HEADER_SIZE_lO + 2 + sizeof (HPAI) |
| |

A Tt i e Attt o e sttt LR

KNXnet/IP body
+=T=+=6=+=5-+=4=+=3=+=2—+=1=+=0=+=T=+=6=+=5—+=-4=+=3=+=-2—+-1-+-0—+

| Communication Channel TD | reserved |

[ | I
+=T7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HPAI |
| Control endpoint |
Rt e T e e T e R e R e Tt

Figure 34 — DISCONNECT_REQUEST frame binary format

KNXnet/IP header
+=T—4+=6—4-5-+-4—+-3-+-2-4+-1-4-0-+-T—+-6-+-5-+-4-+-3-+-2-%1%+-0-+
|  HEADER SIZE 10 |  KNXNETIP_VERSION
| (06h) | (10h) |
+=T—4+=6—+-5-+-4—+-3-+-2-4+-1-4-0-+-T-+-6-+-5-+-4-+-3c+-2-+-1-+-0-+
| DISCONNECT RESPONSE |
| (020Ah) |
=Tt =6 =5t At =3— 4241+ —0 =T~ -6+ -5—#M I -3+ -2+ -1 -+-0—+
| HEADER SIZE_10 + 2 |
| |

s ST T L et et e i S

KNXnet/IP body
+-7-+-6-+-5-4+-4-+-3-+-2-+-1-4+-0-+-T=4-6-4+-5-+-4—+-3-+-2-+-1-+-0-+
| Communication Channel ID [ Status |

e s ST T e e T i S

Figure 35 — DISCONNECT_RESPONSE frame binary format

etworks

/1P protocelis used to tunnel or route KNX data over the widely spread Internet pro
1g remot€ ‘access and maintenance across long distances, as well as usage as high-speed

backbone for KNX fretworks.

This part of

thie,document defines which IP parameters and features are supported by KNXnet/IP.

{tocol

It is assumed that the reader is familiar with the Internet protocols TCP and UDP.

5.2.8.2 Physical vs. logical network

IP networks are not like KNX networks: KNX networks are physical busses by nature. This implies that
all devices on the channel will by default receive all packets transmitted on the network. In addition,
when a new device is added to the network it is not necessary that other devices on the network become
aware of it before they can exchange packets. To transmit a telegram over KNX, it is only necessary
that a device be capable of physically transmitting the telegram on the bus, nothing more. If a device is
simply physically connected to a KNX network, it is capable of exchanging telegrams with other devices

on the channel.

38
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By contrast, an IP network is not physical, but logical in nature. There are a number of different physical
media that can support IP communications and any of them should be capable of supporting tunnelling
KNXnet/IP frames. Because it is dealt with a logical channel, it is necessary to “construct” the channel
by informing each device on the channel of the existence of the other devices on that channel. In other
words, before a device can transmit a packet to some other device on an IP channel it shall be made
aware of how to specifically send a packet to that device, i.e. its IP address.

Another significant difference between physical and logical networks is that in the case of typical
physical networks it is possible to calculate fixed upper bounds on the length of time it will take a
packet to traverse from one device to another once the packet is transmitted on the channel. This is not
always possible for IP networks. The deviation of packet delivery times between KNXnet/IP devices on
an [ channel are much higher than those experienced with native KNX devices.

The [P channel is used as an intermediary transport mechanism for the KNX telegfams py a variety
of KNXnet/IP devices. When a KNXnet/IP packet is transported on an IP channel, an|IP message
encapsulating the KNX telegram is sent to other KNXnet/IP devices on that IP charnnel. The IP channel
is specified by the list of unicast IP addresses, exactly one for each KNXnet/IP device. [There is no
maximum to the number of KNXnet/IP devices on a single [P network.

5.2.8.3 Transport mechanisms

IP is[a network level protocol. It is designed to operate over a_.wide range of physical media and link
layei] protocols. As such, this document does not specify anything about the link or physical layers of
the IP stack. The IP protocol stack is shown in Figure 36.

( KNXnet/IP Implementation ) Application Layer
TCP UDP Transport Layer
P Network Layer

(ICMP/IGMP
N\ J

Link Layer
Physical Interface

Physical Layer

Figure 36 — IP protocol stack

Threle most common mechanisms used to transport IP packets are raw IP, TCP and UDP. T|CP and UDP
are transport protocols built on top of IP.

TCP implements a reliable, connection-oriented end-to-end transport service. It includes provisions to
guarantee the correct transmission and to preserve the ordering of the received data stream.

UDP on the other hand implements a best effort datagram service. Raw IP is a mechanism implemented
by a number of operating systems to provide host applications with direct access to the IP layer,
bypassing any transport service.

Although it is possible to use any of these protocols as a KNXnet/IP host protocol, from an application
point of view it is much easier to simply exclude raw IP and restrict the specification to TCP and UDP.

© IS0 2019 - All rights reserved 39


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510

:2019(E)

5.2.8.4 UDP and TCP

5.2.84.1 G

eneral

Since the KNX protocol itself employs end-to-end acknowledgment, it is not necessary to guarantee
tunnelling IP packets containing KNX data telegrams received between the KNXnet/IP devices. Using
a reliable transport service introduces unnecessary protocol overhead in this case, which makes TCP
less efficient than UDP or raw IP. On the other hand, there will be configuration and status messages
exchanged between KNXnet/IP devices that do not contain tunnelled KNX data and yet need to be

received rel

TCP has the
ordering is
than UDP. T

more efficie]

will not gua

Given the in

of multicast]
KNXnet/IP
to UDP. TCP

KNXnet/IP

protocols. R
protocol (U]

5.2.8.4.2

To address ]

sequence co

Using UDP, ¢

meaning th

datagram tq

use multica
and multica

order to intd

5.2.8.4.3

a) Opening
TCP cor

A KNXrj
any nuf

iably.

rantee that the packet ordering is preserved.

creased efficiencies of UDP regarding the transport of KNX data messages and its su
addressing, it will be used as the default to communicate between KNXnet/IP device
levices shall support UDP. The reliability advantages of TCP may“be supported in add
support in KNXnet/IP devices is OPTIONAL.

servers supporting both UDP and TCP shall accept unieast communication on bo
esponses and related communication like KNXnet/IP.connections shall always use t
DP or TCP) of the original request.

JDP

he reliability and sequencing issue of UDP there shall be acknowledgement frames sen
unters added to the connection header te help in sequencing them.

atagrams can be sent using either. unticast or multicast addressing. Unicast is point to
it a datagram is sent from one dPrhost to a single other IP host. When sending the

multiple IP hosts as it is necessary for routing of KNX data, it is much more efficie
5t addressing. It is thereforelrecommended that KNXnet/IP devices support both un
5t [P addressing althoughtitiis not required that a KNXnet/IP device supports multicag
r-operate with a KNXnet/IP device that does.

'CP
r of a TCP connection:

nections'shall always be initiated by the KNXnet/IP client.

advantages of reliable delivery service and hence will guarantee that the received-pcket
breserved. On the down side, it does not support multicast addressing and is lessrefficient
CP also consumes more resources of the KNXnet/IP device to implement than BP. UDP is
nt in carrying tunnelled KNX data messages, but for the lack of a reliable delivery, sefvice

port
s. All
ition

th 1P
he [P

Ik and

boint
same
nt to
icast
tsin

nbetr of further additional concurrent TCP connections at the same time. If no mor

et/IP'server shall support at least one single TCP connection at a time and may support

TCP

connections are possible, the KNXnet/IP server shall indicate this by not creating the TCP
connection. No KNXnet/IP error code is needed for that.

A KNXnet/IP client shall not assume that a KNXnet/IP server supports more than one concurrent
TCP connection.

b) Closing

1) Seq

of a TCP connection:

uence of actions to close a TCP connection:

— The client shall close a TCP connection in the following order: first any KNXnet/IP

40

connections, then any KNXnet/IP session, at last the TCP connection.
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— For the server, this order is a recommendation but not a requirement. The client shall not

NOTE

rely on any order of events. This can and shall not be tested.

Additionally, if the server takes down the TCP connection then the indications

client can however get lost in the process.

Client side closing of a TCP connection:

Under normal conditions, TCP connections are closed by the client.

Server side closing of a TCP connection

of this to the

c |

]
1

d

q

1

NOTE

$enders shall send KNXret/IP frames without any extra octets between frames.

Receivers shall usethe information in the KNXnet/IP header to recover the frame str
he octet stream.

To receiveat®KNXnet/IP frame, the following procedure shall be used.

The RNXnet/TPserver shatt take dowmn the TCPconnection under the fotfowing
conditions:

ending and receiving frames, framé synchronization and receive timeouts in a TCP re

elation between IP packets and KNXnet/IP frames: One [P packet can contain multiple KNXr
nd one KNXnet/IP frame cdn span over multiple IP packets.

If no KNXnet/IP connection or session is active and no octets have beenrece
over this TCP connection then the KNXnet/IP server shall close the TCP conne

Ifthe last KNXnet/IP connection or session withina TCP connectiois closed by
IP server due to a timeout then the KNXnet/IP server shall close this TCP
immediately.

If the last KNXnet/IP connection or session within a-TCP connection is cl
KNXnet/IP client due to timeout, then the KNXnet/tPclient shall close this TCH
immediately.

If the KNXnet/IP server handles an A_Restartor an M_Reset, then it shall close
connections to the related Control Endpoint*— including the TCP connection th
possibly the A_Restart or M_Reset is received — and all its other KNX TCP co
the same security domain (that is, eyerything that is affected by the securit}
this KNXnet/IP server). Any client'shall assume these connections to be close
proper indications on this from the server are not received.

Because in contrast to the packet-oriented UDP, TCP is a stream-oriented protocol, t

exceptional

ved for 10 s
ction.

the KNXnet/
connection

pbsed by the
connection

all KNX TCP
rough which
hnections in
y settings in
|, even if the

ceiver

here is no 1:1
et/IP frames

ucture from

The receiver shall wait until enough octets are received to interpret the KNXnet/IP frame
header, or a timeout occurs as specified below.

© IS0 2019 - All rights reserved

If the receiver detects that the sender has closed his sending side (half-closed TCP connection)
the receiver shall discard any pending requests and close the TCP connection immediately.

If the header is not a well-formed KNXnet/IP header, the receiver shall close the TCP connection.

Ifthe total length given in the KNXnet/IP header is longer than the available receive buffer space
in the receiving device, the receiver shall skip the body of the frame. The frame is effectively
ignored. The receiver shall not close the TCP connection. All devices shall support (i.e. shall be
able to skip, not necessarily be able to store) frames with a total length of up to 65 535 octets.

If the service type given in the KNXnet/IP header is supported by the receiver, the receiver shall
receive the body of the frame and handle it.
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— Ifthe service type given in the KNXnet/IP header is not supported by the receiver, the receiver
shall skip the body of the frame and ignore it. The receiver shall not close the TCP connection
because of an unsupported or unknown service type.

Receiving or skipping the body of a frame (after having received a KNXnet/IP header) shall be done
using this procedure:

— The receiver shall receive or skip the number of octets corresponding to the length of the body
("total length" minus length of header). See below for receive timeout.

Receive timeout: While receiving a KNXnet/IP header or body the reception of data may stall
before i i ' it for the
remaining data and shall close the TCP connection when running into the following timeouts:

— When no KNXnet/IP connection and no secure session is active: The receiver shall-closg the
connection when not having received any octets for 10 s. This timeout is restafted with|each
received octet.

— When at least one KNXnet/IP connection or at least one secure session,is active: The recgiver
shall not close the TCP connection.

— When the last active KNXnet/IP connection or secure session timesout, the receiver shall close
the|TCP connection immediately. This means a timeout of an_iitner KNXnet/IP connectipn or
seclire session is also a timeout for the outer TCP connectionsunless there are further KNXnet/
[P donnections or secure sessions.

The teris 'KNXnet/IP connection is active' and 'secure session is active' in the definition abovie are
defined|as follows:

— A KINXnet/IP connection is active after having received a CONNECT_REQUEST until eithgr the
conjnection request times out, is negatively answered or until the connection is disconnected or
timgps out.

— A sg¢cure session is active after having.received a SESSION_REQUEST, SESSION_RESPONSE or
SESSION_AUTHENTICATE until either any of these operations times out, until an authenti¢ated
seclire session is closed or until an authenticated secure session times out.

NOTE Receivers can get out=of-sync with the frame structure, for example because senders| send
errgneous data (e.g. a wrong, total length) due to software errors or intentionally (attacks), or befause
of blindly injected TCP ségments (attacks). Receivers cannot rely on receiving a frame or even jupt the
KNXnet/IP header in gnechunk. TCP does not guarantee preservation of sent chunks on the recgiving
sidg. KNXnet/IP frames might be generally assumed to be totally misaligned with any received data
chupks. For example; a sender sending a frame as individual 1-octet chunks is a valid sender. A sender
sengling data chutitks of 4 096 in size, generally misaligned with any frame boundary, is a valid s¢nder.
Nonje of the abeve rules apply to UDP communication, which has implicit frame boundaries and which
has o underlying connection to be terminated on a timeout.

ions

One TCP connection may contain multiple concurrent secure session and plain KNXnet/IP
connections. The lifetime of these secure session and plain KNXnet/IP connections may overlap in
any way.

One TCP connection may contain multiple sequential secure sessionand plain KNXnet/IP connections.
After closing the last secure session and plain KNXnet/IP connection, a new secure session or plain
KNXnet/IP connection can be established in the same TCP connection, if it is requested before the
TCP connection runs into its 10 s idle timeout.

Each secure session and each plain KNXnet/IP connection is associated with exactly one TCP
connection and may only be used through this TCP connection. Secure sessions and plain KNXnet/
IP connections do not span multiple TCP connections (neither concurrent TCP connections nor

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

sequential TCP connections). Secure session keys and connection IDs negotiated
connection are not valid in other TCP connections that may exist in parallel.

in one TCP

— Closing a TCP connection implicitly closes all contained secure sessions and plain KNXnet/IP

connections. It also closes secure sessions that are not yet authenticated.

— TCP connections are not associated with a secure session user id, a certain authenticati

authorization or any other privilege.

5.2.8.4.5 Relation between secure sessions and KNXnet/IP connections

NXnet/IP connections may overlap in any way.

ion, a certain

ime of these

b) (ne secure session may contain multiple sequential KNXnet/IP connections. After cloping the last
NXnet/IP connection, a new KNXnet/IP connection can be established in the'same sequre session,

if it is established before the secure session runs into its idle timeout.

c) Each KNXnet/IP connection is associated with exactly one secure session and may dnly be used

¢oncurrent secure session nor sequential secure SESSiODS).

d) (losing a secure session implicitly closes all contained KNXné&t/IP connections.
5.2.8.5 [IP address assignment

5.2.8.5.1 IP unicast address

a) Iixed IP address:

This IP address assignment is fixed.
Any KNXnet/IP device shall support fixed assigned IP addresses.
b) BootP/DHCP:

A BootP or DHCP server is‘designed to automatically assign an IP address to a device. C

through this secure session. KNXnet/IP connections do not span multiple secure sessions (neither

A fixed IP address is assigned to the device through a user interface, via ETS or somg other tool.

nfiguration

f both types of servers is part of network administration and is available on all network server

latforms (Windews, Unix, Linux). Pre-administered DHCP servers like DSL modems or ISDN

outers can also be used.
ither a BootP or a DHCP client shall be implemented on a KNXnet/IP device.

c) AputolR

device implementing AutolP is capable of assigning itself a unicast IP address in the range of

169.254.1.0 to 169.254.254.255.
A KNXnet/IP device may implement AutolP.
d) [P address assignment procedure:

Table 12 describes the address assignment procedure for KNXnet/IP devices.
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Table 12 — Address assignment procedure

1 IF Fixed IP address assigned to KNXnet/IP device |[THEN [—2
ELSE -6
2 IF BootP or DHCP address assignment is enabled |[THEN |[—3
ELSE Use fixed IP address already assigned.
3 IF BootP or DHCP address assignment is successful [THEN |Use newly assigned IP address.
ELSE -4
4 IF AutolP address assignment is enabled THEN |[-=5
ELSE Use fixed IP address already.assigned.
5 IF AutolP address assignment is successful THEN |Use newly assigned IP address.
ELSE Use fixed IP addressvalready assigned.
6 IF BootP or DHCP address assignment is enabled |THEN |[—7
ELSE -8
7 IF BootP or DHCP address assignment is successful [THEN |Use newly assigned IP address.
ELSE -8
8 IF AutolP address assignment is enabled THEN |[>9
ELSE No IP address is assigned. Enter
0.0.0.0 in IP address field of HPAI
9 IF AutolP address assignment is successful THEN |Use newly assigned IP address.
ELSE No [P address is assigned. Enter
0.0.0.0 in IP address field of HPAI
5.2.8.5.2 |P multicast addresses
a) KNXnet)/IP system setup multicast addness:
To ensure that any KNXnet/IP device can be reached by the KNXnet/IP core discovery seryices
a "systegm setup multicast address’) is defined. The value of the "system setup multicast addfess”
shall be|224.0.23.12.
b) KNXnet)/IP routing multicast address:
Any KNXnet/IP device implementing KNXnet/IP routing shall have a "routing multicast address".
This adgress shallbe derived from the "system setup multicast address" by adding an offset.| This
offset hias a defdult value of zero. If there is more than one installation in a project, KNXngt/IP
routers|in separate installations shall be assigned to different routing multicast addresses.
5.2.8.6 KNXnet/IP host protocol

5.2.8.6.1 Device specification

A KNXnet/IP device shall behave like any standard IP host capable of exchanging IP packets with any
other IP host either on the same IP subnet or anywhere else in the IP network cloud. A KNXnet/IP device
shall have a single unicast [P address, shall belong to at least one [P multicast group, and may be capable
of belonging to up to 16 multicast groups. A KNXnet/IP device shall support multicasting.

A KNXnet/IP device shall support these IP protocols: ARP, ICMP, IGMP, BootP/DHCP and UDP.

NOTE As regards BootP/DHCP, it is essential that either one is implemented.

Additionally, it may support other IP protocols like RARP, TCP, NTP, FTP, HTTP, SMTP, DNS or SNMP.

44
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In order to initiate communication via TCP/UDP to a KNXnet/IP device it is necessary to define a fixed
port number for the discovery procedure in addition to the individual IP address.

To support the routing of IP packets between subnets or through the Internet, KNXnet/IP devices shall
be compatible with whatever standard mechanisms (IP routers, switches, etc.) are required to perform
the IP routing functions.

5.2.8.6.2 Host Protocol Address Information

a) General:

ransport connection endpoint. This shall include the network layer address and the.transport layer
identifier called port number. Both, [P address and port number, are stored binary in network octet
rder, see Figure 37.

Bt bt B it +
| 8 | Host Protocol Code |
| | (1 octet) |
Bt ittt B et ik o ST P +
| IP Address |
| (4 octets) |
B it it T & T e e +
| IP port number I
| (2 octets) |
o +

Figure 37 — IP HPAI binary format

The host protocol codes for IP network is given\in Table 13.

Table 13 — Host protocol codes for IP network

Constant name Value V. Description

[PV4 UDP 01h 1 |Identifies an Internet protocol version 4 address apd port
number for UDP communication.

IPV4 TCP 02h 1 |Identifies an Internet protocol version 4 address apd port
number for TCP communication.

For the host protocel.cede IPV4_TCP only the special “Route Back” encoding (see below) is allowed.
All other encodings\are invalid and result in discarding the containing KNXnet/IP framje.

b) Route Back HPATs:

pst protocol
rel across IP
[nformation
2 d KNXnet/IP
cllent may not be known to the KNXnet/IP Cllent Also for TCP connectlons the KNXnet/IP client
might want to tell the KNXnet/IP server that frames shall be sent on the TCP connection that was
already established between them and that a new TCP connection should not be created by the
KNXnet/IP server.

For these scenarios, a special encoding of the HPAI with the IP address and IP port number all set
to zero shall be used. Such an HPAI is called a “Route Back” HPAL. It is not allowed to set only the IP
address or only the IP port number to zero and leave the other address part to a value not equal to
zero. Such HPAIs are invalid and the containing KNXnet/IP frames shall be ignored by the receiving
KNXnet/IP device.

For UDP “Route Back” HPAIs this means that the KNXnet/IP server shall use the IP address and the
port number in the IP package received as the target IP address or port number for the response to
the KNXnet/IP client, see Figure 38.
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5.2.8.6.3

a) Generalt
The use
devices

b)

46

o e +
| 8 Host Protocol Code |
0lh = IPV4 UDP \
e e +
| IP Address |
| 00000000h

| IP port number |
| 0000h |

—Eig_u;e_sg;unw" HPAIL hinnry format

For TCR “Route Back” HPAIs, this means that the KNXnet/IP server shall send hisrKNXn

frames
no such

pver the TCP connection that the KNXnet/IP client already has created for this-purpd
connection exists (e.g. because the KNXnet/IP client sent the request using UDP), the

is invalﬂd and the request shall be discarded by the KNXnet/IP server. The TCP,“Route Back”

binary

ormat is shown in Figure 39.

o o e +
| 8 Host Protocol Code |
02h = IPV4_TCP
o o AR +
| IP Address |
| 00000000h

| IP port number |
| 0000h |

Figure 39 — TCP “Route . Back” HPAI binary format

KNXnet/IP endpoints

of the KNXnet/IP endpoints as a logical view of the communication between KNXn

As mentioned above KNXnet/IP devices can support UDP or optionally TCP as the tran

layer py
the KNJ
to-mult

otocol for IR/edmmunication. These IP channels can dynamically be negotiated bet
{net/IP dewices using the HPAI structure of the KNXnet/IP frames. Because of the f
point requirement of the discovery communication, UDP at port 3671 is the only all

transpart méchanism.

The KN

results in a big flexihility of the actual implementation using the specific host protocol.

bt /1P
se. If
HPAI
HPAI

et /1P

bport
veen
oint-
bwed

net/IP port number 3671 shall be used for the discovery end point. It may be use

d for

the data and control endpoints too. This is not mandatory. The KNXnet/IP server port number

returne

d in response to a CONNECT_REQUEST may be any valid port number.

It is therefore possible to implement a KNXnet/IP device that uses only one bidirectional UDP port
for all communication or one could implement a KNXnet/IP device that uses two unidirectional UDP
ports for the discovery endpoint and for each control endpoint and TCP ports for data connections.

Discove

ry endpoint:

Only UDP is allowed for discovery endpoint communication. An attempt to request TCP
communication will result in a host protocol type error.

The KNXnet/IP client shall send a SEARCH_REQUEST frame using UDP local broadcast from
any source port to the fixed discovery endpoint destination at port 3671. Any KNXnet/IP server
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receiving this request shall ignore the source information at IP level. Only the HPAI of the received
KNXnet/IP frame is relevant. The KNXnet/IP servers shall then send their SEARCH_RESPONSE

frame(s) using UDP unicast from any source port to the requested destination.

Control endpoint:

UDP and TCP are allowed for control endpoint communication. The same port number shall be used

for incoming UDP datagrams and TCP connections. KNXnet/IP servers supporting TCP
both, UDP communication and TCP connections to their control endpoints.

shall accept

The KNXnet/IP client shall receive the port information about the KNXnet/IP server’s control

pndpninf from the HPAI of the SEARCH RESPONSE frames A KNanf,/IP server shal

not change

this port once it is announced.

The KNXnet/IP server shall receive the complete address information about the KNXn¢
¢ontrol endpoint with every new control request. Although possible, it is técommen
¢lient does not change this port either.

Pata endpoints:

UDP and TCP are allowed for data endpoint communication. Every"KNXnet/IP device s
UDP communication. TCP communication is optional. Data endpoints can be connect
}or point-to-point communication or connectionless for point<to-multipoint communic

ecessary for KNXnet/IP routing. All connectionless data‘endpoints use special HPA]
or KNXnet/IP multicasts. These IP addresses and pert numbers are fixed and de
gorresponding KNXnet/IP service protocol description

If control endpoint is “Route Back”, data endpoint‘shall also be “Route Back”.

If client requested “Route Back” data endpeift, server shall also select “Route Back” d4
of same type.

Network Address Translation (NAT);

If KNXnet/IP communication hag to traverse across network routers using Netw
Translation (NAT) the KNXnet/IP client shall set the value of the IP address and/or the j
the HPAI to zero to indigate’'NAT traversal to the receiving KNXnet/IP server.

or the [P address and port number in the datagrams sent from the KNXnet/IP s
NXnet/IP client, therlKNXnet/IP server shall replace the zero value for the IP addres
ort number in thevHPAI by the corresponding IP address and/or port number in thg
eceived and usSe)this value as the target [P address or port number for the response to {
P client.

ypically;the KNXnet/IP client should set both the IP address and the port number
ay,choose to set only one (IP address or port number) to zero if required by the app
ossible in the given network configuration.

et /1P client’s
led that the

hall support
on oriented
ation as it is
[ structures
fined in the

ita endpoint

rk Address
bort number

brver to the
5 and/or the
I[P package
he KNXnet/

to zero but
lication and

5.2.9 Minimum supported services

5.2.9.1 General

5.2.9 provides information on the minimum supported service requirements.

5.2.9.2 Supported services

The supported services for KNXnet/IP and the Internet protocol (IP) are listed in Tables 14 and 15. IPv6
will be specified in the future and is listed for completeness only.
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Table 14 — Supported services for KNXnet/IP

Service name Sent from... to... Implementation is
SEARCH_REQUEST Client — server M
SEARCH_RESPONSE Server — client M
DESCRIPTION_REQUEST Client — server M
DESCRIPTION_RESPONSE Server — client M
CONNECT_REQUEST Client — server M
CONNECT_RESPONSE Server — client M
CONNECTIONSTATEREQUEST tHent—-server ot
CONNECTONSTATE_RESPONSE Server — client M
DISCONNECT_REQUEST Client — server M

Server — client
DISCONNECT_RESPONSE Client — server M
Server — client

Table 15 — Supported services for the Internet protocol (IP)

Service name Client Server
[PV4_UDP R R
IPV4_TCP 0 0
IPV6_UDP to be defined to be defined
IPV6_TCP to be defined to be defined

5.3 Devi¢e management specification

5.3.1 Use
The “Devicé management” of the KNXnet/IP specification describes point-to-point exchange pf IP

datagrams ¢ver an IP network betweenra KNXnet/IP device acting as a server and a KNXnet/IP ¢lient
for remote donfiguration and managemrent of the KNXnet/IP device.

5.3.2 KNXnet/IP device management

5.3.2.1 Géneral

KNX devicegs connected to an IP network through KNXnet/IP devices are configured by ETS as
described it} 5.4,

KNXnet/IP gevice management defines management of KNXnet/IP devices.

[P unicast addressing shall be used for direct communication with individual KNXnet/IP devices.

5.3.2.2 General remarks

As a KNXnet/IP device is connected to two different networks, two different ways of configuration are
imaginable: via KNX and via IP. Every KNXnet/IP device should allow configuration by means of the
KNXnet/IP device configuration protocol implementation (IP). Implementation of configuration using
KNX is mandatory if the KNXnet/IP device physically connects to a KNX subnetwork. For download, all
parameter values shall be presented in “big endian” format (Motorola-like), so the most significant byte
is always transferred firstly.
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5.3.2.3 Configuration and management

5.3.2.3.1 General

A KNXnet/IP device shall implement configuration and management using KNX interface objects for
application and parameter download. KNXnet/IP device configuration and management using IP shall
be based on interface object Properties and follow the same pattern as using KNX. The KNXnet/IP
protocol defined for this purpose has the advantage of supporting large data structures.

Any KNXnet/IP device shall accept configuration through KNX subnetwork data telegrams. A KNXnet/
IP router shall accept configuration through KNXnet/IP routing services if those services carry cEMI
dataftelegrams addressed to the KNX address of the KNXnet/IP router.

5.3.2.3.2 KNXnet/IP endpoints and service containers

A KNXnet/IP server shall implement one service container for each KNX subnétwork connected to the
server. While it shall implement at least one service container, it may implement more than one. If the
KNXhet/IP server supports more than one KNX subnetwork connection, it is'required thzlt every KNX
subnetwork is represented by a different control endpoint.

A KNXnet/IP client shall therefore consider every service container represented by a contfol endpoint
as ohe independent entity no matter whether they are impleniented in only one or tyvo separate
KNXhet/IP servers. In addition, multiple service containers ina/single KNXnet/IP server $hall behave
exactly like multiple service containers in multiple KNXnet/IP'servers (e.g. regarding IP trdffic).

The fontrol endpoints exposed by KNXnet/IP servers;can be discovered according to the discovery
procedure described in 5.2.

The KNXnet/IP device endpoints are shown in Eigure 40.

KNXnet/IP device q
; )
Service container )
Control Q
Device Config. Dat
Routing Data -
<—————>(\ /\ KNX subnetwork

Discovery T )
<—><> ________ J_“

Control A~~~ 77—~ 1

<—————>(\ /\ |

. . I

Dev1fe Co_n_flg. Daf:‘y]:\ I

0 O

Routing Data - I

<—————>(\ /\ JI KNX subnetwork
T

________ -

Figure 40 — KNXnet/IP device endpoints

A KNXnet/IP device’s service container shall implement a device configuration and management
endpoint. Further service endpoints like routing data may be implemented depending on the device
function.
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The configuration and management endpoint shall allow access to device parameters, filter table, etc.
after a connection is established through the control endpoint. It shall be used by the device to exchange
configuration information with ETS. Every KNXnet/IP device shall use the “KNXnet/IP device HPAI”
(unicast IP address and port number) for the device configuration and management data endpoint.

To access configuration and management, a KNXnet/IP client shall connect to the respective data
endpoint according to 5.2. All communication traffic following that connection shall be handled by
DEVICE_CONFIGURATION_REQUEST and DEVICE_CONFIGURATION_ACK messages.

If the KNXnet/IP client does not receive a DEVICE_CONFIGURATION_ACK within the DEVICE_
CONFIGURATION_REQUEST_TIMEOUT (= 10 s) or the status of a received DEVICE_CONFIGURATION_

ACK : nod Teiad of Jia g ol o o1 1] the PEHEE—CONFFSHRAFION
message-stghaetaany KHraorerror-conattrot, e errefr sat repearte D v ICE _CONTTOUNT Y T _

REQUEST three times and then terminate the connection by sending a DISCONNECT_REQUESFtp the
server’s confrol endpoint.

The KNXnet)/IP server shall send no DEVICE_CONFIGURATION_ACK and shall discard the-messagg if it
receives a njessage with an unexpected sequence number.

For TCP ¢ommunication, no DEVICE_MANAGEMENT_ACK shall be sent Received DEVICE_
MANAGEMENT_ACK frames shall be ignored.

5.3.2.4 Interface object types

5.3.2.4.1 (General

KNXnet/IP and KNX IP devices shall be managed mainly threugh Properties of interface objectg. For
the KNXnet)/IP device management specific functionality,xthe following interface object types |shall
mainly be uged:

— the device object, and

— the KNXnet/IP parameter object.

5.3.2.4.2 Device object
The PID_DEVICE_DESCRIPTOR in the(déevice object shall be mandatory for any KNXnet/IP device.

5.3.2.4.3 KNXnet/IP parameter object

The KNXnet/IP parameter\object includes the IP parameters for the KNXnet/IP device’s sefvice
container.

The following 5.3.2.5'describes the KNXnet/IP Property Identifiers used in KNXnet/IP parameter object.

Coming intp effect of changed KNXnet/IP Parameters — general rule

The KNXnet/tPParametersare designed to trave immmediate effect Umiessspecified differemntly for any
further resource, the following general rule shall apply.

The KNXnet/IP server shall assume the changed parameter values either immediately, or at the latest
after a restart (power up of the KNX IP part, A_Restart or M_Reset) plus an additional time after the
restart has completed of up to 30 s.

The (Management) client shall however expect both the existing, as well as the newly set parameter
values and only assume exclusively the new values to have effect after a restart plus the additional time
of 30 s.

50 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

5.3.2.5 KNXnet/IP parameter object

5.3.2.5.1 General

The KNXnet/IP parameter object shall include the IP parameters for the KNXnet/IP device’s service
container. Several properties of the KNXnet/IP parameter object are closely related to each other.

EXAMPLE PID_IP_ADDRESS and PID_SUBNET_MASK are related to each other.

Write accesses to the properties shall therefore always use KNX transport layer connections.

Foll te overview
of prpperties that shall be part of the KNXnet/IP parameter object — depending on which part of this
document the KNXnet/IP supports — is given in Annex C.

5.3.2.5.2 PID_PROJECT_INSTALLATION_ID (PID = 51)
— IPProperty name: Project Installation Identification;
— Datapoint type: None.

This|property shall be set by ETS only and expresses which project and installation thi§ KNXnet/IP
devige is part of.

The 16 bit value shall contain the project number in the upper 12 bits and the installation nyimber in the
lowef 4 bits. The factory default value for this property shall be set to 0000h.

The PID_PROJECT_INSTALLATION_ID is shown in Figtire 41.

octet 2 octet 1
15(14]13[12|11|10)9 8|76 |5]4[3]2]|1]0
project number installation
number

Figure 41 — PID_PROJECT_INSTALLATION_ID
ETS shall assign the propérvalue based on the ETS project number and the number of instgllations in a
project.

The project numbershall always be in the range [1 ... 4095].
If a project haS'gnly one installation, the installation number of that installation shall be set to zero (0).

If a groject’has more than one installation, then the installation number shall be set to the number of
the installation in the range [1 ... 15].

5.3.2.5.3 PID_KNX_INDIVIDUAL_ADDRESS (PID = 52)

— Property name: KNX Individual Address;

— Datapoint type: None.

This property shall be implemented by any KNXnet/IP device.

This property shall contain the KNX individual address of the KNXnet/IP device. The device shall
ensure that the value of this property is coordinated with the combined value of the corresponding
device object properties.
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5.3.2.5.4 PID_ADDITIONAL_INDIVIDUAL_ADDRESSES (PID = 53)

Datapoi

Property name: Additional Individual Addresses;

nt type: None.

This property shall be implemented by devices providing KNXnet/IP routing and KNXnet/IP tunnelling.

This property shall contain a sorted list of additional KNX individual addresses. The first entry in
the list shall be the length of the list. Subsequent entries shall be KNX individual addresses sorted in
ascending order.

5.3.2.5.5

Propert

Datapoint type: None.

PID_CURRENT_IP_ASSIGNMENT_METHOD (PID = 54)

y name: Current IP Assignment Method;

This property shall capture the IP address assignment method employed to set the current [P addy
The IP assignment methods shall be identified as follows in Table 16.
Table 16 — IP assignment methods
Value of PID_CURRENT_IP_ASSIGNMENT _METHOD Assignment method
1 Manually
2 BootP
4 DHCP
8 AutolIP
Only one value shall be set at a time.
5.3.2.5.6 PID_IP_ASSIGNMENT_METHOD((PID = 55)
— Propertly name: [P Assignment Method;

This proper
At least one

The support

Datapoint type: None.

Ly shall show the enabled IP address assignment methods for setting the current IP add
shall be enabled:

ed assignment methods are defined as follows in Table 17.

Table 17 — PID_IP_ASSIGNMENT_METHOD

Value of PID_CURRENT_IP_ASSIGNMENT_METHOD Assignment method
1 Manually
2 BootP
4 DHCP
8 AutolP

€ss.

ress.

This property shall determine the behaviour of the [P address assignment procedure as described in 5.2.

5.3.2.5.7 PID_IP_CAPABILITIES (PID = 56)

Propert

Datapoi

52

y name: [P Capabilities;

nt type: None.
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This property shall show the IP capabilities supported by the KNXnet/IP device, see Table 18.

Property bits 0, 1, and 2 shall show the available IP address assignment methods for setting the current
[P address. Manual address assignment shall always be available.

Table 18 — Device Capabilities

Bit Description
BootIP
DHCP

At ol
TIOCOTT

Reserved

Reserved

Reserved

Reserved

N o wip|l=|O

Reserved

This|property is optional, but its information shall be available in the ETS database.

5.3.2.5.8 PID_CURRENT_IP_ADDRESS (PID = 57)
— Property name: Current IP Address;
— Datapoint type: None.

This|property shall contain the currently used IP v4 address (32 bit). This value shall be r¢ad only and
shalljbe set as described in 5.2.8.5.

5.3.2.5.9 PID_CURRENT_SUBNET_MASK'(PID = 58)
— IProperty name: Current Subnet/Mask;
— Datapoint type: None.

This property shall contain the currently used IP subnet mask (32 bit).

5.3.2.5.10 PID_CURRENT_DEFAULT_GATEWAY (PID = 59)
— Property names/Current Default Gateway;
— Datapoint type: None.

This property shall contain the IP address of the default gateway.

5.3.2.5.11 PID_IP_ADDRESS (PID = 60)
— Property name: I[P Address;
— Datapoint type: None.

This property shall contain the configured fixed IP v4 address (32 bit) value. This property shall contain
the IP address as configured by a configuration tool. It shall be used when a manual address assignment
is enabled. IP address assignment is described in 5.2.8.5.

5.3.2.5.12 PID_SUBNET_MASK (PID = 61)

— Property name: Subnet Mask;
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— Datapoint type: None.

This property shall contain the configured IP subnet mask (32 bit). This property shall contain the IP
subnet mask as configured by a configuration tool. It shall be used when a manual address assignment
is enabled. IP address assignment is described in 5.2.8.5.

5.3.2.5.13 PID_DEFAULT_GATEWAY (PID = 62)
— Property name: Default Gateway;

— Datapoint type: None.

This propeyty shall contain the configured IP address of the default gateway. This property|shall
contain the|IP address of the default gateway as configured by a configuration tool. It shall, be jused
when a manjual address assignment is enabled. IP address assignment is described in 5.2.8.5.

5.3.2.5.14 PID_DHCP_BOOTP_SERVER (PID = 63)
— Propertly name: DHCP/BootP Server;
— Datapoint type: None.

This property shall contain the IP address of the DHCP/BootP server thesKNXnet/IP device last recg¢ived
its IP addregs from. This property shall be read only and optional.

5.3.2.5.15 PID_MAC_ADDRESS (PID = 64)
— Propertly name: MAC Address;
— Datapoint type: None.

This property shall contain the MAC address (48 bit) of the KNXnet/IP device. The value shall be set by
the manufagturer and shall be read only.

5.3.2.5.16 PID_SYSTEM_SETUP_MULTICAST_ADDRESS (PID = 65)
— Propertly name: System Setup Mutticast Address;
— Datapoint type: None.

This property shall contaimthe KNXnet/IP system setup multicast address. The value of this property
shall be fixed at 224.0.23.1-2.

5.3.2.5.17 PID_ROUTING_MULTICAST_ADDRESS (PID = 66)

— Propertlymame: Routing Multicast Address;

— Datapoint type: None.

This property shall contain the KNXnet/IP routing multicast address. The default value of this property
shall be equal to the KNXnet/IP system setup multicast address. The KNXnet/IP routing multicast
address may be set at run-time. A changed value becomes active after a reset of the KNXnet/IP device.

5.3.2.5.18 PID_TTL (PID = 67)
— Property name: Time-To-Live;
— Datapoint type: None.

This property shall hold the Time-To-Live (TTL) value for I[P communication across IP network routers.
The default value shall be set to 16. This value may be changed.
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5.3.2.5.19 PID_KNXNETIP_DEVICE_CAPABILITIES (PID = 68)

— Property name: KNXnet/IP Device Capabilities;

— Datapoint type: None.

The list of KNXnet/IP device capabilities shall provide information about which features are

implemented in the KNXnet/IP device. A value of ‘1’ always means "available

nm o«

not supported". See Table 19 for the Device Capabilities.

Table 19 — Device Capabilities

5.3.2

Bit Description
0 Device management
1 Tunnelling
2 Routing
3 Remote Logging
4 Remote Configuration and Diagnesis
5 Object server
6 Secured communication
7 Reserved
8 Reserved
9 Reserved
10 Reserved
11 Reserved
12 Reserved
13 Resepved
14 Reserved
15 Reserved

.5.20 PID_KNXNETIP_DEVICE_STATE (PID = 69)

— Property name: KNXnet/IP Device State;

— Datapoint type: Noune.

This|property shdll.be implemented by any KNXnet/IP server.

This|propertyshall contain status information of the KNXnet/IP device.

The property shall be evented, i.e. if the value of the property changes the current value 3

using MoProplnfo.ind.

The Device State is shown in Table 20.

© IS0 2019 - All rights reserved

Table 20 — Device State

Bit Description
0 KNX Fault: is set if KNX network cannot be accessed
1 IP Fault: is set if [P network cannot be accessed
2 Reserved
3 Reserved
4 Reserved
5 Reserved

, ‘0’ means "not available/

hall be sent
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Table 20 (continued)
Bit Description
6 Reserved
7 Reserved

5.3.2.5.21 PID_KNXNETIP_ROUTING_CAPABILITIES (PID = 70)
— Property name: KNZXnet/IP Routing Capabilities;

— Datapoint type: None.

This property shall be implemented by devices providing KNXnet/IP routing.

=

This property shall contain the description of the device’s KNXnet/IP routing capabilities,se€ Table
It shall provjide information about which features are implemented in the KNXnet/IP de¥wice.

A value of ‘1] always means "available" or "yes", ‘0’ means "not available/not supported” or "no".

Table 21 — Routing Capabilities

Bit Description
0 Statistics, queue overflow error count, iniplemented
1 Statistics, transmitted telegram info'ceunt, implemented
2 Priority/FIFO implemented
3 Multiple KNX installations supported
4 Group address mapping supported
5 Reserved
6 Reserved
7 Reserved

If statistics| for queue overflow error count (bit 0) or for transmitted telegram count (bit [1) is
implemented then the corresponding bit.is set. These are optional features.

If priority FIFO is implemented then the corresponding bit is set. This is an optional feature.

If multiple KNX installations afe)supported by a KNXnet/IP router the corresponding bit is set. This is
an optional feature.

If a KNXnet/IP router<{supports mapping of group addresses between KNX installationy the
corresponding bit issef: This is an optional feature.

5.3.2.5.22 PID.PRIORITY_FIFO_ENABLED (PID = 71)

— Property name: Priority FIFO Enabled;

— Datapoint type: None.

This property shall be implemented by devices implementing priority FIFO as described in 5.5.3.7.2.
This property shall show if priority FIFO is enabled (1) or disabled (0).

5.3.2.5.23 PID_QUEUE_OVERFLOW_TO_IP (PID =72)
— Property name: Queue Overflow to IP;
— Datapoint type: None.

This property shall be implemented by devices providing KNXnet/IP routing.
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This property shall contain the number of telegrams lost due to an overflow of the queue to the IP
network.

This property shall be an unsigned integer (~ 64 000) and is for informational purposes only. It may
be reset by a scheme at the discretion of the manufacturer. The count does not wrap around when the
maximum is reached.

5.3.2.5.24 PID_QUEUE_OVERFLOW_TO_KNX (PID = 73)

— Property name: Queue Overflow to KNX;

— Patapomnttype—iNormre:
This|property shall be implemented by devices providing KNXnet/IP routing.

This[property shall contain the number of telegrams lost due to an overflow of the queuq to the KNX
subnetwork.

This [property shall be an unsigned integer (~ 64 000) and is for informatiohal purposes|only. It may
be rg¢set by a scheme at the discretion of the manufacturer. The count does not wrap arouhd when the
maxjmum is reached.

5.3.2.5.25 PID_MSG_TRANSMIT_TO_IP (PID = 74)

— Property name: Telegrams Transmitted to IP;

— Datapoint type: None.

This property should be implemented by devices providing KNXnet/IP routing.
This property shall show the number of telegrams successfully transmitted to the IP netwqrk.

This|shall include the number of KNXnet/IP telegrams of any kind (KNXnet/IP core{ KNXnet/IP
tunngelling, KNXnet/IP routing, KNXnet/IP device management, etc.) associated with any KNX individual
address that is successfully sent on the'IP network. This shall include KNXnet/IP ACK telegfams.

5.3.2.5.26 PID_MSG_TRANSMIT_TO_KNX (PID = 75)

— Property name: Telegrams Transmitted to KNX;

— Datapoint type;.None.

This property should be implemented by devices providing KNXnet/IP routing.

This propertyrshall contain the number of telegrams successfully transmitted by a KNXnet/IP router to
the KNXsubnetwork.

nro
Pro

For aKNX P device this
application.

ertuvchall caontain tho numhor aftoloagrame rocoived and fory arded to 1ts
Sy ottt He o e Ot e g recerve a0y

D
I

5.3.2.5.27 PID_FRIENDLY_NAME (PID = 76)

— Property name: Friendly Name;

— Datapoint type: None.

This property shall be implemented by any KNXnet/IP device.

This property shall contain a string with a human readable (friendly) name for the KNXnet/IP device.

The device friendly name may be any NULL (00h) terminated ISO/IEC 8859-1[Z] character string with a
maximum length of 30 octets. Unused octets are filled with the NULL (00h) character.
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5.3.2.5.28 PID_ROUTING_BUSY_WAIT_TIME (PID = 78)
— Property name: Routing Busy Wait Time;
— Datapoint type: None.

The property PID_ROUTING_BUSY_WAIT_TIME shall be accessible via the KNXnet/IP parameter object
of a KNXnet/IP router or KNX IP device.

This property shall hold the value for the wait time ¢, sent with a ROUTING_BUSY frame. The default
value shall be 100 ms. The permissible value range is any integer value between 20 ms and 100 ms.

This properfy is mandatory for devices implementing KNXnet/TP or KNXTP.

5.3.2.5.29 PID_TUNNELLING_ADDRESSES (PID = 79)
— Propertly name: Tunnelling Addresses;
— Datapoint type: None.

This property shall indicate which individual addresses the management server'will use for tunnglling
connectiong from the set of the additional individual addresses and the own individual address| The
maximum number of PID_TUNNELLING_ADDRESSES shall equal the number of tunnelling connections
that the tunhelling server offers.

This property is mandatory for devices implementing KNXnet/IP or'KNX IP.

5.3.2.6 Transport layer interface — Switching to the cEMI transport layer in the cEMI server by
opening a KNXnet/IP device management connection

5.3.2.6.1 Use

This shall b¢ implemented by devices that use:the' KNXnet/IP device management.

5.3.2.6.2 Activation of the cEMI transport layer interface

If a KNXnet}/IP device managementconnection is established, the management server shall impljcitly
switch its tifansport layer to “cEM} Transport Layer mode”. The cEMI server transport layer shall jssue
a T_Connectlind primitive to tHesrémote application layer to indicate that a transport layer connegtion
is established.

This transpprt layer opéeration mode shall last for the duration of the KNXnet/IP device management
connection.

The transpprt layer operation mode shall be reset to its default value if the KNXnet/IP dpvice

management connection is broken by the KNXnet/IP device management client or — server devicq (e.g.
when the K];J*mﬁﬂléeﬂe&mafmgeﬁreﬂeeeﬁﬁeeﬂeﬁmes—e&ﬂi

5.3.2.6.3 General exception handling

If a cEMI server does not support the cEMI transport layer communication mode and it receives a cEMI
T_Data_Individual.req — or cEMI T_Data_Connected.req frame, then this frame shall be ignored by
the cEMI server, and on IP, the originating KNXnet/IP DEVICE_CONFIGURATION_REQUEST frame that
transports this cEMI-frame shall be confirmed by a KNXnet/IP DEVICE_CONFIGUARATION_ACK frame.

5.3.2.6.4 Supervising connection timeouts on the host protocol

The KNXnet/IP or KNX IP device shall deactivate the cEMI transport layer mode and return to the
normal transport layer mode if the KNXnet/IP device management connection is broken.
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The KNXnet/IP device management may be broken by the KNXnet/IP device management client
(ETS), or autonomously by the KNXnet/IP device management server (device) if the KNXnet/IP device
management connection times out.

5.3.2.6.5 T_Data_Individual.con and T_Data_Connected.con

The cEMI transport layer instance shall provide the T_Data_Individual.con respectively the T_Data_
Connected.con to the application layer after reception of the DEVICE_CONFIGURATION_ACK frame.

5.3.2.6.6 Controlling sequencing of the cEMI messages

Thislis guaranteed by the KNXnet/IP device management protocol.

5.3.2.6.7 Deactivation of the cEMI transport layer interface

The ¢EMI server shall deactivate the cEMI transportlayer interface if the KNXnet/IP device thanagement
connection is closed.

This|may be caused by any of the following (not exclusive):

— arequest by the KNXnet/IP device management client to close the KNXnet/IP device thanagement
¢onnection, or

— 4 time-out of the KNXnet/IP connection, etc.

Wheh the cEMI server transport layer is deactivated, the cEMI server shall issue a T_Digconnect.ind
primjfitive to the remote application layer to indicate thatthe transport layer connection is ¢losed.

5.3.3 Implementation rules and guidelines

5.3.3.1 General

This|subclause describes the implementation details and features of KNXnet/IP device marnagement.

5.3.3.2 Discovery and self-description

Every KNXnet/IP device shall support discovery and self-description according 5.2 "Core".

5.3.3.3 Device manhagement

A KNXnet/IP deyice should implement device management (see 5.1.2.5).

Devire manageément shall use the common KNXnet/IP port number 3671.

5.3.3.40 Security

Device management frames are not encrypted or otherwise secured. Existing services are wrapped in
secure wrapper frame and communicated over a secure session.

5.3.3.5 Error handling

5.3.3.5.1 General

Some errors may occur in normal operation, for example due to unplugged network connections. These
errors are reflected in the device parameter object.

If a property access failure occurs, this is noted in the configuration response.
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5.3.3.5.2 KNX net failure

Should the KNXnet/IP device not be able to transmit telegrams over the KNX subnet for five seconds, the
corresponding bit in the PID_KNXNETIP_DEVICE_STATE property shall be set to ‘1". If communication
can be resumed, the bit shall be set to ‘0.

5.3.3.5.3 IP net failure

Should communication to the IP network fail for more than five seconds the corresponding bit in the
PID_KNXNETIP_DEVICE_STATE property shall be set to ‘1. If communication can be resumed, the bit
shall be set to ‘0’.

5.3.3.5.4 (Queue overflow

Should one| of the two routing queues overflow and queue overflow statistics be(implemented
(see 5.3.2.5.21), the corresponding counter is increased.

5.3.3.6 Device statistics and status information

A KNXnet/IP device shall provide statistics and status information, seé Table 22 [All values$ are
unsigned, aid all counts do not wrap around when the max. is reached (property can then be set tp 0).]

Table 22 — Device statistics

Name Type Size Description
Queue overflow to IP Error 2 octets |Number,of'telegrams lost because queue to IP over-
flowed
Queue overflow to KNX Error 2 octets |Number of telegrams lost because queue to KNX
overflowed
Telegrams tijansmitted to IP Info 4 octets [Number of telegrams successfully transmitted to [P
Telegrams tifansmitted to KNX Info 4 oetets |Number of telegrams successfully transmitted to KNX

5.3.4 Datp packet structures

5.3.4.1 General

All KNXnet/|IP data packets, ei~frames, have a common header, consisting of the protocol version, lgngth
information} and the KNXwet/P service type identifier.

Requests sgnt to connectionless KNXnet/IP endpoints shall include information about the re¢turn
address. This HPAI for' the reception of the response information shall always be the first data df the
KNXnet/IP body ofall these requests. Additional KNXnet/IP service related data may follow. Resgonse
packets do not'centain this kind of return address information.

5.3.4.2 IP Configuration and management

5.3.4.2.1 Device management services

Two service types shall be defined for device management of KNXnet/IP devices: DEVICE_
CONFIGURATION_REQUEST and DEVICE_CONFIGURATION_ACK, see Table 23.

Table 23 — KNXnet/IP device management service type identifiers

Service name Code V. Description

DEVICE_CONFIGURATION_REQUEST 0310h 1 |Reads/writes KNXnet/IP device configuration data
(interface object properties)
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Table 23 (continued)

Service name Code V. Description

DEVICE_CONFIGURATION_ACK 0311h 1 |[Sentbya KNXnet/IP device to confirm the reception
of the DEVICE_CONFIGURATION_REQUEST

5.3.4.2.2 Connection type
The connection type value for the connection type DEVICE MGMT_CONNECTION shall be 03h.

Refer to 5.2 for more details.

5.3.4.2.3 Connection Request Information

The Connection Request Information (CRI) shall have no options. The KNXnet/IP~device hanagement
CRI Binary format is shown in Figure 42.
F=T—+=6—+=5-+—4—+=-3-+-2-F-1-+-0—F=T7T—+=6-+-5-+—4—+-3-+-2—# 1+-0—+
| Structure Length | DEVICE MGMT CONNECTION

| (1 Octet = 02h) | (1 Octet = 03h) |
B T e K T Tt e e

Figure 42 — KNXnet/IP device management CRI binary format

5.3.4.2.4 Connection Response Data Block

The Connection Response Data Block (CRD) shall hayé'io options. The KNXnet/IP device thanagement
CRD pinary format is shown in Figure 43.

N, T SR T PRTC PR, SRR A oty Uy JUTR iy pur. Wi Sy R
| Structure Length | DEVICE MGMT CONNECTION

| (1 Octet = 02h) | (1 Octet = 03h) |
B e e it e

Figure 43 — KNXnet/IP device management CRD binary format

5.3.4.2.5 Configuration message

DEV]CE_CONFIGURATION_REQUEST shall carry a cEMI frame with the configuration message. The
configuration message) shall contain a local device management service as defined in Annex D and
Tabl¢ 24:

Table 24 — Supported cEMI services per device management version

KNXnet/IP
L Supported services Device managementversion
1 2

KNXnet/IP client - KNXnet/IP server
— M_PropRead.req M M
— M_PropWrite.req M M
— M_Reset.req M M
— M_FuncPropCommand.req M M
— M_FuncPropStateRead.req M M
— cEMI T_Data_Individual.req X M
— cEMI T_Data_Connected.req X M
KNXnet/IP server - KNXnet/IP client
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Table 24 (continued)
KNXnet/IP

Supported services Device management version

1 2

— M_PropRead.con M M
— M_PropWrite.con M M
— M_Proplnfo.ind M M
— M_FuncPropStateResponse.con M M
— cEMI T_Data—hrdividuatimd X vt
— cEMI T_Ipata_Connected.ind X M

These propd

for the even

M_FuncProf
described in

5.3.4.2.6

The DEVICE_

Led Device State property.

AnnexD.

DEVICE_CONFIGURATION_REQUEST

KNXnet/IP header
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5GH-4-+-3-+-2-+-1-+-0-+
|  HEADER SIZE 10 |  KNXNETIP VERSION
| (06h) I (1Qh) |
+-T7—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T-4B%+-5-+-4-+-3-4+-2-+-1-+-0-+
| DEVICE_CONFIGURATION REQUEST |
| (0310h) |
+=T7=+-6-+-5-+-4-4+-3-+-2-+-1-+-0¥P/-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HEADER SIZE_ 10 + sizeof (Connection Header) +
| sizeof (cEMI frame) |
B e e e e R e D T e 3

KNXnet/IP body
Connection header
+=T=+=6=+=5=+=4=tpmIH-2~+-1=+=0=+=T=+=6=+=5-+=4=+=3=+=-2=+-1—+-0—-+

| Structure Length | Communication Channel ID |
| (1 Octet) | (1 Octet) |
oty -ttt - ——— 4
| Sequence\Counter | reserved |
| (1 Octet) | (1 Octet) |

+-T-+yN5-+-4-+-3-+-2-4+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2—-+-1-+-0-+
CEMI frame

+ AN 6—+-5—+-4—+-3-4-2—+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+

| Message Code | Service Information

| (1 Octet) | (variable length) |

B s st e e st e e e e et

CONFIGURATION_REQUEST frame binary format is shown in Figure 44.

brty services shall use interface object type and interface object instance instead of
interface object Index as addressing scheme for the device management. M_PropInfo.ind shall be

Command.req, M_FuncPropStateRead.req, and M_FuncPropStateResponse.con

Figure 44 — DEVICE_CONFIGURATION_REQUEST frame binary format

5.3.4.2.7 DEVICE_CONFIGURATION_ACK

local
used

are

The configuration response includes the configuration header as well as a status field. The status field

indicates success or failure of the requested operation, providing some error information. The DEVICE _

CONFIGURATION_ACK frame binary format is shown in Figure 45 and the configuration status code is
le 25.

given in Tab

62
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KNXnet/IP header
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP VERSION
\ (06h) | (10h) |
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0—-+
| DEVICE_CONFIGURATION_ACK |
| (0311h) |
F=T—+=6—+-5-F+-4-+-3-+-2-+-1—+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| HEADER STIZE_ 10 + sizeof (Connection Header) |
\ \

B T s T S R S s

KNXnet/IP body
Connection header

d=Td_d_c_ -t A_+_33_4+ -2+ _+_O_t_TF_t_a_t__ A+ _33_4_2_+_1_+__1
| Structure Length | Communication Channel ID |
| {1 Octet) | (1 Octet) |
BT et e e bt e T e e it
| Sequence Counter | Status

| (1 Octet) | (1 Octet) |

R PR Y gy Jugruny PTG JTHE, SUNSU Py, R, S iy PG S, S

Figure 45 — DEVICE_CONFIGURATION_ACK frame binary format

Table 25 — Configuration status code

Constant Name Value Description

E_NO_ERROR 00h The message was received successfully.

5.3.§ Minimum profiles

5.3.5
This

.1 General

clause provides information on the minimum requirements. The service support matr

x is given in

Table¢ 26.
Table 26 — Service support matrix
Service name Sent from... to... Implementatign is

DEV]CE_CONFIGURATION_REQUEST Client — server M

Server — client
DEV]|CE_CONFIGURATION_ACK Client — server M

Server - client
5.3.3.2 Test cases

21 Conaxra 1
s K

5.3.

il arx

Listed here are a number of test cases a KNXnet/IP router implementation should be checked against.

5.3.5.2.2 Normal operation

Normal operation means device configuration, see Table 27.
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2019 - All rights reserved
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Table 27 — Normal operation

Nr. Description Expected Result
1.1 Device receives configuration telegram from |If valid configuration Parameters are set
KNX subnet addressed to the device. telegram

If invalid configuration Error message is returned
telegram is received

1.2 Device receives configuration telegram from IP. | If valid configuration Parameters are set
telegram
If invalid configuration Error message is returned
telegramisreceived

5.3.5.2.3 Parameterisation through IP

This requirg
has to be se

hirched by the discovery service before, see Table 28.

Table 28 — Parameterisation through IP

s a valid connection through the control endpoint of the service containefywhich in|turn

Nr.

Description

Expected Result

2.1 Read

DEVI

device capabilities via a
CE_CONFIGURATION_REQUEST

A DEVICE_CONFIGURATION_ACK message with configura-
tion status E_ZNO_ERROR.and 4 bytes of data

5.4 Tunnelling

5.4.1 Use|

The "Tunne
over an IP
configuratid
tunnelling d

Refer to Clayise 6, remote configuration and diagnosis.

5.4.2 Tun

54.2.1 G

KNXnet/IP {
a single KN}

nelling of KNX telegrams

tneral

5.4.2.2 Tynnelling

5.4.2.2.1

General

ling" of the KNXnet/IP specification describes point-to-point exchange of KNX telegrams
network between a KNXnet/IP device’acting as a server and a KNXnet/IP client for
n and diagnostics. KNX telegramsytare encapsulated inside [P datagrams. KNXngt/IP
oes not address timing issues caused by IP data network latency greater than one se¢ond.

unnelling is characterised by the KNXnet/IP client (e.g. Engineering Tool Software) seijding
[ telegram in'an [P frame and waiting until the response arrives or a time-out is reached.

KNX frames shall always be sent within a TUNNELLING_REQUEST frame. This frame shall contain the
KNX data packet in cEMI format. cEMI format shall be supported by all KNXnet/IP devices.

After a communication channel has been established, the following KNX services shall be supported by
a KNXnet/IP version 1 implementation:

— KNXnet/IP tunnelling on KNX data link layer

— Client - server

64

L_Data.req, M_Reset.req
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Server — client L_Data.con, L_Data.ind

KNXnet/IP tunnelling in cEMI raw mode

Client — server

L_Raw.req, M_Reset.req

Server — client

L_Raw.con, L_Raw.ind

KNXnet/IP tunnelling on KNX busmonitor

Client — server

n.a.

Q 1. . IR I |
OCI VCID 77 CIITIIU Li_DUSIIUILITIYU

5.4.2.2.2 Tunnelling on KNX data link layer

Implementation of tunnelling on KNX data link layer is mandatory.

Each| KNXnet/IP tunnelling connection shall correspond with a KNX individual address, i

e. when the

tunnelling connection is established the KNXnet/IP server shall assign 4 KNX individual address to it.

This
Data
conn
from
by ag
statd

KNX individual address shall be returned in the CONNECT_RESPONSE frame Connecti
Block (CRD). If the KNXnet/IP server assigns its own KNX individual address to th
ection then management of the KNXnet/IP server shall not be possible via tunnelling
the KNX subnetwork. The KNX individual address of the KNXnet/IP server itself shall
signment through ETS. This address may be used for a.ttinnelling connection with the
d above; see Figure 46 A.

KNX
addif
ADD

individual addresses for any additional tunnelliftg connections shall be assigned 1
ional KNX individual addresses shall be steréd in property PID_ADDITIONAL_I]
RESSES.

event other management clients from using or assigning any of these additional [As, th
elling device shall defend its additional IA. Such management client will carry out the 1
bdure NM_IndividualAddress_Chéeck: If the management client in this request tries
nsport layer connection to any-ef these IAs by sending a T_Connect-PDU, then the
elling device shall act as follows.

To py
tunn
proc
a tra
tunn

dlevice shall send a T Disconnect-PDU.

fra

bn Response
e tunnelling
messages or
be obtained
implication

by ETS. The
NDIVIDUAL_

e KNXnet/IP
hanagement
to establish

KNXnet/IP

If no tunnelling connectionis open for the additional KNX individual address, then thle tunnelling

device shall
b client. The

nerate JACK

NOT ery K elling
appears as another device on the KNX bus.

ence logically

If a KNXnet/IP server also implements KNXnet/IP routing, it shall not use its own KNX individual
address for KNXnet/IP tunnelling connections but shall assume KNX individual addresses as described
above; see Figure 46 C.

A KNXnet/IP router shall not activate KNXnet/IP tunnelling until at least one additional KNX individual
address has been set via KNXnet/IP device management.

These are the bootstrap steps to take for a KNXnet/IP router:
a) KNXnet/IP discovery of KNXnet/IP router IP address.
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b)

c) Setting KNXnet/IP router additional KNX individual address(es).

Initiation of KNXnet/IP device management connection to KNXnet/IP router and setting KNX
individual address for this KNXnet/IP router.

The KNXnet/IP tunnelling server shall only pass those KNX point-to-point addressed telegrams to
the KNXnet/IP tunnelling client that contain the KNX individual address of the KNXnet/IP tunnelling
connection with this KNXnet/IP tunnelling client. All KNX telegrams on KNX point-to-multipoint
communication (i.e. group addressing) shall be forwarded to the KNXnet/IP tunnelling client.

If the KNXnet/IP tunnelling client sends a cEMI frame L_Data.req with a KNX individual address (KNX

source addr,
address ass

Server are s

A

MMMMMWML@L&.&LKMX% ividual
gned to this tunnelling connection. Otherwise, the KNX telegram shall be sent unchanged

(see cEMI in Annex D). The tunnelling connections and KNX individual addresses in the KNXngt/IP
hown in Figure 46.
( KNXnet/IP server ) ( KNXnet/IP client )
"Individual Address (1.1.1)) i
>Ind vidual \/ Tunneling Connection #1
Address ITunneling Connection #1 - J
. (d]-l_-;) 1 4 [ KNXnet/IP client )
ndjvidua -
Address lTunnelmg Connection #2 ~ Tung&ng Connection #2
L (1{1.37) J
N J - J
( KNXnet/IP server ) ( KNXnet/IP client )
Individual Address (1.1.1D
klnd vidual / Tunneling Connection #1
Address lTunneling Connection #1
>I [:1 1-_(7:14) 1 J ( KNXnet/IP client )
ndjvidua
AddresslTunnehng Connection#2fe—0 Tunneling Connection #2
L (1]1.37) y
q KNXnet/IP.server h
Clndividual Address (1.1.0D
7 : TV~ N
Irllﬁj g;‘i‘;ﬁl Routing ( KNXnet/IP client )
1.1.0
kInEi Vidglaljk < _» Tunneling Connection #1
Address |Tunneling Connection #1 —
>I (:{-_1-_:;7) l<> 4 ( KNXnet/IP client )
ndividua -
Address |Tunneling Connection #2f~e— Tunneling Connection #2
(1.1.74) } y

Figure 46 — Tunnelling connections and KNX individual addresses in the KNXnet/IP server

5.4.2.2.3 Tunnelling in cEMI raw mode

Implementation of tunnelling on KNX cEMI raw mode is optional.
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The KNXnet/IP tunnelling server shall pass any KNX telegram received to the KNXnet/IP tunnelling client.

The KNXnet/IP tunnelling server shall not generate IACK frames in response to KNX telegrams
forwarded onto a KNXnet/IP tunnelling connection in cEMI raw mode.

Because KNXnet/IP tunnelling on cEMI raw mode would therefore disable the KNXnet/IP routing
function in a KNXnet/IP router, KNXnet/IP tunnelling on cEMI raw mode shall not be supported in a
KNXnet/IP routing device.

5.4.2.2.4 Tunnelling on KNX busmonitor

I 1 dor s e 1l APANAYA] e . o 1
mp FHITIHUAUIUITN U TUIITICTIHIITS UIN ININADUSITTUITIITUT 1S UpPUtIUILdlL.

Iftu;t?elling on KNX busmonitor is implemented, the KNXnet/IP server shall only support gne KNXnet/
[P tunnelling connection per KNX subnetwork. If tunnelling on KNX busmonitor js'aetivated, then the
KNXhet/IP server may not support any other KNXnet/IP services for the KNX subnetwork.

Because KNXnet/IP tunnelling on KNX busmonitor would therefore disable/the KNXnet/IP routing
function in a KNXnet/IP router, KNXnet/IP tunnelling on KNX busmonitor shall not be supported in a
KNXhet/IP routing device.

5.4.2.3 Timing

Tunrlelling as such does not provide any mechanisms to modify timing requirements on the tunnelled
data|packets. More precisely, the timing requirements defined by the KNX specification are still valid
while tunnelling or routing over a non-KNX network. The'transfer time of tunnelled data gackets shall
there¢fore allow for operation within these timing reqdirements.

This lmphes that tTunneling_protocol_transfer time << tKNX_transfer_time—outs'

5.4.2.4 Sending KNX telegrams via KNXmnet/IP server to local subnet

To sgnd a KNX telegram, the client shalksend a TUNNELLING_REQUEST frame to the KNXnget/IP server,
with|an L_Data.req, according to the KNX specification. The client shall be connected and shall not be in
busmonitor mode.

5.4.2.5 Receiving KNX telegrams via KNXnet/IP server from local subnet

Wheh a connection is-established, the KNXnet/IP server shall send a TUNNELLING_REQUEST for each
telegram it receivesfrom the local KNX subnetwork. The KNX services of the embedded KNX telegram
may be L_Data.cap,J_Data.ind, or L_Busmon.ind, according to the KNX specification.

5.4.2.6 Datagram confirmation

TUNNELBING_REQUEST frames shall be confirmed using TUNNELLING_ACK frames.

For TCP communication, no TUNNELLING_ACK shall be sent. Received TUNNELLING_ACK frames shall
be ignored.

If a TUNNELLING_REQUEST frame is not confirmed within the TUNNELLING_REQUEST_TIME_OUT
time of one (1) second then the telegram shall be repeated once with the same sequence counter value
by the sending KNXnet/IP device.

If the KNXnet/IP device does not receive a TUNNELLING_ACK frame within the TUNNELLING_
REQUEST_TIMEOUT (= 1 s) or the status of a received TUNNELLING_ACK frame signalled any kind
of error condition, the sending device shall repeat the TUNNELLING_REQUEST frame once and then
terminate the connection by sending a DISCONNECT_REQUEST frame to the other device’s control
endpoint.
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If a KNXnet/IP tunnelling server receives a data packet with a sequence number that is the expected
sequence number, then it shall reply with a TUNNELLING_ACK (Status = E_NO_ERROR) frame and
process the received frame.

If a KNXnet/IP tunnelling server receives a data packet with a sequence number that is one less than
the expected sequence number, then it shall reply with a TUNNELLING_ACK (Status = E_NO_ERROR)
frame and discard the frame.

If a KNXnet/IP tunnelling server receives a data packet with a sequence number that is not equal to the
expected sequence number and not equal to one less than the expected sequence number, the KNXnet/
[P tunnelling server shall not reply and shall discard the received frame.

bcted
and

If a KNXnet{/IP tunnelling client receives a data packet with a sequence number that is the expg
sequence n@umber, then it shall reply with a TUNNELLING_ACK (Status = E_NO_ERROR) framg
process the received frame.

If a KNXnet
expected se
and discard

n the
rame

IP tunnelling client receives a data packet with a sequence number that is(ene less tha
quence number then it shall reply with a TUNNELLING_ACK (Status = EsNO_ERROR) f
the received frame.

If a KNXnef
expected se
[P tunnellin

b the
(net/

/1P tunnelling client receives a frame with a sequence number‘that is not equal t
quence number and not equal to one less than the expected sequence number, the KN}
b client shall not reply and shall discard the received frame:

5.4.3 Configuration and management

5.4.3.1 Géneral

General devjce management and configuration of KNXnét/IP devices is specified in 5.3.

KNXnet/IP {
Under KN

unnelling does not require any configuration beyond the general device management.

et/IP secure communication conditions KNXnet/IP tunnelling clients can access sp

X
managemerTc and configuration features via'\KNXnet/IP tunnelling feature services.

The tunnel
TUNNELLIN
and the tuni
TUNNELLIN
in the state

Tunnelling
REQUEST s4

NOTE

ing client shall use the, tunhelling feature services TUNNELLING_FEATURE_GET]
G_FEATURE_SET to read and respectively write features related to the tunnelling inte
nelling host device inthétunnelling host device. The tunnelling server shall use the se
G_FEATURE_INFOto-spontaneously report to the tunnelling client about relevant chg
bf itself or of theunnelling connection.

feature services shall be confirmed by the receiver identically as the TUNNELL
rvice.

This is,on°UDP by a TUNNELLING_ACK frame and on TCP no TUNNELLING_ACK frame.

In all servic

beific

and
rface
rvice
nges

ING_

ps,-the interface feature shall be identified by the interface feature identifier.

5.4.3.2 TUNNELLING_FEATURE_GET

The tunnelling client shall initiate the service TUNNELLING_FEATURE_GET to read the value of an
interface feature from the tunnelling server. The tunnelling server shall at the latest 3 s after confirming
the TUNNELLING_FEATURE_GET respond with a TUNNELLING_FEATURE_RESPONSE containing the
value of the interface feature.

If the tunnelling server does not respond to the TUNNELLING_FEATURE_GET then the tunnelling client
may or may not repeat the request.
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5.4.3.3 TUNNELLING_FEATURE_SET

The tunnelling client shall initiate the service TUNNELLING_FEATURE_SET to set the value of an
interface feature in a tunnelling server. The tunnelling server shall accept the value and — unless
specified differently — apply the new value immediately, this is, before the TUNNELLING_FEATURE_
RESPONSE is sent or before routing the next TUNNELLING_REQUEST on the bus. The tunnelling server
shall at the latest 3 s after confirming the TUNNELLING_FEATURE_GET respond with a TUNNELLING_
FEATURE_RESPONSE frame containing the written value and a return code.

tunnelling server shall respond with E_ACCESS_READ_ONLY.

If the tunnelling client requests to set a feature that is available for it but which is read-only, then the

]

q

]

q

q

5.4.3
The t

f the tunnelling client requests to set a feature to a value with a wrong size, then®h

gerver shall respond with E_DATA_TYPE_CONFLICT.

f the tunnelling client requests to set the feature to a value that is not valid, then th

gerver shall respond with E_DATA_VOID or alternatively with E_DATA_MAX or E_D

ippropriate. The field feature value shall repeat the feature value from therequest.

.4 TUNNELLING_FEATURE_INFO
unnelling server shall only send the TUNNELLING_FEATURE/NFO if the interface featu

Featlire Info Service Enable” has the value “Enable”. See 5.4.4.4.13\TUNNELING_FEATURE_II

If en

hbled, then the tunnelling server shall initiate the service TUNNELLING_FEATURE_IN

on any relevant change of an interface feature to the tunrieting client.

The

stan
may
clien

The
the e

5.4.3
|

]

[«

tunnelling server shall by default report for all its supported interface features.
lard way for the tunnelling client to disable thie reporting of an individual interface f
be possible through the normal configuration of the tunnelling server device by a 1
, e.g. over KNXnet/IP device management.

funnelling server shall address theCTUNNELLING_FEATURE_INFO frame to the data
stablished tunnelling connectiof.

.5 Error handling for feature services

f a Tunnelling Feature service is requested from a tunnelling server that does not

Tunnelling Feature@&ervices, then the tunnelling server shall ignore this service reques|

NOTE1  Thisd4neans that no TUNNELLING_ACK will be sent. This is in line with the general
hat a receiveéd~invalid data packet is ignored. If this tunnelling feature service is conveye
onnection,then however obviously a TCP acknowledge will be sent.

]

&

NOTE®2, The tunnelling client can in fact know whether the tunnelling server supports t
attice services, by sending a DESCRIPTION_REQUEST to it and verifying if the DESCRIPTIO

ritains the TUNNELLING_INFO DIB or not.

le tunnelling

e tunnelling
ATA_MIN as

re “Interface
NFO.

FO to report
There is no

eature. This
nanagement

endpoint of

support the
it

requirement

H over a TCP

he tunnelling
N_RESPONSE
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If the requested tunnelling feature service is not available for the requested interface feature then
the tunnelling server shall respond with E_ACCESS_DENIED (FCh). The “Tunnelling Feature service
availability matrixes” in the below interface feature definitions indicate for each tunnelling feature
service the availability of that interface feature and the possible conditions.

If a tunnelling feature service is transported over an unknown communication channel ID, then this
shall be ignored.

If an unknown or not supported interface feature is addressed in the TUNNELLING_FEATURE_SET
or TUNNELLING_FEATURE_GET then the tunnelling server shall respond with the return code E_
ADDRESS_VOID and the field feature value shall be omitted.
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5.4.4 Frame structures

5.4.4.1 General

All KNXnet/IP frames have a common header, consisting of the protocol version, length information,
and the KNXnet/IP service type identifier.

5.4.4.2 Common constants

Refer to 5.1 “Overview” for a list of valid KNXnet/IP common constants.

5.4.4.3 Common error codes

Refer to 5.1 ['Overview” for a list of valid KNXnet/IP common error codes.
5.4.4.4 KNX telegram tunnelling

5.4.4.4.1 (eneral

KNXnet/IP funnelling is initiated by establishing a KNXnet/IP tunnelling connection from the KNXnet/
IP client, forfexample ETS, to the KNXnet/IP server. Refer to 5.2 “Core” for details.

5.4.4.4.2 KNXnet/IP services

The following table 29 lists all valid KNXnet/IP service types for KNXnet/IP tunnelling.

Table 29 — Tunnelling KNXnet/IP:service type identifiers

Service name Code V. Description
TUNNELLING_REQUEST 0420h 1 Used for sending and receiving single KNX tel-
egrams between KNXnet/IP client and sefver.
TUNNELLIN[G_ACK 0421h 1 Sent by a KNXnet/IP device to confirm the
reception of the TUNNELLING_REQUEST.
TUNNELLING_FEATURE_GET 0422h 2 Used by the KNXnet/IP tunnelling client tp

read out the value of a feature from the KNX-
net/IP tunnelling server.

TUNNELLING_FEATURE_RESPONSE 0423h 2 Used by the KNXnet/IP tunnelling server fo
respond to a feature set or gotten by the {NX-
net/IP tunnelling client.

TUNNELLING_FEATURECSET 0424h 2 Used by the KNXnet/IP tunnelling client t
set the value of a feature of the KNXnet/I
tunnelling server.

TUNNELLINGCFEATURE_INFO 0425h 2 Used by the KNXnet/IP tunnelling server fo

frformm the KNXTet/ TP tunmetting ctienton a
value of an interface feature.

o

5.4.4.4.3 Connection type
The connection type value for the connection type TUNNEL_CONNECTION shall be 04h.

Refer to 5.2 for more details.

5.4.4.4.4 Connection Request Information (CRI)

The basic Connection Request Information (CRI) contains the requested Tunnelling KNX layer, see
Figure 47.
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4=T =Gt =5t =l =3+ =2—F=1—4=0—t =T 4= 6= +=5—t—d = -3—F=2=+=1—F+-0—+

| Structure Length | TUNNEL_CONNECTION

| (1 octet = 04h) | (1 octet = 04h) |
B s s e e e e el T S
| KNX Layer | reserved

| (1 octet) | (1 octet) |

e e Et S St B T

Figure 47 — Tunnelling CRI binary format

The KNXnet/IP tunnelling server assigns to the tunnelling connection an arbitrary individual address
from the pool of available IAs upon connecting and returns to the client which IA its requested

tunnelling connection will use this time.

5.4.4

In K}
Indiy
thel

The
layer

connlection, see Figure 48 and Tables 30 and 31.

NOTH
want

4.5 Extended Connection Request Information (Extended CRI)

X data security, a secure device holds the [As of its trusted communicationpartners in
idual Address Table. Therefore, it is necessary that the tunnelling client gets precise
A that is used for its tunnelling connection.

Extended Connection Request Information (CRI) shall contain:the requested tun
and the IA that the client requests to be used on the field meédium for the requeste

It is not possible for the tunnelling client to enter a “don’t\care” value for the IA. If the tur
5 to open a tunnelling connection without requesting any. specific 14, it has to use a basic CRI.

4T 46t =5 A=At =3t =2 =Lt = O+ =T 56—+ =54+ -3+ -2—+-1-+-0—+

| Structure Length | TUNNEL CONNECTION

| (1 octet = 06h) | (1 octet = 04h)

B et e e e el
| KNX Layer | reserved

| (1 octet) | (1 octet)

B s S e e T s s ST e A e
| Individual Address |

| (2 octets) |
Bt e e e e e et e e t T e

Figure 48*— Tunnelling extended CRI binary format

Table 30 — Tunnelling KNX layers

its Security
control over

nelling KNX
d tunnelling

nelling client

Congtant name Value V. Description

TUNNEL_LINKLAYER 02h 1 Establish a link layer tunnel to thie KNX
network.

TUNNEL_RAW 04h 1 Establish a raw tunnel to the KNX|network.

TUNNELSBUSMONITOR 80h 1 Establish a busmonitor tunnel to the KNX
network.

Table 31 — Tunnelling CONNECT_ACK error codes

Error constant Value V. Description

E_NO_ERROR 00h 1 The message was received successfully.

E_TUNNELLING_LAYER 2%9h 1 The requested tunnelling layer is not support-
ed by the KNXnet/IP server device.

5.4.4.4.6 Connection Response Data Block (CRD)

The Connection Response Data Block (CRD) contains the KNX individual address assigned to this
tunnelling connection, see Figure 49.
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+=T 4= G=F=5—d= At =3 4=2 ==L ot=0=F=T—+=G=+=5—F=dmt=3—+-2—+-1-+-0—+

| Structure Length | TUNNEL_CONNECTION
| (1 octet = 04h) | (1 octet = 04h) |
e s s e e ittt st e e

| KNX Individual Address
| (2 Octets)

i R T T et st S e Tt Rt

Figure 49 — Tunnelling CRI binary format

5.4.4.4.7 Connection header

The tunnelljng connection header binary format is shown in Figure 50.

5.4.4.4.8 TUNNELLING_REQUEST
The TUNNELLING_REQUEST frame binary format is shown in Figure 51.

KNXnet/IP header

| HEADER SIZE 10 | KNXNETIP VERSION
| (06h) | (30h)

| TUNNELING REQUEST
| (0420h)

| HEADER SIZE_10 + sizepf (Connection Header) +
| sizeof (cEMI Frame)

KNXnet/IP body
Connection header

CEMI frame

=T =+=6=+-5—+—4=+=3—+=2—+=T1—+-0—+=T—+=6=+-5-+—4—+=-3—+-2-+-1—+-0—+

| Structure Length | Communication Channel ID |
| (1 octet) | (1 octet) |
B e e e e et e et e R
| Sequence Counter | reserved

| (1 octet) | (1 octet) |

T U Y PR S, TS, Py F., S ") " i, J e p—GOm

Figure 50 — Tunnelling connection header binary foermat

+=T=+=6-+=-5-4+-4-+-3-+-2-+-1-+-0—+-T—+-GA+-5-+-4—+-3-+-2—+-1-+-0-+
4= 4= Gt =5—t—ldmt=3—F =241 +— 0= 7% =G +-5—F-4—+-3-+-2-+-1—+-0—+
+=T=+=6-+=5-+—4-+-3-+-2—+-15k0-+-T-+-6-+-5-+-4—+-3—+-2—+-1-+-0-+

s R A e S e T T Satet e B S

+=T=+=6-+=-5-+-B-Y+3-+-2—+-1-+-0-+=T—+=-6-+-5-+-4—+=-3-+-2-+-1—-+-0-+

| Structure-l.éngth | Communication Channel ID |
| (1 octeb) | (1 octet) |
B i e e e e e e e
| Sequerice Counter | reserved |
| (1l%octet) | (1 octet) |

AP 6+ —5 =43+ =241 —+=0—+=T—+=G—F=5—F—d=+=3—+—2—+—1—+-0—+

=T === =5—t—d =t =3+ =2+ =140t =T—+=6—F=5—F—d=+=3—+—-2—+—1—+—-0—+

| Message Code | Additional Info Length
! (1 octet = 08h) ! (1 octet) !
B s sttt e e et S e e

| Additional Information
| (optional, variable length)

s S st S et T

| Service Information
| (variable length)

s S s At T s ettt

Figure 51 — TUNNELLING_REQUEST frame binary format

5.4.4.4.9 TUNNELLING_ACK

The TUNNELLING_ACK frame binary format is shown in Figure 52.
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KNXnet/IP header
+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP VERSION
\ (06h) | (10h) |
+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+
| TUNNELING_ACK |
| (0421h) |
+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-+-1-+-0-+
| HEADER SIZE_10 + sizeof (Connection Header) |
\ \

B L e At e e

KNXnet/IP body
Connection header

S Sy Uy Sy Uy S U ] G S QU Sy, JUI Sy RN Su o PNy Sty JUY Uy ~quigs S © Uy uny; U Syt QU Sy QU Sy (s sy g pug
| Structure Length | Communication Channel ID |
| (1 octet) | (1 octet) |
B s sttt e e e e e e el
| Sequence Counter | Status |
| (1 octet) | (1 octet) |

+-T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1#+-0—+

Figure 52 — TUNNELLING_ACK frame binary fermat

5.4.4.4.10 TUNNELLING_FEATURE_GET
The TUNNELLING_FEATURE_GET frame binary format is shawivin Figure 53.

KNXnet/IP headex
=T =64 =5-+=4—+-3-4+ -2+ =1 -+-0-+=T7—+=64-5-4-4—+-3-+-2-+-1-+-0-+
| HEADER SIZE 10 \ KYXNETIP_VERSION
[ (06h) [ (10h)
=T === =5-+=4-+-3-4+-2-+-1-+-0=h-T-+=6-+-5-4-4—+-3-+-2-+-1-+-0-+
| TUNNELLING FEATURE_GET
| (0422h) |
=T === =5-+=4—+-3-4+ -2+ -1 F-0-+=T—+=6-+-5-+-4—+-3-+-2-+-1-+-0-+
I HEADER SIZE_10 + siz&of(KNXnet/IP body)
[ [
B e e T e e Rt T e

KNXnet/IP body
connection header
+-T—+—6-+-5AU=2+-3-+-2—+-1-+-0-+-7—-4+-6-+-5-+-4—+-3-+-2-+-1-+-0-+

| Structure /Length | Communication Channel ID

| (1 octet) | (1 octet)

B s At e B e e ettt T e e e
| Sequence Counter | reserved

| (1 octet) | (1 octet)

¥+ —-6-+-5-4+-4-+-3-+-2—+-1-+-0-+-7—-4+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
Feature service

e

| Feature Identifier | reserved

| (1 octet) | (1 octet)

+-7-+-6-+-5-4+-4-+-3-+-2—+-1-+-0-+-7-4+-6-+-5-+-4—+-3-+-2-+-1-+-0-+

Fignrn 53 — TUNNELIL INC_FF AT"DF_EFT frame hinnry format

5.4.4.4.11 TUNNELLING_FEATURE_RESPONSE

The TUNNELLING_FEATURE_RESPONSE frame binary format is shown in Figure 54.
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KNXnet/IP header

+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
|  HEADER SIZE_10 \ KNXNETIP_ VERSION |
\ (06h) \ (10h)
+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
| TU'N'NELLING_FEATURE_RE SPONSE |
| (0423h) |
+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
\ HEADER SIZE 10 + sizeof (KNXnet/IP body) |
\ \
B s st R e e e
KNXnet/IP body

connection header
P Sy N Sy QU Sy P Sy PN Sy U Spugy U PR | PR Sy U SP U S U gy (U S P Sy U Sy ey gy g g
| Structure Length | Communication Channel ID
| (1 octet) | (1 octet) |
B s st R e e e
| Sequence Counter | reserved
| (1 octet) | (1 octet) |

+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
Feature service

B s st R ettt R S o
| Feature Identifier | Return Code

| (1 octet) (1 octet) |
+-7—+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-4+-3-+-2-4 -\ -0+
| Feature Value

| (n octets) |
+-7—+-6-+-5-+-4—-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4—4+-3~L-+-1-+-0-+

Figure 54 — TUNNELLING_FEATURE_RESPONSEframe binary format

5.4.4.4.12 TUNNELLING_FEATURE_SET
The TUNNELLING_FEATURE_SET frame binary formatis shown in Figure 55.

KNXnet /TP header

—7—+-6-+-5-+-4-+-3-+-2-+-1-+%0=+-T-+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
HEADER SIZE 10 \ KNXNETIP_ VERSION |
(06h) | (10h)

+
\
\

+-7-+-6-+-5-+-4—-+-3-+-2+-T-+-0-+-7-4+-6-+-5-+-4—-4+-3-+-2-+-1-4+-0-+
|  TUNNELLING FEATURE\SET \
| (0424h) |

+-7—+-6-+-5-+-4—t~NH-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
| HEADER_SIZE_lO + sizeof (KNXnet/IP body)

\ \
B s s S e s st e e
KNXnet/IP body
connection header
+-T7-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+

| Structure Length | Communication Channel ID

| (1 octet) | (1 octet) |
i i e S bt T e e e
| Sequence Counter | reserved

| (1 octet) | (1 octet) |

Feature service

B s s e i S e it
| Feature Identifier | reserved

| (1 octet) | (1 octet) |
+-7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+
| Feature Value

| (n octets) |
+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+

Figure 55 — TUNNELLING_FEATURE_SET frame binary format

5.4.4.4.13 TUNNELLING_FEATURE_INFO
The TUNNELLING_FEATURE_INFO frame binary format is shown in Figure 56.
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KNXnet/IP header
+=T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| HEADER SIZE_ 10 | KNXNETIP_VERSION
| (06h) | (10h)
+=T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| TUNNELLING_FEATURE INFO
| (0425h) |
+=T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| HEADER SIZE 10 + sizeof (KNXnet/IP body)
| |

et e et st e e sttt L

KNXnet/IP body
connection header
By A gy QU gy [ Sy, QU Sy U Sy (U NP PU Sy U SR AU S U Sy [ e U gy QU S [y gy g gy

| Structure Length | Communication Channel ID |
| (1 octet) | (1 octet)

B et e s e At el
| Sequence Counter | reserved

| (1 octet) | (1 octet)

+-7—+-6-+-5-4+-4—-+-3-+-2-4-1-+-0-+-7-4-6-+-5-+-4-4+-3-+-2-+-14-9-+
Feature service

B et e e ettt e o
| Feature Identifier | reserved

| (1 octet) | (1 octet)
+-7—+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4 -+ NM2-+-1-+-0-+
| Feature Value

| (n octets) |
+-7—+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5 =~ +-3-+-2-+-1-4+-0-+

Figure 56 — TUNNELLING_FEATURE_INEO frame binary format

5.4.4.4.14 Interface feature overview

The interface feature overview is given in Table\32.

Table 32 ~~Interface feature overview

Feature -
idéntifier Feature name Description Data length
01 Supported EMI type Getting the supported EMI type(s) 2 octefs (By¢)
02 Host Device Device Getting the local device descriptor type 0 2 octets
Descriptor-Type 0 for possible local device management. (U,U,4,U,)
03 Bus connéction status Getting and informing on the bus 1 bit (B,)
connection status.
04 KNX Manufacturer Code Getting the manufacturer code of the 2 octefs (Uyg)
Bus Access server.
05 Active EMI type Getting and setting the EMI type to use. 1 octef (Ng)
06 Interface Individual IA used by the Bus interface 2 octets (Uyg)
Address
07 Max. APDU Length The maximal APDU-length that can be 2 octets (Uyg)
transported over this KNXnet/
[P tunnelling connection.
08 Interface Feature Info Control the use of the info feature 1 bit (B;)
service Enable service by the interface.

5.4.4.4.15 Tunnelling information DIB

The tunnelling information DIB (see Figure 57) shall be a variable length DIB (depending on the amount
of tunnelling slots the server can manage) that consists of a list of 4 octet elements each containing the
2 octet individual address and 2 status octets.
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+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-4+-0-+
| Structure Length | Description Type Code

| (1 octet) | (1 octet) = 07h |
+-7-+-6-+-5-+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—-4+-3-+-2-+-1-+-0-+
| APDU-length for bus access

| (2 octets) |
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Tunnelling Slot 1 Information

\

(4 octets) \
R T +
| Tunnelling Slot 2 Information (optional)
\ (4 octets)
Fm — — — — — m m m - — — - - - — — — m m — — — — - - - - == +
\ \
| |
B T +

Figure 57 — Tunnelling information DIB

APDU-lgngth for bus access:

This shall be the maximal APDU-length that the Tunnelling Interface suppdrts for bus access} The
value of this field shall equal the value of PID_MAX_INTERFACE_APDUEENGTH (PID 68) in the
cEMI sefver object.

Tunnelljng slot information:

Each tupnelling slot information shall be structured as follows.in Figure 58.

octet 4 3 5 octet 1
(MSB) octet octet (LSB)
Individual Address Status

Figure 58 — Tunnelling slot information

Individyial address (octet 4 MSB andectet 3):
This shall be the individual address that is currently assigned to the tunnelling slot.
Status (pctet 2 and octet 1 LSB):

This octet shall describe the current state of the tunnelling slot, see Figure 59.

Bit Nr: 15|14|13(12(11(10({9 (8 |7 |6 |5 |4 |3 |2 |1
Meaning | r |(r |r|r|r|r|r|r|r|r|r|r|r
Value 111111111 |1)1|1|1

Figure 59 — Tunnelling slot status

NOTE The encoding of the fields F, U, A and the reserved bits is chosen so that if all bits are set, the
tunnelling slot is usable.

Bit 15 to bit 3:

These fields are reserved. The server shall set these fields to 1.

Bit 2: Usable (U):

This bit shall indicate whether this tunnelling slot is currently usable or not.
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— Mandatory criterion:

[fatleast one other tunnelling slotis occupied and has the same individual address as this tunnelling
slot, then this bit shall be cleared.

— Implementation specific criteria:

If the Tunnelling Slot is not available because of one or more implementation specific criteria, then
this shall be signalled in this field.

— Encoding:

+ U This slotis not usable.

1+ 1: This slot is usable.

— Bit 1: Authorised (A):

This bit shall give indications about the authorisation of this tunnellingslot.

f this tunnelling information DIB is sent from a server to a client during a KNX [P sedure session,
hen the server shall in this bit indicate whether the client would be'authorised to use the tunnelling
lot or not.

7= Sy

+ 0: The client would not be authorised.
+ 1: The client would be authorised.

— If this tunnelling information DIB is sent outside@KNX IP secure session, then the sefver shall in
this bit indicate whether this tunnelling slot requires authorisation or not.

+ 0:authorisation is required.

— 1: no authorisation is required.
— Bit 0: Free (F):

This bit shall indicate whether'this tunnelling slot is currently free or not.
+— 0: This slot is not freée.

+ 1: This slot s free.

— SJupport in messages:

Table 33 gontains the requirements on the inclusion of the tunnelling information DIB.

Table 33 — Requirements on the inclusion of the tunnelling information DI|B

Message Fummetting informationbiB
SEARCH_RESPONSE Not allowed
SEARCH_RESPONSE_EXTENDED As specified in core
DESCRIPTION_RESPONSE Not allowed

5.4.5 Minimum profiles

This clause provides information on the minimum requirements, see Table 34.
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Table 34 — Support matrix

Service name

Sent from... to...

Implementation is

TUNNELLING_REQUEST

Client — server
(L_Data.req, M_Reset.req)
Server — client

(L_Data.con, L_Data.ind)

M

TUNNELLING_REQUEST

Client - server

(L_Raw.req)

Server - client

(L_Data.con, L_Data.ind)

TUNNELLING_ACK

Client — server

Server - client

5.5 Routing

5.5.1 Use|

"Routing" describes a point-to-multipoint standard protocol for routing between KNX devices, dalled
KNXnet/IP fouters, over an [P network.

5.5.2 KNXnet/IP routing of KNX telegrams

5.5.2.1 Géneral

KNXnet/IP [routing is defined as a set of KNXn€t/IP routers communicating over a one-to-many
communication relationship (multicast), in whjch-KNX data is transferred from one device to ope or
more other |devices simultaneously over andR:etwork. A set of KNXnet/IP routers can replace|KNX
line- and backbone couplers and connected~main lines respectively backbone lines, allowing ysage
of existing [cabling (e.g. Ethernet) and faster transmission times (and simultaneousness) betyveen
KNX subnets. The [P network acts ag a)fast backbone that connects KNX subnets and is a high-speed
replacement for the KNX backbone.
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In Figure 60, a part of a KNX network is displayéd: Every KNX device ("device", line

back
use

mas}
subn|

A grd
filter
Deps
retrg
less 4

EXAN
coup]
coup]
trang

Area Line
Area Area
Coupler Coupler
1.0.0 2.0.0
4/1/1 4/1/1
| Main Line 1 | Main Line 2
Line Line Line Line Line
Coupler Coupler Coupler Coupler Coupler
110 120 120 210 220
4/1/1 4/1/1 5/2/1 4/1/1
5/2/1
|| Device || Device || Device || Device ' Device
1.11 1.2.1 1.3.1 2.1.1 2.2.1
4/1/1 5/2/1 5/2/1 6/3/1 4/1/1
| | Device Device || Device | |[Device Device
1.1.2 1.2.2 1.3.2 2.1.2 2.2.2
4/1/1 5/2/1 6/3/1

Figure 60 — KNX group telegram routing

bone coupler) has its unique KNX individual address that reflects the bus topology. Co
f this correlation when filtering telegrams-in point-to-point communication mode, u
L defined by their own KNX individual address and telegram direction (from hierarch
etwork to hierarchically higher subnetwork or vice versa).

up telegram sent by a KNX devide is passed through the network from coupler to coupl
tables and/or routing rules allow the telegram to pass) until it reaches the targ
nding on bus topology andKNX group address usage, it may take multiple couplers to|
nsmit a group telegramruntil it reaches all targets; the same occurs for point-to-point
ind connection-oriented telegrams, only there is exactly one target device.

PLE A group-telégram (on group address 4/1/1) transmitted by device 1.1.1 is retr
er 1.1.0 on maimline 1.0, then by coupler 1.2.0 on its line and by coupler 1.0.0 on the back
er 2.0.0 on mdjinine 2.0 and finally by coupler 2.2.0 on its line 2.2, which makes a total of fiv

coupler and
uplers make
sing a filter
ically lower

er (provided
et device(s).
receive and
connection-

insmitted by
bone line, by
P consecutive

missions (the-sixth one is handled at the same time as another transmission and is not countedl here).
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In Figure 61

are all connected to the same IP network. Every telegram from a subwetwork that matches the
5 KNXnet/IP router is encapsulated in an [P datagram and'transferred to the IP network. All
outers connected to the IP network will receive the‘datagram simultaneously and, whien in
br criteria are matched, transmit the KNX telegranito their subnetwork.

criteriain it
KNXnet/IP i
turn the filt

Compared 4
1.1.1 is put
2.2.0 on the
these transi

KNXnet/ IIP KNXnet/ IIP KNXnet/ IIP KNXnet/ IIP KNXnet/ IIP IP
Router ————— Router————— Router——————- Router ————— Router-————
1.1.0 1.2.0 1.3.0 2.1.0 2.2.0
4/1/1 4/1/1 5/2/1 4/1/1
5/2/1
|| Device Device || Device || Device || Device
111 121 131 211 221
4/1/1 5/2/1 5/2/1 6/3/1 4/1/1
|| Device Device || Device || Device || Device
1.1.2 1.2.2 1.3.2 2.1.2 2,272
4/1/1 5/2/1 6/3/1

Figure 61 — KNXnet/IP group telegram routing

o the example above: a group telegram (on.group address 4/1/1) transmitted by d
pn the [P network by KNXnet/IP router 1.150 and finally by KNXnet/IP routers 1.2.(
r respective subnetworks, which makes-a total of three consecutive transmissions. One of
nissions is over the IP backbone and.therefore very fast.

, the same KNX devices as in Figure 60 are connected to KNXnet/IP routers, which in|turn

filter

bvice
and
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— IP Network
1 1 1
KNXnet/IP KNXnet/IP KNXnet/IP [P
— Routerr————F~—————1 Routerr ——————————- Router—————
1.1.0 2.0.0 230 | KNX
5/5/1 4/1/1 4/1/1
5/5/1
| Main Line 2
1) Device || Device
1.1.1 2.3.1
Line Line
Coupler Coupler 4/1/1
2.1.0 2.2.0
| | Device 5/5/1 4/1/1 || Device
1.1.2 2.3.2
5/5/1
Device || Device
2.1.1 2.2.1
5/5/1 4/1/1
Device || Device
2.1.2 2.2.2

Figure 62 — Mixed topology (undesired subnetwork addressing)
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Figure 62 shows a mixed topology of I[P and KNX network. One KNXnet/IP router couples a KNX main
line to the IP network; others couple KNX lines. It should be noticed that one of the KNX lines would
normally be located below the KNX main line, but it is coupled to the IP network directly.

Considering a telegram in point-to-point (connectionless or connection-oriented) communication mode
sent by device 2.2.1 targeting device 2.3.2, which is routed by line coupler 2.2.0 to the KNX main line
2, router 2.0.0 would normally not expect to route this telegram over IP. Or, reversed, for a telegram
in point-to-point communication mode sent by device 1.1.1 targeting the same device 2.3.2, which is
routed by router 1.1.0 to IP, router 2.0.0 would normally expect the target device to be located down its
own KNX route and therefore transmit it to KNX main line 2, where it is, in this example, not needed.

The mixed oporogy-ts—atrestrtortneaenanatouse FS-arastoacrkpore—totareasmte advantage
of the fast [P network transmission as possible, most KNX lines should be attached digeetly (by use of
a KNXnet/IP router) to the IP network. As KNX end devices can also be connected to. KNX main lines, it
shall|be possible to attach the latter to the IP network as well. As a result, to maintain/standlard routing
of tglegrams in point-to-point connectionless and connection-oriented communication| mode (and
routing filter table computation) ETS address assignment rules have to be extended.
Figure 63 shows a mixed topology of desired subnetwork address assignment.
— [P Network
1 1 1
KNXnet/IP KNXnet/IP KNXnet/IP [P
— Routerr——————————+ RouterF———————— Router—————
1.1.0 2.0.0 330 | KNX
5/5/1 4/1/1 4/1/1
5/5/1
| Main Line 2
|| Device || Device
1.1.1 3.3.1
Line Line
Coupler Coupler 4/1/1
2.1.0 2.2.0
|| Device 5/5/1 4/1/1 || Device
1.1.2 3.3.2
5/571
|| Device || Device
2.1.1 2.2.1
5/5/1 4/1/1
|| Device || Device
2.1.2 2.2.2

- 3 e oy {desiretsul N . j

ETS shall implement the following rules for address assignment to KNXnet/IP devices.

A KNXnet/IP router shall not be assigned to a KNX line coupler address (x.y.0) if the KNX backbone
coupler address (x.0.0) is already assigned to another KNXnet/IP router or if one or more KNX line
couplers are already assigned to a KNX line coupler address (x.y.0), where y = [1 to 15]. A KNXnet/
[P router shall not be assigned to a KNX backbone coupler address (x.0.0) if one or more KNXnet/IP
routers are already assigned to a KNX line coupler address (x.y.0), where y = [1 to 15].

These rules ensure proper routing of KNX telegrams with KNXnet/IP routers.

© IS0 2019 - All rights reserved 81


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

Any KNXnet/IP device may be assigned to the KNX individual addresses in the range [(0.0.1) to
(0.0.255)]. These KNXnet/IP devices shall implement KNXnet/IP routing as the standard means of
communication even though these KNXnet/IP devices are not KNXnet/IP routers.

5.5.2.2 IP Multicasts

The one-to-many relationship requires IP multicasts to use a connectionless transport protocol. Every
KNXnet/IP router shall therefore support UDP/IP multicasts. Successful transmission of data from
one router to another is not guaranteed, but on IP networks data loss is extremely unlikely. KNXnet/
IP routers shall use IGMP (Internet Group Management Protocol) to inform local I[P multicast routers of
the new multicast address user (IGMP v2 Membership Report), allowing KNXnet/IP routing datagrams

tocrossIPr

By setting {
datagram c
result, the K
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the IP netw
membershij

A sequence
KNXnet/IP §

5.5.2.3 Routing

5.5.2.3.1
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In those cases, KNXnet/IP routers of separate installations shall use different KNXnet/IP routing
multicast addresses.

The KNXnet/IP routing multicast address denotes the KNX (TP, RF, or PL) installation a KNXnet/IP
router is assigned to.

A KNXnet/IP router may support routing from one KNX (TP, RF, or PL) installation to another.

5.5.2.3.3 Hardware requirements

As every KNXnet/IP router receives every routing datagram, a KNXnet/IP router should be able to
handle the theoretical maximum IP media traffic, mostly depending on the used physical layer.
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5.5.2.3.4 Lost message handling

Depending on the configuration, a KNXnet/IP router could receive more messages from the LAN than it
can send to the KNX subnetwork. This can lead to an overflow of the LAN-to-KNX queue and subsequent
loss of a KNXnet/IP message because it could not be transferred from the network buffer to the queue.

In this event, the PID_QUEUE_OVERFLOW_TO_KNX property value shall be incremented and a
ROUTING_LOST_MESSAGE notification shall be multicast to the KNXnet/IP routing multicast address.

This notification allows a central supervising entity to log the routing traffic and determine potential
problems with the system network design.
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.3.5 Flow control handling
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Figure 64 — Flow control with ROUTING_BUSY

Device sending ROUTING_BUSY:

If the incoming queue (e.g. KNX IP to KNX TP1) of a KNXnet/IP router or KNX IP device exceeds the
number of datagrams that can be processed (e.g. sent to the local KNX subnetwork by a KNXnet/

[
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time ¢t,,. The default value for ., .ss should be 100 ms and may be greater than 100 ms. ¢, should
resemble the time required to empty the incoming queue.

The value of t, used by a device shall be stored in property PID_ROUTING_BUSY_WAIT_TIME. t,,
shall be at least 20 ms and shall not exceed 100 ms.

The ROUTING_BUSY frame shall contain the routing busy control field. By default this routing busy
control field shall be set to 0000h. This default value requires all KNX/IP devices and KNXnet/IP
routers to act upon receiving the ROUTING_BUSY frame.

The threshold for sending a ROUTING_BUSY frame with the individual address from the last
ROUTING_INDICATION frame should he set at five messagesin the incoming quene

NOTE 1| Therecommended values are based on a system simulation assuming that up to 255 devicéeq send
50 ROUTING_INDICATION datagrams per second.

The threshold for sending a ROUTING_BUSY frame to all KNX/IP devices and KINXnét/IP ropiters
should be set at ten messages in the incoming queue.

The incpming queue should be able to hold at least 30 messages.
Device receiving ROUTING_BUSY:

Any KNK IP device and KNXnet/IP router shall stop sending ROUTING_INDICATION frames as|soon
as it redeives a ROUTING_BUSY frame for the time ¢,, with a routing’busy control field set to 0Q00h.
This is Where the ROUTING_BUSY frame acts as general flow centrol.

If another ROUTING_BUSY frame is received before the tithe t, has elapsed, the resulting tirpe t,,
shall be determined by the higher value of the remaining time of a previous ROUTING_BUSY and
the valye t,, received with this last ROUTING_BUSY.

A KNX [P device or KNXnet/IP router may resume sending after the wait time ¢, has expired and
an addifional random wait time ¢.,,4,, has passed. For an individual device the total time ffrom
receiving the ROUTING_BUSY to resuming.§ending shall be calculated with Formulae (1) and (|2):

w ,togal = tw +trandom (1)

t 0...1] -N-50ms;{0<t <N-50ms} (2)

randpm [ random random

The ad$itional random¢cwait time t., 4om Shall be derived from a random real number in the
range [(...1] multiplied by 50 ms to transmit and process a datagram times N. N is defined als the
number|of ROUTING<BUSY frames received in a moving period. N shall be incremented by one|with
each RQUTING_BUSY frame received after 10 ms have passed since the last ROUTING_BUSY and

decremented by*0One every t 4 = 5 ms after ¢, has elapsed. Use Formula (3) to calculate
t

slowduration

slowdurdtion™

NOTE 2 Thc VCl}blC 10 IITS dSSUIIITS that illLUlll;lls ROUTIP‘TG BUS‘I’ datasl dIilrlS drvc llUt duc tU AlctWOrk
delays past 10 ms after the first ROUTING_BUSY is received. This avoids incrementing the counter N because
more than one device exceeds the buffer trigger for sending ROUTING_BUSY at the same time.

t =N-100ms (3)

slowduration

The ROUTING_BUSY frame allows a central supervising entity to log the routing traffic and
determine potential problems with the system network design.

If the ROUTING_BUSY frame contains a routing busy control field value not equal to 0000h then
any device that does not interpret this routing busy control field shall stop sending for the time .
In this case, the rules for the general flow control also apply.
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5.5.2.4 IP system broadcast

5.5.2.4.1 General

KNX employs a system broadcast to reach all devices within a KNX (TP, RF, or PL) system for system

management purposes.

The IP system broadcast fulfils the same purpose for communication over IP networks.

5.5.2.4.2 [P system broadcast frame

An IP system broadcast frame shall be identified by KNXnet/IP service type ROUTIN
BROADCAST (0533h). ROUTING_SYSTEM_BROADCAST frames shall always be senthon
setup multicast address. Even if secure routing is enabled, a ROUTING_SYSTEM_BROADCA

— The message code shall be L_Data.ind.

— The SB bit (bit 4) in the cEMI control field 1 as specified in Anhex D shall be set to (
dlready designates system broadcasts on open media.

— The destination address type bit (bit 7) in the cEMI control field 2 shall be 1, and the
address shall be 0 (broadcast).

— If the cEMI message is an S-A_Data-PDU, S-A_SyneJRequest-PDU or S-A_Sync_Respor
$BC bit in the Security Control Field (SCF) shall be'set to 1.

A refeiver shall ignore ROUTING_SYSTEM_BRQADCAST frames not received on the sy
multjcast address or containing a cEMI message not fulfilling these conditions.

A sender shall not set these fields to values not fulfilling these conditions.

5.5.2.4.3 Handling IP system broadcasts in KNXnet/IP routers

he handling of systém broadcasts shall depend on the “IP System Broadcast Routing |
NXnet/IP router.

b) Routing fromrTP1 to IP:

G_SYSTEM_
the system
ST shall not

. This value

destination

se-PDU, the

rstem setup

Mode” of the

eceived TP1
n broadcast

— A _DomainAddressSerialNumber Write-PDU with 4 octet Domain Address

= 11 (PID_

— S-A_Sync_Request-PDU with the SBC bit in the Security Control Field (SCF) equal to 1 and the

tool access (T) bit in the Security Control Field (SCF) equal to 1.

— S-A_Data-PDU with authentication and confidentiality and with the SBC bit in the Security
Control Field (SCF) equal to 1 and the tool access (T) bit in the Security Control Field (SCF)

equal to 1.

Even if secure routing is enabled, this ROUTING_SYSTEM_BROADCAST shall not be wrapped in a

SECURE_WRAPPER.
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Even if the KNXnet/IP router supports only IP system broadcast but does not support security itself
it still shall handle the indicated S-A_Sync_Request-PDUs and S-A_Data-PDUs as specified above.

If the IP system broadcast routing mode of a KNXnet/IP router does not have the value “Enable”,
or if a received TP1 broadcast frame does not match the above rules, it shall be forwarded to IP
according to the normal routing handling.

c) Routing from IP to TP1:

If the IP system broadcast routing mode of the KNXnet/IP router has the value “Enable”, a received
[P system broadcast frame with the contained cEMI message matching one of the following rules

shall be,

forwarded to TP1 as broadcast

— A S
(P11
Fiel

— S-A
too

Ifthe IP
receive(

d) hop_coy

The har
broadcd

e) Handlin
If the I

ystemNetworkParameter_Response-PDU with object_type = 0 (Device Object),.PID

d (SCF) equal to 1.

access (T) bit in the Security Control Field (SCF) equal to 1.

system broadcast routing mode of a KNXnet/IP router does not have the value “Enable”,
| IP system broadcast frame does not match the above rules, it shall not be forwarded to

nt:

g in the KNXnet/IP router’s own management server stack:

=11

D_SERIAL_NUMBER) and operand = 01h and the tool access (T) bit in the Security Control

| Sync_Response-PDU with the SBC bit in the Security Control Field (SCE) equal to 1 and the

rifa
TP1.

dling of the hop_count field as specified in Annex D shall apply also for the special syjstem
st routing cases for routing from TP1 to IP and for routing from IP to TP1 described alpove.

system broadcast routing mode of a KNXnet/IP router does not have the value “Enalle”, a

receivedl IP system broadcast frame from the IPyside shall — in addition to the routing behayiour

as speci
device (|

5.5.2.4.4

a) General

This subclay
b) Handlin

5.5.2.4.4).

Handling system broadcasts.ini IP end devices

Ise is also applicable-te’the management aspect of KNXnet/IP routers.

g in data link layet:

fied in 5.5.2.4.3 c) — be handled by-.the’KNXnet/IP router in the same way as by an I end

If the KNXanldet/IP server receives an [P system broadcast frame, the frame shall be passed gs L_

SystemBro
multicast ad

cast.ind\to the local network layer independently of the configured KNXnet/IP ro
dressyéven if secure routing is enabled.

c¢) Handlin

oin management:

iting

1) Communication mode:

Regarding the reaction to the frames specified in the following clauses, the management server
shall handle IP system broadcast frames as defined in 5.5.2.4.2 and broadcast frames in a
uniform way. In this clause, “broadcast frame” shall mean:

— if routing security is not enabled in the management server: a ROUTING_INDICATION, or

— ifroutingsecurityis enabled in the management server:a SECURE_WRAPPER encapsulating

a ROUTING_INDICATION

and sent on the routing multicast address and containing a broadcast cEMI message; i.e. a cEMI
message with all of the following properties:
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the message code is L_Data.ind;

the SB bit (bit 4) in the cEMI control field 1 as specified in Annex D is 1;
address shall be 0 (broadcast).
PDU, the SBC bit in the Security Control Field (SCF) is 0.

NOTE
variables, but can have the same value.

the destination address type bit (bit 7) in the cEMI control field 2 is 1, and the destination

If the cEMI message is an S-A_Data-PDU, S-A_Sync_Request-PDU or S-A_Sync_Response-

The routing multicast address and the system setup multicast address are two different

)

Any response shall be sent in the same communication mode as the request.
A_SystemNetworkParameter_Read/A_NetworkParameter_Read:

If the cEMI message contained in an IP system broadcast frame
SystemNetworkParameter_Read-PDU with object_type = 0 (DeviCg Object), PID|
SERIAL_NUMBER) and operand = 01h, the management servef shall respond w
serial number if its programming mode is “enabled”. The response shall be sent ¢
broadcast.

If the cEMI message contained in a broadcast frame~is~an A_NetworkParametg
with object_type = 0 (Device Object), PID = 11 (PID/SERIAL_NUMBER) and ope
the management server shall respond with its KNXiserial number if its programmn
“enabled”. The response shall be sent as broadcast:

S-A_Sync_Request:

is an A_
= 11 (PID_
rith its KNX
1s [P system

r_Read-PDU
rand = 01h,
ling mode is

If the cEMI message contained in an IPsystem broadcast frame or broadcast franpe is an S-A_

Sync_Request-PDU, the management, server shall respond with an S-A_Sync_Re
The response shall be sent in the same communication mode as the request.

A_DomainAddressSerialNumber Write:

If the security mode in the.management server is not enabled and the cEMI messag
in an [P system broadcast frame or a broadcast frame is an A_DomainAddressSe
Write-PDU with 4 octet domain address, the management server shall set its KNXne
multicast address_(PID_ROUTING_MULTICAST_ADDRESS) to the 4 octet domain &
management.-client shall wait 1 s before assuming that the management server
process of acceépting the new value. Only after 1 s the management client may try t
management server on the new KNXnet/IP routing multicast address and repeat e
until suecessful or a timeout of 60 s is reached.

Ifithe security mode in the management server is enabled or if the size of the doma
not 4 octets, this frame shall be ignored.

sponse-PDU.

re contained
FialNumber_
t/IP routing
ddress. The
started the
0 access the
very second

n address is

4 octet domain address:

If the cEMI message contained in an [P system broadcast frame or a broadcast
frame is an S-A_Data-PDU with authentication and confidentiality containing an A_
DomainAddressSerialNumber_ Write-PDU with 4 octet domain address, the management server
shall setits KNXnet/IP routing multicast address (PID_ROUTING_MULTICAST_ADDRESS) to the
4 octet domain address and the routing security version (PID_SECURED_SERVICES property
array index 5) to 0. The management server shall disable sending and receiving of encrypted
frames on the IP backbone. The management server shall not change its security mode.

The management client shall wait 1 s before assuming that the management server has started
the process of accepting the new values. Only after 1 s, the management client may try to access
the management server on the new KNXnet/IP routing multicast address with plain frames
and repeat every second until successful or a timeout of 60 s is reached.
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6) 21 octet domain address:

If the cEMI message contained in an IP system broadcast frame or a broadcast
frame is an S-A_Data-PDU with authentication and confidentiality containing an A_
DomainAddressSerialNumber_Write-PDU with 21 octet domain address, and the management
server supports the routing security version indicated in the message, then the management
server shall set its KNXnet/IP routing multicast address (PID_ROUTING_MULTICAST_
ADDRESS) to the 4 octet domain address, the routing security version (PID_SECURED_
SERVICES property array index 5) to the value of the 1 octet routing security version field,
and its backbone key (PID_BACKBONE_KEY) to the 16 octet backbone key. In addition, device
security mode shall be.

The
pro
malj
unt
ver
PID|

If t
mef

management client shall wait 1 s before assuming that the management server starte
cess of accepting the new value. Only after 1 s the management client may try to@cceg
nagement server on the new KNXnet/IP routing multicast address and repeat-every se
| successful or a timeout of 60 s is reached. The management client shall use‘the 21
sion in case of secure backbone, even if the desired backbone key is already loaded
| BACKBONE_KEY.

sage, it shall ignore the frame.

7) Othler IP system broadcast frames:

All

5.5.2.4.5

If an incomi
example du
shall not be
sending of I}

5.5.3 Imp

5.5.3.1 G

This subclag
frames are 1

5.5.3.2 Di

Every KNXn

bther [P system broadcast frames shall be ignored.

Error and exception handling

hg system broadcast frame cannot be handledby the KNXnet/IP router or IP end devic
e to resource limitations, it shall be ignored. Specifically, the ROUTING_BUSY mecha
applied. In the opposite direction, received ROUTING_BUSY frames shall not influenc
P system broadcast frames.

lementation rules and guidelinés

tneral

|se describes the implementation details and features of a KNXnet/IP router. KNX Exte
outed in the same'way as KNX standard frames.

scovery and<elf-description

et/IP router shall support discovery and self-description according to 5.2.

5.5.3.3 G

oup address filtering

d the
s the
cond
pctet
into

he management server does not support the routing security«vérsion indicated i the

e, for
nism
e the

nded

All KNX group address telegrams received by a KNXnet/IP router are subject to group address filtering,

unless filter

Details rega

5.5.3.4 In

ing is switched off completely.

rding KNX group address filtering are described in Annex E.

dividual address filtering

All KNXnet/IP routers have a KNX individual address of type x.y.0 or x.0.0, where x denotes the area
address and y the line address. As with line couplers, all individual address telegrams are routed to the
area respectively line denoted by the individual address of the KNXnet/IP router.

This normal behaviour may be changed by setting individual address filters in the KNXnet/IP router.

Details regarding individual address filtering settings are described in Annex E.
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5.5.3.5 Telegram from KNX network

Every telegram received from the KNX subnet is subject to forwarding rules according to 5.5.3.3 and

5.5.3.

4. In addition, the routing counter shall be taken into consideration; see 5.5.3.9.

5.5.3.6 Datagram from IP network

5.5.3.6.1 General

The IP network adapter receives every UDP/IP datagram that targets the KNXnet/IP routing multicast
he foll ,

5.5.3

ort number, and

ulticast IP address, and
ilter table and/or mask.

dition, the routing counter shall be taken into consideration, see 5.539.

.6.2 Port number filtering

All rguting IP datagrams target a UDP/IP port number 3671. Oxly)datagrams on this port afe taken into
consjderation for transmission to the KNX subnet.

5.5.3.6.3 Group and individual address filtering

The group address is filtered according to 5.5.3.3; the individual address is filtered according to 5.5.3.4.
Note|the KNX routing counter decrementation rides (see 5.5.3.9).

5.5.3.6.4 KNXnet/IP device filter table object

The KNXnet/IP device filter table objectis defined in Annex E.

5.5.3.7 Telegram queuing and forwarding rules

5.5.3.7.1 Telegram quéuing

A KNXnet/IP router.shall provide two telegram queues for at least two telegrams from the|KNX subnet
and fwo telegrams from the IP network. Any telegram that cannot be instantly forwarded fo the target
network is queued in the respective telegram queue.

5.5.3.7.2 sForwarding rules

The KNXnet/IP router may support two forwarding rules that are applied when more than dne telegram

is waiting in the telegram queue: priority/FIFO and normal FIFO mode:

— In priority/FIFO mode, telegrams with the highest KNX priority (system, urgent, normal or low)
shall be routed firstly, even when they were queued later than other telegrams with lower priority.
If more than one telegram has the highest priority, then the one that stayed in the queue for the

1

ongest time shall be transmitted first (like in normal FIFO mode).

— Innormal FIFO mode, the telegram that stayed in the queue for the longest time shall be transmitted
first, regardless of KNX priorities.

Normal FIFO mode shall be implemented; priority/FIFO mode may be supported by a KNXnet/IP device.

The router shall discard any telegrams in the queue when the device detects that the connection to the
medium is lost.
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5.5.3.7.3 Queue overflow handling

If a telegram is to be queued when the appropriate queue is already full, one telegram has to be
discarded. The telegram to be routed last (determined by the forwarding rules), taking into account the
last telegram received, is cast off.

5.5.3.8 Routing data format

Telegrams received from the KNX subnet are transported as cEMI (data link layer, L_Data.ind = cEMI
message code 29h) messages.

5.5.3.9

Provided t
telegram pa|

If the RC is 7

5.5.3.10 Se

Secured con

KINX Routing Counter

iIla KNX telegram Routing Counter (RC) is not zero, it shall be decremented every ti

sses through a KNXnet/IP router from the KNX subnet to the [P network or vice -versa

curity

nmunication with KNXnet/IP routing frames is specified in 5.7.

This does njot prevent routing KNXnet/IP routing frames throughViptual Private Networks (V

which by itg

very nature encrypts these frames invisible from the KNXnet/IP routers.

5.5.3.11 Egror handling

5.5.3.11.1

Some errors
errorsarer

5.5.3.11.2

If the KNXn|

General

may occur in normal operation, for example due to unplugged network connections. T
bflected in the router parameter object.

KNX net failure

et/IP router is not able t¢ transmit telegrams over the KNX subnetwork for five sec

me a

ero on reception of the telegram from the KNX subnet or IP network, it shall not be royited.

/PN),

hese

bnds,

then the corresponding bit in the property PID_KNXNETIP_DEVICE_STATE (PID = 69; as specifipd in
5.3) in the KNXnet/IP parameter object shall be set to ‘1’. If communication can be resumed, the bit
shall be set to ‘0".

5.5.3.11.3 |P net failure

If communi¢ation to.the IP network fails for more than five seconds, the corresponding section ip the
property PID_KNXNETIP_DEVICE_STATE (PID = 69; as specified in 5.3) in the KNXnet/IP Parameter
Object shall|be’set to ‘1. If communication can be resumed, the bit shall be set to ‘0.

5.5.3.11.4 Queue overflow

Should one of the two routing queues overflow (see 5.5.3.7.3) and queue overflow statistics are
implemented and activated (see 5.3 “Device management”, PID_KNXNETIP_ROUTING_CAPABILITIES),
the corresponding counter PID_QUEUE_OVERFLOW_TO_IP or PID_QUEUE_OVERFLOW_TO_KNX shall
be incremented.

5.5.3.12 Router statistics and status information

A KNXnet/IP router shall provide statistics and status information, see 5.3.2.5. All values shall be
unsigned, and all counts shall not wrap around when the maximum is reached (property can then be
set to 0). This property shall not be writable to protect the value from being changed accidentally. It

90 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

may be reset to zero by removing power from the device or by a device hard reset or by another means
provided by and at the discretion of the manufacturer.

5.5.4 Configuration and management

5.5.4.1 General

General device management and configuration of KNXnet/IP devices is described in 5.3, "Device
management".

5.5.

The ]

Addi

5.5.4.3 Object types

5.5.4

The
serv

Refel
A KN

ce container.

5.5.4.3.2 Router object

The 1

AKN

5.5.3 Data packet structures
5.5.3.1 KNXnet/IP seryices

Tablg

o D PR 4 o W DAY LI
Y] IUpPTCIly 1D UTIHIIIvILS

.3.1 KNXnet/IP parameter object

fional properties are not defined in Clause 5.

outer interface object is described in An#ex E.

35 lists the KNX1iet/IP routing services.

to 5.3 for a detailed description of this interface objecttype.

Xnet/IP router shall implement this interface object type.

Xnet/IP router shall implement this-interface object type.

Table 35 — KNXnet/IP routing service type identifier

KNXnet/IP Parameters Object described in 5.3 contains properties specific to KNXnet/IP routing.

KNXnet/IP parameter object shall include the IP parametets for the KNXnet/IP device’s routing

Sérvice name Code V. Description
ROUTING_INDICATION 0530h 1 Used for sending KNX telegrams gqver IP net-
works. This service is unconfirmgd.
ROUTING_LOST_MESSAGE 0531h 1 Used for indication of lost KNXnet/IP routing
messages. This service is unconfirmed.
ROUTING_BUSY 0532h 1 Used for flow control of KNXnet/IP routing
frames. This service is unconfirmed.
ROUTING_SYSTEM_BROADCAST 0533h 1 Used for configuration of devices to be added

to a KNX/IP domain.

5.5.5.2 ROUTING_INDICATION

The ROUTING_INDICATION frame binary format is shown in Figure 65.
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KNXnet/IP header
t=T—4=6-+-5-+-4-+-3—+-2-+-1—+-0-+-T—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP_VERSION |
I (06h) I (10h) \
=T =464+ -5—F—A—4=3—+-2—4—1—+-0—F-T—+-6-+-5—+—4—+-3-+-2-+-1-+-0—+
| ROUT ING_IND ICATION |
| (0530n) |
t=T—4=6-+-5-+-4-+-3—+-2-+-1—+-0-+-T—+-6-+-5-+-4—+-3—+-2-+-1-+-0-+
| HEADER SIZE_10 + sizeof (cEMI frame) |
I I

s T T e T ST it ST B

KNXnet/IP body
+=7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| CcEMT frame |
| (variable length) |
+=7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+

Figure 65 — ROUTING_INDICATION frame binary format

5.5.5.3 ROQUTING_LOST_MESSAGE
The ROUTING_LOST_MESSAGE frame binary format is shown in Figure 66.

KNXnet/IP header
=Tt =6 =5t A=t =34 =241 —H =0t =T —F=6—+ =544+ -3+ —+-0—+
| HEADER_SIZE_lO | KNXNETIP_VERSION |
| (06h) | (10h) \
SR S-S S PR M S P SO, S SRS N S N " -
|  ROUTING LOST MESSAGE |
| (0531h) |
=Tt =6 =5t A =34 =241 =0T~ 64D — 4+ -3+ -2+ -1 —+-0—+
|  HEADER SIZE 10 + 4 [
| |

s T AT T e et S Tt S

LostMessageInfo
+-7-+-6-+-5-4+-4-+-3-+-2-+-1-+-0%~T-+-6-4+-5-+-4—+-3-+-2-+-1-+-0—-+
| Structure Length | DeviceState |
| (1 octet) | (1 octet) |

+-7-4+-6-+-5-4+-4-+-3-+-2-+1+%-0-+-7-+-6-4+-5-+-4—+-3-+-2-+-1-+-0—-+
| NumberOfLostMessages |
| (2 octets) |
B it e e et et T e Sttt

Figure 66 — ROUTING_LOST_MESSAGE frame binary format

5.5.5.4 ROUTING_BUSY

The ROUTING_BUSY4{rame binary format is shown in Figure 67.
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KNXnet/IP header
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6—4+-5-+-4-+-3-4+-2-+-1-+-0-+
| HEADERisIZEilo | KNXNETIP VERSION
\ (06h) | (10h) |
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6—4+-5-+-4-+-3-4+-2-+-1-+-0-+
| ROUTING_BUSY |
| (0532h) |
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
|  HEADER SIZE 10 + 6 \
\ \
B s st e e L e T e g

BusyInfo
+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6—4+-5-+-4-+-3-4+-2-+-1-+-0-+
| Structure Length | DeviceState |
| (1 octet) | (1 octet) |

5.5.5
The ]

+-7-+-6-+-5-4+-4-4+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-4+-2-4+-1-+-0-+
| ROUTING BUSY WAIT TIME (in milliseconds) |
| (2 octets) |
B s s e et st e e ity
\ ROUTING BUSY CONTROL_ FIELD \
| (2 octets) |
B e e e e e e o 6 Bt it 2

Figure 67 — ROUTING_BUSY frame binary format

.5 ROUTING_SYSTEM_BROADCAST
ROUTING_SYSTEM_BROADCAST frame binary format is shown in Figure 68.

KNXnet/IP header
+=T=+=6=F+=5—+=4=+-3=+=2—+=1—+-0-+-T =@ 6-+-5-+-4—+-3-+-2-+-1-+-0—+
|  HEADER SIZE 10 \ KNXNETIP_VERSION
| (06h) \ (10h) \
=Tt ==+ =5—+=4=+=3=+ =2+ =1 -+ PN T —+—6=+-5-F+ -4 —+-3—+-2-+-1—+-0—+
| ROUTING_SYSTEM_BROADCAST
| (0533h) |
+=T=+=6=F+=5—+=4—+=3=+ =2 KN +-0—+=T—+=6-+=-5-+=-4—+-3-+-2-+-1—+-0—+
| HEADER SIZE_10 + sizeof (cEMI message) |
B s st e A e At e

KNXnet/IP body
+-7—+-6-+-5-4+-4—-(-3+-2-+-1-+-0-+-7-4+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| cEMI messagde
| (variable. length) |

+=T 4Gt ALt =3t =24 =L+ = 0+ =T ===+ -5—F =4t -3+ -2—+-1-+-0—+

5.5.4 Minimum profiles

5.5.4.1 , General

This|subclause provides information on the minimum requirements, see Table 36.

Figure 68— ROUTING_SYSTEM_BROADCAST frame binary format

Table 36 — Service support matrix

Service name

Sent from... to...

Implementation is

ROUTING_INDICATION Server — client M
ROUTING_LOST_MESSAGE Server — client M
ROUTING_BUSY Server — client M
ROUTING_SYSTEM_BROADCAST Server — client M
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5.5.6.2 Test cases

5.5.6.2.1 General

Listed here are a number of test cases a KNXnet/IP router implementation should be checked against.

5.5.6.2.2 Normal operation

Normal operation means single telegram routing, see Table 37 and Table 38.

Tahle 27 Normal aneration
Table 3~ Nois oper 1
Nr. Description Expected Result
1.1 Router receives group telegram from KNX If filter settings allow routing, telegram js-passed fo IP
subnet (via MC).
If filter settings interdict routing telegram is discaided.
1.2 Router receives individually addressed tele- If filter settings allow routing, telegfam is passed fo
gran} from KNX subnet KNX.

If filter settings interdict routing, telegram is discayded.

Error message is returned.

1.3 Router receives individually addressed tele- If filter settings allow/routing, telegram is passed fo IP
granp from KNX subnet (via MC).
If filter settings-interdict routing telegram is discafded.
1.4 Router receives individually addressed tele- If filter settings allow routing, telegram is passed to
gran} from IP network KNX.

If filtér settings interdict routing, telegram is discafded.

Table 38 —Error cases

Nr. Description Expected result
31 Router receives routable telegrams from KNX |Queue overflow after some telegrams (depends on
subnet without IP network connection queue size). If statistics is implemented and enable(d

discarded telegrams are counted in PID_QUEUE_OYVER-
FLOW_TO_IP. If queue overflow CO is activated, a t¢le-
gram shall be sent over the remaining network.

3.2 Router receives routable telegrams from IP Queue overflow after some telegrams (depends on
network without KNX'1rietwork connection queue size). If statistics is implemented and enablefd,
discarded telegrams are counted in PID_QUEUE_OYVER-
FLOW_TO_KNX. If queue overflow CO is activated, §
telegram shall be sent over the remaining network

5.6 Remgte-diagnosis and configuration

5.6.1 Use

“Remote diagnosis and configuration” of the KNXnet/IP specification provides services for remote
configuration and diagnosis of a KNX installation. It addresses:

— the definition of data packets for remote diagnosis via KNXnet/IP communication, and

— the definition of data packets for remote configuration via KNXnet/IP communication.
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5.6.2 Remote diagnosis of KNXnet/IP devices

5.6.2.1 General
KNXnet/IP devices shall support KNXnet/IP core services including device discovery.

KNXnet/IP devices may receive their IP address via ETS configuration or automatically via DHCP
or BootP services. In the latter case or if the network setup is unknown, the KNXnet/IP core device
discovery may not work or may not deliver enough information to allow for establishing a tunnelling or

other connection with the KNXnet/IP device.

As a
Tool
Bro

IP dd
spec

5.6.2

The
via b
data

5.6.2

The
REQ}
use t
any 1
disca

5.6.2

The
optid
a RE
shall
requ
REM

5.6.2
The

Software, the remote diagnosis and configuration datagrams are used with multicas

cast addressing may be used if multicast addressing does not provide results in-aspe

a
confguration. As the datagrams are transmitted via multicast or optionally via broadcast

vices receive the remote diagnosis services in parallel. A selector is defined to-allow f
fic device via MAC address or programming mode.

.2  REMOTE_DIAGNOSTIC_REQUEST

REMOTE_DIAGNOSTIC_REQUEST datagram shall be transmitted using multicast o
roadcast. A device that fits the selector shall respond withéa REMOTE_DIAGNOSTIQ
bram.

.3 REMOTE_DIAGNOSTIC_RESPONSE

REMOTE_DIAGNOSTIC_RESPONSE datagram shall be the response to a REMOTE_D
JEST datagram or to a REMOTE_BASIC_CONFIGURATION_REQUEST datagram. The re
he target address of the "discovery endpoint*of the HPAI in the request. The response

rded. The device shall send all DIBs that it supports.

.4 REMOTE_BASIC_CONFIGURATION_REQUEST

nally via broadcast. A device that fits the selector shall accept the configuration re
MOTE_DIAGNOSTIC (RESPONSE datagram. If a DIB contains write-protected data th
not be overwrittérhwith the data in the DIBs of the configuration request. The ¢
bst shall only cortain DIBs that shall be configured. This service shall be acknowle
DTE_DIAGNOSTIC_RESPONSE datagram.

.5 REMOTE_RESET_REQUEST

REMOTE_RESET_REQUEST datagram shall be transmitted using multicast of

via

addressing.
ific network
all KNXnet/

selecting a

r optionally
_RESPONSE

[AGNOSTIC_
sponse shall
may contain

number of DIBs. A diagnostic tool analySes only those DIBs that it recognises. All other DIBs are

REMOTE_BASIC_CONFIGURATION_REQUEST datagram shall be transmitted via multicast or

ceived with
bn that data
bnfiguration
dged with a

optionally

roadcast. A device that fits the selector shall accept the reset command without

sending an

acknowledgement. It should restart immediately or with a reset to factory default settings before.

5.6.3

Configuration and management

General device management and configuration of KNXnet/IP devices is described in 5.3.2, KNXnet/IP
device management.

KNXnet/IP remote diagnosis and configuration does not require any configuration beyond the general
device management.
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5.6.4 Data packet structures

5.6.4.1 General

All KNXnet/IP data packets, or frames, shall have a common header, consisting of the protocol version,
length information, and the KNXnet/IP service type identifier.

5.6.4.2 Common constants

Refer to 5.1, Overview, for a list of valid KNXnet/IP common constants.

5.6.4.3 Common error codes

Refer to 5.1,(0verview, for a list of valid KNXnet/IP common error codes.

5.6.4.4 Remote diagnosis and configuration services

5.6.4.4.1 REMOTE_DIAGNOSTIC_REQUEST

The REMOTE_DIAGNOSTIC_REQUEST datagram shall be transmitted using multicast or optiopnally
via broadcapt. A device that fits the selector shall respond with a REMOTE_DIAGNOSTIC_RESPQNSE
datagram, sge Figure 69.

KNXnet/IP header

+=T=+=6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-F4F+-3-+-2-+-1-+-0-+
| HEADER_SIZE_lO | KNXN’ETIP_VERSION |
| (06h) | (10h) |
=T 4= 6=+ =5 =Lt =342+ =1+ -0-F =T -+ = G +5 44—+ -3 —+-2—+-1—+-0—+
| REMOTE_DIAGNOSTIC REQUEST |
| (0740h) |
=T =4 =6+ =544 —F=3—+=2—4=1—F+-0—F =T G—+-5-+—-4—+-3—+-2-+-1-+-0—+
| HEADER SIZE_10 + sizeof (HPAL) _#+ sizeof (SELECTOR) |
| |

e T Mt T e o i S ettt ST

KNXnet/IP body

+=T=+=6=+-5-+—-4—+-3—+4Q-+-1~+-0-+-T=+-6—+=5—+-4—+-3—+-2—-+-1—+-0—+
| HPAI |
| Discovery endpoint |
R et e e e e e T el LTl Tl e
| SELECTOR |
| |

A T s o s o

Figure 69— REMOTE_DIAGNOSTIC_REQUEST frame binary format

5.6.4.4.2 REMOTE_DIAGNOSTIC_RESPONSE

The REMOTE=-DIAGNOSTICRESPONSE-datagram—as—shown—inFigure 70-shall bethe respense to
a REMOTE_DIAGNOSTIC_REQUEST datagram or a REMOTE_BASIC_CONFIGURATION_REQUEST
datagram. The response shall use the target address of the "discovery endpoint" of the HPAI in the
request. The response may contain any number of DIBs. A diagnostic tool analyses only those DIBs that
it recognises. All other DIBs are discarded. The device shall send all DIBs that it supports.
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KNXnet/IP header

+-T7-+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-+-6-+-5-4+-4-+-3-+-2—-+-1-+-0-+
| HEADER_SIZE_lO | KNXNETIP VERSION |
| (06h) | (10h) |
+=T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| REMOTE_D IAGNOSTIC_RE SPONSE |
| (0741h) |
+=T—+-6-+-5-+-4—+-3-+-2—+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—+-1-+-0-+
| HEADER SIZE 10 + sizeof (SELECTOR) + sizeof (Description) |
| |

e A At e s e L i (e LR T

KNXnet/IP body
4=T ===t =5—t—d =t =324 =L+ =0—+=T—+= =-S5 =4 —F+=3—+—2—+—1—+-0—+
| SELECTOR |

5.6.4
The ]

via multicast or optionally via broadcast. A devicerthat fits the selector shall accept the c

recelil
data
The

ackn

| |
e T e T e S S B ettt S
| DIB }
| 22?72 |
e ST e S T ST T e B . |3
| DIB (optional) |
| Farars |
e e T e e K S S R it = O
| . |
| |

e S St T L St S Rt

Figure 70 — REMOTE_DIAGNOSTIC_RESPONSE{rame binary format

4.3 REMOTE_BASIC_CONFIGURATION_REQUEST
REMOTE_BASIC_CONFIGURATION_REQUEST datagram as shown in Figure 71 shall be

ved with a REMOTE_DIAGNOSTIC_RESRONSE datagram. If a DIB contains writ
then that data shall not be overwritten, with the data in the DIBs of the configurat
configuration request shall only contain DIBs that shall be configured. This serv|
pwledged with a REMOTE_DIAGNOSTIC_RESPONSE datagram.

KNXnet/IP header

+-T7-+-6-+-5-+-4c+-3-+-2-+-1-+-0-+-7-+-6-+-5-4+-4—-+-3-+-2—-+-1-+-0-+
| HEADER_SIZE_IO | KNXNETIP_ VERSION |
| (06h) | (10h) \
+=T=+=6-+45F+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—-+-1-+-0-+
|  REMOTE. BASIC_CONFIGURATION REQUEST \
| (0742h) |
+-TmhG-+-5-+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—-+-1-+-0-+
| HEADER_SIZE_lO + sizeof (HPAI) + sizeof (SELECTOR) |
! + sizeof (Description) |
B s st s T et e s s S

KNXnet/IP body

4=T—+=G=t=5—4=At=3=4-2—+—1—+=0=+=T—+=6=+-5—+—d=+-3—+-2—+-1-+-0—+
| HPAI |
| Discovery endpoint \

transmitted
nfiguration
e-protected
ion request.
ice shall be

e e s e S St et st St St Smfts et sttt st st st

© ISO

|  SELECTOR |
| |
s s L e e et i e S e
| DIB \
[ 222 \
e el B B i St T e B Tt Sl S
| DIB (optional) |
| 222 |
e ST B B i et T e S e e et}

Figure 71 — REMOTE_BASIC_CONFIGURATION_REQUEST frame binary format
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5.6.4.4.4 REMOTE_RESET_REQUEST

The REMOTE_RESET_REQUEST datagram as shown in Figure 72 shall be transmitted via multicast or
optionally via broadcast. A device that fits the selector shall accept the reset command without sending
an acknowledgement.

KNXnet/IP header

4Tt ==t =5—F =4t =342+ =1 —+=0—+-T=+=6=F+-5—F-4—+-3—+-2-+-1-+-0—+
|  HEADER SIZE_ 10 |  KNXNETIP_VERSION

| (06h) | (10h) |
F=T—4=6—+-5-F=4—F-3-+-2—4=1—+-0-+-T-+-6-+-5-+—-4—+-3—+-2-+-1-+-0—+
| REMOTE_RESET REQUEST |
| (0743h) |

— — 4D — OO — 4o O —
“r e “r

H

5.6.4.5 Dq

5.6.4.5.1

The Description Information Block (DIB) shall beya set of data that shall be accessed using
nosis and configuration services. Whilé the core services for device discovery and d
only allow reading DIBs, the remote’diagnosis and configuration DIBs allow reading
Bs and writing data to them.

remote diag
description
from the DI}

| HEADER SIZE 10 + sizeof (SELECTOR) + 2
| |

e i S et T St ettt R

KNXnet/IP body

+=T7=+-6-+-5-4+-4-+-3-+-2-+-1-+-0-+-T7—-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+
| SELECTOR !
| |
R Rt R e e T T e e Rl b b S
| RESET_COMMAND | RESERVED |
| I |

e e At s e . 'a ettt

Figure 72 — REMOTE_RESET_REQUEST frame binary format

pscription Information Block (DIB)

General

r the
bvice
data

5.6.4.5.2 DIB description type codes
Description|Information Blocks (DIB) are defined in 5.2.7.5.4. Table 3 lists the description type cpdes.
This list is extended with these‘description type codes used for remote diagnosis and configuration, see
Table 39:
Table 39 — Description type codes

Description type Value Description
[P_CONFIG 03h IP configuration
IP_CUR_CONT}G 0411 Cull Cllt LUllfis ulr CltiUll
KNX_ADDRESSES 05h KNX addresses

5.6.4.5.3 IP configuration DIB

The IP configuration DIB shall have the following structure, see Figure 73.
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KNXnet/IP

UDP

TCP

IP

Data link layer (e.g. Ethernet)

Figure 73 — IP configuration DIB

5.6.4.5.4 IP current configuration DIB

The |P current configuration DIB shall have the following structure, see Figure 74.

5.6.4.5.5 KNX addresses DIB

KNXnet/IP

KNXnet/IP security layer

uDP

TCP

IP

Data linkdayer (e.g. Ethernet)

Figure 74— IP current configuration DIB

The KNX address DIB shall have the following structure, see Figure 75.

(1 octet)

(2 octets)

J

|

=T =+=6=+=5-+-4-+=-3=+-2-+=-1-+-0-+-
| KNX Individual Address
|
+
|
|

=T —+-6-+-5-+-4-+-3—+-2—+-1-+-0-+-

7

+-7=No-—+-5-4+-4-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4—4+-3-+-2-+-1-4+-0-+
Structure Length

Description Type Code |
(1 octet)
—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

—+=6-+-5-+-4-+-3—+-2-+-1-+-0-+

Additional Individual Address 1 (optional)

(2 octets) |
PRy [P Ny /AU Ry s Ry [P Ry JU Sy NPy Syt NP SNty PRSP SNty SN SN/ Uiy SN U Sy U S U RSN U Ryt [P Ry | PR
| Additional Individual Address 2 (optional)
| (2 octets) |
B T T T +
| |
| |
R T T +

© IS0 2019 - All rights reserved

Figure 75 — KNX address DIB

99


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

5.6.4.6 Selector

5.6.4.6.1 General
As the datagrams are transmitted via multicast, all KNXnet/IP devices receive the remote diagnosis

services in parallel. A selector is defined to allow for selecting all devices or a specific device via MAC
address or programming mode, see Table 40.

Table 40 — Selector

Description type Value Description
PrgMode Selector 01h Selection of devices in programming mode, s€e
Figure 76
MAC Selectofr 02h Selection of a device via MAC address, see Eigure[/7

5.6.4.6.2 Programming mode selector

+-7-+-6-+-5-+-4-+-3-+-2-+-1-4+-0-+-7-4+-6-+-5-+-4-+-3-+-2—+-1-H=0O—+
| Structure Length | Selector Type Code
| (1 octet) | (1 octet)

Figure 76 — Programming mode selector

5.6.4.6.3 MAC selector

F=T=+=6-+=5-F—-4-+-3-+-2—+-1-+-0-+=T—+=65+>5-+—4—+-3-+-2—+-1-+-0-+
| Structure Length | Selector Type Code

| (1 octet) | (L octet)
+=T=+-6-+=-5-+-4-+-3-+-2-+=1-+-0-+=T™W-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| MAC Address |

| (6 octets) |
T T 2 e +
| |
| |
T e T +
| |
| |
T e R T +

Figure 77 — MAC selector

5.6.4.7 Reéset command

The reset cdqmmand.shall be picked from an enumeration.

The reset shall’be executed immediately after receiving the command.

See Table 41 for the reset command.

Table 41 — Reset command

Description type Value Description
Restart 01h The device is restarted.
Master Reset 02h The device is reset to factory default settings and then restarted.
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5.6.5 Certification

5.6.5.1 General

This subclause provides information on the test procedures and requirements of the certification
process.

5.6.5.2 Support matrix

See Table 42 for the support matrix.

Table 42 — Support matrix

Service name Sent from ... to ... Implententation is
REMOTE_DIAGNOSTIC_REQUEST Client - server M
REMIOTE_DIAGNOSTIC_RESPONSE Server — client M
REMIOTE_BASIC_CONFIGURATION_REQUEST Client - server M
REM|OTE_RESET_REQUEST Client — server M

5.7 | Secured communication

5.7.1 Use

The {Secured communication” of the KNXnet/IP specifi¢ation defines the security wrapperffor securing
KNXhet/IP unicast and multicast traffic that puts an.additional layer of security — transparent to all
existing KNXnet/IP services — around the complete KNXnet/IP traffic.

5.7.1.1 General security goals

The most important goal of securing KNX#et/IP traffic is keeping outside attackers from gaining control
overja KNX building automation system while connecting remotely over the Internet. A slightly different
and also important scenario is an attacker gaining access over the local (W)LAN at the|automation
system's site. From the view of-a,KNXnet/IP device these two attacks are equivalent. Defenfing against
thes¢ kinds of attack leads t¢ two main security objectives: data integrity and freshness.

Ensuring data integrity-imeans keeping an attacker from gaining control by injecting manipulated
KNXhet/IP frames. Efisuring freshness means keeping an attacker from recording packets|and playing
then] back at a latef. time without manipulating the contents. This is called a replay-attack:|An attacker
recoyds KNXnet/IP traffic and at the same time observes what is happening in the automated building
to rejate recofded packets to actions. At a later time he can maliciously trigger an action by replaying
the appropriate previously recorded packet

e a building

J fidentiality.
Confldentlahty is normally achleved by encryptlng network traffic to grant an attacker the lowest
possible insight into the data actually transferred.

Because KNXnet/IP is implemented in small embedded devices, a security solution should require
reasonable processing power and memory consumption.

5.7.1.2 Authentication

5.7.1.2.1 General
Aside from the three security objectives mentioned above, it is important that the communicating peers

can trust each other's claimed identity. The security objective for this is called mutual authentication.
Mutual authentication can also prevent an attack known as man-in-the-middle (MiM) attack. When
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conducting a MiM attack, an attacker is logically located in between two communicating parties.
He is able to intercept and change the traffic flowing in both directions. He masquerades as legal
communication partner to both peers and sets up secured communication channels to both sides. He
decrypts traffic coming from one side and re-encrypts it before sending it to the other side. So he is able
to intercept and change the clear text communication. For KNXnet/IP security we have to differentiate
between three kinds of authentication:

5.7.1.2.2 Server authentication

The goal of authenticating the server (KNXnet/IP device) to the client (tool software) for a KNXnet/IP
unicast connection (e.g. tunnelling or device management) is to ensure that a client talking to a KNXnet/

[P device (e
Without thi
gain knowld

5.7.1.2.3

The goal of
[P unicast d
KNXnet/IP

everybody ¥
of the devicq

5.7.1.2.4

The goal of
KNXnet/IP
in this trus

5.7.1.2.5

Aspecialred
with more {
(point-to-pg
5.7.1.2.6

4

As a trade-
throughput
minimum r¢
with additig

g. in order to configure the device) is really talking to the device it thinks it is talking to.

5 authentication an attacker could mimic or fake a specific KNXnet/IP device in'or
dge about sensible configuration data sent to the device.

Client authentication

authenticating the client (tool software) to the server (KNXnet/IP(device) for a KN}
onnection (e.g. tunnelling or device management) is to ensure.that a client talking
device (e.g. in order to access the KNX installation) is really duthorized to do so. T
vith knowledge of the IP address of a KNXnet/IP device has full-access to the configur
e and possibly to the whole KNX installation it is connected to:

Group authentication

mutual authentication of the nodes involved in;KNXnet/IP multicast communication
routing) is to establish a trusted group of devices communicating together. Membe

er to

(net/
to a
bday,
Ation

(like
Fship

fed group involves the possibility to authefticate to all other members in this group as
legitimate niember of this group.

Multicast communication

uirement of securing KNXnet/IP trafficis the support for secure multicast communication

han one sender and moresthan one receiver where device individual telegram cou
int) cannot be used to ensure freshness.

Algorithms and key-sizes

pff between desired security and available processing power as measured in terr
and latency,‘the key sizes and algorithms of the KNXnet/IP secure standard represen
bquirementfor supporting secure communication. While this document may be exte
nal key>sizes and algorithms in the future, the current set will remain the default.

means that
MAC) and

any,KNXnet/IP secure device shall at least support CCM (AES-128 CTR and AES-128

nters

ns of
t the
nded
This
CBC-
5 not

SIHA-256 as a fall-back, if enabling of other, more advanced algorithms or key sizes i

supported.

5.7.2 Stack and communication

5.7.2.1 KNXnet/IP Security layer

5.7.2.1.1 General requirements and overview

KNXnet/IP is implemented on top of the UDP/TCP network layer. Figure 78 shows the protocol
architecture of the current unsecured KNXnet/IP protocol. With the introduction of KNXnet/IP
security, new services are defined that continue to use this traditional setup, but may contain encrypted
and/or authenticated data as payload. One special service is dedicated to transport unsecured KNXnet/
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[P messages securely wrapped into a KNXnet/IP security message. Figure 79 shows how this KNXnet/
IP secure wrapper message is integrated into the existing protocol architecture.

KNXnet/IP

UDP TCP

IP

Data link layer (e.g. Ethernet)

Local

the advantage that the TCP/IP standard mechanisms like routing and multicast remain int

appl)

The
KNX
has
IP se
futui

5.7.2

Figure 78 — KNXnet/IP protocol stack

KNXnet/IP

KNXnet/IP security layer

UDP TCP

IP

Data link layer{(e.g. Ethernet)

Figure 79 —+— KNXnet/IP secure wrapper

Ling the security layer in this cas€ between the TCP/IP layer and the original KNXnet

r to the secured connection)No changes to existing frames are necessary.

KNXnet/IP security. frames are assigned a service type and a protocol version just lil
het/IP frame. The'encapsulated frame is carrying its own protocol version and servig
he advantage that secure wrapper messages are able to carry any existing and futy
rvice type. Therefore, KNXnet/IP security can be expected to work seamlessly with
e extensions-to KNXnet/IP.

.1.2 \V€ommon frame format

IP layer has
act and also

ke any other
e type. This
re KNXnet/
bxisting and

a)

NYnan/ID header:

For compatibility reasons the KNXnet/IP security frames shall start with a standard KNXnet/IP
header. Using the standard header, it is possible to run secure communication in parallel to insecure
communication in the same installation and even on the same endpoint. A KNXnet/IP security-
enabled device can distinguish security layer frames from regular frames by looking at the service
type identifier located in the header. Non-security-enabled devices will just ignore the security
layer frames because the KNXnet/IP security service type identifiers in the header are unknown to
them. The format of the KNXnet/IP security header is shown in Figure 80.
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Header

+-7-+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+
| Header Length | Protocol Version

| (06h) | (10h)

=T 4= 64 —5—F—A—+-3—4-2—F =14+ -0-F-T—+-6-+-5—+—4d—+-3—+-2-+-1-+-0—+
Service Type Identifier |

| (2 Octet)

=T 4= 64 —5—F—A—+-3—4-2—F =14+ -0-F-T—+-6-+-5—+—4d—+-3—+-2-+-1-+-0—+

| Total Length

| (2 Octet)

Hed

Profocol version: KNXnet/IP security frames shall continue to use pretocol version 1.0 as
as the frame structure itself because the KNXnet/IP header has netychanged.

fields:

Figure 80 — Format of the KNXnet/IP security header

der length: Length of the header in Octets, fixed to 06h.

well

— Seryice type identifier: Identifies the type of the frame body folowing the header. The high pctet
shall always be 09h for KNXnet/IP security frames.

— Totgl length: The complete length of the KNXnet/IP security frame including the KNXngt/IP
seclirity header.

b) KNXnet)/IP body:

1) Secpre services:
Megsages of the KNXnet/IP security:-service family have different needs regarding megsage
authentication and confidentiality. Therefore, there is no pattern for a common frame format

2)

for
Sec

Wh
KN]
WR
ens

Figt
sho
sha
The

b1l types of KNXnet/IP security frames.
ire wrapper:

en KNXnet/IP frames are to be sent over a secured connection, each frame includin
Knet/IP header shalllbe completely encapsulated as encrypted payload inside a SEC
APPER frame that adds some extra information needed to decrypt the frame an
uring data infegrity and freshness.

ire 81 —<KINXnet/IP secure wrapper frame detailing encrypted and authenticated paf
ws hew.a KNXnet/IP frame shall be embedded into a KNXnet/IP secure wrapper fraf
| apply to secure multicast communication and to secure unicast runtime communice

o the
JRE_
d for

ts —
ne. [t
tion.

encapsulated KNXnet/IP frame in the KNXnet/IP secure wrapper body shall be pre

fixed

with security information and followed by a message authentication code.

Ethernet|IP

KNXnet/IP KNXnet/IP Secure Wrapper Body
TCP/ Secure _
UDP| Wrapper Securlty Encapsulated MAC
Header Information KNXnet/IP Frame

Unencrypted

Authenticated | Authenticated | Authenticated & Encrypted | Encrypted

Replay protected

Figure 81 — KNXnet/IP secure wrapper frame detailing encrypted and authenticated parts
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Which (plain) KNXnet/IP frames can be encapsulated in a KNXnet/IP secure wrapper frame
depends on the KNXnet/IP service family to be secured. It is, for example not possible to embed
a KNXnet/IP secure wrapper frame into another KNXnet/IP secure wrapper frame.

The network headers including the TCP/UDP headers shall be unencrypted to take advantage of
standard mechanisms like routing, flow control, network address translation, etc. The network
headers shall also not be included into the message authentication code to avoid problems with

secured frames passing a network address translation.

Secure routing:

Fiocure 82 — F‘nrrvpfpd part of a KNanf/IP secure rmlfing frame — shows am

re detailed

5.7.2.1.3 SECURE_WRAPPER

The binary format of the KNXnet/IP secure wrapper frame is shown in Figure 83.

view on the encrypted part of a multicast routing frame. Because a routing deyice receives

the complete routing traffic within its multicast group, it is important to be-able

to filter out

unwanted frames as fast as possible. The decision whether a received multicast rquting frame

has to be processed any further depends on the KNX destination address burie
cEMI part of the routing frame.

d inside the

As the figure shows, the KNX destination address can be found-at ‘octet positions 13 and 14
of the encrypted part of the KNXnet/IP secure frame. This méais that for a routjing decision

it is sufficient to decrypt only the first 16 octet block of a feceived frame. So de
whole frame is only necessary for frames that are already known to be of intd
receiving device. Most other frames can be discarded after just decrypting the first
encrypted data.

KNXnet/IP
o KEXH?;/H; CEMI Medage KNXnet/IP
ou 6mgt fa er (6 octets before KNX destimation Secure Wrapper
(6 octets) address) MAC
Authenticated & Encrypted Encrypted

Figure 82 — Encrypted part of a KNXnet/IP secure routing frame

'rypting the
rest for the
16 octets of
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+-7-+—6-+-5-+-4-+-3-4+-2—-+-1-+-0-+-7—-+-6-+-5-+-4-+-3-+-2—+-1-+-0-+-—-———————————————————4
| Header Length | Protocol Version |
| (06h) | (10h) |

T R Ty PRI S SuA P B, Uy S Jy P Ty, S J——"y, fy |

Service Type Identifier
(0950h)

| KNXnet/IP Secure |
| Wrapper Header

T, R Ty PR S S Py U, Uy U Jry P Wy, S p——"y, fy |

Total Length

| (2 Octet) | I
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-—-——--------———-———————+
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-—-——--------———-———————+

I
+
I
I
+
I
I
+
I
I
+
I
I
+
I
I
¥

a) Fields:

7

Secure Session Identifier
(2 Octet)

G4 -5-t-d-t-3-+-2-4-1-+-0-+-7-4-G-+-5-+-4-+4-3-+-2-+-]-+-0-+

74

74

74

74

74

Sec

ID
fixd
pre
Seq

Thi
incy

mil
KNX

The

Sequence Information
(6 Octet)

-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+ Information

KNX Serial Number
(6 Octet)

~6=+=5-t=d=+=3=+-2=t =1 =+=0=t=T=+=6=+=5-t=4d=t=3-+-2=+-1—+-0+

Message Tag
(2 Octet)

—6—+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1—-+-0-+-—————p=m T4

Encapsulated KNXnet/IP Frame
(variable length)

~6=+=5-+=4=+-3=+-2-+-1=+-0=+=T=+=6=+-5-+-4-+-3-+-2-+-1-+-0-+ [RES128-CTR/CCM) |

Message Authentication Code
(16 Octet, CBC-MAC/CCM)

—6-+-5-+-4-+-3-+-2-+-1-+-0-+-T—+-6-+-5-4+-4-+-3-+-2-+-1— QM-+

Figure 83 — Binary format of the KNXnet/IP secure wrapper frame

ire Session Identifier:

|  Security J

I |
I I

\ \
| Enbérypted Data |

pf the secure session needed to decide which key to use. For multicast connectiong the
d identifier 0000h shall be used.-For unicast connections the ID was established durjing a

vious successful secure session setup procedure.

llence Information:

5 field is used to defend against replay attacks. For unicast connections it is a monotonjcally
easing sequence number assigned by the sender; incremented by the sender after|each
fragne sent. For mulficast connections this is the device’s current multicast timer valjie in

isecond resolution.

Serial Number:

KNX.serial number of the device sending the KNXnet/IP secure wrapper frame.

Mes

Eade Tag:

This field contains an arbitrary value to differentiate two KNXnet/IP secure wrapper multicast
frames sent by one KNXnet/IP device within the same millisecond (with the same timer value).
For unicast connections this field shall be ignored and shall be set to 0000h.

Message Authentication Code:

The full 128 bit encrypted CBC-MAC from the CCM calculation.

b) Confidentiality and authentication:

SECURE_WRAPPER frames shall provide confidentiality using symmetric encryption and a message
authentication code (MAC) shall be appended to every message for ensuring data integrity. For the
symmetric encryption the AES algorithm with a key length of 128 bit shall be used in CTR mode
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of operation. For calculating the MAC, the CBC-MAC method with AES 128 bit as cipher algorithm
shall be used. This combination of AES128 in CTR mode and CBC-MAC is known as CCM.

The below requirements shall apply for the use of the SECURE_WRAPPER frame both in multicast
as well as in unicast communication. They shall summarize the KNX specific definitions of the use
of CCM in KNXnet/IP security:

— A:

The message authentication code in CCM protects the payload and so called associated data A.
For KNXnet/IP secure wrapper frames A = KNXnet/IP secure wrapper header | Secure Session
Identifier from the security information of the KNanfI/IP secure wrapper bodv. The ]ength of

the associated data is therefore fixed to a = 8 octets.

+ P

In CCM the payload P is defined as the amount of data that is being authenticated angl encrypted.
For KNXnet/IP secure wrapper frames P = encapsulated KNXnet/IP friame.

T BO:

The composition of the first block B, for the CBC-MAC calgulation in the CCM algorithm is
specified in Figure 84 — Format of B, for CCM in secure vrapper frames. These fields from the
KNXnet/IP SECURE_WRAPPER frame are included hete) so that they cannot be altered in the
communication path between sender and receiver without being detected.

octet nr
.. | s 6 | .. |1 12 13 14 15
SeqInf SerialNr Tag Q

0|

Figure 84 — Format.of B, for CCM in secure wrapper frames

— SeqInf contains the unicast sequence number or multicast timer value from the security
information of the KNXnet/IP secure wrapper body.

— SerialNr contains the KNX serial number value from the security information of the
KNXnet/IP sécure wrapper body.

— Tag contains the message tag value from the security information of the KNXngt/IP secure
wrapper body.

— Qshall be the length of the payload P in octets, which is the length of the original,
ericapsulated KNXnet/IP frame.

+-Ctr;:

ir

The format of the Block Counter Ctr; is also KNX specific. Ctr; shall be composed as specified in
Figure 85 — Format of Ctr; for CCM in secure wrapper frames. For Ctr, the counter [i] shall be
00h. Each counter value [i] shall be calculated by incrementing the preceding counter value [i-
1] by 1.

NOTE For security reasons (B shall not be equal to Ctr) the maximum length of the payload P is

limited to 65 279 octets (feffh in By). But as [j] in Ctr; is only one octet, this practically limits the length
of the payload to 255 x 16 (block size) = 4 080 octets.

© IS0 2019 - All rights reserved 107


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

108

Receptipn and decoding:

octet nr
.. | s 6 | .. | 11 | 12 | 13| 14 | 15
SeqInf SerialNr Tag fth [i]

0|

Figure 85 — Format of Ctr; for CCM in secure wrapper frames

— Secalnfcontainsthe unicast seauencenumber or multicast timer value from the cnr‘nr'fy
1 -1

information of the KNXnet/IP secure wrapper body.

— |SerialNr contains the KNX serial number value from the security information of/the KNX-
net/IP secure wrapper body.

— |Tag contains the message tag value from the security information of the KNXnet/IP sdcure
wrapper body.

Due to fising a nonce in multicast communication mainly consisting of theShared timer valug, the
device :I:q

on everly encryption, even on different devices in the same millisecond (the message tag |shall
differerftiate two messages sent by the same device in the samednillisecond). This makes it hgrder
for an attacker to gain information from traffic analysis.

dividual serial number and a message tag are added to Ctr; £0 ensure that it is different

Upon reception of a KNXnet/IP secure wrapper frame'the received data is evaluated and decoded
in the fqllowing steps:

Frame size:

KNXnet/IP secure wrapper frames,are-always built around an inner, encapsulated KNXnet/
[P firame. As these inner, encapsulated frames have a minimum size of 6 octets (the size of
the|KNXnet/IP header), the minimum size of a KNXnet/IP secure wrapper frame is thergfore
44 ¢ctets (6 octets for the secune header, 16 octets for the security information, 6 octets fgr the
encppsulated KNXnet/IP header and 16 octets for the Message Authentication Code). Rec¢ived
KNXnet/IP secure wrapper‘frames smaller than 44 octets shall be discarded.

Endryption key:

The secure session identifier indicates the encryption key used for securing the encrypted part
of the KNXnet/1P secure wrapper body. If the secure session identifier refers to a non-existing
session, the-KNXnet/IP secure wrapper frame shall be discarded.

Seqluence number (unicast):

The sending device’s sequence number in unicast secure wrapper frames shall only increase
within a given session (not necessarily by one). Received secure wrapper frames shall be
discarded if the sequence number is less than or equal to the last received number. As no
further action is taken upon receiving outdated unicast secure wrapper frames, it is OK to
check the sequence number before validating the message authentication code. For details on
sequence number handling for unicast connections see 5.7.2.2.2.

Message authentication code:

The received secure wrapper frame is decrypted with the associated key and a message
authentication code Yn over the received and decrypted plaintext data is created. This
calculated MAC is then compared to the received and decrypted MAC TR from the secure
wrapper frame. If they do not match, the KNXnet/IP secure wrapper frame shall be discarded.
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— Sequence information (multicast):

For secure multicast communication even outdated, unexpected timer values are relevant
(they trigger (re-)synchronization of the network). Therefore, the message authentication code

has to be checked before the multicast timer value can be evaluated. The differ
reactions of the receiving communication partner depending on the received tim
explained in detail in 5.7.2.2.3.

5.7.2.1.4 Access control

a)

KNXnet/IP Services:

ent possible
er value are

or each SECURE_WRAPPER received in a secure session, the KNXnet/IP server‘sh
he user authenticated for this session is allowed to request the wrapped KNXuet/IP
as sufficient access rights on the accessed resources. The management user{(= User I
lways be granted access to all KNXnet/IP resources. For other users, accéss’shall be
pecified below.

NXnet/IP core:

he discovery services in KNXnet/IP core do not require authorization. If the wra
herefore is a SEARCH_REQUEST (extended) or DESCRIPTION-REQUEST access shal
independent of the authorized user.

If the wrapped frame is a CONNECT_REQUEST, theserver shall first evaluate PII
$ERVICE_FAMILIES. If no security is enforced for ‘this connection type, i.e. the co
gervice family entry in PID_SECURED_SERVICE_FAMILIES is 0, access shall be granted
xf the authorized user. Otherwise, the server shall evaluate the corresponding access
epending on the connection type, see Table43:

Table 43 — Access controllist, depending on the connection type

all verify if
service and
D 01h) shall
» granted as

pped frame
be granted

_SECURED_
rresponding
ndependent
control list,

Connection type Access control list

CE_MGMT_CONNECTION Only the management user (01h) has access.

TUNNEL_CONNECTION

The management user (01h) always has access. For other
PID_TUNNELLING_USERS shall be evaluated; only if the y
there, access shall be granted.

users, the
ser is found

Table 44~ Possible combinations of incoming CONNECT_REQUESTs depending on t

Unwrapped (plain) GONNECT_REQUESTSs are only accepted if and only if the respeq
family is set to-non-secure in PID_SECURED_SERVICE_FAMILIES. The following Table
overview of dll.possible combinations of incoming CONNECT_REQUESTs depending on
PID_SECURED_SERVICE_FAMILIES:

PID_SECURED_SERVICE_FAMILIES

tive service
144 gives an
the state of

he state of

CONNECT_REQUEST
of type ->

DEVICE_MGMT_CONNECTION

TUNNEL_CONNECTION

PID_SECURED_SER-
VICE_FAMILIES is ->

non-secure (0) for
DEV_MGMT

secure (1) for
DEV_MGMT

non-secure (0) for
TUNNELLING

secure (1) for TUN-
NELING

Unwrapped Access granted Access denied Access granted Access denied
CONNECT_REQUEST
Wrapped Access granted Access granted Access granted Access granted

CONNECT_REQUEST
in dev-mgmt user (1)
secure session
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Table 44 (continued)

of ty

CONNECT_REQUEST DEVICE_MGMT_CONNECTION TUNNEL_CONNECTION

pe ->

PID_SECURED_SER- |non-secure (0) for| secure (1) for |non-secure (0)for| secure (1) for TUN-
VICE_FAMILIES is -> DEV_MGMT DEV_MGMT TUNNELLING NELING

secure

Wrapped Access granted Access denied Access granted |Access granted if
CONNECT_REQUEST in allowed by
tunnelling user (>=2)

session USERS

PID_TUNNELLING_

c) KNXnet

Becausd
data se

(without data security and role “unlisted”).

With K
access t
with th¢
use of o

d) KNXnet]

A detai
with dif

e) KNXnet]

If the w
familied
endpoir]

Secure

received if and only if KNXnet/IP routing service family is set to require secure communic

[see 5.7]

Non-sed
if the K
version

If the
version
of their

VAR DR | 3 r's
T OCVICCTTAITag CIITCTIC,

KNXnet/IP device management v1 services (cEMI M_Prop) cannot be protected-with
Curity, access to a resource through cEMI M_Prop services will always be “anonyn|

NXnet/IP device management v2 services (cEMI local transport layer) [full manage
o the device is possible even in device security mode if KNX data security is used tog
e tool key. The lack of a source individual address in cEMI local transport layer prevent
ther roles (RO to R15).

[P tunnelling:

ed description how to verify access to a KNXnet/IP.tunnelling interface in combin
ferent security scenarios and connection request options can be found in 5.4.3.

[P routing:

rapped message is a “KNXnet/IP Routing Setyice Family” message (The KNXnet/IP se
are specified in Annex A) then it shall be'ignored if it was not received on the ro
t or the session identifier is not 0 (multieast communication).

routing frames (i.e. multicast sectire wrapper frames containing a Routing.ind) shg

2.5.5 PID_SECURED_SERVICE, FAMILIES (PID = 94)].

ure routing frames (i.e”plain multicast Routing.ind frames) shall be received if and
NXnet/IP routing seryvice family is set to not require secure communication (sec
=0).

KNXnet/IP routing service family is set to require secure communication (sec
> 0), all sent(Routing.ind frames shall be wrapped in a secure wrapper frame, regar

the device configuration.

KNX
jous”

ment
bther
s the

htion

rvice

iting

11 be
htion

only
urity

urity
dless

target group address, their target multicast address or any other aspect of the Routinig.ind

ting.

or received.

f) Remote

logging:

Access control resource to be defined when this connection type is specified.

g) Remote

configuration:

sent

It is not foreseen to support this service family if device security mode is enabled as these services
would be able to set any configuration unauthorized via broadcast. If device security mode is
enabled in the KNXnet/IP server device, it shall therefore ignore all incoming KNXnet/IP messages
with service codes from the “KNXnet/IP remote configuration and diagnosis service family”.
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Object server:

Access control resource to be defined when this connection type is specified.

5.7.2.2 Multicast communication

5.7.2.2.1 Key management

A single key is used for all devices in a KNXnet/IP routing multicast group. This backbone key is
transferred once during device commissioning using a secure connection to the devices (via KNX data

secu

rity possibly using secured KNXnet/IP device management). The key shall be transferred via the

property PID_BACKBONE_KEY and shall have an unlimited lifetime.

All devices listening on the same multicast address using the same backbone key belong to
KNXhet/IP multicast group. Frames possibly received on other multicast addresses,shall bg¢ discarded.

one secured

Everyone with knowledge of this secret backbone key is considered a legal' mémber of the KNXnet/
IP rauting multicast group. If one device gets compromised, all keys used in/this device s

as C¢

secured connections to these devices to restore security for the KNXnet/IP routing mul
cominunication.

5.7.2.2.2 Defending against replay attacks

a)

b)

© IS0 2019 - All rights reserved

Multicast sequence information:

For KNXnet/IP multicast communication it is not ‘possible to use a simple sequence

hall be seen

mpromised. Nevertheless, the backbone key can be changed for'\the remaining d¢vices using

ticast group

humber like

the unicast case. In the multicast case there is an KNXnet/IP multicast group donsisting of

ultiple nodes each of which can act as sender or as receiver. A sequence number w

buld have to

e maintained and persisted by every possible receiver for every sender. Without pé¢rsistence, a
eceiver would be vulnerable by a replay attack from power-up until every sender has received a

alid frame.

part from the resources required on the receiving side, at least one kind of vulnera
emain: If an attacker canscapture a valid frame and make sure that the frame d

pility would
besn’t reach

he legal receiver, he can‘replay the frame later at any time. To get around this issye, sequence

information is needed. which changes even if no communication is taking place.

herefore, a freetunning timer that is synchronized between all KNXnet/IP multicast group

embers shallbexised for providing sequence information. The range of the timer v
nough for thig.timers to be assumed to never overflow. Synchronization of timer val
evices are\only allowed in the forward direction: The sender of a packet shall includ
imer value as time stamp in the sent packet. The receiver of a packet shall replace it
aluewith the received time stamp if the received time stamp is having a greater va

intérnal timer.

lues is large
es between
P its current
5 own timer
lue than the

The timer value of an incoming frame shall be compared to the current local timer value. The frame
shall be discarded if the received frame is older than the time span given in PID_MULTICAST_
LATENCY_TOLERANCE (typically a few seconds). This means that frames with slightly past timer
values shall be accepted to account for network latency.

The use of KNX data security on application layer for critical applications includes an additional
device specific counter that further minimizes the risk of replay attacks and reduces the need to
tweak the latency tolerance on KNXnet/IP.

Device timer implementation:

The timer and the time stamp shall have a width of 48 bit. With timer ticks every millisecond,
an overflow of the timer would theoretically occur after 9 thousand years. This value should

111


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

be sufficient to well exceed the lifetime of an average building. The timer shall be reset to zero
whenever the backbone key is changed.

The device timer shall not be decreased in any case. This requirement especially includes the
power-down case. See 5.7.2.2.3 for implementation details.

c) System clock accuracy:

5.7.2.2.3 Timer synchronizing

a) Timer sync service:

112

The proposed timer-based replay attack protection depends on the device clocks being synchronized
with an allowable tolerance of a few milliseconds. Given standard quartz micro controller oscillator
circuits, a clock accuracy better than 50 ppm can easily be achieved. This implies that the clock

deviatiqnbetween any twao devicesis at most 100 ppm

1y

2)

3)

General:

Whenever a KNXnet/IP service family using multicast communicatioris-set to require sg¢cure
conpmunication, the multicast timer between devices in a secure KNXnet/IP multicast group
shall be synchronized. For this purpose, devices shall send TIMER (NOTIFY messages to:

— |synchronize the device timer after power up: If the device doesn’t need to send|data
immediately after power up, a TIMER_NOTIFY frame. shall be scheduled to be sent at a
random time between 0 s (minDelayInitialNotify) @nd 10 s (maxDelaylnitialNotify) |if no
recent-enough TIMER_NOTIFY or SECURE_WRAPPER frame has been received within this
period of time. This shall prevent a flood of TIMER_NOTIFY frames sent by the same tyjpe of
device after a power cycle. If the device needsto send data within this first period of time it
can then shorten its delay time and immediately issue a TIMER_NOTIFY frame.

— |periodically resynchronize the timers: A TIMER_NOTIFY shall be sent by any device if
no recent-enough TIMER_NOTIFY or SECURE_WRAPPER frame has been receivef for
about 10 s.

— [resynchronize an outdated.timer: A TIMER_NOTIFY shall be sent by any device affter a
random time of usually.up to around 3 s (maxDelayTimeFollowerUpdateNotify) after the
device received an outdated TIMER_NOTIFY or SECURE_WRAPPER frame.

Any device receivingsa-valid TIMER_NOTIFY or SECURE_WRAPPER frame shall compar the
recgived timer valugZwith its local timer value and update its local timer value if the recg¢ived
timpr value is gréater than the local timer value.

Reaction tooutdated timer values:

Any device receiving a valid outdated TIMER_NOTIFY or SECURE_WRAPPER frame [shall
schedule sending a TIMER_NOTIFY frame after a random delay of usually up to arounf 3 s
(maxDelayTimeFollowerUpdateNotilyJ.

If a TIMER_NOTIFY or SECURE_WRAPPER frame with a timer value greater than the sync
latency tolerance (fraction of the overall latency tolerance) behind the local timer value as time
stamp field is received before the delay elapses, the schedule shall be cancelled.

If no recent-enough TIMER_NOTIFY or SECURE_WRAPPER frame is received before the delay
elapses, the device shall send out its local timer value in a TIMER_NOTIFY frame and shall
assume to be a time keeper for its secure KNXnet/IP multicast group.

Time keeper:

Devices that claim to be a time keeper for their secure KNXnet/IP multicast group continue
scheduling TIMER_NOTIFY frames on outdated received TIMER_NOTIFY or SECURE_
WRAPPER frames in a shorter and earlier time window than the other devices. Time keeper
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devices use a reduced maxDelayUpdateNotify time and a reduced MaxDelayPeriodicNotify
time to be able to more quickly correct outdated timers or tell devices that have newly joined
the secure KNXnet/IP multicast group the correct current time. The exact definition of the
time windows for time keeper and/or time follower devices is dependent on the configured

network latency.

Whenever time keeper devices receive a valid TIMER_NOTIFY frame with the received timer
value greater than their local timer value, they no longer claim to be a time keeper for their
secure KNXnet/IP multicast group.

b) Timer sync state machine:

1) Goal:

The state machine in each device tries to keep all mc_timers in all devices sJ
with as little communication overhead as possible. It is completely transparent

nchronized
for all KNX/

PeriodicNotify

keepers for sending a TIMER_NOTIFY after having
received the last acceptable TIMER_NOTIFY or

SECURE_WRAPPER.

[P communication except for discarding outdated SECURE_WRAPPER frames. Th¢ underlying
goal is to detect and discard replayed SECURE_WRAPPER frames.
2) Parameters: The parameters are given in Table 45.
Table 45 — Parameters
Parameter Unit Value Description
later{cyTolerance ms configured SECURE_WRAPPER frames which are older than
default =2 000 ms |this:tolerance when comparing their tinjer value to

the receiving device’s mc_timer are discarded. This
parameter should therefore reflect the gbsolute
worst-case latency of the network conngcting all
devices of the secure KNXnet/IP multicast group.
This value can be configured through
PID_MULTICAST_LATENCY_TOLERANCE.

synclLatencyTolerance ms configured Common case latency. 99,9 % of all obsefrved net-

default =200 ms |work latencies should be within the syngLatencyTol-

erance. The default value is 10 % of the JatencyTol-
erance. This value can be configured thfough
PID_SYNC_LATENCY_FRACTION.

minelaylnitialNotify S 0s Minimum delay for sending an initial
TIMER_NOTIFY after power-up.

maxDelaylnitialNotify S 10s Maximum delay for sending an initial
TIMER_NOTIFY after power-up.

minlDelayTimeKeeper S 10s Minimum delay of time keeper devices fpr

PerigdicNotify sending a TIMER_NOTIFY after having feceived the
last acceptable TIMER_NOTIFY or
SECURE_WRAPPER.

maxDelayTimeKeeper ms calculated Maximum delay of time keeper devices for

PeriodicNotify sending a TIMER_NOTIFY after having received the
last acceptable TIMER_NOTIFY or
SECURE_WRAPPER.

minDelayTimeFollower ms calculated Minimum delay of all devices that are not time

PeriodicNotify keepers for sending a TIMER_NOTIFY after having
received the last acceptable TIMER_NOTIFY or
SECURE_WRAPPER.

maxDelayTimeFollower ms calculated Maximum delay of all devices that are not time
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Table 45 (continued)

Parameter Unit Value Description
minDelayTimeKeeper ms 100 ms Minimum delay of time keeper devices for sending a
UpdateNotify TIMER_NOTIFY as an update after having received

an outdated TIMER_NOTIFY or SECURE_WRAPPER.
maxDelayTimeKeeper ms calculated Maximum delay of time keeper devices for sending a
UpdateNotify TIMER_NOTIFY as an update after having received
an outdated TIMER_NOTIFY or SECURE_WRAPPER.
minDelayTimeFollower ms calculated Minimum delay of all devices that are not time
UpdateNotify keepers for sending a TIMER_NOTIFY as an update
after having received an outdated TIMER_NOTIFY
or SECURE_WRAPPER.
maxDelayTimeFollower ms calculated Maximum delay of all devices that are nét time
UpdateNotif}y keepers for sending a TIMER_NOTIFY(as-an update

after having received an outdated TIMER_NOTIFY
or SECURE_WRAPPER.

Thg calculated parameters are mainly depending on the network’s\latencyTolerancel and

syncLatencyTolerance, see Table 46:

Table 46 — Calculated parameters, mainly depending-on the network’s
latencyTolerance and syncLatencyTolérance

Parameter

Expression

maxDelayTimeKeeperPeriodicNotify minDelayTimeKeeperPReriodicNotify + 3 x syncLatencyTolerancs

minDelayTirheFollowerPeriodicNotify maxDelayTimeKeeperPériodicNotify + 1 x syncLatencyTolerance

maxDelayTimeFollowerPeriodicNotify | minDelayTimeFollowerPeriodicNotify + 10 x syncLatencyTolerapce

maxDelayTillneKeeperUpdateNotify minDelayTimeKeeperUpdateNotify + 1 x syncLatencyTolerance

minDelayTimeFollowerUpdateNotify maxDelayTimeKeeperUpdateNotify + 1 x syncLatencyTolerance

maxDelayTimeFollowerUpdateNotify minDelayTimeFollowerUpdateNotify + 10 x syncLatencyTolerange

3) Locpl variables: The local variables‘are described in Table 47.

Table'47 — Description of local variables

Name

Description

mc_timer

48-bit wide timer, one tick per millisecond real-time. The value of this timef is
used in SECURE_WRAPPER and TIMER_NOTIFY frames as sequence informa-
tion. The state machine in each device tries to synchronize all mc_timers irf all
devices. mc_timer is always counting up and never stops. The mc_timer only
ever increases except when IP_backbone_key is updated which implicitly rgsets
mc_timer to 0.

notify_timer

Timer r‘mmting down resolution ideally 10 ms or finer Measured in seconds

and fractions of seconds. When the notify_timer reaches 0,0 s it stops, event
E10 is generated and a TIMER_NOTIFY frame is sent.

backbone_key

Symmetric 128 bit AES key used for multicast communication. Setting this to
a new value implicitly sets the mc_timer back to 0 and generates event E11.
Setting this to the same value as before generated event E12.

minDelayPeriodicNotify

Minimum delay for sending a TIMER_NOTIFY after having received the last
acceptable TIMER_NOTIFY or SECURE_WRAPPER. This variable has different
values depending on if the device is a time keeper or not.

maxDelayPeriodicNotify

Maximum delay for sending a TIMER_NOTIFY after having received the last
acceptable TIMER_NOTIFY or SECURE_WRAPPER. This variable has different
values depending on if the device is a time keeper or not.
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Table 47 (continued)
Name Description
minDelayUpdateNotify Current minimum delay for sending a TIMER_NOTIFY as an update after having
received an outdated TIMER_NOTIFY or SECURE_WRAPPER. This variable has
different values depending on if the device is a time keeper or not.
maxDelayUpdateNotify Current maximum delay for sending a TIMER_NOTIFY as an update after hav-

ing received an outdated TIMER_NOTIFY or SECURE_WRAPPER. This variable
has different values depending on if the device is a time keeper or not.

4) States: The states are described in Table 48.

Table 48 — Description of state labels

State label

State description

SCHED_PERIODIC

A TIMER_NOTIFY is scheduled to be sent once notify_timer (delay bg

DelayPeriodicNotify and maxDelayPeriodicNotify) expires (E10).

tween min-

SCHED_UPDATE

A TIMER_NOTIFY is scheduled to be sent once notify”timer (delay bg

DelayUpdateNotify and maxDelayUpdateNotify)-expires (E10).

tween min-

%) Events: The events are described in Table 49.

Table 49 — Event description

Event label Event description
EO1 Received TIMER_NOTIFY frame
(received_timer_value > mc_timer)
EO02 Received TIMER_NOTIFY frame

(received_timer_value <= mc_timer) and
(received_timer_value > mc_timer - syncLatencyTolerance)

EO03 Received TIMER_NOTIFY frame
(received_timer_value g=jnc_timer - syncLatencyTolerance) and
(received_timer_value >mc_timer - latencyTolerance)

E04 Received TIMER_NOTIFY frame
(received_timer.value <= mc_timer - latencyTolerance)
EO5 Received multicast SECURE_WRAPPER frame
(received.timer_value > mc_timer)
EO6 Received multicast SECURE_WRAPPER frame

(received_timer_value <= mc_timer) and
(réceived_timer_value > mc_timer - syncLatencyTolerance)

E07 Received multicast SECURE_WRAPPER frame
(received_timer_value <= mc_timer - syncLatencyTolerance) and
(received_timer_value > mc_timer - latencyTolerance)

EO8 Received multicast SECURE_WRAPPER frame
(received_timer_value <= mc_timer - latencyTolerance)
E09 Transmitted multicast SECURE_WRAPPER frame
E10 The notify_timer expired (reached 0,0 s).
E11 Device joins new domain. PID_BACKBONE_KEY and/or PID_MULTICAST_ADDRESS is set to a

new and different value (via property access or DomainAddressSerialNumber_Write).

The events EO1 to EO4 for the reception of TIMER_NOTIFY frames are symmetrical to the
events EQ5 to E08 for the reception of SECURE_WARPPER frames. These sets of events refer to
different points in time when the frames are received. Figure 86 — State machine events for
different received timer values, illustrates these reception times on a time bar.

© IS0 2019 - All rights reserved

115


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

TIMER_NOTIFY: E04 EO03 E02 EO1
SECURE_WRAPPER: EO08 E07 E06 EO05

timer value

t, =local timer value -
latencyTolerance

fo =local timer value

t 1 =local timer value -
syncLatencyTolerance

Figure 86 — State machine events for different received timer values

6) |Actions: The action labels are described in Table 50.
Table 50 — Description of action labels
Action label Action description

A0 Do nothing.

Al mc_timer = received_timer_value

A2 Accept SECURE_WRAPPER frame and pass to upper layers as usual.

A3 Reschedule notify_timer = random (minDelayPeriodicNotify, maxDelayPeriodicNotify).

A4 Remember received serial number and tag of outdated\frame.
notify_timer = random (minDelayUpdateNotify, maxDelayUpdateNotify)

A5 Send TIMER_NOTIFY with own mc_timer as seguénce information, own serial number ajnd
random tag.

A6 Send TIMER_NOTIFY with own mc_timer @s sequence information, but serial number ard
tag as remembered in A4.

A7 Restart the multicast timer synchronjzation, see 5.7.2.2.3.

A8 Becoming time keeper:
minDelayUpdateNotify = minDelayTimeKeeperUpdateNotify
maxDelayUpdateNotify = maxDelayTimeKeeperUpdateNotify
minDelayPeriodicNotifyy='minDelayTimeKeeperPeriodicNotify
maxDelayPeriodicNotify = maxDelayTimeKeeperPeriodicNotify

A9 Becoming time follower:
minDelayUpdateNotify = minDelayTimeFollowerUpdateNotify
maxDelayUpdateNotify = maxDelayTimeFollowerUpdateNotify
minDelayPériodicNotify = minDelayTimeFollowerPeriodicNotify
maxDelayPeriodicNotify = maxDelayTimeFollowerPeriodicNotify

NOTE1 random(start, end) returns a uniformly distributed random number between start and end inclyisive.
7) [Teansition table: A transition table is shown in Table 51.

Table 51 — Transition table

State
Event
SCHED_PERIODIC SCHED_UPDATE

EO1 SCHED_PERIODIC >> SCHED_PERIODIC

Al + A9 + A3 Al + A9 + A3
EO02 SCHED_PERIODIC >> SCHED_PERIODIC

A9 + A3 A9 + A3
EO03 SCHED_PERIODIC SCHED_UPDATE

A0 A0
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State
Event
SCHED_PERIODIC SCHED_UPDATE
E04 >> SCHED_UPDATE SCHED_UPDATE
A4 A0
E05 SCHED_PERIODIC SCHED_UPDATE
Al + A2+ A3 Al + A2
E06 SCHED_PERIODIC SCHED_UPDATE
A2 + A3 A2
EO7 SCHED_PERTODIC SCHED_UPDATE
A2 A2
EO08 >> SCHED_UPDATE SCHED_UPDATE
A4 A0
E09 SCHED_PERIODIC SCHED_UPDATE
A3 A0
E10 SCHED_PERIODIC >> SCHED_PERIOBIC
A5+ A8 + A3 A6 + A8 + A3
E11 SCHED_PERIODIC >> SCHED_PERIODIC
A7 A7

NOTHE 2  Although in EO5 a time keeper might receive a newer timeér value than its own, it doeq not get time
follower, because this decision will only be taken based upon tinier notify frames.

NOTE 3  Sending or receiving of secure wrapper frames.(E09 or E05) does not cancel scheduled timer notify
updates (although the recent timer value was already ¢emmunicated to the multicast group) to| allow direct
(trusted) answers for outdated devices.

8#) Starting the multicast timer synchronization:

— state =< SCHED_PERIODIC.

In these cases the'start state of the timer sync state machine is:

The multicast timer synchronization shall only be active if at least one service family using
multicast communication.is set to require secure communication. The start of the multicast
timer synchronizatiom¢an therefore happen directly after device power-up or whenever the
configuration of secuned service families changes.

— In.¢dse of device power-up, the notify_timer = random (0, maxDelayInitialNotify) to prevent
aflood of notifications of devices booting up at the same time (e.g. after a power cycle),
otherwise notify_timer = 0.

— mc timer = Value read from persistent storage (only if valid) + worst case time offset (if

applicable). If no such value is found (important: thisis only acceptable for the first time ever
that a device has started the multicast timer synchronization with the current backbone
key) mc_timer = 0.

After the start of the multicast timer synchronization and before receiving the first authentic
timer value a device is vulnerable to replay attacks. An attacker could replay any SECURE_
WRAPPER and TIMER_NOTIFY traffic captured between the device’s old, unsynchronized
mc_timer and the current time. The device will not be able to tell that its own mc_timer and the
received timer values are out of date and cannot detect the received traffic as replayed.

To work around this, a device can acquire an authentic timer value after the start of the
multicast timer synchronization by using the following procedure:

— Setaflag mc_timer_authentic = false.
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5.7.2.2.4

This frame s
group memlbyer's timer values synchronized. The frame shall be sent to the KNXnet/IP routing end

(port 36

a) Binary

+

Do not process the encapsulated data of SECURE_WRAPPER frames until mc_timer_

authentic becomes true.

Send or schedule a TIMER_NOTIFY. Remember the used tag.

Wait for maxDelayTimeFollowerUpdateNotify + 2 x latencyTolerance after the first TIMER_

NOTIFY or SECURE_WRAPPER (sent or received).

If a TIMER_NOTIFY is received that repeats the own serial number and remembered tag

value, then set mc_timer_authentic to true and stop waiting any further.

Take the most recent timer value of all received TIMER_NOTIFYs and SECURE WRAPPERs

Init
WR
and
wit
isl1d

The
WR
LA]

If tH
SE(Q
Int

71 ¢

-7

as the initial mc_timer and set mc_timer_authentic to true.

jally an arbitrary number of replayed (and thus false) TIMER_NOTIFY o5 \SEC
APPER frames may be received. But other sane devices will also have receivedthese fr
the false (old) response timer values. At least one of these other sane deyices will an|
h an authentic timer value. The latest time until this authentic timer valuecould be rec
tencyTolerance + maxDelayTimeFollowerUpdateNotify + latencyTolerance.

disadvantage of this procedure is that a device may neither receive’nor send any SEC
APPER frames before this authentic mc_timer acquisition is complete. In a typical Eth
N this may takeupto10s+2s+3s+2s=17s.

is kind of delay is not acceptable for a certain application‘a device may also send and re
URE_WRAPPER frames before the authenticity of the multicast group timer is establi
his case the application software shall be robust against early replay attacks.

NMER_NOTIFY — Usage

hall be sent during secure KNXnet/IP multicast group communication to keep the mult

n the configured routing multicastaddress).

— 6454l =t =3+ =241+ —0IPLT —4——+ -5 -4 3424140t mmmmmmmmmmm——
Header Length | Protocol Version | |
(06h) I (10h) | |

—G—H =5t —d =t -3+ 2N 4 04— T+ =6+ -5+ -4 —+-3—+-2—+-1—+-0—+

Se¥vice Type Identifier | KNXnet/IP Secure |
(0955h) | Header I
64544 —EBh 2t -1 40— 4—T—+—6—F+-5-F-4—+-3-+-2—+-1-+-0—+
Total Length | |
(24h) | |
64+ 5=+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4-+-3—+-2-+-1-+-0—F-————————————————————}

ormat: The Binary format of the KNXnet/IP secure timer notify frame is shown in Figur

JRE_
hmes
swer
pived

URE_
ernet

ceive
hed.

icast
boint

— Gt -5-4-4-+4-3-+-2-+-]-+-Q-+-TF—+-G-+-5-t-4-4-3-4-2-+-] 40—t

Timer value | |
(6 Octet) I I

+=T == 6—F=5—F—d—+=3—+=2-+=1—F=0—F=T—+=6—+—-5—+—4—t=3—+-2—+-1—+-0—+ |

KNX Serial Number |  Security
(6 Octet) | Information |

+=T == 6—F=5—F—d—+=3—+=2-+=1—F=0—F=T—+=6—+—-5—+—4—t=3—+-2—+-1—+-0—+ |

Message Tag | |

| (2 Octet) I I
+=T—+-6—-+-5-+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—4-1—+-0—t—-————————m ¢}
| Message Authentication Code |  Encrypted Data

| (16 Octet) | (AES128 CCM) |
+=T—+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4—+-3-+-2—4-1—+-0—t—————————m ¢}
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Figure 87 — Binary format of the KNXnet/IP secure timer notify frame
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Fields:

Timer value:
The current multicast timer value of the device sending the timer notification.
KNX Serial Number:

In case of a periodic or initial notify this is the KNX serial number of the device

sending the

timer notification. In case of an update notify this is the serial number of the outdated frame

triggering the update.

Message Tag:

In case of a periodic or initial notify this field shall contain a random)va
of an update notify this is the tag value of the outdated frame triggefring
The tag field of periodic TIMER_NOTIFY frames shall be random to prévent the t
data to only increase by one for subsequent timer values. This shallprotect th
key used to generate the MAC against analytic attacks and serve as a challengg
notify frames so they can be immediately trusted as valid timer.source for the dg
generated the original tag value.

Message Authentication Code:

The full 128 bit CCM-MAC. The CCM algorithm ensures that the MAC itself is also e

Authentication:

TIMER_NOTIFY frames shall provide authentication using a message authentication

that shall be appended to the TIMER_NOTIFY-message for ensuring data integrity. Fo
this MAC, the CCM algorithm with AES128\as cipher shall be used. As AES128 key

3lgorithm the backbone key shall be used;

The KNX specific definitions of the-GGM parameters for TIMER_NOTIFY messages shal

A:

For KNXnet/IP timer hotify frames A = KNXnet/IP secure wrapper header only. T|
the associated data is fixed to a = 6 octets.

P:

As TIMERSNOTIFY frames only use authentication, the CCM payload P is empty.
that the léngth of the payload Q for the generation of B, is fixed to 0.

By:

The composition of the first block B, for the CBC-MAC calculation in the CCM

ue. In case
the update.
nencrypted
le backbone
e for update
bvice having

hcrypted.

code (MAC)
" calculating
for the CCM

be:

he length of

This means

hlgorithm is

These fields

cppr‘ifipd inFioure 83 — Formatof RU forthe CCM CBC-MAC in timer nnfif‘y frames

from the KNXnet/IP TIMER_NOTIFY frame are included here, so that they cannot be altered in

the communication path between sender and receiver without being detected.

octet nr

o | .. | s 6 | |11 | 12 | 13| 14 | 15

TimerValue SerialNr Tag Q=0000h

Figure 88 — Format of B, for the CCM CBC-MAC in timer notify frames

— TimerValue contains the multicast timer value from the security information of the KNXnet/

[P timer notify body.
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— SerialNr contains the KNX serial number value from the security information of the

KNXnet/IP timer notify body.

— Tag contains the message tag value from the security information of the KNXnet/IP timer

notify body.

Q shall be the length of the payload P in octets, which is fixed to 0 for KNXnet/IP timer

notify frames.

— Ctro:

The format of the Block Counter Ctr, is also KNX specific (for timer notify frames only the

calriulation of one AES128 block for the encryption of the MAC is necessary). Ctr, sha
conmposed as specified in Figure 89 — Format of Ctr, for the CCM MAC encryption in{

not

fy frames.

octet nr

o | .. | s 6 | .. | 1 12 13 14 15

TimerValue SerialNr Tag ffh 00h

F

ot

§
— Tim
tim

— Ser
tim

— Tag
not

d) Recepti

Upon re
the folld

— Fra

KN]J
14
not

— Mes
The

ure 89 — Format of Ctr, for the CCM MAC encryption indinier notify frames
erValue contains the multicast timer value from the security information of the KNXn
er notify body.

alNr contains the KNX serial number value fromithe security information of the KNXn
er notify body.

contains the message tag value from the security information of the KNXnet/IP f
fy body.

bn and decoding:

ception of a KNXnet/IP timér notify frame the received data is evaluated and decod
wing steps:

Ine size:

Knet/IP timer natify frames have a fixed length of 36 octets (6 octets for the secure he
ctets for the Security information and 16 octets for the MAC). Received KNXnet/IP t
fy frames larger or smaller than 36 octets shall be discarded.

sage Authentication Code (MAC):

received timer notify frame is decrypted with the backbone key and the me;j

11 be
imer

et /1P

bt /1P

imer

ed in

ader,
imer

sage

aut

hentication code Y1 aver the received security information is created._This calculated

MAC

is then compared to the received and decrypted MAC TR from the timer notify frame. If they do

not

— Seq

match, the KNXnet/IP timer notify frame shall be discarded.

uence information:

For secure multicast communication even outdated, unexpected timer values are relevant
(they trigger (re-)synchronization of the network). Therefore, the message authentication code
has to be checked before the multicast timer value can be evaluated. The different possible
reactions of the receiving communication partner depending on the received timer value are

exp
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lained in detail in 5.7.2.2.3 Timer synchronizing.
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5.7.2.3 Unicast connections

5.7.2.3.1 Key management

a)

b)

5.7.2.3.2 Mutual authentication

a)

b)

Session key:

When a KNXnet/IP client wants to securely communicate with a KNXnet/IP server using
connectionless or connection oriented unicast KNXnet/IP services it shall use a temporary key for
every communication session. The lifetime of this session key (how long this key remains valid) is
called a KNXnet/IP secure session.

the Elliptic-
urve Diffie-Hellman (ECDH) key agreement algorithm (Rescorla, Diffie-HellmanKejf Agreement
ethod, 2009). As ECDH domain parameters the Curve25519 shall be used. Dutiing s¢ssion setup
oth parties exchange the public part of a randomly generated ECDH key pair; Khowl¢dge of each
ther’s public key in combination with the own private key allows both peers.to calculjte the same
fandom number from which the session key is derived.

Both communication parties shall generate a new random publi¢/private key pair on the
[urve25519 specification as ECDH parameters for every new sesSion using a cryptpgraphically
gafe source of entropy. It is not allowed to generate a random key pair once (e.g. per power-on or
per device) and re-use that for more than one session.

[alculating the session key:

The session key is calculated as follows (for both ‘the KNXnet/IP secure client and KNXnet/IP
jecure server):

1) sharedSecret_in_little_endian = Curve25519(myPrivateKey, peersPublicKey)
2) hash_in_big_endian = SHA256(sharedSecret_in_little_endian)

3) sessionKey = get_first_16_bytesfhash_in_big_endian)

Authentication by known sectrets:

During session setup,,a KNXnet/IP secure device shall authenticate itself to the connectiing client by

roving knowledge.ofa secret based on the device authentication code. The client shall authenticate
i}self to the deyice’by proving knowledge of a secret based on a user password. Both $ecrets have
reviously be€en'stored in the device.

$ecuringtagainst dictionary attacks:

Password based authentication mechanisms always bear the risk of a dictionary gttack being
¢onducted. In a dictionary attack an attacker tries passwords from a dictionary |in order of

ecreasing probability. For real-world passwords regularly a surprisingly small number of
attempts are necessary to find out the correct password.

Dictionary attacks can be separated into online attacks and offline attacks. In an online attack, the
attacker repeatedly connects to the system and on each connection tries a different password. In
an offline attack, the attacker needs to be able to gain enough information by passively listening to
the traffic of a connection to be able to check the passwords offline on his own (maybe parallelized)
hardware.

Offline attacks are for example possible when the password itself or a simple (unsalted) hash of the
password is transmitted as plain text. Password based challenge-response authentication schemes
may also be prone to offline dictionary attacks if the attacker is able to get the plain text challenge
and the plain text response.
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KNXnet/IP secure unicast sessions cannot easily be compromised by an offline dictionary attack
because the authentication data that an attacker would need to generate for each password to be
tested is calculated using a time-consuming cryptographic algorithm reducing the amounts of
possible tests in a reasonable time by several orders magnitude.

Conducting an online dictionary attack is always possible. However, compared to an offline attack
the number of passwords that can be tried online in a given time span is rather small. Since an
online attack takes considerable time and requires the attacker being actively connected to the
installation for that time, his risk of being discovered is much higher compared to an offline attack.

To further decrease the feasibility of online or offline dictionary attacks, the tool software shall

inform
passwo
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ds have a minimal, acceptable strength).

Defending against replay attacks

eplay attacks, every packet sent via a secure connection shall bear a number as seqy

Every communication partner shall have its own independent sequence number coy
ce number shall have a width of 48 bit. Assuming one million (10%) packets being
for each direction, an overflow of the sequence number would theoretically occur af]

h overflow.

e number shall be initialized to zero on connection setup'and incremented by one after
For every connection both peers shall store the sequerice number of the last received fi

r frame shall be accepted by the receiver if the sequience number is greater than the seqy
he previously successfully received frame owthe same connection. There is no require
Lience number of two consecutive frames-differ by exactly one. Because of this, the un
formation mechanism is inherently tolerant to frames getting lost.

eans that for frames received in-swapped order, those frames coming in too late wi

ion if this causes any problenis. Because of this KNXnet/IP secure unicast sessions sha
11 not use UDP.
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installed devjeeZdll passwords may be empty. Therefore, during initial configurati
intil the passwerd has been set by the installer), no reliable authentication of the clidg
possible. However, all other security objectives mentioned above are met. The devicg
 itself tethe client by using an initial device authentication code (value equal to FDSK
f thiscode by the client requires at least some form of physical access to the device,

freshness amnd data integrity are assured using the standard measures described ahaove
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5.7.2.3.5 Secure sessions

a) Associating session keys to secure sessions:

During session setup, the server shall assign a secure session identifier to the secure session being
established (not to be confused with the KNXnet/IP connection identifier). The server shall ensure
that this secure session identifier is unique to all of its currently open secure sessions. When
transferring data over the session, the secure session identifier shall be included in every frame sent.

Selecting the right session key and sequence numbers for sending and receiving KNXnet/IP secure
frames shall for the KNXnet/IP server be based on the secure session identifier. A KNXnet/IP client
may additionally have to consider the IP information (e.g. TCP connection) or KNX serial number of
the KNXnet/IP server if multiple concurrent sessions to different servers are maintained.
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Secure sessions may not be nested, i.e. a secure session may not be wrapped in an existing secure
session.

b) Session state machine:

— Goal: The goal of this state machine is to clearly specify the behaviour of KNXnet/IP servers
during the phase of negotiating the temporary session keys as well as defining the lifetime
of these keys (the lifetime of a session). The state machine refers to a single session on the
KNXnet/IP secure server. Multiple sessions may exist in parallel.

Parameters: Parameters of the session state machine is shown in Table 52.

Table 52 — Parameters of the session state machine

Parameter Unit Value Description

timeputAuthentication s 10s Maximum time the authentication/process forjnewly cre-

ated secure sessions may last until the unauthenticated
session will be dropped.

timeputSession

S 60s Maximum time an authenticated session may femain un-
used (without any communication over this sgssion) until
the session will be drepped.

Local variables: Local variables of the session state machine a shown in Table 53.

Table 53 — Local variables of the.session state machine

Name Description
sesslon_timer Timer counting down, resolution ideally 10 ms or finer. When the sedsion_timer
reaches 0,0 s it stops,.thé session will be aborted.
+ States: The states of the session state‘machine are shown in Table 54.
Table 54 & States of the session state machine
State label State description
IDLH The'session is not open.
UNAUTHENTICATED The session has been created, but is not yet authenticated.
AUTHENTICATED The session has been successfully authenticated.
+ Events: The.events of the session state machine are shown in Table 55.
Table 55 — Events of the session state machine
Eyentlabel Event description
EOO Received SESSION _REQUEST
EO1 Received valid SECURE_WRAPPER containing valid SESSION_AUTHENTICATE
EO02 Received valid SECURE_WRAPPER containing invalid SESSION_AUTHENTICATE
EO3 Received valid SECURE_WRAPPER containing SESSION_STATUS with status field
STATUS_CLOSE
E04 Received valid SECURE_WRAPPER containing SESSION_STATUS with status field
STATUS_KEEPALIVE
EO5 Received valid SECURE_WRAPPER containing any frame except SESSION_AUTHENTICATE
and SESSION_STATUS
E06 The session_timer expired (reaches 0,0 s)

In addition to the validation rules described at service level the terms “valid” and “invalid” also
mean in this context:
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For SECURE_WRAPPER frames, valid means that the wrapper can be decrypted and MAC-
validated with the session key associated with the session. Invalid SECURE_WRAPPERS
shall be ignored.

For SESSION_AUTHENTICATE frames, valid means that the MAC can successfully be
validated with the password hash of the indicated user ID as key.

Actions: The actions of the session state machine are shown in Table 56.

Table 56 — Actions of the session state machine

A0 i)  Allocate session.
ii) Send SESSION_RESPONSE.
iii) session_timer = timeoutAuthentication
Al i) Send SESSION_STATUS with status field STATUS_AUTHENTICATION,'SUCCESS.
ii) session_timer = timeoutSession
A2 i)  Send SESSION_STATUS with status field STATUS_AUTHENTICATION_FAILED.
ii) Deallocate session.
A3 i) Close all contained secure connections (if there are@ny), without explicit notificatipn of
the connection close to the client.
ii) Send SESSION_STATUS with status field STATUS_CLOSE.
iii) Deallocate session.
A4 session_timer = timeoutSession
A5 i)  Send SESSION_STATUS with status field STATUS_TIMEOUT.
ii) Close all contained securebrinections (if there are any).
iii) Deallocate session.
A6 i)  Send SESSION_STATUS with status field STATUS_UNAUTHENTICATED.
ii) Close all contained secure connections (if there are any).
iii) DeallocateZsession.
— Trapsition tdble: The transition table of the session state machine is shown in Table 57.
Table 57 — Transition table of the session state machine
State
Event
IDLE UNAUTHENTICATED AUTHENTICATED
E00 >> UNAUTHENTICATED Cannot happen Cannot happen
A0
EO1 Cannot happen >> AUTHENTICATED >> [DLE
Al A2
E02 Cannot happen >> [DLE >> [DLE
A2 A2
E03 Cannot happen >> [DLE >> [DLE
A3 A3
E04 Cannot happen >> IDLE AUTHENTICATED
A6 A4
124 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

Table 57 (continued)
State
Event
IDLE UNAUTHENTICATED AUTHENTICATED

EO5 Cannot happen >> [DLE AUTHENTICATED

A6 A4
EO6 Cannot happen >> [DLE >> [DLE

A5 A5

5.7.2.3.6 SESSION_REQUEST

a) |

[N —)

b) 1

]

Jsage:

ecure server shall be 10 s.

Binary format:

| Header Length
| (06h)

|
|
¥
|
|
¥

| (32 Octet)

Fields:

— HPAT €ontrol Endpoint

This frame shall be sent by the KNXnet/IP secure client to the control endpoiht of 4
P secure server to initiate the secure session setup handshake for a new secure comimunication
hannel. The maximum time a KNXnet/IP secure client shall wait for a response of thg

The binary format of the KNXnet/IP secure session request frame'is shown in Figure 9

Protocol Verghow
(10h)

Figure 90 — Binary format of the KNXnet/IP secure session request frame

This field shall contain the return address information of the KNXnet/IP secure cli
endpoint so the KNXnet/IP secure server knows where to direct possible sec
responses and/or status information

=

=T =6+ =5t =4t =34 =2 =1 =+ =0t =T+ =6=+=5—+—4 =+ =3+ =YL —+ = 0= ——— - L4

+-7—+-6-+-5-4+-4—-+-3-+-2—-4-1-+-0-+-7—-4+-6—-+-5-+-4—+-3MN-2-+-1-+-0-+ |
Service Type Identifier
(0951h)
—T7—4+-6—+-5-+-4-4+-3-+-2-+-1-4+-0-+-T7-+-6-4+-5-%M>*+-3-+-2-+-1-+-0—-+
Total Length
(26h+sizeof (HPAI) )
—7—4+-6—-+-5-+-4-4+-3-+-2-+-1-4+-0-+-T7-+-64W5-+-4-+-3—-4+-2-+-1-+-0—4-—--——-—-——-————————}———+

|  KNXnet/IP securd |
| Header |

+-T7—+-6-+-5-4+-4—-+-3-+-2—-4-1-+-0-+-7H]<6-+-5-+-4—+-3-+-2-+-1—-+-0-+—--——--———————————L ———4
| HPAI ControlNEndpoint
| (variablewlength)

+=T—4-6-+-5-+-4-+-3-+-2-+-1-+-03%-7-+-6-+-5-+-4—+-3—+-2-+-1-+-0-+
| Diffie-Hellmarr Client Public Value X

I |
| I
Unencrypted Dat |
| |
| |

+=T—4=6-+-5-+-4-+-3—+-2=% 8T ~+-0—+-T—+-6-+-5-+-4—+-3-+-2—+-1—+-0-F-———————————————— L4

Diffie-Hellman Client Public Value X:

he KNXnet/

 KNXnet/IP

bnt’s control
ure channel

ECDH public value X as calculated by the KNXnet/IP secure client from its chosen secret on the
Curve25519 for ECDH key agreement.

c) Security:

The SESSION_REQUEST frame is sent unencrypted to the KNXnet/IP secure server and is therefore
prone to replay attacks. Only if the server generates a new (cryptographically save) random public/
private ECDH parameter Y according to the Curve25519 specification for every new session it can
be assured that replayed SESSION_REQUEST frames result in different session keys and a replay of
SECURE_WRAPPER frames is not possible.
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d) Reception and decoding:

5.7.2.3.7 SESSION_RESPONSE

a)

b)

126

Upon reception of a KNXnet/IP session request frame the received data is evaluated and decoded
in the following steps:

Usage:

TCP:

A KNXnet/IP session request frame is only valid when received over a TCP endpoint with a
TCP HPAI set to zero (route back). If the frame was received via UDP or the contained HPAI is
different from a TCP “route back” HPAI, then the received KNXnet/IP session request frame
shall be discarded.

Frame size:

KNXnet/IP session request frames currently have a fixed length of 46 octets (6 oetets fofr the
sechire header, 8 octets for the UDP/TCP HPAI and 32 octets for the client’s ECDHpublic value).
Redeived KNXnet/IP session request frames larger or smaller than 46 octets shall be discafded.

This frgme shall be sent by the KNXnet/IP secure server to the KNXnet/IP secure client’s control

endpoint in response to a received secure session request frames

Binary format: The binary format of the KNXnet/IP session response frame is shown in Figurg 91.

Fields:

+-7-4-6-+-5-+-4-+-3-4+-2-+-1-+4+-0-+-7-+-6-+-5-+-4—+-3-+P+-1-+-0-+-——-—---——— ¢}
| Header Length | Protocol Végsion | |
(06h) I (10h) | |

I

+=T7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+=T7-+=6-+=-5-+-4 H-3—+-2—-+-1-+-0-+ |
| Service Type Identifier | KNXnet/IP secure

| (0952h) | Header |
+-T7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5F-4-+-3-+-2-4+-1-+-0-+ |
| Total Length | |
I (38h) | |
+-T7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T7-4-6>+-5-+-4—+-3-+-2—4-1—-+-0—+———————————m - ———¢}
T-4-6-+-5-+-4-+-3-+-2-+-1-+-0z+27-+-6-+-5-+-4—+-3—+-2—-4-1—+-0—+—————————mmm - ———¢}
Secure Sessihon Identifier | |

(2 Octet) | I

1-6-+-5-+-4-+-3-+-2-+-1-%0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+ Unencrypted Data |
Diffie-Hellman Server Public Value Y | |

(32 Octeth | |

4-6-+-5-+-4-+-3-4=2%+-1-+-0-+-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0-F-————————————————————4
Message Authentication Code |  Encrypted Data

(16 Octet) | (AES128 CCM) |

4-6-+-5-+-48423-+-2-+-1-+-0-+-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0-F-————————————————————}

7

+_ -
|

|
+_ -
|

|
+=7-
|

|
+=7-

Figure 91 — Binary format of the KNXnet/IP session response frame

Secure Session Identifier

Unique identifier assigned by the server to the newly created session. The client shall later send
this identifier with every frame related to the session for the server to select the appropriate
decryption key. The secure session identifier 00h shall in general be reserved for multicast
data and shall not be used for unicast connections.

Diffie-Hellman Server Public Value Y:

ECDH public value Y as calculated by the server from its chosen secret on the Curve25519 for
ECDH key agreement.
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— Message Authentication Code:

The full 128 bit CCM-MAC. The CCM algorithm ensures that the MAC itself is also encrypted.

c) Authenticating the device to the client:

To defend against man-in-the-middle-attacks, the KNXnet/IP secure server shall authenticate itself

against the KNXnet/IP secure client with its device authentication code as a shared

secret. This

authentication is integrated into the Elliptic-Curve Diffie-Hellman procedure when the KNXnet/IP

secure server sends its ECDH public value to the client.

With the knowledge of the device authentication code as shared secret the client is able to optionally

alidate the MAC of the received session response frame and this way can trust the au
oth the message as well as the responding KNXnet/IP secure server.

d) Authentication:

ESSION_RESPONSE frames shall provide the KNXnet/IP secure senver’ authentid
message authentication code (MAC) that shall be appended to the seéssion respon;
nsuring data integrity. For calculating this MAC, the CCM algorithm with AES128 as

The KNX specific definitions of the CCM parameters for SESSION_ RESPONSE messages
+ A:

For KNXnet/IP session response frames A = ‘KNXnet/IP Secure Header | Sed
Identifier | (Diffie-Hellman Client Public Value<X * Diffie-Hellman Server Public V
length of the associated data is fixed to a = 40-octets.

+ P

As KNXnet/IP session response frames only use authentication, the CCM payload
This means that the length of the payload Q for the generation of By is fixed to 0.

+— By

The composition of thefirst block B, for the CBC-MAC calculation in the CCM
specified in Figure 92)— Format of B, for the CCM CBC-MAC in session response fr

thenticity of

ation using
e frame for
cipher shall

e used. As AES128 key for the CCM algorithm the device authentieation code shall be yised.

shall be:

ure Session

alue Y). The

P is empty.

hlgorithm is
hmes.

octet nr

0 13 14 15

0 Q=0000h

Figure 92 — Format of B, for the CCM CBC-MAC in session response frames

Q shall be the length of the payload P in octets, which is fixed to 0 for KNXnet/IP session

response frames.
— Ctrg:

The format of the Block Counter Ctr( is also KNX specific (for session response

frames only

the calculation of one AES128 block for the encryption of the MAC is necessary). Ctr shall be
composed as specified in Figure 93 — Format of Ctr, for the CCM MAC encryption in session

response frames.
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octet nr

0 13 14 15

0 fth 00h

Figure 93 — Format of Ctr for the CCM MAC encryption in session response frames

e) Reception and decoding:

Upon reception of a KNXnet/IP session response frame the received data is evaluated and decoded

in the fqllowing steps:

— Fra

KNXnet/IP session response frames have a fixed length of 56 octets (6 octets\for the se
heafer, 2 octets for the session identifier, 32 octets for Diffie-Hellman ServernPublic Value Y

16

larger or smaller than 56 octets shall be discarded.
— Megsage Authentication Code:

Optlionally, the received session response frame is decrypted with the device authentic
code and the message authentication code Yn over the received frame and the session’s D

Hel

and decrypted MAC TR from the session response frame: If they match, the KNXnet/IP se
response frame can be trusted.

f) Excepti

If the KNXnet/IP server device cannot process the secure session request (either because ther]
no morg free secure session resources or the.device is too busy to calculate another ECDH paran

set) the
5.7.2.3.8
a) Usage:

This frgme shall be sent by.the KNXnet/IP secure client to the control endpoint of the KNXn
secure gerver after the Ditfie-Hellman handshake to authenticate the user against the server dg

The ma

the KNXnet/IP securéserver shall be 10 s.

b) Binary

Figure 94.
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e size:

ctets for the Message Authentication Code). Received KNXnet/IP session'response fr

man public values X and Y is created. This calculated MAC is then compared to the rec

bn handling:

h the SESSION_REQUEST shall be discarded and no SESSION_RESPONSE shall be sent.

SESSION_AUTHENTICATE

kimum time a’KNXnet/IP secure client shall wait for an authentication status respon

format:\Fhe binary format of the KNXnet/IP session authenticate frame is show

cure
 and
hmes

htion
iffie-
pived
s5sion

€ are
neter

bt /1P
vice.
se of

m in
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-7-4+-6-—+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
Header Length | Protocol Version |

(06h) | (10h)
-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
Service Type Identifier |
(0953h) |
-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
Total Length |
(18h) |
-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+

+—— = — + — — +

-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6-4+-5-+-4-+-3-4+-2-+-1-+-0-+
reserved | User ID

(00h) | (1 Octet) |

—J—4-6-+4-5-+-4-4-3-+4-2-4-1-4-Q-4-T—-+-6-F-0-+-4-F+-3-4-2-+-1-+-0—+

Message Authentication Code |

(16 Octet, CBC-MAC/CCM) |

-7-4+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-+-6—-4+-5-+-4-+-3-4+-2-+-1-+-0-+

+— =M —— +

Figure 94 — Binary format of the KNXnet/IP session authenticate frame

Fields:
1T Reserved:

This field shall be set to 00h by the client. If the server retéives a non-zero value the frame shall
be discarded.

1+ User ID:

This field shall indicate the user requested™by the client for authentication of the secure
session. The server shall use the user ID a§ index into the passwords array [see 5.7.2.5.4 PID_
PASSWORD_HASHES (PID = 93) for details].

— 00h: Reserved, shall not be used

— 01h: Management level access

— 02h-7Fh: User level access

— 80h-FFh: Reseryed/ shall not be used

— The access lével (management level access or user level access with possibly any device
dependent.role) shall also determine the set of services accepted by the perver after
authentication.

T Messag&»Authentication Code:
Thefull 128 bit CCM-MAC. The CCM algorithm ensures that the MAC itself is also epcrypted.

TaZprotect the communication from possible attacks, the authentication request [frame shall
beencryptedamdauthenticated—Therefore;, this frame stattonty besentwrapped—in a SECURE_
WRAPPER frame over the intended secure session.

c) Authenticating the client to the device:

For authenticating the client (typically the tool software or visualizations) and user of the secure
session to the KNXnet/IP secure device, each device shall be secured by two types of passwords for
two different levels of access.

— Management-level access

On the management level all services including device management shall be supported. To
change KNXnet/IP secure parameters, KNX data security role “ETS” (usage of the tool key)
shall be required.
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— User-level access

On the user level, all services except device management may be supported. This means, on the
user level everything shall be allowed that would also be possible using a physical connection
to the KNX bus.

The passwords are specific to devices and therefore may be individual for each device. For practical
reasons, a user may choose to opt for the same password set in all devices of his installation
project. The client decides which of the two passwords to use for authentication. After successful
authentication, the degree of access granted by the device to the client shall depend on the password

used du

ring authentication.

If authe
send m
delays €

d) Authent

SESSIO]
authent
data int
AES128

The KN]
— A:

For
Hel
ass

As
emj

The
spe

ntication fails, the client has to restart with a new ECDH handshake; it is not allow
bre than one authentication request with the same ECDH session key. This dramat
very attempt to online attack the passwords.

ication

N_AUTHENTICATE frames shall provide their authentication information using a mej

bd to
cally

sage

ication code (MAC) that shall be appended to the session authenticate frame for ensfiring

egrity. For calculating this MAC, the CCM algorithm with AES128 ascipher shall be use
key for the CCM algorithm the password hash of the user ID shall be used.

K specific definitions of the CCM parameters for SESSION_AUTPHENTICATE messages sh3

KNXnet/IP session authentication frames A = KNXnet/IP Header | 00h | User ID | (D

d. As

1l be:

iffie-

man Client Public Value X * Diffie-Hellman\sérver Public Value Y). The length of the

pciated data is fixed to a = 40 octets.

KNXnet/IP session authentication-frames only use authentication, the CCM payload
pty. This means that the length of the payload Q for the generation of B is fixed to 0.

composition of the firs¥ block B, for the CBC-MAC calculation in the CCM algorith
cified in Figure 95 ~Eormat of B, for the CCM CBC-MAC in session authenticate framg

octet nr

0 | 13 | 14 | 15

0 Q = 0000h

P is

m is

Figure 95 — Format of BO for the CCM CBC-MAC in session authenticate frames

Q shall be the length of the payload P in octets, which is fixed to 0 for KNXnet/IP session
response frames.

The format of the Block Counter Ctry is also KNX specific (for session authenticate frames only
the calculation of one AES128 block for the encryption of the MAC is necessary). Ctr shall be
composed as specified in Figure 96 — Format of Ctr, for the CCM MAC encryption in session
authenticate frames.

130

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

b)

ISO 22510:2019(E)

octet nr

0 13 14 15

0 fth 00h

Figure 96 — Format of Ctr for the CCM MAC encryption in session authenticate frames

Reception and decoding:

Upon reception of a KNXnet/IP session authenticate frame the received data is evaluated and

]

decoded in the following steps:

.2.3.9 SESSION_STATUS
Jsage:

This frame may be sent by the"KNXnet/IP secure server to the KNXnet/IP secure
he KNXnet/IP secure client'to‘the KNXnet/IP secure server in any stage of the se
lhandshake to indicate an €ryor condition or status information.

Binary format:

The binary format-of the KNXnet/IP session status frame is shown in Figure 97.

Frame size:

KNXnet/IP session authenticate frames have a fixed length of 24 octets (6 octets fg
header, 1 octet reserved, 1 octet for the user ID and 16 octets for the,Message Aul
Code). Received KNXnet/IP session authenticate frames larger or smaller than 24
be discarded.

Message Authentication Code:

The MAC of the received session authenticate frame isdecrypted with the passw
the user ID and the message authentication code Yn‘ever the received frame and 1
Diffie-Hellman public values X and Y is created. This calculated MAC is then com
received and decrypted MAC TR from the session-authenticate frame. If they mat
only match if the password (hash) used as keyinatches], the secure session is authg
the user ID (see 5.7.2.3.5 b) for details).

WA -+-6-+-5-+-4-+-3-+-2-+-1-4+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-+-1-+-0-+
| Header Length | Protocol Version

| (06h) | (10h) I
+-7-+-6-+-5-+-4-+4+-3-+-2-+-1-4+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+
| Service Type Identifier

| (0954h)
+-7-+-6-+-5-+-4-+4+-3-+-2-+-1-4+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+

r the secure
thentication
octets shall

brd hash for
he session’s
bared to the
ch [they can
enticated for

client or by
ure session

] Total Tength |

| (08h) |
+=T=+=6—+-5-+—4—+-3—+-2—+=-1-+-0-+-T—+=6-+-5-+-4—+-3—+-2-+-1—-+-0—+

+-7-+-6-+-5-+-4-+4+-3-+-2-+-1-4+-0-+-7-4+-6-+-5-+-4—-+-3-+-2-4+-1-+-0-+
| Status | Reserved
| (1 Octet) | (1 Octet)
+-7-+-6-+-5-4+-4-+-3-+-2-4+-1-+-0-+-7-+-6-+-5-+-4—+-3-+-2-+-1-+-0-+

Figure 97 — Binary format of the KNXnet/IP session status frame

Fields:
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— Status

This field shall indicate an error condition or status information for the secure session. Usage
by the KNXnet/IP secure server:

— responding to the authentication request of the client:
— 00h - STATUS_AUTHENTICATION_SUCCESS
— 01h - STATUS_AUTHENTICATION_FAILED

— signalling a timeout for or ending of the secure session:

— 03h —» STATUS_TIMEOUT

— 05h - STATUS_CLOSE

— |indicating an access control issue:

— 02h - STATUS_UNAUTHENTICATED

Usalge by the KNXnet/IP secure client:

— |preventing the already authenticated session from expiring{due to timeout:
— 04h - STATUS_KEEPALIVE

— | closing the secure session explicitly:

— 05h - STATUS_CLOSE

To protect the communication from possible attacks) the session status frame shall be encrypted
and authenticated. Therefore, this frame shall only be sent wrapped in a SECURE_WRAPPER frame
over the intended secure session.

Whenever one of the above-mentioned gvents triggers the transmission of a session status fijame,
the communication partner shall expect to receive this status within a maximum wait time of|10 s.

Any of the status codes for)* ending the secure session (STATUS_CLOSE, STATUS_
UNAUTHENTICATION_FAILED\ STATUS_UNAUTHENTICATED and STATUS_TIMEOUT) shall be
unconfirmed. This means that directly after sending any of these session status frames, thg TCP
connectfion considered untsed may also be closed (start of the termination procedure for] TCP
connectfions by sending.TCP FIN command) without having to wait for a reaction (confirmatign) of
the communication partner first.

5.7.2.4 Implementdtion requirements

5.7.2.4.1 Random number generation

The secure implementation of the KNXnet/IP secure protocol — like any other cryptographic
protocol — needs a source of cryptographically secure random numbers at runtime. Because in a
typical embedded KNX device there is hardly any entropy to derive random numbers from, a software
implemented cryptographically secure pseudo random number generator (CSPRNG) should be used for
calculating random numbers.

For computing a different sequence of random numbers in every device, the CSPRNG shall be seeded
with a device-specific seed. This seed may be a random number individually programmed into every
device during manufacturing. Alternatively, the device’s individual private key might be used to seed
the CSPRNG. To meet the security requirements of the cryptographic algorithms used, a random seed
which should be at least 128 bits long is needed.
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For computing a different sequence of random numbers in the same device after every power cycle, an
additional seed shall be used that changes with every power cycle. A simple persistent counter which
is increased for every power cycle may be used to implement this. Alternatively, the persistent secure
KNXnet/IP multicast timer detailed in the following subclause may be used.

Immediately after power-up, the RAM is likely to contain random values which might be used as a
source of entropy.

During runtime any available entropy should be fed into the CSPRNG. A suitable source of entropy for
this is the system timer value read on the occurrence of certain external events like receiving a frame
from the KNX TP line or on the Ethernet connection.

5.7.2.4.2 Persisting the multicast timer

ond. It shall
ninst replay
Even better

The

unde
attad
it shq

KNXnet/IP multicast timer shall be monotonically increasing at least every-millisec
r no circumstances be decremented because this would weaken the resistance ag
ks. To achieve this, the multicast timer shall be persisted during power-off-€onditions,
uld be increased during power-off conditions using an RTC.

nding on the actual hardware implementation there may besehough time after |detecting a
power condition to persist the multicast timer to non-volatilgi(flash) memory. If the hardware
bmentation cannot guarantee the above condition, the multicast timer can be written to flash by
yare in regular intervals of maximum one hour. After powersup when reading the storgd multicast
[, the worst case is assumed that the value has been stored at the very beginning of an interval
b the power was lost at the end of an interval. Te.enhsure monotonic incrementing under this

mption, the timer difference corresponding to one interval is added to the timer value just read.

Depq
low

impl
softy
time
whil
assu

The 1}
time

mnaximum persistence interval shall be measured in mc_timer-time not real-time, becquse the mc_
" may increase by an arbitrary amount during one hour of real time. The fundamental fequirement
is that mc_timer may not run backwards even-on power loss. From this it follows that when a device
recently persisted an mc_timer value T and<uses a persistence interval of D (all in millisecdnds), then it
may pnly send out timer notify frames and-secure wrapper frames with timer values in the range T to

T+D.
recei
othe
of th

5.7.2

5.7.2

The
prop,

Before it sends out a timer value->T+D it shall persist the current mc_timer value. Sin
ving a frame with timer value >“T+D it shall persist this new timer value immediat
‘wise it cannot guarantee not\reusing timer values after a power loss. All this happen
e real time elapsed since the last persisting operation.

.5 Resource definition KNXnet/IP parameter object

.5.1 General

device management of a security enabled KNXnet/IP device shall expose an addit
erties in*the “KNXnet/IP Parameter Object” (Object Type = 11), see Table 58. It sh

secu

and (Pptional properties, please refer to Annex C).

Fitydrelated properties as listed in Table 10. (This table only gives an overview. For thg

ilarly, when
ely because
s regardless

ional set of
all hold the
mandatory

The security conditions for accessing these properties are specified in the detailed property descriptions
in 5.7.2.5.2 and further. In general, the security related properties of the KNXnet/IP parameter object
shall only be accessible via KNX data security. They shall not be accessible via any other standard- or
non-standard means.

It is therefore recommended that the memory where the properties are stored should be encrypted as
well, so that it cannot be interpreted by any other interface to this memory, bypassing the KNX S-AL,
such as a JTAG-interface.

© IS0 2019 - All rights reserved 133


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510

:2019(E)

Table 58 — Security related properties in the KNXnet/IP parameter object

Property name Property identifier Property datatype

Secure Backbone Key 91 = PID_BACKBONE_KEY PDT_GENERIC_16

Device Authentication Code 92 = PID_DEVICE_AUTHENTICATION_CODE |PDT_GENERIC_16

Password Hashes 93 = PID_PASSWORD_HASHES PDT_GENERIC_16[]

Secured Service Families 94 = PID_SECURED_SERVICE _FAMILIES PDT_FUNCTION

Multicast Latency Tolerance 95 = PID_MULTICAST_LATENCY_TOLERANCE |PDT_UNSIGNED_INT

Multicast Sync Latency Fraction |96 = PID_SYNC_LATENCY_FRACTION PDT_SCALING
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Tunnelling
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5.7.2.5.2
a) Abstrad

This pal
multica

b) Security

The bag
secured

PID_BACKBONE_KEY (PID =91)
t resource definition:

rameter shall contain the key used for encryption, decryption and MAC calculation in sq
5t communication.

.

kbone key shall not be readable and shall only be writable-using application layer ser
with the tool key (authentication and confidentiality).

c) Usage bly the management server:
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The bag
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upon ch
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‘tory state and after every factory reset the backbone key shall be zero.

kbone key is part of the KNX/IP domain configuration. It can be changed via property]
r via A_DomainAddressSerialNumber_Write-PDU. The behaviour of the management s
anging the backbone key shall not différ-depending on the way this resource was acce

1g the backbone key affects the generation of KNXnet/IP Routing.ind frames if the KN}
ng Service Family is configured-to be secure. KNXnet/IP secure wrapper frames aly
bd with the previous backbone key may still be sent from outgoing queues even afte

backbone key has been changed (foy'maximum 1 s).

NevertH
the timg¢
into acd

eless, the management server shall immediately after the change of the backbone key
r synchronizationppocess as described in 5.7.2.2.3 b) 8). Taking internal processing d
ount, the synchrenization procedure shall start no later than 1 s after having receive

backbon[:,e key change;

d) Usageb

A Mana
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the Mafiagement client (ETS):

pementclient shall generate a different backbone key for each security domain. In parti
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write a
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A backbone network may not use the same backbone key on two different routing multicast
addresses, because this introduces a security hole, because attackers can potentially stimulate
desirable traffic on one multicast address and replay the traffic on the other multicast address.
Different routing multicast address shall imply different backbone keys (but not vice versa).

5.7.2.5.3 PID_DEVICE_AUTHENTICATION_CODE (PID =92)

a) Abstrac

t resource definition:

This parameter shall contain the device authentication code used for authentication in secure

unicast

134

communication setup.
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The device authentication code is a key derived from a user chosen shared secret. It will be
calculated by the management client before writing it into this property and the KNXnet/
[P secure client when verifying the KNXnet/IP secure server MAC in the session response.
DeviceAuthenticationCode = PBKDF2(HMAC-SHA256,<SECRET>,"device-authentication-
code.l.secure.ip.knx.org", 65.536, 128)

It shall be set by the tool software when the device is configured for the first time. It is recommended
that each device’s authentication code should be individual (randomly chosen by the tool software),
but the user can manually set this code to a user-specific value to simplify connection handling.

b) Security:

)

5.7.2.5.4 PID_PASSWORD_HASHES (PID = 93)

b)

he device authentication code shall not be readable and shall only be writable using application
yer services secured with the tool key (authentication and confidentiality).

sage by the Management server:

n ex-factory state and after every factory reset the device authenticatipf|code shall b¢ the factory
efault setup key printed on the device (this is also used for secured-application layef services in
x-factory state).

hanges to the device authentication code shall not affect any existing secure sessions
uthenticated with past device authentication codes. After chianging the device authentication code,
11 subsequent session response frames will be authentieated with the new device authentication
ode. Taking internal processing delays into account,.the KNXnet/IP server shall start using the
ew device authentication code no later than 1 s afterrhaving received the request tq change the
evice authentication code.

Abstract resource definition:

This array shall contain hashes of the passwords used for authenticating the client dyring secure
yinicast connection setup.

The password hashes are derived from the user chosen password texts. They will be calculated
by the management client before writing it into this property and the KNXnet/IP secure
¢lient when authenticating a secure session for a given user. PasswordHash = PBKDF2(HMAC-
$HA256,<PASSWORD=>/user-password.l.secure.ip.knx.org", 65.536, 128)

The index of the password in the array identifies a user (= User ID, see 5.7.2.3.8). Therefore, the
minimum siz€is/1 (the first entry is always reserved for the management client granting full access)
and the maXimum size is 127 (management client + maximum 126 additional limited ufers).

$ecurity:

The)password hashes shall not be readable and shall only be writable using application layer
Services secured with the tool Key (authentication and confidentiality].

Usage by the management server:

In ex-factory state and after every factory reset shall have the passwords set to the empty string
(resulting in the fixed hash E9C304B914A35175FD7D1C673AB52FE1). The tool software shall
remind the user if the password has not yet been changed for a device. For changing the passwords,
the KNX restriction of at most one active device management connection for a given time applies.
This ensures that an attacker is unable to interfere with the password change by opening a parallel
connection.

A password change shall only apply to new connections. User connections authenticated using
the old password shall remain authenticated after the password change. The password shall only
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be used for authenticating the client during the secure session setup, see 5.7.3.1. The password
(hashes) are not used during later communication.

Taking internal processing delays into account, the KNXnet/IP server shall start using the new
password no later than 1 s after having received the request to change the current password.

d) Error handling:

If the management client requests to write one or more password hashes at property value array
elements beyond the supported range, then the standard error handling for A_PropertValue_Write
shall apply, this is, the request shall be confirmed with an A_PropertValue_Response-PDU with nr_

=0 andnodata

of elem
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PID_SECURED_SERVICE_FAMILIES (PID = 94)
t resource definition:

nction property shall control the service families for which securityrislenforced as
equired version of the security services. Only dedicated service families can be sec
mple, the core discovery services are intentionally not secured atlall to allow any clig
or devices on the network and discover their security requiretnents. The core conne
will follow the security requirements of the corresponding connection-oriented se
which make use of these services.

y

‘efer to the above access requirements. These réquirements are exclusive: other 1
r features or services shall not have access to this\property. Regardless of the device sec
bmmand access to this property shall only be-possible using secure communication.

fate:

A_FunctionPropertyCommand-PPU) — WriteServicelD 00h: Write the IP service f3
f requirement

octety10 octet 11 octet 12 ... octetn
Reserved ServicelD Servicelnfo
WriteServicelD
00h See below. See below.

€98 — Basic format and common handling of A_FunctionProperty Write-PDU

ial state of all service families supperted by the device shall be set to not require secur

format and common handling of A_FunctionProperty Write-PDU is shown in Figure 9§.

well
ired.
nt to
ction
rvice

oles,
urity

ity.
imily

An over

view of PID_SECURED_SERVICE_FAMILIES WriteServicelDs is given in Table 59.

Table 59 — Overview PID_SECURED_SERVICE_FAMILIES WriteServicelDs

WriteServicelD Description

00h

ty version)

Write the security requirements for a given KNXnet/IP service family (required securi-

A A_FunctionProperty Write-PDU for Write ServicelD 00h for PID_SECURED_SERVICE_FAMILIES
is shown in Figure 99.
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octet 10 octet 11 octet 12 octet 13
reserved ServicelD Servicelnfo
Write Security Service Security
Requirement Family ID Version
00h 00h See below. See below.

0:2019(E)

Figure 99 — A_FunctionProperty_Write-PDU for Write ServicelD 00h for PID_SECURED_

SERVICE_FAMILIES

q

[(
9
9

I
I

The management client shall use this command to disable or enable the requinemyg
pecific security version for a given KNXnet/IP service family. This means that)the
device shall generate KNXnet/IP frames for this KNXnet/IP service family eulyacco
onfigured security version. The KNXnet/IP device may accept frames for\a~specifig
ervice family encoded in higher security versions only if this is explicitly, allowed by
ecurity versions.

‘or the security version as specified in this document, only the folowing KNXnet/IP s¢
Ds are allowed as service info, see Table 60:

Table 60 — KNXnet/IP service family IDs thatare allowed as service info

bnt to use a

KNXnet/IP
rding to the
KNXnet/IP
these higher

rvice family

ServicelD: 00h |Command Write Service Family Security Rgquirement”
Servijicelnfo: Service Family ID 03h: KNXnet/IP device management
04h: KNXnet/IP Tunnelling
05h: KNXnet/IP routing
Security Version 00h: Allow this KNXnet/IP service family to use plain communi-

cation without any security extension.

01hs Require that this KNXnet/IP service family shall use at
least the security as specified in the document.

>01h: Reserved. For future use.

— Service family ID 05h: KNXnet/IP routing:

The security status of the KNXnet/IP routing service family is part of the KNX
configuration. It"can therefore not only be changed via this function property
A_DomaindAddressSerialNumber_Write-PDU. The behaviour of the management
enabling/disabling security for KNXnet/IP routing shall not differ depending on {

/IP domain
but also via
server upon
he way this

resource was accessed.

Eftabling or disabling security for the KNXnet/IP routing service family mainly affects the
generation of KNXnet/IP routing.ind frames. KNXnet/IP routing.ind frames already generated

with tho nroviauc cocurity canfiauratian (aff ar wrannoad acecardinag +a 4 canfion ~ed securit
WA FeydouS—SecdHa—coRt FHOR— WP P £—+06 y
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version) may still be sent from outgoing queues even after the security setting for the KNXnet/
[P routing service family has been changed (for maximum 1 s).

The KNXnet/IP server shall immediately after enabling or disabling security for the KNXnet/IP
routing service family start or stop the timer synchronization process as described in5.7.2.2.3
b) 8). Taking internal processing delays into account, timer synchronization shall start or
stop no later than 1 s after having received the request to change the security setting for the
KNXnet/IP routing service family.

Service family ID 03h: KNXnet/IP device management:

Changes to the security version of the KNXnet/IP device management service family shall
not affect any existing device management connection. Especially when enabling security,
existing plain (and unauthenticated) connections shall remain intact. The management client
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Figure|100.— A_FunctionPropertyState_Response-PDU for WriteServiceID 00h for PID |

may reset the management server (thus terminating all active sessions and connections) if
the management client wants to prevent existing insecure device management connections
remaining connected after having required security for the KNXnet/IP device management
service family.

Enabling or disabling security for the KNXnet/IP device management service family affects the
requirement for accepting device management connection requests only inside a sufficiently
authenticated secure session. Taking internal processing delays into account, the KNXnet/IP
server shall apply or ignore this requirement no later than 1 s after having received the request
to change the security setting for the KNXnet/IP device management service family.

S N £ a1l AARWaW, NN 74 NA Y4 £ /1D & 1L
er ICT lqlllll_y I UTIL. l\l‘l\llCL/ 11 Luuuculus.

Chdnges to the security version of the KNXnet/IP tunnelling service family shallmot 4ffect
any| existing tunnelling connection. Especially when enabling security, existing |plain|(and
unduthenticated) connections shall remain intact. The management clientnay resef the
mahagement server (thus terminating all active sessions and connections) if\the management
cliepnt wants to prevent existing insecure tunnelling connections remaining connected fafter
havling required security for the KNXnet/IP tunnelling service family.

Engbling or disabling security for the KNXnet/IP tunnelling Service family affecty the
reghirement for accepting tunnelling connection requests, only inside a sufficiently
authenticated secure session. Taking internal processing delays into account, the KNXngt/IP
server shall apply or ignore this requirement no later than 1¢¢’after having received the request
to dhange the security setting for the KNXnet/IP tunnelling'service family.

Resjponse handling:

If the management server can successfully handle'the command then it shall set the security
version as requested and respond with an\AZFunctionPropertyState_Response-PDU as in
Figure 100.

If the management server has any problem, then it shall respond as specified in 5.7.2.5.6.

Thg Management server shall respond with an A_FunctionPropertyState_Response-PDU|with
thelappropriate positive or negative return code as listed in 5.7.2.5.6.

octet 10 octet 11
Return Code ServicelD
Write Security
Requirement
00h

SECURED SERVICE FAMILIES

Read (A_FunctionPropertyState_Read-PDU) — ReadServicelD 00h: Read the IP service family
security requirement:

If the management server can respond to the command then it shall respond with an A_
FunctionPropertyState_Response-PDU with a positive return code, the ReadServicelD and
the Servicelnfo as from the request (if available) and the command result as specified below in
Figure 101, Figure 102 and Table 61.
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octet 10 octet 11 octet 12 ... octetn
Reserved ServicelD Servicelnfo
ReadServicelD
00h See below. See below.

Figure 101 — Basic format and common handling of A_FunctionPropertyState_Read-PDU

Table 61 — Overview PID SECURED _SERVICE FAMILIES ReadServicelDs

RleadServicelD

Description

00h

version)

Read the security requirements for a given KNXnet/IP service family)(requi

red security

:Devicel

:Device2

:Device3

I
| Timer(Devicel) = 0, Timer(Device2[TimeKeeper]) = 1000, Timer (Device3) = 1001
T

[

! |
D Power-up Delay elapsed |
Timer(Devicel) = 500 |

|

TIMER_NOTIFY(500) L

T
|
|
|
|
|
.

[
[
Timer(Device2) =1500
No timer updaté, Notify

Start Delay (100 ms) D
T
Delay elapsed —

|
|
|
|
I TimeKeeperUpdateNotify.
|
I Timer(Device2)= 1600

Timer(Device3)
No timer update,

1501
Notify

Start Delay (500 ms)

TimeFollowerUpdateNotify

1
[ |

L
Timer(Devicel) = 600 B‘ TIMER_NOTIFY(1600)

Update timer to 1600

|

%

Timer(Device3)
No timer update

15015‘

Cancel Delay

TimeFollowerUpdateNotify

T

Figure 102~ A_FunctionPropertyState_Read-PDU for ReadServicelID 00h for PID_S
SERVICE_FAMILIES

| Timer(Device1)=1600, Timer(Device2[TimeKeeper]) = 1600, Timer (Device3) = 1601
I

ECURED_

KNXnet/IP service family.

his command shall be used to read the currently configured security requirements for a given

For the security version as specified in this document, only the following KNXnet/IP service family

IDs are allowed as Servicelnfo in Table 62:

Table 62 — KNXnet/IP service family IDs

ServicelD: 00h | Command “Read Service Family Security Requirement”
Servicelnfo: Service Family ID 03h: KNXnet/IP device management
04h: KNXnet/IP tunnelling
05h: KNXnet/IP routing
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If the management server can successfully respond to the request then it shall respond with an
A_FunctionPropertyState_Response-PDU as in Figure 103 — A_FunctionPropertyState_Response-

PDU for

If the m

ReadServicelD 01h for PID_SECURED_SERVICE_FAMILIES.

anagement server has any problem then it shall respond as specified in 5.7.2.5.6.

The management server shall respond with an A_FunctionPropertyState_Response-PDU with the
appropriate positive or negative return code as listed in 5.7.2.5.6.

:Devicel :Device2 :Device3

Timer(Devicel[TimeKeeper]) = 1000, Timer(Device2) = 900, Timer(Device3) = 1101 |5|

[ I i
|

|> Periodic Delay elapsed I |
Timer(Devicel) = 1000 | |

| J

. !

TIMER_NOTIFY(1000)

[ ]
—> Start Delay (10 s) - | | _ |_|
TimeKeeperPeriodicNotify Tlmer(DfavweZ) =900 Timer(Device3) = 1101
Update timer to 1000 . )
No timer update, Notify
Start Delay (11 s) D Start Belay (500 ms) D
TimeFollowerPeriodicNotify TimeFollowerUpdateNotify

T
Delay elapsed | —

Timer(Device3) = 1601

TIMER_NOTIEY(1601)

5 =

Timer
Updatd
Loose

timer to 1601 Update timer to 1601,
[imeKeepership

Device1) = 1500 B‘ Timer(Device2) = 15oo'j [ Become TimeKeeper ™

Start Delay (115) | 5= Start Delay (105) | [————

TimeFollowerPeriodicNotify TimeKeeperPeriodicNotify

tart Delay (11 s)
TimeFollowerPeriodicNotify

Timer(Devicel) = 1601, Timer(Device2) = 1601, Timer(Device3[TimeKeeper]) = 1601 |5|

Figure

5.7.2.5.6

In case of]
FunctionPrq

103 — A_FunctionPropertyState_Response-PDU for ReadServicelD 01h for PID_|
SECURED_SERVICE_FAMILIES

Common error— and exception handling for PID_SECURED_SERVICE_FAMILIES

any error or exception, the management server shall return the specifie
pertyState_Response-PDU (see Figure 104), but with the field return code as list

Table 63 antll répeating the ServicelD — ReadServicelD or WriteServicelD as appropriate.

1 A_
bd in

octet 10 octet 11
Return Code ServicelD
> 7Fh as in the
request

Figure 104 — Common A_FunctionPropertyState_Read-PDU with error for PID_SECURED_

140

SERVICE_FAMILIES
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Table 63 — Return codes

Return code ErrorName ErrorType

FFh

E_ERROR Error

This return code shall only be used in case of an error for which no return code i
supported.

The service, function or command has failed without a closer indication of the problem.

s defined or

Alh E_COMMAND_INVALID | Invalid command

teServicelD is requested.

This return code shall be used in case a not defined or not supported ReadServicelD or Wri-

F8h

I
E_DATA_VOID | vold data

This return code shall be used in case any field in the request, except the ReadSe
WriteServicelD has an invalid or not supported value.

This return code shall be used if octet 10 in the request does not equal 80h.

This return code shall be used if the field Servicelnfo has an invalid or not suppoi
(e.g. not supported/allowed service family ID).

vicelD or

ted value

5.7.2.5.7 PID_MULTICAST_LATENCY_TOLERANCE (PID =95)

b)

Abstract resource definition:

frames timestamped with a past multicast timer value.

This acceptance window is configurable to suit.the needs of the specific installation (;
gmall as possible, to be secure, but it can be bigger if there is more latency on the n¢
aximum age of a telegram to be accepted:-dsia valid telegram affects the reliability of
greater time span will improve tolerance against network latencies while a shorte
ill improve the protection against replay attacks. A reasonable value for this time sp
ependent on the expected networkdatencies.

$ecurity:

The multicast latency tolerahce can be read using plain application layer service
only be writable using @pplication layer services secured with the tool key (authen

¢onfidentiality).
Usage by the management server:
In ex-factory‘state and after every factory reset the multicast latency tolerance shall be

Changing\the multicast latency tolerance affects the reception of multicast KNXng
yrapper frames and decisions taken in the timer sync state machine as described in
Taking delays due to internal processing time into account, the acceptance of KNXn¢

This parameter specifies the length of the acceptance.window for accepting incoming multicast

should be as
twork). The
the system.
r time span
an is largely

s, but shall
tication and

2 000 ms.

t/IP secure
5.7.2.2.3. b).
et/IP secure

hWrapper frames and the timer Sync bhehavigur shall ar‘anf to the new multicast laten

cy tolerance

value no later than 1 s after havmg received the request to change the multicast latency tolerance.

5.7.2.5.8 PID_SYNC_LATENCY_FRACTION (PID = 96)

a)

Abstract resource definition:

This parameter specifies the fraction of the KNXnet/IP secure multicast latency tolerance in PID_
MULTICAST_LATENCY_TOLERANCE (PID = 95) that shall be used as accepted latency of received
secure wrapper or timer notify frames when deciding if the timer notify scheduled by the receiving

device shall be cancelled/rescheduled or not.
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b)

5.7.2.5.9 PID_TUNNELLING_USERS (PID =97)

a)

b)

142

Security:

The multicast latency tolerance fraction can be read using plain application layer services, but shall
only be writable using application layer services secured with the tool key (authentication and
confidentiality).

Usage by the management server:

In ex-factory state and after every factory reset the multicast latency tolerance fraction shall be
10,2 % (0x1a).

Changing the multicast latency tolerance fraction affects decisions taken in the timer sync state
maching as described in 5.7.2.2.3. b). Taking delays due to internal processing time into aecpunt,
the timg¢r sync behaviour shall adapt to the new value no later than 1 s after having receivef the
request|to change the multicast latency tolerance fraction.

Abstradt resource definition:

The tunnelling users table shall link the tunnelling slots with their configured individual addresses
(see PID_TUNNELLING_ADDRESSES of KNXnet/IP Tunnelling v2) with the users (see 5.7.2.5.4)
having the rights to connect with these tunnelling addresses.

This authorization shall only be applied for authenticated sessions. If security is disablefl for
KNXnet/IP tunnelling, every unauthenticated managementiclient has access to all of the available
tunnelling addresses.

Security:

The tunnelling users table shall be readable and writable using application layer services sequred
with thé¢ tool key (authentication and confidentiality) only.

Format

The tunnelling users table shall bevan array property of which each element shall contaip the
relation between one user ID, which'is the index into the Password Hashes table, and one tunnglling
address, through its index into thetunnelling addresses table, see Figure 105.

Array User ID Tunnelling Address
Index Index
1 octet 1 octet
2
N

Figure 105 — Tunnelling users table

The tunnelling users table is sorted by user ID (first) and tunnelling address index (second). The
same user ID may be granted access to more than one tunnelling address and one tunnelling
address may be accessible by multiple users IDs.

The management user (= User ID 01h) has implicit access to all tunnelling addresses and shall not
be included in the tunnelling users table.
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It is not required that every tunnelling address has at least one entry in the tunnelling users table.
Addresses without an entry in the tunnelling users table shall only be usable by the management
user (= User ID 01h) if security is enabled for the tunnelling service in the secured services property.

d)

Usage by the management server (device):

When an authenticated secure session is established and the management client requests a
KNXnet/IP tunnelling connection, the management server shall through the user ID associated
with the secure session search the tunnelling address(es) the user ID has access rights for.

If the tunnelling client does not request a specific tunnelling address to connect to, the tunnelling

.

q

|

1

q

q

1

!

The managementclient shall write the entries of the tunnelling users table, from the lg

The management client may reset the management server (thus terminating all act

erver shall respond with the appropriate error code.

f the user requests a specific tunnelling address and this address is in the turihelling
ot assigned to the user, the management server shall respond with an approphiate er

[he tunnelling user table shall only be used for authorization of the client"during thg
etup. The tunnelling user table shall not be used during later communication.

\ change to the tunnelling user table shall thus only affect“neéw connections 3
onnections already authorized to legitimate tunnelling users shall remain active. TaK
rocessing delays into account, the KNXnet/IP server shall évaluate the new tunnelliy
o later than 1 s after having received the request to changethe current tunnelling usd

n ex-factory state and after every factory reset the tunnelling users table shall be emp
— Error handling:

The tunnelling server (management server) may check the validity of the con
KNXnet/IP tunnelling users.

EXAMPLE 1 Presence of an invalid user ID; sorting error in the table, etc.

The reaction of the tunnelling server on invalid entries is implementation specific.

EXAMPLE 2 The tunnelling server may not accept tunnelling connections at all, or it m4g

tunnelling connections tipyto where PID_TUNNELLING_USERS appears to be valid, or other.

Jsage by the management client (ETS)

o the higher, Sorted firstly according the field user ID and then according the fiel
iddress.

ind connections) if the management client wants to prevent no longer existing tunnel

emain connected after having changed the tunnelling user table.

e tunnelling

users table
or code.

connection

nd existing
ing internal
g user table
r table.

Ity.

tents of the

y only accept

wer indexes

H tunnelling

ive sessions
ing users to

5.7.3

Management procedures

5.7.3.1 Secure session setup

See Figure 106 — Secure setup handshake for a sequence diagram of the handshake taking place during
secure session setup (the handling of authentication failures is omitted for better readability).
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During secufre session setup the Elliptic-Curve Diffie-Hellman (ECDH) key agreement algorithm is

to agree on
middle attag
and server. |
and encryp

dictionary attacks.

Establishing
sending a SH

For every r
ECDH paran

a SESSION_RESPONSE frame containing the(secure session identifier, the server’s ECDH public va|

and an auth

When the
marked as “

Within 10

authenticatj

request wr
a SESSION_S
period of 10

Error handl

:2019(E)

SESSION_REQUEST(X)

SESSION_RESPONSE(Y||CCMpeyauthcode (X2Y))

| SECURE_WRAPPER(CCMyqqyp
| SESSION_AUTHENTICATE(UserDp,g,.oral |ICCM(X*Y))))

... ECDH Public Value Client
... ECDH Public Value Server
... Concatenation operator
... XOR operator

> <%

Figure 106 — Secure session setup handshake

a common secret key. Since the original ECDH algorithm~is vulnerable to a man-in
k, a modified form of the algorithm is used which integrates' mutual authentication of
For authentication the ECDH public values sent between client and server are authenti
fed in a way that protects the symmetrical keys used for authentication against o

a secure session between a client and a sekver device is always initiated by the
SSION_REQUEST frame to the server. This\frame contains the client’s ECDH public val

bceived SESSION_REQUEST frame the“server reserves a session identifier, generate
heters and calculates the session key,for this secure session. The server then answers

bntication part.

erver sends out a successful secure session response, the returned session identif
ronnected” and shall not-be reused until it is disconnected again.

5 after the secureZsession was established, the KNXnet/IP secure client has to
on of the user~Therefore, the KNXnet/IP secure client sends a SESSION_AUTHENTI
pped inside &/SECURE_WRAPPER frame to the KNXnet/IP secure server. The client ex]
TATUS with-the authentication result from the KNXnet/IP secure server within a tin
S.

ng:

used
-the-
lient
rated
fline

lient
e X.

5 the
with

lue Y

er is

start
CATE
bects
leout

— The general KNXnet/IP error handling shall apply (Se€ 5.Z, this 1S, any frame received wi

h an

incorrect value of a wrong length, unknown protocol version, unknown service type or wrong value
of areserved field, shall be ignored).

If the client sends any other SECURE_WRAPPER except a wrapped SESSION_AUTHENTICATE
request before successful authentication, the server shall respond with a SESSION_STATUS with
status field of STATUS_UNAUTHENTICATED.

In case of the server detects any of the below listed authentication failures then it shall send a
SESSION_STATUS frame with a status field of STATUS_AUTHENTICATION_FAILED to the client and
the connection setup handshake shall be immediately aborted (the secure session disconnected).
The following are authentication failures.

— Use of areserved user ID (this is, in the range 80h-FFh).
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Use of a user ID in the range 02h to 7Fh to which no password hash is assigned in PID_
PASSWORD_HASHES.

Use of a password to calculate the MAC of the SESSION_AUTHENTICATE which is not consistent
with the password hash stored in PID_PASSWORD_HASHES.

Otherwise, if the authentication is successful, the status of the SESSION_STATUS shall be STATUS_
AUTHENTICATION_SUCCESS.

If no valid SECURE_WRAPPER frame is received by the server for a connected and authenticated
session identifier within the session timeout after the last valid frame for this session, the server

assumesa communication error,sendsa final SESSION_STATIIS frame with a status fiel

of STATUS_

TIMEOUT and closes the connection. The client may keep the session open by sending
q

$TATUS frame with a status field of STATUS_KEEPALIVE before the timeout elapses:

After the secure connection has been established and successfully authenticated)a regu

a SESSION_

ar KNXnet/

IP cannection will typically be created on top of it by exchanging CONNECT_REQUEST and CONNECT_

RESKRONSE frames encapsulated as payload inside SECURE_WRAPPER frames.

Withfin an authenticated secure session, the client may open any number-of secure conneq
connection type. In addition, connection-less communication (e.g. DESCRIPTION_REQUH
performed within the context of the session.

tions of any
ST) may be

For 4
fram
plain
fram|

1l connections created within a secure session, the server/shall accept only SECUR
es associated with this session. SECURE_WRAPPER frames associated with other
frames shall be ignored. For outgoing communication, the server shall use SECUR
es associated with the owning session.

Allo
SECU
CONI
isus

ther traffic belonging to the enclosed connections shall also always be securely encapsy
RE_WRAPPER frames for this session. The/KNXnet/IP core services DISCONNECT_RI
NECTIONSTATE_REQUEST shall return E_CONNECTION_ID if the referenced connecti
bd outside the associated session (plainor within a different session).

Error handling:

If the KNXnet/IP secure seryér, receives a SECURE_WRAPPER frame containing a servi
rfequires an authenticated session for authorization, but the secure session has not
passed authentication, then the server shall send a SESSION_STATUS frame with a s

q

$TATUS_UNAUTHENTICATED and disconnect the secure session.
I
session identifier, this frame shall be discarded.

I
i

fthe KNXnét/IP secure server receives a SECURE_WRAPPER frame containing a conne
dentifiery but the payload could not be successfully decrypted and/or authenticated
hall bediscarded.

_WRAPPER

gessions and

_WRAPPER

1lated inside
EQUEST and
bn identifier

ce code that
successfully
atus field of

f the KNXnet/[B-secure server receives a SECURE_WRAPPER frame containing a djisconnected

cted session
, this frame

5.7.3.2 Closing a secure session

Both, the client and the server may close an established secure session at any time by sending a
SESSION_STATUS frame with a status field of STATUS_CLOSE. In addition, the session is closed if the
server sends a SESSION_STATUS with status codes STATUS_AUTHENTICATION_FAILED, STATUS_
UNAUTHENTICATED or STATUS_TIMEOUT.

When a secure session is closed, all connections opened within the session shall be closed implicitly
and all associated resources shall be released. This implicit connection close shall not be reported to
the client.

Secure sessions shall be closed implicitly when the surrounding TCP connection closes.
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5.7.3.3 Retransmission of lost frames

For multicast communication, UDP packets (and thus KNXnet/IP frames) may get lost, reordered and
duplicated during transmission. The communication partners need to handle losing, reordering and
duplicating KNXnet/IP frames on the application layer. KNXnet/IP multicast applications are directly
exposed to the peculiarities of the UDP protocol implementation of the IP infrastructure used. The
KNXnet/IP secure layer for multicast does not handle losing, reordering and duplication of KNXnet/IP
frames in any special way.

For unicast connections (secure sessions) KNXnet/IP frames are never lost, reordered or duplicated
because they use TCP as a reliable transport. Thus, the KNXnet/IP application is not exposed to the

: L Ll oD b= h ] P 4l 1D . £ e b=
pecullarltle p-OT CITC I GT PIrOCOCOT HNIIPICIITCIICAtION O T IT HMIrastruccure.

5.7.4 Synrhronizing timers

Figure 107 shows how a device synchronizes its local timer to the devices in an existing installption
after power|up. It can be seen how the random delays work together to minimize the hwmber of frames
actually sent dependent on the transmitted timer values.

If no TIMER_NOTIFY was received by device 1, it would continue sending as time keeper its perjiodic
TIMER_NOTIFY frames about every 10 s.

:Devicel :Device2 :Device3

1 1 1
| Timer(Devicel) = 0, Timer(Device2[TimeKeeper]) = 1000, Timer (Device3) = 1001 'ﬁ
T

T

| |

ID Power-up Delay elapsed | |
Timer(Devicel) = 500 | |

| |

| I

TIMER_NOTIFY(500)

I 1

kM | |
Timt'ar(DeviceZ) = 1590 Timer(Device3) = 1501
No firdep ipdate, Notify No timer update, Notlfy

Start Delay (500 ms)
TimeFollowerUpdateNotify
Delay elapsed

|
Timef(Device2) = 1600 I
|

I
I
I
| Start Delay (100 ms)
I TimeKeeperUpdateNotify
I
I
I
|

I

] T L
Timer(Devicel) = 600 TIMER NOTIFY(1600) Timer(Device3) = 1501
Updatq timer to 1600 I No timer update

I
Cancel Delay D
u I TimeFollowerUpdateNotify
| | |
| Timer(Pevicel) = 1600, Timer(Device2[TimeKeeper]) = 1600, Timer (Device3) = 1601 |5|
I

Figure 107 — Timer synchronization after power up

Figure 108 shows how devices are cyclically resynchronized to keep the lag between the individual
device timers small. It also helps to achieve synchronization between former physically independent
KNXnet/IP multicast groups being connected together.

Device 1 initiates the synchronization process. Each device has a cyclic synchronization timer expiring
at a fixed time with a small random variation. In this example the Device 1 is initially time keeper and
its periodic timer was the first to expire.

146 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

The
arriv

:Devicel :Device2 :Device3
T T T
! ! !
| Timer(Devicel[TimeKeeper]) = 1000, Timer(Device2) = 900, Timer(Device3) = 1101 |5|
[ : i
|D Periodic Delay elapsed | |
Timer(Devicel) = 1000 | |
|
TIMER_NOTIFY(1000) i |
| [
< StartDelay (105) Timer(Device2) = 900
TimeKeeperPeriodicNotify . Ij Timer(Device3) = 1101
| Update timer to 1000 No timer update, Notify
| Start Delay (11 s) Start Delay (500 ms)
| TimeFollowerPeriodicNotify D TimeFollowerUpdateNotify
| nn
| | Delay elapsed, | >
I I Timer(Device3) £ 1601
| l TIMER_NOTIFY(1601)

[]

Timer(Devicel) = 1500 j

Update timer to 1601

I
I
Timer(Device2) = 1500
Update timer to 1601

| Become TimeKeeper |5|

Loose TimeKeepership

Start Delay (11 s) Start Delay (10 s)

TimeFollowerPeriodicNotify D TimeKeeperPeriodicNotify
Start Delay (11 s)
TimeFollowerPeriodicNotify
T
| | |
| Timer(Devicel) = 1601, Timer(Device2) = 1601, Timer(Device3[TimeKeeper]) = 1601 'ﬁ

Figure 108 — Cyclic synchronization of timers

igure shows how the devices interact sending and receiving timer notification frame$ and finally
e with all device timer synchronizedagain.
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Annex A
(normative)

List of codes

A.1 General

This annex j

brovides a complete listing of all codes used by KNXnet/IP.

This list shpll be updated when codes are added, revised, or deleted from subsequent KNXngt/IP
documents.
A.2 Common constants
Common KNXnet/IP constants are shown in Table A.1.
Table A.1 — Common KNXnet/IP constants
Constgnt name Value v.a Description
KNXNETIP_YERSION_10 10h 1 Identifier for KNXnet/IP protocol version 1.0
HEADER_SIZE_10 06h 1 Constant size of KNXnet/IP header as defined in
protocol versien*1.0.
a  Protocol yersion since which the constant, error code or service type is defined and can therefore be supported. Ak this
is version 1 of|the specification, this value is 1 for all services defined.

A.3 KNXi

A.3.1 Sen
0200h ..0
0310h
0420h

0600h

1et/IP services

yice type number ranges

POFh KNXnet/IP core

B1Fh ~ KNXnet/IP-device management
12Fh ~ KNXnet/IP tunnelling

63Fh <KNXnet/IP routing

bFEh ™ KNXnet/IP remote logging

0
0
0530h ..0
0
0

0740h

wA RS AN WNVnat /ID wapand figripatioas o d dio s oo
71T C/ 1T T T vy

A o nficu 3
CIITOTCCOTII TS UT atroTT

0800h ...08FFh  KNXnet/IP object server

0900h ...09FFh  KNXnet/IP secure

A.3.2 Core KNXnet/IP services

KNXnet/IP core service type identifiers are shown in Table A.2.
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Table A.2 — KNXnet/IP core service type identifiers

Service name Code V. Description

SEARCH_REQUEST 0201h 1 Sent by KNXnet/IP client to search available KNXnet/
IP servers.

SEARCH_RESPONSE 0202h 1 Sent by KNXnet/IP server when receiving a KNXnet/
IP SEARCH_REQUEST.

DESCRIPTION_REQUEST 0203h 1 Sent by KNXnet/IP client to a KNXnet/IP server to
retrieve information about capabilities and supported
services.

DESGRIPHONRESRONSE 02045 1 Sent-byKNXnetHRserverinresponse-to-a
DESCRIPTION_REQUEST to provide inforigation about
the server implementation.

CONNECT_REQUEST 0205h 1 Sent by KNXnet/IP client for establishing a
communication channel to a KNXnet/IP seyver.

CONNECT_RESPONSE 0206h 1 Sent by KNXnet/IP server asanswer to
CONNECT_REQUEST telegram.

CONNECTIONSTATE_REQUEST 0207h 1 Sent by KNXnet/IP clientfor requesting the fonnection
state of an established.connection to a KNXnet/IP server.

CONNECTIONSTATE_RESPONSE | 0208h 1 Sent by KNXnet/IRserver when receiving 3
CONNECTIONSTATE_REQUEST for an estabplished
connection,

DISCONNECT_REQUEST 020%h 1 Sent by KNXnet/IP device, typically the clignt, to
terminate an established connection.

DISCONNECT_RESPONSE 020Ah 1 Sentby KNXnet/IP device, typically the serjer, in
response to a DISCONNECT_REQUEST.

A.3.3 Device management services

KNX

het/IP device management service type identifiers are shown in Table A.3.

Table A.3 — KNXnet/IP device management service type identifiers

Service name Code V. Description
DEVICE_CONFIGURATION_REQUEST 0310h 1 |Reads/writes KNXnet/IP device|configura-
tion data (interface object propdrties).
DEV|CE_CONFIGURATION_ACK 0311h 1 |Sent by a KNXnet/IP device to confirm the
reception of the
DEVICE_CONFIGURATION_REQUEST.
A.3.4 Tunné€lling services
Tunrlelling KNXnet/IP service type identifiers are shown in Table A.4.
Table A.4 — Tunnelling KNXnet/IP service type identifiers
Service name Code V. Description
TUNNELLING_REQUEST 0420h 1 |Used for sending and receiving single EIB/
KNX telegrams between KNXnet/IP client
and server.
TUNNELLING_ACK 0421h 1 Sent by a KNXnet/IP device to confirm the
reception of the
TUNNELLING_REQUEST.
TUNNELLING_FEATURE_GET 0422h 2 |Used by the KNXnet/IP tunnelling client to
read out the value of a feature from the KNX-
net/IP tunnelling server.
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Table A.4 (continued)
Service name Code V. Description
TUNNELLING_FEATURE_RESPONSE 0423h 2 Used by the KNXnet/IP tunnelling server

to respond to a feature set or gotten by the
KNXnet/IP tunnelling client.

TUNNELLING_FEATURE_SET 0424h 2 Used by the KNXnet/IP tunnelling client to
set the value of a feature of the KNXnet/IP
tunnelling server.

TUNNELLING_FEATURE_INFO 0425h 2 Used by the KNXnet/IP tunnelling server to
inform the KNXnet/IP tunnelling client on a
value of an interface feature.

A.3.5 Routing services

KNXnet/IP fouting service type identifiers are shown in Table A.5.

Table A.5 — KNXnet/IP Routing service type identifier

Service name Code V. Description
ROUTING_INDICATION 0530h 1 Used for sending KNX telegrams over IP
networks. This'service is unconfirmed.
ROUTING_LOST_MESSAGE 0531h 1 Used for.indication of lost KNXnet/IP Rout|ng
messages. This service is unconfirmed.
ROUTING_BUSY 0532h 1 Used for indication of a temporary overloadl

of@KNXnet/IP router or KNX/IP device.
This service is unconfirmed.

ROUTING_SYSTEM_BROADCAST 0533h 1 Used for configuration of devices to be
added to a KNX/IP domain.

A.3.6 Remote diagnosis and configuration

KNXnet/IP femote diagnosis and configuration service type identifiers are shown in Table A.6.

Table A.6 — KNXnet/IP remote diagnosis and configuration service type identifier

Service name Code V. Description

REMOTE_DIAGNOSTIC_REQUEST 0740h 1 |Used for enquiring the configuration of
KNXnet/IP routers and KNX/IP devices over
IP networks. This service is unconfirmed.

REMOTE_DIAGNOSTIC_RESPONSE 0741h 1 |Used for returning the configuration of a
KNXnet/IP router or KNX/IP device over
[P networks.to an enquiring KNXnet/IP clignt.
This service is unconfirmed.

REMOTE_BASIC_CONFIGURATION_REQUEST| 0742h 1 |Used for setting the basic configuration of a
KNXnet/IP router or KNX/IP device over
IP networks. This service is unconfirmed.

REMOTE_RESET_REQUEST 0743h 1 |Used for requiring a reset of a KNXnet/
[P router or KNX/IP device. This service is
unconfirmed.

A.4 Connection types

A.4.1 General

Connection types are shown in Table A.7.
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Table A.7 — Connection types

Connection type Value V. Description
DEVICE_MGMT_CONNECTION 03h Data connection used to configure a KNXnet/IP device.
TUNNEL_CONNECTION 04h Data connection used to forward EIB telegrams

between two KNXnet/IP devices.
REMLOG_CONNECTION 06h 1 Data connection used for configuration and data
transfer with a remote logging server.
REMCONF_CONNECTION 07h 1 |Data connection used for data transfer with a remote
configuration server.
OBJJVR_CONNECTTON U8h T |Data connection used for configuration and data
transfer with an object server in a KNXmnet)|IP device.
A.4.2 KNXnet/IP secure services
KNXhet/IP secure service type identifiers are shown in Table A.8.
Table A.8 — KNXnet/IP secure service type identifier
Service name Code V. Description
SECURE_WRAPPER 0950h 1 |Contains an encrypted frame plus data for enspring data
integrity and freshness.
SESYION_REQUEST 0951h 1 |Used to initiate the secure connection setup handshake
for a new'secure communication session.
SESSION_RESPONSE 0952h Sentifivésponse to a received secure session request frame.
SESSION_AUTHENTICATE 0953h Sent after the Diffie-Hellman handshake to authenticate
the user against the server.
SESSION_STATUS 0954h 1y |Sentin any stage of the secure session handshake
to indicate an error condition or status informption.
TIMER_NOTIFY 0955h 1 |Used to ensure synchronization of the multicaft group
member's timer values.

A.5 | Error codes

A.5.1 Common errorcodes

Com

mon KNXnet/IP error codes are shown in Table A.9.

Table A.9 — Common KNXnet/IP error codes

Error constant Value V. Description
E_N(Q_ERROR 00h 1 Operation successful
E_HOST_PROTOCOL_TYPE 01h 1 |Therequested host protocol is not supported by the
KNXnet/IP device.
E_VERSION_NOT_SUPPORTED 02h 1 |Therequested protocol version is not supported by the
KNXnet/IP device.
E_SEQUENCE_NUMBER 04h 1 The received sequence number is out of order.

A.5.2 CONNECT RESPONSE status codes

Common CONNECT _RESPONSE status codes are shown in Table A.10.
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Table A.10 — Common CONNECT_RESPONSE status codes

Error constant Value V. Description

E_NO_ERROR 00h 1 The connection was established successfully.

E_ERROR 0Fh 2 |Any further undefined, possibly implementation specific
error has occurred.

E_CONNECTION_TYPE 22h 1 |The KNXnet/IP server device does not support the re-
quested connection type.

E_CONNECTION_OPTION 23h 1 |The KNXnet/IP server device does not support one or
more requested connection options.

E_NO_MORH_CUONNECTIONS 274h T The KNXnet/IP server device could not accept the new

data connection because its maximum amount of eonepr-
rent connections is already busy.

E_CONNECT[ON_IN_USE 2Eh 2 |The IA requested for this connection is in use:

E_AUTHORIFATION_ERROR 28h 2 |The client is not authorised to use the requested IA in the
extended CRI.

E_NO_TUNNELLING_ADDRESS 2Dh 2 |TheIArequested in the extended GR}is not a tunnelling IA.

A.5.3 CONNECTIONSTATE_RESPONSE status codes

CONNECTIQNSTATE_RESPONSE status codes are shown in Table A.11¢

Table A.11 — CONNECTIONSTATE_RESPQNSE status codes

Errgr constant Value V. Description

E_NO_ERROR 00h 1 |The connection state is normal.

E_CONNECT[ON_ID 21h 1 |The KNXnet/IP server device could not find an active data
connection with the specified ID.

E_DATA_CONNECTION 26h 1 |Thel/KNXnet/IP server device detected an error concerning
the-data connection with the specified ID.

E_KNX_CONNECTION 27h 1. TThe KNXnet/IP server device detected an error concerning
the EIB bus/KNX subsystem connection with the specifiel ID.

A.5.4 Tunnelling CONNECT_ACK error codes

Tunnelling (ONNECT_ACK errot.codes are shown in Table A.12.

Table A.12 — Tunnelling CONNECT_ACK error codes

Error constant Value V. Description
E_NO_ERROR 00h 1 |The message was received successfully.
E_TUNNELL|NG,LAYER 29h 1 |The KNXnet/IP server device does not supporf the
Tequested tunmnetting tayer:

A.5.5 Device management DEVICE_CONFIGURATION_ACK status codes
Device management DEVICE_CONFIGURATION_ACK status codes are shown in Table A.13.

Table A.13 — Device management DEVICE_CONFIGURATION_ACK status codes

Error constant Value V. Description

E_NO_ERROR 00h 1 |The message was received successfully.

A.5.6 Secured communication status codes

Secure session status codes are shown in Table A.14.
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Table A.14 — Secure session status codes

Service name Value | V. Description
STATUS_AUTHENTICATION_SUCCESS 00h 1 |The user could successfully be authenticated.
STATUS_AUTHENTICATION_FAILED 01h 1 [Anerror occurred during secure session handshake.
STATUS_UNAUTHENTICATED 02h 1 |The session is not (yet) authenticated.
STATUS_TIMEOUT 03h 1 |Atimeout occurred during secure session hand-
shake.

STATUS_CLOSE 04h 1 |The secure session shall be closed.

STATUS _KEEPALIVE 05h 1 [Preventinactivity on the secure sessjon closing it
with timeout error.

A.6 | Description information block (DIB)
Tablg¢ A.15 lists the valid description type codes.
Tabl¢ A.16 lists the valid KNX medium codes.

Table A.15 — Description type codes

Description type Value V. Description
DEV]|CE__INFO 01h 1 |Device information, e.g. KNX medium.
SUPIP_SVC_FAMILIES 02h 1 |[Servicefamilies supported by the device.
IP_CONFIG 03h 1 |IP ¢énfiguration of the device.

IP_CUR_CONFIG 04h 1 |Gurrent IP configuration of the device.

KNX| ADRESSES 05h 1\MKNX addresses used by/assigned to the devige.

SECURED_SERVICES 06h 1 |[Secure configuration

Reserved 07h-FDh 1 |Reserved for future use.

MFR| DATA FEh 1 |DIB structure for further data defined by devyice
manufacturer.

Not yised FFh 1 |Notused.

Table A.16 — KNX medium codes

KNX medium Value V. Description
Reserved 01h 1 |reserved
TP1[KNX TP) 02h 1 |KNXTP1=KNXTP
PL110 04h 1 |KNXPL110
Reserved 08h 1 |reserved
RF 10h 1 |KNXRE
KNX IP 20h 1 |[KNXIP

Exactly one single bit shall be set.

A.7 Host protocol codes

Table A.17 lists the valid host protocol codes.
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Table A.17 — Host protocol codes for IP network

Constant name Value V. Description

[PV4_UDP 01h 1 Identifies an Internet protocol version 4 address and port
number for UDP communication.

IPV4_TCP 02h 1 Identifies an Internet protocol version 4 address and port
number for TCP communication.

A.8 Timeout constants

Table A.18 ljstsThe valid timeout constants.

Table A.18 — Timeout constants

Constant name Value V. Description

CONNECT_REQUEST_TIMEOUT 10s 1 |KNXnet/IP client shallywait for 10 s fof a
CONNECT_RESPONSE frame from KNX-
net/IP server.

CONNECTIONSTATE_REQUEST_TIMEOUT 10s 1 |KNXnet/IP client shall wait for 10 s for a
CONNECTIONSTATE_RESPONSE framg
from KNXfet/IP server.

DEVICE_CONFIGURATION_REQUEST_TIMEOUT 10s 1 |KNXnet/IP client shall wait for 10 s fof
a DEVICE_CONFIGURATION_RESPONS$E
frame from KNXnet/IP server.

TUNNELLING_REQUEST_TIMEOUT 1s DOVKNXnet/IP client shall wait for 1 s forp
TUNNELLING_ACK response on a TUN-
NELLING_REQUEST frame from KNXret/
IP server.

CONNECTION_ALIVE_TIME 120's 1 |Ifthe KNXnet/IP server does not recejve
a heartbeat request within 120 s of th
last correctly received message frame, the
server shall terminate the connection|by
sending a DISCONNECT_REQUEST to the
client’s control endpoint.

1%

A.9 Intennet protocol constants

Table A.19 lists the Internét protocol relevant values.

Table A.19 — KNXnet/IP Internet protocol constants

Description Value V.
KNXnet/IP gorthumber 3671
KNXnet/IP system setup multicast address 224.0.23.12
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(informative)

B.1 SEARCH_REQUEST

Binary examples of KNXnet/IP frames

The SEARCH_REQUEST frame binary format: IP example is shown in Figure B.1.

over IPv4

10

11

12

13

14

B.2 | SEARCH_RESPONSE

header size

protocol version

service typ€)identifier 0201h

#Otal length, 14 octets

structure length

host protocol code, e.g. 0lh,

IP address of control endpoint|
e.g. 192.168.200.12

port number of control endpoin

Figure B.1 — SEARCH_REQUEST frame binary format: IP example

for UDP

£, 3671

The SEARCH_RESPONSE frame binary format: IP example is shown in Figure B.2.
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. o +

. 1 | 06h | header size

. o +

. 2 | 10h | protocol version

. o +

. 3 | 02h I\

. - - - === - == === == = = + > service type identifier 0202h

. 4 | 02h |/

o B e e e et +

. 5 | 00h I\

. - - - - - - - - - - - === == + > total length, 78 octets

. 6 | 4Eh |/

o - +

. 7 | 08h | structure length (HPATI)

. Fo—————mm B

. 8 | 01lh | host protocol code, e.g. 0lh, for UDP q
over|IPv4 Q'\
o o + (]/
. 9 | 192 I\

. Fm m — — - - - - - - - - o - + ?\0
. 10 | 168 |

. Ll + > IP address of control endpqﬂél/

. 11 | 200 ([ e.g. 192.168.200.12

. - - - - - - - - - - - - - - - - + O

. 12 | 12 |/ c.)

: S ; &

. 13 | C3h |\

. e + > port number %ntrol endpoint,

. 14 | B4h |/ e.g. 50100, Q

. o +

. 15 | 36h | struct %ength (DIB hardware)

. o + ?\

. 16 [ 01h [ fiption type code, 0lh = DEVICE INFO
. o + \6

. 17 | 02h $VX medium, 02h = TPl (EIB TP)

. e, —————

. 18 | 0lh Q\ Device Status, 0lh = programming mode
o B it oy +

. 19 | 11h b\ I\

. - - - - - - - - = - - - - (\)E— -+ > EIB physical address, e.g. 1.1.0

. 20 | 00h C}\ I/

o o e A - +

. 21 | 00hy . Y

. B N @ —————— + > Project-Installation ID, e.g. 00llh
. 22 | @ I/

o o +

. 23 | O 00h I\

. - - - % ——————————— +

. 24 | 0lh |

o +- % ————————————— +

. 25 Q 1lh |

. Qi 77777777777777 + > KNX device serial number,

. 26 QVl; 11lh [ includes manufacturer ID (2
octegs)

. % e +

. &?7 | 11h I

. % B +

. 8 t Ty t

. o +

. 29 | 224 |\

o B +

* 30 | 0 (I

. F= = = = = = - == === - - = = + > device routing multicast address

. 31 | 23 ([ e.g. 224.0.23.12

o B +

156

Figure B.2 (1 of 2)
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. 32 | 12 |/

3 o +

. 33 | 45h I\

3 R + |

. 34 | 49h [

3 R + |

. 35 | 42h ([

. e T T + > KNXnet/IP MAC address

. 36 | 6Eh |

. R +

. 37 | 65h |

. R +

. 38 | 74h |

. e +

. 39 | M’ [\

. R +

. 40 | vy’ I |

. R +

. 41 | \H/ I |

. t- - - = - - = = = = = = == = = + > Device Friendly Nam€, e.g. “MYHQME”
. 42 | ‘o’ [

. R +

3 43 | ‘M’ ([

. R +

. 44 | \El I |

. R +

. 45 | 00h |

. R +

¢ | (|

. e e ~ A+ )

. 68 | 00h r/

3 B et et T D S +

. 69 | 0Ah | structure length (DIB supported|service
femily)

. e +

. 70 | 02h | description type code, 02h =
SPPP_SVC_FAMILIES

. o +

. 71 | 02h | service family, e.g. 02h = KNXn¢t/IP
Cpre

3 R e i ettt e +

. 72 | 0lh | service family version, e.g. 01%

3 oyt +

. 73 | 03h | service family, e.g. 03h = EIBn¢t/Device
Mgmt

3 M +

. 74 | 0lh | service family version, e.g. 01%

3 B et ] +

. 753 | 04h | service family, e.g. 04h = KNXn¢t/IP
Thnneling

3 B et ] +

. 76 | 0lh | service family version, e.g. 01%

. 77 | 05h | service family, e.g. 05h = KNXnet/IP
Routing

. e +

. 78 | 0lh | service family version, e.g. Olh

3 B et ] +

Figure B.2 — SEARCH_RESPONSE frame binary format: IP example (2 of 2)

B.3 DESCRIPTION_REQUEST
The KNXnet/IP DESCRIPTION_REQUEST frame binary format: example is shown in Figure B.3.
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. Fm +

. 1 | 06h | header size

. et +

. 2 | 10h | protocol version

. et +

. 3 \ 02h [\

. R + > service type identifier 0203h

. 4 \ 03h |/

. et +

. 5 \ 00h [\

. t- - - - - - - - - - - - - - - - + > total length, 14 octets

. 6 \ OEh |/

. o ———— - +

. 7 | 08h | structure length

. et +

. 8 | 0lh | host protocol code, e.g. 0lh, £Or)UDP
over IHv4

. et +

. 9 \ 192 [\

. e i +

. 10 \ 168 ([

° t- - - - - - - - - - - - - - - - + > IP address of conprol/endpoint,
. 11 \ 200 [ e.g. 192.168.200\32

. - - - - - - - - == === == - +

. 12 \ 12 I/

. e +

. 13 \ C3h I\

° t- - - - - - - - - - - - - - - - + > port fumber of control endpoint,
. 14 \ B4h I/ e.g\\50100

. e +

Figure B.3 — KNXnet/IP DESCRIPTION_REQUEST frame binary format: example

B.4 DESCRIPTION_RESPONSE
The DESCRIPTION_RESPONSE frame binary format: IP example is shown in Figure B.4.
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header size

protocol version

service type identifier 0204h

total length, 86 octets

. 1
. 2
. 3
. 4
. 5
. 6
. 7
. 8
oyer IPv4

. 9
. 10
. 11
. 12
L]

. 13
L]

. 14
L]

. 15
. 16

structure length (HPAI)

host protocol code, e.g. AQihy, £

IP address of ‘eentrol endpoint,
e.g. 192,168+200.12

pPOrt number of control endpoint
e.g. 50100

structure length (DIB hardware)

description type code, 0lh = DEY

Figure B.4 (1 of 3)

r UDP

'ICE INFO
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M 17 | 02h | KNX medium, 02h = TPl (EIB TP)

. o +

. 18 | 01lh | Device Status, 0lh = programming mode
. o +

. 19 I 11h I\

. = = = = = = - = === = - - - + > EIB physical address, e.g. 1.1.0
. 20 | 00h I/

. oo +

. 21 | 00h I\

. - - - - == - - = = = = = === + > Project-Installation ID, e.g. 0011lh
. 22 | 1lh I/

. R +

. 23 | 00h I\

. e +

. 24 | O0lh L

. I R R T +

. 25 | 1ilh [

. L L R R R + > KNX device serial number,

. 26 | 11h | includes manufacturer ID (2
odtets)

. e +

. 27 | 11h [

. I +

. 28 | 1lh |/

. o +

. 29 | 224 I\

. I R R T +

. 30 | 0 [

. R e e e + > device routing.mdlticast address
. 31 | 23 | e.g. 224.0.28.12

. e +

. 32 | 12 I/

. R +

. 33 | 45h I\

. e +

. 34 | 49h |

. I R R T +

. 35 | 42h (RN

. - - - - = - - - = = === = =S *3 > KNXnet/IP MAC address

. 36 | 6Eh ||

. e I i +

. 37 | 65h [

. e R\ S +

. 38 | 74h I/

. R ettt e e +

. 39 I N A

. - - ---=-Kk9--"-"----- +

. 40 | 4 I

. i e N +

. 41 | ‘H’ [

. T M- - - - - - - - - - - - + > Device Friendly Name, e.g. “MYHOME”
. 42 | ‘o’ [

. NS - - - - - - - - - - - - - - +

. 43 I M’ [

. I T T +

. 4 4 | ‘E/ [

. e +

. 45 | 00h |

. - - - - == - - - = = = = - = - +

. | |1

. e +

. 68 | 00h I/

. R ittt e +

. 69 | OAh | structure length (DIB supported service
family)

. R ittt e +

. 70 | 02h | description type code, 02h =

SUPP_SVC_FAMILIES

Figure B.4 (2 of 3)
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. 71 02h service family, e.g. 02h = KNXnet/IP
Core

. 72 0l1lh service family version, e.g. Olh

. 73 03h service family, e.g. 03h = EIBnet/Device
Mgmt

. 74 0l1lh service family version, e.g. Olh

. 75 04h service family, e.g. 04h = KNXnet/IP
Tunneling

-—

. 76 0lh service family version, e.g. ‘Ohh

o 77 05h service family, e.g. 05h‘'s KNXn¢t/IP
Rputing

ol

. 78 0lh service family vexsion, e.g. Olh

ol

. 79 08h structure lendth) (DIB other devijce
information)

. 80 FEh descriptioh type code, FEh = MFR DATA
. 81 00h \

L2 it T T T > KONNEX Manufacturer ID, e.g. 00(¢lh

. 82 0lh /.

. 83 ‘N X

o]l de e e e e e e e e e e e e = ey N |

. 84 ‘1’ |

sl fm e s s s s = - === A - - > Device Type Name, e.g. “N146”

. 85 ‘4’ |

o]l  de e e e e e e e e e =g = = = = |

. 86 ‘6’ /

B.5

The KNXnet/IP CONNECT_REQUEST frame binary format: example is shown in Figure B.5.

CONNECT_REQUEST

Figure B.4 — DESCRIPTION_RESPONSE frame binary format: IP example (3 of 3)
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. o +

. 1 | 06h | header size

. e +

. 2 | 10h | protocol version

. e +

. 3 | 02h I\

. +— = = = = = — — — = - - = - - - + > service type identifier 0205h
. 4 | 05h |/

. e +

. 5 | 00h [\

. - - - - - = - - - - - - - - - - + > total length, 24 octets

. 6 | 18h |/

. e e +

. 7 | 08h | structure length

. e +

. 8 | 0lh | host protocol code, e.g. 0lh, £0r)UDP
over IHv4

. e +

. 9 | 192 I\

. i + |

. 10 | 168 |

. - - - - - = - - - - - - - - - - + > IP address of contrdl/endpoint,
. 11 | 200 | e.g. 192.168.200\32

. i + |

. 12 | 12 |/

. e +

. 13 | C3h I\

. - - - - - = - - - - - - - - - - + > port pumber of control endpoint,
. 14 | B4h |/ e.g{\\50100

. e +

. 15 | 08h | Structure length

. e +

. 16 | 0lh | host protocol code, e.g. 0lh, for UDP
over IHv4

. B ettt = i +

. 17 | 192 [\

. - = = = == = = - - -50- - - + |

. 18 | 168 |

. R I e e A T T T T T + > IP address of data endpoint,
. 19 | 200 | e.g. 192.168.200.20

. - = = = = = (=) - = == - - - + |

. 20 \ 20 I/

. B et i T +

. 21 | C3h I\

. - - gV - - - - - - - - - - - + > port number of data endpoint,
. 22 | B4h |/ e.g. 50100

. e +

. 23 ) 02h | structure length

. e e +

. 24 | 04h | connection type code, e.g. 04h,
TUNNEL_|[CONNEGTION

. o +

Figure B.5 — KNXnet/IP CONNECT_REQUEST frame binary format: example

B.6 CONNECT_RESPONSE
The CONNECT_RESPONSE frame binary format: IP example is shown in Figure B.6.
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header size

protocol version

> service type identifier 0206h

> total length, 20 octets

. 1
: )
: 5
: .
: 5
: .
I :
I 0
I .
I 10

o 11
i

o 12
i

. 13
o 14
d 15
d 16
d 17

d 18

d 20

B.7

TUNNEL CONNECTION

CONNECTIONSTATE_REQUEST

communication channel ID, e.g.
status code (NO_ERROR)
structure length

host protocol gfdes e.g. 0lh,

> IP{address of data endpoint,
e.g. 192.168.200.20

> port number of data endpoint,
e.g. 50100

structure length of CRD for

connection type code, e.g. 04h,

> Individual Address, e.g.
used for TUNNELING_CONNECTION

Figtire B.6 — CONNECT_RESPONSE frame binary format: IP example

01.01).

21

for UDP

10,

The CONNECTIONSTATE _REQUEST frame hinqry format: IP mmmplp is shown in Figure B T.
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e e e e, ————— +

. 1 06h | header size

e e ————————— +

. 2 10h | protocol version

e e ————————— +

. 3 02h [\

L el T T T T + > service type identifier 0207h

. 4 07h |/

e e ————————— +

. 5 00h [\

L e T + > total length, 16 octets

. 6 10h |/

@ e e ———————————— +

. 7 15h | communication channel ID, e.g. 21
e ' Hem—m————e—e e —— +

. 8 00h | reserved

e ' Hem—m————e—e e —— +

. 9 08h | structure length

e ' Hem—m————e—e e —— +

. 10 0lh | host protocol code, e.g) Wlh, for UDP
over IHv4

e ' Hem—m————e—e e —— +

. 11 192 [\

S I S T +

. 12 168 |

L T T + > IP addres§ Qf control endpoint,
. 13 200 | e.g. 192.168.200.12

S I S T +

. 14 12 I/

e 1 e +

. 15 C3h [\

L e T + % port number of control endpoint,
. 16 B4h v e.g. 50100

e 1 deemmmcmcmcmmmmr e e e e = =2 +

B.8 CONNECTIONSTATE_RESPONSE

The CONNE

164

Figure B.7 — CONNECTIONSTATE_REQUEST frame binary format: IP example

CTIONSTATE_RESPONSE frame binary format: IP example is shown in Figure B.8.
B e e et +
| 06h | header size
P et et +
{ 10h | protocol version
o +
| 02h [\
t- - - - = = - - - - - - - - - - + > service type identifier 0208h
| 08h |/
B et e e +
I 00h [\
e + > total length, 8 octets
| 08h |/
e e e e L e e e +
| 15h | communication channel ID, e.g. 21
B e et T +
| 00h | status code (NO_ERROR)
B e et e +

Figure B.8 — CONNECTIONSTATE_RESPONSE frame binary format: IP example
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The DISCONNECT_REQUEST frame binary format: IP example is shown in Figure B.9.

e e +
. 1 06h | header size
L e e —+
3 2 10h | protocol version
L e e —+
. 3 02h [\
L2 e R + > service type identifier 020%h
. 4 09%h I/
L e e —+
B 5 00h [\
L el T T R T T R R + > total length, 16 octets
o 6 10h I/
@ e ———————— +
o 7 15h | communication channél ™D, e.g.| 21
L I e —+
o 8 00h | reserved
L I e —+
o 9 08h | structure Yeémgth
L I e —+
o 10 0lh | host pr6tdcol code, e.g. 0lh, [for UDP
over IPv4
L I e —+
o 11 192 [\
L TP +
. 12 168 | 5
LA N T #) > IP address of control endpoint,
. 13 200 | e.g. 192.168.200.12
L P\ TR +
. 14 12 |/
e e e e Y - +
. 15 C3h [\
e 4= =-=-=-=-=-=-=-"NN&=-"-"--- - + > port number of control endpoinft,
. 16 B4h |/ e.g. 50100
e e A e e +
Figure B.9 — DISCONNECT_REQUEST frame binary format: IP example
B.1() DISCONNECTF RESPONSE
The DISCONNECT_RESPONSE frame binary format: IP example is shown in Figure B.10.
. B i et e +
. | 06h | header size
. e +
¢ | 10h | protocol version
e e +
o \ 02h I\
. t- - - - == - - - - - - - - - - + > service type identifier 020Ah
. \ 0Ah I/
. e +
. \ 00h I\
. - - - - - - - - - - - - - - - - + > total length, 8 octets
. \ 08h I/
3 o e +
. | 15h | communication channel ID, e.g. 21
. B e et e +
. | 00h | status code (NO_ERROR)
. B e et +

Figure B.10 — DISCONNECT_RESPONSE frame binary format: IP example
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B.11 DEVICE_CONFIGURATION_REQUEST
The DEVICE_CONFIGURATION_REQUEST frame binary format: example is shown in Figure B.11.

. o + - - - - KNXnet/IP header - - - -

. 1 | 06h | header size

. e et +

. 2 | 10h | protocol version

. e et +

. 3 | 03h I\

U t= = = - == - == = - = = - = = + > service type identifier 0310h

. 4 | 10h |/

. e +

. 5 | 00h I\

° - - - - - - - - - - - - - - - + > total length, nn octets

. 6 | nnh |/

° Fommm e + - - - - connection header - - —-<

. 7 | 04h | structure length of conne¢tior header
. o +

. 8 | 15h | communication channel IpYe.g. 21
. o +

. 9 | 00h | sequence counter

. o +

. 10 | 00h | reserved

° t-—m + - - - - cEMI frame - - - -

° 11 | fch | Message £0d¢, e.g. M PropRead.req
. o +

. 12 | . [\

. - - - - - = = = - - = = = - = = + |

. .. | . | > Setvice Information

. i + |

. nn | . |4

. o N

Figyre B.11 — DEVICE_CONFIGURATION_REQUEST frame binary format: Example

B.12 DEVICE_CONFIGURATION_ACK
The DEVICE_CONFIGURATION_ACK frame binary format: example is shown in Figure B.12.

. o o + - - - - KNXnet/IP header - - - -
. 1 | 06h | header size

. R e e +

o 2 | 10h | protocol version

. e +

. 3 | 03h [\

. e e + > service type identifier 0311h
. 4 | 11h |/

o R e et +

° L : fa¥al ™y }

. t=- = = - - - - = = = = - - - - - + > total length, 10 octets

. 6 | O0ah |/

. Fom e + - - - - connection header - - - -
. 7 | 04h | structure length of connection header
o e +

. 8 | 15h | communication channel ID, e.g. 21
o e +

. 9 | 00h | sequence counter

o e +

. 10 | 00h | status

o e +

Figure B.12 — DEVICE_CONFIGURATION_ACK frame binary format: example
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The TUNNELLING_REQUEST frame binary format: example is shown in Figure B.13.

. e + - - - - KNXnet/IP header - - - -
. 1 | 06h | header size

. o +

. 2 | 10h | protocol version

. o +

. 3 | 04h I\

. t- - - - - - - - - - - - - - - - + > service type identifier 0420h
. 4 | 20h |/

. o +

p 5 | 00h [\

P Rl + > total length, L+12 octets

p 6 | L+0Ch |/

P Fom e + - - - - connection header-\-,- - -
p 7 | 06h | structure length of ‘donnection
p o +

p 8 | 15h | communication chapriel ID, e.g.
p o +

p 9 | 00h | sequence caunter

p o +

p 10 | 00h | reserved

p t-—— + - - - -°¢EMI frame - - - -

p 11 | 11h | message code (e.g. L Data.req
p e +

P 12 | 00h | a@dditional information (none)
p e +

I 13 \ £\

p o N + |

p 14 | | > Service Information (L bytes)
p o N + |

p L+12 | . |/

p o +

B.14 TUNNELLING_ACK

Figure B.13 — TUNNELLEING_REQUEST frame binary format: example

The TUNNELLING_ACK4rame binary format: example is shown in Figure B.14.

header

21

essage)

21

° A + - - - - KNXnet/IP header - - - -
o Y | 06h | header size

o Bt +

o 2 | 10h | protocol version

o et +

g 3 | 04h [\

g R i + > service type identifier 0421h
a 4 ; 23 :

. e +

. 5 \ 00h I\

. - - - - - - - - - - - - - - - - + > total length, 10 octets

. 6 | 0Ah I/

. Fomm o + - - - - connection header - - - -
. 7 | 04h | structure length of connection header
. B e +

. 8 | 15h | communication channel ID, e.g.
o e +

. 9 | 00h | sequence counter

o e +

. 10 | 00h | status, e.g. 00h (NO_ERROCR)

o Bttt e +

Figure B.14 — TUNNELLING_ACK frame binary format: example
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B.15 ROUTING_INDICATION
The ROUTING_INDICATION frame binary format: example is shown in Figure B.15.

. o +

. 1 | 06h | header size

. e +

. 2 | 10h | protocol version

. e +

. 3 | 05h [\

. e e + > service type identifier 0530h
. 4 | 30h |/

. e ——————— +

. 5 | 00h [\

. - - - - = = = = = = = - = - - - + > total length, L+08h octets

. 6 | L+08h |/

° t-—m e + - - - - cEMI frame - - - -

. 7 | 11h | message code (e.g. L _Data.rkdg-message
. o +

. 8 | 00h | additional information((nehe)
. o +

3 9 | c.. I\

. o + |

. 10 | .. | > Service Information (L bytes)
. o + |

3 L+8 | . |/

. e +

Figure B.15 — ROUTING_INDICATION frame binary format: example

B.16 ROUTING_LOST_MESSAGE
The ROUTING_LOST_MESSAGE frame binary format: example is shown in Figure B.16.

o o AT +

. 1 | 06h | header size

o R e et L e +

. 2 | 10h | protocol version

o o A +

o 3 | 05h [\

. = = AT - - - - - - === = = = + > service type identifier 0531h
o 4 | 31h |/

o A Y +

o 5 | 00h [\

. t=- - = = - - = = - - - - - - - - + > total length, OAh octets
. 6 | 0Ah |/

o e +

. 7 | 04h | structure length

o e +

. 8 | 00h | device state

o e +

o 9 | 00h [\

° - - - - - - - - - - - - - - + > number of lost messages,
. 10 | 05h |/ e.g. 5

o R e ittt T L +

Figure B.16 — ROUTING_LOST_MESSAGE frame binary format: example

B.17 ROUTING_BUSY
The ROUTING_BUSY frame binary format: example is shown in Figure B.17.
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header size

protocol version

service type identifier 0532h

total length, OCh octets

structure length

10

11

12

B.18 REMOTE_DIAGNOSTIC_REQUEST

The REMOTE_DIAGNOSTIC_REQUEST frame binary fermat: example is shown in Figure B.18

device state

number of milliseconds to' wailt,
e.g. 100 ms

routing busy contfolvalue
(default value ~0000h)

Figure B.17 — ROUTING_BUSY frame binary format: example
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. e + - - - - KNXnet/IP header - - - -

. 1 | 06h | header size

3 o +

. 2 | 10h | protocol version

3 o +

. 3 \ 07h AN

. t- - - - == - - = - - = - - - - + > service type identifier 0740h

. 4 \ 40h I/

3 o +

. 5 \ 00h AN

. - - - - - - - - - - - === == + > total length, 16 octets

. 6 | 10h |/

3 fomm—m—m—m e —mmmmm—m—m—m——————— + - - - - HPATI - - - —

. 7 | 08h | structure length of HPAI

3 o +

. 3 | 0lh | host protocol code, e.g. 0lh, £9ox)UDP

over IHv4

3 o +

. 9 | EOh |\

3 R +

. 10 | 00h |

. t- - - - - - - - - - - - - - = - + > IP multicast addregis

. 11 | 17h | e.g. 224.0.23.42

. t- - - - - - - - - - - - - - = - + | (System Routirfg“*Multicast Address)

. 12 \ och I/

3 o +

. 13 \ OEh AN

. t- - - - - - - - - - - - - - = - + > port Rumber of control endpoint, 3671

. 14 \ 57h I/

. e + - - /3 SELECTOR - - - -

. 15 | 02h | structure length of SELECTOR

3 o +

. 16 | 0lh | Programming Mode Selector

3 o +

Figure B.18 — REMOTE_DIAGNOSTIC_REQUEST frame binary format: example

B.19 REMOTE_DIAGNOSTIC_RESPONSE
The REMOT|E_DIAGNOSTIC_RESPONSE frame binary format: example is shown in Figure B.19.

170 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=eb08c3683c5cc821313619612b27dbc0

ISO 22510:2019(E)

. F————————————————————— + - - - - KNXnet/IP header - - - -
. 1 | 06h | header size
. o +
. 2 | 10h | protocol version
. e +
. 3 | 07h I\
. = - = - - = - - = === == = = + > service type identifier 0741h
. 4 | 41h |/
. R e et i +
. 5 \ 00h [\
4 t- - - - - - - - - - - - - - - - + > total length, 58 octets
. 6 | 3Ah |/
. R + - - - - SELECTOR - - - -
. 7 | 02h | structure length of SELECTOR
. o +
. 8 | 0lh | ProgrammProgramming Mode Selectoq
. e + - - - - DIB IP Config - - - - r\
. 9 | 10h | structure length of DIB IP Co@g
. e +
.
. 10 | 03h | Description Type Code '\Q*
. R e e L L b Lt +
. 11 \ coh A\ q?.)
. T i + ('1/
. 12 | A8h Il O
° t- - - - - - - - - - - - - - - - + > IP address
. 13 | 02h [ e.g. 192.36& V12
. e R R R + |
. 14 | 0Ch |/ Q O
. R et +
. 15 | FFh [\ Q
. e + Q
. 16 | FFh || \\
. - - - - - - - - - - - - - - - +§®Subnet mask
* 17 | FFh @l e.g. 255.255.255.0
. T \Q |
. 18 [ 00h X |/
. e @***4‘
. 19 \ cOh A\Q I\
. = = = - === - == - - = =+ |
. 20 \ Aeh\'o I
. - - - - - - - \E ——————— + > default gateway IP address
. 21 | . @ | e.g. 192.168.2.1
: R G T Ehh b g
° 22 | . 01lh |/
. o — B ettt +
. 23 | @ 02h | IP capabilities (e.g. DHCP)
. +——©» ————————————————————————— +
. 24 | 0lh | IP assignment method (e.g. manually
. Q—» —————————————————————————————— + - - - - DIB IP Current Config - - - -
. 25 % 14h | structure length of DIB IP Current
Config \
. % e +
. 06 | 04h | Description Type Code
. Q~ R et et e Tt +
. ?\ 27 | COh [\
< ’ R R + |
% 28 | A8h I
?‘ tm - - - - - m - ——m - - - = - + > IP address
é . 29 | 02h || e.g. 192.168.2.12
. R + |
. 30 [ 0Ch |/
. R et et e Tt +
. 31 | FFh I\
. e ] +
. 32 | FFh (I
. e T T + > subnet mask
° 33 | FFh | e.g. 255.255.255.0
. T +

Figure B.19 (1 of 2)
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. 34 \ 00h |/

. e e e L e e e +

. 35 \ COh [\

. el e T T +

. 36 \ A8h I

. t- - - - - - - - - - - - - - - - + > default gateway IP address

. 37 \ 02h [ e.g. 192.168.2.1

. I R +

. 38 \ 0lh [/

. e e +

. 39 \ COh [\

. R e T +

. 40 | A8h ||

. e e R + > DHCP server IP address

. 41 \ 02h [ e.g. 192.168.2.1

. I R +

. 42 \ 0lh [/

. e e +

. 43 | 04h | Current IP assignment methdd) (e.g. DHCP)
. o +

. 44 | 00h | reserved

. tom + - - - - DIB KNX AddresSes - - - -

. 45 | OEh | structure length¢ofNDIB KNX Addresses
. o +

. 46 | 05h | Description Type Code

. o e +

. 47 \ 1ih [\

. R + > KNX indiwdidual address (e.g. 1.1.0)
. 48 \ 00h I/

. o +

. 49 \ 11h I\

. t- - - - - - - - - - - - - - - - + <\Additional individual address (e.g.
1.1.255)

. 50 \ FFh =/

. e e +

. 51 \ 1ih I\

. = - - - - - == - - = AR - - + > Additional individual address (e.g.
1.1.254)

. 52 \ FEh I/

. e N e e e +

. 53 \ 1lh I\

. R i G e + > Additional individual address (e.g.
1.1.200)

. 54 \ C8h I/

. - +

. 55 \ 1ih I\

. -~ -"-"-"-"-"-"-"=-"=----- + > Additional individual address (e.g.
1.1.199)

. 56 | C7h I/

. e +

. A \ 1ih [\

. R + > Additional individual address (e.g.
1.1.150)

. 58 \ 96h |/

. e e +

Figure B.19 — REMOTE_DIAGNOSTIC_RESPONSE frame binary format: example (2 of 2)

B.20 REMOTE_BASIC_CONFIGURATION_REQUEST

The REMOTE_BASIC_CONFIGURATION_REQUEST frame binary format: example is shown in
Figure B.20.
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. e + - - - - KNXnet/IP header - - - -

. 1 | 06h | header size

. o +

. 2 | 10h | protocol version

. o +

. 3 | 07h |\

. - - - - = - - = = - = = = = = = + > service type identifier 0742h

. 4 | 42h I/

. B et it +

. 5 | 00h I\

. t- - = = = = - = - - - - - - - - + > total length, 32 octets

. 6 \ 20h I/

. e + - - - - HPAT - - - -

. 7 | 08h | structure length of HPAI

v T - -—-—---o—oo—o—oo—o——o—— o il

. 8 | 0lh | host protocol code, e.g. 0lh, far\JDP
over IPv4

. o +

. 9 | EOh |\

. e + |

. 10 | 00h |

. e + > IP multicast address

. 11 | 17h | e.g. 224.0.23.12

. t- - = = = = = = = - - - - - - - + | (System Routing Multicast Address
. 12 | 0Ch |/

. o +

. 13 I OEh I\

. t- - = === == = = = = = = = - + > port Aufber of control endpoint, 3¢71
. 14 | 57h |/

. o + - - 4, SELECTOR - - - -

. 15 | 02h | structure length of SELECTOR

. o +

. 16 | 0lh | ProgrammProgramming Mode Selector
. oA &~ - - - DIB IP Config - - - -

. 17 | 10h | structure length of DIB IP Config
. oA QY- +

. 18 | 03h | Description Type Code

. Bt +

. 19 | COh I\

. - - - = = = = 4 - - - - - - - + |

. 20 | AS8h [

. t- - - - -y - - + > IP address

. 21 | 03h | e.g. 192.168.3.12

. e i + |

. 22 | 0Ch |/

. Fo A — +

. 23 | FFh I\

. e T i T +

. 24 | FFh |

. e + > subnet mask

. 25 | FFh | e.g. 255.255.255.0

. - - - - - - - - - - - - - - - +

. 26 | 00h |/

. e +

. 27 | COh I\

s B e T + |

U 28 | A8h (.

. e + > default gateway IP address

. 9 [ 03h [T e.g. 192.168.5.1

. - - - - - - - - - - - - === - + |

. 30 I 0lh |/

. Bt it +

. 31 | 00h | IP capabilities (not writable # 00h)
. o +

. 32 | 0lh | IP assignment method (e.g. manually)
. o +

Figure B.20 — REMOTE_BASIC_CONFIGURATION_REQUEST frame binary format: example

B.21 REMOTE_RESET_REQUEST
REMOTE_RESET_REQUEST frame binary format: example is shown in Figure B.21.
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. e + - - - - KNXnet/IP header - - - -
. 1 | 06h | header size

. B et it e e e e +

. 2 | 10h | protocol version

. B et it e e e e +

. 3 | 07h [N

. T T + > service type identifier 0743h
. 4 | 43h |/

. B et it e e e e +

o 5 | 00h [\

. - - = - = = = = - - - - - - - - + > total length, 10 octets

. 6 | 0ah |/

. o ——————————— 4 — - — - SELECTOR - - - -

. 7 | 02h | structure length of SELECTOR
. o +

] 8 | 01lh | ProgrammProgramming Mode Selector
. Fo + - - - - RESET COMMAND - - - -
. 9 | 01lh | restart

. B et e e e e +

. 10 | 00h | reserved

. B et e e e e +

Figure B.21 — REMOTE_RESET_REQUEST frame binary format: example
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(normative)

KNXnet/IP parameter object

Table C.1 shows the property identifiers.
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Table C.1 — Property identifiers ‘r\%

PID Property_name Wﬁ;&e/lkead
51 PID_PROJECT_INSTALLATION_ID O wyr
52 PID_KNX_INDIVIDUAL_ADDRESS A0 wr
53 PID_ADDITIONAL_INDIVIDUAL_ADDRESSES % w/r
54 PID_CURRENT_IP_ASSIGNMENT_METHOD (-~ —/1
55 PID_IP_ASSIGNMENT_METHOD A0 w/r
56 PID_IP_CAPABILITIES & — /1
57 PID_CURRENT_IP_ADDRESS oV —/
58 PID_CURRENT_SUBNET_MASK | 3\ — /1
59 PID_CURRENT_DEFAULT_GATEWAY —/
60 PID_IP_ADDRESS BN w/r
61 PID_SUBNET_MASK _ 1" w/r
62 PID_DEFAULT_GATEWAY w/r
63 PID_DHCP_BOOTPR.SERVER —/1
64 PID_MAC_ADDRESS —/
65 PID_SYSTEM_SETUP_MULTICAST_ADDRESS — /1
66 PID_RQUTING_MULTICAST_ADDRESS w/r
67 PID_TTL w/r
68 ~\PID_KNXNETIP_DEVICE_CAPABILITIES —/
69 55 [PID_KNXNETIP_DEVICE_STATE —/
70~~~ |PID_KNXNETIP_ROUTING_CAPABILITIES —/
71 7 PID_PRIORITY_FIFO_ENABLED w/r
72)¢ PID_QUEUE_OVERFLOW _TO_IP —/1
73 PID_QUEUE_OVERFLOW_TO_KNX —/
N 74 PID_MSG_TRANSMIT_TO_IP — /1
— 75 PIDMSG-TRANSMIT-TORKNX =/
76 PID_FRIENDLY_NAME w/r
78 PID_ROUTING_BUSY WAIT TIME —/r
79 PID_TUNNELLING_ADDRESSES —/r
91 PID_BACKBONE_KEY —/r
92 PID_DEVICE_AUTHENTICATION_CODE —/r
93 PID_PASSWORD_HASHES —/r
94 PID_SECURED_SERVICE_FAMILIES —/r
95 PID_MULTICAST_LATENCY TOLERANCE —/r
96 PID_SYNC_LATENCY_FRACTION —/r
97 PID_TUNNELLING_USERS —/r
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Table C.2 shows the KNXnet/IP parameter object properties.

Table C.2 — KNXnet/IP parameter object properties

Property N

ame

Property ID

M/0

Comment

Interface obj
type

ect

PID_OBJECT_TYPE

M

IP parameter object 11

Interface object |PID_OBJECT_NAME O |Name of the parameter setting
name
Project PID_PROJECT_INSTALLATION_ID M |Setby ETS only
installation
identificatioh
KNX individpal |PID_KNX_INDIVIDUAL_ADDRESS M |Mandatory for devices implemenfing
address KNXnet/IP
Additional PID_ADDITIONAL_INDIVIDUAL_ADDRESSES M |Mandatory for devigesimplemenfing
individual KNXnet/IP tunnelling and routinig
addresses
Current IP PID_CURRENT_IP_ASSIGNMENT_METHOD 0 1: manually;
assignment .
method 2: BootP,

4: DHCP,

87/AutolP
[P assignment PID_IP_ASSIGNMENT METHOD M 1: manually,
method 2: BootP,

4: DHCP,

8: AutolP
IP capabilitigs PID_IP_CAPABILITIES O |Shows the IP capabilities of the ddvice.
Current IP PID_CURRENT_IP_ADDRESS M | This is the currently used IP addfess.
address
Current subnet PID_CURRENT_SUBNET _MASK M This is the currently used subnet]
mask mask.
Current default |PID_CURRENT_DEFAULT GATEWAY M This is the currently used default
gateway gateway.
IP address PID_IP_ADDRESS M Used for manual address assignnjent.
Subnet maskK PID_SUBNETHMASK M Subnet mask
Default gatefvay |PID_DEFAULT GATEWAY M  |Default gateway
DHCP/BootH PID-DHCP_BOOTP_SERVER O |IP address of last DHCP/BootP sefver
server
MAC addres PID_MAC_ADDRESS M MAC address
System setup PID_SYSTEM_SETUP MULTICAST _ADDRESS M Default KNXnet/IP system multi¢ast
multicast address used for KNXnet/IP core
address services.
Routing PID_ROUTING_MULTICAST_ADDRESS M  |Second multicast address used for
multicast KNXnet/IP routing.
address

—KNXnet/IP routing capabilities;
—queue overflow to IP;

—queue overflow to KNX;
—telegrams transmitted to IP;

—telegrams transmitted to KNX

The following properties shall be implemented by KNXnet/IP devices providing KNXnet/IP routing:
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