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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This International Standard describes the elements of a generic approach to planning, conducting and
improving exercise programmes and projects. The purpose of this International Standard is to:

within an organization;

provide guidelines for planning and conducting an exercise project;

provide a basis for understanding, developing and implementing an effective exercise programme

enhance the organization’s ability to conduct exercises with internal and external involved parties;
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Societal security — Guidelines for exercises

1 Scope

This International Standard recommends good practice and guidelines for an organization to plan,
conduct, and improve its exercise projects which may be organized within an exercise programme.

It is ppplicable to all organizations regardless of type, size or nature, whether private o1 public. The
guidance can be adapted to the needs, objectives, resources, and constraints of the organizption.

It is |ntended for use by anyone with responsibility for ensuring the competence-of the onganization’s
persopnnel, particularly the leadership of the organization, and those responsibléfor managing exercise
programmes and exercise projects.

2 Normative references

The following documents, in whole or in part, are normativelyeferenced in this docunient and are
indigpensable for its application. For dated references, only<the edition cited applies. For undated
referlences, the latest edition of the referenced document (incldding any amendments) applies.

ISO 42300, Societal security — Terminology

3 Terms and definitions

For the purposes of this document, the termsand definitions given in ISO 22300 and the follpwing apply.

31
after-action report
document which records, describes and analyses the exercise, drawing on debriefs and reports from
obsefvers, and derives lessons froin it

Note [l to entry: The after-actionfeport documents the results from the after-action review.

Note |2 to entry: An after-action report is also called a final exercise report.

competence
demonstrated ability to apply knowledge and skills to achieve intended results

activity which practices a particutar skittamd of terrinvotves Tepeating the same thing several times

EXAMPLE A fire drill to practice safely evacuating a building on fire.

3.4

evaluation

systematic process that compares the result of measurement to recognised criteria to determine the
discrepancies between intended and actual performance

Note 1 to entry: The gaps are inputs into the continual improvement process.

© IS0 2013 - All rights reserved 1
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3.5
exercise
process to train for, assess, practice, and improve performance in an organization

Note 1 to entry: Exercises can be used for validating policies, plans, procedures, training, equipment, and inter-
organizational agreements; clarifying and training personnel in roles and responsibilities; improving inter-
organizational coordinationand communications;identifyinggapsinresources;improvingindividual performance
and identifying opportunities for improvement; and a controlled opportunity to practice improvisation.

Note 2 to entry: A test is a unique and particular type of exercise, which incorporates an expectation of a pass or
fail element within the goal or objectives of the exercise being planned.

3.6
exercise coprdinator
person resppnsible for planning, conducting, and evaluating exercise activities

Note 1 to entrj: Inlarger exercises, this function may include several persons/staff and may be called “éxercise comtrol”.

.

Note 2 to enfry: Some countries use a term such as “exercise director” instead of “exefdise coordinato
similar text).

(or

Note 3 to entry: The exercise coordinator role is also responsible for the cooperation among internal and
external entifies.

3.7
exercise propgramme
series of exdrcise activities designed to meet an overall objectivéor goal

3.8
exercise prpgramme manager
person resppnsible for planning and improving the exergise programme

3.9
exercise prpject team
persons plapning, conducting and evaluating amn exercise project

3.10
exercise safety officer
person tasked with ensuring that any)actions during the exercise are performed safely

Note 1 to entfy: In larger exercises;involving multiple functions, more than one safety officer may be assigned.

3.11
hazard
source of patential harm

Note 1 to entfy: A hazard can be a source of risk.

3.12
interested party

person or organization that can affect, be affected by, or perceive themselves to be affected by a
decision or activity

Note 1 to entry: A decision maker can be an interested party.

3.13

inject

scripted piece of information inserted into an exercise designed to elicit a response and facilitate the
flow of the exercise

Note 1 to entry: Injects can be written, oral, televised, and/or transmitted via any means (e.g. fax, phone, e-mail,
voice, radio, or sign).

2 © IS0 2013 - All rights reserved
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3.14
management
coordinated activities to direct and control an organization

3.15
observer
exercise participant who witnesses the exercise while remaining separate from exercise activities

Note 1 to entry: Observers may be part of the evaluation process.

3.16
part ripant

perspn or organization who performs a function related to an exercise

3.17
risk
effecft of uncertainty on objectives

Note [l to entry: An effect is a deviation from the expected - positive and/or negative:

Note |2 to entry: Objectives can have different aspects (such as financial, héalth and safety, and efnvironmental
goals) and can apply at different levels (such as strategic, organization-wide,project, product, and grocess).

Note |3 to entry: Risk is often characterized by reference to potential évents, consequences, or a cqmbination of
thesg and how they can affect the achievement of objectives.

Note { to entry: Risk is often expressed in terms of a combination of the consequences of an event ¢r a change in
circumstances, and the associated likelihood of occurrence.

Note |5 to entry: Uncertainty is the state, even partial,.of deficiency of information related to, und¢rstanding or
knowledge of an event, its consequence, or likelihood:

3.18

scenfario
pre—;ﬁanned storyline that drives anrexercise, as well as the stimuli used to achieve exeicise project
perfoermance objectives

3.19
scop]Le of exercise
magnitude, resources, and extent which reflects the needs and objectives

3.20

script
storiofthe exergise as it develops which allows directing staff to understand how events shguld develop
during exercise)play as the various elements of the master events list are introduced

Note [l todentry: The script is often written as a narrative of simulated events.

3.21
target group
individuals and/or organizations subject to exercise

3.22
test
exercise with an aim to obtain an expected measureable pass/fail outcome

Note 1 to entry: A test is a unique and particular type of exercise, which incorporates an expectation of a pass or
fail element within the aim or objectives of the exercise being planned.

Note 2 to entry: The terms “test” and “testing” are not the same as “exercise” and “exercising”.

© IS0 2013 - All rights reserved 3
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activities designed to facilitate the learning and development of knowledge, skills, and abilities, and to
improve the performance of specific tasks or roles

4 Planning, conducting and improving an exercise programme

4.1 Gene

ral

An organization conducting exercises should establish an exercise programme. Establishing an exercise

programme
by allowing
to the organ

Top managg
a competen
be based on
functionalit

The exercis
conduct its {
the followin|

needs a

base of

extent/

process

The organiz

the established objectives havebeen achieved. The exercise programme should be reviewed in ord

identify pos

4.2 Planning

4.2.1 Esta

The organiz

exercisg

selectiI
necessary resources and budget; and,

the exercising of the individual plans, people, capabilities and/or resources that contr
ization’s strategic objectives.

ment should ensure that the exercise programme objectives are established and a
person to manage the exercise programme. The scope of an exercise programme s}
the size and nature of the organization undertaking exercising, as-well as on the s
y, complexity and the level of maturity of the plans and capabilities-being exercised.

e programme should include the information and resourcesmecessary to organizg
pxercises effectively and efficiently within the specified timéAframes. It should also in

o
halysis;
support;

programme aim and objectives;

humber/types/duration/locations/schedule of the exercise projects;

of exercise project teams;

s for handling confidentiality information security, health and safety, and other similar ma

ption should monitorrand measure the implementation of the exercise programme to eq]

sible improvements.

blishing the need for an exercise programme

allows for a coordinated approach to building and maturing the organization’s capabilities
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the risk

the organization’s strategic objectives;

s to the organization;

legislative and regulatory requirements;

in capability and plans;

the plans, procedures, capabilities or resources that require exercising;

should be met; and,

the organization’s maturity to respond and/or recover compared to desired objectives, noting gaps

the period in which a defined level of response and/or recovery capability (programme scope)
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the base of support and guide the content of the exercise programme.

4.2.2 Establishing the base of support for an exercise programme

The organization should secure a base of support and commitment from top management to ensure the
appropriate organizational involvement and commitment of resources. Securing a base of support ensures
that the exercise aim and objectives correspond to the organization’s strategic objectives and strategy.

Top management should give the organization a clear mandate and full authority to carry out the
exercise programme. The benefits and advantages of the exercise programme, as determined by the
needs analysis, should be clearly explained and presented to top management, and to those who have
resppnsibility for the eXercise programme.

4.2.3 Establishing the exercise programme aim and objectives

Top

management should ensure that the aim and objectives of the exercise programme are

to difect the exercise planning, conducting and improving and should ensure fthe exercise
is implemented effectively.

Base(d on the exercise programme aim, the objectives can be based on the following:

NOT

the findings of the needs analysis;

anagement priorities;
anagement system requirements, as applicable;

gal, regulatory and contractual requirements and other requirements to which the ¢
ils committed;

needs and expectations of interested parties;

fisks to the organization or interested-parties;

feports and results of previous.exercises or actual incidents; and,
the level of organization maturity and its resources being exercised.

H Annex A providegs-additional information about exercises within a management system.

4.2.4 Roles and responsibilities of the exercise programme manager

The
who

brganizationshould establish the roles and responsibilities of the exercise programi
will be nominated by top management. These roles and responsibilities usually includ

¢stablishing the scope, aim and performance objectives of the exercise programme, an
¢niteria and timeframe of the individual exercise projects based on the objectives;

established
programme

rganization

ne manager

h-

d the scope,

identifying, documenting and evaluating the exercise programme risks;

determining the potential impacts of the exercise project upon the organization’s
reputation and resources;

estimating the impact of an actual incident occurring during the exercise project;

operations,

establishing the exercise types and methods required to achieve the programme objectives;

determining necessary resources, including the resources to plan and conduct the exercise;

selecting the exercise project team;

developing a procedure to complete documents, and managing and maintaining documentation;
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— ensuring the implementation of the exercise programme; and,
— monitoring, reviewing and improving the exercise programme.

The exercise programme manager should inform top management of the activities and risks associated
with the exercise programme and obtain approval to proceed with exercising.

The exercise programme manager should have the competence necessary to effectively and efficiently
manage the exercise programme and the associated risks. The exercise programme manager is
accountable to top management for the programme and top management should be responsible for
the exercise programme. The exercise programme manager may form and select one or more teams
to support the dp]ivpry of the programme. _ensuring that team members are competent to meet their

responsibilifies effectively and efficiently.

4.3 Condpcting

4.3.1 Implementing the exercise programme
The exercis¢ programme manager should implement the exercise programme by

— commuhicating the pertinent parts of the exercise programme to interested parties, and informing
them pgriodically of its progress;

— coordinptingand scheduling exercise projects and otheractivities rélevantto the exercise prograIlme;

— ensurinig the selection of exercise project teams whose menibers have the necessary competence;

— providipg necessary resources to the exercise project teams;

— conducling exercises in accordance with the exercise’programme and within the agreed upon|time
frame;

— recording exercise activities and managing@nd maintaining documents; and,

— complefing after-action reviews and following up on lessons learned and recommendations for
improvement.

4.3.2 Monitoring exercise performance

The exercisg programme mahager should ensure the effective and efficient evaluation of indivjdual
exercise prdjects. Consideration should be given to the method used for comparison over the duration of
the progranpme in orderdte-implement an effective and efficient exercise programme.

Performancp evaluation processes identify changing maturity, allow for comparison between tdams,
locations or|capabilities and identify areas for development in future programmes. A consistent mgthod
of measurifgg-the performance of participants, procedures and capabilities provides for effective
evaluation df the performance of the exercise programme and should be included in the organization’s
evaluation process.

The exercise programme manager should ensure thatthe evaluation processand criteriaassess the entire
programme, inclusive of the individual exercise projects, based on programme aim and objectives. The
exercise performance objectives should have predefined evaluation criteria and consistent measurement
methods that compare exercise project results over time. A number of consistent objectives should be
applied to individual exercise projects, and aligned to the exercise programme objectives. Examples of
activities that could provide performance trends are the:

— time taken to respond to the information inserted into an exercise (specific injects);
— time taken to conduct a call cascade; and,

— number of resources mobilized in a given time or space.

6 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=94ce8e149fd45bb38ea1d54f5dcf60a3

IS0 22398:2013(E)

4.3.3 Monitoring the exercise programme

4.3.3.1 The organization should ensure the exercise programme manager continuously monitors the
exercise programme implementation, and considers the need to:

— evaluate the performance of the exercise project team members;
— evaluate the ability of the exercise project team to implement the exercise programme; and,

— evaluate feedback from top management, interested parties, exercise participants and exercise
project team members.

4.3.3.2 The following factors may determine the need to modify the exercise programme:
— after-action reports or actual incident findings;

— demonstrated level of management system effectiveness, where appropriate;

— ¢hanges to, or the implementation of, a new management system, if established;

— ¢hanges to, or a new, plan, resource or capability;

— ¢hanges to standards, regulatory, legal and contractual requirements and other reqyirements to
yhich the organization subscribes; and,

— 1najor organizational or personnel changes.

4.4 | Reviewing and improving the exercise programme

Through the process of monitoring, the exerciseprogramme should ensure improvements afe identified
from| the lessons learned and implemented to, ensure the programme achieves establishedl objectives.
The ¢xercise programme manager should conduct regular reviews, considering:

— new exercise methods;
— 1esults and trends from exercise programme monitoring; and,
— ¢volving needs of interested parties.

The ¢xercise programmnie'manager should report results of the review to top management.

5 Planning, conducting and improving exercise projects

5.1 | General

Asedchlindividual exercise requires planning, the organization should manage each exerciselas a project.
This section provides guidance on planning and conducting an exercise project.

The level of planning will likely vary based on the requirements for the exercise and the constraints that
affect the programme.

The organization should follow three steps to deliver an exercise that meets the exercise programme
objectives:

a) plan the exercise;
b) conduct the exercise; and,

c) evaluate the exercise and its results.

© IS0 2013 - All rights reserved 7
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5.2 Planning

5.2.1 General

The organization should design and develop the exercise based on the needs analysis and the scope of
the exercise project. Project planning includes developing the aim and performance objectives for the
exercise, designing the scenario, creating the documentation, managing logistics, planning the exercises
to be conducted and planning for continual improvement.

5.2.2 Establish the foundation of the exercise project

5.2.2.1 Ne
The organiz
— afirmbj
— recogni

accepta

In order to
take into ac
geographic |

Annex B prg

5.2.2.2 Sc

The organiz
summarizes
the aim and

5.2.2.3 B4

The organiz
and interest

The organiZ
communicat

Support for
and perforn

eds analysis

ation should perform a needs analysis with the following expected outcomes:

a statement of the need for exercises;

ase of support for the exercise project;
Fion of the role of exercises in managing the risks to the organizatien; and,
hce of the need to manage the risks of conducting exercises.

neet exercise objectives, the organization should develop specific exercise activitieg
count issues related to risk, the constraints on developing and conducting these activj
boundaries, and interested parties.

vides a series of questions to assist in conducting the needs analysis.

ppe of the exercise project

ation should develop an exercise project scope based on the needs analysis. The s
and describes the magnitude, respurces, and extent of the exercise and how it will acl
exercise programme performance objectives.

se of support

ed parties for every-exercise project, regardless of its inclusion as part of a programm

ation should/identify the benefits of the exercise as determined by the needs analysi
e the benefijts to those who have responsibility for an exercise.

Qn exercise and its exercise project team is also important to ensure that the exercise
lanCe objectives correspond to and run parallel to the organization’s strategic objectivj

that
ities,

cope
hieve

ation should secure-a.base of support and commitment from top management, participants

aY

b and

aims
.

Top management should give the exercise coordinator and exercise project team a clear mandate and
full authority to plan, conduct, and evaluate the exercise project. The benefits and advantages of the
exercise project should be clearly explained and presented to the appropriate personnel, such as the
exercise coordinator, controllers, evaluators, and the exercise safety officer.

5.2.3 Developing aim and performance objectives

5.2.3.1 General

The organization should define the aim for the exercise project and clarify how conducting the exercise
supports the exercise programme aim and objectives. The organization should establish exercise
performance objectives for every exercise project to provide a framework for scenario development,
and to determine the criteria upon which the exercise will be evaluated.
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An exercise can be designed to:

— train the participants and provide an opportunity to gain knowledge, understanding and skills;

— evaluate the capabilities of individuals, organizations and systems:

— develop activities, abilities and ideas; and,

— measure knowledge, ability, endurance (time), or capacity.

The exercise performance objectives should reflect specific capabilities that the organization has set as
priorities, and identify the tasks associated with those capabilities. The exercise performance objectives

shou

The 4
tom
how

Exer

a) 1
1

b) 1
c)
d)

q

5.2.3

Knoy
perfy

Examples of performance indicaters'may include decisions made, choices selected, and informat

5.2.3

The
The
proc

5.2

d be simple, measurable, achievable, realistic and task-oriented.

bility to evaluate performance against objectives will depend on what data or evidenc
hke an assessment. Before exercise performance objectives are adopted, it is importan
the objective can be assessed.

Cise performance objectives usually contain four parts.

e is required
[ to consider

Participant: Identifies the participants in the exercise. In larger exéercises, the participants could be

eams or functional units.
Performance: An exact statement of the exercise performaneg.objective.
[ondition: The specific circumstance under which the expected, desired performance s

[riterion: The criterion to be used to comparesthe observed performance with
tandards for the specific performance. If the organization does not have established sf

.2 Non measurable performance

ving and thinking are difficult t6 measure directly. The organization should u
rmance objectives if the assessient of cognitive functions is needed during exercises

.3 Review of exercise performance objectives

pxercise performance objectives may need some alteration after the exercise project

hould occur.

measurable
andards for

performance, the standards should be developed, approved, and communicated by the organization.

be indicator

ionrecalled.

is launched.

Changes should be based on established controls and implemented as part of the inprovement

bss to achieve'the aim of the exercise.

Team*management

5.2.4

.1~ General

The organization should form one or more exercise project teams to plan, conduct, and evaluate the
exercise. Representatives from key areas within the organization being exercised should be included
on the team. The exercise project team can be expanded as needed. For example, logistics and
communications may be added to meet the aim and exercise performance objectives.

The organization should identify the scope of the exercise and the identify the roles to plan, conduct, and
evaluate the exercise, and assign the responsibilities to competent individuals.

Exercise project team roles may include:

— an exercise coordinator;

— adocumentation coordinator;
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cs coordinator;

a communications coordinator;

an exercise safety officer;

ers and facilitators; and,

evaluators.

The organization may appoint one person for several of the roles, or several persons for each of these

roles, depen

ding on the complexity or scope of the exercise.

5.2.4.2 Te

The organiz
of how marn
exercise sho

For multi-of
the exercise|

The exercis
conducting
including th
evaluate the

The organiz
skills and al
organizati

0
identificati(Tn of the required competencies should be done during exercise planning prior to identi

and training
5.2.5 Risk

5.2.5.1 Ge

Risks shoul
performanc
effects, wasf
and relation|

Safety is of
situations o}
identifying j

am development and responsibilities

ation should appoint one person to be in charge of the exercise project team-Tegar
y persons are involved. The person with responsibility for planning and-conductin
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b coordinator should identify the need for training for the exercise project team b
an exercise. The exercise project team should developpre-exercise briefing mate
e exercise safety briefing and other important information necessary to conduct
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ation should ensure that the exercise project team and participants have the knowl
pilities, and the competence necessary to perform assigned roles and responsibilities
should also identify the competencies of the’evaluators. In a multi-organizational exe

evaluators.
. management
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1 be managed when planning, conducting and evaluating exercises to ensure the exe
e objectivesareachieved. Riskmanagementaddresses concernssuchassafety,environm
e of resources, lass of sensitive information, trauma, damage to the organization’s reput
s with other ofganizations and governmental entities (intergovernmental arrangemer

critical importance if the exercising involves participant exposure to potentially dangg
hazardows materials or risks to the community and the environment. The responsibilif
isk eontrols should be assigned to a safety officer with appropriate responsibilities and po
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Risk manage

developed. Contlnuous monltorlng and reassessment is also a very 1mp0rtant part of rlsk management
The process involves communication, documentation, and coordination. ISO 31000 provides a suitable
framework for undertaking risk management to ensure systematic risk identification, analysis
and evaluation processes are in use and evaluates risk when compared to the exercise performance
objectives. The exercise project team should use a risk management process compatible with ISO 31000.

5.2.5.2 Context

Internal and external factors such as changes in legislation and regulations, media interest and
relationship with government or other organizations which may affect the exercise performance
objectives should be considered. It is also important to consider the risks of conducting the exercise to
the organization itself.
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5.2.5.3 Riskidentification

Riskidentification involves the identification of risk sources, potential unwanted events and situations, their
causes and their potential consequences that will have a negative effect on exercise performance objectives.

5.2.5.4 Risk evaluation

Risks should be prioritized using the rating assigned during the risk analysis, so that the most important
risks can be addressed first. Risk treatments may include eliminating or avoiding risk by not undertaking
an exercise activity, reducing the likelihood of occurrence, mitigating the consequence, sharing the risk,
or accepting the level of risk and continuing with the exercise project without change.

5.2.3.5 Risk management plan

A risk management plan should ensure that risks are managed. Risk managementshould be embedded
in all aspects of the organization’s exercise practices and processes including thepolicies, planning, and
budget required for effective exercise project risk management.

5.2.5.6 Monitor and review risk

Monitoring and review are integral to the risk management process and involve regular|checking or
surveillance. Responsibilities for monitoringand reviewing shouldbéclearly defined in the risk jnanagement
plan{Monitoring and reviewing processes should encompass all.aspects of risk management ipcluding:

— ¢nsuring that controls are effective and efficient in beth design and operation;

dnalysing and learning lessons from events (including near-misses), changes, trends, syccesses and
failures, which may require revision of risk treatments;

— detecting changes in the external and internal context; and,

— identifying emerging risks.

5.2.4 Environmental considerations

The ¢rganization should consider environmental risks and impacts, and the effect on the conpmunity and
the gperating environment. The environmental impact of the exercise activities should be dssessed and
analysed and the results docimented and considered during exercise planning, conducting angl evaluation.

5.2.7 Gender and diversity considerations

The ¢xercise ceordinator is responsible for gender and diversity considerations associated with exercise
projects. Thesé considerations should be addressed in exercise planning, conducting and evaluation,
the resultS/documented and the “lessons identified” reported.

5.2.8Togistical constderations
The exercise coordinator should ensure that logistical details are managed by the exercise project team.

Management of logistical details can make the difference between an effective exercise and an exercise
that is confusing, ineffective, and inefficient.

Exercise logistical requirements will vary based on type and method of the exercise. The specific
materials, equipment and facilities needed to carry out the exercise should be determined by the exercise
planners as they develop the scenario, including the location(s) where the exercise will take place. Those
responsible for logistics address the supplies, materials, equipment, services and facilities required for
the exercise.
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Exercise logistical considerations include transportation, infrastructure (facilities, parking and
equipment), staffing, services (catering, medical support, and site security) and appropriate meeting
and briefing arrangements.

5.2.9 Exercise communication

5.2.9.1 General

Three types

exercisi

of communications activities should be considered as part of an exercise project:

ng of communications methods planned for use during the exercise;

managil

managi

5.2.9.2 Exercising communication methods as a performance objective

The exercis
method use
exercising o

the com

the com

To ensure t
exercise pr
and address

The following considerations are examples of indicators that can be used to support evaluation g

communicaf
the timd
the accl
the app
the app

5.2.9.3 Co
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1g communications for the purpose of exercise planning and interested party engagenient

hg communications among the project team during the exercise.

e project will include exercise performance objectives against which the communic
d to deliver the plan or capability being exercised can be assessed. This may includ

munication flow between groups of people; and,
munications equipment being used.

at performance objectives are met, the indicaters‘should be identified when plannin
ject. Communications equipment should be tested prior to the exercise and issues ident
ed.
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racy of information relayed;

fopriateness of the commiinication method used; and,
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communicate, and a management commitment to allocate adequate resources.

One person should be assigned the responsibility for delivering the strategy. The following issues may
be considered:

aim and scope of the communication strategy;

risk issues and impacts;

techniques, approaches, tools and channels to be used;

12

timeframe; and,

main activities to be considered as part of the exercise, messages to be conveyed, and communication
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— roles and responsibilities.

Once the communication strategy is defined, top management should approve it and use it to control the
organization’s exercise communication activities.

During the exercise, media interest may be simulated. The person responsible for the communication
strategy may identify media simulation resources to be included in the planning and delivery phase.

The communications resources role may involve:

— providing subject matter expertise on crisis communication in the application of the scenario;

— dleveloping the crisis communlication injects to make the exercise’s conditions appear.r zalistic; and,

— providing input into the scenario and inject development.

5.2.9.3.2 Establishing communication exercise performance objectives

Duripg the development of the exercise performance objectives for communication adtivities, the
orgahization should consider its priorities and desired results. The organizZation should be|sensitive to
the gerception of risk by interested parties, and how the exercise may.change their perception of risk
and ¢f the organization.

Consliderations for setting communications-related performange objectives may include:

— 1neeting the information expectations of interested parties;

— 1ninimizing internal and/or external conflicts;

— improving the organization’s credibility and reputation;

— improving public knowledge and the image of the organization’s products and services

— ¢omplying with applicable legal andegulatory requirements and the other requiremepts to which
the organization subscribes; and;

— providing information about the exercise activities and encouraging understanding by interested
$arties, of the aspects, impacts and performance of the organization.

5.2.9.3.3 Identifying interested parties

In dejveloping the exereise communication strategy and the associated exercise performancg objectives,
the grganization$hotld identify internal and external interested parties who are impacted by, or have
expressed an interest in, the organization’s products, services and activities.

Somg¢ examples of interested parties to be considered by an organization include:

— flitsbresponders and emergency management personnel, and non-governmental organjzations,

— employees and their representatives, customers, suppliers and the communities associated with
the supply chain, contractors, distributors and competitors;

— public authorities, legislators and regulators, politicians and opinion leaders;
— community, schools, academics and researchers; and
— media organizations.

Conflicting interests may be identified among different interested parties. The communication activities
should address demands, particularly of those who are most influential and who may negatively impact
the outcomes of an exercise.
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5.2.9.3.4 Management of communications for the project team during an exercise project

A communications strategy should be defined to allow the exercise project team to communicate
effectively throughout the exercise and to support the delivery of an effective exercise project. The
purpose is to avoid conflict of communications methods and protocols, reducing the likelihood of
confusion to participants, so that the exercise project team can:

— startand terminate the exercise, allowing for escalation and termination in emergency situations; and

— monitor, discuss and alter the progression of the exercise.

5.2.9.3.5 €

A communig¢ations strategy should be created that considers the methodology to communicate'dyiring
the exercise|including which communications types will be used and by whom, with consideration gi
to accessibility to each communications type where multiple organization types are represented ag well
as varying training requirements. Where the communications technologies, such as radios or email, are
used to manage the exercise and within the exercise scenario, there should be séparate channels for
participatioh in, and management of, the exercise.

rcise
ment

The exercis¢ project team should nominate separate individuals to monitor, the exercise and exe
management communications and develop a contingency plan for the’loss of exercise manage

communicaf
be tested al
participants
escalation p

5.2.9.4 Re
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ions and the ability to communicate with participants. Thecommunications strategy s
bng with other testing protocols prior to the exercise. Pratocols should be defined to §
to notify the exercise project team if it is necessary, texterminate the exercise, with a

rocess to the nominated lead decision maker and back to the participants.

view

ould be generated as the communications-strategy is implemented by the exercise pr
ganization seekinginputfrominterestédpartiesshould explain whyitisseekinginform
e information obtained will be used;during the exercise. The feedback may also be

to review the communications strategy to ensure the communications-related exercise perform

objectives a

5.2.10 Res(

The organiz
related reso

e achieved.

purces

jould
h[low
clear

oject
Ation
used
ance

ation should ensure-resources such as financial, time, human, equipment, and fag
urces are used effectively during the project. Exercise cost estimates and budgets sho

considered

ility-
Id be

rior to initiatifig the exercise planning process. The amount budgeted for an exercise sjould

be based on| analysis of the appropriate exercise type and method required to achieve the anticipated
exercise aim and performance objectives. This analysis should consider which staff, systems, tools,
participating interested parties and other costs that are involved in the exercise. The exercise prpject
team is responsiblefor monitoring expenditures and routinely updating their budgets to ensure that the
amount allorated to an exercise is sufficient to achieve the exercise aims and performance objectives.

The exercise timetable and the time required from the exercise project team and exercise participants
are to be considered early in the planning process. All exercises require sufficient time to be allocated
to exercise planning, conducting and evaluating, ultimately determined by the exercise aim and
performance objectives.

The exercise project timetable may include:
— date and time of the exercise;
duration of the exercise;

deadlines; and,

estimate of person-days required for the exercise.
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The resources required are usually determined by the scope of the specific exercise. Exercise participants
and resources should be scheduled as early as possible because an exercise requires considerable time and
resources. Where a plan or capability is exercised, those involved should receive the training identified
for the role being exercised. The exercise participants should receive training prior to the exercise.

5.2.11 Design and development

The organization should design and develop the exercise based on the exercise scope as well as the
exercise aim and performance objectives used to design the exercise, develop the exercise project
document, manage the logistics, and plan to conduct and evaluate the exercise. The organization should
select the type and method of exercise to meet the performance objectives and recognize the constraints
under which the exercises will be developed and conducted. The type of exercise defines what should be
exer¢ised, consistent with the exercise scope. The exercise method describes how the exeicise is to be
performed to be consistent with aim and performance objectives.

An exercise might be a combination of multiple types and methods.

5.2.12 Exercise types

The prganization should determine the exercise type according to the aim and performande objectives
as well as the size and the magnitude of the exercise. Table 1 pravides sample descriptfions for the
exerfise types and the function or activity which should be exer€ised and evaluated whilg conducting
the exercise.
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Table 1 — Sample descriptions for the exercise types

Exercise ty

pe

Description

Alert exerci

se

Used to test the organization by alerting the involved participants and eliciting a

response, as well as to test an alert mechanism. While primarily applied to the staff

within the organization, it may also be applicable to other contexts.

Start exerci

se

A means to test and develop the ability to invoke an appropriate response. It usually
builds on the alert exercise by testing how fast the organization can be activated and

begin carrying out appropriate, assigned tasks.

Designed to increase the ability to work within and among internal processes, sta

ff

Staff exerci

S

and information routines to create a common situational awareness and suggest ¢
sions.

leci-

Decision ex
cise

PI-

Used to exercise decision making processes within an organization, which-may
include the ability to make clear and timely decisions and to initiate cogordination
between those responsible as well as with other interested parties, taking into
account time constraints.

Management |A combination of alert, start, staff and decision exercise with afo€us on the roles,

exercise organization and standard operating procedures.
Used by different organizations or different parts of the/same organization work ¢r
act together in order to achieve a common objective. It gan be carried out both in
large and small scales and may consist of:

Cooperation |— “vertical” coordination (between national,tegional and local levels);

exercise

“horizontal” coordination;
participation in a sector by public and'private interested parties; and,

co-operation among several sectors in the society.

Crisis mand
ment exerc]

ge-
se

Simulates crisis conditions providing an opportunity for people to practice and gdi

proficiency in their roles described in the crisis management plan.

National st1
tegic exerci

Comprehensive exercise activities taking place at a strategic level (e.g. inter-minis

terial crisis staff, political-administrative staff, cross-sector and cross-departmental

management staff, or’corporate crisis management). The general objectives of a
national strategic exercise include:

improvingthe integrated response capability in exceptional threat and dang
situations (erisis situations); and,

developing a comprehensive coordination and decision culture in organizatig
withinithe public or private sectors.

AnneX C provides additional information on national strategic exercises which mg
support public sector organizational exercise planning.

ns

y

Exercise ca

n-

paign

A . c . R . . . 1
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5.2.13 Exercise methods

Exercise methods can be grouped into two categories.

Discussion-based exercises familiarize participants with current plans, policies, agreements,

and procedures. They are also called “dilemma exercises” and may be used to develop new plans,
policies, agreements, and procedures.

— Operations-based exercises are used to validate plans, policies, agreements, and procedures and
to clarify roles and responsibilities. They are carried out through simulations with the exercise

16
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activities carried out in real-life environments and are useful in identifying resource gaps in an
operational environment. They are commonly employed using an approach in which one type of

exercise builds upon another.

Table 2 provides sample descriptions for common exercise methods.

Table 2 — Sample descriptions for the exercise methods

Category (basis)

Method

Description

An informal discussion method, assisted by an experienced facili-

tator, designed to orient participants to new or updated

plans,

Disc

ussion

Seminar

policies, or procedures unconstrained by real-time simuyllation of

events. May be used by organizations as an initial organ

when plans and programs are being revised or dévelope(d, for

example to review and revise a procedure thatproved d
implement during a recent actual disruptive event).

1Zing point

ifficult to

Workshop

Similar to seminars but differ as participaht interaction
increased, and the focus is on achieving or building a pr
such as new standard operating procedures, emergency
tions plans, multi-year plans, or improvement plans. Wo

are often employed during exércise development to write exercise

performance objectives and seenarios.

IS

duct,
opera-
rkshops

Tabletop exer-

cise

Includes key personnel who discuss simulated scenarios

informal setting and uséd as a tool to build competence

port for a revised plan or procedure, or review plans, policies, and
procedures and to'assess the processes and systems nedded to

respond to undesired situations. Issues that result from
lated events-are discussed by the participants who deve

sions thrgugh paced problem solving. They can be timed

rapid deeision making or untimed allowing for in depth

and‘development of solutions. Untimed tabletop exercisgs are com-

morly used first and timed exercises second.

inan
hnd sup-

the simu-
op deci-
to require
Hiscussion

Discussion-
based-game

A simulation of operations often involving two or more teams

in a competitive environment, using rules, data, and pro

designed to depict an actual or assumed real-life situatign. Gaming

and simulation are often discussion-based. Games are a
“virtual exercises” and use technology to engage partici

create stress through the simulation of behavioural condlitions.

redures

so called
pants and

5.2.1

4 Preparing scenarios

5.2.14.1 Structure

The organization should structure the scenarioinalogical, readily accessible way. A systematic structure
is often achieved by constructing the scenario using three levels: events, incidents and injects.

When the scenario is developed, the exercise should not become too complex and overburdened by
details. On the other hand, the target group should be challenged with content to enable decision making
and action. Figure 2 shows an example of a generic breakdown of an exercise.
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rﬁ;ect aim and performanee’objectives. However, the realism of the scenario can be decre
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Objectives

|
¥

Scenario background

. 4

Main events

Figure 2 — Generic breakdown of an exercise

ccessories such as explosion debris, mannequins, 'smoke, or simulated victims. T
kercises provide more realistic scenarios or field environments, and increase the leaj
participants.

‘ovides further information on exercise‘énhancement, and Annex E provides fu
on scenario enhancement.

ents, incidents and injects

ribe the general content of.the exercised scenario. The number of events depends o
and performance objectives. Several independent events may be required to achiev|

independent events!

hcludes a number’of consequences also known as incidents. The number of incidents s}
be participantsioccupied but not overwhelm them. Should particular incidents or in
levant or unsuitable during the exercise, the exercise planning team should have
d injects.that can be used or be prepared to improvise and produce new material.
uld enable the evaluation of one or several of the exercise performance objectives. }
between performance objectives and an incident is unclear, then the incident shou

rd to
hese
ning

rther

h the
e the
ased

jould
jects
pxtra
Each
f the
d be

changed or

removed altogether.

Injects are used by the exercise project team to communicate the exercise events and incidents to the
exercise target group, providing them with information and giving them problems to solve. Injects serve
to limit their behaviour and prompt them to act and make decisions. The means by which incidents are

injected to t

he exercise target group should be realistic.

The scenario should stimulate the exercise target group to respond so that their actions can be evaluated
against a backdrop of the evaluation criteria and points of measurement. Therefore there has to be a
clear relationship and link between events, incidents and injects and exercise performance objectives
and points of measurement.
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5.2.14.3 Documentation

The organization should document the scope, aim, performance objectives, risk management, exercise
instructions, exercise specifications, evaluations and safety plan for the exercise project.

The exercise project teams should prepare, implement, and maintain an exercise evaluation and
an exercise safety plan. The effectiveness of each exercise is evaluated by the target group so that
appropriate conclusions of can be drawn and improvements can be made to future exercises.

To ensure the safety of the participants, employees, the general public and environment, the exercise safety
officer should develop an exercise safety plan and submit it to the exercise project team for review to the

exercisecoordinatorfor apprnva] All modifications should he discussed with the exercise sa

The

shou
safet

site
The

prev
repo

5.2.1

All d
reter
discy

5.3

5.3.1

All e
cont
of th
with
impl

day

5.3.2

The

part
part

The

ety officer.

exercise safety plan describes risk management aspects and procedures. Incident

y plan, and the appropriate risk treatments described. The exercise safety plan should|
pecific hazards of each exercise and identify the controls to treat each of'these spec
reatments are based on the exercise risk identification and evaluationyand may incluc
entive, and preparative treatments. Other details, exercise stop agtipn procedure, 4
Fts may be included in the exercise safety plan.

q

1

4.4 Records

ocumentation should be controlled in accordance with the organization’s quality
ition policies. If the exercise involves more than one,organization, the control of recor
ssed and agreement reached during initial planning meetings.

Conducting

Exercise run-through

kercise team members should parficipate in an exercise run-through. This brief re
hin only vital information to enlsure that the participants act as planned throughou
b exercise. The lead evaluator should participate in this process. A similar review shd
the exercise controllers te-synchronize injects and exercise scenario changes, and to f
bmentation of the exerciSe coordinator’s guidance as the exercise proceeds (atleast dai

gxercise).

Start-up briefing

exercise coordinator should ensure that a start-up briefing is performed as an integrg
of the exercise risk management process. The organization should also clearly commy
ipants.the reasons for an exercise suspension or termination, both crisis and non-cri

simulations

Id be as realistic as possible, balanced with safety considerations. The risks atreidenftified in the

identify the
fic hazards.
e proactive,
nd accident

and record
s should be

view should
[ the course
uld be done
acilitate the
y in a multi-

1, necessary
nicate to all
bis.

C
loints to be covered in a start-up briefing may include:

the target group;

the aim and performance objectives of the exercise;

the value and the purpose of participation in the exercise;

the function of the management team and its relation to the exercise participants;

the rules of role-play;

the use of phones, exercise phone catalogues, etc. for communication during the exercise;

the expectations for the exercise;

the written information that will be provided;
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— the scenario; and
— the termination process.

The start-up briefing should be used to avoid confusion between simulated and actual events.

5.3.3 Launch of exercise

The organization should test the communications to be used to launch, temporarily stop, and terminate
the exercise prior to the scheduled launch. The methods for communicating exercise launch, stop, and
termination should be explained during the start-up briefing. The exercise coordinator should announce
the beginnipgorstartoftheexercise:

Techniques to launch the exercise include a verbal briefing, a fictional media inject; and massimesspges.

5.3.4 Exercise facilitation

While the sqope and scale of the exercise may vary, exercise facilitation tasks may include:
— maintaining the flow;

— reacting to the decisions of participants;

— flexiblyladjusting the injects;

— collecting regular feedback from observers and evaluators;

— managipg visitors;

— recordipg evidence and outcomes;

— enabling post exercise debriefs;

— facilitatiing opportunities to attempt tasks.@épissues for a second time; and

— dealing|with the unexpected.
5.3.5 Termination of exercise

5.3.5.1 General
The exercis¢ coordinator-should terminate the exercise using the same communications for laun¢hing

and temporarily stopping the exercise. The exercise may be terminated, for example, through an inject
or announcgment stdting that the exercise is complete.

5.3.5.2 Unplanned termination

The exercise coordinator should call for a quick termination of the exercise and transition to routine
operations when a situation such asa crisis arises. An exercise may also be stopped to clarify a procedure,
and provide training to correct observed problems and another non-crisis situation. The exercise may
then be re-started or terminated.

Anurgent need to stop an exercise may require all activities to cease immediately. So thatall participants
know when to immediately cease all exercise-related activities, an exercise stop-action mechanism such
asaword or phrase should be defined. If an “exercise stop-action mechanism” is planned, all participants
should be briefed, describing the immediate action to be taken when the mechanism is activated. When
the issue leading to the stop-action clears, an agreed-upon signal should be used to indicate that the
exercise activity can resume.

The organization should adopt one exercise stop-action word and continue to use this word during all
exercises. Terms such as “No play” and “End ex” may be used. The organization should make sure that
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all participants know the word and the immediate actions required when the word is used. The exercise
stop word should be covered as part of the pre-exercise safety briefing.

5.4 Improving

5.4.1 Post exercise debriefing

The exercise coordinator should organize a post-exercise debrief. Review of the exercise should provide
valuable information on the validity of the plans, what resources were available and how they were
used, and the transfer of behaviour learned from training. The process used to review actual incidents

eI St O~ YV TCIT I tIIrc—oT bullluu\.nu“ SOt O o T o S T O Tt C oo C T p oo T EATT CTIoO T OT u.;.nnbu.

During the post exercise debriefing, attention should be given to the functioning. of the exercise
orgahization and the exercise planning process.

5.4.2 Observation

Exerfise evaluators should have knowledge of the expected performanc¢ejand criteria forf evaluation.
They| should have prepared observation forms containing the exercisé performance objectives and
allow for notes to be taken during the exercise.

NOTH The evaluators should remain independent from participation and not be assigned othef duties.

5.4.3 After-action review

The ¢prganization should conduct an exercise after-action review, considering the validity pf the plans,
the resources that were available, how the resources were used; and the transfer of behavjour learned
in training. The same format for the critique of.exercises should be used for an actual incident to allow
for cpmparison between simulated to actual everits.

6 Continual improvement

6.1 | General

After-action reviews of the ‘exercise project result in feedback to enable an evaluation df individual
exer(ise projects, the exercise programme as a whole and the aspect being exercised.

6.2 | Evaluation

6.2.1 Genetal

The ¢rganization should evaluate the exercise programme and exercise projects based on performance
obje¢tives by monitoring or measuring performance during exercise projects then comparing the results
to thecriteria established and described as part of the performarnce objectives.

The disparity between exercise performance objectives and the observed or measured performance
becomes the input into the corrective action process.

6.2.2 Evaluation process

6.2.2.1 Initiating

An evaluator should be involved in the exercise project from beginning. During the initiation of the
exercise project, one or more people should be appointed to manage the evaluation, depending on the
scope of the exercise. Evaluators should participate in planning the exercise and in the evaluation.
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6.2.2.2 Planning and organization

The exercise project team should plan the evaluation and the exercise at the same time. The evaluation
should be designed to assess the extent to which the exercise aim and performance objectives were
achieved. During larger exercises there should be different external evaluators who evaluate the exercise

project man

6.2.2.3 Fo

agement and the exercise.

rmulating questions and the basis for analysis

Exercise performance objectives can be developed from accepted standards for competence. The
evaluator(s) should ensure that the evaluation questions relate to the aim and exercise performance

objectives.
presented.
evaluation 4

6.2.2.4 Tn

The head ey
about the on
tasks they a

6.2.2.5 OY

Different ty
observation|
materials a
documents,

Directly foll
and present
and what co

6.2.2.6 A

The organiz3
that were us

6.2.2.7 Pr

An after-act]
performanc

The after-ad

the scof

he criteria against which the collected material should be assessed should becl
Assessment criteria should result from collaboration between those in charge, o
nd exercise as well as other participants.

aining

aluator appointed for the exercise project should ensure the evaluation’group is info
ganization and participants. The evaluator(s) who collect material§hould be trained fd
re assigned.

serving and directing feedback

pes of material can be used to evaluate an exercise. Primary materials include partic
s, logs and notes, e-mail, telephone reports, and audio and video recordings. Secon
e orientation documents, exercise objectives,.s¢enario information and other ex¢
evaluation forms, observer notes and direct feedback from after-action debriefings.

bwing the completion of the exercise, participants should be given the opportunity to dij
their experiences, address initial findings, provide first impressions about what went
uld be improved.

jalysing data and developing the after-action report

ition should analyse the dataand identify corrective actions. For consistency, the same stang
ed to develop exercise pérformance objectives should be used during the analysis of the d

esenting the after-action report

ion report should provide an overview of the exercise, report on the outcomes compar
e objectiveS;and note the actions to be taken and by whom.

tion report may contain:

&-aim and performance objectives;

Parly
[ the

‘med
r the

pant
dary
rcise

cuss
well

lards
hta.

ed to

relating to the preparation and execution of the exercise;

22

the selection of type and method of the exercise, including scenario, incidents and injects;

identification of any exercise process constraints;

input from observers and feedback from debriefing;
operational performances, competencies and learning experience of participants;

recommendations for improvements, with responsibility assigned and completion dates;

a summary of participants, resources, exercise location, set-up and staging, and the activities

evaluation of the exercise performance, including the response by participating organization(s);
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— recommendations for a next exercise;

— any limitations on findings or guidance on how findings should be interpreted; and,

— conclusions regarding the validity of the exercise.

The after-action report should be circulated to the participating organization(s) for input. The report
should be provided to management and interested parties when itis finalized. It should also be presented
to top management of the participating organizations for their endorsement.

Where the reportis shared across organizations and public, several versions of the report may be needed

to pr

eserve confidentiality

6.3

Top
exer

The

resu
appr
priof

Management review and corrective action

management should review the after-action report by comparing the exercise resu
'ise performance objectives.

prganization should document all recommendations contained in the\after-action rey
t of specific corrective actions. The organization should identify all,corrective action
ppriate and competent individuals for resolution within agreed timelines. A system for
ities may be required if there is a limitation on resources te ¢orrect the discrepanci

duripg exercise projects. The organization should monitor and report progress as appr

exer

Fise project team should continue to seek ways to improve' effectiveness and efficiency

Top management should ensure that approved corrective actions are implemented and fol

ensu
COrrg

The

re that the commitments for corrective action are.satisfied. A system for tracking the ¢
pctive action is recommended.

prganization should incorporate correctivei@ctions into the standard operating prod

lessgns identified are usually used for performance enhancement, planning and preparin

exer

rises, and improving the exercise programme.

Its with the

iew and the
5 and assign
establishing
bs identified
bpriate. The

lowed up to
bmpletion of

edures. The
g for future
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Annex A
(informative)

Exercises within a management system description

A.1 General

A managem
effective an
implemente
flexible and
asatooltoi

In order to 3
part of its n
a sub-unit y
of a manage

edition 2013.

ent system should harmonize a number of elements within the organization so that
d efficient. The organization’s management should define processes and controls {
d and contribute to meeting its aim and objectives. The management systeim”shou
scalable, adaptable to changes in the organization’s policy, aims and objectives, and per
mplement the changes.

chieve a high level of competence, the organization should employ-eéxercises as an int
hanagement system. The exercises should be planned, conductgd.and evaluated eith

ment system as defined in Appendix 2 of Annex SL of the ISQ/IEC Directives, Part 1 fq

it is
o be
d be

form

poral
b1 by

Fithin the organization or by an external organization. This annex relates to the elenpents

urth

A.2 ldentifying the benefits of using exercises

The organization, through its management system, cam be expected to benefit from an exercise
programme| and exercise projects. The organization’s @ieeds should be clearly defined so a suitable
programme|can be developed and exercise types and methods selected.

A.3 Defining the organization’s need

A.3.1 Idel

A3.1.1 Ge

In order to plan, conduct and-evaluate effective exercises for an organization, the organization’s 1
fined and communicated to the exercise programme manager and exercise coordinatgr.

should be dg

A3.1.2 Pg

ntifying the inputs

neral

licy

All organiza
policy shou

based on theorea

ionalactivities should be designed to support the organization’s strategy and policy an|

eeds

d the
blans

ddinfluence the exercise programme. This is a sequential process with management |

A.3.1.3 Operational planning and control

-

The plans and the resources allocated to implementation of these plans are the basic elements of the
organization’s need for exercises. The competence of the participants involved in these plans should be
evaluated and verified through effective exercises. If gaps are identified they serve as a input to develop
corrective action.

A.3.1.4 Understanding the needs and expectations of interested parties

Interest party requirements and expectations have an impact on what has to be done by the exercise
participants (as well as constraints, exercise type, method, timing and frequency).
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A.3.1.5 Organization roles, responsibilities and authorities

Exercise projects evaluate and develop personnel competencies so the organization is able to meet its
aim and performance objectives. Understanding roles, competencies and expectations is mostimportant
to the planning and conducting of exercise projects.

A.3.1.6 Resources

The organization’s management should allocate financial, and human resources and equipment so
participants who are assigned a specific task can perform it, and to build and preserve competencies.
Exercises should be developed and conducted within established resource constraints.

A.3.1.7 Competence and awareness

The prganization must determine the necessary competence of those doing wdérk-undei| its control,
and ensure that competencies are achieved and preserved. This includes thescompetencies affecting
management system performance. Those doing work under its control must be dware of the thanagement
systdm policy, how they are expected to contribute to the effectiveness ofthe‘management|system, and
the consequences of not conforming to management system requirements:

A.3.2 Elements influenced by feedback from exercise projects

A.3.2.1 Documented information

The [‘competence enhancing” activities performed by_the participants in the organizatjon must be
recorded and used by the organization to evaluate personnel in the context of aim and performance
obje¢tives and to develop future plans.

A.3.2.2 Competence and awareness

The information from the exercise projectsis a directindication of the level of interested partly awareness
and ¢ompetence and a direct input forevaluating gaps that have to be addressed.

A.3.2.3 Monitoring, measureiment, analysis and evaluation

Whep using the “Plan Do.Check Act” model, planning and conducting exercises is part] of “Do” (as
noted in ISO 22301, for example), the outcomes are used in “Check” and “Act” to evaluate ifnprovement
oppdrtunities and drjve.continual improvement.

A.3.2.4 Noncenformity and corrective action

Addijessing¢€ortective actions contributes to the continual improvement of the management system and
exer¢ises offer a source of corrective actions.

A.3.2.5 Internal audit

Assessing whether the organization performs exercises and if the exercises compare actual performance
to desired results should be part of the internal audit.

A.3.2.6 Management review

Exercise results are a critical management review input because of the importance of having top
management understand the outcomes to prioritize and drive continual improvement.
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A.4 Continual improvement

The management system requires the organization to continually improve the suitability, adequacy
and effectiveness of the management system. Exercise is one of the tools used to identify and rectify
performance, competence and awareness gaps.
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Annex B
(informative)

Needs analysis

B.1 Organizational considerations

The

exer¢ise programme and/or exercise project(s). The following questions should be asked:

B.2
The

an organization of the need to manage its risks:based on risk assessment results obtained
use df a number of methods. In the situational analysis, the organization should seek inform
planfconduct and improve its exercise progtamme and/or projects by considering these iss

prganization should perform a needs analysis for the purpose of determining the

What are the strategic issues and priorities for the organization and what will'satisfy t
What are the requirements for the exercise programme and/or project?
Who are the interested parties?

What risks require treatment?

Situational analysis

levelopment or improvement of an exercise ptogramme or project begins with an ad

existing risk management activitiéssand commitments;
¢oncerns of interested parties;
¢xercise activities that have’proven to be the most effective in similar situations;

the influence of opinien leaders on issues related to management of risk;

azard and risk+#napping;
eriodic data-analysis;

gocial and political implications;

}I)ublic image of the organization on a specific issue;

need for an

hese needs?

What are the legal, regulatory and compliance obligationsjte’which the organization sybscribes?

ceptance by
through the
htion to help
ues:

latest developments and trends on risk management issues related to the organization’s specific

activities;
products and services;
economic, financial and regulatory implications; and

knowledge of the values and cultures of interested parties.

Itis also important to consider the potential costs and consequences when evaluating the context for an
exercise activity. The analysis may have already been completed in a community or agency hazard, risk

and

vulnerability analysis or in a comparable process or document.
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