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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The landscape of risk has changed for all actors in society, including private enterprises, governmental
organizations and non-governmental organizations. Organizations have become more interconnected
and interdependent, resulting in risks that overlap and cross boundaries.

Changing ownership patterns of critical societal infrastructure and services mean that private
enterprises must be involved in the development of mechanisms for increased coping capacity,
experience and knowledge exchange. Critical societal infrastructure or services are increasingly
privately managed or owned, creating new requirements for co-operation and information exchange
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fe the authorities having jurisdiction have the ultimate responsibility to serve @nd
ns, solutions are often found in the private sector, even though preventivé |mieas
ased security of critical societal functions have traditionally been regarded-as gove
c core areas. In order to enhance and support preventive measures for protection, mu
both the private and public sectors should be able to exchange informatipn'effectively 4
Her to increase societal security and enhance resilience.

rally, the objective of collaboration is to identify and initiate%actions to increase s
e vulnerability. Information exchange on possible liabilities, risks and vulnerabilities
ffectiveness and efficiency of organizations.

challenging but necessary to establish accurate boundaries between organization
mation sharing. Responsibility for coordination is‘*also difficult to define since coo
 areas requires special solutions adapted within asector, for each different sector, regi

pede competition or to damage their business and trademark. Consequently, secure
hnge is an essential condition of successful and effective information exchange for bot
te organizations.

Orgaizations that participate in information exchange arrangements can increase theit

and
exch

[
[
[(
—

This

linderstanding of events and risks with the aim of enhancing resilience. Effective
hnge arrangements can provide other benefits to these participating organizations, in

bnlightening organizations that may not usually get access in usual ways;
bnhancing capabiliti€s by unlocking otherwise restricted information;

reating a centralized information exchange to support sharing;

increasing-capacity for information distribution;

reating'a sense of community through caring and sharing.

rotect their
ires for the
rnment and
ltiple actors
ind securely

ecurity and
tan enhance

s regarding
rdination in
bn or nation.

ite actors also require a guarantee that theiftsensitive business information is not leaked, used

information
h public and

knowledge
information
rluding:

decument is divided into three segments: principles, framework and process. Th

e principles

present the core of this document. The framework identifies the necessary elements for developing
information exchange frameworks. The process describes information exchange procedures for
establishing and maintaining the arrangement. Figure 1 presents the relationship between the
principles, the framework and the process.
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Figure 1 = Relationship between principles, framework and process
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Security and resilience — Community resilience

Guidelines for information exchange between

organizations

1

This

a pr

part

Scope

guide the maintenance of the information exchange arrangement in order to increase com
engagement. It provides measures that enhance the ability of participating organizations {
disruption risk.

This|document is applicable to private and public organizations that réguire guidance on
the conditions to support information exchange.

This|document does not apply to technical aspects but focuses ondnethodology issues.

NOT

H Legislation can differ from jurisdiction to jurisdictionslt'is the user’s responsibility to dg

applitable legal requirements relate to this document.

2
The

Normative references

following documents are referred to in the text in such a way that some or all of t

consfitutes requirements of this document!.For dated references, only the edition cited
unddted references, the latest edition of the referenced document (including any amendme

ISO 42300, Security and resilience — Votabulary

Terms and definitions

For the purposes of thisdoeument, the terms and definitions given in ISO 22300 and the foll

[SO dnd IEC maintain terminological databases for use in standardization at the following 4

31

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

document gives guidelines for information exchange. It includes principles, a frathework and
?cess for information exchange. It identifies mechanisms for information exchange fhat allow a
cipating organization to learn from others’ experiences, mistakes and successés, It cap be used to

itment and
o cope with

establishing

termine how

heir content
applies. For
hts) applies.

bwing apply.

ddresses:

sensitive information
information that is protected from public disclosure only because it would have an adverse effect on an
individual, organization, national security or public safety

[SOURCE: ISO 22300:2018, 3.244, modified — “individual” has been added.]

4

4.1

Principles

General

The overall goal of any information exchange arrangement is to share information between trusted
organizations as part of informed decision-making to increase security and enhance resilience (see
Annex B for examples). While each exchange arrangement will be unique, based on the specific needs

© IS0 2020 - All rights reserved
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and resources of these participating organizations, common principles should guide the exchange
arrangement and guide the exchange’s evaluation and continuing improvement, from the outset.

4.2 Guiding principles

In order for information exchange to be effective, participating organizations should apply the following
guiding principles.

a)

b)

d)

f)

g)

h)

5

Trusta

nd willingness

Information exchange is based on trust and the willingness to exchange information, including

sensiti
Value c

Informd
on muty

Inform

Informd
each pa

Structy

Organiz

fformmation.
reation

tion exchange creates and protects the values of participating organizations-and is fou
jal benefit.

htion protection

Fticipating organization.

red and systematic process

nded

tion exchange requires a mutual understanding of sensitive information as specifigd by

ations sharing information do so within the context\of information policies, procedures

and practice, relevant legislation and privacy principles and*it is carried out within a systematic,

timely 4
Commi

Informd
benefici

Suppor
Informd
Securit]

Crediblg
arrange

nd structured framework.

fment to share

al relationships.
t decision-making
tion exchange is used to helpimake decisions and guide day-to-day operations.

y and integrity

ments.

Continyal improvement

Particip
continu

b1 improvement of information exchange.

tion exchange is based on a commitmentto give and receive information to ensure mutually

e and effective seclirity and integrity controls enable effective information exchange

ating ergdnizations are committed to regular assessments to identify opportunities fqr the

Framework

5.1 General

The framework ensures effective information exchange to inform sense, meaning and decision-making
for the participating organizations.

Figure 2 describes the components of the framework for establishing and maintaining information
exchange arrangements.
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Figure 2 — The framework componeénts

Leadership and commitment

management should demonstrate a strong and_sustained commitment to ensure the ongoing

effectiveness of the information exchange arrangement, adapting the components of thg framework
and gupporting the arrangement to the extent neégessary to ensure its effective implementdtion.

Top

5.3

anagement should:

efine objectives for the information-€xchange in the value creation process;
efine and endorse an information exchange framework;

ensure organizational commitment and contribution;

assign accountabilitiés and responsibilities for participation;

¢nsure that necessary resources are allocated to the information exchange arrangement;
¢ommunicate‘the benefits from sharing information within the arrangement;

determine’performance criteria for information exchange that are aligned with the interests and
¢ontextof the participating organizations;

develop a policy document incorporating these commitments.

Context analysis

Before designing and implementing a framework for information exchange, the participating organizations
should evaluate and understand the external and internal context that will influence the design.

Assessing the participating organizations’ external context may include:

the context in which they operate;

key drivers and trends that impact the context;

© IS0 2020 - All rights reserved 3
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— relationships with their stakeholders.

Assessing the participating organizations’ internal context may include:

— identifying which parts of each organization are to participate;

— identifying the representatives of each organization to be part of the process.

5.4 Designing and establishing a framework

When designing a framework for information exchange, the top management of the participating

organizatiops-shewld-consider:

— the goyernance model, organizational structure, roles, accountabilities and prineiple§ for
informgtion dissemination;

— the resdurce capabilities and knowledge that are required (e.g. capital, time, staffyexpertise);

— formal gnd informal decision-making processes;

— relationfships with, and perceptions and values of, internal stakeholders;

— the orgdnizational culture.

5.5 Implementation

When implementing the framework, the participating organizations should:

— commuhicate and consult with stakeholders to ensure\that the framework remains appropriate;

— ensure fhat decision-making, including the development and setting of objectives, is aligned [with
the outgomes of the information exchange arrangement.

5.6 Monitoring and review

In order to ensure that the information.e€xchange is effective and continues to support organizatjonal

performanck, the participating organizations should:

— assess the performance and priogress of the established objectives for the information exchange;

— review the documentation for the information exchange process (e.g. the risk management pldn);

— review the framework;

— review the balance of contributions of the participating organizations.

The participating'organizations should provide a supportive role to other participating organizarions

in the monitoring and review process

5.7 Conti

nual improvement

The participating organizations should use the outcomes of the monitoring and review process to
continuously improve the information exchange framework.

Lessons learned should be documented and shared among the participating organizations.

© IS0 2020 - All rights reserved
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Process

6.1 General

Figure 3 presents an overview of the information exchange process.

Establish the

needs

Prepare each
organization

Monitor and
review

Process

Operate and Defin€ structure

maintain

Figure 3 — Overview of the information exchange process

The participating organizations should:

6.2

¢stablish and operate information{exchange arrangements as a mechanism that
rganization to learn from others’ inputs, successes, mistakes and experiences;

embed the information exchange arrangements in each organization’s general operation

¢ustomize and optimize/the information exchange arrangement to each organiz
requirements and environment;

eénsure that the.ififormation exchanged is subject to a process that ensures the sed
information.

Establish the needs

6.2.1 C~General

hllows each

il processes;

htion's local

urity of the

The participating organizations should:

set the structure for the information exchange;

articulate the objectives and clarify the parameters for the information exchange;

identify opportunities to express opinions and to influence the information exchange process;

scrutinize the information exchange process to confirm that each organization can relate to the

scope and function of the framework;

build trust among the participating organizations by ensuring the proper use of methods and

techniques.
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ression of interest

An organization should indicate their interest in participating in the information exchange arrangement
by a letter of intent or other means of committing to the information exchange.

6.3 Prepare each organization

6.3.1

Internal

The participating organizations should develop a policy and procedures for the information sharing

arrangeme

t that considers:

— the typ¢4
— the typ¢4

6.3.2 Ext¢

The particig
has been sh

the sen{

the valy

how the

6.4 Defin

 of information that is exchangeable;

b of information that will be of value when obtained;

the information that would be of value to other participating organizations.

brnal

ating organizations should establish processes and protocols feryhandling informatior
ired in the information exchange arrangement in order to détermine:

itivity of the information;
e of the information when exchanged;

y can respond to this information with additional important information.

e the information exchange structure

6.4.1 Genleral

The participating organizations should agree upon the information exchange structure, provig

overview of
specify howj

6.4.2 Pur

The particig
how each or]

the geng

the pragq

the information exchange;-including a governance process and a code of conduct
the information exchange.is to be funded.

pose

ating organizations should clarify the purpose of the information exchange by expla
ganization relates to the information exchange arrangement and by specifying:

that

e an
and

ning

bral processes for contributing information within the information exchange arrangenent;

tical.aspects for the exchange of information;

ways in

the type of information that is required;

which they can provide input or thoughts on the information exchanged.

6.4.3 Membership guidelines

The participating organizations should establish guidelines for participation in the information

exchange ar

rangement, including, for example:

— an overview of the purpose and objectives of the information exchange arrangement;

— how to resolve confidentiality issues;

administrative matters;

© IS0 2020 - All rights reserved
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descriptions and clarifications of any specific purposes;

the frequency and type of meetings;

specifications on any financial commitments;

specifications on any legal commitments;

authority specifications for all the participating organizations;

how the participating organizations’ membership list is managed;

uidelines for the dissemination of information.

Information classification system

formation security management system should be an integrated|part of the

information

exchhnge structure. Security aspects should be taken into account in the structuring of processes,

syst
oni

As a
shou
how
The
tou
india
conti

The
the i

Exan

|
f

ms and controls. An information security management systemnshould include seve
formation assets.

irst step in the process of establishing the information exchange, the participating o1
d create and agree upon a classification scheme for thé information, taking into c
he information exchange arrangement will relate to already established protocols a
lassification of information should be made in accordance with value, criticality an
authorized disclosure or modification. Legal requirements can apply. The classific3
ate the value of the asset in terms of confidentiality, integrity and availability, an
nuously updated throughout the whole life ¢ycle.

flassification of information is an exclusive decision of the organization (private or pu

ral controls

'ganizations
nsideration
nd concepts.
1 sensitivity
ition should
d should be

blic) owning

hformation and is decided based on pperational concerns and/or the sensitivity of information.

ples of information classificationsystems include the following.

nformation security management systems (see the ISO/IEC 27000 family of standafrds): such a

ramework protects the confidentiality of the information, as well as its correctness ang

y managing risks and-bringing trust to the involved parties.

he traffic light pretocol (TLP): the information classification system TLP is meant t
reater sharingof-Sensitive information between organizations. It allows the source of
o tag it withsa-colour, specifying to the recipient the terms of further distribution o
f a widep-distribution than what the coding permits is required, the recipient must
he source‘who has the last word. The TLP requires a certain trust amongst the partid
harerwmust trust the receivers enough to not over-tag the information, and the receiver
hesharer’s reasons for tagging it with a certain colour and respect those limitations. (S

availability

b encourage
information
" disclosure.
first consult
ipators. The
s must trust
e Annex Al

6.5

Operate and maintain the information exchange

6.5.1 General

The participating organizations should have established routines and processes for how to run and
maintain the information exchange arrangement, including processes for developing and obtaining
technical assistance and updating it as required.

The participating organizations should encourage face-to-face meetings and agree to a platform for
sharing information in order to make the information exchange effective and efficient.
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6.5.2 Meetings

The participating organizations should consider the following points when

information

attenda

creating a funct
exchange:

the frequency of meetings;

different types of meetings;

nce requirements;

obligations for personal participation (e.g. substitutes not permitted);

ional

informg
agreed
co-chail
practicd

rules fo

6.5.3 Infq

The particiq
exchange oy

6.5.4 Tec

The particif
respecttot
of the meet
attending

il
The platfor

appropriate
format. The
include best

NOTE
supportinin

6.6 Moni

expectaltions for personal trust among participants;

This document{deé&s not specify technical requirements but identifies principles for using tec}

tion sharing at closed meetings;

meeting conditions;

's of the private and public organizations;
1 activities in working groups;

I inviting guests to meetings.

rmation sharing platform

ating organizations should consider how the sharing platform can be used for inform
tside of face-to-face meetings.

hnical aspects

ating organizations should choose ajsuitable technical platform and make decisions
he different technical aspects of theinformation exchange, ranging from security asj
ng rooms to secure communication that can be used for information exchange whe
etings.

should be chosen to recognize that trustful information sharing is highly depende
procedures, so that sensitive information is anonymized and only distributed in a pj
technical aspects of the information exchange should be under continual developmen
practices that increase the level of security.

formation exchange.

toring-and review

htion

with
bects
N not

ht on
oper
t and

nical

6.6.1 General

The participating organizations should include requirements for monitoring and review of the
information exchange as part of the planned process for regular (ad hoc or periodic) checking or
surveillance. Responsibilities for monitoring and review should be clearly defined. The monitoring and

review proc

ensures

obtains

ess should encompass all aspects of the risk management process so that it:
that controls are effective and efficient in both design and operation;

further information to improve the information exchange;

successes and failures;

detects

changes in the external and internal context;

analyses and considers learning lessons from activities (including near-misses), changes, trends,
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identifies emerging risks affecting efficiency.

6.6.2 Continual improvement

The participating organizations should continually improve the effectiveness of the information
exchange, recognizing that continual improvement:

The

inforjmation exchange to ensure that it functions as intended and takes the information e
higher level of efficiency and effectiveness:

operates at all levels within the Plan-Do-Check-Act (PDCA) model;

should be driven by evaluation, monitoring and analysis of monitored events, corrective actions and

management review;

fequires a process that properly identifies problems and nonconformities and then fixg
fontinual improvement process should:

dddress the nature of the problem and the environment within which the problem exis

]:clude changing the environment to ensure that the problem does not recur;

thanjustthe original identified problem and has a wider, more sustainable effect on the o

follow the same basic process as used for corrective actions and include the following:

— identify what to address and the present condition(nonconformity);

— identify the present process and controls (rootcause);
1+ determine what changes to implement (corrective action).

participating organizations should implément corrective actions to address deficie

s them.

ks;

include steps that build and improve on the previous step so that imiprovement covers more aspects

rganization;

ncies in the
xchange to a
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Annex A
(informative)

Traffic light protocol (TLP)

The traffic light protocol (TLP) is a set of designations used to ensure that sensitive information is
shared with the correct audience. It employs four colours to indicate different degrees of sensitivity and
the corresppnding sharing considerations to be applied by the recipient(s), as explained in Table-A[1.

Table A.1 — Traffic light protocol

Colowir Meaning

TLP:RED The information is strictly limited to named recipients only. The reCipiénts are not
allowed to share the information with any third parties.

Example: One-to-one, informing people in a meeting or via direet email.

TLP:AMBER The distribution is limited to the recipient’s organizations{on a need-to-know basis
The source is allowed (and expected) to further specifyrdistributive limits that the
recipient must adhere to.

Example: One-to-some, exclusively given to an organization to be acted upon.

TLP:GREEN The distribution is limited to a particular community. The recipient may not, however,
release the information outside of the commmunity or share it through publicly accessible
channels.

Example: One-to-many, informationtg’a community or a group of organizations.

TLP:WHITE The distribution of the informatjon is unlimited, although subject to standard
copyright rules.

Example: One-to-any, publicly’shared information.

SOURCE: Reference [9], modified.

10 © IS0 2020 - All rights reserved
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