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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h“patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO’s aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This[document was prepared by Technical Commiittee ISO/TC 292, Security and resilience.

Any feedback or questions on this documentshould be directed to the user’s national standpards body. A
complete listing of these bodies can be feund at www.iso.org/members.html.
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Introduction

0.1 Artefact metrics

All manufactured objects (artefacts) have variation when studied in detail. Even where artefacts are
manufactured using the same material under the same manufacturing conditions during the same
period, artefacts generally have some distinguishing characteristic. For example, paper sheets from
the same lot made at the same time with the same material and by the same manufacturing process
seem to be the same by the human eye. However, when comparing magnified areas (on the same or
different sheets), the paper fibres are quite different from each other and no two areas are identical.

This is similarte-hmanfingerprints-erother-biometricattribttes—
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directly on the artefact. See Annex B for details.

0.2 Traceability throughout supply chains

In cases where no database is used, there is no enrolment process and the measurements are encoded

With the increase in safety awareness, many manufacturers are required to ensure product quality in
their supply chain. In cases where a defect is found in a part included in a product, the manufacturer
must locate and recall all parts with the same defect. In order to do so, it is necessary for manufacturers
to locate the factory, in which batch, by whom and under what manufacturing conditions defective
parts were made.

Manufacturers are required to record sufficient information at the time of manufacturing for all
materials, parts, and products and to ensure that processes are in place that will allow the product to be
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located subsequent to its manufacture to enable their recall. Similar product management is required
throughout the supply chain to ensure product integrity.

Damage caused by counterfeit products is an increasingly serious concern for many interested parties
in supply chains. There have been many cases where counterfeit products have been mixed into the
commercial flow of genuine products, and in some cases, the retailer can unknowingly receive and re-
sell these counterfeit products to customers. In order to protect their reputation and to keep customer
confidence, retailers have a strong motivation to eliminate these counterfeit products.

Quality assurance and anti-counterfeiting are therefore of major concern in supply chains and some
form of ob]ect recognltlon technology for products or parts is requlred to address these concerns.
Artefa ; v ty-tra ' mpossible in
most case) to clone.

Examples of the use of artefact metric systems are provided and explained in Annex A.
0.3 [The use of artefact metrics for authentication

This|document does not specify all requirements needed to provide an authentication solutiion but does
provide some important measures of an artefact metric system’s performance in the refognition of
arteflacts. When used in conjunction with other measures, artefact metrics can be used as the basis for
effective authentication solutions.

Whetre authentication is needed, this document is intended tobetised in conjunction with IS0 22383121,
The relationship between these two standards is shown in.Figure 1.

Authentication solution
(IS0 22383)

Risk analysis

_ _Authentication_ _
( element \
Artefact metrics

—]

(1IS022387) I
| Authentlcatlon

—— — —

“tool

Inspector training

Data management

Effectiveness
assessment

Figure 1 — Use of artefact metrics as part of an authentication solution

As Figure 1 shows, since artefact metrics can use measurements of distinguishing characteristics that
are unique to each object, they can provide a very effective basis for authentication. The performance
measures described in this document provide a way to measure the effectiveness of the artefact metric
system based on the technology evaluated.
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0.4 Overview of this document

This document is primarily designed to help manufacturing organizations prepare for the introduction
of artefact metric systems.

— Clause 5 provides an overview of typical artefact metric systems and describes their main functions.

— Clause 6 provides requirements and guidance on how to conduct a set of tests so that they can

provide

reliable performance metrics.

— Clause 7 describes the set of tests and reporting requirements.

— (Clause
organiz

0.5 Additipnal considerations
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roved.

Ict metrics are used as a basis for authentication, the attefact metric system’s perfornj
this document along with other aspects shown in Figure 1 should be considered. ISO 2
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Security and resilience — Authenticity, integrity and trust
for products and documents — Validation procedures for
the application of artefact metrics

1

This|document specifies a process to qualify the suitability, reliability and effectivenes
metrjics as well as artefact metric recognition principles for identification and verification.

The

using one or more measurements of their characteristics, each of which is miique to a
arteflact and is supposedly impossible to reproduce.

This|[document is applicable to artefact metrics throughout the life cycle:processes of produ

Meagurement of the resilience of the system where the distinguishing characteristic is deg
of the scope of this document.

This|document is applicable to performance testing of artefact metric systems and algorith
analysis of the comparison scores and decisions output by the system, without requir
knov

This|document excludes performance testing where deliberate attacks undermine the art
syste¢m.

2
The

constitutes requirements of thissdocument. For dated references, only the edition cited
unddted references, the latest edition of the referenced document (including any amendme

ISO 42300, Security andgesilience — Vocabulary

For the purpeses of this document, the terms and definitions given in ISO 22300 and the foll

ISO gndTEC maintain terminology databases for use in standardization at the following adc

3.1

Scope

hrtefact metric recognition described in this document can be used to identify ‘or ver

Normative references

following documents are referred to in the text in such a way that some or all of t

L

erms and.définitions

b of artefact

fy artefacts
n individual

cts.

raded is out

ms through
ng detailed

ledge of the system’s algorithms or of the underlying distribution of characteristics in the objects
of inferest.

efact metric

heir content
applies. For
hts) applies.

bwing apply.

Iresses:

50 Online browsing platform: available at https://www.1so.org/obp

IEC Electropedia: available at https://www.electropedia.org/

artefact
object made directly or indirectly by a person

Note 1 to entry: An object can be a product, a document or a component part thereof suitable for measurement of
their characteristics.

Note 2 to entry: In some cases, artefacts can be naturally occurring objects.
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3.2
artefact metric
measurement of a characteristic of an artefact (3.1)

Note 1 to entry: The measurement can be based either on a natural (intrinsic) characteristic of the object itself or
on a characteristic expressed during manufacturing.

Note 2 to entry: The use of the term “artefact metrics” is proposed as being conceptually similar to “biometrics”,
for which uniqueness in biological entities is utilized. Unlike biometrics, artefact metrics utilizes uniqueness in
physical objects/things, physical processes or their combinations. In some cases, this document uses the term
“artefact metrics” in this way but the meaning is generally clear from the contextll.

3.3

distinguishing characteristic

characteristic shared by a set of artefacts (3.1) from which measurements can be made thatyare unique
for each artgfact

3.4

artefact metric signal

data that represents the measured characteristic and which are functionally related to the artefact|(3.1)
Note 1 to enmtry: A signal can include an image, electrical signal, measurement of physical charactefistic,
structural geometry, etc.

Note 2 to entfy: Unique measurements are extracted from this signal and tsed as probes (3.7) or references|(3.8).
3.5

artefact metric recognition

automated flecognition of single artefacts (3.1) based on theirdistinguishing characteristics (3.3)

Note 1 to entfy: Artefact metric recognition describes bothiartefact metric verification (3.16) and artefact metric
identification|(3.19).

[SOURCE: ISO/IEC 2382-37:2022, 37.01.03, modified — “artefact metric” replaced “biometrif” in
the term. “single artefacts” replaced “individuals” and “distinguishing” replaced “biologicall and
behaviourall’ in the definition. Notes to entry replaced by a new Note 1 to entry.]

3.6

artefact metric system

system for drtefact metric recogiition (3.5) of objects based on distinguishing characteristics (3.3)
[SOURCE: IS0O/IEC 2382-37:2022, 37.02.03, modified — “artefact metric” replaced “biometric” in the
term. “artefact metric pecognition” replaced “the purpose of the biometric recognition”, “objects”
replaced “individuals”’and “distinguishing” replaced “biological and behavioural” in the definjtion.
Note 1 to entry deleted.]

3.7

probe

artefact metric data set input to an algorithm for comparison to reference(s] (3.8)

Note 1 to entry: Measurement (pre-processed sensor data) of a distinguishing characteristic (3.3) of a single
artefact is the artefact metric data used as a probe in this document.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.14, modified — “biometric” deleted from the term. “artefact

metric data’

replaced by

3.8
reference
enrolled art

T
)

" replaced “biometric sample or biometric feature
anew Note 1 to entry.]

efact metric data used as the object of comparison

a biometric” deleted. Notes to entry

Note 1 to entry: Measurement (pre-processed sensor data) of a distinguishing characteristic (3.3) of a single
artefact is the artefact metric data used as a reference in this document.

2
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[SOURCE: ISO/IEC 2382-37:2022, 37.03.16, modified — “biometric” deleted from the term. “enrolled
artefact metric data” replaced “one or more stored biometric samples, biometric templates or biometric
models attributed to a biometric data subject and”, “biometric” deleted. Example deleted. Notes to entry

replaced by a new Note 1 to entry.]

39

comparison decision
determination of whether the probe(s) (3.7) and reference(s) (3.8) are from the same artefact (3.1),
based on a comparison score(s), decision policy(ies) including a threshold, and possibly other inputs

[SOURCE: ISO/IEC 2382-37:2022, 37.03.26, modified — “biometric” deleted before “probe(s)” and

“refi CllLC(D)", “arefromthesameartefact™t cyla\,cd “have-thesamebtometriesetree=Neije 1 to entry
deletled.]

3.10

fals¢ match

comparison decision (3.9) of match for a probe (3.7) and a reference (3.8)\that are frqm different
indivfidual artefacts (3.1)

[SOURCE: ISO/IEC 2382-37:2022, 73.09.08, modified — “biometri¢”deleted before ‘[probe” and
“refefrence”, “individual artefacts” replaced “biometric capture subjeéts”. Note 1 to entry deleted.]

3.11

non-mated comparison trial

comparison of a probe (3.7) and a reference (3.8) from different artefacts (3.1) as part of a performance
test

Note [l to entry: A set of non-mated comparison trials need not contain all possible comparisons ¢f probes and
refergnces from different artefacts.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.02, modified — “biometric” deleted from the term.“biometric”
deletled before “probe” and “reference”, and-“artefacts” replaced “biometric data subjectg”. Note 1 to
entry deleted. Note 2 to entry renumbered as Note 1 to entry and modified: “biometric” deleted before
“nonfmated”, “probes” and “references’yand “artefacts” replaced “biometric data subjects”.]

3.12

fals¢ match rate

FMR

propprtion of the completed non-mated comparison trials (3.11) that result in a false match (3.10)

Note|l to entry: “Completed” refers to the computational processes required to make a comparisor decision, i.e.
failuiles to decide are‘excluded.

[SOURCE: ISO/TEC 2382-37:2022, 37.09.09, modified — “biometric” deleted before “non-mated”. Notes 1
and 2 to entry deleted. Note 3 to entry renumbered as Note 1 to entry.]

3.13

false-non-mateh

comparison decision (3.9) of non-match for a probe (3.7) and a reference (3.8) that are from the same
artefact (3.1) and of the same artefact metric characteristic

[SOURCE: ISO/IEC 2382-37:2022, 37.09.10, modified — “biometric” deleted before “probe” and

“reference

Note

©ISO

» oo«

, “artefact” replaced “biometric capture subject
1 to entry deleted.]
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)

artefact metric” replaced
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mated comparison trial
comparison of a probe (3.7) and a reference (3.8) from the same artefact (3.1) and the same artefact
metric characteristic as part of a performance test

[SOURCE: ISO/IEC 2382-37:2022, 37.09.01, modified — “biometric” deleted in the term. “biometric”

deleted before “probe” and “reference

metric” repl

3.15

T
)’

» o«
)

artefact” replaced “biometric capture subject”, “art

aced “biometric”. Note 1 to entry deleted.]

false non-match rate

FNMR

proportion

[SOURCE: I
and 2 to ent

3.16
artefact me
process of c

Note 1 to ent

3.17

false reject
FRR
proportion

[SOURCE: IS

3.18
false accep
FAR
proportion

[SOURCE: IS

3.19
artefact m¢
process of c

Note 1 to ent
Note 2 to ent
Note 3 to ent

3.20

f the completed mated comparison trials (3.14) that result in a false non-match (3.13)

O/IEC 2382-37:2022, 37.09.11, modified — “biometric” deleted before “mated”. No
'y deleted.]

tric verification
bnfirming that a probe (3.7) is from the same artefact (3.1) as a spgcified reference (3.8

'y: This method is known as one-to-one comparison.

rate

pf artefact metric transactions with true artefact ngetric claims erroneously rejected

0/1EC 19795-1:2021, 3.20, modified — “artefa€ct metric” replaced “biometric”.]

[ rate

pf transactions with false artefact metric claims erroneously accepted

0/1EC 19795-1:2021, 3.21, modified — “artefact metric” replaced “biometric”.]

tric identification
bmparing a probe (8:7) with a set of references (3.8) to find the identity of an artefact (}

Fy: A set of identifiérs of the closest matching artefacts can be returned.
Fy: The returncan indicate that the probed individual artefact is not enrolled in the database.

Fy: This-method is known as one-to-many comparison.

efact

tes 1

e

p.1)

false-negat
FNIR

ive identification rate

proportion of the completed identification trials that the result returned through the trials does not
include the individual artefact (3.1) same as the probe (3.7)

Note 1 to entry: In some cases, true-positive identification rate is used. True-positive identification rate = 1 -
false-negative identification rate.

3.21

false-positive identification rate

FPIR

proportion of the completed identification trials that the result of matched reference(s) (3.8) is returned
through the trials when there are no references in the database which is the same individual artefact
(3.1) as the probe (3.7)

4
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closed-set identification
artefact metric identification (3.19) in which all artefacts (3.1) are enrolled in the system

3.23

open-set identification
artefact metric identification (3.19) in which some artefacts (3.1) are not enrolled in the system

Note 1 to entry: Some artefacts cannot be enrolled, e.g. where counterfeit artefacts are produced or where
artefacts were created before the artefact metric system (3.6) was introduced.

Note

2 to entry: Where open-set identification is used, “not enrolled” shall be considered a v.

lid database

respd

3.24

nse.

failure to acquire rate

FTA]

prop
for si

Note
defic

[SOU
repld
repld

3.25
fail
FTE
prop
creat
artef

[SOU
repld
subjd

3.26
depl

R
prtion of a specified set of artefact metric acquisition processes that resulted in failu
Ibsequent comparison an artefact metric signal (3.4)

1 to entry: Other possible causes of failure to acquire include poor artefact metrics signal qualit
encies and measurement of characteristic of outside the range of thesystem.

RCE: ISO/IEC 2382-37:2022, 37.09.03 and 37.09.04, combined and modified — “arte

” o«

re to accept

y, algorithmic

fact metric”

ced “biometric”. “resulted in failure to accept for subsequént comparison an artefact mletric signal”

ced “failures to acquire”. Notes to entry deleted. Note I:to entry added.]

re to enrol rate

prtion of a specified set of artefact metric enrolment transactions that resulted in
e and store an artefact metric enrolment’data record for an eligible artefact, in accordz
act metric enrolment policy

RCE: ISO/IEC 2382-37:2022, 37:09.06 and 37.09.07, combined and modified — “arte

ced “biometric”, “an artefacttmetric” replaced “a biometric”, “artefact” replaced “biome
ct”, “an artefact” replaced™“abiometric”. Notes to entry deleted.]
pyment team

set of people vested Gwvith the responsibility to determine the suitability of an artefact m

(3.6)

Note
operd

for its intendéd use

1 to entpyy Typically, this includes one or more representatives from the organizations pj
ting the-artefact metric system.

a failure to
ince with an

fact metric”
tric capture

etric system

roviding and

4

"nnfm‘mify

In order to implement an artefacts metric system in conformity with this document, an artefact metric
performance test shall be planned and described in a test specification. The performance test shall be
executed and reported in accordance with Clauses 6 and 7.

5 Overview of elements of artefact metric systems

5.1

Conceptual overview of an artefact metric system

Given the variety of applications and technologies, it can seem difficult to draw any generalization
about artefact metric systems. All such systems, however, have many elements in common and these
are described in this clause.

©ISO
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The process flow for a typical system using artefact metrics is shown in Figure 2. Some artefact metric
systems do not require a database and so differ in some respects from this description. Details of such
systems are provided in Annex B.

Measurements of one or more distinguishing characteristics of a single target artefact are produced by
the acquisition process. The capture device output corresponds to a characteristic of the artefact from
which a distinctive measurement can be obtained. These records are stored in a database as references
and associated with an identifier in the enrolment phase.

In the verification and identification phases, these (or similar) data records are used as probes that
are compared to the enrolled reference or references. A decision regarding the artefact metric claim is

3 Lot +la L. d 1l 1ol £, £,
made based tporacompartsonroetwee e proveanta e entronearererenceorrererences:

Database setup Identification / Verificatiopn

— Verification claim
— Identification claim

A 4

Acquisition Setup of artefact metrics

— Capture of signal from artefact’s distinguishing characteristic by data
capture device

— Extraction of unique measurement frem the signal

l l

— Reference —  Probe

|

Enrofment Registration of new reference data
— Addition of £eferences to database
— Association with an identifier

Comparisdn decision Comparison between a probe and reference(s)
— Calculation of similarities
— Decision based on the similarity

l

— Verification outcome
— Identification outcomle

Figure 2 — Artefact metric system process flow

Figure 2 illustrates the information flow within a general artefact metric system consisting of data
acquisition, database setup and comparison decision functions which support the operations of
enrolment, verification and identification. The following subclauses describe each of these functions in
more detail.

NOTE In any implemented system, some of these conceptual components are absent, e.g. some systems only
support verification. In some cases, conceptual components do not have a direct correspondence with a separate
physical entity or software module.

Examples of the use of artefact metric systems are explained in Annex A.
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5.2 Acquisition

A data capture device outputs a signal corresponding to one or more characteristics of a target artefact.
A wide variety of signals can be used for artefact metrics such as those derived from an optical,
electrical, magnetic or vibration property or any distinguishing characteristic. A common example of a
signal is an image obtained by capturing a specific surface region of an artefact.

Distinctive measurements are extracted from the signals output by the data capture device. Processing
can include:

enhancement, i.e. improving the quality and clarity of the captured artefact metric signal;

q

q

q

In th
case
is ge

!

egmentation, i.e. locating the subject’s characteristics within the captured artefactmsg

irtefact metric extraction, i.e. deriving the subject’s repeatable and distinctive measu
aptured artefact metric signal;

idjustment, i.e. assessing the suitability of signals, features, references, étc-’and possil
ther processes, such as returning control to the data capture to collect further signals
r modifying parameters for segmentation, feature extraction or comparison.

e case of enrolment and labelling (see Annex B), the acquisitionAftinction creates a refe
of verification and identification, the acquisition function créates a probe. The content
herally similar to the distinctive unique measurement data.used to create the referenc

In sojme cases, the unprocessed signal from the data capture'device is used as the referend
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ferences include a surface image of an artefact, a,vibration pattern or distribution
pe.
D

me cases, capture conditions and environment can affect the signals and need to
rolled. In some cases, data capture systems‘\automatically adjust to capture the best sig
iven environment.

Enrolment

rolment, an artefact metric\reference from the acquisition system is added to a d
riated with a unique digijtal identifier and other metadata to create an enrolment refer
idual artefact.

Imetadata associated with the artefact at the time of enrolment can include date 4§

data varies substantially from system to system and such details are not covered by thi

The yinique identifier can be attached to the artefact in some way (e.g. as a barcode) in order

subs

The

bquentverification of the artefact.

éferences can also be stored using an alternative system rather than a convention

tric signal;

Fes from the

bly affecting
(recapture),

rence. In the
of the probe
C.

e. Examples
of electrical

be carefully
nal possible

htabase and
bnce for that

ind place of

ifacture, part number, authentication, ownership rights and restrictions of use. The content of this

s document.

to facilitate

a] database.

For example, the distinctive measurement to be used as a reference can be encoded (possibly using
cryptographic techniques) and attached to the artefact itself. Distributed ledger technology can also
be used to associate the reference with the artefact’s identity. A description of such systems is given in
Annex B.

5.4 Comparison decision function

Central to any artefact metric system is a comparison decision process where probes are compared
against one or more enrolled references and a comparison score or set of scores indicating the
similarities or dissimilarities between the probes and references is calculated. The comparison score
or scores are used to determine the comparison decision outcome: a match or a non-match.
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For verification, a single specific claim of artefact enrolment leads to a single comparison score. For
identification, the probe is compared with reference data leading to comparison scores indicating the
most likely matches.

The comparison decision process uses the comparison scores generated from one or more artefact
metric comparisons to provide the decision outcome for a verification or identification transaction.

5.5 Artefact metric verification

For artefact metric verification, each artefact has an identifier. A verification claim is made to confirm
that a target artefact is from the same artefact as indicated by the associated identifier. Once the claim

is received,
whether the
the similarit

NOTE In|
assigned the

Typically, a
as part of th
“match” and

the system obtains the enrolled reference associated with the identifier. The decision
verification claim is acceptable is made based on the comparison score determifiegd
y between the reference and the probe.

some cases, the identifier is unique for each artefact., In other cases, multiple‘artefacts c
same identifier, e.g. for batch verification.

if the calculated similarity does not exceed the threshold, thé.system indicates th

match is found (“non-match”).

Insome case
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s, multiple probes (e.g. using a set of surface images or other measurements of character
ct) may be used for a single verification transaction and the decision outcome of wh
hccepted is made based on the set of comparison scores: a match or a non-match.

the decision policy, which may allow or require multiple attempts.

huine artefacts are enrolled, verification-can be used for anti-counterfeiting.

nct metric identification

tric identification differs frem artefact metric verification in that it assumes no
about the artefact, e.g. there is no identifier attached to, integrated with or phys
yith the artefact.

hetric identificatiofi-arequest is made to identify a target artefact. A probe describin
ict is compared with enrolled references and a comparison decision made. The compa
come is usually a list of one or more artefact identifiers that are best matches to the p

decision{oytcome can indicate that the target artefact is not enrolled. The final decis
‘danceTwith the decision policy, which may allow or require multiple attempts.

threshold determining the closeness of match required for this comparison is config
le system. In this case, if the comparison score exceeds the threshold, the system ref

mparison score exceeds a specified threshold, an artefact metric claim can be verifig

ity is that-there are no enrolled references for the target artefact. In such a case

trie 1dentification includes two sub-classes: closed-set identification in which all arte
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Where open set identification is used, “not enrolled” shall be considered a valid database response.

Identification can be implemented in different ways, e.g. as follows:

— The system compares the probe with each reference in turn and orders these results according
to their similarity and the system returns a number of matched references up to a predetermined
maximum (the rank).

The system makes a comparison between the probe and each reference in turn and, based on the

comparison similarity threshold, a list of identifiers for all references whose similarity exceeds the

thresho

Id is returned.
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— The system makes a comparison between the probe and each reference in turn until an enrolled
reference is found where the comparison score exceeds the comparison similarity threshold. This
reference is returned, and no subsequent enrolled references are compared.

6

6.1

Requirements for planning an evaluation

General

This clause describes aspects that shall be considered when planning an evaluation of an artefact
metric system to determine the suitability of the artefact metric and system performance for its

inten
test

the 1
the t
deta

Testy

requ
phas

6.2
Befo

ded use, taking into consideration test results. The evaluation is conducted by a teste
specification that should be provided before any testing begins. A deployment team*y
hanufacturer of the artefact metric system and the intended user have overallrespd
esting and to ensure that the system is suitable for its intended use. Following best

Is of the tests conducted, and the result of testing should be recorded for future refere|

are conducted during each phase of introduction and where the resultsi.of testing are
red, the test specification is updated and testing repeated. Multiple'tests can be requi
e (see Clause 8) of the introduction of the system.

Appointment and responsibilities of the deploymerit team

e artefact metric systems are tested, a deployment team shall be appointed. This {

include a representative from the artefact metric system’provider and from the organizatid

to de

The
agre

One
and 4

6.3

Ates
for it
case
shall

NOTH

ploy the system.

Fest specification shall be produced for each-est in consultation with the deployme
ed by all deployment team members.

br more testers responsible for conducting the testing shall be appointed by the deplg
| schedule for testing should be agreed.

Test specification

t specification is used agthe basis for the tests and this clause provides requirements a
s creation. It shall be-produced and agreed by the deployment team before the start
additional tests appedr to be necessary, the modifications shall be agreed, and the §
be updated.

The specification can be created by different individuals or groups from the depl

depending on the'intended testing phase (Clause 8 describes the test phases).

The
be cq

set ofitests to be conducted shall be specified. Refer to Annex B when selecting the s¢
ndueted in the case where no database is used. During phased introduction of artef

the d

r based on a
epresenting
nsibility for
bractice, the
nce.

poorer than
red for each

eam should
ns planning

nt team and

yment team

d guidance
f testing. In
pecification

yment team

bt of tests to
act metrics,

aontent of the test cppr‘ifir‘n’rinn inr‘]nding the set of artefacts used and the tests pex

formed will

generally be different for each phase (see Clause 8).

The test conditions to be used for each test should reflect the intended deployment environment where
that is known and shall be included in the test specification.

Table 1 indicates the set of tests to be considered and the relevant sections of this document where the
tests are specified and specific test details are described. The test specification shall indicate whether
each test is required and where the test is required, a detailed specification of the test method shall be
included.

Details of any other functionality required shall be specified and added to the test specification along
with details of testing to be conducted.
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Table 1 — Tests to be considered for the test specification

Test Relevant sections

Specification Related details

Artefact metric acquisition and enrolment testing 72 52,53
Artefact metric comparison performance 73 5.4
Artefact metric verification 74 5.5,6
Open-set identification 7.5 5.6,6.4
Closed-set identification 7.5 5.6,6.4
Throughput performancetesting 76 o4

Table 2 proyides details of the set of test options to be considered and indicates the section/of this
document where the options are described. The test specification shall indicate options for the required
tests.

Details of any other test options required shall be added to the test specification.

Table 2 — Test options to be included in the test specification

Test option Relevant sectipns
Definition of{the artefact or range of artefacts that are supported 6.5
Number and|selection method of artefacts to be used for assessment 6.5
Characteristfic or range of characteristics to be measured 5.2
Method to b¢ used for acquisition of an artefact metric from thesecharacteristics 5.2
The range offldata capture environments to be supported 6.6, Annex (
System configuration options to be used for assessment? Clause 5

a  For example, the maximum number of identifiers to be Téturned in the identification candidate list (its rank, |R) as
described in 3.6.

Additional aspects or concerns raised by the deployment team should be recorded.

Some artefdct metric systems supportsairange of artefacts, e.g. manufactured products that differ in
size, shape ¢r colour, products manufactured in different locations or using different materials. Where
such variatipn is supported, the range of artefacts shall be clearly specified.

This specifigation may be created by the system manufacturer, the organization wishing to deploy the
system, by the tester conducting the tests or in some other way.

The test specification shall be referenced by the test report.

6.4 Definitionef required functionality

The deploy efact

metric system and testlng shall be conducted Wlth thlS in mind.

Artefact metrics can be used for identification and verification of artefacts. These two forms of artefact
metric recognition require different assessment methods and so it is important to decide which will be
required. In some cases, both identification and verification are required.

It is important to decide whether closed-set identification (all artefacts are enrolled) or open-set
identification will be used. This will depend on the intended application.

The deployment team shall determine which artefact identification and artefact verification will be
used, and where identification is required, whether closed-set identification or open-set identification
will be used. This information and the reasons for the choices shall be recorded in the test specification
prior to the start of testing.
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The throughput performance of an artefact metric system can be an important factor, and in such cases
throughput performance shall be tested. In any event, throughput performance shall be tested before
deployment (see 8.2.6).

6.5 Selection of appropriate test artefacts

The deployment team shall select a set of artefacts that is representative of the artefacts to be supported
by the system. This should include any artefact variants, artefacts from different manufacturing
operations, and where counterfeit goods have been identified, examples of these should be included in
the testing.

In sojme cases, the artefacts to be supported by the system are not available, e.g. when setti
production line. In such cases (e.g. during technology testing), it can be appropriate td €a

of th
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application of artefact metrics is traceability for quality assurance using a database (s

hg for this case, all @rtefacts to be tested should be enrolled and only enrolled artefact;
n probes for testing (closed-set identification).

e applicatign<of artefact metrics is anti-counterfeiting using a database (see Annex
acts are €nrolled as references but artefacts that have not been enrolled (counterfeit aj
be encountered. When testing for this case, not all artefacts to be tested should be enf
acts are used to obtain probes for testing (open-set identification). Where counterfeit 4
vered, they should be included in the set to be tested.
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ee Annex A),
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6.6

Definition of acquisition conditions

Measurements of distinguishing characteristics are used to identify or verify artefacts. The condition
of each artefact, various acquisition parameters and the data capture environment affect the system
performance.

The deployment team shall identify the operational environment and record important aspects. In
cases where variations in operating conditions are likely and where deployment will include more than
one operational environment, any differences between them shall be clearly indicated.

The environment for enrolment can be different from the environment for identification and verification.
In such cases, the operating conditions for each environment shall be indicated.
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The operating environments for artefact metrics differ widely and factors to be considered will
therefore be different for each situation. For example, in the case of traceability for quality assurance
in a manufacturing operation, the requirements for the supplier of a part can be different from those of
the customer for the part which in turn can be different from that of final shipment or subsequent sales.

In the case of part production, it can be necessary to consider the stage in the process where the artefact
is measured, and by whom, to keep the production line efficient.

Factors such as the correct use of the data capture device and how the respective measurements are
made and enrolled should be determined and documented.

ornal

The ]ike]y range of artefact conditions (dqmngp stain on the surface ph‘) and influences of ext
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ider using a part of the artefact surface or volume where future change is\unlikely a
ure images in the operational environment.

many environmental factors that can influence the performance of artefact mj
All factors that can affect performance should be determinedcand documented in o
ies: factors that can be controlled in the operational environment, and factors that cg
d in the operational environment.

that cannot be controlled should be tested by varying them in a controlled way
est to ensure high performance of artefact metricirecognition across the likely ran
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onfiguration for factors that can be controlled in the operational environment shou
and documented, and variation should be minimized.

[ variation in data capture conditions<and artefact conditions likely to affect acquigition
b are given in Annex C.

Examples o
performanc

6.7 Appojintment of testers

The deployment team shall appoint ene’or several testers to oversee the testing.

NOTE1 Di
for a represd
beneficial to

fferent testers can be.suitable for different aspects of the testing. For example, it can be appropriate
ntative of the system/provider to conduct artefact metric acquisition feasibility testing a§ it is
have some knowledge of the acquisition system and signal analysis method.
NOTE 2

Tgsting can be-conducted by a specialized entity (third party).

7 Requirements for testing, data collection, analysis and reporting

7.1 General

The tests specified in this clause are described in a way that allows them to be conducted by a tester
with no access to or knowledge of the internal mechanisms of the artefact metric system.

In some cases, the tester has detailed knowledge of the system, e.g. if the tester is the system
manufacturer. This knowledge can be used to reduce the time of the testing but the tests shall be
conducted in a way that ensures that results are consistent with the testing having been done by a
tester with no knowledge of the system.

The report should include test results as described in this clause along with any other characteristics
susceptible to influence the results of the evaluation.

12 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=92df0e8108372be1d51c1e22a442a7fc

IS0 22387:2022(E)

7.2 Acquisition and enrolment testing

This clause specifies a method to test that the artefact metric can be acquired reliably, a reference
created and, where a database is used, that a database record can be created for each artefact.

NOTE See Annex B for a description of the artefact metrics system that does not require a database.

Where the system employs an acquisition function that returns an error when the acquired data does
not exceed a sufficient quality threshold and so cannot be used as a reference or a probe this is the
failure to acquire rate (FTAR) which shall be calculated as shown in Formula (1):

(1)
wherte

Rera is the failure to acquire rate (FTAR);
gy is the number of failed acquisitions of either a reference or probe;
Ny is the number of acquisition attempts.

Accofding to the test specification, an artefact metric referenee‘should be acquired for epch artefact
and enrolled in the system. In some cases, this process can €ail;e.g. where a unique recoid cannot be
obtalned. This is the failure to enrol rate (FTER), which shalkbe calculated as shown in Formula (2):

Rerg =—— (2)

wherte

Rprg  1s the failure to enrol rate;

Ngg s the number of failed enrelments;

INga  is the total number pfienrolment attempts.

Wheh reporting acquisition and enrolment testing, the following shall be reported:
— IFTAR and the number of acquisition attempts;

— FTER and the’nivmber of enrolment attempts.

EXANIPLE Reporting acquisition and enrolment performance:

— ITAR:\1,0 % for 500 acquisition attempts;

— ETER:089% for 500 enrolment attempts

7.3 Comparison decision performance testing

7.3.1 General

This clause specifies a method to test the reliability of the comparison decision algorithm for the
artefacts and the characteristics used (one-to-one comparison). It is not always possible to access the
comparison decision function directly without help from the system manufacturer, and in such cases,
this test is not possible.

According to the test specification, acquire an artefact metric to create a reference. The reference for
each artefact in the test set shall be recorded separately for the purpose of testing, e.g. by attaching a
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temporary label to the artefact to be used only by the tester (and not the system) for the purpose of

knowing its

7.3.2 Fals

true identity.

e non-match rate

A probe is obtained for each artefact which is compared with the reference from the same artefact
(mated comparison) and the result of each comparison recorded along with the total number of
comparisons.

In artefact metric comparison, itis an error if the comparison result is deemed to be a non-match for the
comparison between a probe and a reference for the same artefact (a false non-match). The false non-

match rate

Rpnm =1
where

Nym 1S

NMC

—n

S

7.3.3 Fald

A probeiso

set except the artefact from which the probe was measuréd (non-mated comparisons) and the res

each compa

In artefact getric comparison, it is an error if the*¢omparison result is deemed to be a match

comparison
rate (FMR) i

FNMRK]) 1s the evaluation index of this error and shall be calculated as shown 1n Formul

NNm
Nmc

the false non-match rate;
the number of non-match results;

the number of mated comparison trials.

e match rate

ptained for each artefact which is compared with'the reference from all artefacts in thq

Fison recorded along with the total number*6f comparisons.

between a probe and a reference.from different artefacts (a false match). The false
s the evaluation index of this errfor'and shall be calculated as shown in Formula (4):

v
Rey =—H—
N
NMC
where
Rpy  igthe false matéh rate;
Ny i9the number of matched results;
Nymc i thenumber of non-mated comparisons.
7.3.4 Comparison decision recording and reporting

f
;J:atch

b (3):

(3)

b test
ult of

the

(4)

A lower FMR, a higher Ny,,c and a larger test set indicates a more reliable artefact metric comparison
method. When it is important to reduce the risk of misjudging different artefacts as match, alower FMR

is required.
When repor
FNMR a

FMR, th
EXAMPLE
FNMR =

14

ting comparison decision performance, the following shall be reported:

nd the number of mated comparisons;

e number of test artefacts and the number of non-mated comparison trials.
Reporting comparison decision performance:

0,015 for 10 000 mated comparison trials;

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=92df0e8108372be1d51c1e22a442a7fc

IS0 22387:2022(E)

— FMR =0,031 against a test set of 1 000 artefact and 999 000 non-mated comparison trials.

7.4

Verification testing

7.4.1 General

Verification testing is conducted in a similar way to comparison performance decision testing and is
assessed using two measures: the false reject rate (FRR), and the false accept rate (FAR).

According to the test specification, acquire an artefact metric to create a reference. The reference for
each artefact in the test set shall be recorded separately for the purpose of testing, e.g. by attaching a

temy

7.4.2

A prgq
The 1

In ar]

orary label to the artefact.

False reject rate

esult of each comparison is recorded along with the total number of verification trang

tefact metrics, it is an error if the result of a verification transactionis deemed to be

for the comparison between a probe and a reference for the same artefact (a false rejection]

the gvaluation index of this error, which shall be calculated as showhin Formula (5):
N
Reg =
Nyt
where

7.4.3
A pr
from|

verif]

In af

Rpr  is the false reject rate;

Vnv IS the number of non-match results;

Vvt is the number of mated verification transactions.

False accept rate

pbe is obtained for each artefact which is presented for verification with the enrollg
all enrolled artefactSexcept the artefact from which the probe was measured. The r{
ication transaction-iS recorded along with the total number of transactions.

tefact metric‘verification, it is an error if the verification transaction result is de

a match for the-yverification of a probe and a reference from different artefacts (a false

The {
Fornm

alse Accépt Rate (FAR) is the evaluation index of this error, which shall be calculated

ula (6}

Ny

be is obtained for each artefact which is presented to the system for verifi¢ation using jts identifier.

actions.

h non-match
. The FRR is

(5)

bd reference
bsult of each

emed to be
hcceptance).
as shown in

(6)

=A
T

NnmT

where

Rpy  isthe false accept rate;

Ny is the number of matched results;

Nymr  is the number of non-mated verification transactions.
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7.4.4 Verification recording and reporting

When comparing two systems, a lower FAR, a higher Nyt and a larger database indicates a more
reliable artefact metric verification performance. When it is important to reduce the risk of misjudging

a probe and

reference from the same artefact as a non-match, a low FRR is required.

The following shall be reported as the result of verification testing:

FRR and the number of mated verification transactions;

FAR, the number of artefacts in the test set and the number of non-mated verification transactions.

EXAMPLE

FRR =0,

FAR =0,

NOTE In|
transaction,
decision perf

7.5

Reporting comparison decision performance:
D15 for 10 000 mated comparison trials;
D31 against a test set of 1 000 artefacts and 999 000 non-mated comparison trials,
the case of verification for systems that permit only a single attempt for,each verifid

he FAR is the same as the FMR, and the FRR is the same as the FNMR as measured for the compa
brmance.

Identification testing

7.5.1 Genleral

This clause

In accordan|
reference i
testing, e.g.

In artefact

more identi
identity of e
parameter f
changed by
may be collg
performanc

In addition {
system to €
enrolled teg
enrolled suk

tpecifies a method to test the artefact metric system identification performance.

ce with the test specification, each artefact in the test set is enrolled and its assoc
found. The reference for each artefact shall*be recorded separately for the purpo
by attaching a temporary label to the artefact.

[iers, and the system'’s performangé-is measured by comparing this list with the (kn
hch artefact being tested. The length of this list is its rank R and this is an important sy
or artefact metric identification. For some artefact metric systems, this parameter c4
h system administrator. Where such functionality is supported, identification transac
cted against portions of{the’enrolment database of various sizes to record how identific
e varies with databasesize.

o enrolled test subjécts, identification testing may include test subjects not enrolled i
nsure meaningful estimation of the false-positive identification rate (FPIR). These
t subjects shall not be test subjects who failed enrolment. Identification transactio
jects andof non-enrolled subjects should be made under the same conditions.

NOTE T

reason that artefacts that failed enrolment are excluded from this test is that, if such artd

are used, the[system can appear to identify artefacts that have not been enrolled more successfully than c
achieved in practice

!

ation
rison

jated
se of

netrics, an identification transaction produces a candidate list containing zero, ofe or

Obwn)
stem
in be
tions
htion

n the
non-
ns of

pfacts
an be

There are two types of artefact metric identification: closed-set identification where all artefacts are
enrolled in the system, and open-set identification where some artefacts are not enrolled in the system.

For closed-set identification, the result is considered to be erroneous if the reference for the test
artefact is not a member of the resulting candidate list (false-negative identification). The appropriate
evaluation index for closed-set identification is false-negative identification rate (FNIR), which is the
ratio of the number of false-negative identifications to the total number of identification transactions.

For open-set identification, the result is considered to be erroneous if either:

— the artefact is enrolled but the correct reference is not returned (false-negative identification); or

— thearte
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fact is not enrolled but a reference is returned (false-positive identification).
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The performance evaluation indices for open-set identification are the FNIR (see 7.5.2) and the FPIR
(see 7.5.3).

7.5.2 False-negative identification rate

FNIR is the ratio of the number of identification trials where the candidate list returned does not include
the identifier of the test artefact to the total number of trials.

Each artefact is presented to the system for identification and the returned candidate list is examined
to check whether the test artefact identifier is included. The number of times the returned candidate
list does not include the identifier of the test artefact shall be recorded along with the total number of
trial§-

FNIR shall be calculated as shown in Formula (7):

: (7)

Ry is the false-negative identification rate;

is the number of transactions where the candidate list/does not include the identjfier of the
artefact being tested;

INyp  is the total number of identification trials conducted.

7.5.3 False-positive identification rate

FPIR|is the ratio of the number of identification trials where an identifier is included in the candidate
list where the test artefact has not been_enrolled to the total number of identification tridls. This test
applies only to open-set identification.

FPIR|shall be calculated as shown in Formula (8):

Rppy =—— 8)

Rep; s the fafse-positive identification rate;

N4  isthe number of transactions where an identifier is included in the candidate lis§ where the
test artefact has not been enrolled;

V..« isthe total number of identification trials conducted

7.5.4 Identification recording and reporting

A lower value for FNIR against a larger number of identification trials and a shorter candidate list
indicates a more reliable artefact metric identification method. Therefore, the number of identification
trials conducted, the number of enrolled artefacts, and the rank R of the candidate list shall be recorded
and reported.

The following shall be reported as the result of identification testing:
— FNIR;
— FPIR;
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Reporting identification performance:

with a candidate list of rank 3.

7.6 Throughput rate testing

the number of enrolled artefacts, the number of identification trials and the rank of the candidate

FNIR = 0,015 and FPIR = 0,03 for a database of 100 000 enrolled artefacts and 10 000 identification trials

The throughput rate of an artefact metric system is often important when selecting a given artefact

n be

metric systes

processed p
performanc
three shoulg

In the enrol
system unti

In the verif]
artefactisp

The through
number of t

When repol
determined

EXAMPLE

System ]
transact

Databas
Start po

End poir]

8 Recon]

8.1 Type

er unit time based both on computational speed and human machine interaction. Diff
b is likely between the enrolment, verification and identification phases, and therefo
| be measured.

ment phase, the time period measured is from the time the artefact is‘presented t
the system indicates that the artefact has been enrolled.

jcation and identification phases, the time period to be measunéd-is from the tim
resented to the system until the outcome is returned by the system:.

put rate for enrolment, identification and verification transactions shall be reported a
fansactions per unit time, e.g. transactions per minute.

'ting the throughput rate, details of how the specific start point and end points
shall be reported.

Reporting throughput performance:

hroughput per minute: 10 enrolment transactionts, 100 verification transactions and 15 identifig
jions.

b size: 10 000 enrolled artefacts.
nt: presentation to the sensor.

t: successful enrolment indicated.

ymendations forphased deployment of artefact metrics

5 of performance evaluation

8.1.1 Genleral

In artefact 1
recognition

hetrics, where measurements of distinguishing characteristics of artefacts are used f

brent
e all

b the

b the

s the

were

ation

DT itS

it4S necessarv to ensure suitabilitv and reliabilitv of the artefact metric and of the art

fact

metric comparison method to be used before it

is introduced to a supply chain.

This document recommends a set of validation procedures to ensure the suitability and reliability of
artefact metrics before introducing it to a supply chain. Four phases are defined as follows:

tested.

Phase 2
Phase 3
Phase 4
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: Comparison decision performance is tested to ensure that it is sufficiently accurate.
: Influences of acquisition conditions are considered and tested.

: Reliability of the system in the environment where deployment is intended is tested.

Phase 1: The presence of one or more capturable distinguishing characteristics of the artefact is
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For each phase, work is carried out in the order: preparing target artefacts, testing, recording and
reporting results.

Artefact metric technical performance testing can be of three types: acquisition feasibility and
comparison decision (phase 1 and 2), laboratory (phase 3) or operational (phase 4).

Phases 1 and 2 are closely related to each other and are generally conducted together. However, phase 2
testing is only useful where the result of phase 1 testing is satisfactory.

In some cases, all four phases are not necessary. However, phase 4 testing in the intended environment
should be conducted before any deployment.

8.1.2

In an
meth
of ar
thesg
char

Since
subijg
outs

Acquisition feasibility and comparison decision evaluation

acquisition feasibility and comparison decision evaluation, testing is performed to

od used to measure a characteristic of an artefact produces a result that issunique ac
tefacts. There are two steps: an acquisition quality test and a comparisen_decision te
e measure the effectiveness of the artefact metrics system when using‘the selected di
hcteristic and associated processing.

the range of artefacts is very broad, this is one area which differs from biometri
cts have (more or less) the same set of characteristics. It is theréfore important to est
bt that the set of artefacts to be measured have at least one'distinguishing characteri

be mieasured and which is different for each artefact.

8.1.3

Inal
intern]
metn

This
are H
envil
mod

8.1.4

In an
testi
itis g

Repd
betw
the s

Laboratory evaluation

heck that a
[oss a range
st. Together
stinguishing

s where all
hblish at the
stic that can

hboratory evaluation, testing is conducted on aicomplete system in an environment thatt models the

ded deployed environment. The primary aim is to ensure that the acquisition and us
ics is not affected by small changes in environmental variables.

e of artefact

evaluation step can provide a basisifor comparison between systems. Where multiple systems

eing compared, care will be requited that data collection across all tested systems is
onment with the same population. These test results will be repeatable only to the ex
lled scenario can be carefullixcontrolled.

Operational evaluation

operational evaluation, testing is performed in the environment where it will be de
hg is essential asiit'is likely that acquisition is to some extent dependent on the environ
leployed.

atability’of operational test results can be limited due to unknown and undocumentec
een gperational environments. The true identities of the artefacts and the method of a
ignmals from test subjects can be difficult to ascertain, particularly under unsupervise

with

in the same
rent that the

ployed. This
ment where

differences
cquisition of
1 conditions

puf’a test administrator, test observer or operational personnel present. For thg

Se reasons,

successful operation in one environment should not be assumed to guarantee successful operation in
another and separate testing of each operating environment is recommended.

8.2

Guidelines for phased introduction

8.2.1 General

In order to introduce artefact metrics into a supply chain, the reliability of a suitable artefact metric
and artefact metric comparison method should be verified following these four phases:

©ISO

Phase 2: Comparison decision performance is verified.
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Phase 1: The presence of capturable distinguishing characteristics of the object is verified.
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: Reliability of the operation in the working environment is verified.

Phase 3: Influences of acquisition conditions are considered and the operating range is verified.

This phased introduction ensures the reliable deployment of artefact metric recognition to identify
or verify artefacts using one or more measurements of their characteristics that are unique to the
individual artefact.

8.2.2 Creating the test specification

A test specification is used as the basis of the testing (see 6.3). The specification is created in different

ways and b
and agreed

During phaf
artefacts us

The test spe

8.2.3 Pha

In order to
capturable ¢
selected cha
started.

This is verif]

As man
desirab
numben
charact

Testing
require

Duringt
cannot |
the vali
test con|

The res

made fgr each artefact should be reported as follows:

Ifn
waf

da Ll dn - i | 1 1 - dl - de | e dns h 1 - -
UILICT CTIIU IITUIVIUUdIS ucpcuuulg UII LIICT ITILTIIUCU LTS Lllls lJllclbU, UUL 11l dlly CVCIIU IS Pl U
before the start of each phase testing.

ed introduction of artefact metrics, the content of the test specification including the
ed and the tests performed will generally be different for each phase.

se 1: Validation of presence of capturable characteristics

recognize single objects using artefact metrics, each artefact must have one or
haracteristics. This phase of testing is designed to verify that for the range of artefact
racteristic can be acquired successfully. When this test is¢successful, phase 2 testing c

ed as follows:

y instances of the test artefact as is practicable should be prepared for testing. It is
e to perform this testing at an early stage of\adoption and this is often performed on a
of artefacts with a view to verifying that the artefacts to be measured include a sH
eristic from which distinguishing and repeatable measurements can be made.

is performed to determine whether the selected characteristic can be captured fo
1 set of artefacts.

heearlystagesoftheintroduction ofartefactmetrics, thistesting can failasthe characte

Hation test is performed again. The test specification should be updated to include thd
ditions and should\also include details of any failures in the testing.

ult of testing)as’to whether the measurement of the target artefact characteristic cg

b repeatable artefact metric measurement can be made, it should be reported that th¢
uriable to verify whether the artefact is suitable.

uced

bet of

cification specifies the configuration of the artefact metric system to bejused for testing.

more
5, the
hin be

bften
mall
ared

r the

ristic

be captured. In such cases; the data capture condition or the capture method is changed and

new

n be

e test

If repeatable artefact metric measurements can be made, this is reported together wit

FTAR and FTER and the test specification that defined the test.

this rep

ort.

8.2.4 Phase 2: Assessment of comparison decision performance

h the

The decision as to whether to proceed phase 2 should be made by the deployment team based on

The purpose of this phase is to ensure that the comparison decision algorithm is able to distinguish the
acquired characteristic for each artefact effectively.

Test artefacts should be prepared based on the number and selection method agreed in 6.5.
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Performance assessment should be done based on the data obtained by capturing the prepared artefacts
as specified in the test specification. Comparison decision performance should be conducted (see 7.3).

The results of assessments are reported (see 7.3) along with a copy of the test specification. The decision
as to whether to proceed phase 3 should be made by the deployment team based on this report.

8.2.5 Phase 3: Consideration of influences of data acquisition conditions

The purpose of this phase is to perform testing in a controlled environment such as in a laboratory where
variations in the acquisition conditions can be tested and controlled. Since artefact metric comparison
decisions are based on data captured from test artefacts, changing various capture parameters can
affedftheir performance.

Whe established

and v

e possible, data capture conditions based on the intended operational environment arg
rariations considered.

Test
oper
artef

artefacts that are as representative as possible of all artefacts likely, to "be measured in the
htional environment should be selected. For example, artefacts from different production lines and
acts made on different days should be selected where possible.

Perfd
subijg

rmance assessment should be done based on the types and rahges of acquisition copditions and
ct artefact conditions agreed with the deployment team andras-specified in the test specification.

Whe
7.2) 4

Fe acquisition and enrolment testing (see 7.1) and comparison decision performance
ire required, these should be included in the list of required tests in the test specificat

testing (see
on.

formed and
brmed. Both

Whe
whet|
shou

e verification functionality is required, verification testing (see 7.3) should be per
e identification functionality is required, identification testing (see 7.4) should be perf
Id be included in the list of required tests in the'test specification.

The
spec
base

results of assessments should be reported‘as described in Clause 7, along with a cop
fication. The decision as to whether to proceed to phase 4 should be made by the depla
d on this report.

y of the test
yment team

8.2.4 Phase 4: Ensuring reliability in intended operation environment

In thi hld consider

both

is phase, system performance in the operational environment is measured and shoi
reliability and efficiency:

Perfd
of th

rmance assessment should be done based on a range of test artefacts that are representative

antid

e set of artefacts-likely to be encountered during the use of the system. This should
ipated variation, and where counterfeiting is an issue, examples of counterfeit produc

included in the-testing.

Whe

Fe acquisition and enrolment testing (see 7.1) is required, this should be included i

include any
ts should be

n the list of

requjredtests in the test specification.

Where verification functionality is required, verification testing (see 7.3) should be performed, and
where identification functionality is required, identification testing (see 7.4) should be performed. Both
should be included in the list of required tests in the test specification.

Throughput rate testing (see 7.6) is included in the list of requirements in the test specification (see
6.4).

NOTE It is often useful that documentation of all tests performed and the results for each test be retained
throughout the life of the artefact metric system. Since the performance of the artefact metric system can vary
with different numbers of enrolled artefacts, some testing during its deployment can be necessary and any
necessary adjustments made.
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Annex A
(informative)

Artefact metric application

A.1 Merits of artefact metrics

A.1.1 Bropad applicability

Since these |[inherent characteristics are used for artefact metric identification, it is poSsible to frack
and trace aftefacts where it is not possible to attach an identifier due to their material,’size or shape
limitations. [lt can be used with or without additional means, which are used for traekland trace.

The use of artefact metrics applies to many kinds of artefacts with a relatively low-cost for introdugtion.

A.1.2 Duplication difficulty

Since the vafiation in these characteristics are unique to individual antefacts, it is extremely difficplt to
produce a rdplica that meets the criteria for a match. This applies evenrwhen attempting to dupli(:a:lfl the
same artefa¢t using the same material and the same apparatus inithe same manufacturing environment.

Artefact metrics are therefore potentially very effective in tetfiis of robustness against mass duplicgtion.

In common with all other techniques, testing very large populations can pose specific challenges. Where
a component of a product is used for identification (e:g. packaging), the integrity of other assocjated
componentq (e.g. content of the packaging) cannot’be’ensured.

A.2 Examples of the use of artefactumetrics

A.2.1 Trageability for quality assurance

Artefact mefrics enables artefact metric identification of individual artefacts without the need for the
addition of 3 serial number oraode image. Therefore, it is possible to identify hundreds of parts,|even
small parts fuch as screwstobe used in a final product, not as a lot but individually. From procurenpents
of parts to fthe productionvof final products in a supply chain, artefact metric identification cgn be
utilized as ajmean of traeking and tracing, linking individual parts to their final product.

Figure A.1 shows.an example of traceability achieved by introducing artefact metrics technology into a
manufacturjngprocess. In this configuration, in the upstream process (e.g. parts production), artefact
metrics for gharacteristics of individual target parts are acquired and these parts are enrolled ip the
database together with related information (e.g. manufacturing conditions). In the downstream process
(e.g. product assembly), artefact metrics for characteristics of individual target parts are acquired and
compared with the characteristics of parts previously enrolled in the database. In this way, parts can
be specified as one of the enrolled parts or as a counterfeit part. Information related to this process (e.g.
product ID incorporating the part) is linked to the part. With these measures, individual parts in the
manufacturing process are associated with manufacturing conditions such as when, where and under
what processing conditions it was finally incorporated into which product. This kind of information
enables a part-level traceability that includes the complete manufacturing history of each part included
in the product.
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