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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Creating trust, interoperability and interoperation in the digital world is vital. To mitigate the damage
resulting from counterfeited physical and electronic documents, products, software and services, it is
necessary to consider both physical and digital security layers.

Electronically signed encoded data set (ESEDS) schemes can be used to deter counterfeiting when
anyone along the supply chain, including distributors, independent brokers, law enforcement agents and
end customers, can use them to access a secure local or remote description of a product or a document.
A common and unique mechanism of data lntegrlty check applled to Varlous spec1f1c and individual

t -G P NETE T P-T T 1d 1£3 I1IRIL wailay Pa= | £ o £, t
1 emsgo¥r \.U ullu.iu\, Fesoturee u.l\.lu,llu,l S L\Jl\loj Catt \—UllLl 1uu\.\. \.U cat 1_y u\.\.\.\.l.lull OT \—UullL\.A T _1 S.

This|document, applicable to ESEDS schemes, is intended to enable reliable and safe product (hardware,
software, services, etc.) authentication and traceability processes by describing thé hécessary trusted
environment. This will support interoperation of trusted services by realizing marking and monitoring
mechanisms along the products’ and documents’ value chain.

The proposed ESEDS scheme is intended to remain as a totally voluntary~scheme, that is {ndependent
from| other authentication and track and trace systems.

The juse of ESEDS to access trustful data from a local or remoté source give end users and law
enfofcement agents powerful tool to detect counterfeits andanitigate the risk of being| exposed to
counfterfeited products and documents.

The ESEDS uses the electronic signature capacity that isiused to verify the integrity of the of the data
and to identify/authenticate the manufacturer/issuer af;the product or document on which the ESEDS
is placed. The verification can be performed online or.off-line, utilizing the functions suppprted by the
signed use case descriptor file (“manifest”).

The ESEDS can take the form of two different media or any combination:
— printed on a physical product or anyphysical document,
— asasetofelectronic data and/or'as displayed and read as a machine-readable code (MRC).

Implementation of these guidelinies allows different market sectors and market actors o share the
samg¢ global ESEDS scheme architecture and semantic, actor definition and associated prdcesses. This
way f sector interoperabitity and a global cross-interoperation can be achieved.

Fighting against physical’and electronic documents, products, software and services fraugl within the
supply chain is a key challenge. The fraud issues heavily impact subcontractors, partners and suppliers.
In pdrallel, moredand more national and international regulations are requesting a full “{Eack—to—back
liability” such-as Product Liability Directive in United States of America and Europe as well as General
Data|Protection Regulation (GDPR) in the European Union (EU).

The treation of trust and interoperability will facilitate such liability conformity via thefusage of an
ESEDRS Tt ol bhaln +0 corrncotlyy i darctand S TTIN) AFf Sy ot ol o o £ b fone i d o fOI' a given

O T vy I TP tOTCOTTCUTTy aracTotanttr o U Ul dity pofl oCurdal oo raCttur o/ provioc

product, sub-product, software and services across different market sectors. Interoperable online and/
or off-line identification and authenticity check of the product, document, software or services will
become possible to put in place.

This implies that all actors from different market sectors have the same understanding of the complete
ESEDS scheme, its governance model and its documentation hierarchy and structure.

The global scheme is summarized in the flow-chart in Figure 1.

© IS0 2023 - All rights reserved v
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ESEDS scheme: Framework for trust and interoperability

[

Trusted service operator (TSO) of an ESEDS scheme

Manages the schema participation agreement, defines the technical references (1) and the management of the TSL

5 Provision of ESEDS signed

This docum

recomin
organiz
technic
interna
directol

These claug
constituted
different ES
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ent contains the following elements to be consideredto-design a reliable and trustful E
fundamlental document of the scheme (see Clause 4);

lendations applying to the actors of the schenie (see Clause 5);
htional measures (see Clause 6);

] measures (see Clause 7);

by one or several-documents that are describing the mandatory elements to be produc
DS scheme actors.
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(1) Technical referentials

Figure 1 — ESEDS Scheme

scheme resources (see Clause 8);
ies (see Clause 9).

es are the essential_elements of an ESEDS scheme governance model. Each clay

elements Of ESEDS scheme are presented as a hierarchy in Figure 2.
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Figure 2 — ESEDS essential elements
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The ESEDS model proposed by this document can be applied by multiple independent certification
authorities (CAs), in contrast to the International Civil Aviation Organization (ICAO) model which
concerns solely multinational parent/daughter hierarchical CAs. The organization of the trust
environment proposed by this document therefore allows for both hierarchical CA models (such as ICAO)
and sectoral, national or international models based on multi-sectoral CAs to cooperate. Based on this
approach, a universal reader application (trusted entry point, TEP) that is agnostic to any use case can
be developed provided that common data structures are used. The ESEDS system can be considered as a
potential global trust environment if the rules and principles of this document are followed. Ultimately,
interoperability between independent trust service operator (TSO) trust networks can be achieved by
using the same common data structures, based on appropriate standards and specifications, and by
mutual recognition of their respective ESEDS schemes.

Thisdocument is applicable to developers and users of secure and interoperable identificatjon systems.
Itis ¢pen for any industry and is technology agnostic and does not interfere with existing identification,
track and trace, and authentication systems but is able to introduce an interaction/between them.

This|document is part of a family of standards which includes 1SO 22380; 1§O 22381,/ ISO 22382,
ISO 42383 and ISO 22384.

© 1S0 2023 - All rights reserved vii
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Security and resilience — Authenticity, integrity and trust
for products and documents — Guidelines to establish a
framework for trust and interoperability

1 Scope
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Normative references

Terms and definitions

document establishes a framework for a trustworthy environment for informatio
Communication that protects integrity along the supply chain of physical and relate

ing object identification techniques.

document gives guidelines to establish a framework for ensuring trust, interope
operation via secure and reliable electronically signed encoded data“set (ESEDS)
-actor applications which are even applicable in multi-sector environment.

document does not interfere with existing traceability and identification and au
ms but is able to support interoperations between them by-iritroducing an ESEDS sche

following documents are referred to in the text.in such a way that some or all of t
Fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

2300, Security and resilience — Vocabulary

he purposes of this document, the terms and definitions given in ISO 22300 and the foll
nd IEC maintain terminology databases for use in standardization at the following adq

SO Online browsing-platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

ronically signed encoded data set
DS

strug

processing
d electronic
brfeit goods,

rability and
schemes for

thentication
me.

heir content
applies. For
hts) applies.

bwing apply.

Iresses:

tured data set containing the header, payload, signature and optional auxiliary data b

ock

Note
Note

3.2

1 to entry: The payload type and issuer identity are included in the header.

2 to entry: ESEDS can often be expressed as machine-readable code (3.3).

trust service operator

TSO

legal entity that is the unique owner of the complete electronically signed encoded data set (ESEDS) (3.1)
scheme and fulfils three roles:

— manage the trust service list

— manage the manifest
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the operating governance rules of the ESEDS scheme

machine-readable code

MRC

graphic symbol or electronic device, or a combination of the two, containing a set of signs or letters that
can be interpreted by an acquisition system

Note 1 to entry: Examples of MRC include, but are not limited to, 2D barcodes and radio frequency identification

(RFID) tags.
3.4

trusted ent
TEP
method pro
formatting
(OIAS) able

3.5

trust servig
TSL

list containi
(TSPs) and
signed encod

Note 1 to ent

Note 2 to enti
(3.2).

3.6

trust servig
TSP

legal entitie
several fund

electrof
electrof
time stg

any oth

3.7
back-to-bag
full transfer

ry point

vided and/or certified by the trust service operator (3.2) having support for thetesp
function (RFF) and open for additional object identification and authenticdtion sys
fo resolve without ambiguity any unique identifier (UID)

e list

ng compliant information about the trust service operator (3.2);the trust service prov
the TSP’s certificate authority (CA) authorized to issue gertificates to sign electron
ed data sets (3.2)

Fy: ETSI TS 119 612 sets out what is a compliant TSL.

y: TSLs are extensible using extensible markup language (XML) defined by the trust service opé

e provider

5 participating in an electronically~signed encoded data set (ESEDS) (3.1) scheme prov
tions or trust services such as:

jic certificate

lic signature

mping

b trust serviges related to the ESEDS scheme requirements

k liability
ofltability from the contractor to the subcontractors

onse
tems

iders
cally

rator

iding

3.8
manifest
use case ma

nifest

external resource containing information in an XML format related to each single electronically signed
encoded data set (3.1) use case, its data schema, validation policies and optional extensions

4 Scheme governance document

The fundamental scheme governance document is created by the TSO.

It should be

accepted by all the actors as the reference for the ESEDS scheme governance model.

[t is a scheme in which actors agree to be bound by governance.
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The governance document provides the main principles to describe the essential elements to be present

and 1

isted into the membership contract to participate in the ESEDS scheme.

The objective is to define the roles, responsibilities and obligations of the players in the ESEDS scheme.

5 Recommendations applying to the actors of the ESEDS scheme

The ESEDS scheme, as defined by the TSO, should include five technical specifications (TS) which impact
the participating actors, as follows:

n

[S 1: Technical measures specifying how the TSOs of an ESEDS scheme ensure confi

dence in the

q

The
cyclg

This
usag

r

7
The

TSOs of the ESEDS scheme.

TS 2: Technical measures specifying how the trust service providers (TSBs) gu

onsistency of the service level of the TSPs of the ESEDS scheme.

TS 3: Technical measures specifying how the ESEDS creation systems ensure interopet]
TS 4: Technical measures specifying how the ESEDS verification soft{vare ensures inte

TS 5: Technical measures specifying how the document publisher ensures interoperabi

Drganizational measures

ESEDS scheme, as defined by the TSO, should includeia@’dedicated document that desc}
management process that all the actors and parti¢ipants follow.

document shall be used by all ESEDS schemefactors. It is a key measure to guarantes
e of the ESEDS scheme.
[echnical measures

ESEDS scheme, as defined by the”TSO, may follow other standards or specifications

techpical measures describing«the data organization for the use of an ESEDS or comp

strud

EXAN
acqui

Annsd

8 1
The ]

tures.

1PLE ISO/IEC 20248:2022 or AFNOR XP Z42-105:2019 for the authentication, ver
sition of data carriedby a document or object.

x A gives an example of an ESEDS.

nternal'scheme resources

LSEDS scheme, as defined by the TSO, should include the following internal scheme res

arantee the

ability.
roperability.

lity.

ibes the life

the smooth

that include
arable data

fication and

ources:

— Atrustservice list (TSL) that needs to be publicly reachable and machine-readable. The objective is
that the list of TSPs is publicly available.

— A manifest providing a necessary input and mechanism which allows the scheme applicability
towards different trust services, data presentation and off-line verification.

These two internal scheme resources should be described in two separate technical specifications.
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9 Directories

The ESEDS scheme, as defined by the TSO, should have four different directories that are essential for
the global ESEDS scheme interoperability. The directories should include the following information:

— Directory number 1: List of participants, which allows verification of the validity of the agreements
to join the ESEDS scheme.

— Directory number 2: List of TSPs qualified by the scheme, which allows verification of the validity of
the agreements to join the ESEDS scheme.

— Directorynumber 3: Iist of the ESEDS software creation editors, which allows verification qf the
validity|of the agreements to join the ESEDS scheme.

— Directory number 4: List of ESEDS software verification editors, which allows verification qf the
validity|of the agreements to join the ESEDS scheme.

Annex B gives an example of a visible digital seal (VDS) scheme for each directory.

4 © IS0 2023 - All rights reserved
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(informative)

Example of an ESEDS

A colnmon example of an ESEDS is the VDS. The VDS consists of embedding in a 2D barcode’the essential

information of an object, which can be a document, security label or a security plate;.see

the example

given in Clause A.2 for semiconductors. This information is locked by an electroni¢ signpture of the
hash|of these data, which guarantees the identification of the issuing organization and thq integrity of
the object. The data of the 2D code are electronically signed by the private key ¢orresponding to a public
key placed in an electronic seal certificate X.509. This asymmetrical encryption allows the control of
the signature by all the actors of the supply chain with the public key of the issuing signinjg party. The

deliviery of this electronic certificate is controlled by the TSO who verifies the rights of th
in relation to the document. The signature is performed by the TSR that generates the ele

b VDS issuer
ctronic seal.

The $ignature is verified by any entity via a TEP. If the signatur€ of the data is correct, this indicates
that these data (and only these data) are correct. Such data canbe used as trustful input ddta for a new
application or another use case.

Use dases examples are given in Clauses A.2 to A.7.

A.2 | Use case:

Semiconductors

Figure A.1 shows the structure of an ESEDS«etr semiconductors.

Twotypes of authentication code

Outsidebox

Box, label

=y

INFURUTOPA

Device

7

\

Authentication code for
unique identifier

)

Authentication code for
device

Figure A.1 — General format of an ESEDS for semiconductors

The following example shows the format and content of the authentication codes issued or registered
by a specific authentication body (the equivalent of a TSP in the ESEDS scheme) for devices and unique

identifiers:

a) Identifier: Refer to the following:

NOTE

— ISO/IEC 15418:

The following documents are for the field of semiconductors.

— automatic identification and data capture techniques;

© IS0 2023 - All rights reserved
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GS1 application identifiers and ASC MH10 data identifiers and maintenance;

— ISO/IEC 15434:

automatic identification and data capture techniques;

syntax for high-capacity ADC media;

— ANSIMH10.8.2:

data identifier and application identifier standard.

b) Unique

A.3 Use ¢

Figure A.2 s

Figure A

One method|
and authent
security fea
public or pri

The use of
(including c
to access inf

The followix
system:

— Figure ]
the UID

1 h i | b 1 1l R | - A | Ao 1 -
TUIITDTT . UHIIYUCT LOUT LU DT dIIULALCTU UIl' d PpTLH UHITYUCTIUCTIILITICT UdS1S.

ase: Tax stamp

hows an example of an ESEDS for a tax stamp.

VISIBLE DIGITAL SEAL (VDS) based Tax Stamp

& 1 Authentication Element 1 (source 1)
Authentication Element 1 (source 2)

[
.
Authentication Element N (source N)

i

VXB1HVBXMJAX 221 002 065 01 PL 1CZ

\.2 — Tax stamp sample carrying an ESEDS\in the large DataMatrix code based on

AFNOR XP Z42-105

for establishing interoperability between independently functioning product identific

htion

ication systems, which often eniploy different coding architectures and different types of
tures, is through the use of a VDS, which can be printed on the tax stamp in the fornj of a

vate 2D code.

VDS is recommended by ISO 22381:2018, as a part of a TEP to allow all stakeho
bnsumers) to authenticate a unique identifier (UID) without having to go online, as w
ormation on the,security features used on a particular tax stamp.

1g example explains how a VDS can be used in conjunction with a tax stamp and tracea

Iders
bl as

hility

b shows @ demo stamp carrying two different DataMatrix codes: the smaller code confains

tobe'used for unit level track and trace, and the larger code is the VDS.

— The sm

tter code {3 applied and validated during the product manufacturing process, after

vhich

a list of all validated UIDs are digitally signed by the manufacturer, who must be in possession of a
qualified digital certificate issued by a TSP, and transferred to a data repository.

— The VDS code also contains the UID, as well as the UID issuer’s qualified electronic signature, and
a secure link to information on all security features used on the tax stamp. This enables inspectors
from any member state (in the case of the EU), or even consumers, to check if the UID and other data
are genuine and consistent with the product.

— The data structure is conforming to AFNOR XP Z42-105.

A.4 Use case: Internet of Things (I0T) security and safety conformity certificates

Figure A.3 shows the structure of a VDS for IoT.

6
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Data to be protected

HEADER IoT - MESSAGE SIGNATURE AUXILIARY DATA

Data to be signed

Figure A.3 — Visible digital seal for IoT

-removable

identification markmgs such as engraved codes or security labels, are afflxed to both, the 10T device

and i

With
isab
by th

Such
featy

s outside packaging.

such a global system in place, using a single mobile application (TEP), an inspector fro
e to securely read the VDS data issued by country B, country C or any other:éountry be
e governance body operating given ESEDS scheme.

a VDS also contains information and guidance on (or secure link-tp) the authenticat
res used by each manufacturer/country. In this way, each ‘country is free to u

techmologies and schemes, knowing that the VDS interoperability function is there to assis

who

Inten
an ef
item

are unfamiliar with some of the national schemes.

operability in a trusted environment using a commonTEP for various track and trac
sential systemic security element. This is the condition for efficient early detection
5, avoiding the risk of their acceptance within thessystem.

m country A
ng accepted

ing security
se different
t inspectors

e systems is
of illicit IoT

A.5 | Use case: Access card
Figure A.4 shows the structure of a VDS for digital identity.
HEADER Identity Data - MESSAGE SIGNATURE AUXILIARY DATA
Data to be protected
Datato'be signed
Figure A.4 — General format of visible digital seal for digital identity
Figure A.5.shows the reading sequence for a VDS digital identity basic use case.
P HH =
2 I O o> = FFP 9’&9
| I |'_:__'—',| W U 'r'me
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Figure A.5 — VDS-based card verification with biometric control
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Digital identity is a critical domain where the issuer of the document or of the access must be trusted.
Access control often involves centralized systems to manage the users, their rights and their roles
related to protected zones. The access verification processes are based on personal badges, validated
by unattended systems, as well as control operators to physically control the access of the zone.

Access badges must be personalized and issued by the right authority - which must be verified before
an access validation.

The use of a data structure conforming to AFNOR XP Z42-105 stored in the access badges fulfils all
requirements of the badge authentication. As the required authorization data (personal information as
well as UID) are dlgltally 51gned by the access control system (when the badge is issued) the validation

t 1 L. 1 | 1id 1 el £l £l L.
systems (e ctronteot uuulqu) are-apre-to-vartaate-tne-ot 15111 ate—tne autucuu\,u_y ottt uausc

In this case| ESEDS containing biometric templates (ID picture, fingerprints and/or face recognition
pattern) can be stored as binary data in an access smart-card and/or printed under the form of|a 2D
barcode. When an access control is required, the validation system (TEP) reads the card, verifies the
signature (dlectronic seal) against the trusted certificate of the issuer and proceeds to the biomjetric
verification |of the holder. Exclusively only after this verification, the access control‘@an be granted

A.6 Use ¢ase: ESEDS (VDS) as a know your customer (KYC) authentication seryice
for electrpnic documents on blockchain or distributed ledger technology (DLT)
without cpnnection

The KYC prpcess includes ID card verification, biometric verification and document verification| (e.g.
utility bills jas proof of residency). It must comply with KYC regulations and anti-money laundering
regulations fto limit fraud.

The issuer o¢f the document posts the hash on a blockchain. The blockchain creates a VDS contajning
the hash of the document and a timestamp of its delivery. The VDS is digitally signed by the blockchain.

The user collects the electronic document sent by the issuer and the VDS sent by the blockchain| The
user can verlify that the document sent is the one’stored on the blockchain.

When a client service provider wants to yerify the legitimacy of the document, he or she does notjneed
to connect tp the blockchain. The verification is performed in off-line mode with the document angd the
VDS which quthenticates the hash gecessary for this checking. Figure A.6 shows the complete process
of VDS issudnce and verification for a blockchain referenced document.
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BlockChain

A7

The 4
or by

To is
auth

> User »Client |——

Figure A.6 — ESEDS life cycle including a proof of pre-existence

Use case: Secure payment by direct’debit with an ESEDS (VDS)

ipplication is proposed by the customer’s‘online bank for the payment of invoices recei
post mail. These invoices can also correspond to a payment on e-commerce websites.

sue this VDS, the creditor register's with his or her bank and obtains an electronic seg
brized to issue invoices. The €reditor issues an invoice (paper or electronic; this can b

on which he or she encapsulates, within a VDS, his or her bank identifier (BIC and IBAN)

refer
Usin

q

— Y

ence and the invoice amaoint.

b an online banking-application on his smartphone, the debtor can:

juthenticate the treditor;

rerify the-amount of the invoice;

— initiate-a payment by transfer.

yed by email

1l certificate
e a PDF file)
the invoice

The |

AVOICEC clerecnce OW 1€ Calto O NAMDIZUO [ 1 DEetWeEel nc p 1]

ent and the

invoice. The payment operation is carried out in a sinle click, without having to enter the creditor’s
bank details.

Without VDS, the same device is likely to be attacked by falsified mails containing information referring

to co

unterfeiters’ bank accounts.

This method guarantees the security of transactions while improving ergonomics. Using existing
payment schemes (direct debit or instant direct debit), it is easy to implement in online banking.
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Annex B
(informative)

Example of a visible digital seal scheme for each directory

B.1 General

This annex gives an example of four directories for a VDS scheme that should be established by the|TSO.
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B.2 Directory 1: List of participants

(Name of visible digital seal governance body)
(Nom de 'organisme de gouvernance du cachet électronique visible)

List of participants to the governance body

———of visibledigital seal {tVBS}scheme——

DIRECTORY OF PARTICIPANTS

Country Organization Organization Status Point of
registration name contact
number

Document history

Version Date Modifications Editor
0.1 15/1042021 Template creation Name of editor

Comments to be sent to
Entity name / address / contact
of the governance body

Document classification : Public

© IS0 2023 - All rights reserved
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B.3 Directory 2: List of TSPs of a VDS scheme

(Name of visible digital seal governance body)
(Nom de I'organisme de gouvernance du cachet électronique visible)

12

visible-digitatseat-(¥DSY-sd

List of trust service providers (TSP)

DIRECTORY OF TRUST SERVICE PROVIDERS

Country Organization Organization Status Pointof
registration name contact
number
Document history
Version Date Modifications Editor
0.1 15/10/2021 Template creation Name of editor

Comments to be sent to

Entity name / address / contact
of the governance body

Document classification : Public
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