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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

There is evidence that virtually every type of product fraud has been committed, including counterfeiting
of infant formula, prescription drugs, consumer goods and after-market parts for automobiles, aircraft
and nuclear power plants. A large number of individuals or organized criminal groups are committing
product fraud, with various motivations, such as financial gain, which is threatening global public
health and safety. The public health and safety risks associated with product fraud are diverse and
significant when the products are distributed through legitimate global supply chains. Examples
include lethal amounts of melamine in infant formula, medicines with little or no active ingredients,

aircr

aft replacement parts that fail and substandard electrical cords that catch fire.
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ce in order to find the structural opportunity of a particular crime. Next, specifi¢ ty
lassified according to modus operandi (MO) together with types of criminal intention
, the types of criminal offenders and their behaviours are examined to deté¥mine hoy
ter the crime.

document starts with understanding the external and internal situational context of p
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A beftter understanding and classification of intentions and motives, product fraud ad

n examines the intentions and motives for product fraud, the types of product fraud,
ct fraudsters and strategic countermeasures that can be taken-against product fraud
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fraudsters leads to a better selection of countermeasuresy Product fraud countermeasiires include

profiling product fraud, risk assessment and the selection/implementation of bespoke count
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countermeasures and their effective assessment.

e 1 illustrates how a strategy for product fraud countermeasures and control as
bss starts from an analysis of the situatiopal context of product fraud, moves thrd
ifications of product fraud and fraudsters,‘and results in the selection/implementatiof
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4.5 Profiling and
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Figure 1 — The continual process for a product fraud countermeasures and control strategy
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INTERNATIONAL STANDARD IS0 22380:2018(E)

Security and resilience — Authenticity, integrity and trust
for products and documents — General principles for
product fraud risk and countermeasures

1 Scope

types of product fraud and product fraudsters. It provides guidance on how organizatiens dan establish
stratiegic, business countermeasures to prevent or reduce any harm, tangible or intangible loss and cost
from| such fraudulent attacks in a cost-effective manner.

Thisdocument establishes general principles for an organization to identify the risks relat%d to various

This|document is applicable to all organizations regardless of type, size oraature, whethgr private or
public sector. The guidance can be adapted to the needs, objectives, resources and constraints of the
orgahization.

This|document is intended to promote common understanding in thefield of product-relatgd fraud risk
and its countermeasures.

2 Normative references

The following documents, in whole or in part, are fiormatively referenced in this docunjent and are
indigpensable for its application. For dated references, only the edition cited applies. For undated
referfences, the latest edition of the referenced ddcument (including any amendments) applies.

IS0 42300, Security and resilience — Vocabulary
IS0 31000:2018, Risk management — Guidelines

3 Terms and definitions
For the purposes of this dpeument, the terms and definitions given in ISO 22300 and the follpwing apply.
ISO dnd IEC maintainterminological databases for use in standardization at the following gddresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
produet fraud
wrongful or criminal deception that utilizes material goods for financial or personal gain

Note 1 to entry: Fraud means wrongful or criminal deception intended to result in financial or personal gain that
creates social or economic harm.

Note 2 to entry: Products include electronic media carried on material goods.

Note 3 to entry: Fraud related to digitally transmitted electronic media shall be considered separately.

© ISO 2018 - All rights reserved 1
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4 General principles for product fraud risk and countermeasures

4.1 Evaluation of situational context of product fraud

4.1.1 Con

sidering the product fraud opportunities

The organization should base its fraud control strategies on a proper understanding of the intentions,
motives, nature and types of the fraud and the fraudster.

The organization should consider all of the three elements (fraudster, victim/target and poor

guardianshi
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without a cg

Product fray
there are
countermea
referred to

states that |
be high, as i

The organiz
fraud is alw
products.
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financial fr
in Table 4.

$ufficient rewards from fraud attacks, and there is no or weak-'guardianship

n) acsentialin crimo agccurrence forits hascis of annlied crime nrevention
() rr r

's when a motivated fraudster and suitable target come together in a time and ‘a J
pable guardian present.

hdsters commit fraud crime when they perceive that a specific fraud target’is vulne

sures for deterring, delaying, hindering or stopping their attacks~THe vulnerabilj
hs “fraud opportunity”. This is based on the “rational choice” theary in criminology, W
eople commit crime when they perceive the risk of offending to.be low and the rewar
lustrated in Figure 2.

Product
Fraudsters

Product
Fraud
Opportunity

Poor
Guardianship

Victims/
Targets

Figure 2 — The crime triangle for product fraud opportunity

ation should distifguish between product fraud and financial fraud insofar that prg
hys related to preducts whereas financial fraud is broader and is not necessarily relat

ments @f financial fraud are pressure, opportunity and rationalization. The fraudstg
ud areusually employees, whereas the fraudsters in product fraud are varied, as suggs

lace,

able,

and
ty is
rhich
ds to

duct
ed to

rs in
bsted

4.1.2 Evaluating the product fraud risk

The organization should evaluate the situational context of product fraud. It should understand the
factors that significantly influence the product fraud risk and the effectiveness of countermeasures.

Evaluating the external situational context of product fraud risk includes the following:

marketplaces and the supply chain;

key drivers and trends that have an impact on the particular products and brand-owners;

relationships with, and perceptions and values of, external stakeholders.

the social and cultural, political, legal, regulatory, financial, technological and economic context;

the natural and competitive environment, whether international, national, regional or local

© ISO 2018 - All rights reserved
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Evaluating the internal situational context of product fraud risk includes the following:

4.2
The

governance, organizational structure, roles and accountabilities;
policies, objectives and the strategies that are in place to achieve them;

capabilities, which are understood in terms of resources and knowledge (e.g. capital, time, people,
processes, systems and technologies);

information systems, information flows and decision-making processes (both formal and informal);

relationships with, and perceptions and values of, internal stakeholders;

the organization’s culture;

gtandards, guidelines and models adopted by the stakeholders.

Classification of intention and motive of product fraud
rganization should classify the intentions for product fraud, see Table)1:

dleceptive products are products that are placed into supply chains with the intent to| deceive the
¢onsumer into believing that the product is genuine in everyavay;

on-deceptive products are products that do not try toldeceive the consumer into believing the
Eroducts are genuine by their positioning in the market;whether through the type of reftail outlet in
yhich they are sold (flea markets, etc.), their price (exponentially low) or quality (poor).

Even| if the distributors and sellers of non-deceptive products do not try to deceive the consumer

into
intellectual property rights (IPR) holders.

believing the products are genuine, they arestill product fraudsters because they hdve deceived

Table 1 — Taxenomy of product by intention

Infention of deception Description

Decdptive product

Products.that are placed into supply chains with the intent to deceive the
consuiyier into believing that the product is genuine.

Nonjdeceptive product

Preducts that do not try to deceive the consumer into believing the products are
genuine.

The

rganization sheuld also classify the motives for product fraud, see Table 2:

fecreational;product fraud means fraudulent acts committed for entertainment, amusement, fun or
jlust thrill;

ccasional product fraud means rather passive fraudulent acts that occur infrgquently or
pportunistically;

occupational product fraud means insiders’ fraudulent acts at their place of employment, either as
an individual or with the organization’s knowledge;

professional product fraud means fraudulent acts that fully finance the fraudster’s lifestyle as their
full-time, or almost full-time, job;

activism product fraud means fraudulent acts committed by domestic or international terrorists
who are making an ideological or political statement or intend to economically harm an entity.

© ISO 2018 - All rights reserved 3


https://standardsiso.com/api/?name=afb53235f64ab243f12453a922e5b0e2

IS0 22380:2018(E)

Table 2 — Types of motives for product fraud(13]

Motives

Description

Recreational product fraud

Fraudulent acts for entertainment or amusement.

Occasional product fraud

Fraudulent acts committed infrequently or opportunistically.

Occupational product fraud

Fraudulent acts at a place of employment, either by an individual or with the
organization’s knowledge.

Professional product fraud

Fraudulent acts that fully finance a fraudster’s lifestyle as their job.

Activism product fraud

Individuals or groups who commit fraudulent acts to make an ideological or
political statement or to harm an entity.

4.3 Classjfication of product fraud activities

The organi
see Table 3.

The types o
of property

In each casq
when re-int

[ product fraud listed in Table 3 stretch the traditional definitions of IPR*violations or
theft.

vation should classify the types of product fraud and their potential. consequences,

even

, some component or statement is fraudulent. For example, a stolen product is fraudplent
roduced into the supply chain unless the seller admits it is stelen; if they admit it is stolen, it
is still a crime.

Each case r¢presents a public health and safety risk for the consumer and a benefit for the fraudster.

For examplg
whichisah

Counterfeitq
genuine, buf

Table 3 — Types-of product fraud(14]

, stolen goods that generate revenue for the fraudstermay have spoiled due to mishandling,
balth hazard for the consumer.

rs also use stolen goods to fool suspicious customers by first providing them wijth a
stolen, product before then replenishing orders with fraudulent products.

o Potential
Type Description Examples consequences

To simulate, reproduce-or Counterfeit pressure gauge case

Counterfeitih modify a product op-itspack- |1l Germany!l4]. Human or environmental
J aging without aughorization |(yK insurer links rising electri- harm (safety risks).

(see ISO 12931). cal fault fires to counterfeits[3l].

Application'and implementa-
IPR tion of technical capabilities |WorkmateTM cases of Economic harm to IPR holkers
infringement |coverédyby intellectual unauthorized use of patent. '

property rights.

Adulteration of infant formula Low auality or unsafe
Adulterant- A component of the finished |by melamine in China. Estimat- hmﬂgm ]D}:Ai“n to humah
substance product is fraudulent. ed 300,000 victims including . °1 h
the death of 6 infants(él. orenvironmentatharm.
Alegitimate product but Dangerous, misleading con-
. . : Acetaminophen re-marking old |sumer information leading

Tampering packaging or security ele- : insl7] .

ments are altered chips as new chipslZl. to human or environmental

' harm.
Complete or partial unde- Misleading consumers and
N clared replacement of authen- | Substitution of horsemeat for regulators with posmb!y

Substitution : . : ; g unsafe components or ingre-

tic components or ingredients | beef in the UKI8]. di leadi h

with a substitute ients leading to human or

' environmental harm.
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stolgn goods

and passed off as legitimately
procured.

- Potential
Type Description Examples consequences
[llegitimate product designed | “Knock-offs” of popular prod- Inferior quality leading to
Simulation to look like but not exactly ucts not produced with the same |human or environmental
copy the legitimate product. |product safety assurances[2l. harm.
Shipment of discounted retrovi- ]
ral medicines to central African | Shortages or delays of relllef
Sale or distribution of countries re-sold to northern ~ [Product to needy populations.
Diversion products outside of intended |European countries atnormal |pifficulties in recall of
IIIdr1 }\Utb. lJl iLCD. RC}ICIC lJl Udubt I Cdil Cbt products leadlng tlo human
ed to markets where aid isnot | or environmenta?harm.
required[10],
N P Alegitimate product stolen Stolen products[11] mixed with |Economicloss; logs of control
Distfibution of

legitimate products in an online
shopping cart.

in distribution chdnnel; tax

evasion.

A legitimate product made

Contracted textile/garment
companies producing more

in excess of contractual or than the contracted omount e Economic loss and inability
Overf-run regulatory agreements. an the contracted amoun: 08 o o -4]1 leading t¢ human or
) ) product and selling the over- ; Ih
False reporting of production. | yroduction to environmental hafm.
Undeclared production shift. |-qunterfeitersl12l.
4.4 | Classification of product fraudsters

The
orga

Geographical scale separates product fraudsters into three groups:

Ical fraudsters who commit product\fraud mainly within one local area in a country;

ational fraudsters who manufacture, package and lease fraudulent products and
exhibit, distribute and sell them through supply chains across a country;

international fraudstersrwho act at a transnational level.

organization should classify product fraudsters* by geographic scale and the extent of their
hizational system.

then store,

Tabl¢ 4 describes various'types of product fraudsters by the extent of their organizational $ystem.
Table 4 — Types of product fraudsters[15]
Type Description Characteristics|

Indiyiduals One fraudster Usually has recreational motjves.

Small groups A group of 2 to 3 fraudsters Usually recreational. Not very systematic.
Commercial An organization mql(ing or dicfri]’\nfing prnd- T I

enterprise ucts that infringe IP usimess driven.

Criminal A group of more than 3 fraudsters a_nd organ- Not involved in threats, violence, bribery

. ized/operated in a systematic way like a com- o
enterprise . : or blackmailing.
mercial enterprise

© ISO 2018 - All rights reserved
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Table 4 (continued)

Type

Description Characteristics

Domestic or

nals

transnational
organized crimi-

A group of more than 3 fraudsters and or-
ganized/operated in a systematic way using

: blackmailing.
violence

Usually use threats, violence, bribery or

Activist organiza-

An organization committing product fraud for

Financial gain itself is not the primary

tions its own financial support goal of the fraudsters.
Agents committing theft of trade secrets or eco-
Government of- nomic espionage, or sophisticated counterfeit- | No or poor enforcement by the relevant
fenders ing of branded products under state sponsor-  |[government.
ship or tacit permission
4.5 Profiling and conducting a risk assessment of product fraud
4.5.1 Profiling product fraud

The organiz
fraud behav]

The organiz
product fra
offenders. Tj
stakeholder
precision of

4.5.2 Risk assessment

The risk ass
the frequen
to buy the f|
stakeholder

The organiZ

in a particul

The organiz
consequenc
and consisty
lead to the

the identifig

There are fo

ation should profile the product fraud by integrating the typology.of product fraud mo
iours and fraudsters, as described by Table 5.

ation should identify and analyse the motives and modus operandi of past or exi
id attacks, and the extent of the professionalism, intention and planning of the {
his should be done by collecting relevant data and by the analysis of the matrix, thr
5 such as law enforcement agencies, product protection or loss prevention experts
such profiling is affected by the quantity and quatlity of the available, collected data.

essment should analyse which produets’are affected, their vulnerability to fraud att
Cy of such attacks, the consumer demand (i.e. how much ordinary consumers would
Faudulent products), and the leyel\of economic, reputational damage and loss incurrg
5.

ation should conduct a pragtical and useful risk assessment by analysing what type

ar geographical sphere.

fation should conduct a risk assessment by evaluating the vulnerability, likelihood
ps of risk. The'risk assessment shall be done in accordance with ISO 31000:2018, Clay
of risk identification, risk analysis and evaluation. The result of the risk assessment s}
levelopment of a procedure, methodology and physical tools for the organization to
d risk.

ut-elements for systematic risk analysis and evaluation in risk assessment:

y

what level df fraud offenders are committing with a particular motive against what branded pro

ives,

sting
raud
ough

The

acks,
like
ed by

and
ucts

and
se 6,
jould
treat

frequen

cy of incidents;

consequences from incidents, i.e. the size of the immediate, medium-term and long-term financial,

reputational or psychological impact, and the extent of the potential threat from the stakeholders’
viewpoint (needs, issues, interest);

compared to the level of countermeasures;

geographical locations of incidents.

vulnerability of the product: attractiveness and value (symbolic significance) of attack targets when

The organization should estimate the impact from incidents and classify them in accordance with
Table 6. The organization should quantitatively analyse the amount of economic loss from product
fraud attacks.

6
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Table 5 — Profiling matrix for product fraud[16]

Motive
Type . . . . - .
Increased professionalism, intention, planning
Recreational | Occasional | Occupational | Professional | Activism
Counterfeiting a
IPR
infringement
Adulterant-sub-
stance
i b
Type of Tampering
product Substitution
fraud Simulation
Diversion a
Distribution
of stolen
goods
Over-run
Individual
fraudsters
Type of Slr'r:)::llll s
product group
frapdsters Commercial
enterprise
Ingreased —
systemiza- Criminal b
tion, enterprise
viplence, Organized
intefrnation- criminals
. V' [Activist
opgration o a
organizations
Government
offenders
a Example A: Counterfeit’cigarettes by a known terrorist.
b Example B: Prescfiption cancer drug up-labelling.
NOTE Annex A provides details for Examples A and B, including profiling, risk assessment and countermeasures.
Table 6 — Impacts from product fraud incidents
Immediate impact Medium-term impact Long-term impact

NOTE

Loss of revenue
Loss of core competences
Loss of innovation leadership

Loss of time-to-market
advantages

Brand abuse (piracy)

Unwarranted liability claims

Damage to image

Pressure on prices/profit
margins

Loss of financial control
Chaotic controlling
Loss of market share
Injuries

Cancelled orders

Customer boycotts

Loss of productivity

Loss of procedural competence
Poorer location advantages
Official regulations

Damage claims

Cost of litigation

Recalls

IEC 31010 provides more information regarding various risk assessment techniques that can be used.

© ISO 2018 - All rights reserved
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Arisk matrix can be used for risk rating and for suggesting the corresponding level of countermeasures,
as described in Figure 3.

Impact of successful attack Fraud

risk rate

Risk level

Block Level of countermeasures

Highest priority with the

biggest investment

High priority with big investment

Medium priority with

medinm investment

Low priority with small investment,

Likelihood of successful attack

Lowest priority with n6er.the
smallest investineft

Figure 3 — Risk matrix and the resulting level of countermeasures

A proper product fraud risk assessment enables reasonable decision @naking on investment for
preventative or responsive countermeasures. This in turn enables individdal consumers to make chpices
that reduce|the health and safety risks, organizations to increase sales/and consumer confidence, and
governments to grow the market economy in a proper manner.
A quantitatiyve analysis of the economic loss value, a, from product fraud attacks can be calculated from
Formula (1)

a=b+chd @8]
where

b isthe cost of restoring the violated rights of the legitimate producer (costs of expertise, judi-

cialland administrative expenses);
¢ isthe actual loss of the legitintate producer (consumer confidence reduction, decline in mj3
share, shortfall of royalties and proceeds, increase in advertising costs);
d istheindirectloss (lost profits or lost income).
4.6 Selection and implementation of countermeasures
4.6.1 Approaches and strategies

irket

The organiz

brands c

tian should take countermeasures ngnian prndm‘f fraud for the Fn]lnwing reasons:

individuals can be prevented from being victims of health and safety threats;

an be protected;

consumers’ trust and confidence in the branded products can be secured;

the government and public agencies can protect markets and economy.

The organization should cautiously select countermeasures that are based upon a specific and
systematic quantitative and qualitative risk assessment.

Although different approaches and strategies should be adopted according to the type of fraud attacks
and fraud offenders, overall there are four approaches and four strategies for six stakeholders.

© ISO 2018 - All rights reserved
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The following four approaches should be carried out in a holistic strategy:
a) management approach;

b) technology and communication approach;

c) legislation and regulatory approach;

d) enforcement approach.

The four strategies are described in Table 7.

Table 7 — Four strategies for product fraud countermeasures

Stiategy Definition Example

Detection | Detecting fraudulent products by consumers Product authentication tgol
and stakeholders

Delaly Increasing the resistance time against Sophisticated design against reverske
fraudsters who commit fraud successfully engineering or simulation attacks
Prevlention |Taking proactive measures for consumers Consumer canipaign and education fo prevent
victimizatjon
Deterrence |Investigating and prosecuting product Effectite international criminal justice

fraudsters to punish offenders with certainty, |operation for arresting fraudsters
swiftness and severity

Therf are six stakeholders for product fraud control:

— 1ights holders and brand owners;

— individual users and consumer associations:
:[1usiness and industrial organizations;

— 1elevant government agencies;

— law enforcement agencies;

— Ttelated international organizations.

4.6.] Selecting countermeasures based on ROSI and risk level

The prganizationsheuld select and implement the countermeasures, which are based updn the result
of the product fraud profile and risk assessment. The countermeasures and response shquld be cost-
effective option's for implementation.

Orgahizations, as well as individuals and government agencies, should implement| their own
cou2|?ermeasure options based on the assessment to prevent victimization and deter fraud|attacks.

Decision making on security countermeasure investment should involve evaluating how much potential
loss could be saved by an investment. Therefore, the monetary value of the investment should be
compared with the monetary value of the risk reduction.

The organization may use the concept of a return on security investment (ROSI) calculation, which
combines the quantitative risk assessment and the cost of implementing security countermeasures for
this risk.

NOTE Annex B provides additional information on decision making on security countermeasure
investments.

The selection of specific product fraud countermeasures should be based upon the assessed level
of likelihood and consequences of loss. The fraud risk should be assessed by retaining, avoiding,

© ISO 2018 - All rights reserved 9
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transferring, reducing as shown in Figure 4, and, additionally, by communicating, eliminating,
controlling, dividing, etc.

4.7 Effectiveness assessment of countermeasures

The organization should assess the effectiveness of the implemented countermeasures by evaluating
how much the loss is reduced and how much the ROSI is increased as a result of the investment into the
countermeasures, e.g. security labelling, secure packaging and labour.

The organization should use the information from the evaluation to make an effective and efficient
strategic decision on other risk treatment techniques.

The organization should assess the effectiveness continuously.

High !
. " . |
= Mitigate fraud risk : Avoid fraud risk
E |
2 |
w
2 :
Q | U <. N
: +
%]
S
5 |
= H
S |
o
= :
£ Accept fraud risk | Transfer fraud risk
|
Low l
Low Impact of successful attack High

Figure 4 — Productfraud countermeasure selection based on risk level
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Annex A
(informative)

Examples of profiling, risk assessment and countermeasures

A.1 General

These examples of profiling, risk assessment and the selection of countermeasures are proyided to help

stak¢holders understand and employ the general principles of product fraud countermegsures more

effectively. Table 5 shows the examples (A, B) in the context of the profiling matrixfor product fraud.

A.2 | Example A: Counterfeit cigarettes by a known terrorist

An identified weapons-procurement officer contributes to their terrerist organization’s dperation by

smuggling counterfeit and genuine non-taxed cigarettes into the US and by affixing fake tax stamps.

— Profiling: activism (motive), diversion and counterfeiting (type of fraud), and activist organizations
type of fraudsters).

— Risk assessment: large scale, professional, intentional, planning, violent (potentially), systematic
nd international. The likelihood and consequences’of loss (economic and financial) afe very high
or businesses and government. Therefore, the risk can be rated as “very high”. A mpre detailed
uantitative risk analysis, such as a probabilistic risk analysis, an event tree analysis anfl a fault tree
nalysis, can be carried out during the risk'assessment stage.

— (Countermeasure: market monitoring for both the counterfeit product and the fake talx stamps by

A3
Agr

vials
high

rand owners through ISO 12931,rigorous border check and authentication of smuggl
wift investigation and arrest of\offenders and related organizations by law enforcem
uch as the police or customsynew legislation by government against smuggling; effecti
gnd deterrence through the-adoption of relevant standards such as ISO 16678; consum
ibout avoiding purchasifig smuggled cigarettes in grey markets.

q

Example B: Prescription cancer drug up-labelling

up of local ceiminals have illegally procured a low-dose medical product. They have rq
as a product with a higher dose and have illegally returned them to a pharmacy for
er dose-and higher priced product.

rofiling: professional (motive), tampering (type of fraud), and criminal enterpr

bd products,
ent agencies
ve detection
er education

labelled the
rredit of the

se (type of

A

aud cfmﬁc)

— Risk assessment: professional, intentional, planning, violent (potentially), systematic but not

© ISO 2018 - All rights reserved

international. The likelihood and consequences of loss (economic and financial) are high for
businesses and public agencies. The potential health threat is also high. Therefore, the risk can
be rated as “high”. A more detailed quantitative risk analysis can be carried out during the risk
assessment stage.

Countermeasure: market monitoring for both the fraudulent product by brand owners; swift
law enforcement; effective detection and authentication through the adoption of fake detection
technologies and relevant standards such as ISO 12931 and ISO 16678; consumer publicity and
education about fake drugs.
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