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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preeeds e + e ose—intended i rer—athtenance are
described in the ISO/IEC Dlrectlves Part 1. In partlcular the dlfferent approval criteria‘nieeded for the
diffefrent types of ISO document should be noted. This document was drafted in acdordance with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO diraws attention to the possibility that the implementation of this documient may invplve the use
of (a] patent(s). ISO takes no position concerning the evidence, validity or applicability of pny claimed
patent rights in respect thereof. As of the date of publication of this document, ISO had not received
notide of (a) patent(s) which may be required to implement this docuntenit. However, implejmenters are
cautjoned that this may not represent the latest information, whichXmay be obtained from the patent
database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all

such(patent rights.

Any trade name used in this document is information givenfor the convenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specifi¢ terms and
expressions related to conformity assessment;-as well as information about ISO’s agherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This|document was prepared by Technical'Committee ISO/TC 292, Security and resilience.

Any feedback or questions on this document should be directed to the user’s national standpards body. A
complete listing of these bodies€an be found at www.iso.org/members.html.
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Introduction

A visible digital seal (VDS) is a presentation of a structured data set, often in the form of a machine-
readable code (MRC), used to ensure the authenticity and integrity of key data associated with a
document or object at a relatively low cost and with a high level of security through asymmetrical

cryptography.

Systems based on a VDS format can enable enhanced and interoperable secure track and trace with
related anti-counterfeiting authentication.

possible pre|
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Security and resilience — Authenticity, integrity and trust
for products and documents — Specification and usage of
visible digital seal (VDS) data format for authentication,

verification and acquisition of data carried by a document
or object
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ISO 1

pcope

document defines the conditions necessary for the interoperable deployment 6f visible
s). It describes the structure, possible forms of representation, production process and
bss applicable to VDSs, for any type of document or object to which they relate.

document does not establish requirements for users that issue andverify documents
mplement and deploy VDSs.

document does not apply to detailed response formatting-ftinctions (RFFs). These r¢
unctions are defined by the trust service operator (TSQ))and generally cover functio
e security levels of certificates and governance rules to.be applied to document issue
ce providers (TSPs) intervening in the VDS ecosystehi:

document does not apply to the governance related to the operation of the VDS sche

ded to replace the specifications from Agenceé Nationale des Titres Sécurisés (ANTS)

icherheit in der Informationstechnik (BSIJ~and International Civil Aviation Organiz:
ents.

Normative references

following documents are referred to in the text in such a way that some or all of t
[itutes requirements of-this document. For dated references, only the edition cited
ted references, the latestedition of the referenced document (including any amendme

166-1, Codes for.the’representation of names of countries and their subdivisions — Paf
4533-1, Progesses, data elements and documents in commerce, industry and administra
signatui’e >— Part 1: Profiles for CMS Advanced Electronic Signatures (CAdES)

4533%2, Processes, data elements and documents in commerce, industry and administra

term

digital seals
verification

or for users

bquirements
halities such
s and trust

me. It is not
Bundesamt
ition (ICAO)

heir content
applies. For
hts) applies.

t 1: Country

tion — Long

tion — Long

signature — Part 2: Profiles for XML Advanced Electronic Signatures (XAdES)

IS0 22300, Security and resilience — Vocabulary

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 9834-1, Information technology — Procedures for the operation of object identifier registration
authorities — Part 1: General procedures and top arcs of the international object identifier tree

ISO/IEC 9834-8, Information technology — Procedures for the operation of object identifier registration
authorities — Part 8: Generation of universally unique identifiers (UUIDs) and their use in object identifiers

ISO/IEC 15459-2, Information technology — Automatic identification and data capture techniques —
Unique identification — Part 2: Registration procedures
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ETSI TS 102 853, Electronic Signatures and Infrastructures (ESI); Signature verification procedures and
policies Technical Specification

ETSI TS 119 612, Electronic Signatures and Infrastructures (ESI); Trusted Lists
IETF RFC 3339, Date and Time on the Internet: Timestamps
IETF RFC 3986, Uniform Resource Identifiers

IETF RFC 4387, Internet X.509 Public Key Infrastructure, Operational Protocols: Certificate Store Access
via HTTP

IETF RFC 4648:2006, The Baselb, Base3Z, and Base6Z4 Data Encodings

IETF RFC 5480, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile

NIST FIPS 180-4, Secure Hash Standard (SHS)
NIST FIPS 186-5, Digital Signature Standard (DSS)

PCRE, Perl Qompatible Regular Expressions [online]. Available at: https://www.pcre.org/

3 Terms and definitions
For the purfoses of this document, the terms and definitions given’in ISO 22300 and the following qpply.
ISO and [EC|maintain terminology databases for use in standardization at the following addresses

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Eleqtropedia: available at https://www.electvopedia.org/

31
machine-rgadable code
MRC
graphical symbol or electronic device,of:a combination of the two, containing a set of signs, charagters,
patterns or pignals that can be inteppreted by an acquisition system

Note 1 to entfy: Examples of MRCnelude, but are not limited to, 2D barcodes and radio-frequency identifidation
(RFID) tags.

3.2
electronicdlly signed‘encoded data set
ESEDS
structured dlata set:containing the header, payload, signature and optional auxiliary data block

Note 1 to entfy<The payload type and issuer identity are included in the header.

Note 2 to entry: ESEDS can often be expressed as machine-readable code (3.1).

3.3

visible digital seal

VDS

structured data set, often in the form of a machine-readable code (3.1), containing a payload and its
signature from the issuer

Note 1 to entry: A header identifies the type of payload and the issuer. An optional auxiliary data block may be
added after the signature

Note 2 to entry: VDS specified in this document is one of possible various electronically signed encoded data sets
(3.2).

2 © IS0 2023 - All rights reserved
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3.4

asymmetrical cryptography

encryption/decryption operations performed using a key pair: a private key used by the issuer to sign
documents (3.10) and a public key used to verify the signature

Note 1 to entry: The two keys have an “asymmetric” role, hence the term.

3.5

base36

notation for encoding arbitrary data using a restricted set of symbols made of 36 characters: digits 0 to
9 and letters Ato Z

Note [l to entry: Symbol “Z” has a value of 35

3.6
C40 pncoding
encofing to reduce the number of bytes required to encode a string of characters

Note |l to entry: C40 encoding is explained in ISO/IEC 16022:2006.

3.7
certificate authority
CA
service offered by a trust service provider (3.21) to create, issue;and produce certificates (3.11) on behalf
of users, and ensure the integrity of the electronic identification of signatories

Note |l to entry: The CA signs the certificate (with its own private key) to guarantee the integrity of the certificate
and the accuracy of the data contained in the certificates that’it issues.

3.8
certificate revocation list
CRL
list of certificates (3.11) that have been reéveked by the issuing certificate authority (3.7)

Note |l to entry: The CRL shall be in in accordance with IETF RFC 5280.

3.9
digitfal signature algorithm
DSA
matHematical techniqueaised to validate the authenticity and integrity of a message, softwdre or digital
docujment

Note [l to entry: THese'include, but are not limited to, the RSA and ECDSA algorithms defined in NIST FIPS 186-4.

3.10
document
information and the medium on which it is contained

Note 1 to entry: The medium can be paper or any other substrate, magnetic, electronic or optical computer disc,
photograph or master sample, or a combination thereof.

3.11

certificate

electronic certificate

X.5009 certificate

electronic file attesting that a cryptographic key pair belongs to either a physical or legal person, a
hardware component or a software component as identified in the certificate

Note 1 to entry: Certificates are issued by a certificate authority (CA) (3.7). By signing the certificate, the CA
certifies the association between the key pair with the person, hardware component or software component.
A certificate may be revoked if this association can no longer be established. A certificate is valid for a limited
amount of time.

©1S0 2023 - All rights reserved 3
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operation that consists of applying a mathematical function to create a digital fingerprint on a data
block, transforming the data block into a fixed-size code for authentication and storage purposes

Note 1 to entry: Any change to the original data block results in a change in the hash value.

3.13
manifest

external resource containing information in extensible markup language (XML) format about the visible
digital seal (3.3) use case, its schema (3.18), validation policies and optional extensions

3.14
message pd
binary data

Note 1 to en
Reference [1(

3.15

online cert
OCSP
protocol to ¥

Note 1 to ent
Note 2 to ent

3.16
regular exf
character st

Note 1 to en
specification

3.17
response fd
RFF
function sp
results

3.18
schema
payload dat

3.19
symbology

ck
exchange format used to represent simple data structures and tables

try: The purpose of message pack is to be as compact and simple as possible, It is defin

).

ficate status protocol

Falidate a certificate’s (3.11) status, usually to determine if thé certificate has been rev
'y: OCSP is explained in IETF RFC 6960.

'y: OCSP is an alternative to a certificate revocation list (3.8).
ression

ring that describes, using a specific syntax)a set of allowed strings or characters

try: The regular expression shall conform to the Perl Compatible Regular Expressions (H

rmatting function

bcifying how to formatiand present the output with visible digital seal (3.3) verific

h structure'that allows for data encoding, decoding and verification

description

ed in

bked

CRE)

htion

of-numeric, text or binary data encoding in a machine-readable code (3.1) definin

g the

redundancy, error correction code mechanisms and specifying the quiet zone around the barcode

3.20

trust service operator

TSO

entity that defines the governance structure and technical requirements of the trust service, and
oversees the overall operations

Note 1 to entry: In some industries, the TSO acts as the authentication service body (ASB).

© IS0 2023 - All rights reserved
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3.21

trust service provider

TSP

entity tasked with defining the certificate authority (CA) (3.7) trust framework and governance
structure, offering certificate service(s), operating the CA and ensuring compliance with said
governance

3.22
trusted entry point
TEP
method provided and/or certified by the trust service operator (3.20) having support for the response
formftting junction (3-17), open for additional object identitication and authentication sysgems (OIAS),
and able to resolve without ambiguity any unique identifier (UID)

3.23
trus
TSL
list d
provi
sign

E service list

trust service
tes (3.11) to

ontaining compliant information about the trust service operator (TS0Q)"(3.20), the
ders (TSPs) (3.21) and the TSP’s certificate authority (3.7) authorized to issue certificd
plectronically signed encoded data sets (3.2)

Note|[l to entry: ETSI TS 119 612 sets out what is a compliant TSL.

Note |2 to entry: TSLs are extensible using extensible markup language (XML) defined by the TSO.

3.24
uniform resource identifier
URI

charjcter string that unambiguously identifies a gesource

Note |l to entry: The syntax shall conform to IETF-RFC 3986.

4

A VI
prote
opto
devi

General concepts

S is usually represented in.the form of one or a combination of MRC(s). It contain$ data to be
pcted and the electronic sighature of the data by the document issuer. VDSs are refad using an
plectronic or electronic'device, e.g. a scanner, 2D barcode reader, RFID reader or a combination of
es.

The
of ex

letailed implementation of a VDS is always conditioned by a specific use case. Define
perts, each use/case determines the key data fields to be included in the schema, as

1 by a group
well as the

field
defin
into

verif

constraintS»If required, the use case may also include additional verification policies

ed in TSO extensions to satisfy the business rules for the use case. Use cases are the
a maghine-readable format (secure XML-format manifest file) so that those who j
y the VDSs can interpret and process the information in a standard and deterministi

ind features
h translated
roduce and
c way, while

respecting the rules defined for each use case. The manifest is extensible through XMIl extensions
defined by the TSO, with the aim of enabling a richer set of functionalities, such as additional VDS
verification policies (e.g. authorized symbologies, signer’s legitimacy, validity period), the RFF and
post-verification business rules.

Many steps have been taken to minimize the amount of space used by the data carrier and to maximize
the amount of space that can be used for data. As such, the VDS does not contain the certificate used
for the signature or the definition of the use case; rather, the VDS contains identifiers allowing for their
retrieval (see 5.3.2). The VDS payload and signature are also structured to minimize size.

To ensure the reliability of the service, verification of the different elements of the VDS and the chain of
trust is essential. Therefore, verification is a normative component to this specification (see Clause 7).
Each element supporting the VDS is protected and signed by the TSO to ensure its trustworthiness.
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In this document, in order to unambiguously differentiate hexadecimal numbers from others, a prefixed
notation “0x” is used.

5 Structures and resources

5.1 General

All URI and endpoints shall be in lower case.

5.2 Trus

service list and extensions

5.2.1 Gen

The TSL sh4
optional, an
enable trust

5.2.2 Ext{

The operati
in ETSITS 1

URItol

CA refe
URItol

These shall

5.2.3 TSO

The TSO shd
IAC code sh{

5.2.4 TSO

The VDS hed
to the manif

The manifed
extensions

/TrustServi]

eral

1l conform to ETSI TS 119 612, with the exception of the field <SchemeTerritery> wh
d include information regarding the TSO and authorized TSP’s certificate authority (C
ed service operation.

pnsions

bn of a VDS trust service requires adding the following threelattributes that are not de
19 612:

bcate manifests;
rence for each TSP Service;
bcate signing certificates for each CA.

be defined through extensions.

identity

1l be identified in accordance with ISO/IEC 15459-2 by an Issuing Agency Code (IAC),
11l be used to locate the TSk:

manifest location

ider includes a réference to the manifest. To locate the manifest, the TSL shall include §
est directory

t directory URI is defined by the extension attribute <VDSManifestResource> in the scl
f the TSk Gsing the following xPath:

ceSbatusList/SchemeInformation/SchemeExtensions/Extension/

chis
A) to

fined

This

h URI

neme

vdsext : VDSN

[and festResource

The manifest URI is a concatenation of the manifest directory URI and the manifest ID (in hexadecimal
format, always in lower case letters). An example to retrieve manifest 0x89AB01 with the
<VDSManifestResource> extension value is as follows:

“https://manifest.otentik.codes”:
https://manifest.otentik.codes/89ab01.xml

5.2.5 CAreference

The CA reference is a four-character string included in the VDS header to locate the signing certificate
and to ensure the CA validity in the TSL. It is composed of:

CA issuing country (ISO 3166-1 AlphaZ2), in upper case letters;

© IS0 2023 - All rights reserved
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— CAidentifier: two digits assigned by the TSO.

The CA reference is defined by the extension attribute <VDSAuthorityID> in the TSLs service
information extensions using the following xPath:

/TrustServiceStatusList/TrustServiceProviderList/TrustServiceProvider/TSPInformation/
ServiceInformationExtensions/Extension/vdsext:VDSAuthorityID

5.2.6 Public certificate directory

The VDS header includes a reference to the signing certificate. To locate the certificate, the TSL shall
include, for each CA 2 IIRI to the certificate directory. The TSP’s CA identifier shonld he present in the

URI.

The fertificate endpoint is defined by the attribute <VDSCertResource> in the seryice [information
extensions of the TSL using the following syntax:

/TruptServiceStatusList/TrustServiceProviderList/TrustServiceProvidéz /

TSPServices/TSPService/ServiceInformation/ServiceInformationExtensions/Extensiorn/
vdsekt:VDSCertResource

The gertificate URI is a concatenation of the certificate endpoint and the certificate refergnce number
(in bpse36 format). This URI format shall conform to IETF RFC 4387-An example to retrieve certificate
“O9HZ” issued by a CA that is assigned the identifier “FR01” andythe <VDSCertResource> o “https://
trusf.otentik.codes/fr01” is as follows:

hitps://trust.otentik.codes/fr01/0%hz.cer
5.2.7 XML security
To enjsure its integrity, the TSL shall be electronically signed by the TSO in accordance with|[SO 14533-1

CAdES or ISO 14533-2 XAdES-B format. The LSO may detail the required parameters and characteristics
of the signature.

5.2.8§ Example and verification
See Annex B for a TSL example:

The T'SL shall include a xsiischemaLocation directive to facilitate automated XML validatiion (see the
exanpple in Annex D).

5.3 | Manifest

5.3.1 General

The manifest is a machine-readable definition of a use case. It contains various sections: use case
i i i i he VDS header includes a

5.3.2 Information section

This section links the machine-readable manifest identifier to a human-readable use case name and
description. The list of attributes and their description is given in Table 1.

©1S0 2023 - All rights reserved 7
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Table 1 — Information section attributes

Attribute Description

Id Use case identifier (six hexadecimal characters).
Corresponds to the manifest ID field in the VDS header.

Version Use case version (informative only). Allows for non-breaking changes in the
data schema, such as changes in the name or description of the use case, or
non-breaking changes to extension information.

Name Use case name. Multilingual.

Description Use case description. Multilingual.

An example

<?xml vers]
<Manifest
codes/ htty
<Id>89ABR
<Version
<Name>
<Value
<Value
</Name>
<Descript
<Value
<Value
</Descrif

;}Manifest
5.3.3 Sch

This sectioq]
auxiliary da|
and verifica

The default

other encodjing formats. When using MessagePack encoding, the VDS Payload and AuxData data

be encoded
description

[ta sections as well as the field validatien rules. The schema is used both for VDS produ

is given in Table 2.

of the information section is as follows:

on="1.0" encoding="utf-8"7?>
s://otentik.codes/schemas/otentik-baseline-manifest-v1l.xsd">
1</1d>

1</Version>

xml:lang="en">Use Case Name</Value>
xml:lang="fr">Nom du cas d’usage</Value>

ion>

xml:lang="en">Use case description</Value>
xml:lang="fr">Description du cas d'usage</Valuex
tion>

Pma section
defines, for a specific use case, the stfuicture of the information in the VDS payload
Fion.

Payload and AuxData encoding format is MessagePack. The TSO may define suppo}

in the same order as the¢“manifest’s schema definition. The list of attributes and

Table 2 — Schema section attributes

fersion="1" xmlns="https://otentik.codes/" xsi:schemalocation="httpst//otent|

and

ction

t for

shall
their

Attribute

Description

Payload

Defines.the data structures, whether optional or mandatory, that will be signed. The optional
parameter encoding is used for formats other than MessagePack (CBOR, JSON, TLV or any ot

eg\<Payload encoding="cbor">)

her),

AuxData

Défines the data structuresthat arenotbe clonnr‘ The nnvlllqrv data sectionis nnhnnn] and

the same XML structure and encoding prlnc1ples as the payload

uses

Types

Defines custom field types to be referenced by objects and object arrays.

The schema can define data types and constraints, such as permitted characters and minimum/
maximum lengths or values. The schema supports typical data fields as well as objects and data arrays.

When a TSO authorizes a specific data structure, it shall include the ability to decode that data structure
in the TEP reader application.

An example

<Schema>
<Payload>
<Fields

of the schema section is as follows:

>
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<String name="stringSimple"/>
<String name="stringC40">
<StringConstraints>

<Nillable/>

<Pattern>[A-70-9]</Pattern>
<Encoding>C40</Encoding>
</StringConstraints>

</String>

<Integer name="intExample">
<IntegerConstraints>

<Nillable/>
<Min>1</Min>

<Max>9999</Max>

Tt lal +

IS0 22376:2023(E)

</
<T

</
</Sc

See /

</Integer>

<Nillable/>

</Object>
/Fields>
Payload>
ypes>

<Fields>

<Nillable/>

</String>

<Nillable/>

</Date>
</Fields>
/Type>
[vpes>
hema>

=+ ASACES + e =

Type name="objectl">

<Object name="objectExample" type="objectl">
<ObjectConstraints>

</ObjectConstraints>

<String name="string">
<StringConstraints>

<Pattern>[A-Za-z]</Pattern>
</StringConstraints>

<Date name="date">
<DateConstraints>

<From>2000-01-01</From>
</DateConstraints>

innex C for more detailed'‘examples.

The manifest uses commonfield types, as well as objects, arrays and C40-encoded strings (see Table 3).

NOTH

set) and is availablefor’any symbology.

Table 3 — Schema parameters and related constraints

String encoding generally reduces the data size of the encoded string (albeit with a reduged character

Schema

parameters

Optional parameter constraints

©ISO

Integer

<IntegerConstraints>
Nillable: the field is optional
Min: minimum value of the integer

Max: maximum value of the integer

Boolean

<BooleanConstraints>

Nillable: the field is optional

Float

<FloatConstraints>
Nillable: the field is optional
Min: minimum value of the float

Max: maximum value of the float

2023 - All rights reserved
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Table 3 (continued)

Schema Optional parameter constraints
parameters
String <StringConstraints>

Nillable: the field is optional
MinLength: minimum number of characters
MaxLength: maximum number of characters

Pattern: regular expression in accordance with Perl Compatible
Regular Expressions (PCRE) defining the accepted charactersin the

string

Encoding: alternative encoding type if the default UTF-8 isn’t
adequate. Only value C40 is accepted.

Bifary <BinaryConstraints>
Nillable: the field is optional
MinLength: minimum number of bytes

MaxLength: maximum number of bytes

Timestamp <TimestampConstraints>

Nillable: the field is optional

Date Encodes the number of days (positive orhegative) between a date and
areference date.

<DateConstraints>
Nillable: the field is optional

From: reference date using.the format YYYY-MM-DD. Default reference
date is 1900-01-01

NotBefore: minimumwalid date

NotAfter: maximum valid date

Object <ObjectConstraints>
Nillablé: the field is optional

Objeets.are defined in a custom type, and are encoded as an array of
fixed-size, using one entry of the array for each field defined in the
custom type.

InfegerArray <ArrayConstraints>
BopleanArray Nillable: the array is optional
FlpatArray MinSize: minimum array size
StrinGArray MaxSize: maximum array size
Bi ESES D Inaddition tathe Arrﬂv(‘nnchﬂalnfc arravc should have constraints

, that correspond to the f1eld type in the array (Integer, Boolean, Float,
TimestampArray

etc)

DateArray
ObjectArray

5.3.4 Extensions section

The manifest’s XML shall be structured to allow extensions through the /Manifest/Extensions
attribute.

10 © IS0 2023 - All rights reserved
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5.3.5 XML security

To ensure its integrity, the manifest shall be electronically signed by the TSO in accordance with
ISO 14533-1 CAdES or ISO 14533-2 XAdES-B format. TSO may detail the required parameters and
characteristics of the signature.

5.3.6 Example and verification
See Annex C for an example of a manifest.

For automatic verification, the manifest shall include the xsi:schemaLocation directive. See the example
in Armmex Eformoredetaits:

5.4 | Manifest extensions

5.4.1 General

The [SO is responsible to define the default validation policies in accordance with ETSI [TS 102 853.
Somg¢ policies can be added or overridden by a use case and defined in the manifest.

5.4.2 Policies extension

The policies extension is defined as follows:
<Extgnsion xsi:type="ext:PoliciesExtension">
</Ex Fension>

5.4.3 Authorized usage policy

The TSO shall put in place the policy, ensuring that the signing certificate is legitimately afithorized to
sign p VDS for a specific use case.

Thispolicy is tagged Authorized Usage:

When this policy is defined, VDS verification shall fail if the universally unique identjfier (UUID)
defined in the manifest is not.listed in the signing certificate’s usage list extension identified by the
object identifier (OID) (see 5:6.2 for more details). The UUID shall be 128-bit long, in accordance with
ISO/1EC 9834-8.

<extfAuthorizedUsage>
<ekt:01d>1.3.641J4.1.51528.1.1</ext:0id>
<ekt:uuid>57c¥9delcbe74605ba74deb773£97042</ext :uuid>
</exf:Authorizé€dUsage>

NOTH Additional extensions that can be defined and specified by the TSO are outside the [scope of this
document:

5.5 VDS

5.5.1 General

A VDS is a data structure that may be preceded by ISO/IEC 15459-2 IAC code and is composed of up to
four blocks of data delivered by the data carrier reader to the TEP. The functional structure of a VDS

©1S0 2023 - All rights reserved 11
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is given in Figure 1. Received data are organized or reorganized via the mechanisms included in the
manifest resulting in the order shown in Table 4.

NOTE The role of the ISO/IEC 15459-2 IAC prefix is to enable common readers and application programming
interfaces (APIs) to recognize the TSO exploiting the VDS scheme carried by ISO-standardized MRCs including,
but not limited to, RFID, QR-code, data matrix and Han Xin. Since the ISO/IEC 15459-2 IAC prefix is mandatory
in the VDS header, the VDS implementations within URIs and private data carriers can be optimized for VDS-
dedicated readers and APIs. In such a case, there is no need to precede the VDS with the IAC code because once
VDS blocks are decoded, the data can be reorganized by the RFF (via manifest) as data in accordance with
ISO/IEC 15459-2.

Header Payload Signature Auxiliary data

| Data to be signed I

Figure 1 — General format of a visible digital seal

Table 4 — Data blocks in VDS structure

Attribute Description
Headefr The header provides the information requiredto decode and verify the VDS.
Paylopd The payload contains the data specific toyeach VDS, whether mandatory or

optional. The size of this block is variable. The header and payload are together
referred to as the “Data”.

Signajture The signature is used to verify the’integrity of the two parts mentioned above
(the header and the payload)-and to identify/authenticate the issuer of the
document onto which the-VDS is placed. The signature is computed using the
header and payload. See 5:5.5 for calculation details.

AuxDalta The auxiliary data ¢entains additional information about the document that is
not signed upon.V.DS creation. The auxiliary data section is optional. It applies the
same encoding principles as the payload.

5.5.2 Binary encoding

The MRC shjpuld be encoded using a format that optimizes code size and readability for a specifif use
case, keepirjg in mind, that not all MRC readers support Base256 (binary). Other encoding methods
should include Base32/and Base45. The TSO may define an extension in the manifest to restrict the|type
of encoding fallowed.

To ensure ¢ nfnrmify ta IQOI/IF'(' 15459-2 the JAC prpfiY shall not be encoded

If needed, a VDS shall be padded with binary zeros to accommodate encoding methods that do not
support padding. When encoding in Base32, the alphabet used shall be the standard alphabet as defined
in IETF RFC 4648:2006, section 6. However, since some symbologies cannot efficiently store the “=”
(EQUAL) character (the padding character defined in IETF RFC 4648), the “+” (PLUS) character shall
also be an accepted padding character.

5.5.3 Header section

The header provides the information required to decode and verify the VDS. All binary fields are using
Big Endian convention. The header structure and description shall be as shown in Table 5.

12 © IS0 2023 - All rights reserved
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Table 5 — Header information

Pos Bytes Description Example
0x00 1 VDS marker with the hard-coded value 0xDE 0xDE
0x01 1 Payload length field type (bits 7 to 6) 0x03

01: uint8 — header’s payload length is 8 bits
00: uint1l6 — header’s payload length is 16 bits
10: uint32 — header’s payload length is 32 bits

11: reserved

Reserved bits (bits 5 to 4)
Shall be 00

VDS version ID (bits 3 to 0)

Currently at version 3

NOTE Bit 7 is the most significant bit.

0xp2 2 ISO/IEC 15459-2 Issuing Agency Code (IAC)
(three C40-encoding characters)

The IAC code shall be filled with ASCII [0] until it reaghes a length of
three characters.

“XX

0xp4 6 Certificate reference (nine C40-encoded characters)

CA reference (four characters)

— CA issuing country (ISO 31661 Alpha2) - two upper case|“FR99”
characters [A-Z]

— CAidentifier - two digits'{0-9]

Certificate identifier (four upper case characters) “09H%”
— four characters‘in-base36 [0-9][A-Z]
Reserved (one C40 character) “0”
Always ASCII 0 (C40 code 4)
0xpA 3 Manifest ID. 0x894B01
0xpD 4 Timestamp.of the VDS signature Date:|Aug 22 2017
08:00:00 UTC
Unsigned 32-bit Unix timestamp as defined in [IETF RFC 3339
EXAMPLE Aug 22 2017 08:00:00 GMT+0000 ggé’;g%sggmp:
Headgr value:
0x599BE480
Ox|L1 1,2 Payload length 0x0044

or4

The payload length is encoded according to the field Payload length
field type, and has the following size:

— 1 byte (uint 8 - lengths of up to 255 bytes)
— 2 bytes (uint 16 - lengths of up to 64 kB)
— 4 bytes (uint 32 - lengths of up to 4 GB)

Default encoding size should be 2 bytes.

©1S0 2023 - All rights reserved 13
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For example, using the data in the table above, the header would be as follows.

VDS marker

Payload length field type and VDS version
[AC identifier (“XXX” in C40)

Certificate reference (“FR9909HZ0” in C40)

Manifest ID

Signature date and time

Payload Length

DE

03
ED2E
TBA651EE895D

89ABO1
599BE480

Header (19 pytes)

0xDEO3ED2E7BA651EE895D89AB01599BE4800044

5.5.4 Payload section

To minimize the data size, the data schema is defined in the manifest and referenced through the
header. Datg encoded in the payload section can be of any format supported by the TSO and indicat

the manifest.

Table 6 gives an example of data encoded using the message pack format. The official sour

information|pertaining to this format is given in Reference [10].

Table 6 — Schema parameters and corresponding message pack format family

VDS
ed in

re of

Schema Messagepack
parameters formrat' family
Integer nil, int
Boolean nil, (bdol
Float nik, float
String nil, string
Binary nil, binary
Timestamp nil, uint322
Date nil, int
Object nil, array
IntegepArray nil, array
BoolednArray
EloatArray
StringArray
BinaryArray
TimestampArray
DateArray
ObjectArray

a2 To optimize encoding size, timestamp fields use uint32
(4 bytes) instead of MessagePack’s Timestamp32 format

(6 bytes).

All defined fields in the schema are mandatory, unless they have the nil1able constraint. In this case,
the field becomes optional and shall be encoded as n11 if not used.

Due to UTF-8 encoding, the number of encoded bytes in the payload may exceed the maximum number
of characters allowed in the string.

NOTE

C40 encoding generally minimizes the number of bytes needed to encode a string. However, the

number of bytes required for encoding can sometimes exceed the size of the string, especially when the latter is
composed of several lower case characters.

14
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Some examples of payload message pack encoding using fields defined in the manifest are as shown in
Table 7.

Table 7 — Message pack encoding examples based on manifest’s field definition

Field definition in payload section

of manifest

Field encoding in message pack

<String name="stringSimple"/>

Value to encode: Evaluation
Message pack format: fixstrll (0xAB)
Data value: 0xC38976616C756174696F6E

NOTE Message pack encodes strings using UTF§
letter “E” is encoded in 2 bytes (0xC389).

As such, the

<Stqy

ing name="stringC40">
tringConstraints>
<Nillable/>
<Pattern>[A-Z0-9]</Pattern>

<Encoding>C40</Encoding>

Value to encode: A1B2C3D4E5F6
Message pack format: fixstr18 (0xA8)
Data value: 0x585828086B933B43

<]

<

</1In

ntegerConstraints>
<Nillable/>
<Min>1</Min>
<Max>9999</Max>
IntegerConstraints>

teger>

</AStringConstraints>
</Syring>
< Irffteger name="intExample"> Value to encode: 200

Message pack format: uint8 (0xCC)

Data value: 0xC8

See /

NOTH
strin

Mess
uint]
enco

5.5.5
The 1

innex C for more examples.

Signature section

An empty string (fixstr0) is not the same as NIL. An empty string (fixstr0) defines
b. NIL refers to an optional string that is not used in a VDS.

age pack allowsthe€ncoding of the decimal value “23” using either fixint, int8, int16,
6 or uint32. However, even though all these are valid numeral formats to store the va
Her should optimize and aim for the most efficient data size.

ighature data are in raw format (r|s), not in ASN.1 DER format.

0-character

nt32, uint8,
lue “23,” the

The certificate defines the digital signature algorithm (DSA) used and incidentally the signature size,
which is typically based on the signature’s expected life span. The hashing algorithm, whose robustness
should also correlate to the signature’s expected life span, shall be as stated in Table 8.

©ISO
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Table 8 — Hashing algorithm and signature size

The hash c4d
following tw

calculaf

calculat

This two-st
signature s¢g

NOTE
payload secti

5.5.6 Auxjliary data section

The auxiliar
However, dd
anti-counte]
about the pr

This section
of the headd

5.5.7 Exa

See Annex (

An extension defined in the manifest can require“external payload data, not present in the

Digital Hashing algorithm Signature size
signature (bytes)
algorithm
ECC P-192 SHA-224 48
ECC P-224 SHA-224 56
ECC P-256 SHA-256 64
ECC P-384 SHA-256 96
ECCP-521 SHA-512 132
RSA-1024 SHA-256 128
RSA-2048 SHA-256 256
RSA-3072 SHA-512 384
RSA-4096 SHA-512 512

Other Defined by TSO Defined by TSO

Iculation for the signature shall be performed in accordance witlCNIST FIPS 180-4 i
fo-step hash calculation:

e the payload hash and append it to the header;
e the hash of (header + payload’s hash).
ep approach improves privacy and security: a trusted party (or a TSP) can provide 3

rvice without having access to sensitive data contained in the payload.

on, to be included in the hash calculation.

y data and the payload sections use the same schema description, encoding and validz
ta in the auxiliary data section’is not signed. This section is mainly used in the contg
'feiting and anti-fraud, where at the time of the generation of the VDS some inform
oduction process cannot be known.

can also be used as-anecessary secret/encrypted data enabling the implicit authentic
r/payload or authentication of the object related to the payload.

mple

for abyte-level example of an encoded VDS.

h the

VDS

VDS

tion.
xt of
htion

htion

gcertificate

5.6 Signit

coeItIrrocert

i =]

5.6.1 General

The signing certificate is referenced by the CA reference and the certificate ID. Access to the certificate
is done using a URI. The URI is a concatenation of the CA’s directory URI (defined in 5.2.6), the CA
reference and the certificate ID. For example:

https://vds.certifio.com/certificates/ca0l1/0%z.cer

The published certificate shall not include the private key and shall conform to Canonical Encoding

Rules (CER)

16

in accordance with ISO/IEC 8825-1.
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To ensure that all VDSs issued are properly validated, a certificate reference shall not be reused with a
different signing certificate or with a different public/private key pair. In addition, the signing certificate
shall conform to the TSO’s digital signature service in accordance with NIST FIPS 186-5 (DSS) policies.

The signing certificate may support X.509 extensions defined by the TSO to support specific policies.
The X509 extensions shall be identified by ISO/IEC 9834-1-compliant OIDs.

5.6.2 Usage list extensions

The usage list extension is a X.509 extension which contains the list of UUIDs used to verify that the
certificate is legitimately authorized to sign a VDS for a specific use case (see 5.4.1 for more details).

The list is DER encoded as defined by the following ASN.1 specification:
UUIDf := OCTET STRING
-- contains the DER encoded UUID (128-bit long) as defined in theyISO 9§
UsaggList::= SEQUENCE {
ofd OBJECT IDENTIFIER

upids SET OF UUID

VDSq can be produced using the following process:

— ¢ncoding of data in the payload section in aceordance with the requirements spec

This

-- OID defined by the TSO

Production process

selection of a use case and relevant data;

manifest;

¢reation of a header;

gigning of the VDS;

3dppending of auxiliary data (optienial);

eéncoding of the VDS data block (optional, see 5.5.2 for more details);
prepending the ISO/IEC 15459-2 IAC code;

3ffixing the VDS on the object or document.

process requires the following inputs:

TSL;

¢urrentdate and time;

manifﬂcf;
payload data;
auxiliary data (optional);

certificate from the issuer (and credentials for signing).

© IS0 2023 - All rights reserved
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7 Verification process

7.1 Gener

al concepts

If a TEP cannot interpret a statement defined in the manifest or strictly comply with it, the verification
shall fail. This applies to statements within this specification and to extensions defined by other parties,

most notably

the TSO.

If verification fails, the data contained in the VDS shall not be shown to the user or used in an automated

process.

Every signa
otherwise b

7.2 Acqu

A VDS can |
(including, 1

an RFID tag).

The VDS stn
into the fun

7.3 Head

The raw dat

fure verification shall be completed 1n accordance with ETSI TS 102 653, unless speg
y the TSO.

jsition of VDS data
pe applied on documents, objects or an electronic data set, generally n/the form of

ut not limited to, a printed 2D barcode, a 2D barcode in the form ofan €lectronic ima

uctured data set is acquired by reading and interpreting one ot)more MRCs and convy{
ctional VDS data blocks: header, payload, signature and (optignal) auxiliary data.

ler structure analysis

@ are analysed and converted to Base256 if necessary. If the header does not conform 4

header defiped in 5.4 (including, but not limited to, the VDS*marker byte 0xDE, the reserved bit;

the VDS ver

Verification
(UTCQ).

TheIACint
7.4 Refer

741 Ge

To verify a
local verific
and are still

sion ID 0x3), the verification shall fail.

shall also fail if the VDS timestamp is after the current time, in coordinated universal

he header shall match the [AC prieceding the VDS data blocks.

ence retrieval and verification

eral

'JIDS, multiple extérnal resources shall be retrieved and verified. It is possible to perfa

htion (also called an “offline verification”) if the references are already cached on thd
valid at th&time of verification, according to the policies defined in the manifest and b

ified

MRC

Be or

brted

o the
and

time

rm a
TEP
y the

TSO.

7.4.2 TSL

The IAC may be used to locate the TSL.

The TSL shall conform to ETSI TS 119 612, with the exception of the field <SchemeTerritory>, which is
optional. The TSL shall also conform to the specifications defined in 5.2 and with the TSL XSD (XML
schema definition) published by the TSO. It shall carry a valid CAdES or XAdES-B signature from the
TSO and the TSO’s signature certificate shall be valid. The signature shall conform to the TSO’s required
parameters and characteristics.

An example of TSL XSD is given in Annex D.

The CA reference present in the VDS header shall match the extension attribute <VDSAuthorityID> of
a TSP’s CA defined in the TSL. The CA shall have been valid at the time defined in the timestamp of the
VDS header, with the attribute ServiceStatus set to “granted” in the TSL at that time (e.g. https://uri.etsi
.org/TrstSvc/TrustedList/Svcstatus/granted).
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In the event the TSO does not specify a TSL extensions for a historical ServiceStatus list, the CA shall
currently be valid in the TSL, and the <StatusStartingTime> shall be prior to the timestamp in the VDS
header.

7.4.3

Manifest

The manifest shall conform to the specifications defined in 5.3 and with the manifest XSD published
by the TSO. It shall carry a valid CAdES or XAdES-B signature from the TSO and the TSO’s signature
certificate shall also be valid. The signature shall conform to the TSO’s required parameters and
characteristics.

The

7.4.4

The
acco]
with
ETSI
onlin
and 4

The s
inth
even
time

7.5
Verif

7.6
Verif

7.7

Verif
using

7.8

An e];ample of manifest X5D 1s given In Annex k.

anifest ID in the XML file retrieved shall match the manifest ID in the VDS header,

Signing certificate and certificate revocation list

signing certificate shall be signed by the CA’s public certificate listed in the T
‘dance with ETSI TS 102 853, and conform to the TSO’s digital signature service in|
NIST FIPS 186-5 (DSS) policies. Some of those policies, and well as-some validation p3
TS 102 853, can be superseded by TSO-defined extensions, including, but not limited t
e certificate status protocol (OCSP) response validity periodythe assessment of the sig
he URI to determine the certificate’s revocation status.

igning certificate’s validation shall use the time of signature present in the timestamp
e VDS header. However, since the timestamp in the ¥ DS header cannot be considered rq
E the certificate is revoked or expired, a secondwalidity test shall be performed using
as the time of signature, unless an extension.indicates otherwise.

Payload processing

y that the payload data conform to.the field constraints defined in the manifest.

Extensions processing

y conformance with each gxtension listed in the XML manifest in 7.4, if applicable.

Signature verification

y that the signature present in the VDS is valid, based on the specifications defined
b the signirig-certificate retrieved in 7.4.4.

Dodument data presentation

SL, valid in
accordance
rameters in
,the CRL or
nature time

field defined
liable in the
the present

in 5.5.5 and

If al

verifications are successful present the information to the user or the automated system,

strictly respecting an RFF(s) as defined in the manifest or by the TSO. When appropriate, present the
information adapted to the user’s language and guidelines established by the experts that have defined
a given use case.
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Annex A

(informative)

VDS encoding example

Tables A.1 to A.4 give a byte-level example of a VDS, based on the manifest documented in Annex C.

Table A.1 — VDS header section

Pos | Bytd Description Data encoding
0 1 VDS marker OxDE
1 1 Payload length field type = uint16, version ID = 3 0x03
2 IAC ref="XXX" OxED2E
6 Certificate ref: CA ref="FR99”, Cert ID="“09HZ” 0x7BA6ELEE895D
10 3 Manifest ID = 0x89AB01 0x89ABU1
13 4 Timestamp = 2019-07-14 00:00:00 UTC 0&bD2A7080
17 2 Payload length 0%0058
Table A.2 — Payload section (message pack encoding)
Pos | Bytes Field name Value msgpack v'Format Data
format\"® | encoding encoding
19 12 stringSimple? Evaluation fixstr1l 0xAB |0xC38976616C756174696F61
31 | 13 stringPattern A1b2C3d4E5f6 | Yixstr12 0xAC |0x413162324333643445356436
44 3 stringPattern2 en fixstr2 0xA2Z |0x656E
47 9 stringC40 A1B2C3D4E5F6 | fixstr8 0xA8 |0x585828086B933B43
56 1 stringNil n.d. nil 0xCO
stringArray
57 1 Example fixarray2 0x92
58 7 [0] A1b2C3 fixstré 0xA6 |0x413162324333
65 5 [1] d4E5 fixstr4 0xA4 |0x64344535
70 2 intExamiple 200 uint8 0xCC |oxcs
72 2 dateExample 2019-09-10 uintl6 0xCD |0xFC
74 1 objectExample fixarray2 0x92
75 11 string Evaluation fixstr10 0xAA |0x4576616C756174696F6E
86 1 bool TRUE Bool-True 0xC3
objectArray
87 1 Example fixarray3 0x93
88 1 [0] fixarray2 0x92
89 6 string aBcDe fixstr5 0xA5 |0x6142634465
95 3 date 2019-09-10 uint16 0xCD |0x1c18
98 1 [1] fixarray2 0x92
99 1 string n.d. nil 0xCO
100 1 date n.d. nil 0xCO0
101 1 [2] fixarray2 0x92

3 The field “stringSimple” has the character “E” encoded in UTF-8 in 2 bytes. The length of the encoded string reflects the
actual length in bytes.
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Table A.2 (continued)

IS0 22376:2023(E)

Pos | Bytes Field name Value msgpack | Format Data
format |encoding encoding
102 4 string aBc fixarray3 0xA3 |0x614263
fix-
106 1 date 1999-12-31 numNegl O0xFF

a  The field “stringSimple” has the character “E” encoded in UTF-8 in 2 bytes. The length of the encoded string reflects the

actual length in bytes.

Table A3 — Qignahlrp section (raw)

Value (assuming a P-256 certificate)

Pos| | Bytes
107 64 0x934f£8d7al9dd61df430c9abadbbaldad2cdeb83ed4715a2471lebef3a55b9e70
d84473e00453b177ef494e9f0b0e39c4f55e591694170e56a736764372£a0070
Table A.4 — AuxData section (message pack enceding)
Pok | Bytes Field name Value msgpack Format Data
format encoding encoding
171 5 intExampleAuxData 90210 uint32 0xCE 0x00016062

© IS0 2023 - All rights reserved
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Annex B
(informative)

TSL example

This annex presents a simple example of a TSL with the extensions referenced in this specification.

<?xml versjormr=rtTO*—=rCcodiTTg= O T8 TSI TrUstServIiTe S tatUS LISt XIS Tt tp T/ 7/ Ur et T
org/02231 /424" xmlns:ns2="https://www.w3.0rg/2000/09/xmldsig#" xmlns:vdsext="https;//
otentik.codes" TSLTag = "https://uri.etsi.org/02231/TSLTag" >

<SchemeIpformation>
<TSLVegsionIdentifier>5</TSLVersionIdentifier>
<TSLSeduenceNumber>1</TSLSequenceNumber>
<TSLType>
httpg://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric/
</TSLTy{pe>
<SchemgOperatorName>
<Namg¢ xml:lang="en">Otentik Network</Name>
<Namg¢ xml:lang="fr">Réseau Otentik</Name>
</SchenffeOperatorName>
<Schemg¢OperatorAddress>
<PostalAddresses>
<P¢stalAddress xml:lang="fr">
StreetAddress>15 rue Dulac</StreetAddress>
Locality>Paris</Locality>
PostalCode>75015</PostalCode>
CountryName>FR</CountryName>
</¥PostalAddress>
</PogtalAddresses>
<Ele¢tronicAddress>
<URI xml:lang="en">mailto:contactlRaigeev.org</URI>
<URI xml:lang="fr">mailto:contact@aigcev.org</URI>
</El¢ctronicAddress>
</SchemeOperatorAddress>
<Schemg¢Name>
<Namg¢ xml:lang="en">Otentiks</Name>
</SchemeName>
<Schemg¢InformationURI>
<URI |xml:lang="en">httpsy//otentik.codes</URI>
</SchefeInformationURI¥
<StatugDeterminationApproach>
httpg://uri.etsi.Qrg/TrstSvc/TrustedlList/StatusDetn/EUappropriate
</StatysDeterminatifonApproach>
<Schem¢TypeCompuiityRules>
<URI |xml:langz"en">
httgs://uari.etsi.org/TrstSve/TrustedList/schemerules/EUcommon
</UR1>
</SchefelypeCommunityRules>
<Policyortegatietst
<TSLLegalNotice xml:lang="en">
The Otentik Network trust list is governed by the
Visible Digital Seal International Council (VDSIC) .
Details at https://otentik.codes
</TSLLegalNotice>
<TSLLegalNotice xml:lang="fr">
La liste de confiance du réseau Otentik est régie par
1’Association Internationale de Gouvernance du
Cachet Electronique Visible (AIGCEV).
Plus de détails a https://otentik.codes/fr/
</TSLLegalNotice>
</PolicyOrLegalNotice>
<HistoricallInformationPeriod>0</HistoricalInformationPeriod>
<ListIssueDateTime>2019-09-01T00:00:00.000Z</ListIssueDateTime>
<NextUpdate>2019-12-01T00:00:00.000Z</NextUpdate>
<SchemeExtensions>
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<Extension Critical="true">
<vdsext:VDSManifestResource>
https://manifest.otentik.codes/
</vdsext:VDSManifestResource>
</Extension>
</SchemeExtensions>
</SchemeInformation>
<TrustServiceProviderList>
<TrustServiceProvider>
<TSPInformation>
<TSPName>
<Name xml:lang="en">Certigna</Name>
<Name xml:lang="fr">Certigna</Name>

S-RN-aH

IS0 22376:2023(E)

<TSPTradeName>
<Name xml:lang="en">Certigna</tsl:Name>
<Name xml:lang="fr">Certigna</tsl:Name>
<TSPTradeName>
<TSPAddress>
<PostalAddresses>
<PostalAddress xml:lang="fr">
<StreetAddress>20 allée de la réperie</StreetAddress>
<Locality>Villeneuve d’Ascg</Locality>
<CountryName>FR</CountryName>
</PostalAddress>
</PostalAddresses>
<ElectronicAddress>
<URI xml:lang="en">mailto:contact@certignd/ctm</URI>
<URI xml:lang="fr">mailto:contact@certigha.com</URI>
</ElectronicAddress>
</TSPAddress>
<TSPInformationURI>
<URI xml:lang="fr">https://www.certigha.com/&#x003C; /URI>
</TSPInformationURI>
</TSPInformation>
<TSPServices>
<TSPService>
<ServicelInformation>
<ServiceTypeldentifies®
https://uri.etsi.okg/TrstSve/Svctype/CA/PKC
</ServiceTypeldengifier>
<ServiceDigitalI@entity>
<DigitalId>
<X509Certifiicate>

</X509Gertificate>
</Diditalld>
</SexviteDigitalIdentity>
<SefmaiceStatus>

</ServiceStatus>

¥StatusStartingTime>
2015-07-16T22:00:00.0002

</StatusStartingTime>

SchemeServiceDefinitionlIRT

(removed to facilitate readability of this example)

betps://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

<URI xml:lang="en">

https://uri.etsi.org/TrstSvc/TrustedlList/schemerules/otentik

</URI>
<URI xml:lang="fr">

https://uri.etsi.org/TrstSvc/TrustedlList/schemerules/otentik

</URI>
</SchemeServiceDefinitionURI>
<ServiceInformationExtensions>
<Extension Critical="true">
<vdsext:VDSAuthorityID>FR03</vdsext:VDSAuthorityID>
<vdsext:VDSCertResource>

https://certificates.certigna.fr/certificates/fr03/

</vdsext:VDSCertResource>
</Extension>
</ServiceInformationExtensions>
</ServiceInformation>

© IS0 2023 - All rights reserved
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</TSPService>
</TSPServices>
</TrustServiceProvider>
<TrustServiceProvider>
<TSPInformation>
<TSPName>
<Name xml:lang="en">Notarius Solutions inc.</Name>
<Name xml:lang="fr">Solutions Notarius inc.</Name>
</TSPName>
<TSPTradeName>
<Name xml:lang="en">Notarius</tsl:Name>
<Name xml:lang="fr">Notarius</tsl:Name>
<TSPTradeName>

<T§

DA

</1
<T4

</1
</TSH
<TSP{
<T

PostalAddresses>

<PostalAddress xml:lang="en">
<StreetAddress>465 McGill St., suite 300</StreetAddress>
<Locality>Montreal</Locality>
<StateOrProvince>QC</StateOrProvince>
<CountryName>CA</CountryName>

</PostalAddress>

<PostalAddress xml:lang="fr">
<StreetAddress>465 rue McGill, bureau 300</StreetAddregs>
<Locality>Montréal</Locality>
<StateOrProvince>QC</StateOrProvince>
<CountryName>CA</CountryName>

</PostalAddress>

/PostalAddresses>

ElectronicAddress>

<URI xml:lang="en">mailto:support@notarius.cbwms/URI>

<URI xml:lang="fr">mailto:support@notarius ygom</URI>

/ElectronicAddress>

SPAddress>

PInformationURI>

URI xml:lang="en">https://notarius.com/en/&#x003C; /URI>

URI xml:lang="fr">https://notarius,com/&#x003C; /URI>

SPInformationURI>

Information>

ervices>

PService>

ServiceInformation>

<ServiceTypeldentifierX
https://uri.etsi.org/TrstSvc/Svctype/CA/PKC

</ServiceTypeldentifier>

<ServiceDigitalIdentity>

<DigitalId>
<X509Cert@ficate>
(remored” to facilitate readability of this example)
</X509¢ettificate>
</DigitalId>
</ServiceDigitalIdentity>
<SerWiteStatus>
h%tps://uri.etsi.org/TrstSvce/TrustedList/Svcstatus/granted
< /ServiceStatus>

StatusStartinagTime

24

2019-02-26T00:00:00.000%2
</StatusStartingTime>
<SchemeServiceDefinitionURI>
<URI xml:lang="en">
https://uri.etsi.org/TrstSvc/TrustedList/schemerules/otentik
</URI>
<URI xml:lang="fr">
https://uri.etsi.org/TrstSvc/TrustedlList/schemerules/otentik
</URI>
</SchemeServiceDefinitionURI>
<ServicelInformationExtensions>
<Extension Critical="true">
<vdsext:VDSAuthorityID>CA01l</vdsext:VDSAuthorityID>
<vdsext:VDSCertResource>
https://vds.certifio.com/certificates/call/
</vdsext:VDSCertResource>
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</Extension>
</ServiceInformationExtensions>
</ServiceInformation>
</TSPService>
</TSPServices>
</TrustServiceProvider>
</TrustServiceProviderList>
<ds:Signature xmlns:ds="https://www.w3.0rg/2000/09/xmldsig#" Id="1d-407b823ael5c8125">
(removed to facilitate readability of this example)
</ds:Signature>
</TrustServiceStatusList>
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Annex C
(informative)

Manifest example

This annex presents an example of a manifest, with various examples of fields and types.

<?xml vers
<Manifest
codes/exteq
xsi:schemal
<Id>89AB
<Version
<Name>
<Value
<Value
</Name>
<Descript
<Value
<Value
</Descrij
<Schema>
<Paylod
<Fie]
<SH
<S5

</
<St

</
<5

</
<St

Oln="1.U 'C‘ML,UQJI_II(J* Ulr=ao

fersion="1" xmlns="http://otentik.codes/" xmlns:ext="http://otentik.
sions/" xmlns:xsi="https://www.w3.0rg/2001/XMLSchema-instance"
ocation="http://otentik.codes/xsd/otentik-base-1.0.xsd" >

1</Id>

1</Version>

xml:lang="en">Name of use case</Value>
xml:lang="fr">Nom du cas d’usage</Value>

ion>

xml:lang="en">English use case’s description</Value>
xml:lang="fr">Description francaise du cas d’usage</dalue>
tion>

d>

ds>

ring name="stringSimple"/>
ring name="stringPattern">
StringConstraints>
<Nillable/>
<MaxLength>12</MaxLength>
<Pattern>[A-Za-z0-9]</Pattern>
/StringConstraints>

tring>

ring name="stringPattern2">
StringConstraints>
<Pattern>" (en|fr) $</Patttern>
/StringConstraints>

tring>

ring name="stringC40%>
StringConstraints>
<Nillable/>
<Pattern>[A-2059]</Pattern>
<Encoding>C40x/Encoding>
/StringCon$§traints>

tring>

ring name="stringNil">
StringConstraints>
<NiXlable/>
/SeringConstraints>

</

oA
CE TITg

<StringArray name="stringArrayExample">
<ArrayConstraints>

<MinSize>1</MinSize>
<MaxSize>3</MaxSize>

</ArrayConstraints>
<StringConstraints>

<Nillable/>
<Pattern>[A-Za-z0-9]</Pattern>

</StringConstraints>
</StringArray>
<Integer name="intExample">
<IntegerConstraints>

<Nillable/>
<Min>1</Min>
<Max>9999</Max>

</IntegerConstraints>

26
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</Integer>
<Date name="dateExample">
<DateConstraints>
<Nillable/>
<From>2019-01-01</From>
</DateConstraints>
</Date>
<Object name="objectExample" type="objectl">
<ObjectConstraints>
<Nillable/>
</ObjectConstraints>
</Object>
<ObjectArray name="objectArrayExample" type="object2">

lal £ S

<MinSize>1</MinSize>
<MaxSize>3</MaxSize>
</ArrayConstraints>
<ObjectConstraints>
<Nillable/>
</ObjectConstraints>
</ObjectArray>
</Fields>
/Payload>
AuxData>
<Fields>
<Integer name="intExampleAuxData">
<IntegerConstraints>
<Nillable/>
<Min>-1</Min>
<Max>999999</Max>
</IntegerConstraints>
</Integer>
</Fields>
/RAuxData>
Types>
<Type name="objectl">
<Fields>
<String name="string">
<StringConstraints>
<Nillable/>
</StringConstraings>
</String>
<Boolean name="pbool">
<BooleanConstgdints>
<Nillablé/%
</Booleaionstraints>
</Boolear>
</Fieldsx
</Type>
<Type name="object2">
<Fiélds>
<String name="string">
<StringConstraints>
<Nillable/>
Pattern>[A-Za5-7] Pattern

</StringConstraints>
</String>
<Date name="date">
<DateConstraints>
<Nillable/>
<From>2000-01-01</From>
</DateConstraints>
</Date>
</Fields>
</Type>
</Types>
</Schema>
<Extensions/>
</Manifest>

© IS0 2023 - All rights reserved
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Annex D
(informative)

TSL XML schema definition example

This annex presents an example of the TSL XSD specific to this specification to automate verification.
Another XSD provided by the TSO is needed to automate conformance with ETSI TS 119 612.

<?xml vers]
<xsd:schemd
XMLSchema"
<xsd:simy
<xsd:r{
<xsd
</xsd:1
</xsd:sif
<xsd:simy
<xsd:r{
</xsd:sif
<xsd:simy
<xsd:r{
</xsd:sif
</xsd:scher

on="1.0" encoding="UTF-8"?>

targetNamespace="http://otentik.codes/" xmlns:xsd="https://www.w3.o0rg{2001}/

>
leType name="VDSAuthorityID">

striction base="xsd:string">
pattern value="[0-9A-Z]{4}" />
estriction>

pleType>

leType name="VDSCertResource">
striction base="xsd:anyURI" />
pleType>

leType name="VDSManifestResource">
striction base="xsd:anyURI" />
pleType>

a>

28
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Annex E
(informative)

Manifest XML schema definition example

This annex presents an example of the manifest XSD to automate verification. It should also serve as a
guide when declaring field types.

<?7xm
<xs:
attr
targ
<x
<x

</

</

<xs

</

| version="1.0" encoding="UTF-8"?>
Echema xmlns:xs="https://www.w3.0rg/2001/XMLSchema" xmlns="http://otentikcd
i buteFormDefault="unqualified" elementFormDefault="qualified"
EtNamespace="http://otentik.codes/">
E: import namespace="https://www.w3.0rg/XML/1998/namespace" />
E:element name="Manifest" type="ManifestType">
xs:annotation>
<xs:documentation>Root element for a Use Case descriptor.<{/x®s:documentatid
/xs:annotation>
kKs:element>
E:element name="Id">
xs:annotation>
<xs:documentation>
Use Case unique identifier. Restriction: 4 chatfs hexadecimal.
</xs:documentation>
/xs:annotation>
xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9a-fA-F]{4}" />
</xs:restriction>
/xs:simpleType>
kKs:element>
E:element name="Version">
xs:annotation>
<xs:documentation>
Use Case version. To be. iricremented when a non-breaking change is introd
Restriction: 1-255
</xs:documentation>
/xs:annotation>
xs:simpleType>
<xs:restriction-~base="xs:unsignedByte">
<xs:minInclusive value="1" />
</xs:restrigtion>
/xs:simpleType>
kKs:element>
elementrname="Name" type="NameType">
xs:annobation>
<xssdocumentation>Use Case name. Multilingual.
Réstriction: At least 1 name must be defined.</xs:documentation>

/%% :annotation>

Xstielement

<xs:element name="Description" type="DescriptionType">

<xs:annotation>

<xs:documentation>Use Case description. Multilingual.
Restriction: At least 1 description must be defined.</xs:documentation>

</xs:annotation>

</xs:element>
<xs:element name="Schema" type="SchemaType">

<xs:annotation>

<xs:documentation>Use Case data schema. Used to decode a VDS payload.
Restriction: Exactly 1 schema MUST be defined.</xs:documentation>

</xs:annotation>

</xs:element>
<xs:element name="Extensions" type="ExtensionsType">

<xs:annotation>

<xs:documentation>

des/"

n>

uced.

Defines an extension point where new features (proprietary or not) can be added.

© IS0 2023 - All rights reserved

29


https://standardsiso.com/api/?name=17444394590df7b7df5dc2b763675135

IS0 22376:2023(E)

Default extensions are:
- Policies: Validation policies

- Presentation views:

</xs:

Templates used to render VDS content
documentation>

</xs:annotation>
</xs:element>
<xs:complexType name="ValueType">
<xs:annotation>
<xs:documentation>

Element used to define a translatable value.
xml:lang provide,

</xs:

Translation is based on the
ie a 2 letter language code.
documentation>

</xs:annotation>

<xs:sip
<XS:§

<x

</xs
</xs:s]
</xs:comy
<xs:comp]
<xs:se(
<xS:4
</xs 184
</xs:comy
<xs:comp]
<xs:se(
<XS:§
</xs:sd
</xs:comy
<xs:comp]
<xs:se
<xs:4

<X

</4

</xs
</xs 184
</xs:comy
<xs:comp]
<xs:an
<XS:
</xs
</xs:a
<xs:cof
<xS:4

<x

RpeCortent

xtension base="xs:string">

rattribute ref="xml:lang" />

extension>
mpleContent>

lexType>

exType name="NameType">
uence>

lement type="ValueType" name="Value" maxOccurs="unbounded" minOccurs="1"
quence>

lexType>
exType name="DescriptionType">
fuence>

lement type="ValueType" name="Value" maxOccurs="unounded" minOccurs="1"
quence>

lexType>
exType name="BaseConstraintsType" abstract="tgue">
fuence>

lement type="xs:string" name="Nillable" niNlidble="true" minOccurs="0">
rannotation>
xs:documentation>

Sets an element as Nillable.
/xs:documentation>
s:annotation>
element>
quence>

lexType>
exType name="StringConstmaintsType">

otation>

ocumentation>Sets constvaints on a String field.
documentation>

notation>
plexContent>

xtension basex"RaseConstraintsType">

:sequence>

xs:element{ type="xs:unsignedInt" name="MinLength"
<xs:annotation>

<xs<documentation>
Miftimum string length. Optional. Values from
<)xs:documentation>
< /xs:annotation>

By defanrt, an element is not nillable.

minOccurs="0">

0 to 4,294,967,295.

S:eclement

/

/

<xs:element type="xs:unsignedInt" name="MaxLength"

minOccurs="0">
<xs:annotation>
<xs:documentation>
Maximum string length. Optional. Values from
</xs:documentation>
</xs:annotation>

0 to 4,294,967,295.

</xs:element>
<xs:element type="xs:string" name="Pattern" minOccurs="0">

<xs:annotation>
<xs:documentation>
Allowed string pattern.
</xs:documentation>
</xs:annotation>

Supports JavaScript RegEx. Optional.

</xs:element>
<xs:element name="Encoding" minOccurs="0">

30

<xs:annotation>
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<xs:documentation>
The field value encoding. If specified, the restrictions are
validated against the decoded value.
</xs:documentation>
</xs:annotation>
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="BASE64" />
<xs:enumeration value="C40" />
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>

4

/xs:complexContent>
</ks:complexType>
<xp:complexType name="TypeDef" abstract="true">
xs:annotation>
<xs:documentation>Base entity for a schema field.
</xs:documentation>
/xs:annotation>
xs:attribute type="xs:string" name="name" use="required">
<xs:annotation>
<xs:documentation>Field name. Required
</xs:documentation>
</xs:annotation>
/xs:attribute>
</ks:complexType>
<xp:complexType name="StringType">
xs:annotation>
<xs:documentation>
Field representing a sequence of charagfetrs.
Restrictions can be applied using StrdingConStraints element.
</xs:documentation>
/xs:annotation>
xs:complexContent>
<xs:extension base="TypeDef">
<xXs:sequence>
<xs:element type="StripngCenstraintsType" name="StringConstraints" minQccurs="0">
<xs:annotation>
<xs:documentati@en>Value restrictions. Optional.
</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:extension*
/xs:complexCordtent>
</ks:complexTyge>
<xp:complexType~-name="BooleanConstraintsType">
xs:annotap®on>
<xs:dd0cumentation>Boolean field restrictions.
</xs:documentation>
/x&:¥nnotation>

¥5.: complexContent>
stextension base="RaseCon fr;l'irﬂ'q"l"\p@"

</xs:complexContent>
</xs:complexType>
<xs:complexType name="BooleanType">
<xs:annotation>
<xs:documentation>
Boolean field type.
</xs:documentation>
</xs:annotation>
<xs:complexContent>
<xs:extension base="TypeDef">
<xs:sequence>
<xs:element type="BooleanConstraintsType" name="BooleanConstraints"
minOccurs="0">
<xs:annotation>
<xs:documentation>
Boolean field restrictions.
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<

</xs:documentation>
</xs:annotation>
/xs:element>

</xs:sequence>

</xs:

extension>

</xs:complexContent>
</xs:complexType>

<xs:compl

exType name="IntegerConstraintsType">

<xs:annotation>
<xs:documentation>Integer field restrictions.

</xs:documentation>

</xs:annotation>
<xs:complexContent>

1+ L | i ») lal

<xXS:
<Xx{

Values fror

Values fror

</3

</xs
</xs:c
</xs:comy
<xs:comp]
<xs:an
<xs:

</xs:af
<xs:cof
<XS:4
<x9

minOccurs="

</

</xs
</xs:c
</xs:comy

:sequence>
xs:element type="xs:long" name="Min" minOccurs="0">
<xs:annotation>
<xs:documentation>
Minimum value. Optional.
-9,223,372,036,854,775,808 to 9,223,372,036,854,775,807.
</xs:documentation>
</xs:annotation>
/xs:element>
xs:element type="xs:long" name="Max" minOccurs="0">
<xs:annotation>
<xs:documentation>
Maximum value. Optional.
-9,223,372,036,854,775,808 to 9,223,372,036,854/7%,807.
</xs:documentation>
</xs:annotation>
/xs:element>
S:sequence>
extension>
mplexContent>
lexType>
exType name="IntegerType">
otation>
ocumentation>Integer type fields
</xs:documentation>
notation>
plexContent>
xtension base="TypeDef"X
:sequence>
xs:element type="IntegerConstraintsType" name="IntegerConstraints"
o">
<xs:annotationX
<xs:documentation>
Integer{ fif€ld restrictions.
</xs:doCuméntation>
</xs:annotation>
/xs:element>
s:seguence>
exfension>

mplexContent>
lo 'T‘Lpo

Optional.

<xs:complexType name="FloatConstraintsType">
<xs:annotation>
<xs:documentation>
Float field restrictions.

</xs:

documentation>

</xs:annotation>
<xs:complexContent>
<xs:extension base="BaseConstraintsType">
<xs:sequence>
<xs:element type="xs:decimal" name="Min" minOccurs="0">

<xs:annotation>
<xs:documentation>Minimum value. Optional.
The decimal separator is always a point (.),

and no separation at the

thousand mark may be added. There is no support for scientific notation.
Allows any number of insignificant leading and trailing zeros
(after the decimal point).
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