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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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it rights. ISO shall not be held responsible for identifying any or all such“patent right
atent rights identified during the development of the document willbe in the Introdu
e [SO list of patent declarations received (see www.iso.org/patents);

!

frade name used in this document is information given for the-éonvenience of users 4
[itute an endorsement.

in explanation on the voluntary nature of standards, the meaning of ISO specifig
pssions related to conformity assessment, as well ‘as’information about ISO's adhel
d Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see t
www.iso.org/iso/foreword.html.

q

document was prepared by Technical Comimittee ISO/TC 212, Clinical laboratory tg
diagnostic test systems.

first edition cancels and replaces (ISO/TS 22367:2008) which has been technically rev]
porates the Technical corrigendim’ISO/TS 22367:2008/Cor.1:2009.]. The main changg
e previous edition are as follows:

Change in title to indicaté this document focusses on the complete risk management
processes in the medicallaboratory. The part on continual improvement is left out;

The numbering of théclauses is in accordance with the formal risk management process
in Figure 1;

The contentis.as far as possible in agreement with the approach used in ISO 14971 Me(
{Application' of risk management to medical devices;

Thecelation with ISO 15189:2012 is indicated in Annex A in which Figure A.1 provides
yhigh indicates how to apply risk management in the laboratory;

s. Details of
ction and/or

nd does not

terms and
ence to the
he following

sting and in

ised. [Italso
s compared

cycle for all

as indicated

lical devices

a flow chart

Addition of 10 new annexes, all informative, providing valuable information about the different
processes in the risk management cycle without demanding more than justified for the specific
purpose;

Annex F. provides an extensive list of aspects which could be considered as source for risks in the
different types of medical laboratories.

feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document provides medical laboratories with a framework within which experience, insight
and judgment are applied to manage the risks associated with laboratory examinations. The risk
management process spans the complete range of medical laboratory services: pre-examination,
examination and post-examination processes, including the design and development of laboratory
examinations.

ISO 15189 requires that medical laboratories review their work processes, evaluate the impact of
potential fallures on examlnatlon results, modlfy the processes to reduce or eliminate the ldentlfled
risks, and deetrren e A e e e
these safety]
property, ar
1SO 31000.

I‘lSkS prlmarlly to the patlent but also to the operator other persons, equipment atid
d the environment. It does not address business enterprise risks, which are the(subje

Medical labgratories often rely on the use of in vitro medical devices to achieve their,quality objectives.

Thus, risk m|
laboratory.
-Application
principles a

Activities in
hazards, wh

components:

a) the prol

b) the cong

Risk manag
harm. Align|
Force (GHT
manufactur

anagement has to be a shared responsibility between the [IVD manufacttref and the me

$ince most IVD manufacturers have already implemented ISO 149712007, “Medical de

of risk management to medical devices,” this standard has adopted the same cong
hd framework to manage the risks associated with the medical laboratory.

a medical laboratory can expose patients, workers or other stakeholders to a varig
ich can lead directly or indirectly to varying degrees offiarm. The concept of risk hag

pability of occurrence of harm;
equence of that harm, that is, how severe theharm might be.

ement is complex because each stakeholder may place a different value on the ri

ment of this standard with ISO 14971"and the guidance of the Global Harmonization

F) is intended to improve risk communication and cooperation among laboratories
ers, regulatory authorities, accréditation bodies and other stakeholders for the bene

dical
vices
epts,

ty of
two

sk of
Task

IVD
fit of

patients, laboratories and the public health.

ce of
face,
from
tions
ause

Medical labgratories have traditionally focused on detecting errors, which are often the consequer
use errors during routine activities\Use errors can result from a poorly designed instrument intef
or reliance |on inadequate information provided by the manufacturer. They can also result

reasonably foreseeable misuse;~Such as intentional disregard of an IVD manufacturer’s instruc
for use, or flailure to follow~generally accepted medical laboratory practices. These errors can
or contribute to hazard§>which may manifest themselves immediately as a single event, or mgy be
expressed rultiple timeés throughout a system, or may remain latent until other contributory eyents
occur. The emerging.field of usability engineering addresses all of these ‘human factors’ as prevengable
‘use errors.’|In addition, laboratories also have to contend with occasional failures of their IVD meldical
devices to perform as intended. Regardless of their cause, risks created by device malfunctions anfl use
errors can

ra) qnfnra]xr manaaad
oty Sy thatha 5 S0

Risk management interfaces with quality management at many points in ISO 15189, in particular
complaint management, internal audit, corrective action, preventive action, safety checklist, quality
control, management review and external assessment, both accreditation and proficiency testing.
Management of risk also coincides with the management of safety in the medical laboratories, as
exemplified by the safety audit checklists in ISO 15190.

Risk management is a planned, systematic process that is best implemented through a structured
framework. This standard is intended to assist medical laboratories with the integration of risk
management into their routine organization, operation and management.
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Medical laboratories — Application of risk management to
medical laboratories

1 Scope

This document specifies a process for a medical laboratory to identify and manage the risks to patients,

labo
The |

The

a me
accu
man

This

This
prov

This
are g

AtOTy WOTRETS aItd SEeTVICE Providers that are associated withr mredicat tTaboratory €3
process includes identifying, estimating, evaluating, controlling and monitoring the,ri

Fequirements of this document are applicable to all aspects of the examinations ang
dical laboratory, including the pre-examination and post-examination aspects, eX
Fate transmission of test results into the electronic medical record cand other te
hgement processes described in [SO 15189.

document does not specify acceptable levels of risk.

document does not apply to risks from post-examination clinical decisions made by
ders.

document does not apply to the management of risks affecting medical laboratory ente
ddressed by ISO 31000, such as business, economic, egal, and regulatory risks.

2 Normative references

Ther]

3 r
For t

ISO 4

— 1

3.1
bend

e are no normative references in this document.

[erms and definitions
he purposes of this document.the following terms and definitions apply.
nd IEC maintain terminological databases for use in standardization at the following ¢

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia;-available at http://www.electropedia.org/

fit

impact ortdesirable outcome of a process (3.19), procedure (3.17) or the use of a medical d

healt

h.of‘ah individual or a positive impact on patient management or public health

aminations.
ks.

services of
aminations,
chnical and

y healthcare

rprises that

ddresses:

evice on the

Note 1 to entry: Benefits include prolongation of life, reduction of pain, (relief of symptoms), improvement in

funct

3.2

ion, or an increased sense of well-being.

event
occurrence or change of a particular set of circumstances

Note

Note

Note

Note

© ISO

1 to entry: An event can be one or more occurrences, and can have several causes.
2 to entry: An event can consist of something not happening.

3 to entry: An event can sometimes be referred to as an “incident” or “accident”.

» o« ”

«

4 to entry: An event without consequences can also be referred to as a “near miss”, “incident”, “near hit” or
« ”n
close call”.

2020 - All rights reserved
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[SOURCE: ISO Guide 73:2009, 3.5.1.3]

3.3
examination
set of operations having the object of determining the value or characteristics of a property

Note 1 to entry: In some disciplines (e.g., microbiology) an examination is the total activity of a number of tests,
observations or measurements.

Note 2 to entry: Laboratory examinations that determine a value of a property are called quantitative
examinations; those that determine the characteristics of a property are called qualitative examinations.

Note 3 to entfy: Laboratory examinations are also often called assays or tests.
[SOURCE: IS0 15189:2012, 3.7]

34
frequency
number of epents (3.2) or outcomes per defined unit of time

Note 1 to entry: Frequency can be applied to past events (3.2) or to potential future gvents (3.2), where it cgn be
used as a megsure of likelihood or probability (3.18)

[SOURCE: ISO Guide 73:2009, 3.6.1.5]

3.5
harm
injury or damage to the health of people, or damage to property,or the environment

[SOURCE: ISO/IEC Guide 51:2014, 3.1]

3.6
hazard
source of patential harm (3.5)

[SOURCE: ISO Guide 73:2009, 3.5.1.4, modified’- Note 1 to entry has been deleted.]

3.7
hazardous situation
circumstange in which people, property, or the environment are exposed to one or more hazard(s)|(3.6)

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.8
healthcare|provider
individual apithorizéd\to deliver health services to a patient

EXAMPLE Physician, nurse, ambulance attendant, dentist, diabetes educator, laboratory technfician,
laboratory tdchnologist, biomedical laboratory scientist medical assistant, medical specialist, respiratorlgll care
practitioner.

[SOURCE: ISO 18113-1:2009, 3.23]

3.9

in vitro diagnostic manufacturer

IVD manufacturer

natural or legal person with responsibility for the design, manufacture, packaging, or labelling (3.12) of
an IVD medical device (3.10), assembling a system, or adapting an IVD medical device (3.10)before it is
placed on the market or put into service, regardless of whether these operations are carried out by that
person or on that person's behalf by a third party

Note 1 to entry: Provisions of national or regional regulations can apply to the definition of manufacturer.

2 © IS0 2020 - All rights reserved
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[SOURCE: ISO 14971:2007, 2.8, modified - “manufacturer” has been changed to “in vitro diagnostic
manufacturer”.“A medical device” has been changed to “an IVD medical device” (3.10). “Attention is
drawn to the fact that” has been deleted in Note 1 to entry. In addition, Note 2 to entry has been deleted.]

3.10

in vitro diagnostic medical device

IVD medical device

device, whether used alone or in combination, intended by the manufacturer for the in vitro examination
(3.3) of specimens derived from the human body solely or principally to provide information for
diagnostic, monitoring or compatibility purposes and including reagents, calibrators, control materials,
specimen receptacles, software, and related instruments or apparatus or other articles

[SOURCE: ISO 18113-1:20009, 3.27]

3.11
in vitro diagnostic instrument
IVD jnstrument

equipment or apparatus intended by a manufacturer to be used as an IVD medical device (3{10)

[SOURCE: ISO 18113-1:2009, 3.26]

3.12
information supplied by the manufacturer
labelling

writfen, printed or graphic matter

3ffixed to an IVD medical device (3.10) or any of its containers or wrappers or
— provided for use with an IVD medical device (3:10),

related to identification and use, and giving a technical description, of the IVD medical devide (3.10), but
exclyding shipping documents

EXANPLE Labels, instructions for use\8:13).

Note|1 to entry: In IEC standards, decuments provided with a medical device and containing important
information for the responsible organization or operator, particularly regarding safety, are called “agcompanying
documents”.

Note P to entry: Catalogues-and material safety data sheets are not considered labelling of IVD medical flevices (3.10).
[SOURCE: ISO 18113132009, 3.29]

3.13
instructionsfor use
informatiaii~supplied by the manufacturer (3.12) to enable the safe and proper use of an [VD medical
devide (3.10)

Note TTo entry: Inciudes the diTections Suppiied by The Mmanufacturer for the use, maintenance, troubleshooting
and disposal of an IVD medical device (3.10), as well as warnings and precautions.

[SOURCE: ISO 18113-1:2009, 3.30]

3.14

intended use

intended purpose

objective intent of an IVD manufacturer (3.9) regarding the use of a product, process (3.19) or service (3.37)
as reflected in the specifications, instructions and information supplied by the IVD manufacturer (3.9)

Note 1 to entry: Intended use statements for IVD labelling (3.12) can include two components: a description of
the functionality of the IVD medical device (3.10) (e.g., an immunochemical measurement procedure (3.17) for the

detection of analyte “x” in serum or plasma), and a statement of the intended medical use of the examination (3.3)
results.

© IS0 2020 - All rights reserved 3
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[SOURCE: IS

3.15
laboratory

:2020(E)

0 18113-1:2009, 3.31, modified — Note 2 has been deleted.]

management

person(s) who direct and manage the activities of a laboratory

Note 1 to entry: The term ‘laboratory management’ is synonymous with the term ‘top management’ in
[S0 9000:2015, 3.1.1.

[SOURCE: IS
3.16

0 15189:2012, 3.10]

likelihood
chance of s

Note 1 to ent]
happening, W
and describe]
given time pe

Note 2 to enf
instead, the ¢
often narrow
is used with
many langua

[SOURCE: IS

3.17
procedure
specified wi

Note 1 to ent
[SOURCE: I

3.18
probability
measure of
and 1 is abs

Note 1 to ent
[SOURCE: IS

3.19
process
set of interr

mething happening

y: Inrisk management terminology, the word “likelihood” is used to refer to the chand¢ of some
hether defined, measured or determined objectively or subjectively, qualitatively ‘orquantitat
d using general terms or mathematically (such as a probability (3.18) or a frequéncy (3.4) d
riod).

ry: The English language term “likelihood” does not have a direct equivalent in some langy
quivalent of the term “probability” (3.18) is often used. However, in English, “probability” (3.
ly interpreted as a mathematical term. Therefore, in risk management terminology, “likeli
the intent that it should have the same broad interpretation as/the term “probability” (3.18)
bes other than English.

O Guide 73:2009, 3.6.1.1]

iy to carry out an activity or a process (3.19)
y: Procedures can be documented or not.

0 9000:2015, 3.4.5]

the chance of occurrence expressed as a number between 0 and 1, where 0 is impossi
blute certainty

"y: See definition pflikelihood (3.16), Note 2 to entry.

O Guide 73:2009, 3.6.1.4]

blated or interacting activities that use inputs to deliver an intended result

thing
ively,
ver a

ages;
18) is
ood”

Ias in

hility

Note 1 to entry: Whether the “intended result” of a process is called output, product or service (3.37) depends on
the context of the reference.

[SOURCE: IS

3.20
reasonably

09000:2015, 3.4.1, modified — Note 2 to entry to Note 6 to entry have been deleted.]

foreseeable misuse

use of a product, process (3.19) or service (3.37) in a way not intended by the supplier, but which may
result from readily predictable human behaviour

Note 1 to entry: Readily predictable human behaviour includes the behaviour of all types of intended users (3.42).

Note 2 to entry: In the context of consumer safety, the term “reasonably foreseeable use” is increasingly used as a

synonym for

both “intended use” (3.14) and “reasonably foreseeable misuse.”

© IS0 2020 - All rights reserved
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Note 3 to entry: Applies to use of examination (3.3) results by a healthcare provider (3.8) contrary to the intended
use (3.14), as well as use of IVD medical devices (3.10) by the laboratory contrary to the instructions for use (3.13).

Note 4 to entry: Misuse includes abnormal use, i.e. intentional use of the device in a way not intended by the
manufacturer.

Note

5 to entry: Adapted from ISO Guide 63:2012, 2.8, to apply to medical laboratories.

Note 6 to entry: Misuse is intended to mean incorrect or improper performance of an examination (3.3) procedure
(3.17) or any procedure (3.17) critical for patient safety.

[SOURCE: ISO/IEC Guide 51:2014, 3.7, modified — “a product or system” has been changed to “a product,

proc
Note

3.21

SS3-19)orservice 3-377;amd " “can has beernr ciranged to— Tmay T additiorn, “Note3
6 to entry” have been added.]

record
docuL:nent stating results achieved or providing evidence of activities performed

Note
(3.44

Note
[SOU
3.22

1 to entry: Records can be used, for example, to formalize traceability and to provide evidence
), preventive action and corrective action.

D to entry: Generally records need not be under revision control.

RCE: ISO 9000:2015, 3.8.10]

residual risk

risk (
[SOU
3.23
risk

coml

Note

3.23) remaining after risk (3.23) control measurés-have been taken

RCE: ISO/IEC Guide 63:2012, 2.9]

ination of the probability (3.18) of eccurrence of harm (3.5) and the severity (3.38) of thg

1 to entry: In standards that fogus-on management of risks to a business enterprise, such as IS

is deffined as “the effect of uncertainty on objectives.” ISO 14971 and this document have retained 1

from
persd

[SOU
3.24
risk
Ssyste

Note

ns.

RCE: ISO/IEC Guide-51:2014, 3.9]

analysis
matic use,of available information to identify hazards (3.6) and to estimate the risk (3!

1 teentry: Risk analysis includes examination (3.3) of different sequences of events (3.2) that

hazaf

dots situations (3.7) and harm (3.5).

to entry to

bf verification

t harm (3.5)

0 31000, risk
he definition

ISO/IEC Guide 51:1999 because they are externally focused on risks to the safety of patienmts and other

23)

can produce

[SOU

3.25
risk

RCE: ISO/IEC Guide 51:2014, 3.10, modified — Note 1 to entry has been added.]

assessment

overall process (3.19) comprising a risk analysis (3.24) and a risk evaluation (3.28)

[SOU

3.26
risk

RCE: ISO/IEC Guide 51:2014, 3.11]

control

process (3.19) in which decisions are made and measures implemented by which risks (3.23) are reduced
to, or maintained within, specified levels

[SOU

© ISO

RCE: ISO/IEC Guide 63:2012, 2.12]
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3.27

risk estimation

process (3.19) used to assign values to the probability (3.18) of occurrence of harm (3.5) and the severity
(3.38) of that harm (3.5)

[SOURCE: ISO/IEC Guide 63:2012, 2.13]

3.28

risk evaluation

process (3.19) of comparing the estimated risk (3.23) against given risk criteria to determine the
acceptability of the risk (3.23)

[SOURCE: ISO/IEC Guide 63:2012, 2.14]

3.29
risk management
systematic dpplication of management policies, procedures (3.17) and practices to the tasks of analyjsing,
evaluating, fontrolling and monitoring risk (3.23)

[SOURCE: ISO/IEC Guide 63:2012, 2.15]

3.30
risk management documentation
set of records (3.21) and other documents that are produced by risk management (3.29)

[SOURCE: IS0 14971:2007, 2.23]

3.31

risk management plan
scheme sperifying the approach, the management components and resources to be applied t¢ the
management of risk (3.23)

[SOURCE: IS0 31000:2009, 2.6]

3.32
risk management policy
statement of the overall intentions and-direction of an organization related to risk management (3.,29)

[SOURCE: ISO Guide 73:2009, 2.1,2]

3.33
risk matrix
tool for ranking and displaying risks (3.23) by defining ranges for consequence and likelihood (3.16)

[SOURCE: ISO Guide73:2009, 3.6.1.7]

3.34
risk monitoring
surveillance
continual checking, critically observing or determining the status in order to identify change from the
risk (3.23) level required or expected

[SOURCE: ISO Guide 73:2009, 3.8.2.1, modified — “Monitoring” has been changed to “risk monitoring”.
“Supervising” has been deleted, and “performance” has been changed to“risk” (3.23) In addition, Note 1
to entry has been deleted.]

3.35
risk reduction

actions taken to lessen the probability (3.18) or negative consequences or both, associated with a
risk (3.23)

[SOURCE: ISO 22300:2018, 3.210]

6 © IS0 2020 - All rights reserved
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safety
freedom from unacceptable risk (3.22)

[SOU
3.37

RCE: ISO/IEC Guide 63:2012, 2.16]

service
<laboratory medicine> activity performed by a medical laboratory for the benefit (3.1) of patients and

the h

Note

ealthcare providers (3.8) responsible for the care of those patients

ests, patient

prepd
(3.3)
consi

Note

3.38
seve
meas

[SOU

3.39
stak
pers
or ac

Note
[SOU|

3.40
state

deve
(3.37

Note
of thg
here

[SOU

3.41
use ¢
<lab
exan

1 to entry- Medical laharatory services include arrangements for evamination (3 3) req
ration, patient identification, collection of samples, transportation, storage, processing ang
of clinical samples, together with subsequent interpretation, reporting and advice,in|ad
derations of safety (3.36) and ethics in medical laboratory work.

P to entry: Adapted from ISO 15189:2012, Introduction.
rity
ure of the possible consequences of a hazard (3.6)

RCE: ISO/IEC Guide 63:2012, 2.17]

eholder
tivity
1 to entry: A decision maker can be a stakeholder;

RCE: ISO Guide 73:2009, 3.2.1.1]

 of the art
oped stage of technical capability at a given time as regards products, processes (3.19)
), based on the relevant consolidated findings of science, technology and experience

1 to entry: The state of the.art embodies what is currently and generally accepted as good pract
art does not necessarily imply the most technologically advanced solution. The state of the
s sometimes referred’to as the “generally acknowledged state of the art”.

RCE: ISO/IEC-Guide 63:2012, 2.19]

I TOT
ratony medicine> user (3.42) action or lack of user (3.42) action while performing
ination (3.3 3) or using an IVD medical device (3 10) or performing any task in any prod

examination
dition to the

bn or organization that can affect, be affected by, or perceive themselves to be affected by a decision

and services

ice. The state
hrt described

n laboratory
edure (3.17)

that

€ads to a different result than that intended Dy the 1aooratory Oor manuracturer or exp

user (3.42)

Note

1 to entry: Use error includes the inability of the user (3.42) to complete a task.

ected by the

Note 2 to entry: Use errors can result from a mismatch between the characteristics of the user (3.42), user
interface, task, or use environment.

Note

3 to entry: Users (3.42) might be aware or unaware that the use error has occurred.

Note 4 to entry: An unexpected physiological response of the patient is not by itself considered use error.

Note 5 to entry: A malfunction of an IVD medical device that causes an unexpected result is not considered a
use error.
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Note 6 to entry: Use error includes the use of an examination (3.3) result for an unintended target group or for an
unintended diagnostic or patient management purpose.

Note 7 to entry: The term was chosen over “user error”, “human error” or “laboratory error” because not all
causes of error are partially or solely due to the user (3.42). Use errors are often the result of poorly designed user
(3.42) interface or processes (3.19), or, inadequate instructions for use (3.13).

[SOURCE: ISO/IEC 62366-1:2015, 3.21 modified — “(laboratory medicine)” has been added. “Performing
a laboratory examination (3.3) or”, “an IVD” and “laboratory or” have also been added. Note 6 to entry

was deleted

3.42

. A new Note 6 to entry and a Note 7 to entry were added.]

user
individual r

Note 1 to enf]
competent tof

Note 2 to ent
general term

3.43
validation
confirmatio
use (3.14) o

Note 1 to enty
such as perfo|

Note 2 to ent
Note 3 to ent
[SOURCE: I

3.44
verificatio]
confirmatio
fulfilled

Note 1 to enf
forms of dete

Note 2 to ent
Note 3 to ent

[SOURCE: IS

bsponsible for an action that is intended to lead to a desired outcome

ry: Although such individuals are often laboratory personnel that are expected to/be.traine
perform the action, this term is not limited to such personnel

Fy: The use of this term is not intended to imply that a device is utilized for theaction; it is use
to include any individual that has a role in producing the desired outcome:

h, through the provision of objective evidence, that the requirements for a specific intg
application have been fulfilled

y: The objective evidence needed for a validation is the restit of a test or other form of determin
rming alternative calculations or reviewing documents:

Fy: The word “validated” is used to designate the corresponding status.
Fy: The use conditions for validation can be real or simulated.

0 9000:2015, 3.8.13]

]
h, through the provision-ef‘objective evidence, that specified requirements have

ry: The objective eviderice needed for a verification can be the result of an inspection or of
rmination such asperforming alternative calculations or reviewing documents.

y: The activitiés'carried out for verification are sometimes called a qualification process (3.19).

Fy: The word “verified” is used to designate the corresponding status.

0 9000:2015, 3.8.12]

d and

d as a

nded

ation

been

other

4 Risk management

4.1 Risk management process

The medical laboratory shall establish, document, implement and maintain a process for identifying
hazards associated with its examinations and services, estimating and evaluating the associated risks,
controlling these risks, and monitoring the effectiveness of the controls. This process shall include the
following elements:

— risk management plan;

— risk analysis;
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risk evaluation;
risk control;
risk management review and;

risk monitoring.

Where a documented quality management system exists, such as that described in ISO 15189, it shall

inco

NOT
as is

identffication of hazards and hazardous situations in order to implement appropriate risk contrely

NOT

medital devices.

NOT

4.2

The

process by providing adequate resources and qualified personnel for risk managemen
conformance to this document (see 4.3).

The

The

retripvable and available for\réview as needed.

NOT

the Igboratory’s qualitgmanagement system.

rporate risk management into the appropriate parts.

E1 Annex A provides additional guidance for using a documented quality management

system, such

Fequired In IS0 15189, t0 address patient salety 1n a systematic manner, in particular to eng
K2 Annex H of ISO/TR 24971:2019[211) provides guidance on risk management for|in vit

B3  Aschematic representation of the risk management process is shown inFigure 1.

Management responsibilities

medical laboratory management shall show evidence of its,commitment to the risk 1

faboratory management shall:

define and document the laboratory’s risk management policy, including the policy for
fisk acceptability (see 6.1);

gpprove all risk assessments and risk management reports;

feview the suitability of the risk mapagement process at planned intervals to ensure it
effectiveness, and document anydecisions and actions taken during the review. This re
part of the quality management system review.

aboratory shall retain records for each activity required in this standard. The reco

H The required decumentation and records can be incorporated within the documentation

ble the early
easures.

ro diagnostic

nanagement
t to ensure

letermining

5 continuing
view may be

rds shall be

produced by

1) Under preparation. Stage at the time of publication: I[SO/DTR 24971:2019.
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Risk management plan

« Define scope of the risk analysis

« Assign responsibilities and authorities

* Specify risk management reviews

« Define criteria for risk acceptability

* Specify verification, risk monitoring and
documentation requirements

Risk analysis

* Specify intended users

« Identify safety characteristics

« Identify potential hazards, hazardous
situations and harms

« Identify current controls

* Estimate risks

Risk assessment

v

RisK evaluation
« [Evaluate risk acceptability
o Perform risk/benefit analysis

v

—Ris}lf control Risk management

ecide if risk reduction is necessary
etermine risk control options

plement risk control measures
erify risk control effectiveness
valuate residual risks
etermine if risk control measures create
ny new risks

—|Risf management review

o Yerify completeness of risk control
¢ (Confirm overall residual risk acceptability
e Approve risk management report

Ris§ monitoring

e Fstablish surveillance system
. onitor internal indicators

. onitor external indicators

. etect changes in risk profile

Figure 1 — Schematic representation of the risk management process

4.3 Qualification of personmnel

Persons peifforming risk management tasks shall have the knowledge and experience for the
assigned to|them. This knowledge and experience shall include, where appropriate, the process
procedures [to be assesséd including particular medical laboratory examinations; the medical ug
the examingtion resylts; and the techniques used to assess the risks.

Risk management'tasks may be performed by a team of representatives of several functions g

asks
and
es of

f the

laboratory, ¢ach contributing their specific knowledge and expertise.

Records shall be maintained to document personnel qualifications.
4.4 Risk management plan

4.4.1 General

Risk management activities shall be planned. The risk management plan(s) shall be in accordance
with the risk management process described in this document. Therefore, the medical laboratory
shall establish, document, and implement one or more risk management plans for the services or

examinations performed by the laboratory.
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4.4.2 Scope of the plan

The scope of the plan or plans shall be determined by laboratory management. A risk management
plan may be created, for example, for technical and management processes, for specific pre- and
post-examination aspects, for one or more examinations performed by a particular IVD system, for a
particular examination developed by the laboratory, or for all of the examinations performed by the
laboratory in which risks could be identified and assessed.

The scope of the plan and the extent of the risk management activities required shall be proportional
to the risks associated with the examinations. Factors that should be considered include but are not
limited to:

a) felevant quality specifications;
b) edical decision levels and critical values;
) )

d) reliability of the measurement system and measurement uncertainty;

atient populations;

e) Ierformance characteristics (precision, bias, specificity, etc.);

f)

g) ¢linical use of the examination results (e.g., screening, diagnostic, confirmatory tests).

re-examination contact with the patient (e.g., phlebotomy);.and

Unlefs specified otherwise and justified, the risk management plans for medical| laboratory
exanpinations shall include pre- and post-examination. @spects and the processes that are |dentified as
pres¢nting a risk to patients or other persons.

4.4.3 Contents of the plan
Each|risk management plan shall include-at least the following:

a) (dlescription of the examinations(and services, any IVD medical devices involved, and|all relevant
re- and post-examination aspécts within the scope of the plan;

b) 43ssignment of responsibilities and authorities;
c) requirements for review of risk management activities;

d) (¢riteriaforindividual and overall risk acceptability, based on the laboratory‘s policy for fletermining
dcceptable risk;

e) risk control verification and monitoring activities.

NOTH Refer to Annex C for guidance on risk acceptability considerations, and Annex B for|guidance on
estabjlishing risk acceptability criteria.

4.4.4 Revisions to the plan

The plan shall be updated if significant changes occur that could affect the risk assessment. A record of
changes to the plan shall be maintained.

NOTE Examples of significant changes that could affect the risk assessment include:

a) modification of laboratory facilities or utilities;

b) introduction of new policies, procedures or work instructions;

€) acquisition, purchase or introduction of new equipment, including laboratory information systems;

d) introduction of new examinations or services, or change in service delivery level;
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change to a different vendor;

ment of in-house examinations;

modification of existing examination procedures;

any other changes that could affect characteristics related to user or patient safety.

4.4.5 Risk management documentation

For each examination procedure or serV1ce or group of related examinations or serv1ces W1th1n scope

of the plan, t

the require
traceability

— therisk
the risk
the imp
— the assq
The risk ma

To enhance

nents of other clauses of thls document the rlsk management documentatlon shall P
for each identified hazard to:

analysis;

evaluation;

ementation and verification of the risk control measures; and
ssment of the acceptability of any residual risk(s).

hagement documentation may be in any form or type of médium.

the laboratory’s ability to gather all risk management documentation, a virtual

management file may be designated. While this risk management file may not physically conta

the records
documentat

Compliance
documentat
documentat

5 Riska

5.1 Gene

The scope of
r has little or né-experience), or the scope may be limited (e.g., for analysing the inmppact

a laboratory
of a change
laboratory,

medical dey
sample collg

If an examil

and other documents, it needs to contain at least’references or pointers to all reqs
ion (e.g., in a controlled index).

with the requirements of this document is'assessed by inspection of the risk manage
ion. All components of this document should be addressed and recorded in
ion.

nalysis

ral

the risk analysis hay be broad (e.g., for the development of a new examination with W

to an existipg.examination procedure for which much information already exists i
for analysing: the risk associated with a specific examination procedural failure of
ice malfunction, or for analysing specific aspects of a laboratory examination, su
ction.and transportation, or reporting examination results).

hation procedure involves an IVD medical device, andif the IVD manufacturer follow

risk
n all
hired

ment
this

rhich
h the

IVD
th as

red a

risk management process in conrormance with 15U 14971, the Iaboratory s risk analysis may start,

should not be limited to, the residual risks disclosed by the IVD manufacturer.

but

If a risk analysis, or other relevant information, is available for a similar examination procedure or
service, that analysis or information may be used as a starting point for the new analysis. The degree of
relevance depends on the differences between the examinations or services. The extent that an existing
risk analysis can be used should be based on a systematic evaluation of whether these differences could:

— significantly affect the outputs, characteristics, performance or results;

NOTE 1

12

cause the introduction of new hazards;

lead to the development of new hazardous situations.

Some risks which can occur in medical laboratory examinations are described in Annexes D, E and F.
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NOTE 2  Some risk analysis techniques are described in Annex G and H.

5.2 Risk analysis process and documentation

A risk analysis shall be performed for each examination procedure or service within the scope as
described in 5.3 to 5.8. The implementation of the planned risk analysis activities and the results of the
risk analysis shall be recorded. (see 4.4.5)

In addition to the records required in 5.3 to 5.8, the documentation of the conduct and results of the
risk analysis shall include at least the following:

a) gdescriptiomanddentificatiorof the—subject{s)of the Tiskamatysiste-g; theexammnations and
IVD medical devices, including the processes of delivering samples, performing quality] control and
feporting the results);

b) identification of the persons who carried out the risk analysis, their expertise‘and the|dates of the
gnalysis;

c) gcope of the risk analysis (see 4.4.2);

d) 4pproval.

5.3 | Intended medical laboratory use and reasonably foreseeable misuses

For the particular examination or service being considered,.the laboratory shall document the intended
medical laboratory uses and any reasonably foreseeable misuses.

NOTH Misuse is intended to mean incorrect or improper performance of an examination, prod¢edure or any
procddure critical for patient safety.

5.4 | Identification of characteristics related to safety

For the particular examination being-eonsidered, the laboratory shall identify and docyment those
qualftative and quantitative characteristics that could affect the safety of the patient| and where
apprppriate, their defined limits.

EXAMPLES diagnostic specifjeity, diagnostic sensitivity, measurement specificity, nleasurement
precision, measurement bias, analytical interference, reagent stability, analyte stability, $terility (for
phlebotomy services), bielogical reference intervals.

NOTH Annex D, €ontains a series of questions that can serve as a guide in identifying the characteristics of
the examination andany IVD medical devices involved that could have an impact on safety.

5.5 | Identification of hazards

The [ldboratory shall identify and document known and foreseeable hazards associat¢d with the
exaniination and other critical processes and their causes (€.g., potential talfure modes and use errors).
Hazards in both normal use (i.e., correct use and use errors),reasonably foreseeable misuse and fault
conditions shall be addressed.

For examinations involving the use of an IVD medical device, the laboratory may obtain information
from the IVD manufacturer about potential hazards that were identified but not fully eliminated during
the manufacturer’s risk management process.

NOTE1 The most common hazards to patients from medical laboratory examinations are incorrect results,
misidentified results and delayed results. The examples of possible hazards in Annex E can be used as guidance
when identifying hazards to laboratory workers, service personnel and other persons.

NOTE 2 Annex F can be used to obtain information on the different steps where nonconformities can lead

to errors in different steps (pre-examination, examination and post-examination) and for different medical
laboratory disciplines.
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NOTE3  Sources that can help identify the potential causes of hazards include laboratory investigations
of complaints, nonconformities, use errors and incidents, as well as the IVD manufacturer involved. IVD
manufacturers that follow ISO 14971 are required to disclose significant residual risks to laboratory users.

5.6 Identification of potentially hazardous situations

Reasonably foreseeable sequences or combinations of events that can lead to a hazardous situation
shall be considered and the resulting hazardous situation(s) shall be recorded. The decision regarding
which event in the sequence of events exposes a patient to the possibility of harm (i.e., a hazardous

situation) should be made by the laboratory to suit the risk analysis.

NOTE1 Sd
examinations
literature, ex
of medical la
situations.

NOTE 2
hazardous si
are beyond 4
provided in A

NOTE3 H
from a labor3
identifying a

5.7

Reasonably
and classifig

documented.

NOTE Sq
examination
and consensy
foreseeable p

5.8 Estinj

UTTES Of IMfOTTAtioN apout potential Tazardous Situations assoctated Witlt edtcat tabo
or services include the manufacturer(s) of any medical device used, the medical and,seig

perience with similar examinations, expert medical or scientific opinion, and consensus\pos

boratory associations. Refer to Annexes E and F for guidance for developing the list-of/haza

An incorrect result received by a healthcare provider can be considered the-event that cres

fuation for a patient, since subsequent medical decisions and actions that-cotlld harm the p
hy reasonable means of risk control by the laboratory. Examples of other-hazardous situatior
nnex E.

hzardous situations can arise from use errors in the performance 6flaboratory examinations,
tory worker choosing to do something or failing to do something,)Refer to Annex H for guidan
hd classifying use errors for risk analysis.

Identification of foreseeable patient harms

foreseeable harms that could result from each hazardous situation shall be ident
bd along with the severity of each harm. This process and the identified harms, sh4

urces of information about foreseeable-patient harms that could be caused by incorrect or de
results include medical literature,cexperience with similar examinations, expert medical op
s positions of professional medical societies. Refer to Annex E for guidance for developing the
atient harms.

Jation of the risk(s).fer each hazardous situation

For each identified hazardous-situation, the associated risk(s) shall be estimated using avai

information|
whole proce

NOTE1 M
Annex [, whi
qualitative lg

or data. Risk estimation may be quantitative or qualitative and will need to focus o
ss rather than-individual components of the situation.

ethods ef\pisk estimation, including those resulting from systematic faults, are describ
ch gives.examples of probability and severity scales based on quantitative, semi-quantitati
vels.

atory
ntific
tions
rdous

tes a
htient
s are

pither
ce on

ified
11 be

layed
inion
ist of

lable
nh the

ed in
ve or

If the likeli

00d oI the occurrence or harm cannot be estimated, Ior example In the case oI SoIt

are

defects or other systemic faults, the possible consequences should be listed for use in risk evaluation
and risk control.

NOTE 2  Information or data for estimating risks can be obtained, for example, from:

a) external quality assessment results;

b) relevant failure investigations;

c) useerror and nonconformity reports;

d) complaints received from laboratory customers;

e) usability evaluations involving typical users;
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experience with similar examinations, including publicly available incident data;
performance and reliability specifications for IVD medical devices;

product technical literature and disclosure of residual risks from IVD manufacturers;
medical literature and published clinical evidence;

published standards and medical practice guidelines;

expert scientific, engineering or medical opinion;

scientific, technical or clinical performance evaluations.

6

6.1

The
the o

NOTH
procg

The 1

Risk evaluation

Risk acceptability criteria

aboratory shall define, approve and document risk acceptability criteria for individu

verall residual risk in the appropriate risk management plan.
1  Established criteria for risk acceptability are essential for the(effectiveness of the risk
Ss.

isk acceptability criteria shall:

1

NOTH
perfo

For
coml

NOTH

Such
and
reas

NOTH

Ibe approved by the laboratory director.

e determined according to the laboratory’s policy for determining risk acceptability c

e based on applicable national or regional regulations, applicable safety standards, 4
edical practice standards;

ake into account the generally acceptedcstate of the art and known stakeholder concer]

2 It is not necessary to apply the same risk acceptability criteria for all examination
rmed by the laboratory. The criteria can differ based on the intended use or other factors.

ndividual risks, the dcceptability criteria may be documented in a matrix to |}
inations of probability)of occurrence and severity of harm that are acceptable or unac

3 See guidance-gn risk acceptability considerations and examples in Annex C.

a matrix may be further subdivided into zones that indicate which risks are considersg
which risks(are acceptable if the risks are minimized (i.e., the risks are first reduc
nably<possible).

4-_“See guidance and examples in Annexes B.5 and C for determining endpoints for risk redt

al risks and

management

riteria;

ind relevant

ns;

5 or services

ndicate the
ceptable.

d negligible
ed as far as

ction.

Considerations in establishing overall residual risk acceptability criteria may include:

1

© ISO

compliance with required regulations such as National Quality Regulations;

aboratory accreditation to standards of quality and competence;

participation in recognized proficiency testing schemes;

whether informed consent is required.
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The laboratory shall determine and document acceptability criteria for evaluating the overall
residual risk.

NOTES5  Annex]describes three criteria that can be the basis for evaluating acceptability of the overall residual
risk: a) The risk associated with an examination procedure or laboratory service compares favourably to similar
examination procedures or laboratory processes already in use. b) The medical benefits of the examination
procedure or laboratory service outweigh the overall residual risk. c) The overall residual risk has been reduced

as far as reasonably feasible and verification of the risk control measures demonstrates that they are effective.

6.2 Risk evaluation process

For each id
criteria (sed
then the ris]

If risk redu
performed.

If the level d

management shall decide whether the examination or service in questionCmay be commencsg

continued b

If risk redu
particular hj

7 Riskc

7.1 Risk

The laborat
acceptable ]

NOTE Ri

harm, or botl.

In selecting
preferred of

Laf: o 1 A | e iy £l 1ol £ Laoll 1 £l A | ral i
FIILITICU TIdZdIUUUS SItudtivll, UIIC IdUUlI ClLUl_y oI1dI1l ayt,u_y LIIC CllJlJl UVCU T10IN abbC}JLa
6.1) to decide if risk reduction is required. Generally, if the risk is considered negli
 is acceptable and no further risk reduction is necessary.

ction is required, then risk control activities, such as described in 7.1 to\7.4, sha

frisk is considered unacceptable, and cannot be reduced to an acceptable level, labor

hsed on a documented risk — benefit analysis as described in Clayse 8.

ility
sible,

1l be

hitory
d or

'tion is not required, then the risk control requirements inZ.1 to 7.4 do not apply for the

azardous situation being evaluated, and the laboratory mayproceed to Clause 9.

pntrol

control options

bry shall identify, implement and verify, fisk control measure(s) that reduce the risk(s)
bvel.

sk control measures can reduce thé severity of the harm, reduce the probability of occurrence

risk control measures,-priority shall be given to risk control options in the follo
der:

Lo an

bf the

wing

a) inherenlt safety by process.deésign (e.g., potential for failure is reduced or eliminated);

b) protective measures-in.the [VD medical device (e.g., alarms, failure detection, fail-safe mecharnism)
or in thg examinatien, pre-examination, post-examination and quality assurance procedures|(e.g.,
calibratfion, quality control activities, including new control activities added by the laboratofry to
reduce tesidualrisk);

c) informdtien for staff on safety;

d) training.

When implementing option b) or c), the laboratory should select risk control measures that will reduce
the risk as far as reasonably possible before determining whether the residual risk is acceptable.

The laboratory may also consider whether use of an examination for a specific patient population
should be contraindicated based on risk evaluation (Clause 6) or risk-benefit analysis (Clause 8).

If the laboratory determines during risk control option analysis that risk reduction is not feasible, the
laboratory may conduct a risk/benefit analysis of the residual risk to determine whether to continue to
develop or implement the examination or service (see Clause 8).
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Risk control verification

The correct implementation of each risk control measure shall be verified.

The effectiveness of the risk control measure(s) shall be verified. Verification of effectiveness may be
performed as part of validation activities.

7.3

Role of standards in risk control

Conformance to relevant standards should be considered as part of the risk control option analysis.

Appl
proc
isup

7.4

If th
mant
laboj
incof

NOTH
perfo
risk @

Risk
verif]

1

1

The

medical device and decide whether the effectiveness of the risk control measures require

verif]

Mod
reva

7.5

Each

in conformance to ISO 14971, and;

Ineasures are effective.

LatiUll Uf lC}CVClllt otaudal C‘lb dul ills thc dcoisu Cllld dCVC}Ul)lllCllt Uf dll CAalllillatiUl
edure might constitute a risk control activity, and may meet the requirements givenin
to the laboratory to determine whether application of the standard meets all of the're

Role of IVD medical devices in risk control

e examination involves an IVD medical device that was designed, developed, v4
hfactured in conformance to a recognized risk management standadrd such as ISQ
atory should follow the manufacturer’s instructions regarding” any risk contrd
porated in or provided with the device. Exceptions shall be justified.

This recommendation is intended to enable laboratories to rely on risk managem
rmed by the IVD manufacturer, thus avoiding unnecessary. daplication of efforts. This prom
ommunication between stakeholders.

control measures incorporated in or provided witli-an [VD medical device may not req
jcation if:

he IVD manufacturer certifies thatthe devicewas designed, developed, validated and m
he information provided by the manufacturer in the device labelling shows that the

laboratory shall review theirisk control measures incorporated in or provided w

ication by the laboratery:

idation by thedaboratory.

Risks arising from risk control measures

risk control measure shall be reviewed with regard to whether:

or another
71to 7.5.1t
guirements.

lidated and
14971, the
I measures

bnt activities
btes effective

uire further

hnufactured

risk control

ith the IVD
s additional

fications to the IVD medical device that could affect the risk control measures may require

ny‘new hazards or hazardous situations have been introduced; or

— the estimated risks for previously identified hazardous situations will be affected by introduction
of the risk control measure.

Any new or increased risks shall be analyzed, evaluated and controlled in accordance with 4.4 to 7.4.

The results of this review shall be recorded in the risk management documentation.

7.6

Residual risk evaluation

After the risk control measures are applied, each residual risk shall be evaluated using the approved
risk acceptability criteria (see 6.1). The results of this evaluation shall be recorded.
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If the residual risk is judged not acceptable using these criteria, further options for risk control shall be
considered (see 7.1).

If further risk reduction is not feasible, the laboratory may conduct a risk/benefit analysis of the residual
risk to determine whether to continue to develop or implement an examination or service (see 8).

For residual risks that are judged acceptable, the laboratory shall determine what information is
necessary to communicate to the intended recipients in order to disclose the residual risks. Copies
of any communications that disclosed the residual risks shall be maintained in the risk management
documentation.

NOTE Guidance on bow residnal rick(c) can be disclosed is prm/idpd in Annex|

8 Benefit-risk analysis

The medical laboratory may perform an analysis of relevant clinical evidence to détermine if the
medical benjefits of the intended use outweigh the residual risk. This analysis may belperformed gt the
level of an individual residual risk or for the overall residual risk.

NOTE Clinical evidence is obtained from sources such as the medical literature, clinical studies, performance
evaluations, pdverse event experience, and expert medical opinion. Refer to Annex K for further guidange for
performing a|benefit-risk analysis.

If the residyal risk is demonstrated to be outweighed by the benefits, then the risk may be considered
acceptable. The laboratory shall determine which information is,necessary to disclose the residuallrisk.

If the evidence does not support the conclusion that the medi€al benefits outweigh the residual|risk,
then the risk is not acceptable.

The results pf the benefit-risk analysis and the information to be disclosed to intended recipients|shall
be recorded|

9 Risk management review

9.1 Completeness of risk contrel

Prior to repgrting results from the'examinations addressed in the risk management plan, the laboratory
shall carry put a comprehensive review of the entire risk management process. The responsibility for
review should be assigned ifn-the risk management plan (see 4.4.3 b).

This review|shall at leasté€hsure that:
— the riskmanagemeént plan (see 4.4) has been appropriately implemented,;

— the risk|s)from all identified potential hazardous situations have been considered (see 5.6);

— the overall residual risk is acceptable (see 9.2); and

— appropriate methods are in place to obtain the information necessary to monitor the risks (see 10).

9.2 Evaluation of overall residual risk

After the individual assessment of every identified hazardous situation associated with an examination
or service, and after the identified risk control measures have been implemented and verified, the
laboratory shall consider the combined impact of the individual residual risks and decide whether the
overall residual risk for each examination or service is acceptable using the criteria defined in the risk
management plan.

NOTE For guidance on overall residual risk evaluation, refer to AnnexJ.
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If the overall residual risk is judged not acceptable using the criteria established in the risk management
plan, the laboratory may conduct a risk-benefit analysis (see Clause 8) to determine if the medical
benefits of the intended use outweigh the overall residual risk. If the clinical evidence supports the
conclusion that the medical benefits outweigh the overall residual risk, then the overall residual risk
may be judged acceptable. Otherwise, the overall residual risk remains not acceptable.

For an overall residual risk that is judged acceptable, the laboratory shall determine what information is
necessary to give healthcare providers to disclose the overall residual risk. Copies of the communications
that disclosed the overall residual risk shall be maintained in the risk management file.

NOTE Guidance on how residual risk(s) can be disclosed is provided in Annex L.

9.3 | Risk management report

The results of this comprehensive risk management review shall be recorded in a'fisk thanagement
repoft, which shall summarize the evidence that:

— the risk management plan has been satisfactorily fulfilled;
— the results confirm that the residual risks are acceptable; and,

— the risk management report shall be approved by laboratory management.

10 Risk monitoring, analysis and control activities

10.1) Surveillance procedure

The |laboratory shall establish, document and>maintain a suitable procedure to collect, review
and pnalyze information about risks associated with the pre-examination, examination, and post-
exanpination processes.
Wheh establishing a surveillance systeni, the laboratory should consider among other things:

D

a) the mechanisms by which information generated by the laboratory, the healthcare prjoviders, the
IVD medical device manufdacturer, or those accountable for the installation and servicing of the
¢quipment is collected and-processed; and

b) mew or revised healthcare regulations and standards.

Riskibased alert and.action triggers should be established to ensure timely response to any identified
advefse event or £rend.

The |nformation collected as part of risk monitoring shall be evaluated to ensure the 1isk controls
remdin effective and the risks remain acceptable. In particular, the laboratory shall determjine if:

— an-unanticipated failure mode, use error, hazard, hazardous situation or harm may haye occurred;

— the previously unrecognized potential for any of these events to occur may be present; or
— the estimated risk(s) arising from a hazardous situation is (are) no longer acceptable.
If any of the above conditions occur:

a) the need for immediate action to reduce imminent risks to patients or users shall be evaluated, and
if so, the appropriate actions to be taken by the laboratory to address the risks shall be initiated
(see 10.4);

b) the impact on previously implemented risk management activities shall be evaluated and shall be
fed back as an input to the risk management process;
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<)

areview of the risk management documentation for the examination or service shall be conducted,
and if there is a potential that the residual risk(s) or its acceptability may have changed, the impact
on previously implemented risk control measures shall be evaluated.

The results of this evaluation shall be recorded in the risk management documentation.

NOTE Aspects of monitoring for unanticipated risks are often the subject of national regulations.

10.2 Internal sources of risk information

Sources of risk information and data within the laboratory may include:

a)
b)
‘)
d)
e)

10.3 External sources of risk information

Sources of rjsk information and data outside the laboratory may inglude:

performance evaluation studies;

statistig¢al quality control data;

incident reports;

complaints, nonconformities or corrective actions;

internal audits and other evaluations.

a) EQAS (HBxternal Quality Assurance Services) reports;

b) physician complaints;

c¢) manufafturer advisory notices;

d) regulatpry authorities;

e) adverseevent databases;

f) literature reports;

g) accreditation bodies (e.g., audits),

NOTE A product recall, field €orrection or safety notice from an IVD manufacturer can indicate a change in

risk that reqyires immediate a€tipn by the laboratory.

10.4 Immediate actions to reduce risk

immediate

If examinatjon results reported by the laboratory are found to present unacceptable risks to patients,
are not limi%ed to the following:

a)
b)
‘)
d)
e)
f)

g)

20

ctions shall be taken in proportion to the risks. Actions to reduce the risks may includg¢, but

alert the affected healthcare providers to the erroneous results;

if possible, repeat the examinations and revise reports to correct the erroneous results;
notify healthcare providers of changes in diagnostic performance;

update and issue revised reference ranges;

suspend further examinations until the cause is corrected;

notify the IVD manufacturer of any clinically significant malfunction, use error or deficiency in IVD
device design or labelling;

report adverse events or serious incidents to authorities, where appropriate.
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Theimmediate actions may also include an investigation to determine the root causes and reassessments
of the risks.
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Annex A
(informative)

Implementation of risk management within the quality

management system

A.1 Gendral guidance

Where adod
4.1 of ISO 27

Riskis inhe

umented quality management system exists, such as that described in 4.2 of ISO.15189:2012,
367 requires that it should incorporate risk management into the appropriate\parts.

ent in all aspects of a quality management system. There are risks in alksystems, processes

and functions. Risk-based thinking ensures these risks are identified, considered and contrjolled

throughout

By using rij
reactive in

action is b

the design and use of the quality management system.

laboratorieq do automatically in everyday life.

Not all the g

potential fo
than others
is improved
the expecte

22

l product or service (see Figure A.1).

k-based thinking the consideration of risk is integral. It becomes proactive rather|than
reventing or reducing undesired effects through early identification and action. Preventive
pilt-in when a management system is risk-based. Risk<based thinking is something

rocesses of a quality management system represent the same level of risk in terms of [their
' harm to users or patients. Some need more*careful and formal planning and corjtrols
By considering risk throughout the system-and all processes the user and patient spfety
output is more consistent and healthcare providers can be confident that they will regeive
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’ Identify the RISK |

!

‘ Identify the PEOPLE at risk, where applicable |

'

‘ Identify existing CONTROL measures |

'

Evaluate the risk

Likelihood
and possibility

Severity and
consequences

r‘[ riste{RISHra ) I‘
|
Y
Very low risk W&"“k
B fu;t:l;rez;cuon Possible or no action Medu;r:ﬁ](a;orlty High priority action Urgent action
s Implement CONTROL |
g measures h
\ 4 \
Re-evaluate \ia
asses&
No or lower RISK Similar or higher
RISK
\ 4 \ 4 A 4
Acceptable Acceptable JMECEMENTEnews > epeat process
. control measure

Figure A1 — Risk assessment flow chart

This|Annex provides guidance for medical laboratories that have implemented ISO 15189, which
requfres that risk managemeéntbe incorporated into their quality management system. All freference to
claudes in ISO 15189 will be,so stated (e.g., ISO 15189:2012, 4.6); if a clause is listed by itself (e.g., 4.4.5),
it refers to the clause in®his document.

A.2 | Documents and records control

See IS0 15189:2012, 4.3 and 4.13.

The document and records control requlrements of ISO 15189 2012, 4 3 apply to all laboratory policies,
L L : ent process and

A.3 Supplier management

See ISO 15189:2012, 4.6.

A.3.1 General

The degree of supplier control required varies with the examination or service and the associated
risks to patients or laboratory workers. The extent of specification detail necessary to ensure that the

purchased product or service, including referral laboratory services, meets requirements depends on
the nature of the product or service purchased and the identified risks (see Clause 5).
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Assessment of risks introduced by vendors should result in clarification of the roles and responsibilities
of the laboratory and supplier. For examples, contractual considerations may include:

ownership of the specifications and the change control process;

ensuring that new information is communicated when it becomes available;
— specifying the extent of risk management to be conducted by the laboratory and by their supplier.

Supplier management and acceptance activities generate information and data that should be part of
the risk monitoring that continues throughout the examination cycle. The output of risk management
activities may result in risk control measures to be carried out such as purchasing controls and

acceptance

A.3.2 Pur

The procedures for the selection and purchasing of external services, equipment,-reagents|

consumable
introduced
of suppliers

Where appr
process (Cl4
information|

Criteria for
IVD medica
assessment
related to th

A.3.3 Acc

In developir

activities should be considered. Specifically,‘the identified hazards and their related risk co|

measures s
activities.

A.3.4 Ser)

Laboratory
activities pn

When servi
considered.
can be an ef]

hctivities.

chasing

supplies should require identification of hazards and evaluation ef [risks poten
by suppliers, and should require risk-based decisions regarding the selecCtion and app

opriate, prescribed risk control measures derived from the Jaboratory’s risk manage
huse 7) should be included in the purchasing requirements as part of the purch

selection, evaluation and re-evaluation of suppliers® of purchased products, incly
| devices, and services, such as referral and reference laboratories and external qy
programs, should be established based upon the'risk associated with identified haz
e purchased products and services.

pptance activities

g the acceptance criteria for purchased product and services, results of risk manage

hould be taken into account ‘when developing criteria for verification and accept

yicing
equipment and VD medical devices may require installation, maintenance and r

ovided by intefnal or external suppliers.

Cing is a spécified requirement, information from risk management activities shou
Periodic.servicing and maintenance as a means to ensure proper functioning of a d
fective-method of risk control.

If a certain

apply the same (or similar) risk control measure to the servicing process.

Fisk control measure is necessary for an examination process, it may also be necessafr

and
tially
roval

ment
hsing

1ding
ality
ards

ment
ntrol
ance

Ppair

d be
bvice

y to

When there is a hazard to service personnel, clear instructions should be included in servicing manuals
or documentation and appropriate training shall be provided.

A.4 Design and development activities

A.4.1 General

This subclause applies only to medical laboratories that develop examination procedures for their own
use, or modify previously validated examination procedures or [VD medical devices.

24
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Risk management activities (e.g., risk assessment and risk control) should be an integral part of the
design and development process for laboratory examinations.

NOTE An examination procedure developed for a laboratory’s own use is often referred to as a “laboratory
developed test”, “LDT”, or “in-house test”.

The following guidance is based on the iterative design and development process described in 7.3 of
ISO 13485:2016 (8), in which design and development is conducted in the stages listed below. This
approach is followed by most IVD manufacturers, and should be considered by laboratories when
developing examinations for their own use.

— design and development planning;

— (dlesign and development inputs;

— design and development outputs;

— (lesign and development review;

— (lesign and development verification;

— (dlesign and development validation;

— design and development transfer;

— ¢ontrol of design and development changes.

Risk{management activities should begin as early as pessible in the design and developmient process,
when it is feasible to incorporate safety features in.the design. For each identified hazard, the risk in
both{normal and fault conditions is estimated (Clause 5). The laboratory decides whether rigk reduction
is nepded (Clause 6). The results from this risk.évaluation, such as the need for risk contr¢l measures,
then|become part of the design and development input.

Risk|control measures (Clause 7) are partof the design and development output and their gffectiveness
is verified during design and developmeént verification. This design and development input/output/
verifjcation cycle iterates and continues throughout the overall design control process until|the residual
riskd have been reduced to an acceptable level and can be maintained at an acceptable levelf The overall
effectiveness of the risk contrdl imeasures is confirmed during design and development valjdation.

A.4.2 Design and development planning

Design and development planning ensures that risk management activities are coordinjated during
design and development and continue throughout the life time. Design and development planning
should identify:

— the infer-relationship(s) between appropriate risk management activities and [design and
evélopment activities;

— the design and development resources required, Including the expertise to address potential Safety
concerns.

A.4.3 Design and development input

Design and development inputs are documented as the foundation for subsequent design and
development activities. Design and development inputs include adequate consideration of intended use
and functional, performance, safety and regulatory requirements.

Risk control measures are an output from risk management activities, which become inputs into the
design and development process.

Hazard identification starts with consideration of the intended use, the characteristics related to safety
and the use environment and results in a preliminary list of known and foreseeable hazards. Each
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identified hazard could lead to several different harms, and several different hazards could lead the
same harm. The probability of occurrence of each harm and its severity are determined to estimate
the risks (see Clause 5). Each risk is evaluated against previously established acceptability criteria to
determine whether risk controls are needed.

During development, any proposed changes to the identified design characteristics, specifications, and/
or risk control measures and their associated hazards from the current risk analysis should be carefully
evaluated with respect to continued safety and specified performance of the examination procedure
before approval.

If the examination procedure is intended to be used in combination with any equipment or IVD medical

device, then
well as for t

When estal
considered.
become an d

L. | A aral i 1 L 11 L ] rad £ L. RPN [N |
IIdZdIUS dIIU TION CUITILT UT TTICASUTITO SITUUIU UL TvVvdiudiTtUu IUL TAadltll \.UllllJUllCllL IiuIvivudud

he system or combination.

lishing design and development inputs, the need for risk control measures/shoul
When risk control measures are determined to be necessary and are initially.defined, {
utput as part of the iterative cycle.

A.4.4 Design and development outputs

The risk control measures identified during the input phase are evaluated during design

developme

inherent saf
measures sy
the design s

Design and

specific
its safe

require

accepta

All types ma3
any of these

A.4.5 Des

Design and

procedure 1
risks as wel
confirm the
should have

, and if feasible, will be incorporated into the design in the order of priority given in

ich as labelling or training may be necessary. The desighdand development output inc
pecifications for the risk control measures.

Hevelopment outputs are generally of three types:

ntion of the characteristics of the examinatjon*procedure, in particular those essenti
hnd proper use;

ments for purchasing, production, handling, distribution and servicing;
hce criteria.

y include information essential for safe and proper use. Risk control measures may fal
categories.

ign and development review

levelopment reviews should be conducted at appropriate points to ensure the examin
neets the idertified medical needs. The reviews should confirm that any individual res
as any overall residual risk are acceptable and adequately disclosed. These reviews s}
validity.of’risk/benefit decisions related to the acceptance of the residual risks. Revig|
the necessary competence to assess design decisions concerning risk acceptability.

Design revi

pw_procedures should define risk review tasks that should be performed at approp

ly as

d be
hese

and
V.1. If

ety or design for protective measures are not reasonably féasible, less effective risk control

udes

h] for

into

htion
idual
jould
wers

riate

stages of design and development. Design and development reviews should assess, for example:

measures have been identified;

the effectiveness of risk control measures for individual risks;

performance of the examination procedure by the intended user;

and verified.
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whether all hazards have been identified, risk has been properly assessed and potential risk control

if design validation activities effectively assessed the overall residual risk associated with the

whether any new risk-related issues identified during the design transfer process were controlled
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A.4.6 Design and development verification

Verification generates objective evidence that the design requirements were met, including requirements
that identified risks were addressed, risk control measures were implemented as necessary, and risk
control measures were effective so that the end result meets the defined acceptability criteria.

Procedures should define appropriate verification methods and should ensure traceability between
identified hazards, risk control measures, design and development requirements, test plans, and test
results. Annex F contains an example of a risk management summary in a table format, which also
demonstrates traceability.

Vali

over
adeq
over
desig
shou

A4S

Duri
the 1
effec
risk-
oper

A.5
Seel

Each
shou
hand
nonc

Ident
revig
prioy
Class
—

— ¢

ation confirms that the examination or service meets client needs, intended 1ises, 4
1l residual risk meets the approved acceptability criteria. To ensure risk control m
ately addressed, the validation plan should include all intended uses to give'confide
1] residual risk determination is consistent with expectations. Any simulated use testi

Id be assessed (Clauses 5 and 6) and, if necessary, controlled (Clause\7).

B Design and development transfer

hg transfer of the examination procedure from research and development to laboratory
hboratory should ensure that the required risk controel measures were implemented
tive in the actual use environment. The laboratory¢should also ensure that any new
related issues are resolved prior to the releaseyof the examination procedure tg
htions.

Identification and control of nonconformities
50 15189:2012, 4.9.

nonconformity related to a labordtory examination, including pre- and post-examinat
Id be investigated and handled'in a controlled manner (i.e., using a documented no
ling process). The level gfyeontrol should be commensurate with the risk associat|
pnformity.

w and reporting-Risk assessments (Clauses 5 and 6) should enable the laboratory to
itize the nonepnformity according to its significance, primarily in terms of patient and
ification may.also include, but is not limited to:

ycle phase of event;

bventlocation;

ind that the
easures are
nce that the
hg should be

ned to provide similar levels of confidence. Any unforeseen hazards that emerge frog validation

operations,
and will be
y identified
laboratory

ion aspects,
hconformity
ed with the

ified nonconformities, including use errors and incidents, should be classified for analysis,

classify and
user safety.

— event characterization;

— event predictability and prevention.

A.6

Complaint evaluation and investigation

See IS0 15189:2012, 4.8.

The procedures for the management of complaints or other feedback received from clinicians, patients,
laboratory staff or other parties should require that each complaint be evaluated to determine if it
involves an adverse event, a known hazard, a previously unknown risk, or a change in risk level.
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The prioritization and extent of complaint investigations should be commensurate with the level of risk
represented by the event, based on the risk assessments (Clause 5 and 6). If so, review of the existing
risk analysis may be necessary to determine whether it requires an update.

Complaint evaluation and investigation activities generate information and data that should be part of
the risk monitoring that continues throughout the lifetime of an examination.

A.7 Corrective action

See IS0 15189:2012, 4.10.

The root cause investigation should include determination of whether the level of risk estimatgd in

Clause 5.8 ig still acceptable, and if the original risk assessment remains valid.

The comprg¢hensiveness and depth of failure investigations should be commensurate” with the

magnitude ¢f the nonconformity, event or incident being investigated, and the risk it presents tp the

patient or user.

Procedures should include or reference the method to be used to determine the'level of risk assocjated

with the failure (Clause 5) and the decision process used to determine the depth of investigation Hased

upon that leyel of risk.

The results jof corrective action activities should be reviewed to identify any previously unrecog:llized

risks and tojmonitor the effectiveness of risk control measures. This ihformation should also be utilized

to determing the effectiveness of the risk management activities-and determine required actions fo be

taken to corfrect the identified issues and prevent recurrence.

A.8 Preventive action

See ISO 15189:2012, 4.11.

Relevant information from the laboratory’s_examination processes should be continually monitpred,

analyzed and used in reviewing revising currént risk assessments and where appropriate, performing

new risk asgyessments.

Additional spurces of information tg-be’considered include:

— informdtion on laboratory-examinations or IVD medical devices from interlaboratory qyality
assessnjent schemes;

— informdtion on similartaboratory examinations or IVD medical devices;

— public informatien on recalls, vigilance reports, etc.;

— scientif]c literature, consensus guidelines and expert medical opinion;

new or Jdimended standards arnd Tegulatiorns:

The analysis of data should demonstrate that the decisions and risk control measures determined

within ther

isk management process are appropriate.

If a situation or condition is identified that could contribute to a nonconformity and increase the level
of risk, laboratory management should take action to prevent occurrence of the nonconformity. The
preventive action plan should include:

a descri

28

the scope of the plan;

ption of the specific failure mode effect, nonconformity, error, or incident;

the identification of potential hazards associated with the potential error or nonconformity;
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— allocation of responsibilities to address the changes required;

— requirement for review;

— criteria for acceptable resolution.

A9

Continual improvement

See ISO 15189:2012, 4.12.

Laboratory management should review information gained about the laboratory nonconformities,

errof
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—

—
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duripg the next routine atidit. The laboratory should consider the result of risk managemgd

to as

The
warf

A.1]

as a result.

s and Incidents. This information should be evaluated for possible relevance to
atory safety, especially with regard to the following:

vhether previously unrecognized hazards are present;

vhether original assessments of laboratory nonconformities, errors and-incidents are

her of the above applies, the results of the evaluation should be used to assess the ade
pctive action process and the corrective action plan should be modified if appropriate.

dition, an in-depth investigation into the root cause of any-high-risk laboratory nonc
s and incidents should be carried out immediately, in order+to prevent their recurrenc

In this context, immediately means without a delay‘that cannot be justified.

50 15189:2012, 4.14.

ty management system audits should include the risk management process descr

associated with the nonconformities, and special follow-up audits should be conduct
b1 risk issues are addressed in a timely manner. Lower risk audit observations may be

5ign priorities to high risk processes when performing audit program.

frequency of.internal audit of specific items can be based on the risk management
ant that the time spent is focused.

| Accommodation and environmental controls

patient and

invalidated

guacy of the

pnformities,
.

ibed in this

I observations of quality management system deficiencies should be prioritized according to the

bd to ensure
followed-up
nt activities

approach to

See IS
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Where the work environment, including facilities, could have an adverse impact on the examination
process or the examination results, and has been determined to result in or contribute to risk for the
patients, then risk control measures should be defined, documented and implemented. The effectiveness
of these risk control measures should be periodically assessed.

A.12 Control of laboratory equipment, reagents and consumables

Seel

S0 15189:2012, 5.3.

The suitability of equipment and the frequency of cleaning, maintenance and calibration should be
verified and/or validated with reference to the risks associated with the examination processes.
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Work instructions should be reviewed and updated to reflect any risk control measures identified
according to Clause 7.

Information may be communicated to distribution, handling, and storage personnel from the risk
management activity, if distribution, handling, or storage practices or conditions could cause or
contribute to a hazard from the use of any reagent or other product (e.g., storage temperature and

humidity, te

mperature and humidity control during shipping, need for protective packaging).

Laboratory equipment, reagents, and consumables should be controlled in a manner that is
commensurate with their risk.

When consi

rols,

a risk base

pring the Frpqnpnry of the qnnlify control which include internal and external con
1 principle should be applied with consideration of the method validation/verifie

htion

outcome, the stability of the equipment, method and environment and the clinical outcome’ of the

results.

A.13 Cont
See ISO 151
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information systems should be validated for use to a degree contmensurate with the
vith the examinations being performed and the examinatieh results being reported
y of the system and its data. Typically, such systems are‘integral to the workflow d
nd can present potential risks predominantly in the pré<examination and post-examin
tient care.

fential risks can include:

b properly identify and trace a patientand all¥elevant personnel throughout the examin

to properly and correctly transmit and display information that is readable
hensible, including;

ering instructions from the healthcare giver to the specimen collector or laboratory
h1ts of examinations

es with the sample-or-the examination that may impact interpretation

o tolerate and foerrecover from disruptions of the laboratory information system;
vare integrity and dependability;

] for hacking into systems connected to internet (directly or indirectly) and changi
patient data;

risks

and
f the
htion

htion

and

hg or

— attenti

L 1 TP 1
'O CyDTISCLUTILY 1T 5CIICT d1.

A.14 Quality control of examination processes

See ISO 15189:2012, 5.6.

The development of an internal quality control plan can be conducted based on risk management
principles and should include at least the next steps:

1. Collection of information of quality specifications and requirements from manufacturers, users,
laboratory, accreditation agencies, literature;

2. Performing of risk assessment;
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3. Identifying control measurement to reduce risk;
4. Development of a quality control plan;
5. Monitoring performance.

To identify potential hazards and their causes the laboratory could implement some of the tools
mentioned in Annex G: process mapping, fishbone diagram, FMEA. It could be useful for the laboratory
to map the entire testing process with a high-level process map, identified the potential causes of harm
in each process step with a fishbone diagram and conduct a FMEA to evaluate if risks are acceptable
and if ex1st1ng controls are effectlve In this case the laboratory should implement a quality control

s, eliminate

laboratory
the process
issessment.

assessment
s, the entire
the system.

— (dleparture of bench or supervisory personnel;

4 change of reagents (even nominally identical material from a different supplier);
— 1eplacement of laboratory equipment by another;

— thhe cumulative effect of seemingly mninor changes to a process;

— ¢hange from one supplier toanother;

— ¢hange made by supplieks;

— ¢hange of intended wse, the intended user or the intended use environment.

Prior to implementing a proposed change, it is important to ensure that any individual resjdual risk(s),
as well as the overall residual risk, are defined and remain acceptable.

Proplosed changes to validated examination procedures or IVD medical devices should be pssessed for
risk [Clausé~5 and 6) early in the change management process in order to determine whgther known
riskd are controlled satisfactorily or whether they could introduce new risks. Unacceptable risks should
be addressed{ttause7and-8)priortothedecisiomrtoapprove the change:
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Annex B
(informative)

Developing a risk management plan

The following guidance is adapted from ISO/TR 24971:2019.

B.1 Gened

The risk m
documentat
reference of

The level of
the process,
4.4 are the |
such as tim
criteria.

B.2 Scop

The scope id
each elemer

ral

anagement plan can be a separate document or it can be integrated within

her documents to fulfil the requirements described in 4.4.

ion, e.g., quality management system documentation. It can be self-contained or it

bther
can

with

detail for the plan should be commensurate with the complexity of thejrisk associated
laboratory service or examination and its associated risks. The requirements identif

e-schedule, risk analysis tools, or a rationale for the choicé of specific risk accepta

e of the plan

lentifies and describes the process, examination'procedure or laboratory service for v
t of the plan is applicable.

The elemen|

examinations or service. The plan should include dll risks associated with the laboratory’s sery
examinations and operations, including risks’ identified during the design and developme
an examingtion procedure, during selection and acquisition of equipment and devices,

discontinuafion of the examination or service and decommissioning of any equipment involv
laboratory’q risk management plan may-consist of a number of individual plans, which together

all of the labjoratory’s services, procésses and examinations. A high-level master plan should identi
of the individual plans and the areas they cover, and each individual plan should have a clear state

of its scope.

B.3 Assig

The risk ma
risk manag
individuals

s of the risk management process should cover all aspects of the medical labor

rnment of responsibilities and authorities

hagement'plan should identify the personnel with responsibility for the execution of sp
ement activities, for example reviewers, experts, independent verification specig
With approval authority (see 4.2). This assignment can be included in a resource alloc

b
minimum requirements for a risk management plan. Laboratories can include other i

din
ems
hility

rhich

itory
rices,
t of
until
bd. A
rover

fy all

ment

beific
lists,
htion

matrix defir

I c +1 : ~
CUu IUT LHE project.

B.4 Requirements for review of risk management activities

The risk management plan is part of the quality management system and should therefore be
subject to internal audits at planned intervals and be included in the management review. (e.g.,
[SO 15189:2012, 4.15).

B.5 Criteria for risk acceptability

Criteria for risk acceptability are derived from the laboratory's policy for determining acceptable risk
(see 4.2 and Annex C). The criteria can be common for similar categories of examination procedures or
laboratory services. Criteria for risk acceptability can be part of the laboratory’s established quality
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management system, which can be referenced in the risk management plan (e.g., ISO 15189:2012,

41.2.

B.6

4).

Verification activities

The risk management plan should specify how the two distinct verification activities required by this
document will be carried out. Verifying the effectiveness of risk control measures can require the
collection of laboratory data, usability studies, etc. The risk management plan can detail the verification
activities explicitly or by reference to the plan for other verification activities.

B.7

The fnethod or methods of obtaining information for risk monitoring can be part of‘establi
management system procedures (e.g., [ISO 15189:2012, 4.8 to 4.12). The laboratory can estal
procedures to collect information from various sources, such as healthcaré-providers,
operptors, service personnel, training personnel, incident reports and custemer feedbg
reference to the quality management system procedures is sufficient in@ost cases, any e

spec

to the risk management plan.

The risk management plan should include documentation of deecisions, based on a risk an

what

exanpple, whether reactive surveillance is adequate or whether proactive studies are neede

such

Method or methods of obtaining relevant information for risk moni

fic requirements (e.g., proactive surveillance, follow-up clinical studies) should be dii

sort of surveillance is appropriate for the examination“procedure or laboratory

studies should be specified.

foring

shed quality
blish generic
instrument
ck. While a

[kamination-

ectly added

hlysis, about
service, for
d. Details of
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Annex C
(informative)

Risk acceptability considerations

The following guidance is adapted from ISO/TR 24971:2019

C.1 Gened

According t
policy for dd

criteria:
— are bas{
are basq

take int

stakehdlder concerns.

NOTE Of

The policy
different for

to each oth
services are

C.2 Meth

This docum
Methods of

usingap
of accep

compar
evaluat

takingi

practicg.

bd upon applicable national or regional regulations;

ral

termining the criteria for risk acceptability (see 6.1). This policy is intended+to ensure

bd upon relevant International Standards;

b 4.2 of this document, laboratory management is required to define and ,documenit the

that

0 account available information such as the generally accepted state of the art and kjown

her relevant information can also be included.

could cover the entire range of a laboratory's:‘examinations or services, or it can
ms depending on whether the examination procedures or laboratory services are sil
br, or whether the differences between grotips of examination procedures or labor
significant.

ods of determining acceptable risk

take
milar
hitory

ent does not specify acceptable risk. That decision is left for the laboratory to deterinine.

letermining acceptable ri§kinclude, but are not limited to:

plicablestandardsthatspecify requirements which, ifimplemented, willindicate achieve
tability concerning-particular kinds of examination procedures or particular risks;

ing levels of risk)evident from other examination procedures already in use;
ng clinical study data, especially for new technology or new intended uses;

hto aceount the state of the artregarding existing technology and current medical labor

Iment

htory

“State of the art” is used here to mean what is currently and generally accepted as good practice.

Various methods can be used to determine "state of the art" for a particular examination procedure.
Examples are:

— recognized standards for the same or similar examination procedures;

— best practices for other examination procedures of the same or similar type;

— results of peer-reviewed scientific research.

State of the art does not necessarily mean the most technologically advanced solution.
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C.3 Recommendations

The laboratory should establish guidelines for developing the risk acceptability criteria for the
particular examination procedures or laboratory services being considered, which will be included or
referenced in the risk management plan as required by 4.4.

When developing or maintaining the policy, the following should be taken into consideration (see 6.1):

— applicable regulatory requirements in the regions where the medical laboratory operates and
provides services;

>xamination
r service, or for its intended use, that can help identify principles for setting the griteria for risk
jcceptability;

— it‘lformation onthestate oftheartcanbe obtained fromreview of the literatureand otherfinformation
n similar examination procedures or laboratory services the laboratoryshas providef, as well as
those from competing laboratories;

— vyalidated and comprehensive concerns from the main stakeholders/ Some potential sources of
anormation on the patient and clinician perspective can include;news media, social media, patient
orums, as well as internal input from departments with expert Khowledge of stakeholder concerns.

Whep determining the criteria for risk acceptability, the labogatory should consider whether death or
seriqus deterioration of health is likely to occur, either due to a device malfunction, detgrioration of
characteristics or performance, any inadequacy in the labeling or instructions for use, qr in normal
operftion. If serious adverse events are likely to occur, the laboratory should decide if the risk is
acceptable. In any case, the risk should be reduced. Indoing so, the laboratory may choose @an end-point
for risk reduction, using a reasonable decision progess such as the following:

Risk|acceptability should preferably be based oh recognized standards specifying state off the art risk
contfol measures for particular categories ofiexamination procedures or laboratory serviceg. Basing the
risk reduction end-point on harmonized standards ensures that the risk is reduced to an accdptable level.

If no[recognized standards are available, other published guidelines or scientific literatufe should be
consjdered. Basing the risk reduction end-point on published guidelines or scientific literafure helps to
ensufre that the risk is reduced to ‘an acceptable level.

Whete no independent pdblications are available, the laboratory should determine and dgcument the
best[risk reduction meafis, and should include in the documentation the rationale for thgir selection.
The ¢riteria for risk-acoeptability should be based on historical data, best medical laboratdry practices
and the generallyacknowledged state of the art, among other criteria.

If a reduction to the approved acceptable level cannot be achieved, a risk-benefit analysis can be
conducted todemonstrate that the residual risk is outweighed by the medical benefit.

chmcal evidence may be used to demonstrate that the medlcal beneflt outwelghs the risk.

The review of the suitability of the risk management process at planned intervals, as required by 4.15 of
[SO 15189:2012, can demonstrate the appropriateness of previously used criteria for risk acceptability
or lead to changes in the policy. Such changes can also lead to reviewing the appropriateness of previous
risk acceptability decisions.

The perception of risk often differs from empirically determined risk estimates. Therefore, the
perception of risk from a wide cross section of stakeholders should be taken into account when
deciding what risk is acceptable. To meet the expectations of public opinion, it might be necessary to
give additional weighting to some risks over others. In some cases, the only option could be to consider
that identified stakeholder concerns reflect the values of society and that these concerns have been
taken into account when the laboratory has used the methods listed above.
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C.4 Risk matrix

A common way of applying acceptability criteria is by indicating the combinations of probability of
harm and severity of harm that are acceptable or unacceptable using a matrix, such as Table 1.4 or
Table L.5. Such charts may be specific to an examination procedure and its particular intended use, or
may apply to a family of examination procedures that share similar characteristics and intended uses.
Their visual nature makes risk charts an effective means of risk communication.
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Annex D
(informative)

Identification of characteristics related to safety

This following guidance is adapted from ISO 14971:2019 and ISO/TR 24971:2019, and has been
expanded to address aspects of medical laboratory examinations and services.

D.1

54r
that
haza

A us
uses

General

pquires that the laboratory identifies those characteristics of the laboratory@xaminati
could affect safety. Consideration of these characteristics is an essential-step in ide
rds associated with the examination procedure or laboratory service as|required in 5.}

ful way to develop the list of potential hazards is to ask a series of quéstions concerning
users, use environment and any reasonably foreseeable misusesj.as well as the develo

n or service
ntifying the
b.

he intended
bment of the

exarn
ultin

(e-g.
whet

lination, preparation and use of patient specimens, reagents; equipment and accessorigs, and their
jate disposal. If these questions are asked from the point of view of all the individugls involved
users, maintainers, healthcare providers, patients, etc.J{a more complete picture can emerge of
e the hazards can be found.

ristics of the
bresentative

Queg
exan
of al
poin{
to sK
only

tions starting in D.3 are intended to aid the labgrdtory in identifying all the charactel
lination or laboratory service that could affect safety. The list is not exhaustive, nor rej

examinations or laboratory services. Thegzmiedical laboratory is advised to add qyestions and
s-to-consider that can have applicability to the particular examination or laboratory [service, and
ip questions that are not relevant. The-Jaboratory is also advised to consider each question not
on its own, but also in relation to others.

D.2
meg

Characteristics related. to safety for examination procedures, includ
lical devices

ing IVD

D.2.1 General

In agldition to the~chémical, mechanical, electrical and biological characteristics that|create risk
for medical laboratery personnel, IVD medical devices and medical laboratory examirfations have
perfgrmance characteristics that determine the accuracy and clinical utility of the examination results.
Failure to meet'the performance characteristics required for the intended medical use could resultin a
hazafdoussituation that should be evaluated for risk to particular patient populations.

Thergfore, failure to meet the specifications established by the medical laboratory |or the IVD
manufacturer for any of the performance characteristics related to safety should be evaluated in order
to determine if a hazardous situation could result. Tools for analysing such hazards, such as Preliminary
Hazard Analysis (PHA), Fault Tree Analysis (FTA) and Failure Mode and Effects Analysis (FMEA) are
described in Annex G.

D.2.2 Performance characteristics of quantitative examination procedures

Quantitative examination procedures are intended to determine the amount or concentration of
an analyte in a patient’s specimen. Results are typically reported on an interval scale. Some of
the analytical performance characteristics of quantitative examination procedures are precision
(imprecision), trueness (bias), analytical specificity and quantitation limit. Performance requirements
depend on the intended medical applications. A falsely high or falsely low result, for example, can lead
to an incorrect diagnosis or delayed treatment, and the consequent harm to the patient could depend
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on the concentration of the analyte and magnitude of the bias. For this reason, it is also important to
include the correct biological reference intervals definition or verification.

D.2.3 Performance characteristics of qualitative examination procedures

Qualitative examination procedures are intended to detect the presence or absence of an analyte.
Results are reported as positive, negative or inconclusive. Performance of qualitative examination
procedures is generally expressed in terms of diagnostic sensitivity, diagnostic specificity and detection
limit. A positive result when the analyte is absent or a negative result when the analyte is present can
lead to incorrect diagnosis or delayed treatment and to harm to the patient.

D.2.4 Reli

When physi
in an emerg
Failure to r
situation co

ability or dependability characteristics

cians depend on IVD examination results to help make urgent medical decisions) su
ency care or intensive care setting, timely results can be as important as accurdte re
bport an examination result to a healthcare provider when it is needed in(a critical
1ld result in a hazardous situation for the patient.

D.2.5 Andillary patient information

In some cas
as pertine

es, examination results can require demographic informatjofiyabout the patient, as
information about the sample or its examination, for-proper interpretation. P3

n|
identificati(Jtn, sample identification, sample type, sample descriptionymeasurement units, refef

intervals, ag
manually by
procedure i
the correct |
and lead to 4

D.3 Gened
examinat

D.3.1 Wh
Factors that]

Whatis
of disea|

What ai
Are the

Are the

re, gender, and genetic factors are examples of such iffformation, which might be ent
a laboratory analyst or automatically by a laboratory’computer system. If an examin
b designed to report ancillary information with thé’examination result, failure to assg
nformation with the examination result could affect the proper interpretation of the n
h hazardous situation.

jons

ht is the intended use and how are the examination results used?
should be considered include:

the examination’s rolerelative to diagnosis, prevention, monitoring, treatment or allevi
se?

e the indications for use (e.g., intended patient populations)?
examination results intended for critical medical decisions?

qudlity specifications appropriate for the intended use and decision levels?

ch as
bults.
care

well
tient
ence
ered
htion
ciate
esult

ric questions pertaining to IVD'medical devices and medical laboratory

htion

D.3.2 Is the IVD medical device or examination procedure intended for use at the point

of care?

Factors that should be considered include training of POCT operators, compliance and monitoring of
POCT operators, comparison of results to those obtained in the central laboratory.

D.3.3 What materials or components are utilized to verify, validate or control the
equipment used to perform the examination?

Factors that should be considered include quality assurance of materials, verification, quality control
and quality assurance.
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D.3.4 Are the reagents stored under special conditions to ensure stability?

Factors that should be considered include temperature, humidity, and time frame for storage.

D.3.5 Isthe equipment or IVD medical device intended to be routinely cleaned and
disinfected by the laboratory?

Factors that should be considered include the types of cleaning or disinfecting agents to be used and
any limitations on the number of cleaning cycles. Consideration should be given to the effect of cleaning
and disinfecting agents on the performance or reliability of the equipment or IVD medical device.

D.3.

Fact
unce

D.3.

Factq
from

given to unintended applications of the data or algorithm.

D.3.
exar

Factq
accey

D.3.1
conj

Fact
and {

D.3.
mea

Ener]
ioniz
curr

Subs
testi

b Are measurements correctly performed?

rs that should be considered include the variables measured and the accuragy;.trag
rtainty of the measurement results.

rs that should be considered include whether conclusions are presented by the [VD me
input or acquired data, the algorithms used, and confidencedimits. Special attentiqg

B Is the examination procedure intended for use in conjunction with othe
ninations or IVD medical devices?

rs that should be considered include identifying any other equipment, IVD medica
sories that can be involved and the potential:problems associated with such interactig

D Are the examination results inténded for use by the healthcare provider
junction with other examination/results?

rs that should be considered include identifying any other examination results that can
he potential problems associated with their combined interpretation.

10 Are there unwanted outputs of energy or substances generated by the
surement system op the examination procedure?

py-related factors’that should be considered include noise and vibration, heat, radiatig
ing, non-iopizing, and ultraviolet/visible/infrared radiation), contact temperatut
ents, and eleetric or magnetic fields.

Lance-felated factors that should be considered include substances used in installation]
hg Having unwanted physiological effects if they remain in the system.

eability and

/ Do the examination results require interpretation by the laboratory or the
healthcare provider?

dical device
n should be

devices, or
ns.

in

be involved

n (including
es, leakage

cleaning or

Othe
prod

substance-refated factors tiat shoutd be considered inctude discharge of them

ucts, and body fluids.

icals, waste

D.3.111s the instrumentation or IVD medical device susceptible to environmental

influences?

Factors that should be considered include the operational, transport and storage environments. These
include light, temperature, humidity, vibrations, spillage, susceptibility to variations in power and
cooling supplies, and electromagnetic interference.
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D.3.12 Are there essential consumables or accessories associated with the examination

procedure

or IVD medical device?

Factors that should be considered include specifications for such consumables or accessories and any

restrictions

placed upon users in their selection of these.

D.3.13 Is maintenance or calibration necessary?

Factors that

should be considered include:

— whether maintenance or calibration are to be carried out by the operator or user or by a specialist;

are spe

D.3.14 Doe

Factors that

modified or

D.3.15Do {
restricted

Factors tha
disposal of d

D.3.16 Are
Factors thaf

repetitive a
that wear o

D.3.17 Wh
device?

Factors that

D.3.18 Wh

Factors that
instance, is

D.3.191s the medieal device intended for single use or multiple use

Factors that]
the device h

fial substances or equipment necessary for proper maintenance or calibration?

s the examination procedure or IVD medical device contain or use softwar

should be considered include whether software is intended to be installed, ver
exchanged by the operator or user or by a specialist.

he components of the examination procedure or IVD medic¢al device have a
shelf-life?

t should be considered include labelling or indicators of the expiration dating and
uch medical devices when the expiration date is reached:

there any delayed or long-term use effects?

should be considered include ergonomic and\cumulative effects. Examples could in
ctions, mechanical fatigue, loosening of strdps and attachments, vibration effects, 1
fall off, long term material degradation,

|

ht determines the lifetime of the éxamination components or IVD medical

should be considered include ageing, battery depletion, etc.

ht is the intended use-and how are the examination results used?

should be considered include: is the result used in confirmation with its intended usg.
t used for population study, diagnosis in a patient or follow up.

should-be considered are: does the medical device self-destruct after use? Is it obvious
as-been used? What are the possible consequences associated with re-use?

D.3.20Is safe disposal of the consumables or any waste materials necessary?

e?

ified,

the

clude

bels

For

that

Factors that should be considered include whether the waste products that are generated by the
examination process, maintenance and servicing contain toxic or hazardous material or could contain
biological agents.

D.3.21Is safe decommissioning of the equipment or IVD medical device necessary?

Factors that should be considered include whether it contains toxic or hazardous material or could be
contaminated with biohazardous waste? Is the material recyclable?
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D.3.22 Does installation or use of the equipment or IVD medical device require special
training or special skills?

Factors that should be considered include:
— the novelty of the examination procedure or IVD medical device;
— the likely skill and training of the person installing, using or servicing the equipment;

— commissioning and handing over to the laboratory and whether it is likely/possible that installation
can be carried out by people without the necessary skills.

D.3.23 How will information for safe use be provided?
Factgrs that should be considered include:
— hether adequate information has been provided to the laboratory by the /D manufatturer?

— hether provision of the information involves the participation of thirdiparties such gs installers,
¢are providers, or health care professionals, and whether this will have implications fof training;

— Dbased on the expected life of the device, whether re-training er re-certification of ¢gperators or
gervice personnel would be required.

D.3.24 Will new examination processes need to be established, introduced or modified?

Factgrs that should be considered include new technology or a new scale of operation.

D.3.25 Is successful use of the instrumentation or IVD medical device critically
dependent on human factors, such as the user interface?

Factgrs that should be considered include staff training and competence assessment.

D.3.26 Can the user interface design contribute to use error?
Factors that should be considerediare user interface design features that can contribute to jise error.

Examples of interface design\features include: control and indicators, symbols used, ergonomic features,
physical design and layout) hierarchy of operation, menus for software driven devices,|visibility of
warnings, audibility ,of alarms, standardization of colour coding. Annex F and IEC 62366-1 contain
additional guidance-en/usability evaluation.

D.3.27 Is theIVD medical device used in an environment where distractions cah cause
use error?

Factgrs that should be considered include:

— the consequence of use error;
— whether the distractions are commonplace;

— whether the user can be disturbed by an infrequent distraction.

D.3.28 Does the IVD medical device have connecting parts or accessories?

Factors that should be considered include the possibility of wrong connections, similarity to other
products’ connections, connection force, feedback on connection integrity, and over- and under-
tightening.
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D.3.29 Does the IVD medical device have a control interface?

Factors that should be considered include spacing, coding, grouping, mapping, modes of feedback,
blunders, slips, control differentiation, visibility, direction of activation or change, whether the controls
are continuous or discrete, and the reversibility of settings or actions.

D.3.30 Does the examination equipment or IVD medical device display information?

Factors that should be considered include visibility in various environments, orientation, the visual
capabilities of the user, populations and perspectives, clarity of the presented information, units, colour
coding, and the accessibility of critical information.

D.3.31 Hag the IVD medical device been tested in relation with cybersecurity?

Factors that{should be considered are mentioned in E9

D.3.32Is the instrument or IVD medical device controlled by a menu?

Factors tha
location of
problems, a

from specified operating procedures.

D.3.33 Can

Factors that
enter a cont
for the user

D.3.34 Doe

Factors thaf
systems, un
alarm syste

D.3.35In W

Factors thaf]
neglect of mj

D.3.36 Doe

Factors tha
consequenc

[ should be considered include complexity and number of layers,/awareness of |
ettings, navigation method, number of steps per action, sequence‘elarity and memoriz
hd importance of control function relative to its accessibility and the impact of devi

the user interface be used to initiate user actions?

should be considered include the possibility of initiating a deliberate action for the ug
rolled operation mode, which enlarges the risks forthe patient and which creates awarg
for this condition.

s the IVD medical device use an alarm system?

should be considered are the risk of false alarms, missing alarms, disconnected a
reliable remote alarm systems, dnd'the medical staff’s possibility of understanding hoy
m works.

rhat ways might the WP'medical device be deliberately misused?

should be considered-are incorrect use of connectors, disabling safety features or alg
anufacturer's reconimended maintenance.

s the IVDanedical device or the LIS hold data critical to patient care?

t shouldibe considered include the potential for intrusion by malevolent actors
e of the~data being modified, corrupted or deleted.

tate,
htion
ating

er to
tness

larm
v the

rms,

and

D.3.37Is tl

e VD mredical device imtenrded to be mobite or portable{eg; forpointof T

applications)?

are

Factors that should be considered are the necessary grips, handles, wheels, brakes, mechanical stability
and durability.

D.3.38 Are

Factors that

D.3.39 Are

specimens adequate for the examination procedure?

should be considered include type, volume, storage, transport, handling and disposal.

personnel trained and periodically monitored in the use of equipment?

Factors that should be considered include competence assessment, training and responsibility
assignments.
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D.3.40 Are turnaround times (TAT) adequate during operational processes?

Factors that should be considered include proper defining of the time intervals from phlebotomy to
report release

D.3.41 Are quality control processes adequate to assure quality of examination results?

Factors that should be considered include proper planning, performing and monitoring of internal
quality control and monitoring of external quality assessment.
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Annex E
(informative)

Examples of hazards, foreseeable sequences of events and

hazardous situations

E.1 Gene€

5.3 requireq
examinatior
sequences 0

Accordingt
a hazardougd
from some

harm. Each
harm is the
be to prevel
probability

Figure E.1

probability
case Py rep
instrument
would lead
experts, e.g.

function of hoth the probability of harm and the-Severity of harm.

In situation

approach can be followed by setting thesunknown probability equal to 1. The risk can then be assg

based on th{

Although th
laboratory,

will discuss
given in the

ff events that can produce hazardous situations and harm.

ral

that the laboratory compile a list of known and foreseeable hazards associated wit
| in both normal and fault conditions. 5.4 requires the laboratory to considerithe forese

the definitions, a hazard cannotresultin harm until exposure to the hazard occurs, cre
situation. Sequences of events or other circumstances can lead to’thie creation of a h3

event in the sequence can occurs with a certain probabilityy and the overall probabil
cumulative probability of all of the events occurring. The/goal of risk management s}
it the hazardous situation from occurring, if possible; 6thérwise, to minimize the oy
that the hazardous situation will occur.

represents the progression from initiating eventsto harm, and shows how the oy
pf harm can be estimated by combining estimates of the component probabilities, if
Fesenting the probability that a hazardous situation would occur (e.g., in the case

malfunction or use error), and P, representing the probability that the hazardous situ
to harm. This approach allows the comiponent probabilities to be estimated by qua
laboratory personnel for P; and medical experts for P,. The level of risk is determinec

5 where either P; or P, can be estimated and the other probability cannot, a conserv

p severity and the conservative estimate of the probability of occurrence of harm.

e quantitative probabilities P; and P, are difficult to formally establish by the mg

qualitative approaches to risk assessment. Nonetheless, the progression leading to hay
figure is valid whether quantitative probabilities can be determined or not.

h the
bable

pating
zard

nitiating event, to the development of a hazardous situation, andyor to the occurrence of

ty of
jould
erall
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bf an
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iterature or in-laberatory historic data may be used as a source for these values. Annex I

m as
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Hazard
Probability of a hazardous . .
situation occurring C1rcumstance§ affecting
) severity
1
Sequence of events leading to
exposure
Y {} Y
Hazardous Situation (
Probability of a hazardous ) .
situation leading to harm Circymsudnces affecting
®) severity
2
il I ——e NN —

i Probability of
occurrence of harm Harm Severity of harm
P=P xP, :

Figure E.1 — Pictorial representation of the relationship of hazard, sequence of ¢vents,
hazardous situation and harm.

The thin arrows representelements of risk analysis and the thick arrows depict how a hazpard can lead
to harm.

E.2 | Identification of hazards

A starting point for the compilation of a list of potential hazards is a review of experience wjth the same
or similar\Eypes of examinations and IVD medical devices to identify the likely causes of Hazards. The
revigw_should take into account the laboratory’s own experience as well as the experiehce of other
laboratoriesast cpot ted-iradverseeventdatabases; pubhbatiuua andotheravattablesotrees. This type
of review is particularly useful for the identification and listing of typical hazardous situations and
the harms that can occur. This listing and aids such as the list of examples in Table E.1 can be used to
compile an initial list of hazards.

The laboratory can then begin to identify some of the sequences of events that can transform the
hazards into hazardous situations and harm. Hazards that would not result in a hazardous situation
and thus could never result in harm can be eliminated from further consideration.

Although useful, it should be recognized that this approach is not a thorough analysis. Many sequences
of events will only be identified by the use of systematic risk analysis techniques aimed at the causes of
potentials hazards, such as FMEA, FTA and other methods described in Annex G.

Analysis and identification are further complicated by the many initiating events and circumstances
that have to be taken into consideration such as those listed in Table E.2. Thus, more than one risk
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analysis technique, and sometimes the use of complementary techniques, may be needed to complete
a comprehensive analysis. Table E.3 provides examples of the relationship between initiating events
(causes), hazards, sequences of events, hazardous situations, and harm.

Although compilation of the lists of hazards, hazardous situations, and sequences should be completed
as early as possible in the design and development process to facilitate identification of appropriate
risk control measures, in practice identification and compilation is an ongoing activity that continues
throughout the use of examination procedures and IVD medical devices. IVD manufacturers rely on
feedback from medical laboratories (e.g., complaints) to help identify causes of IVD device malfunctions

and adverse

This annex prov

types of ex;
circumstan
examples of]
hazardous s

Recognizing
progress to
that could r4
analysis. Th

[tis import4
called a haz
performed,

E.3 Haza

From the st
medical acti
could prevel
accompanyi
These hazaj
malfunction
care. These

laboratory may decide that a hazardous situation existed when the healthcare provider receive

incorrect reg

decision. Th|

For qualitat]
HIV or preg

For quantita

correct val
depend on t

the physiologi

events (actual and potential).

imination procedures and IVD medical devices (Table E.1), and of initiating eventq and
es (Table E.2) that can result in hazardous situations that can lead to harm. Table"EZ3
logical progressions of hazards transformed by sequences of events or circumstanceg into
ituations and ultimately harm.

how a hazard can progress to a hazardous situation and how a hazdndous situation can
harm, is critical for estimating the probability of occurrence and thie'severity of the harm
esult. The objective is to compile a comprehensive set of hazardous-situations for use in risk
e tables in this annex are intended to aid in the identification of hazardous situations.

nt to emphasize that it is up to the laboratory to determine'what events in the sequende are
ard and a hazardous situation (i.e., exposure to the hazard) to suit the risk analysis lpeing
s illustrated in Figure E.1.

rds to the patient

riate
that
htion
ions.
bther
dical
5 the
1 the
dical

hindpoint of a patient, an examination resultis a hazard if it might lead to (1) inapprop
on that could result in injury or death,.ory(2) failure to take appropriate medical actior
1t injury or death. Incorrect or delayed examination results, as well as incorrect inform
Ing the result, are the most common hazards to patients from laboratory examinat
ds can be initiated by a use erroy equipment malfunction, reagent deterioration or

, which can cause a sequence\of events to occur leading to delayed or inappropriate me
are hazardous situations~for the patient, although for the purpose of risk analysi

sult from the laboratory, or did not receive the result when it was needed for a me
e laboratory has ng-control over the subsequent actions of the healthcare provider.

ive examinati@n)procedures, in which only a positive or negative result is provided,
hancy examindtions), results are either correct, incorrect or inconclusive.

(e.g.,

tive examination procedures, a result can be considered incorrect if the difference frjom a
e exceeds a limit based on clinical utility. The clinical significance of an incorrect result can
emagnitude of the difference between the measured value and a correct value, as wgll as

E.4 Hazards from fault conditions

Failure modes that can result in not meeting the performance characteristics required for medical use

(e.g., truene

ss, precision, specificity, etc.) should be considered when identifying IVD hazards in fault

conditions; e.g.,

non-tra
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within-batch inhomogeneity;

batch-to-batch inconsistency;

ceable calibrator value;
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— non-commutable calibrator;

— non-specificity (e.g., interfering factors);

— sample or reagent carryover;

— measurement imprecision (instrument-related);

— stability failures (storage, transportation, in-use).

Failure modes that can result in delayed results in urgent care situations should be considered when

identifying IVD hazards in fault conditions; e.g.,

— Unstable reagent;
— lhardware/software failure;
— Jpackaging failure.

Failufre modes that can result in incorrect patient information should be-considered wher
hazafds in fault conditions; e.g.,

— incorrect patient name or identification number;
— incorrect birth date or age;

— incorrect gender.

E.5 | Hazards due to use error
Incoxrect results can occur in normal use, due tosuse error.

For gxamples of use errors see Annex H.

E.6 | Hazards in correct use

Incofrect results can even occur)in correct use, when the examination procedure meets itg
perfgrmance characteristics.claims and no use errors have occurred. Although the result
expefted for the intended\patient population, an incorrect result can occur for an individua
to orfe of the following'causes:

— Measurementuncertainty - The precision of quantitative examination procedures is li
gtate of art in-measurement technology. Performance claims are often based a specified
n medicalutility that 95 % of the results meet, which means that up to 5 % of the indiv
re allowed to fall outside the limit.

identifying

established
s may be as
patient due

mited by the
| limit based
dual results

— Influence of interfering factors in the sample matrix - New drugs, biochemical

metabolites,

heterophilicantibodies and sample preparation materials can affect the performance characteristics
of an IVD examination procedure with certain patient sample. The presence of these influences is

usually unknown to the laboratory or the healthcare provider.

— Heterogeneity of the analyte - Antibodies and other proteins in blood samples are

mixtures of

different isoforms. Performance characteristics of the examination procedure might not apply to all

patient samples.

— Imperfect discrimination between positive and negative samples - Qualitative examination

procedures typically exhibit inherent false negative and false positive rates, caused by u

ncertainties

associated with determination of a suitable cut-off value as well as factors discussed above (e.g.,

measurement uncertainty and sample-related influences).
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E.7 Hazardous situations

For medical laboratory examinations, where incorrect and delayed results are considered hazards to
patients (see E.3), a hazardous situation occurs when the incorrect result is reported to a clinician or
when a critical result is delayed. The subsequent decisions and actions by the clinician, which can cause
harm to the patient, are outside the control of the laboratory.

Examples of hazardous situations created by examination results include:

— a caregiver monitoring a diabetic patient obtains a falsely elevated blood glucose concentration
measurement when the patient is actually hypoglycemic;

— thelabyjeported a false normal troponin result to the ER for a patient who presented with chesty
— ablood pnalyzer misidentified a sample from the ICU as a sample from a different patient;

— electrolyte results for a patient undergoing invasive heart surgery were not receivedwhen ne
during the procedure.

E.8 Examples of known and foreseeable hazards

The list in Table E.1 can be used to aid in the identification of hazard$ asSsociated with the useg
particular equipment or [VD medical device, which could ultimately-fesult in harm to the instru

operator or the patient. This list is not exhaustive.

Table E.1 — Examples of hazards

ains;

eded

of a
ment

Hazard category

Examples
K\

Operator

Use error

Attentional failure

Memory failure

Rule-based failure
Knawledge-based failure
Rettine violation

Reagents added incorrectly
Sample omitted

Clotted sample not detected

Incorrect or inappropriate
specimen

Operational

Incorrect measurement
Erroneous data transfer
Incorrect sample presentation

Incorrect conditions of transport
of samples

Sample volume insufficient for
retest

Contaminated sample
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Table E.1 (continued)

Hazard category Examples
Data communication Warnings and precautions
— Inadequate network security — Inadequate information about:
Information — Inadequate malware protection — electrical hazards

— Insufficient data storage capacity — toxicreagents
— essential training

Results Service and maintenancé

— Delay — Inadequate installatior
instructions

Incorrectreport
o — Inadequaté preventive
Critical values not reported majntenance specifications

— _ Inadequate troubleshopting and
repair instructions

E.9 | Examples of initiating events and circumstances

In orfer to identify foreseeable sequences of events, it maybe useful to consider the initiatin
circymstances that can cause them. Table E.2 provides-€Xamples of initiating events and cir
orgahized into general categories. Although the list'is not exhaustive, it is intended to ¢
the rhany different types of initiating events and>circumstances that need to be taken int

identify the foreseeable sequences of events for\an examination procedure or IVD medical dlevice.

Table E.2 — Examples of initiating events and circumstances

g events and
Cumstances,
lemonstrate
b account to

General category

L Examples

Incomplete requirements

Inadequiate specification of:

Performance requirements

Regulatory requirements

Labgratory processes

Inadequate sample: low volume, hemolyzed, inappropriate contdiner
Internal control fails
Insufficient control of changes to laboratory processes

Insufficient control of materials

Sample_Transport,

Inadequate packaging

storage and preparation

Contamination or deterioration
Inappropriate environmental conditions

Inadequate sample preparation

Reagent / instrument

Reagent fail

Instrument alarm
Instrument stops
Instrument malfunction

Lack of reagents
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Table E.2 (continued)

General category Examples

Environmental factors Adverse conditions

— Physical (e.g., heat, pressure, time)
— Chemical (e.g., corrosions, degradation, contamination)
— Inadequate supply of power

— Inadequate temperature control

Human factdrs — Potential for use errors triggered by design flaws, such as confusing ar
missing instructions for use complex or confusing control system ambig
or unclear instrument state.

— Ambiguous or unclear presentation of settings, measurementsor other
information

— Misrepresentation of results

— Insufficient visibility, audibility or tactility

— Insufficient or imprecise checks or process&ontrols for actions or functi
— Use by unskilled/untrained personnel

— Insufficient warning of possible method/instrument malfunction

— Failure to recognize inconsistént or incorrect results

— Incompatibility with consumables/accessories.

uous

E.10 Examples of relationships between-hazards, foreseeable sequences of events,

hazardous situations and the harmchat can occur

Table E.3 illustrates the relationship between hazards, foreseeable sequences of events, hazar
situations apd harm for some simplified examples.

dous

Remember that one hazard can(result in more than one harm, and that more than one sequenice of

events can give rise to a hazardous situation.

The decision on what constitutes a hazardous situation needs to be made to suit the particular ang
being carried out. For example, in some circumstances it can be useful to describe a cover being lg
a high voltage termina) as a hazardous situation; in other circumstances the hazardous situation ¢

lysis
ft off
hin be

Table ip between hazard preseeable sequen

situations and the harm that can occur
Foreseeable Possible harms
Hazard sequence of events Hazardous situation
Inadequate sample 1) low volume — Patient receives Incor- |— delay in diagnosis and
rect result or treatment
2) Insufficient sample

to be read in the no result — Erroneous diagnosis
instrument — delay in result

3) New sample required
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Hazard

Foreseeable
sequence of events

Hazardous situation

Possible harms

No action with unaccept-
able quality control results

1) No action to
investigate cause of
unacceptable control
results and take
actions

2) Patient samples
Processed

Patient receives Incorrect
result

Erroneous diagnosis

Death

3) Patientresults
reported

Equipment improperly
functioning

1) POCT glucose
analyzer battery
reaches the end of its
useful life

2) Analyzer measure
incorrect result

Sample misidentified

Patient sample is misi-
dentified with another
patient’s ID number

Hypoglycemic patient
receives falsely elevated
glucose result, leading
to inappropriate insulin
administration

Death
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Annex F
(informative)

Nonconformities potentially leading to significant risks

F.1 General

The investigation of nonconformities in the medical laboratory includes an evaluation of the potgntial
for it to resylt in a hazard.

The exampl¢s of nonconformities can be used as starting points to help identify hazards@ssociated|with
the main lajoratory services. The nonconformities are roughly grouped by the laboratory specialty and
phase (pre-examination, examination and post-examination) where they commonly,occur. Added|is as
well a list rellated to information safety (see E.9). They are not intended to be complete lists.

F.2 Nongonformities associated with the core medical laboratory

F.2.1 Prerexamination phase

— incorre¢t patient identification;

— incorre¢t or missing diagnostic information;
— incorre¢t interpretation of medical request;
— incorre¢t patient preparation;

— incorre¢t collection container or preservative;
— incorre¢t collection container labelling;

— incorre¢t phlebotomy technique;

— incorre¢t mixing of samplé;

— incorre¢t collection timing;

— incorreft transpertconditions or timing.

F.2.2 Examination phase

— discrepantiguality control result;
— procedural non-conformity;
— equipment or reagent error;
— delayed time to completion (turnaround time);
NOTE Time delays can occur throughout the total laboratory cycle.
— invalid quality control of equipment, reagents, materials;
— personnel (active, cognitive, non-cognitive) errors;

— latent (systemic) errors;

52 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=6660dd9e223a96da06a4c487cb2e8d52

IS0 22367:2020(E)

— the phase of verifying/validating the examination procedures:

— insufficient or incorrect documentation of scientific evidence for analytic validity or clinical
validity of any examination procedure;

— notverifying or validating the examination procedure in appropriate patient population;
— selecting inappropriate examination methods.
— using incorrect or inappropriate reference values;

— not using sufficient number and variety of samples in verification or validation;

— ilncorrectly determined accuracy, analytic sensitivity and specificity, reportable.rpnge/cut-off
values, etc.;

— Ton-optimized examination procedures.

F.2.3 Post-examination phase

— incorrect result;
i|:correct transcription of result;
— ambiguous report;
— 1result ascribed to incorrect patient;
— 1eport sent to incorrect person;

— 1nissing information about restrictions on interpretations of result.

FE.3 | Nonconformities associated.with the anatomical pathology laboratary

F3.1 Pre-examination phase

incomplete or incorrect patient identification;

incorrect or incomplete Specimen identification (e.g., absent or erroneous marking of margins or
rientation identifi€rs);

ismatching of specimen, specimen container and request form;
incorrectsample collection (e.g., no preservative or unsatisfactory slides);

incomplete or incorrect clinical information provided on request form;

inadequate checking at accessioning to ensure that request form and specimen details jmatch;

— specimens with the same or similar surnames not separated at accessioning;
— specimens of the same tissue type not separated at accessioning;
— single piece workflow accessioning not adhered to;

— incorrect transport of specimen to laboratory.

F.3.2 Examination phase
— no effective separation between specimens at dissection;

— no confirmation that the specimen and request form details match before performing dissection;
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F.3.3 Post-examination phase

F.4 Nongonformities associated with the transfusion medicine laboratory

F4.1 Prerexamination phaac

54

more than one specimen pot opened at a time during dissection;
inadequate checking at cut-up that the request form, specimen and cassette/s details match;

designated area for cut-up does not provide a suitable environment to minimize distractions and
interruptions;

pre-labelling cassettes rather than single piece work flow at dissection;
more than one cassette open at a time for transfer of tissue at embedding;

cases that require isolation/interruption to workflow at microtomy, such as for cooling or decal, not
being efffectively separated from other cases;

pre-labglling slides before the embedded tissue is microtomed;
tissue sgections not cleared from the water bath between each block at microtomy;

designafted area for microtomy does not provide a suitable environment to minimize distracfions
and intdrruptions;

using sljde labels that do not survive subsequent staining processes anduréquire replacement gt the
issuing tage;

no checks performed at the issuing stage to ensure that the macro-appearance of the block correlates
to the cprresponding slide;

specimgns of the same tissue type are not effectively separated when cases are being assemblgd for
microsdopy;

specimgns of patients with the same or similar sur@tames are not separated when cases are being
assembled for microscopy;

no checks performed to ensure that patient's-details on the slides and request form match prior to
examination of the slides.

details pf any relevant discrepancies identified during the procedures, including pre-laboratory
issues, not included on the fifial‘examination report;

delayed|reporting of examination results;

no mechanism in place for feedback and follow-up of discrepant anatomical pathology finding

UT

failure to reject improperly labelled sample;

failure to exclude from inventory fresh frozen plasma prepared from a unit collected from a donor
with pregnancy history;

failure to exclude from inventory apheresis platelet units not screened for HLA antibodies;

failure to exclude from allogeneic inventory units testing positive for transfusion transmissible
disease;

failure to exclude from allogeneic inventory units collected from donors not screened for transfusion
transmissible disease;
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failure to exclude from allogeneic inventory units collected from donors not screened for use of
teratogenic drugs.

F.4.2 Examination phase

F.4.3 Post-examination phase

E.5

F.5.1 Pre-examination phase

F.5.2 Examination phase

incorrect typing of blood unit;
incorrect typing of patient sample;

failure to provide clinically indicated, antigen negative blood for a patient with known red blood cell
antibodies;

failure to perform coombs crossmatch for patient with known red blood cell antibody:

failure to irradiate a cellular blood unit for an immunodeficient or immungegompromisg¢d patient;
failure to wash blood unit for an IgA deficient patient;
release of blood unit for the wrong patient;

felease of blood unit contaminated with a bacterial pathogen(

Nonconformities associated with the microbiology laboratory

failure to reject improperly labelled sample;

failure to reject specimen of inadeqiate quantity, past stability, or transported/stored at
inappropriate temperatures;

failure to reject inappropriate spedimen types or sources for testing;
failure to provide instructigns for sample collection and transport and ensure compliance;
failure to ensure unidireetional workflow for molecular testing;

lost sample.

failure te;ensure appropriate turn-around times;

faildre to minimize risk for cross-contamination of patient samples;

afture to include controis to tdentify imhibition of pathogen detection reactions;
failure to control for appropriate performance of microbial staining reactions;

failure to ensure absence of microbial targets from culture media and microbial detection reagents
and/or systems;

failure to quality control new reagent lots and shipments;

failure to detect loss of antibiotic disk potency for susceptibility testing.

F.5.3 Post-examination phase

release of antimicrobial susceptibility test results that are not appropriate for a given organism or
specimen type (e.g., CSF);
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failure to ensure prompt communication of critical test results (‘critical call’);
failure to ensure transmission of correct results;

failure to minimize risk of incorrect data entry or transcription errors;
failure to minimize risk for misinterpretation of laboratory results;

failure to promptly correct erroneous results and communicate corrected results.

F.6 Nonconformities associated with the molecular laboratory

As technologies advance and molecular pathogenesis of diseases clarified, IVD’s based on emerging

technologie$ such as nucleic acid-based assay have been recently developed and utilized.\Tiie more

complex thg methods and procedures are, the higher the probability of inherent risks. For an example,

in testing based on (massive parallel) sequencing, an IVD is an integrated system which compriges of

a combinatipn of extracting reagent, sequencer and software (algorithm and database}. Traceabiljty of

version of each component and mutual compatibility of the system should be ensured.

F.6.1 Prerexamination phase

When performing molecular testing, background sample information including history sudh as

acquisition, handling and transport is important.

Patient sample mix-up

— insufficjent communication between the laboratory and:clinical users causing ordering of incofrect
examination procedures;

— failure o reject the test request with incomplete iriformation concerning informed consent, gejnetic
counselling or confidentiality;

— failure fo indicate not sufficient information was present concerning the sample related to| pre-
analytiqal steps;

— lack of quality assurance monitorstostrack appropriate handling and transport of specimens.

Sample-derived risk

— lack of information regarding material source (FFPE, fresh, blood, urine, stool, others);

— incomplete informationof handling and/or transport (temperature and/or mechanical stress);

— possibility of misidentification of patient sample (DNA fingerprinting could be performed).

F.6.2 Examination phase

Lack of/or inrcomptetetraceabitity

software (algorithm and database) not secured

software (algorithm and database)

traceability of version of each component (extraction reagent, reaction reagent, sequencer and

lack of mutual compatibility of the system (extraction reagent, reaction reagent, sequencer and

insufficientvalidation of examination methods (e.g., notincluding samples representing mutations/

variations or organisms that may be encountered in patient samples, not fully optimized assays
or assay components such as primers, oligo’s, or nucleic acid sequences, insufficient homology

search,

56

etc.);

carryover contamination by post-amplification PCR products;
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near-neighbor interferences on multiplex assays;

insufficient quality control practices such as not including adequate and appropriate control
samples.

F.6.3 Post-examination phase

E.7

haemostaseology laboratory

F.7.1 Pre-examination phase

inappropriate result reporting, such as improper mutation nomenclature, inappropriate description
of mutations or variants that were test for and identified;

failure to use updated and optimized software with relevant database, or their traceability;

eporting “incidental/secondary findings” without sufficient validation of test result;
isinterpretation of test results;
ot including information on performance characteristics and limitations pnctest repotts;
isinterpretation of reports by clinicians due to poor report clarity;
felease of incorrect patient results;

delayed reporting of examination results.

Nonconformities associated with chemistry, haematology or

inadequate flushing of intravenous lines before sample collection;

osing and/or collect times are not accurate in therapeutic drug monitoring;
incorrectly filled coagulation tulies;

ailure to detect use of expired-collection tubes.

Examination phase
proper calibration;
nexpected shift'in patient results not identified by quality control material;

nrecoguiized analytical variation for measurand determinations performed on mofe than one
instrument;

pecimen carryover causing spurious changes in subsequent result;

method linearity exceeding without evidence of analytic error (i.e., immunoassay high dose hook
effect);

ambient air contamination of blood gas samples (note: this may occur in sample collection or during
analysis);

unrecognized sample problems in coagulation (high hematocrit, clots, use of incorrect citrate
anticoagulant concentration, platelet level too high in plasma);

incorrect international sensitivity index for conversion of prothrombin time to international
normalized ratio;

heparin therapeutic range monitoring by activated partial thromboplastin not corrected for lot
changes;
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— incorrect geometric mean in coagulation testing;

— incorrect reference range for current prothrombin and activated partial thromboplastin time lots;

— surreptitious elevation of platelet count by red cell fragments.

F.7.3 Post-examination phase

— critical value not communicated to caregiver.

F.8 Non

F8.1 Pre
provider)

F.8.2 Pos

Initial recei
specimen
the risks so
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onformities associated with the pre-analytical phase

incomp
incomp
incorre
poorly 1
incorre
absent (

mismat
contain

incorre

adequat
ensure
accessiq

any labg
and the
as patie

n‘:linx-up or incorrect data entiyat this stage any future processes compromised. To alle

rlaboratory receipt phase (generally the responsibility of the healthcare

ete or incorrect patient identification;

ete or incorrect clinical information provided;

"t sample collection e.g., preservative;

hade cytological smears;

Lt or incomplete specimen identification;

r erroneous marking of margins or orientation identifiers;

Ching of specimen, specimen container and request form, i.e. specimen in wrongly lal
brs, this could occur when containers are pre:zlabeled;

't transport of specimens to laboratory.

[-laboratory receipt phase - specimen accessioning

bt and accessioning into the medical laboratory is a critical area of risk. Should therg

e of the following could be’considered.

e checking of specimmen and request to ensure no mismatch; two independent chec
specimen and reguest form match, including reconciliation between registration
n number;

ling discrepancies are recorded and followed throughout the test cycle with full audit
issues_identified on final report, including specimen information such as wrong site as
nt information;

procedy

heled

be a
viate

ks to
and

trail
well

res for minimum labeling requirements are documented and all specimens are che

cked

against

these minimum requirements;

specimens not meeting minimum labeling requirements are recorded in Laboratory information

systsm

(LIS) and reported in final report;

inadequately/unlabeled specimens may be re-labeled in laboratory for traceability but original
label is retained;

specimens on same tissue types are not sequentially numbered wherever possible;

one specimen at a time is processed to minimize risk of specimen mix up.
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F.8.3 Post-laboratory receipt phase - data entry
— failure in scanning of request form linked to data entry profile;
— failure in data entry taken directly from request form;

— any discrepancies between request form and sample recorded in Laboratory information and
management system (LIMS);

— failure in double stage data entry of critical information wherever possible;

— failure in regular audit of data entry processes;

— flailure in linking specimens and request forms to ensure gross cut-up notes recorded-gorrectly.

F.9 | Nonconformities associated with information technology
— flailure or corruption of data transfer;

— gecurity compromise (i.e., failure to log off a terminal, password cempromise, databpse security
Ibreach [malware], insecure data transfer outside a protected network such as by email);

— flailure of data hardware or software (disk drive failure; Software application failure [crash],
fansomware);

— flailures due to breaches in cybersecurity;

— failures of digital software application in “smart?{point of care devices.
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Annex G
(informative)

Risk analysis tools and techniques

G.1 General

This annex
complement
sequence of

Preliminaryj
anew exam
of a signific
cause harm

provides an introduction to some techniques for risk analysis. These techniques ‘€z
ary and it might be necessary to use more than one of them. The basic principleis tha

n be
t the

events is analyzed step by step. In depth sources should be used to guide the‘application of
these tools tjo a specific instance.

Hazard Analysis (PHA) is a technique that can be used early in the development procg
nation procedure or laboratory service, implementation of a new IVID.device, or evalu
hnt change in a process to identify the hazards, hazardous situations, and events tha
when few of the details of the design of the examination procedure are known.

ss of
htion
It can

Fault Tree Analysis (FTA) is especially useful early in the developmeng stages for the identification and

prioritizatid
adverse eve

Failure Mod
failure mod
mature syst]

Process maj
It is used tog
examinatiof

n of hazards and hazardous situations, as well as during the monitoring stage for analj
nts.

e and Effects Analysis (FMEA) is a technique by which effects or consequences of indiv
bs (e.g., hazards) are systematically identified\anid addressed. It is more appropriate
em, process or application, when the failure@odes are known.

ping is a technique by which a process.i§ broken down into the individual steps for ana
pether with FMEA to perform a process FMEA, which can be especially useful for labor
| processes including the pre-examination and post-examination aspects.

G.2 Preliminary Hazard Analysis (PHA)

PHA is an

situations a
carried out
operating p1
existing sys§

InaPHA, on
such as:

nductive method of-analysis with the objective of identifying the hazards, hazar

ysing

idual
for a

lysis.
hitory

dous

hd events that can«cduse harm for a given activity, facility or system. It is most commnonly

early in the development of a project when there is little information on design deta
rocedures and‘can often be a precursor to further studies. It can be useful when evalu

Is or
pting

tems or prioritizing hazards where circumstances prevent a more extensive techpique
from being Wised.

e formulates alist of hazards and generic hazardous situations by considering character

stics

materia

layout;

interfac

The method is completed with the identification of the

Is used or produced and their reactivity;

equipment used;

operating environment;

es among system components.

probabilities that the accident happens, the

qualitative evaluation of the extent of possible injury or damage to health that could result, and the
identification of possible remedial measures. The results obtained can be presented in different ways
such as tables and trees.
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See IEC/ISO 31010:2009[14] for more information on performing a PHA.

G.3 Fault Tree Analysis (FTA)

FTA is primarily a means of analysing hazards identified by other techniques and starts from a
postulated undesired consequence, also called a “top event.” In a deductive manner, starting with a top
event (e.g., hazardous situation), the possible causes or fault modes of the next lower functional system
level causing the undesired consequence are identified. In itself, FTA is a failure reduction tool, which
can help reduce the likelihood that a hazardous situation (the top event) will occur. This tool is useful
for risk control (5.1).

Follof
will

y'stem levels
I the lowest

wing stepwise identification of undesirable system operation to successively lowefs
ead to the desired system level, which is usually either the component fault mode’ o

at which risk control measures can be applied. This will reveal the combinations m|
fo the postulated consequence.

level
lead

FTA

coml
ident
perti

results are represented pictorially in the form of a tree of fault modes. At each level
inations of fault modes are described with logical operators (AND; OR, etc.). The

ified in the tree can be events that are associated with hardware faults, human errors,
nent event, which leads to the undesired event. They are not lindited to the single-fault

FTA
of ay
an ef
haza
beha
spec

hllows a systematic approach, which, at the same time, is sufficiently flexible to allow
Fariety of factors, including human interactions. FTA isdused in risk analysis as a tod

rdous situations. The pictorial representation leads’to an easy understanding of
[viour and the factors included, but, as the trees begeéme large, processing of fault trees
alized computer programs, which are readily available.

See [EC 61025:2006 for more information on performing FTA.

G.4

Failure modes and effects analysis (FMEA) is a technique used to identify the way
components, systems or processescan fail to fulfil their design intent, and to systematicz

Failure Mode and Effects Analysis (FMEA)

the cdonsequences of each failure'mode. FMEA is a technique that answers the question, “W
if ... fhils?”.
The main applications*0f FMEA for medical laboratories are: Design FMEA, which can be

the development of-lev assays (examinations); System FMEA, which is used for analyt
comprising multiple’ components; Process FMEA, which is used for examination pro
Appljcation FMEA, which is used to prevent use errors with examination procedures and
deviges.

The dlesign of an examination procedure, the steps of a laboratory process, or the actions of

ost likely to

in the tree,
fault modes
or any other
condition.

assessment
| to provide

stimate of fault probabilities and to identify single fault and common mode faults that result in

the system
can require

's in which
lly evaluate
hat happens

used during
cal systems
cesses; and
VD medical

an operator
is done in a

can pe-evaluated in a formal manner, generally looking at a single-fault condition. This

“bottom-up” mode, i.e., following the procedure to the next higher functional system level. Failure

Mode, Effects and Criticality Analysis (FMECA) extends an FMEA so that each fault mode
ranked according to its importance or criticality.

FMEA identifies:

to perform incorrectly);
the effects these failures may have on the system;
the mechanisms of failure;

how to avoid the failures, and/or mitigate the effects of the failures on the system.
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In order to use FMEA to support risk management, the examination, system or process should be known
in some detail.

Note that in conventional FMEA, the probability estimate represents the probability that the cause of
the failure will occur, not the probability of the failure mode. It is assumed that the immediate and long-

term consequences of the failure will occur.

Detectability may be considered only if three conditions are met. The operator or user needs to:

know what to do and how;

have enough time to react; and

— beexpe

FMEA can 1
arise from
maintenanc

See I[EC 608

G.5 Proc
FMEA is pai
While itisn
as extensive

The approa

cted to take the correct action.

lso be a useful technique to deal with use error. Disadvantages of this teclhiqug
difficulties in dealing with redundancies and the incorporation of repait-or preve
b actions, as well as its restriction on single-fault conditions.

12:2006 for more information on the procedures for performing FMEA.

pss FMEA

ticularly useful when deciding whether to introduce a new process within the labor3
bt possible to anticipate every failure mode, a team of laboratory participants can form
a list of potential failure modes.

th begins by creating a diagram or flowchart of.the process, indicating the major pr

steps. This diagram shows the logical relationships of components and establishes a structure ar

which the F

Then, possil
modes are i
the team to

The potenti
(the immed

MEA can be developed.

ble failure modes are evaluated (often by brainstorming in a team format). These 4
lentified as the manner in which théprocess could fail, and described in a way that a
determine what the effects of the failure will be.

] effects of each failure modeare then identified and listed. The effects can be ‘local ef
ate consequence of the-failure, such as the impact on the process), the ‘end effects

ultimate copsequence of the failure,ssuch as the impact on the patient or laboratory worker), as w

‘next effectd

A severity Y
effect(s). A s
value, rating

The potenti
happen.

" (consequences in between local and end effects).

alue is assignedto each failure mode based on an evaluation of the identified potg
everity scale)sich as with 1 = minor and 10 = major may be used. In addition, an occurf
r the likelihood that this failure mode will actually happen, is also assigned.

hl causes of each failure mode are then listed, together with the likelihood that this

can
ntive

tory.
ulate

cess
pund

ilure
lows

fects’
(the
bl as

ntial
ence

may

It is important to note that the occurrence rate refers to the [ikelihood that the cause of the failure will
occur, not the likelihood of the consequences or even the likelihood of the failure. In conventional FMEA
methodology, unlike in risk analysis, if the failure cause occurs it is presumed that all downstream
events will occur.

Any action or step that is in place to decrease the likelihood of a given failure is identified as a current
control. A scale can be used to rate the likelihood that these controls would detect the identified failure
cause in time to prevent the failure from occurring. For example, using a scale of 1 to 10, a rating of
1 means the control would be almost certain to prevent the failure, and a rating of 10 means it is not
likely to detect the cause in time.
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The Severity, Occurrence and Detection scores are summarized in column 9 from Table G.1 as a “Risk
Priority Number” (RPN), which is calculated by multiplying the three individual values. The FMEA
methodology uses the RPN as a numerical index to prioritize the significance of the failures, based on

— t

— t

— t

he frequency of occurrence of the failure (actually the failure cause),
he severity of the potential consequences, and

he ability to detect the failures in time to prevent those consequences.

The use of RPN illustrates two other differences between FMEA and risk analysis. In FMEA, detection
of the failure is identified a separate factor, whereas in risk analysis detectability of the hazard is

incl
and

Neve

Asa
occu

Aftel
FME
need|

An €]
mod
effec
Ther

How
to ch
as 1
arml

Ther
whet|
arml
patig

The 1
for a
recoj
resu
beloy

Lfetection scales, which is not mathematically valid because the ranks are ordinalduml

ed in the probability estimate. FMEA also multiplies the rankings from the severity

rtheless, FMEA methodology can be a useful reliability tool to drive reduction offailury

beneral rule, preventive action should be considered for any RPN >100 when severity,
[rence and controls are evaluated using a 1-10 scale for each.

implementation of the proposed new process, unanticipated failure modes might
A should be updated to include these new failure modes and using.the RPN as a guide, t}
to identify new actions to reduce the severity, occurrence and/or detection to an accey

kample is shown in Table G.1 for specimen mislabeling, asstated in Column 1, Two potg
s are identified in Column 2: Failure to check armband and missing armband. T
ts for both failure modes are the same, that being incetrrect patient identification on tH
efore, the severity of both modes is the same, andisfelt to be severe.

bver, the likelihood of occurrence of each mode is different: Investigation shows th
eck the armband as a cause of this failuré ' mode rarely if ever occurs, so its occurrg
(unlikely). On the other hand, computeDissues result in the admission of some patig
ands, with an assessed occurrence of-3.

e is no control for not checking\the armband, so it cannot be detected if it occurs (r
eas a patient without an armband could still be asked for a name. As a control fg
and, this is felt to be relatively inadequate, since 80% of patients without armbands
nts who cannot give their;mames, giving a detection rating of 8.

isk priority number.for not checking the armband is 100 (10 x 1 x 10), which is undert
Ction. The situationwith a missing armband has a risk priority number of 240 (10 x 3 X
mmended actions are listed. Each action is also rated for severity, occurrence and d
tant risk prierity numbers; all three actions now are evaluated as having risk prior
v the threshold for action and the analysis stops at this point.

occurrence
DErs.

e rates.
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appear. The
e team may
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Table G.1 — FMEA Table

Action results
Risk Se- | Oc- | De- | Risk
. Se- . . De- | pri- ver- | cur- | tec- | pri-
Process func- | Potential failure Potential ver- Potential |ggeiaigy Current tec- | ority | Recommended ity |rence| tion |ority
: effects of . causes of rence |controls| . ]
tion (1) mode (2) failure (3) ity failure (5) ) ) tion | num- action (10) (11) | (12) | (13) |num-
4 8) ber ber
9) (14)
Specimen Phlebotomist Sample 10 Forgets 1 None 10 100 None
labelling does not check labelled with
armband incorrect
name
Patientarmband [Sample 10 Computer |3 Ask 8 240 Resolve admitting [10 1 8 80
hissing labelled with . . patient issue
incorrect 1ssues in their -
name admitting name New policy: no 10 |3 1 30
armband, no
phlebotomy
Resolve admitting | 10 1 1 10
issue AND new
armband policy
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Annex H
(informative)

Risk analysis of foreseeable user actions

Categories of user action

Aday

Fort
are fi
fores
dealy

In Fi
intern

action or inaction could result in a mistake or could result from.conduct that deviates from

proc
outc
inter

For {
lapse

it is helpful to differentiate between these categories while determining the root-cause of

use g

Slips

action sequence, regardless of whether or not the plan that guided them was adequate t

obje(
tong
largd
and ¢

Mist
invol
are a

ted from IEC 62366-1:2015

he purposes of this standard, user actions or inactions can be broadly categorized into
breseeable and those that are not foreseeable. Clearly, those user actions of/inactions
eeable cannot be dealt with by this or any other standard. This document describes a

bure H.1, intended user actions or inactions that fall within norimal use can be a resy
ded by established processes and expected by the user, i.e. “Cortect use.” Alternately,

bsses, i.e., “abnormal use.” This does not necessarily méan that abnormal use resul
me for the patient. Often the clinical judgement of the user indicates that such use i
lest of the patient.

s, which are all considered forms of use errar; In the usability/human factors engineer

rror to help ascertain which errors canbe mitigated by design.

and lapses are errors that resultfrom some failure in the execution and/or storagg

tive. Whereas slips are potehtially observable as externalized actions not as planned
e, slips of the pen, slips of action), the term lapse is generally reserved for more covert
ly involving failures of (memory, that do not necessarily manifest themselves in actuj
an only be apparent(to)the person who experiences them.

hkes can be defined as deficiencies or failures in the judgmental and/or inferentig
ved in the selection of an objective, whether or not the actions directed by this deci
ccording to-plan (adapted from Reference [28]).

actions that
that are not
process that

with those user actions or inactions that can be foreseen. These foreseeable events can be further
subdiivided between intended and unintended user actions or inactions{see Figure H.1).

onse that is
he intended
established
s in a poor
b in the best

he purposes of this standard, unintended actions or inactions are always classified as slips or

ing process,
a particular

stage of an
achieve its
(slips of the
error forms,
11 behaviour

Wl processes
sion-scheme
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Examples
Attentional failure
Use Error e Intrusion
e Omission
Sii e  Reversal
P e  Misordering
e  Mistiming
Memory failure
. e Omitting planned item
—  Unintended Lapse
P . Place-losing
e  Forgetting intentions
Rule-based error
—H— Mistake i icati )
. Mlsa.ppll.catlon of good rule | Normal Use
e Application of bad rule b
Knowledge-based error
e Misapplication of good rule
Acti Nescient error
cion | *  Routine violation
e Well-meant “optimisation”
e  Shortcut
¢ Improvisatfen in unusual
Ll  Intended +— circumstaiices
L
Correctuse ¢ . PFellowing good practice
¢\ Accompanying documents
¢ Professional knowledge
¢ Maintenance, training, calibration
e Inadequately trained or unqualified
\ use
——|_Abnormal use . S
e  Exceptional violation
e Action that is contraindicated
e Reckless use
e Sabotage

Figure H.1 — Categories of foreseeable user action

NOTE 1 In|this figure, an action can result from a user:

— choosing t0-do something; or

— failing to do something.

NOTE 2  Nescientis used in the context of a lack of awareness of the adverse consequences of a skill-based action.

H.2 Examples of use errors, abnormal use and possible causes

The following use errors and abnormal use examples are based on adverse event reports collected by
several regulatory authorities[24], These examples are abbreviated descriptions of the actual events
and have been modified to highlight the distinction between abnormal use and use error. The adverse
events were classified as indicated following evaluation of the error against the intended action.
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