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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The precedures—used—te—develop—th ment-and-those—intended—forits—farther—maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
diffefrent types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documérnt may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h“patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as weéllYas information about ISO's agdherence to
the World Trade Organization (WTO) principles in‘he Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This| document was prepared by Technical\"\€Committee ISO/TC 292, Security and Hesilience, in
collaporation with the European Committee for Standardization (CEN) Technical Cominittee CEN/
TC 391, Societal and Citizen Security, inaccordance with the Agreement on technical [cooperation
betwleen ISO and CEN (Vienna Agreement).

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies.€an be found at www.iso.org/members.html.
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Introduction

This document has been developed to aid in the design and ongoing development of an organization’s
crisis management capability. It sets out principles and practices needed by all organizations.

Crises present organizations with complex challenges and, possibly, opportunities that can have
profound and far-reaching consequences. An organization’s crisis management capability and its ability
to manage a changing environment are key factors in determining whether a situation or incident has
the potential to pose a serious or existential threat to the organization and its environment. The crisis
affecting an organization can be part of a broader crisis.

To ensure the crisis management capability has the desired outcome, the organization should proyide:
— commitfed leadership;

— structures (e.g. funding, communications, relationships and linkages, equipment, facilities,
informdtion management, principles, processes and procedures);

— asuppoftive culture (e.g. values, ethics, code of conduct);
— competent personnel (e.g. knowledge, skills and attitude, flexible thinking).

An organization’s crisis management capability will be influenced/by its relationship with ¢ther
interdependent areas such as risk management, business continuity, information security, physical
security, safety, civil protection, incident response and emergency.management.

The organization should adopt a structured approach to.ekisis management by applying a set of
principles op which a crisis management framework can be-developed. These interrelated princjples,
framework |and applicable process elements supportthe implementation of a crisis management
capability iff a purposeful, consistent and rigorous manner (see Figure 1).
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Fijgure 1 — Building a crisis managenient capability — Principles, framework and

The $tructure of the document is as fellows:

— the core concepts of crisis;management are described (see Clause 4);

— then the framework and“process for building a crisis management capability are o
(Clause 5).

The ¢lauses that follow’provide more detail on:

— (risis leadetship (see Clause 6);

— g§trategiccrisis decision-making (see Clause 7);

— ¢risis communication (see Clause 8);

ISO 22361:2022(E)

process

utlined (see

— training, validation and learning from crises (see Clause 9).

Continual improvement is a component of all elements of this document (see 5.3.7), so that while it is
part of the process, it also addresses all capability elements.

© IS0 2022 - All rights reserved
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INTERNATIONAL STANDARD 1SO 22361:2022(E)

Security and resilience — Crisis management — Guidelines

1 Scope

This document provides guidance on crisis management to help organizations plan, establish, maintain,
review and continually improve a strategic crisis management capability. This guidance can help any
organization to identify and manage a crisis. Elements for consideration include:

— ¢ontext, core concepts, principles and challenges (see Clause 4);

— dleveloping an organization’s crisis management capability (see Clause 5);
— (risis leadership (see Clause 6);

— the decision-making challenges and complexities facing a crisis team¢in action (see Claiise 7);
— ¢risis communication (see Clause 8);

— fraining, validation and learning from crises (see Clause 9),

Itis dpplicable to top management with strategic responsibilities for the delivery of a crisis nanagement
capapility in any organization. It can also be used by those who operate under the dirgction of top
management.

This|document acknowledges the relationship and,interdependencies with various disciplines but is
distinct from these topics.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of thistdocument. For dated references, only the edition cited [applies. For
unddted references, the latest edition of the referenced document (including any amendments) applies.

IS0 42300, Security and resilience — Vocabulary

3 Terms and definitions
For the purposes’of this document, the terms and definitions given in ISO 22300 and the follpwing apply.

ISO gnd [E€maintain terminology databases for use in standardization at the following addresses:

— IS@0nline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
capability
ability to accomplish an undertaking with a defined intended outcome and within specified conditions

Note 1 to entry: An organizational capability depends on the available resources and organizational principles,
framework (leadership, structure, culture, competences) and processes.

©1S0 2022 - All rights reserved 1
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3.2
crisis

2022(E)

abnormal or extraordinary event or situation that threatens an organization (3.13) or community and
requires a strategic, adaptive and timely response in order to preserve its viability and integrity

Note 1 to entry: The event or situation can include a high degree of complexity, instability and uncertainty.

Note 2 to entry: The event or situation can exceed the response capacity or capability (3.1) of the organization.

Note 3 to entry: Given the nature of a crisis, a flexible and dynamic approach is needed in addition to any
rehearsed plans and procedures.

Note 4 to enkry: Threats can impact upon the organization’s ability to function, its reputation, its brand, its
tical or intellectual property, its organizational structure and its human, environment and@cofiomic

physical, polj
factors.

Note 5 to entry: The term “organization” also includes governmental and non-governmengal ‘agencie$

national auth

3.3
crisis mandg
coordinated

3.4
crisis mansg
CMT

orities in the public sector, as well as non-governmental organizations (NGOs) andicharities.

gement
activities to lead, direct and control an organization (3.13) withicegard to crisis (3.2)

gement team

group of indlividuals functionally responsible for leading the okganization's (3.13) crisis manage

(3.3) respon

3.5

crisis mang
CMP
document s}
in a crisis (3|

3.6
incident
event or situ

[SOURCE: IS

3.7
interested
stakeholder
person or of
decision or

3.8

wn

e

gement plan

pecifying which procedures and assogiated resources are to be applied by whom and w
12)

ation that can be, or could-lead to, a disruption, loss, emergency or crisis (3.2)

0 22300:2021, 3.1.122/modified — “or situation” has been added to the definition.]

party

'ganization’ (3.13) that can affect, be affected by, or perceive themselves to be affected
ctivity

and

iment

rhere

by a

governance
<organizations> human-based system by which an organization (3.13) is directed, overseen and held

accountable

39

for achieving its defined purpose

situation report
summary, either verbal or written, outlining the current state and potential development of an incident
(3.6) or crisis (3.2) and the response to it

3.10
situational

awdreness

perception of the elements in the environment within a volume of time and space, the comprehension of
their meaning and a projection of their status in the near future
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top management
person or group of people who directs and controls an organization (3.13) at the highest level

3.12

issue
event or situation that does not currently present, but can develop into, a long-term or significant
negative impact on the strategic objectives, reputation or viability of the organization (3.13)

Note 1 to entry: Effectively responding to emerging issues can result in the successful aversion of a crisis (3.2).

3.13

0rga|nizati0n

pers
toac

Note
enter
or no

3.14
cris
com
inter]

Note
and n

4

4.1

Crisq
uncld
makg
reco

b

bn or group of people that has its own functions with responsibilities, authorities@nd 1
hieve its objectives

1 to entry: The concept of organization includes, butis not limited to, sole-trader, company, corp|

prise, authority, partnership, charity or institution, or part or combination thereof, whether
L, public or private.

communication
unications both internal and external to provide inforfiation, updates and ins
nal and external interested parties (3.7)

1 to entry: Adequate crisis communication can also protect'the organization's (3.13) reputati
haintain its public image.

Crisis management — Context, coreconcepts and principles

The nature of crises

s can be associated with highlycomplex issues, the full implications and nature of w

brs at all levels sometimes have to choose the least detrimental solution (see 7.4) ang
bnize and accept) fundamental strategic dilemmas. This can mean that every choice c

penallty of some kind and there is no ideal solution.

Pren
caus
be ay
adve
that

Crise

jature or ill-considéered decisions on actions or processes to manage a crisis can have

oided. If thefange of available options being considered can reduce the impact of a cr
'se consequences upon other organizational objectives, it can be necessary to choos
has the potential to create the least amount of loss or disruption to the organization

s _often involve threats to people, the environment, assets (such as property or infa

elationships

oration, firm,
incorporated

ructions to

bn and brand

hich can be

bar at the time. Possible decisionsand actions can have severe negative consequences, and decision-

| resolve (or
pmes with a

potential to

e significant consequences and cause additional harm or exacerbate the crisis situation and should

isis yet have
e the option

rmation) or

repu

Lation.

A crisis can require the organization to review its objectives, opportunities, strategies, policies,
practices or procedures and culture and as part of continual improvement.

A well-managed crisis can demonstrate the positive qualities of an organization and enhance its
reputation

4.2 Characteristics of a crisis

A crisis can be complex and challenging and can also provide opportunities for an organization to
demonstrate core values, effective controls, governance, crisis response, review and learning.

© IS0 2022 - All rights reserved
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Although many crises appear to be unique there are often consistent characteristics. Understanding
these characteristics enables the improvement of the crisis management capability by comprehending

their differences.

Often, a crisis is precipitated by an incident. There are some common characteristics found in both an
incident and a crisis. Table 1 highlights some of the differences and Figure 2 shows the relationship
between an incident and a crisis.

Table 1 — Key characteristics between incidents and crises

Characteristics Incidents Crises
Predictabilitly Incidents are generally foreseeable, Crises are typically unique, rare events|or
although their specific timing, type and situations. Some crises can be anti¢ipated;
impact are variable. however, timing and impact usually are[not
always foreseeable.
Onset Incidents can be no-notice or short-notice  |Crises can also occur fromrano-notice dr

disruptive events, or they can emerge
through a gradual failure or loss of control.

short-notice event. They can also emerg
from an incident that-hasnot been con-
tained, has been managed badly or further
escalates to haye'reputational conse-
quences, and which requires a crisis-leyel
response.

@

Urgency and|pres-
sure

In managing an incident, there is usually a
high sense of urgency to act to either pre-
vent the situation from getting worse or to
minimize its impact.

w

A crisisalways needs urgent attention g
the impact can be very high. Given the pgo-
tential impact and the fact that a crisis has
more visibility it is common that it places a
high level of pressure on the organizatipn.

media and other
interested parties

Impacts Incidents are events which, although they:* |Crises can disrupt or affect the entire
can take considerable resources to maitage, |organization, transcending organizatiopal,
rarely threaten the existence of the.organi- |geographical and sectoral boundaries. As
zation or have a major long-term impact on |crises tend to be complex and inherently
its reputation. The impacts are uSually local |uncertain, the long-term impacts can b¢ dif-
or affect only a part of thejorganization. ficult to assess. A badly handled crisis cpn
: lead to a catastrophic loss of functionality,
Incidents are generally manageable, and al- 1 trust and reputation. These neghtive
though the impact oiiinterested parties can vatues, tru puta o g
be severe, it is manageable and temporary. impacts can have a.last-mg deFr}mental
’ " |effect on the organization. Crisis can legd
to the conclusion that the legal situation
should be adjusted during the crisis.
The size, location and type of an organita-
tion can make it more susceptible to ceiftain
incidents which can become a crisis.
Scrutiny by public, _Effective incident management, where- Crises are likely to result in significant gcru-

by adverse events are quickly iden-
tified, impacts rapidly mitigated and
business-as-usual quickly restored, will

tiny and interest among interested partjies
including members of the public, produg¢t
and service users, specific groups (such|as

probably attract little or no negative media
attention.

Where there is adverse publicity, this can
be confined to a locality or a specific group.
However, there is always the possibility of
the adverse publicity growing and spread-
ing to additional groups, leading to the
event becoming a crisis.

regulators, shareholders or industry bodies)
and the media, including social media.

The specific parties taking an interest in
the crisis will depend on the type of event,
who it threatens, and who it impacts. It is
very likely that all actions and responses
by the organization will be scrutinized and
any perceived poor decisions, attempts

to avoid responsibility, blaming of others,
poor treatment of victims or attempts to cut
costs on the response can lead to further
sustained criticism and a deepening of the
crisis, or can create new challenges.
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plans and proce-
dures

procedures and structures and details of
predetermined solutions and available
resources. Top management can potentially
be informed or need to provide direction
and supervision

Table 1 (continued)
Characteristics Incidents Crises
Manageability Incidents can often be resolved by using Crises, through a combination of their
through established |plans which contain incident management

novelty, inherent uncertainty and potential
scale and duration of impact, are rarely
resolvable through the application of prede-
fined procedures and plans alone.

They demand a flexible, creative, strate-
gic and sustained leadership response.
Values and behaviour can be challenged

and amended. e organtzation will rely on
its crisis management struetl§ , methods,
planning, training and exér¢isirg.

of the
t coping

Crises challenge the c&éa ilitieg
organization beyo s inherer
capacity. A

An if

High

Existential

into, alo

signifi
imp:
ol

N Crises can spawn
N additional iss(és &
N incident:
*
Incidents can A\
spawn additional
issues
AN
\£~lncident: event or
‘\\C) situation that can be, or
Q could lead to, a disruption,
. loss, emergency or crisis

o

gative
on the strategic
s, reputation or

ity of the organization

o)

4
sue could escalate to an incident, then a crisis. The organization%@ﬂd recognize the change in
the sjtuation and be flexible so it can adjust its response accordingly.

Crisis: abnormal or
extraordinary event or
situation that threatens an
organization or community
and requires a strategic,
adaptive and timely response
in order to preserve its
viability and integrity

-

7

Operation

inty / Pressure

Extraordipary

Figure 2 — Relationships and characteristics between an issue, incident and crisis

4.3 Potential origins of crises

Crises can be caused in a number of ways, including:

a)

disruptive incidents that have immediate and strategic implications: these can arise from acts of

malice, misconduct or negligence, or a failure (perceived or actual) to deliver products or services
that meet the expected standards or legal requirements of quality or safety, unpopular (political)
decisions or actions, rumours and false information;

© IS0 2022 - All rights reserved
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b) operating fluctuations such as changes in the public reporting in the market, and interested parties’
preferences, technological development, changes in laws and regulations, competitions and threats
of takeover;

c) poorly managed incidents and the emergence of latent and hidden issues with unacceptable
consequences for trust in an organization’s reputation and brand; such issues can “incubate” over

time, ty

pically as a result of:

1) inadequate governance allowing for gradual and incremental slippages in standards of quality,
reliability, safety or management control to go unchecked and become accepted as a normal
way of working;

2) conlvenient, but unofficial, “workaround” strategies becoming the routine, due, for exaj
to qvercomplicated processes, unrealistic schedules, chronic personnel shortages andrel
suplervision;

3) flaws in supervision and process monitoring, which promote an expectation ef“getting

wit

or ¢ver-reliance on controls to catch all errors, rather than an expectation of quality cl

tha

4) blame cultures that encourage risk and issue cover-ups and thédlack of a shared sen
mission and purpose, which generates a defensive (if not hostile) “them and us” att

bet
the

5) podr behaviour (or what is perceived to be poor behaviour) by the organization’s execu

a si
pro

a dgnger to their purchaser or the public, actigis which are in conflict with the organiza
valtes, illegal activity or willingly breachingiregulations);

6) podr training and development of personnel and managers, or incremental loss of skills
kngwledge;

7) hurhan factors including fatigue, stress, personal issues and working in unfan
cirqumstances;

8) ineffective human resolirce management (such as failure to learn from historical ey
unrjealistic schedules;.chronic personnel shortages and relaxed supervision);

9) ext

and

10) ina
11) fail

h” undesirable behaviours or being able to survive minor failures withqut reporting {

L catch only occasional issues;
iveen personnel and management, between different parfs of the organization and bet}

organization and external interested parties;

ngle executive or the organization as a whole (such as lying, misrepresenting servic
ducts and results, failure to revise decisions'or recall products when knowing they

ernal factorsthat can impact the organization’s people, operations, reputation, techn

lequate preparation (plans, procedures and organization) for dealing with incidents;

mple,
axed

hway
hem,
ecks

se of
tude
veen

[ives,
es or
pose
ion’s

and

niliar

ents,

logy

assets, beth tangible and intangible, such as extreme weather events, and incidlents
triggered by critical vendors or data loss;

PETY-t PPN ol Aot aaldaaee
v I

St g et ok Ay alailityy Aalea o A
G CtoCStaratCappropriattry attoaorty, Criortt-oTrturctur s

Crises invariably have multiple contributing factors, which can originate from inside or outside the
organization. These can interact in a complex manner, making them difficult to identify and manage,
resulting in the need for flexible planning approaches. While the origin of an incident can seem simple
at the onset, further review can expose systemic weakness in how the organization is managed. If an
incident is not managed effectively, it can escalate into a crisis.

Crisis management strategies and actions should reflect the organization’s objectives and values.
Failure to adhere to its core values can make the situation worse.
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4.4 Readiness to respond and recover

The uncertainty of crisis situations demands that crisis roles and responsibilities are understood, and
actions clearly and methodically overseen and directed. Decisions should be intrinsically linked to the
core values of the organization. The organization should prepare to face difficult decision-making and
emphasize the importance of clear and coherent actions and communications during the crisis.

The organization should determine ways to mobilize its crisis management resources and activate the
associated processes. Timely response to a crisis is critical. Denial, complacency or delay among strategic
decision-makers can increase the impact and the organization’s vulnerability, hamper response, and
degrade capacity to recover. Crises can be so extraordinarily demanding that no assumptions should

be mwmmmmmm, m and steer
the drganization out of a crisis.

Successful crisis management requires flexibility and creativity. It can involve stepping|outside the
normal “rules” of the organization or its business environment and being prepared'to defend or justify
its agtions. For the organization’s leaders, this requires clarity of thought, strategic vision, flecisiveness
and the ability to act in ways that reflect the core values of the organization. In particular, leaders should
behajve with compassion toward those affected by the crisis and expectfand encourage this behaviour
acros$s the whole organization.

4.5 | Principles for crisis management

4.5.1 General

The principles given in 4.5.2 to 4.5.8 are the foundation4dor establishing and building the orfganization’s
crisi$ management capability that is underpinned by eperational capability.

4.5.2 Principle A: Governance
Crisis management is dependent upon effective governance at all levels of the organization

A cripis management capability is depenhdent upon clearly understood structures, roles, responsibilities
and ¢ompetence.

The ¢apacity of employees te-respond to a crisis is impacted by their understanding of th¢ir roles and
resppnsibilities, being adequately trained to competently and confidently meet the denjands of the
crisis.

4.5.3 Principle-B:Strategy

Crisis management is a strategic capability.

Buildingsand maintaining a crisis management capability is dependent upon leadership commmunicating
its value and importance to the organization, setting objectives and allocating resourcef to achieve
these-

The crisis management capability is guided by the core values, priorities of the organization, and the
potential consequences and impact of the crisis.

4.5.4 Principle C: Risk management
The crisis management capability is dynamic and is founded upon the management of risk.

Adaptive and timely crisis management is dependent upon situational and risk awareness, enabling
the organization to actively monitor its internal and external environments and assess its potential
vulnerabilities and opportunities.

©1S0 2022 - All rights reserved 7
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Effectively managing change, risk and a dynamic environment enables the organization to anticipate,

identify and

respond to crises.

An organization’s capability to manage crises is a measure of its capacity to transform and adapt, to
create opportunities under changing circumstances, and to work in an agile and flexible manner.

The organization should integrate its risk management activities with core business functions to

increase its

capacity to anticipate and respond to a potential crisis and changing circumstances.

4.5.5 Principle D: Decision-making

Effective deptst

understand

Leaders acn
information
and underst

The organiz
decisions.

4.5.6 Principle E: Communication

Crisis mana

The organiZ
(including t
protectitsr

4.5.7 Principle F: Ethics

An organiz:
expectation

The demons
and helps to

ng of the needs and expectations of interested parties.

oss the organization should seek an understanding through situational awateness
management in order to make decisions that are based on evidence, logiccand judge
anding of the impact of potential consequences.

lation should take into account its strategic objectives, core valuesyand priorities

bement requires effective communications.

ation should communicate accurate, credible and tifme€ly information to interested p3
hose within the organization) so as to increase~its crisis management effectivenesg
pputation and integrity.

ition’s response to a potential or actual crisis is guided by its core values and ef]
5.

tration of appropriate ethics.and values increases interested party support, builds t
protect and enhance brand and reputation.

4.5.8 Principle G: Learning

!

An organiz

An organiz:
competent t

5 Buildi

ion’s crisis management capability is enhanced through organizational learning.

ition learns. by ensuring people with crisis management roles and responsibilitie
hrough training, exercising and learning from internal and external experience.

ng-a crisis management capability

d an

and
ment

n all

rties
and

hical

rust,

b are

5.1 General

A well-developed and embedded crisis management capability can assist the organization in
anticipating, responding and recovering from crises in a manner that protects its assets and objectives.

Crisis management should include:

determi

da comm

recognition of situations that require activation of crisis management;

ning options, making decisions and evaluating their potential impact;

on understanding of the principles that underpin crisis management;
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structures and processes to translate decisions into actions, assign activities and evaluate the
results;

personnel who are able to share, support and implement top management’s vision, intentions and
policies;

the ability to support solutions by applying the appropriate resources in a timely manner;
an organizational structure that supports and maintains the ongoing crisis response capability;

a culture that supports the crisis management principles.

framework includes leadership, structure, culture and competence. The crisis management process

To b(iild a crisis management capability, the organization should establish a framework a:]:d d process.

includes anticipation, assessment, prevention and mitigation, preparedness, respense amd recovery.

The

5.2

5.2.1 General

The

framework and the process should be continually improved.

Crisis management framework

purpose of the crisis management framework is to assist the-organization in integrating crisis

management into its activities and functions. The crisis management framework is used to support
the rlelationship between the crisis management principles, eore attributes of crisis manggement and
the Key elements of the management process that are informed by the crisis management principles.
Adopgting the framework should facilitate an understanding of the relationship betwedn the crisis

management process and other management processes:

5.2.2 Leadership

Top

a crisis management capability. Top management should ensure:

Top

management engagement in crisis management is pivotal in developing and continually improving

¢risis management objectives are’compatible with the strategic direction and core values of the
¢rganization;

¢risis management is customized to the organization’s context;
Iemonstrated commitment to the crisis management capability;
irection and _support for crisis management to achieve its intended outcome;

¢ommunieation of the importance and benefits of crisis management;

Ttegration of crisis management into the organization’s processes;

vdilability of resources for crisis management;

promotion of continual improvement of crisis management.

management should define and document a policy for crisis management. The policy should serve

as the basis for the further activities related to the planning and implementation of crisis management
arrangements. The policy should:

state top management's commitment to crisis management;
outline the objectives in managing a crisis;
describe in broad terms how the objectives are intended to be realized;

establish priorities and guidance for the delivery of key elements of the organization’s crisis
management capability, as well as corresponding financial, technical and human resources required;

©1S0 2022 - All rights reserved 9
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identify those responsible for its different elements, overall coordination and embedding;

identify, document and communicate the roles and responsibilities required to implement and the
crisis management capabilities;

include mechanisms to review and ensure that the policy continues to be supported and remains
consistent with the overall strategic objectives of the organization, and that progress is monitored
and evaluated against the agreed deliverables;

be reviewed periodically to ensure it remains current.

Top management is responsible for the overall resiliency of its organization and should appoint a
person(s) wiith appropriate authority to be accountable for the development and implementatipn of
the crisis management capability, and to maintain and manage it across the whole organizationl Top
management should also consider the resources needed for each element of the capability’ and the

associated requirements for training, exercising and testing.

5.2.3 Structure

The organization should establish an organizational structure and provide theymeans to develop and

continually |mprove a crisis management capability including:

The organization should integrate crisiStmanagement with other relevant organizational activitieg.

5.2.4 Culture

roles, axthorities, responsibilities and accountabilities (these cansitoutside of and be differgnt to
day-to-dlay roles and responsibilities);

regulatjons and guidelines for involvement, information and<eommunication;
processes and methods;

facilitiep and tools;

quality pssurance and control;

asystem for storing and sharing/transferting knowledge, especially in organizations with changing
top management.

The organization should encourage the development of a positive attitude and culture among all
employees that uphold thé\organization’s core values and the consistent application of its expectations,

policies and|procedures, fecognizing:

10

risk awjareness:xcontinual identification and understanding of organizational risks, leveraging
available competence;

commitment to ce of

crisis management;
early warning: encouraging people to address potential early warning signs;

organizational resilience: supporting resilience planning and encouraging everyone to understand
their role and contribution to helping the organization succeed;

organizational awareness: open communication of goals, objectives and visions through training
and exercises;

psychological safety: helping with “appropriate challenge” or helping people feel comfortable in
raising the small instances that can escalate.
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The organization should develop its ability to detect, assess and communicate the latent conditions
internal and external to the organization, individually or in combination, that contribute to a successful
crisis management culture.

5.2.5 Competence

It is important to understand the desired state, success criteria and steps to establish competency
levels in all parts of crisis management.

The organization should integrate crisis management into the approaches taken for developing and
maintaining competence and organizational learning. This integration should include:

— (Ilevelopment of crisis management awareness, knowledge, skills and positive attitude|qt individual,
leam, organizational and inter-organizational levels;

— tilization of competence management processes and procedures within crisis'managgment;
— gystematic processes for reviews and learning related to crisis management;

— o¢rganizational learning as a means for continual improvement of crisis' management cgpability.
5.3 | Crisis management process

5.3.1 Anticipation
The ¢rganization should anticipate potential crises by establishing:

— lorizon scanning processes to identify potential crises that can emerge in the medium to long term,
and those which can emerge with very little warning;

— processes which will identify potential crises and manage how to escalate the warning to the
gppropriate level and inform the crisi§.response;

— gystems to provide early warning of potential crises;

— 3n environment for appropriate challenge to decisions and strategies.

5.3.7 Assessment
The ¢rganization shouldassess potential crises by establishing:

dn understanding of the risks in the environment in which the organization operates;

— awellunderstood and integrated relationship between risk management activities and the business
Iperations and leadership;

recognition and acceptance that crises can develop regardless of the effectiveness of existing
controls and that the organization needs to be prepared to manage these effectively;

— behaviours that facilitate situational awareness;

— timely recognition and escalation of issues and incidents.

5.3.3 Prevention and mitigation

The organization should recognize that crises can be caused in different ways and try to prevent them
using a combination of organizational, technical and human efforts. The organization should consider
both preventive and mitigation strategies to prevent and minimize escalation.

The organization should integrate crisis prevention with other hazard, threat and risk-based activities.
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In addition, the organization should establish policies, practices and procedures that provide employees
and interested parties guidance on:

prevent

and cod

ion and mitigation through effective risk management practices;

es of conduct;

and assessment of potential consequences;

capacity

value awareness, involving the recognition and compliance to values such as ethics, sustainability

early warning by communicating potential risks at an early stage to enable appropriate attention

7 to respond to evolving conditions in a proportionate, meaningful and coordinated manner;

redund
unantic

Crisis preve
5.34 Pre

53.4.1 G¢

The organiz

delegates fot‘

and adequaj
generic caps
the developi

— thecris
informd

shared

structu
appropj

To be able t(

inform

provide

5.3.4.2 (i

incy and adaptation, which ensure organizational
pated circumstances and needs.

flexibility when experiei

htion should be a continual effort.
paredness

tneral

ation should ensure resilience in the CMT structure by appointing primary and altel
each CMT function and ensuring that all CMT membets dre suitably trained, comp
ely resourced to perform their duties. It should als0. prepare for crises by develc
bilities that will enable it to deliver an appropriate response in any situation. This inc
ment of the following key elements:

s management plan (CMP) and any other relevant plans;
tion management;
bituational awareness;

e, composition, authority and expectations of the crisis management team (CMT),
iate governance.

respond in a timely and well-organized manner, the organization should:
ind notify the appropriate members of the CMT;

information nfarragement and situational awareness.

isis management plan

The organiz
before it is

rcing

‘nate
ctent

ping
udes

with

rised

ation\Should develop a concise CMP that can be understood, implemented and exer

eeded, and used when a crisis occurs. The CMP should not be scenario dependant bult can

contain info

legal an

ratiorn for deating wittrspecificcrises amd inctude:

d regulatory requirements;

the activation and escalation mechanism for a crisis response and how it works;
the assignment of authority and responsibility for decisions and actions in a crisis;

primary and alternative details for personnel that are to be contacted in the event of a crisis;

problem) and a flow chart showing the sequence of actions;

the stru

12

cture and role of the CMT and what is expected of it;
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— the identification of physical or virtual meeting locations and the equipment and support required;

crisis communication (internal and external) (see Clause 8);

— templates for CMT meeting agenda, situation reports and record of decisions and actions.

The plan can be supported by setting out the policy and more procedural elements about how the CMT
works and the necessary training and evaluation arrangements, but these should not detract from the
plan itself. The plan should be reviewed periodically at appropriate intervals, especially the contact
details.

The

The

5.3.4.3 Information management

Unce
understanding the implications are of paramount importance. It is necessary to accept and

that
pre-

CMP should:

rovide for generic response capability that will be appropriate for events and situati
ot covered by existing procedures and practices;

rovide for flexibility and improvisation (“thinking outside the box”);
roduce viable responses using the available multidisciplinary expertise;

¢onsider formal and informal sources of information available as-the crisis unfoldd
¢onstraints;

e¢ncourage flexible thinking and action, and recognize the génerally unforeseeable cr
impossible to plan for in precise detail.

rganization should provide tools and templates to support the CMP including:
methods for physical and virtual visualization of:the crisis situation;

gources of relevant information;

jides-memoires, standard agendas and«¢hecklists of key decision points and required g
defined roles and responsibilities;

4 list of items necessary for apractical response;

lools and systems to help.inanage social media monitoring and engagement;

3 list of interested patties and tools for categorizing and prioritizing their relevance;

femplates for de¢ision logging and situation reporting.

ons that are

under real

ses that are

ctions;

rtainty~is one of the defining features of a crisis such that finding out what is happening and

understand

nformation can be incomplete or incorrect when decisions are taken and acted upon. T|

his requires

planning and appropriate training.

When responding to a crisis, the organization should be able to:

identify and gather relevant information on the crisis;

filter, analyse, prioritize and understand the available information;
evaluate information in terms of validity, quality and relevance to the crisis;
manage the ambiguity, uncertainty, complexity and volatility of the crisis;
consider protecting confidential or sensitive data;

present information to decision-makers in an appropriate form in a timely manner;

© IS0 2022 - All rights reserved
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communicate the information within the organization and externally as required. It should not be
understood in such a way that important information is withheld from the public authorities where
this is important for the prevention of threats to the general public.

5.3.4.4 Shared situational awareness

To build shared situational awareness, the organization should establish policies, practices and
procedures that encourage the development of a shared understanding across its leadership and
among its employees and key interested parties. This will help create an environment in which factors
that contribute to crisis situations and their potential impacts will be clearly identified at the earliest
opportunity.

This will provide a broader perspective on:

what s

boing on and what the impacts can be on goals and objectives;

the degree of uncertainty;

the degtee of control;

exacerbfating issues;

other offganizations involved and their relationships;

what can happen in the future.

In addition, pny existing requirements of higher-level authorities'should be understood.

This inform
Clause 7).

ation, together with foresight, can inform the organization’s crisis decision-making (see

Attaining situational awareness is inherently difficult in a crisis because usually many thing
happening, the rate of change is rapid, various interpretations of cause and effect can be plausiblg
the spread qf impacts and potential impacts is.unclear.

5 are
, and

The organiz,
crisis, recog

ation should encourage a common appreciation among the people involved in managinig the
nizing that:

informd

tion can be deliberately'withheld from others for various reasons;

technical knowledge or spetialist skills can be required to interpret certain facts;

termind

logy is not always commonly understood.

The organiz
new inform
systematica

ation should collect information from a range of sources and assess the credibili
ation_ifeceived from unknown or unverified sources. The information should the
yollated, analysed, evaluated and presented in a format appropriate to the situg

[ty of

n be
tion,

which can be‘ealled a “situation report”. As information changes, the report should be updated.

Ll
The organization should not assume its ability to build shared situational awareness in a crisis on
the basis of normal operations. It requires effort to understand the requirements and develop the

structures, processes and competence needed to meet them. To build situational awareness, the
organization should have the following:

Trusted channels to source relevant information during a crisis.

Ways of working to find relevant information when there are no existing channels. There is
a tendency to rely on the news media but the timeliness and reliability of even the major news
corporations cannot be taken for granted, especially at the early stage of a crisis.

Structures and processes to analyse and evaluate the quality and relevance of the information to
the crisis situation as not all information circulating during a crisis is equally reliable or unreliable.
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It is vital that the organization has the skills and ways of working to make informed judgements
about source reliability, relative accuracy, timeliness and relevance.

The capacity to analyse, interpret, understand and turn information about the crisis situation into
intelligence. This intelligence can add value to the organization and provide targeted and specific
context to inform the prioritization and direction of the response effort, which can require specialist
skills or specific technical, product or policy knowledge.

The capacity to consider the meaning, implications and possible alternative interpretations of
the available information. Decisions, and the rationales for these, should be recorded to provide
an auditable trail for potential post-incident review or investigations. An inventory of skills in the

The means to present information to decision-makers in the most effective format p
gpecifics of the crisis and the requirements and interests of the decision-makers wi
yhat is appropriate. Those in a decision-support role need to understand-the specif

ossible. The
] determine
ic concerns,

Ibackground knowledge and other requirements of the decision-makers.

.5 Composition and responsibilities of the crisis management‘team (CMT)

vision, the
als with the

CMT should generally include top management because it Can provide strategic
brity to make decisions in a crisis situation and enact its leadership function. Individy
ppriate level of authority, experience and capabilities should)be appointed to the CMT.

CMT should be supported by operational and tactical\teams. This can allow the CM[T to remain

stratlegic in its thinking and approach, giving direction_to the tactical team for the planning and then

the o

The

typidally consists of strategic decision-makers-and representatives from key business area
be expanded to include internal or external Specialists or expertise as required. Roles carj

b)

f)

© IS0 2022 - All rights reserved

perational team for active implementation.

e crisis, but
5. Teams can
include the

size of the CMT varies according to the size'of an organization and the nature of th

operational
br executive
s important
ler business

¢lements of the crisis response. The leader should be an authoritative, respected seni
ith a long-term perspective,'who is trusted and decisive without being impulsive. It

should have
e to provide
can need to

ntained and
rganization

Legal: provides legal counsel to the team and arranges for external legal support as necessary,
participates in communication preparation, and advises on other crisis-specific issues.

Communications: prepares the communication strategy and coordinates the media response which
should incorporate legal advice for all communications. The communications lead is responsible for
drafting, overseeing the approval process, and disseminating all finalized messaging on behalf of
the organization to all relevant internal and external interested parties. Communications has a key
role in protecting the brand and reputation of the organization (see also 8.3 and 8.9).

Finance: assesses the financial impact of the crisis and the organization’s response, monitors
developments, and advises on/authorizes contingency budgets and emergency spending.
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g)

h)

j)

5.3.5 Response

5.3.5.1 Géneral

Log keeper: an essential part of the crisis team who maintains a log of all decisions and actions
for later reference and use with reviews and reports, insurance or liability issues, enquiries or
investigations.

Business continuity representative: advises on appropriate recovery measures.

Other business teams: additional support for the core team is provided by specialist teams, such
as risk, facilities, security, information security and information technology (IT), which assess
damage and advise on the appropriate recovery plans and available facilities.

Administrative support: depending on the extent of the crisis, the leader and CMT can require
administrative support which can include rpr‘nrd-kppping npdnfing information boards and

systemg, tracking documents, updating team members and monitoring information channels.

The CMT should respond to the crisis and take appropriate action dependjng.-on the dynamid and
complex natjure of crises. The CMT should note that each crisis will be unique ‘and include considerption

of:

a)

b)
‘)

d)

f)

g)

h)

j)

k)

D)

pursuing situational awareness, with the team confirmingtheir (individual and shared)
understanding of the situation and its dynamics, and continuallyreviewing it;

examin|ng and monitoring the impact and management of the crisis on business as usual;

identifyling issues and risks, making decisions, assigning actions and confirming the implementption
and resplts of actions;

setting | an operating rhythm for the response, so that meetings, briefings, informpation
dissemipnation, press releases, conferences, etc.; can be arranged coherently and can require [24/7
or protijacted resourcing;

managihg meeting agendas and ensuring brevity;

defining (and continually reviewing) the strategic direction of the response by setting resgonse
objectives;

confirnling and reviewing internal and external communications, strategy and media (inclyding
social) nonitoring;

reviewing and monitoring the crisis management response to ensure that priorities are undergtood
clearly gnd thatits)performance, and the flow of information, are appropriate to the demands ¢f the
situatiop;

continuplidentification, monitoring and oversight, and review analysis of interactions |with
interested parties, to ensure that the right people receive the right messages and information, and
that their views, advice and assistance are actively sought;

monitoring and reviewing the objectives and effectiveness of any subordinate team to ensure their
activities are aligned;

active monitoring and horizon scanning of the situation, including realistic worst-case-scenario
planning to inform escalation, potential and proactive mitigatory activities during the response to
all CMT members at all times;

monitoring if there are cascade effects or hidden interdependencies within or outside the
organization, and new developments requiring additional or new responses;

m) ensuring that strategic crisis response and conflicts of interest or resources are managed;

16
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ensuring that strategic planning for recovery starts as early as possible.

5.3.5.2 Process for CMT response

The organization should establish and monitor a generic, continual process for the CMT response,
including the following (see Figure 3).

Situational awareness: the CMT should develop a shared situation awareness by promoting active

participation and utilizing relevant information from all the CMT members.

DY [JC

jo important values and functions, such as people, environment, the organization’s ix
¢thics, liability and reputation) and its viability (e.g. assets, production and serviées).

Defining goals and objectives: the CMT should define goals and objectives ‘that ali
¢rganization’s strategy.

Planning and prioritization: although the organization has establisheda predefined gen
¢risis, the CMT should establish a situation-specific plan for handlingthe current cris
he plan should include objectives and corresponding strategic activities (e.g. HR, com

appropriate. The CMT should prioritize its activities based®n its objectives and capaci
that priority is given to the most important strategic decisions.

[mplementation: the CMT should ensure proper implementation of the prioritized work
¢orresponding strategic measures according to its¥ésponsibilities. Teamwork should {
o ensure the best use of resources and to optimize achievement of objectives.

'valuation: The CMT should ensure necessary feedback on implementation for the ¢
progress. The evaluation should be shared to the CMT as the basis for continual upd
ghared situation awareness, potential assessment and situation-specific plan with co
objectives and priorities. Critical thinking should be an integral part of evaluation.

Assessmentof potential consequences: the CMT should assess the potential consequences introduced

nsequences
tegrity (e.g.

bn with the

eric plan for
s’ potential.
nunications,

production, legal, financial). Responsibilities for activities should be specific and coofrdinated, as

Ly, to ensure

streams and
e promoted

valuation of
ating of the
Fresponding
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Figure 3 — Process for the crisis management team response

to the response process, the CMT should, as a minimum, ensure the meeting agend
C meetings to include: a) situation, b) potentials, and c) plan (objectives, work stream

meeting and implementation should be balanced to ensure a favourable mix of plannin
pability.

on from response to recovery of the operations by the CMT should be planned
time to refoeus priorities and objectives. It can be considered when:

hization'swiability and integrity are largely assured;

onSe capacity or capability of the organization is sufficient;

a for
b and

r and

ht an

— the majority of upcoming challenges and tasks is foreseeable;

— the majority of tasks can be planned.

The transition can be implemented by:

— longer intervals between CMT conferences or shorter meetings;

— transfer of tasks to business as usual operation;

— change in the focus and resources of the CMT;

When the work of the CMT concludes, it should be communicated to those involved including information
on who is the point of contact for enquiries.

18
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The response and the recovery activities are not necessarily consecutive and can overlap.

5.3.6 Recovery

The recovery phase involves dealing with the effects of a crisis and how to return to “normal”, or
adapting to new circumstances, particularly if a major change has taken place following the crisis.
Throughout recovery, decisions should still consider risk and options for modifying risk. Emerging
issues that are not identified and addressed during recovery can cause further harm and can give rise
to another crisis.

Plans and protocols should recognize there is a transition and handover from the response phase to the
recoyery phase. Recovery planning can be directly affected by decisions made as part oLthe response.
Longer-term recovery objectives and issues can inform response managers who are niaking decisions
on immediate issues. The recovery team should be led by a member of the CMiF-and adequately
resofyirced.

The fecovery effort can be long term and can need resources long after the résponse phase is over.
Issugs often characterized by reputational damage, investor concerns, economic impacts and ongoing
legalland insurance challenges can continue for a considerable period of time. The organization should
also fonsider that the recovery needs to be adequately resourced.

The $ocial cost should be considered as interested parties can bg affected. In addition to the physical
rebuflding or replacement of infrastructure, the organization can be required to support inyestigations
or emquiries by the police or regulatory authorities. The CMT should also be aware of gensitivities
attadhed to the natural processes of healing and grieving;where individuals and their families have
been|directly affected by the events.

As pqrt of recovery, the organization should:

— lave a strategic direction for recovery from the outset;
— gtartrecovery as early as possible;

— (¢onsider strategic opportunitiest

Givirnlg adequate strategic attention to the recovery effort prevents good work from being|lundone, the
neglect of critical relationships with interested parties, and a failure to realize potential opjportunities.

Lostjopportunities can in€lude a failure to:

— TJegenerate the ofganization;

— ¢ease problematic activities;

— Dbring forward long-term development plans.

Recoyvery\can present an opportunity to regenerate, restructure or realign an organization.|The essence
of recavery is not necessarily a return to previous normality It can entail moving towards a model of
operations and organizational structures that represent a new normality, confronting harsh realities
and realizing potential opportunities revealed by the crisis.

5.3.7 Continual improvement

Continual improvement is a core element of crisis management (see Clause 9). Experiences from
exercises and crisis events support this objective.

The organization should:

— undertake a review of the crisis or exercises, including an evaluation of the response, the plans and
procedures, and the tools and facilities, to identify areas for improvement;
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elines to drive changes forward and ensure they are completed;

identify lessons to be learned and make recommendations for change, including the responsibilities

learn from the crisis and exercises and make improvements to become better prepared and build

resilience, including making changes in the organization, its people, its plans and its procedures;

involved in the crisis to identify learning opportunities;

the organization to future crises.

conduct debriefs and follow-up communication with individuals, teams and interested parties

reflect and act on lessons so that latent problems and vulnerabilities do not persist and predispose

6 C(Crisis

6.1 Core

6.1.1 Gen

The capabil
an individud
needs can fi
that some p
can be ident

An importal

leadership
Jeadership skills and attributes

eral

ty to lead effectively in a crisis should not be assumed, or taken‘for granted, as a res
|’s appointment or status (see 5.2.2). Managers reviewing their training and develop
nd it useful to refer to the crisis management skills (see Figuré4). Itis important to reco

ified as part of their training and exercising.

instil confidence and bring out the best from everyone invelved, providing clear direction and co|

in handling
the leader

will defuse
competent |

The leader
encouraging
and unequiy

Leadership
communicaf
comfortable
coherently 4

bhould demonstrate integrity, empathy, compassion, authority and determination.

badership is in charge of the situation.

ocally assuming appropriate\and ultimate responsibility for the crisis management.

ion and the ability to)find options within existing time constraints. Leaders need
dealing with the«wncertainties that crises present and capable of driving an organiz
hrough very confiised situations.

bople are not suited to addressing crisis situations and enfercing crisis management y

it function of a leader in a crisis is to stabilize the situation. To help do this, a leader s}
the situation. It is not always possible to quiekly impose order on a chaotic situatior

Lensions, provide a focus for activity and Teassure interested parties that responsiblg

needs excellent interpepsonal skills such as consensus-building, teamwork, flexil

11t of
ment
rnize
rhich

jould
ntrol
, but
This
p and

chould provide calm, caring and-assertive engagement while leveraging team strengths,
creative thinking, promoting accountably within a no-blame culture, taking timely ac

tion,

ility,
o be
htion
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An ithportant aspect of crisis leadership at the,start of the response is to follow the agreed 1
process to identify and take steps that.will eliminate the cause where possible, limit t
further damage, contain it and reduce.further escalation so that subsequent response acti
firm basis.

6.1.1 Role and responsibility of the crisis leader(s)

The

a)
b)

c)

d)
e)

f)

g)

h)

IS0 22361:2022(E)

Creating options Emotional intelligence

Decision makin .
& emotions and those of others;

/ TASK SKILLS INTERPERSONAL SKILLS \

Accepting new reality quickly Communication skills - verbal and non verbal

(self awareness/knowing and managing our

Delegation self-motivation; relationship handling)
Identifying key issues and priorities Leadership style
Meeting skill / i
eeting skills LPr]of(.ess‘lonal arLl.d Negotiating/
Strateglc thlnkll’lg i ar CA}JCI CIST 1nﬂuenc1ng
Training
PERSONAL ATTRIBUTES STAKEHOLDER

Exposure to incidents MANAGEMENT
Cognitive skills N J

Confidence Engaging with respénse teams

Credibility Engaging with media

Effective stress handling Engaging with politics
. Engaging with polices while adapting to
Moral courage/ethics socjalcultural considerations

Pragmatism

K Meetihg the needs of a wide diversity

Presence of stakeholders

_

Figure 4 — Crisis\léadership skills

'risis leader(s) should:
ensure that the teams are activated and operating;
lead the team/s-€xecutive meetings, determine their timings and frequency, and set the

feview_thie/’composition and performance of the CMT and its supporting personnel
¢volyes-and adjust if necessary;

/

hanagement
he extent of
Vities have a

agenda;

hs the crisis

promote a shared situational awareness;

challenge the evidence and thinking in a crisis and encourage the CMT to do the same (this can

include remonstration);

determine the strategy, set the strategic aim and identify objectives for the different teams and

departments contributing to the response;

continually review and make changes as necessary, ensuring that departments, teams and agencies

report regularly against their objectives and make appropriate progress;
consult widely and advise top management of progress, strategy and required actions;

promote the creation of a cross-organizational consensus, as appropriate, indicating
for overriding any advice or recommendation;
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j)

k)

D)

t)

6.2 Well-being and sustainable crisis response

6.2.1 Crigis management responders

recognize dilemmas, and understand that a decision needs to be taken based on what is known at
the time;

ensure that decisions are based on the bestinformation available at the time, and are compassionate,
proportionate, necessary, ethical, legal and aligned with the organization’s values;

ensure that decisions and underlying rationale are recorded and documented to permit scrutiny
and analysis after the event so that lessons can be identified;

review and authorize strategies for key internal and interested-party communications, and for
public and media information produced by the communications team;

stay in their assigned strategic role;
direct and empower subordinate leaders;

encourdge the CMT to concentrate on defining what has to be done and not the gperational and
technical detail of how it is to be done;

provide|strategic direction for the recovery as early as is practicable, and commit resources fqr it;

think dreatively, be prepared to think outside the paradigms of normal operations| and
organizptional culture, and consider radical solutions;

determine when it is desirable and safe to scale down or stand down the response;

ensure ldentification and follow-up of important experiencesylessons and learning (see Clausg 9).

Crises can place exceptional demands on those assuming crisis management roles and responsibilities
and can resplt in an unacceptable impact on-theé well-being of individuals. Crises can be persistgnt in

nature, and responders can be required to . manage multiple crises simultaneously.

Top managg¢ment should investigatefTeview and implement measures to mitigate such impact and

assist if individuals, or their families, need support including:

a)
b)

<)

d)
e)
f)

assigning responsibility fotnionitoring well-being of individuals or their families;
identifyjing sufficient personnel to fulfil crisis management roles;

supportling well-beihg and fatigue management for those responding, by providing food and
beverages, restareas and accommodation;

training, validation and awareness;

resources for dealing with distressing issues;

providing access to specialist resources and timely individual support to address well-being
concerns that cannot be triaged by the organization (psychological support).

6.2.2 Wider interested-party impact

Top management should:

22

emphasize the investigation, review and implementation of measures to mitigate the impact on
well-being and provide support;

be visible, contactable and available to interested parties.
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7 Strategic crisis decision-making

7.1 General

Decision-making is the process that leads to the selection of a course of action from more than one

option. This selection is based on the values, weight factors (including legal, technical,
etc.), priorities and preferences of the decision-maker(s), which can be reached on a singu

operational,
lar or group

decision basis. The quality of the precise meaning and exchange of information and data in the decision-

making process can impact on the decision or the level of consensus achieved.

The challenge of crisis decision-making is frequently underestimated, ignored or unknown, except with

the Henefit of hindsight. Decision-makers need to be aware of “hindsight bias” whereby de
the Qenefit of hindsight, seem flawed or erroneous. Consequently, the basis for making
taking subsequent actions should be recorded with the relevant context and information
can lje adequately justified.

Fisions, with
Hecisions or
so that they

Even|the most clear-headed and decisive senior executive in day-to-day settjngscan be overwhelmed in

a crisis, leading to uncharacteristic errors, hasty reactions, decision avoidance or delays.

Poor|decision-making almost certainly exacerbates an already difficult’situation and hag potentially

long{term negative impacts on the reputation and value of the organization.

At itp core, crisis response involves making decisions based‘on the best information ayailable and
turning those decisions into direction and action that control'the organization’s response to the events
and minimize the impacts of the crisis that is compatibleqwith the organization’s strategic direction.

A wigle range of decision-making models exists with three primary considerations:

— $ituation: Situational awareness involves. ajii*appropriate knowledge of these factdrs: What is

lhappening? What are the impacts? What-are the issues? What are the risks? What
What is being done about it?

— Direction: What end-state is desired? What is the aim and objectives of the crisis resy
verarching values and prioritieswill inform and guide this?

— Action: The effectiveness ofactions should be monitored and reported on. What needs to
What needs to be done? When to resolve the situation and achieve the desired end-stat

Basi¢ decision-making jneludes establishing the situation, identifying the relevant issues
optigns, evaluating the eptions with reference to the desired end-state, and making a decisi

fan happen?

onse? What

be decided?
e?

generating
bn or choice,

all off which shouldde consistent with the values and the strategic priorities of the organizafion. Ideally,

stratlegic decisionsmaking in a crisis also follows a process, such as in Figure 5.
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Review Direction
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\\_—/ Principles Polices \__/
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Capabilities [ | Procedures
- N\ J
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Figure 5 — Strategic decision-making in a crisis

This process seems logical and straightforward, except that these types of rational models assumie the
decision-maker is fully informed, can determine the outcomes of a choice with perfect accuracy and is
thinking entirely rationally. The realityyhowever, is often different.

7.2 Why decision-making-can be challenging

Decision-mg
of crises cre
strategic an

Crisis man{
influence al

king by people-in/a crisis does not always follow a clear-cut decision process. The nj
ates an envitoirment that potentially derails the rational decision-making process at
d tacticalleyels during crisis response.

gement takes human and cultural factors into account as these factors signific
aspects of crisis management. Human behaviour and culture include values, percept

beliefs, attit]

ude’s, intentions, competencies and capabilities. It is important to be aware of humar

hture
both

antly
ions,
) and

cultural factors as they can both cause stress and comfort when working as individuals and as part of a
group.

All of these factors place extreme psychological pressures on the CMT and other affected personnel
across the organization. However, the high levels of uncertainty that characterize the majority of
crises, caused by lack of knowledge and abundance of rumours, assumptions and misinformation, are
particularly threatening to effective decision-making. Uncertainty significantly increases a decision-
maker’s stress levels, which can negatively affect their cognitive processes, and increase the likelihood
of flawed decision processes and poor decisions.

The challenges to effective decision-making are clear but even overcoming these challenges does
not guarantee a successful outcome. However, effective decision-making significantly increases the
likelihood of success.
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7.3 Dilemmas, decision delay, decision avoidance

Crisis decision-making is sometimes characterized by dilemmas for which apparent solutions are not
right or wrong but better or worse and where solutions to one problem potentially generate further
issue(s). Such dilemmas often have an element of moral hazard or adverse selection (making a decision
that will have a less bad outcome than other decisions) and are therefore perceived as having no good
outcome and potentially leading to undesirable outcomes. These dilemmas induce particularly high
levels of stress and anxiety in the decision-maker.

While uncertainty does not always increase the chances of the CMT actively making large-scale errors
or wrong choices, uncertainty over the potential outcome of a decision can block or delay the CMT from

impl

One

hind
perc
decid

and

mady
a cri
accol

The

achid

run

7.4

This
critiq

7.5

ETITETTLITTE GeCISTOTS:

pf the main reasons for this is the CMT’s perceived accountability over a decision“th|
cight, be judged by interested parties as having been the wrong choice. Doing not
pived as less blameworthy than an actively made mistake. However, the failure to 1
ions and act when required is one of the most pervasive issues that de¢reases the e
efficiency of the crisis response, and which has produced tragic outcémeés to crises.
e clear that members of the CMT should not be held liable for decisions made in good
5is. However, it should also be recognized that the organization €dn still be held resy
intable for its actions.

CMT can be influenced in its decision-making by specifi¢ interested party interestg
ve a particular outcome. The organization should moniter external influences so that

¢ontrary to the needs of the organization.

Decision-making issues

al. Crisis leaders and decision-makers shotild be mindful of potential issues, such as:

groupthink;

¢onfirmation bias: the tendency/to seek or prioritize information that confirms
interpretation or option at_the expense of contradictory information (which can be
relevant);

flunnel vision and fixation errors;

yishful thinking;

q

tereotyping;
dlispropoertionate emphasis given to preferred sources;

3 failure to challenge assumptions of various types (not allowing lateral thinking);

q

at can, with
hing can be
nake crucial
ffectiveness
[t should be
faith during
onsible and

in order to
they do not

document cannot present the full range;df potential biases and pitfalls, but self-awareness is

a preferred
correct and

premature closure on a particular mterpretation, position or path of action.

Effective crisis decision-making

The organization should identify the factors that improve the effectiveness of strategic decision-making

in a crisis, including:

a) implementing, at an organizational level, policies, structures (teams and roles), plans, processes
and tools to support the organization’s crisis management capability as a whole and the CMT in
particular;

b) gaining experience in crisis decision-making environments as individuals and teams;
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c) training CMT members in the use of decision techniques to reduce the effect of uncertainty on their
cognitive abilities;

d) recognizing the signs of weak decision-making, including a failure to challenge evidence,
assumptions, methods, logic and conclusions, and the adoption of measures to provide alternative
perspectives;

e) developing the ability to keep the scope of the decision-making process at the strategic level,
providing the adequate framework, delegation, high-level direction for dependent decisions and
actions at the tactical and operational levels, without micromanaging and unnecessarily limiting
them;

f) enhancing CMT decision-making culture by leaders creating and supporting the development
of team| characteristics that address task conflicts and allow members to feel safe in displaying
proactiye behaviour in a climate of psychological safety.

The organization should make decision-makers aware of the challenges faced amd-the toolg and

techniques favailable to manage uncertainty and reduce the potential for indiwidual or collective

decision errprs.

8 Crisis communication

8.1 Genefal

Effective communication is a key component of successful crisis’"management and forms an intpgral

part of the ¢rganization’s response to any crisis. It covers both internal and external communication,

designed and delivered in support of the crisis management function.

Crisis communication positions the organization as the €entral source of information, demonstratgs its

control of tHe situation and reassures interested parties.

The organization should:

— develop|an effective capability to communicate internally and externally during a crisis;

— develop|and deliver a consistent rhessage that conveys the organization’s reaction to a crisis;

— provide|information that is known at the time, and what it is doing to address the issues and its

respons

8.2 Pre-c

The organi
communicaf
communicaf

es at both a humauand organizational level.

risis preparation

ionstand the activity undertaken to manage a potential or actual crisis. With mqg
ionsy information can be available in near real time, which is key, given that time isa s

resource in

zation_should ensure the seamless transition between day-to-day management of

dern
rarce

crisis situations. The nrgnni7nfinn should prepare to r‘pcpnnd pffpr‘fivply and to q

ickly

move from a reactive to a proactive phase.

The organization should develop a crisis communication plan that sets out the roles, responsibilities

and actions

to be taken by members of the communications team and those supporting them.

The crisis communication plan should include:

guidanc

26

draft holding statements;

e for call takers;

fact sheets and press kits;

locations for press conferences;
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ist of media channels to be utilized;

tools and systems to help manage social media monitoring and engagement;

ist of interested parties and a management matrix;

contact information for resources, including spokespeople.

The crisis communication plan should:

set out a structured approach to managing a communications response;

The ¢rganization should regularly rehearse its crisis communication process.to,€nsure that
are ¢ffective and that teams are prepared.

8.3 | Managing relationships and reputation

Engaging with the media is an opportunity to send purposefully structured messaging t
parties. This can help avoid misinformation and rumours abofit the situation and the crisis 1
stratlegy, actions and decisions.

The prganization should proactively engage with thé€/media to provide an accurate ac

inci
unin
The

cove
quicl

The

including customers, employees;\shareholders, suppliers, regulators, partner organizat

bodi
asses
orga

The
thein

appr
have

NOTH

- - 1 - - | e Rl B
SOIgITLICAL TTSPUIISTUIIILITS AU ALLUUIILADUIIILITS,

identify the options for resourcing to meet high levels of demand.

stablish procedures and tested arrangements for invocation;

ent, protect its reputation, and communicate, its own message to counter what car
formed people or those with harmful intentigns.

bxtent of this relationship needs to address different media in order to have the mo
rage. Special attention should be paid ‘to social media given its potential to spread
(ly, increasing the risk of misinform@ation.

brganization should identify and take into account the concerns and views of intere
es and the wider community. Crisis response arrangements should include the d

hization’s reputation.

prganization sheuld have a process to identify, categorize and prioritize key interes
concerns, their'potential impact on the success of the crisis response anticipated qu|
ppriate means of communication. The communications team should track which interg
been communicated with, when, by whom and when the next communications will be

For more information, see ISO 22329.

the systems

b interested
hanagement

ount of the
| be said by

st extensive
information

sted parties
ions, public
apability to

s and understand the factors that are important to interested parties and which can impact the

ted parties,
estions, and
sted parties

8.4

Key roles

8.4.1 Communication team

The organization should establish a communication team, including:

©ISO

communications lead on the CMT;
spokespeople or press officer (see 8.4.2);
writers and translators;

media relations (see 8.4.3);
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social media (see 8.6 and 8.9);
call-takers;
internal communications;

interested-party communications.

These roles should be covered within the resources available, but not necessarily by individual

personnel.

The crisis leader should review and authorize key communications produced by the communications

team (see 6|
(see 8.6).

8.4.2 Spo
The organiz
(such as the
should also

The choice ¢
and impact
than one sp

8.4.3 Meq

The organiZ
warning of
reported th

Engagement
post-crisis

The organi
“conversatig
effective it

wishes to e

The organiz
of engagemg

8.5 Crisigd

The organiz
and support

kespeople

ption should train and prepare spokespeople to engage with the external interested p3
media, community and next of kin) so that they are comfortable in-the’role. The tra
Fake into account the various media channels that will be utilized.

f spokespeople should be appropriate to the target audience and is dependent on the
of the crisis. The organization should ensure the consistency of the message when
pkesperson is providing information on its behalf.

lia relations

ation should engage with and monitor the media* (including social media) to gain an
crises, and to assess the level and focus of:eéxternal interest and the wider impact
fough other channels.

ecovery.

zation should analyse the detailed information being reported and the ext
ns” and “trends” to allow for~ validation of the organization’s position and measure
s in engaging with the.iSsues, conveying its message and generating the conversat
gage in.

ation should identify’incorrect media reports, shifts in interest, correlated interests, g
nt, and the extenit/of rumour and misinformation that interested parties can access.

communication strategy

ation\should develop a crisis communication strategy that is approved by top manage
ed by appropriate training. It should align with and promote the organization’s core v

and include!

1) and work In collaboration with those who have authority to approve communicakions

rties
ning

type

more

parly
5 not

and monitoring of the media is alsqg important during the crisis response phase and for

brnal
how
on it

eaks

ment
hlues

coordin

communication needs for employees and internal interested parties;

ated internal and external communication;

and across all mediums (channels);

a list of

28

key themes within the message;

supporting material behind those themes;

identified and prioritized interested parties to receive information;

the organization’s core message to be adapted in the approach (style and tone) for different audiences
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