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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

All organizations seek to manage security risks in their environment to ensure appropriate protection
levels of their assets, to preserve the interests of interested parties and to achieve their objectives.

Organizations sometimes need to establish and maintain a structured approach to security.

The purpose of a security plan is to ensure that all the appropriate actions and controls are in place to
protect the organization from threats to its security.

This document gives guidance on the implementation of a security plan whose structure includes the
guidance for protective security architecture. Thus, the security plan can be effectively intpgrated into
an eyisting management system.

Integrating the organization’s risk management processes into the security plan model supxorts proper
management of security. The security plan is designed to allocate accountability and responsibility, and
to guide the application of controls to protect the organization from security risks.

A planned approach that is adaptive and agile makes it possible to provide solutions t¢ unplanned
situations. Security threats are dynamic and often unforeseen; therefere, this document introduces
both|technical and human-related elements for an adaptive and agile\planned approach.

The Intent of the document is to provide the fundamental elethents necessary to improve|and sustain
the protection of an organization.
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Security and resilience — Protective security — Guidelines
for the development of a security plan for an organization

1 Scope

This document gives guidance on developing and maintaining security plans. The security plan
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Normative references

Terms and definitions

tbes rowamrorganizatiom estabtisheseffective security pranming amd Tow it Tarr imteg
n organizational risk management practices.

document is applicable to all organizations regardless of type, size and nature, wh
te, public or not-for-profit sectors, that wish to develop effective securityplans in
her.

document is applicable to any organization intending to implementeasures designe
assets against malicious acts and mitigate their associated risks.

document does not provide specific criteria for identifying the need to implement
bntion and protection measures against malicious acts. It do€s not apply to services an
ered by private security companies.

following documents are referred to in the text in such a way that some or all of t
Fitutes requirements of this document. For‘dated references, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

2300, Security and resilience — Vocabtlary

1000, Risk management — Guidelines

he purposes of thissdocument, the terms and definitions given in ISO 22300, ISO 31
ving apply.

nd IEC maintain terminology databases for use in standardization at the following adc

SO Onlihe/browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

ate security

ether in the

h consistent

d to protect

or enhance
l operations

heir content
applies. For
hts) applies.

D00 and the

Iresses:

3.1

need-to-know
need to access specific information based on a business or operational requirement, involving an active
process of determining the security level of information and who has the right to access the information

4 Security planning

The organization should create, implement and maintain a security plan in order to manage activities
based on security risk analysis and in order to be aligned with the mission of the organization.

The security plan should:

— Dbe specific to each organization;
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— be based on security strategies and objectives regarding threats and vulnerabilities;

— bereviewed and formally endorsed by the top management board before implementation;

— foreseetheneedto facelong-termsecurity-related incidents, while incorporating special procedures,
and additionally should foresee the need for adaptive structures to be able to adequately deal with
such disruptive events.

The organization may use a single security plan or a comprehensive and overarching security plan

supported b

y more detailed plans.

NOTE A single security plan is not always practical due to the organization’s size or complexity of business.

5 Compe

5.1 Gene

This clause
consists of

— governg
— manage
— security
— security

NOTE IS

5.2 Gove

pnents of the security plan

ral

gives recommendations on how to develop the various components~of‘a security pl
he following subclauses that give detailed guidance on:

nce (see 5.2);

ment of risk (see 5.3);

r controls (see 5.4);

r controls process (see 5.5).

0 28000:2022, 8.6, also includes information regarding the content of a security plan.

fnance

5.2.1 Genleral

The organiz
— security

— scopeo

htion should determine how:the security plan should be governed. This includes considg
r objectives (see 5.2.2);

"the security plan.(see 5.2.3);

— leaderstip (see 5.2.4);

— legalan

— roles, a(

regulatory (see 5.2.5);

countabilities and responsibilities (see 5.2.6);

hn. It

ring:

— commu

hication (see 5.2.7):

— documented information (see 5.2.8);

— reporting (see 5.2.9);

— evaluation (see 5.2.10);

— continuous improvement (see 5.2.11).

5.2.2 Security objectives

The organiz

ation should define security objectives for the security plan that consider:

— broader business objectives and priorities;
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— protective security framework;

— related security policies;

— security risk.

5.2.3 Scope of the security plan

The organization should determine the boundaries and applicability of the security plan to establish its
scope.

This

includes r]nr‘iding ifthe security p]an app]inc toallor part ofthe organization or ifit just app]ies to

a spe

The
proc

The s

— 1nissions and specificities of the organization’s operations;

— ¢

— personnel concerned (including external personnel);

— 1

cific duration of a project.

scope of the security plan should take into account any other organizational|risk hanagement
bss relevant to security threats or security violations.

cope of the security plan should consider several criteria, including:

external and internal issues;

angible and intangible assets to be protected;

laces and spaces of the organization;
laces of travel or activities outside organizational facilities (if necessary);
ctivities according to their nature and théir relation to security aspects;

ny other relevant criteria.

In addition, the security plan should‘mention any applicable exclusions. The scope of the spcurity plan

should be available on a need-to-know basis.

5.2.

Top

— ¢
1

Leadership
anagement should:

pecify the ac¢ountable leadership for the security plan and its management, includipg assigning
he responsibility for creating, maintaining and executing the security plan to the ¢rganization
ecurity function, and holding assignees accountable for their performance;

bnsure’the security planincludes guidance that top management receives appropriate re¢porting and
eViews of the security status of the organization, and that actions for improvement arelundertaken

I

I respoiise to bu(,h I(;'ViEWb,

— coordinate with asset owners and relevant security management personnel when developing the
security plan to ensure that it supports the overall objectives of the organization;

— also communicate its commitment to security to the rest of the organization to promote a shared
sense of community on the importance of security;

— provide the resources needed to implement the security plan.

5.2.5 Legal and regulatory

The organization should identify any applicable legal, regulatory and contractual obligations. This
should also be taken into account when implementing the security plan. The organization should be in

©ISO
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close contact with the authorities and communicate to them the responsibilities, provisions, and other
key elements.

5.2.6 Roles, accountabilities and responsibilities

The organization should define and document security roles, responsibilities, and authorities for
executing the security plan. This includes specifying:

— requisite skills for executing the plan;

— an assigned and defined level of competence for each role;

— the relafionship between the internal security team and the external interested parties.

The securitly plan should align the security governance arrangements to general organizatjional
governance| Where applicable, relationships with external security authorities that havé governance
roles should be defined. Exemptions to predefined security provisions should be listed, documgnted
and reviewdqd.

5.2.7 Communication

The organization should communicate the contents and obligations of the security plan to rel¢vant
interested parties, including:

— top management’s internal and external trusted relationships$.to share strategic information, best
practicgs and lessons learned;

— responges to security emergencies and crises;
— roles and responsibilities.

The organization should also develop a policy for’sharing information about its security and the
application pf “need-to-know”.

5.2.8 Dodumented information

The organifation should document\the information necessary for the effectiveness of the [plan,
including:

— the scope of the security plan;

— past degisions regarding security risks (including shared and residual risks), treatments applied
and the]r effectiveness;

— lessons|earnedfrom pastdecisions to enable the organization to take relevantactions for contirfuous
improvement;

— policiesamdprocedures thratare retevant to thresecurity pam

5.2.9 Reporting

The security plan should include guidance to ensure top management receive appropriate reports
concerning its execution.

5.2.10 Evaluation
The evaluation of the security plan should consider:
— the organization’s approach to managing risk;

— security and strategic objectives;

4 © IS0 2023 - All rights reserved
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— the resources needed, including staffing, training needs and required level of competence;

— results of the evaluation.

The organization should evaluate the effectiveness of the security plan based on:

— what needs to be evaluated;

— what methods to use for the evaluation;

— how the evaluation should be performed, analysed and reported;

— |

—

5.2.1
The

q

5.3

5.3.1

Addy
on rij
over

Depq
defin
risk.

The
ISO 3

JR— q

I q

ctively seeking opportunities for improvement, even if not prompted by vulnerabiliti

1 o o 1L il 1 - L 1 | b dnn aY
HT UTITHICTU ITTYUUTIIL Y UL LT TV AdIUdLIUILS (C.5. HUTHIAD dITU TIHICTTgTIIL Yy SILUAdLIUILS J,

vho is authorized to evaluate the security plan.

1 Continuous improvement

rganization should continually improve the security plan:

ecurity and imminent security threats or ongoing security violations;
aking into consideration:
— adjustments to the plan including risks and controls;

— available resources for the plan including staffing, equipment and facilities.
Management of risk

General

sk management that is customized for the organization. The interaction with the or
11 planning should be ackngWwledged and aligned.

nding on the level of rigk to the assets to be protected, the required levels of protecti
ed for the assets, andtontrols implemented as determined to achieve the agreed level ¢

rganization should manage its security risk by following the risk management proces
1000:2018, Elause 6, including:
ecurity'xisk scope, context and criteria (see 5.3.2);

issessment (see 5.3.3);

bs related to

essing risks to enable the securityplan to achieve its intended results calls for an approach based

ganization’s

n should be
facceptable

5 outlined in

— treatment (see 5.3.4);

— acceptance level for residual security risk (see 5.3.5);

— communication and consultation (see 5.3.6);

— monitoring and review (see 5.3.7);

— documentation management (see 5.3.8).

©ISO

2023 - All rights reserved


https://standardsiso.com/api/?name=b4a1368949fa2da22e70be7b801cdd06

ISO 22342:

2023(E)

5.3.2 Security risk scope, context and criteria

When establishing the security plan, the organization should consider the external and internal
security risk context relevant to its purpose and affecting its ability to achieve the intended results on a
strategic level. This may include describing:

assetva

sources

tangible and intangible assets;

lue and the respective vulnerabilities requiring treatment;

of security risks;

partner]

globally

geograjl

other af

5.3.3 Ass

The assessn
includes the
— riskide

risk ang

The security
structure, o

5.3.4 Tre

The purpos
Treatment o

treatmd
risk, sh
where 4

relevan

retainin

the legall and regulatory environment;

risk evalluation.

S and Interested parties;
significant trends;

hic or geopolitical considerations;

pects of its operating environment.

pssment

nent of security risk should be done in accordance with/JASO 31000:2018, Clause 6, W
following iterative process:

htification;

lysis;

F risk assessment process should be an-integral part of management and integrated int]
berations and processes of the opganization. It should be part of all organizational activj

htment

e of the treatment of security risk is to select and implement controls to mitigate
f security risk can jinclide:

hiring the risk) changing the likelihood, changing the consequences, accepting the risk
ppropriate; by an acceptable reduction in performance or in protection levels);

[ security controls to mitigate the risk;

gthe risk by informed decision;

rhich

o the
ities.

risk.

nt decisions for.the given risk (avoiding the risk, removing the risk source, transferrinjg the

and,

(treatm

controls and assessments designed to ensure measures are adequate;

ent may also include exemptions to regulatory environments);

security threat intelligence sharing and security incidents.

5.3.5 Acceptance level for residual security risk

graduated security measures depending on special circumstances, such as the national threat level

establishing formal agreements with local law enforcement and equivalent agencies to address

The acceptance level of residual security risks should be defined to enable the organization to make
decisions about which security controls to apply. Any acceptance level of residual security risks should

be based on

the amount and type of risk the organization is likely to accept.
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https://standardsiso.com/api/?name=b4a1368949fa2da22e70be7b801cdd06

IS0 22342:2023(E)

5.3.6 Communication and consultation

The communication of, and consultation regarding, security risk should include the arrangements by
which communication of security risks will occur with internal and external interested parties. This
should include:

— the relevant security risk context;
— key risk variables, such as likelihood, consequence, criticality and vulnerability;

— controls;

— gources of information on risk.

5.3.7 Monitoring and review
The gecurity risk monitoring and review should be planned (both ongoing andpetiodic), including:
— ¢learly defining responsibilities regarding reporting activities;

— 1naintaining the confidentiality, integrity and availability of theset€ports.

5.3.8 Documentation management and recording

The ¢rganization should ensure that the security plan and other security documentation isjmanaged in
accordance with security and document control policies and procedures. This includes:

— dtorage and protection;
— Trestriction of access from unauthorized disclesure;
— Ilisposal of documents in a secure manneér;

aintaining the confidentiality, integrity and availability of the security plan.
5.4 | Security controls

5.4.1 General

The ¢rganization should“ensure that the security plan addresses security controls, includirlg:

— levels of protection (see 5.4.2);
— procedures for security controls (see 5.4.3);

— operational level controls and treatments (see 5.4.4);

— timelines for security activities (see 5.4.6).

The organization should ensure that all security operations are adequately planned, both regarding
maintenance (regularly scheduled tasks) and intervention (those carried out to control incidents). In
addition, the organization should ensure that information concerning the security controls is protected.

5.4.2 Levels of protection
The organization should define levels of protection for people, tangible and intangible assets that are:
— appropriate to different operational environments;

— subject to selection criteria to determine the appropriate treatment of security risk;

©1S0 2023 - All rights reserved 7
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— reflective of the consequence ratings in setting the levels of risk acceptance;

— adaptive and responsive to changes in the operational environment.

5.4.3 Procedures for security controls

The procedures for security controls, including security operations and measures, should consider:

operational risks;

specific security risks;

sources

process

5.4.4 Opdg

The organiZ
includes ref
adaptive mq

Processes d
controls acr

security

rold
risK
sec
sec
sec
sec
sec
rep

con

person]

per

kracted service providers;

of risk;

for determining, defining and implementing security controls.

rational level controls and treatments

chanisms that will enable timely response to unanticipated events:

esigned to manage uncertainty and ambiguity should be included. This includes risks
pss the protective security domains. These take into account:

f governance:

s and responsibilities;

tolerance;

rity risk management (including threat,vulnerability and criticality assessments);
irity incidents;

irity culture;

Irity awareness and training;

irity monitoring;

brting security maturity;

el secutity:

sorinel security provisions during recruitment;

security clearance maintenance plans that address risks identified during security vetting;

pro

cesses regarding positions of trust or sensitive positions;

contact reporting;

security clearance management throughout the entire period of employment;

ongoing security awareness and training;

managing the separation of personnel;

information security:

— classification and management arrangements for information holdings;

© IS0 2023 - All rights reserved
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