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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

This document aims to meet a global need for organizations to formulate and integrate their protective
security controls in a way that is based on risk management principles and strategically aligned with the
interests of the organization. It details an enterprise architecture and integrated framework within which a

diverse sui

te of security-related policy, processes and practices can be coordinated.

Clarity on what protective security is, what it means, how it can be implemented, and how its benefits can
be measured, will be helpful to managers, regardless of the sector. This is particularly important for the
many organizations that have expended substantial resources on various security measures that have not
necessarily been coordinated or informed by the full range of security risk. In an increasingly complex
security environment, this document aims to provide clarity in this regard and to provide a basis for better

enterprise
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Provides guidance on how organizations and their managers can implement and’ manag

security outcomes as a result.

hent:

tive security arrangements.

strates the critically important idea that effective security management is ba
tanding of risk and the application of risk management prinéiples, and that the
hentation of security controls (that protect an organization’s assets) are integral to thg
5 of the organization. Security is a business enabler, not an overhead cost to the organi

s and details the elements of protective security, outlinés an enterprise protectiy
ance model and defines the roles and responsibilities necessary in delivering protecti
nes.

strates the critical importance of establishing and sustaining an organization
ting positive security behaviours: where all*personnel and interested parties ha
'ed ownership of security outcomes; and_where all are authorized and competent tq
y interests of the organization and invested in the security of the organization.

bs the importance of continuous improvement in relation to an organization’s protectiy
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for an

enterprise protective security architecture and

framework

1 Scope

This docuthent provides guidance on the enterprise protective security architecture and the
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s the protective security domains, including:

y governance;
nel security;
ation security;
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b1 security.

nent is applicable for any organization.
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ng documents are referred to in the textinsuch a way that some or all of their content
hts of this document. For dated references, only the edition cited applies. For undated
dition of the referenced document (including any amendments) applies.

Security and resilience — Vocabulary

s and definitions
poses of this docufirent, the terms and definitions given in ISO 22300 and the followin
[ maintain terminology databases for use in standardization at the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

31

framework
be security

ronstitutes
references,

g apply.

2]

asset owner

person wit

3.2

hin the organization who is responsible for a given asset

business impact
impact on an organization’s or sector’s ability to operate resulting from the compromise of confidentiality,
integrity or availability of assets

© IS0 2024 - All rights reserved
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3.3
culture
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shared values and attitudes that are applied within an organization by its personnel and interested parties

Note 1 to entry: This recognizes that an organization has a culture that, to varying degrees, supports and accepts
security as part of business as usual; and that fostering this element of the organization’s culture should be the aim of
top management in delivering protective security outcomes.

3.4

cybersecurity
protection of the confidentiality, integrity, and availability of digital systems (hardware, software and
associated infrastructure) from unauthorized digital access, harm or misuse, or attack scenarios that involve
deliberate exploitation of computer systems, digitally-dependent enterprise networks and control systems

Note 1 to en
and commu

3.5
domain
defined spl

3.6
enterprise
documents
protective

3.7
framewor
structure ¢

Note 1 to ef

security po|
(3.12), cybe

3.8
governang
system of ¢

Note 1 to e
authority, a

3.9

informatipn and communications technology

ICT
technology

[SOURCE: ]
3.10

try: This relates to a range of technical domains (3.5), including but not necessarily limited to
ications technology (ICT) (3.9) and operational technology (OT).

nere of protective security (3.17) activity or knowledge

b protective security architecture
d structure comprising governance arrangements and the secutity framework elemen
security functions are performed and strategically aligned-with the aims of the organ

k
f policies, processes and specifications designed to’support the accomplishment of an

try: In this connection, a protective security framework consists of and aligns all elements g

licy and processes, including security governdunce (3.8), personnel security (3.15), informa
'security (3.4) and physical security (3.16).

e
lirecting and controlling

htry: The processes by whichyerganizations are directed, controlled and held to account, en
Ccountability, stewardship, leadership, direction and control exercised in the organization.

for gathering,storing, retrieving, processing, analysing and transmitting information

SO/IEC30071-1:2019, 3.2.5]

information-asset

information

's by which
zation

objective

f protective
ion security

compassing

knowledge or data that have value for the individual or organization (including intellectual property), which
are defined and managed so it can be understood, shared, protected and used

3.11

information life cycle
process whereby information is managed over time, from the point of creation, receipt, distribution, use,
maintenance and final disposal (disposition, destruction or archiving) according to the business impact of
reduction or loss of the confidentiality, integrity or availability of information

© IS0 2024 - All rights reserved
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3.12

information security

protection and preservation of the confidentiality, integrity and availability of all information assets (3.10),
including information in transit (e.g. transactional security), digital security and cybersecurity (3.4)

Note 1 to entry: Information security relates to the security of information in all its forms (including hard copy and
verbal communications), digital systems, information and communications technology (ICT) (3.10) and operational
technology (OT).

Note 2 to entry: Additional properties, such as authenticity, accountability, non-repudiation and reliability, can be
included.

[SOURCE: ISO/IEC 27000:2018, 3.28, modified — definition has been extended and note 1 to entry has
been added]

3.13
measure
action or mpeans to eliminate hazards or reduce risks

[SOURCE: ISO/IEC Guide 51:2014, 3.13, modified — example has been removed]

3.14
need-to-kpow
need to acgess specific information based on a business or operational reguirement according to an active
process of fetermining the security level of information and who has thé right to access the information

3.15
personnel security
process of gaining and maintaining assurance of a person’s eligibility and suitability] (honesty,
trustworthjiness, maturity, resilience, loyalty and security:¢competence) to access organizational assets

3.16
physical security
combinatign of physical security controls (3.19) to’reduce the risk of unauthorized access, to safegfiard assets
and to protect from a potential security incident

3.17
protective security
processes and activities that protecf assets from malicious acts, the impact of unintentional ingidents and
other events that can cause harm

Note 1 to entry: Protective security includes the following domains: security governance (3.8), personnel security
(3.15), infornation security (3d2), cybersecurity (3.4) and physical security (3.16).

3.18
responsible security‘executive
RSE
person ass|gned\within the organization’s top management as the single point of responsibility for managing
the organization’s security risk (3.21)

Note 1 to entry: Having responsibility for managing the organization’s security risk, the RSE is accountable to top
management for the performance of that task. Top management is in turn accountable for the overall performance of
the organization in general.

Note 2 to entry: The RSE is responsible for ensuring that the organization’s security function is effectively managed
and provides assurance to top management that security risks are being actively managed.

Note 3 to entry: Proper governance (3.8) requires that the RSE has the authority, resources and competence necessary
to exercise this responsibility; and is part of, or has effective access to, top management.

© IS0 2024 - All rights reserved
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security control
policy, process, or tangible or intangible risk reduction application which, on the basis of assessment, is
implemented to treat risk by reducing or maintaining the likelihood of a security-related risk being realised,
within specific levels or ranges

Note 1 to entry: This includes but is not limited to digital and physical access controls, alarms, active and passive
surveillance, vetting and other personnel assessment tools.

Note 2 to entry: A security treatment is the actual application or implementation of one or more security controls to
achieve an acceptable level of risk.

3.20

security i
defence in
protection
use of mult

Note 1 to entry: This recognizes that the strength of any system is no greater than its weakestlink and en

one control

3.21
security r
potential t

loss or unayvailability of an organization’s assets or reduce the effectiyeness of security controls (3

Note 1 to en

Note 2 to e
security ris
actions can

in depth
iple protective security controls (3.19) in layers across the enterprise to protect assets

element fails, other defensive measures (3.13) are in place to continue providing protection.

sk
hat malicious actors (or any unintentional action or event) could harm or result in cd

try: See security threat (3.22).

htry: This definition draws on the definition of risk aecording to ISO 31000:2018, 3.1, in th
k, where uncertainty in relation to the intent and capability of malicious actors and vulnerab
impact objectives.

sures that if

mpromise,
.19)

e context of
lity to their

3.22

security threat

threat that arises when the intentions and ‘¢apabilities of malicious actors are committed to action
and intersect with the vulnerabilities of protective security controls (3.19) or the intrinsic sysftems of an
organization

Note 1 to entry: A vulnerability can be-inlierent in an asset or process or be caused by any event or cifcumstance,
including a patural event or accident.

Note 2 to e:ﬁtry: Threat is sometimes considered as analogous to hazard (potential source of harm), although in the
security comtext, hazard typieally’refers to materials or tools pre-existing in the operating environment{that can be

used by am

3.23
security v|
processes
suitable to

plicious actor, such-as explosives, malware, etc.

ptting
Hesigned to verify the identity of personnel and to provide assurance that they are ¢
acCess organizational assets

ligible and

4 Enterprise protective security architecture

4.1 General

Protective security is optimized when it is aligned with protective security principles and led by
the organization’s top management. In that respect, the organization should implement governance
arrangements that provide enterprise-level appreciation of security and deliver a framework of protective
security policies, processes and specifications that are strategically aligned within the business.

© IS0 2024 - All rights reserved
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Integration

Governance arrangements inform a security management programme which in turn should be incorporated

within bus

iness operations in order to achieve the organization’s security objectives.

The enterprise protective security architecture outlined in this document consists of the principles,
governance arrangements and structural elements within which the framework of protective security

policies, pr

ocesses and specifications are implemented and managed.

Organizing security management along these lines requires support throughout the entire organization and
strong leadership from top management and asset owners in particular. Also, since effective security risk
management is key to security outcomes, the organization should undertake risk processes consistent with
ISO 31000:2018, Clause 6 and ensure that all elements of security governance operate consistently with

[SO 31000

Organizati
formulate
best intern

Controls n
manageme
also be alig

4.3 Elen

The organi

specified in Table 1.

in general.

bns should identify specific technical standards according to the need or, if these are/ng
hnd implement procedures based on the guidance contained in this document and a
ational and national practice.

bt directly related to security, but which can mitigate or accentuate(§ecurity risk
nt and response, business continuity, crisis management, safety and(pyivacy for examj
ned within this enterprise protective security architecture.

nents of the architecture

zation should implement an enterprise protective security architecture consisting of th

Table 1 — Elements of the enterprise protective security architecture

t available,
rcording to

emergency
ble), should

e elements

Level Description
1 |Governfance level: The principlesthat drive strategy, objectives, resourcing and reyiew of
Protective security principles protective security at the organizational leadership and governgnce level.
2 |Manag¢ment level: The demains of security practice that achieve these guiding principles in
Protective security domains terms-of the security of the organization’s assets.
3 |Implenjentation, operations and The management of security risks enabling delivery of the objectives of the
review|level: organization.
Securitly risk management Controls are implemented to mitigate/modify/treat security risk in
relation to each of the security domains: security governance, pgrsonnel
security, information security, cybersecurity, and physical secuifity. A con-
verged approach ensures that application of controls is complenientary to
the required security outcomes.
Processes for measuring performance and for continuous improyement are
included at this level.
NOTE Monitering performance is expanded upon in 6.2.2.7 and 6.2.2.8 and Clause 11.
Elements dfthe enterprise protective secu architecture can be expanded to align with the mare detailed
framework of organizational arrangements for security as outlined in Figure 1. Relevant technical standards

can also assist in applying risk treatments. If these are not available, the organization should formulate and

implement

procedures based on this document.

© IS0 2024 - All rights reserved
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5.1 Protective security principles

The organ]

a)

b)

d)

f)
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Governance arrangements inform a

security management programme, which in
turn is incorporated within business
operations.

Organization

Governance

A security management programme is a
security governance function designed to
address security-related risks that
threaten an organization.

Security

anagement Programme

A security management programme
incorporates principles of protective
security and the converged application of
physical, personnel, cyber and information
security domains.

Implementation:
Security Controls

Physical
Security

Cyber-
security

ienment and interaction of security

-  CONVERGENCE

curity convergence involves the

Personnel
Security

Information

Imains across all levels of the —

banization, in accordance with the key
ectives and accountabilities outlined in
security management programme.

Protective security principles and domains

Securi
critica

Securi
and se

Securi
applie
assess

NOTE ]

intangible, environmental and infrastructure resources. Human assets include employees, contract

interes

Top m
organi
compe

Figure 1 — Expanded architecture and frameworkyiew

Ly is everyone’s responsibility: a positive culture, where everyone has an active rolg
| to security.

Ly enables business: security supports the organization’s mission and the delivery of it
Fvices.

[y management is based.on)risk management principles and methodology: security c
I proportionately to protect the organization’s assets according to the organizatid
bd risk.

Led parties./Assets do not necessarily have to belong to the organization.

hnagement is accountable for the organization’s security: top management owns the ri
zation, invests in and sponsors the organization’s security, delegates responsibility a

zation should be guided by the following protective security principles when formylating and
executing gecurity strategies, policies, procedures, progesses and operations:

to play, is

s products

bntrols are
n’s overall

An asset isanything that is of value to the organization, such as human, physical, information,

brs or other

ks of their
‘cording to

ténce and resources; and holds accountable those to whom responsibility has been deliegated.

Security is integrated into all levels of the organization’s activity: security risk is managed through

protec

tive security controls that are coordinated across the organization.

Security is delivered within a life cycle of continual improvement: a cycle of action, evaluation and
learning is implemented to identify improvement opportunities, to assess and reassess the effectiveness
of controls and to define options for corrective actions.

The organization should integrate security principles, thinking and practice into all levels of decision making
and activity to enable effective management of security risk. Responsibility for the day-to-day management
of security should be delegated by the RSE according to competence and resources.

NOTE 2

performance of the organization, including its security.

© IS0 2024 - All rights reserved
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The above protective security principles are delivered by managing security risks to the organization
through the application of controls in the following domains:

a) security governance;
b) personnel security;

c) information security;

d) cybersecurity;

e) physical security.

As reflectd
one anothg
and manag
all of thesg
organizati
and teste

h control.

n should develop the supporting policy, procedures and processes nee

Convergence

Aligned a }\S\
intena@ge
control&\nains to

pr&&t asset to
- O ustain and
create value

d in Figures 1 and 2, these domains are not mutually exclusive. They are connec(?g hnd impact
er. In applying risk management, the organization should ensure that securi Gisk {s assessed
ed within a framework of coordinated planning and implementation of sec taf

domains. In addition to implementing the processes to deliver this co

controls across

ated approach, the

0 impleme

nt, operate,

6 Secu

6.1 Objective

ity governance domain

Effective governance of security ensures that the enterprise protective security architecture delivers
security outcomes that protect the organization’s assets, enabling the organization to achieve its objectives.

In the security governance domain, the organization should aim to:

— manage security risks and support a positive security approach in the organization’s culture, ensuring
clear accountabilities and lines of responsibility, effective planning, proper integration and coordination,

assurance, review and improvement processes and proportionate reporting.

© IS0 2024 - All rights reserved
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The organization’s top management (the board, chief executive officer, head of agency, etc.) should delegate
responsibility for the organization’s security to the responsible security executive (RSE). While delegating
this responsibility, top management nonetheless retains accountability for the outcome of the delegated
work. This means that top management is accountable for the outcomes of the application of security
management, and that those given responsibilities for implementing controls will be held accountable for
the outcomes of those controls.

The RSE should be a member of, or have authoritative access to, top management. Also, the organization
should ensure effective reporting and communication of security risk occurs between top management and
the RSE.

The RSE has final authority in defining the organization’s security footing. Also, in coordination with top
management and asset owners, the RSE is primarily responsible for ensuring that the organization’s security

risk is manfaged and its security outcomes are delivered.

The RSE should have adequate operational resources to lead, promote and manage the\.s€cu

organizati
to security
manageria
roles effecf

In small o}
structures

6.2 Secu

n. Depending on the size of the organization, other executives or managers-should 4
functions under the RSE to manage organizational security. Security managers may|
| roles but should be professionally competent in security and have th@ eapacity to
ively.

'ganizations, the security function may be conducted by proportionately smaller m
However, an RSE should still be appointed and identified.

Irity controls

6.2.1 The responsible security executive

rity of the
e assigned
hold other
fulfil their

Anagement

In implemgnting the organization’s framework of protective'security policies, the roles and resppnsibilities

of the RSE [nclude, but are not necessarily limited to:

a) undergtanding the organization’s business andybeing able to engage effectively with top mpnagement
and ovlersight bodies, as applicable, to enable effective management of security risk;

b) using gecurity expertise to guide assef owners through the security risk management decisjon-making
process for their respective assets;

¢) undergtanding, managing and reporting on the implications that risk management decision§ may have
on othpr organizations and sharing this information where appropriate;

d) promoting an understanding throughout the organization that security is everyone’s business, and
that all personnel, cenifractors and any other people working on behalf of the organization, share
resporisibility for maintaining a secure workplace;

e) Dbeing fompetent)and knowledgeable regarding the ethical considerations of security angl how risk
management fits within the whole-of-organization context;

f) definingand implementing an organizational culture that accepts and supports security progesses;

g) ensuring personnel contractors and any other people working on behalf of the organization, are
provided with sufficient information and training to support their shared responsibility;

h) ensuring that security risk management is integrated with the organization’s security principles at the
enterprise level;

i) facilitating agreement on the amount and type of security risk that can potentially be taken by the
organization;

j) managing and reporting on the security risks of their organization, including briefing the CEO, board

and/or audit and risk committee (or equivalent) on the security of the organization and proposing,
leading and managing appropriate security risk management action.

© IS0 2024 - All rights reserved
8


https://standardsiso.com/api/?name=46013e192a155cdcd8aba733e0e0b41e

ISO 22340:2024(en)
6.2.2 Security management structure

6.2.2.1 General

The organization should implement an appropriately resourced security management structure to be
managed by the RSE. The work that this group does should be based upon risk management as detailed in
6.2.2.2 and 6.2.2.3.

6.2.2.2 Managing security risk

The RSE should ensure that a risk management process is applied consistently across the protective security
domains, and 1n a way that is approprlate to the securlty rlsk context of the organlzatlon Risks in relation
to these d S y re-organization’s
business (¢.g. major projects, sensitive operations, transactlons transportation, orgamzatlonal resilience).
Security plians and corresponding controls should be implemented as part of this process.

The organlization should be proactive in managing risk by gathering, analysing.and responding to
information on threats. Threat actors can originate internationally, nationallyand in the ¢ommunity
in which the organization is located and from which it draws its personnel. Organizations haye intrinsic
intelligence capabilities: their people and networks in their interested party)communities that can be

utilized fo1
the organi
incident re
law enforc

gaining an appreciation of emerging threats and in managing the”associated risks. |
vation’s understanding of threat should be informed by a rangeZof other inputs, such
porting provided by related organizations and information flows from government ag
bment authorities.

n addition,
hsS security
encies and

This shouldl also be informed by the assessed vulnerability of assets to attack and their value to thle business.

The organi
the busine

Manageme
is consiste
related ris
security ri

6.2.2.3 §

6.2.2.3.1

In develop
security ri

to the organization’s internal’and external environment and its management requirements (see H

8 and the 4

ing the programme ‘by which security risk will be managed, the organization shoy

zation should implement protective measures commensurate with the value of assets
bs impact of compromise or loss.

nt of enterprise security on the basis of risk gequires a programme of work in which sg
htly assessed on an ongoing basis, giving rise to a single and coordinated picture of th
ks to the organization. Accordingly, the_organization should be able to be informed
5ks in its decision-making process. Guidelines on how this can be achieved are outlineq

ecurity programme

General

sk management process model derived from ISO 31000, including the range of elementg

ssociated lists-of attributes).

in terms of

curity risk
e security-
of relevant
| in 6.2.2.3.

Id use the
that relate

igures 3 to
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Scope, Context, Criteria

Risk Assessment

Risk Identification

Risk Analysis

]

/

6.2.2.3.2

The scope
deliver it sl

a) Requir

Mp1asy 3 Surioltuoy

Commbnication & Consultation

Risk Evaluation

Recording and Reporting

Figure 3 — ISO 31000 risk management&@ess

Scope
N

of the organization’s security programme and th@ﬁsk management processes imple
nould be informed by following attributes: \‘_Q

ements to achieve organizational objective@
3

Known and potential sources of security risk &@ their likely impact on the achievement of org

object

ves. N~
‘\\C)

b) Governance, policy and processes C)

Existin
and th
securit

6.2.2.3.3
The organi
a) Organ]

Exami

-

)g arrangements for acco ility and responsibility in relation to the organizatior
P security-related polici d implementing processes, and their respective impact in|
y risk and the securi ogramme itself.

N

Context %)

zation sho@r‘naintain a detailed and up-to-date understanding of its security context

zatiors{&erating environment

Pmented to

hnizational

I's security
relation to

including:

eopolitical

consider

né%he security in the operating environment, including local, national and ¢

lons

b) Organizational management

Understand the effectiveness of the alignment between organizational management practices and
procedures with the management and delivery of security objectives.

c¢) The organization’s assets

Identify the assets critical to the organization’s objectives that can be vulnerable to a security-related threat.
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d) Validation of internal and external interested parties

Confirm the parties that are required to participate, provide resources in support of, or who can be
impacted by, the organization’s response to security risk.

6.2.2.3.4 Criteria

In delivering effective risk management, the organization should develop a clear understanding of the
criteria by which it will understand, plan for and respond to risk. This requires the organization to determine
the amount and type of security-related risks to its objectives that it may or may not take. Conversely, an
outcome of risk management is to identify the responses and controls that will be required to treat security-
related risks that are assessed as having impacts on objectives within the organization’s risk tolerance.
These risks can be accepted by the organization

Scope

e S¢curity programme broad requirements to
hieve organizational objectives

o)

.
o

iild security governance, policy and
pfocesses

n

Context

» Ofganizational security operating
empvironment

¢ Ofganizational management commitment
td security

¢ The organization’s assets and objectives
rqquiring protection from attack or
mpliance requirements

unication & Consultatio

MIIATY X SULIOJIUO

Q

Risk Evaluation

Risk Treatment

Recording and Reporting

lidation of internal and external
terested parties

L]
5=

Criteria

¢ Dptermination of agreed levels of risk
ceptance and tolerance \Q

N~
S
Figure 4 — Securi@rfsk management scope, context and criteria

6.2.2.3.5 [ Communication onsultation

O

Communicption and con \ion with stakeholders are critically important in understanding} analysing
and managing security; ted risk. Attributes of effective communication and consultation inclyde:

a) Comm unicat@ategy

In con sidg&&l‘on of communications and consultation, there should be a planned approach to engage
with a l@o e validated as internal and external interested parties.

b) Client and interested party requirements

As a result of the communication and consultation process, consideration of the security requirements
of those parties should be included in the assessment and management processes.

c¢) Privacy

The privacy of all participants should be respected and where personal information is relevant to the
assessments, appropriate protections should be implemented.
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entiality

Information required for, or gathered during, the assessment phase, should be allocated an appropriate
level of confidentiality to reflect the participants and their contribution and to ensure actions
recommended by the assessment cannot be accessed by those who are a source of security risk.

e) Consent

Consent of participants should be confirmed to ensure that they are aware of the individual and

collect

ive consequences arising from the assessment.

f) Sources of validation

Sourc

s of validation for an assessment include, but are not necessarily limited to, existing

olicies and

proceg
agains

g) Proces

There
approf

h) Roles

Those
under
assess

i) Inform

Arrang
risk af
sensitil

ses, open-source information and information available from reputable authorit@g
t such sources serves to validate the underlying assumptions of the assessment. Q‘],

v

should be clear, documented guidance on how an assessment wi}ll/(‘& undertaly
riate, this guidance should be provided to interested parties. O

RS
performing the roles of communicators, analysts, assur%,Qeviewers and report
tand the appropriate security domains and their di‘w es. Also, the participa

s guidance

QO
Z
rements should be implemented regarding 8&5 to and use of information relat
sessment. Need-to-know and need-to-shar \%f

ation access and use

vity of the risk assessment and the information that is generated in its development.
xO
O
Communication and C)\\
Consultation

.

S

.. Scope, Context, Criteria
« Communications strategy

Risk Assessment

¢ Client and stakeholder
requirements C)

e Privacy O ’

¢ Confidentiality \

Risk Identification

Risk Analysis

Risk Evaluation

e Sourc information
validati

MIIAJY B SULIOITUOIN

¢ Consent for ty
requirem;

Communication & Consultation

nent should be conversant with their respective roles& competent to perform them.

. Checking

en. Where

ers should
hts in this

ing to the

inciples should be determined according to the

6.2.2.3.6

I

. /g cess guidance
%I entification of security
- ; it

. Risk Treatment
Recording and Reporting

o Information sharing and
need-to-know

Figure 5 — Security risk management process communication and consultation

Recording and reporting

In developing its security records policy and management system, the organization should align as far as
possible with its general records management. A specific security records policy should take into account
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special handling procedures for individual items of information, or information that has been aggregated as
a consequence of the risk assessment process.

a) Security records policy

The organization’s security records policy should reflect the level of security required for the protection
of the information to be used in the assessment, the validity and reliability standards for information to
be included in records and guidance on the access control/need-to-know of the material in such records.

b) Records management system

The records management system associated with a risk assessment or with security management
generally, should ensure the application of appropriate security controls regarding the integrity,
confidentiakityrand—availability-ef-the—informationused—withintherisk-assessment-orpnagement
gs, or that it is developed as a consequence of that process.

proce
c) Accesgto documentation (],

The organization should apply security measures to ensure the integrity, confiden{:klity and gvailability,
and allowing access to relevant information for those who have a need-to-know.

d) Reporting channels %O

Suitably controlled reporting channels should enable timely report& of information to appropriate
internal and external parties with a need-to-know. Whether channels are provided digitally, verbally
or in hard copy, specific security controls should be in place tQ@mtain integrity, confidentiality and

availability. 0\\

Scope, Context, Criteria

Risk Assessment

Recording & Reporting

tecords policy for recording security
vents and outcomes

Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment

Recording and Reporting

.

K

g

Records management system has @
defined security controls

A
g
K

luthorised access control to C)
ocumentation

MII1ADY B SULIOIUO

Communication & Consultation

Leporting channels b@%n

peed-to-know

A

?\
S

Figure 6 — Security risk management process reporting and recording

6.2.2.3.7 Monitoring and review

A security risk assessment can generate information that is highly sensitive to the organization, for
example, its personnel security risk assessment. This can represent considerable vulnerability in relation to
a range of security threat. Consequently, in monitoring and reviewing the risk assessment and subsequent
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management process, the organization should give consideration to the roles of all persons involved and the

level of tru

a)

st and access required to achieve the desired outcomes.

Accountability

In order to hold individuals accountable, the levels and nature of accountability should reflect
the designated roles of those involved in the assessment, which can include: the effectiveness of
the application of security controls; the sustainment of information integrity, confidentiality and
availability; and the quality and nature of the output of the assessment.

b) Responsibility
The individuals involved in an assessment should understand what they are responsible for delivering
in the processandbeheldaccountabletorany shortcomings

c) Consistency
In defining the attributes of a risk assessment process, the organization should enSyre thatjall parties
involveéd have a common understanding and complementary approaches to the assessment work. Also,
security controls should be applied consistently across all aspects of the assessment.

d) Probity and integrity
Those [selected to develop a risk assessment should be able to demonstrate the highest level of moral
principles and adherence to those principles as they relate to security, thus ensuring the grobity and
integrity of the risk assessment system.

e) Audit
An offjcial inspection and review should be undertakery of a risk assessment process to pnsure the
security, effectiveness and efficiency of the process.

f) Assurdnce
The external auditor of the accountable.person should provide assurance that the secyrity of an
assessment or assessments has not been.compromised and that the material developed in the §ssessment
is fit fqr purpose.

g) Policyjand process review
The ofganization should audit_and review its risk assessment process periodically and amend it as
necessary according to chahges in the security and management context.

6.2.2.4 Risk assessmentand treatment

6.2.2.4.1 | General

The organjization should apply the following approach and processes to assessing risk and fdentifying

controls a

dsubsequent application of treatments, or specific options for addressing risk as described in
ISO 31000:'12UT8“F11—‘11_TW1‘_F‘_7_(1‘_ITI_H1_1_W €se are i11ustrated In FIgure 7 and Inciude the elements expiained in 6.2.2.4.2 10 6.2.2.4.4.

6.2.2.4.2

Risk analysis

In analysing risks, the organization should include:

a)

attributes and others according to the context of the analysis:

— Ec

onomic or financial (e.g. impact on operating budget);

Impact analysis of harm to, or compromise of, sensitive or valuable assets, including the following

— Legal (e.g. non-compliance with legislation, commercial confidentiality, and legal privilege);
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rsons);

Personal (e.g. impact on the personal safety, dignity, finances, liberty, or identity of a person or

Service delivery (e.g. capacity to operate, deliver services or programmes, reputation, confidence,

and utilization of services);
b) Determination of a level of certainty in relation to the credibility and timeliness of the available
information;
c¢) Appreciation of the volatility, or rate of change in these variables; and
d) The likelihood and the potential for risks to occur.
6.2.2.4.3 Riskevaluation
In identifyjng and evaluating risks, the organization should consider the value and criticality,of Jensitive or

valuable af

The purpo
Risk evalu

based eval(ll’J

organizati
stakeholdd

Such evalu
determine
this, the an

do not
consid
undert
maints

recons

sets and the vulnerability of assets and sources of threat.

se of risk evaluation is to provide the analytical basis for decisions intended to nj
htion in the security context (the actions of malicious actors) should @t 'lfeast includg

n’s products or outputs; reputation impacts; impacts on clients, customers and
rs; and loss of competitiveness.

ation involves comparing the results of the risk analysis~with the established risk
where additional action is required on the basis of the agreed level of risk acceptance.
alysis should consider as a minimum the necessity to:

hing further;

er risk treatment options;

ake further analysis to better understandthe risk;
in existing controls;

ider objectives.

odify risk.
» evidence-

ations of the potential for loss or damage to assets; for loss, shortage or other impact on the

other key

criteria to
n line with
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RISK ASSESSMENT
Risk Identification
» Value and criticality of Assets

» Proposed levels of authority and
responsibility for access

» Frequency of access

Risk Analysis

» Likelihood and consequences of
reduced access, loss or damage

¢ Vulnerability

e Threats and hazard

e Level of certainty
Risk Evaluation

o [onsider whether to:
b accept

» avoid

p share

b treat

6.2.2.4.4 |[Risk treatment

The organization should select controls from the secu
and physicpl security domains to treat identified se

Figure 7 — Security risk management identificatio@,glalysis and evaluation

Scope, Context, Criteria

Risk Assessment

Risk Identification

Risk Analysis

]

Risk Evaluation

Recording and Repor; I
-

dn & Consultation

[

Mp1asy % Suriojiuop

N
S

N

\‘S\Q)

:'g&%overnance and the personnel, informdtion, cyber
y

related risk. Importantly, the organization should

also regularly review the effectiveness of contr,%; in treating risk and implement improveme¢nts where

necessary.

Q)
Guidance fpr risk assessment methods is a@}\able in IEC 31010.

o
RISK TREATMENT ()
Qn the basis of the risk

.
ment,
dne or more security, rols are
selected from th wing domains|

hat will indivi

o

lly or collectively
Feat risl% acceptable level:
o po}(%rocedures and processes

@urity governance)

ot

N

Scope, Context, Criteria

Risk Assessment

Risk Identification

Risk Analysis

¢ personnel security
« information security
 cybersecurity

 physical security

MaIAPY X SULIOJIUO

Risk Evaluation

Risk Treatment

Recording and Reporting

'Communi Cation & Consultation

Figure 8 — Security risk management treatment process
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6.2.2.5 Security planning

The organization should develop and implement a security plan, which should include:

a) how security risk management interacts with and enables the organization’s strategic objectives and
priorities;

b) the security risks and vulnerabilities of the organization and their impact on the protection of the
organization’s assets;

¢) the amountand type of risk the organization is prepared to accept;

d) detail of the organization’s strategies, including controls and application of treatments, to manage
security risks;

e) detaildofrelated change management planning regarding the transition to a more maturedrganizational
culture that accepts and supports security processes;

f) coordinated response planning in relation to variations in the threat enviropment and $ubsequent
securify risk;

g) the stqtus of the organization’s security plan and how this is reported.

Security plans should be reviewed regularly. Additional reviews can be nécessary arising from |changes to

the organization’s context, including but not necessarily limited to changes'in objectives, strategy} structure,

technologyj, assets and operating environment.

Security plians should be reviewed for currency and effectivenessxegularly, as part of a post incident review,

and when gignificant changes to the organizational structure occur.

Where seclirity controls are mandated by law, it is expected that the security plan includes prdvisions for

their imple

additional

manage its

6.2.2.6

The securi

risk and ri{

organizati
interopera

6.2.2.7

The organ
goals ident
culture of s

a)
b)

minim

H

S

mentation. Mandated controls will not necessarily treat security risk to acceptable
controls can be necessary. The organization‘should proactively seek to understand an
security risk.

xternal engagement

k management. The organization should proactively engage with external interested }
ns. These interdependences should be reflected in security planning and utilized 4
bility, coordination of planning and response and information exchange on security rig

ecurity performance

ization shopld monitor security capability and progress against the strategic objd
ified inthe organization’s security plan and strengthen the organization’s security m
ecurity: The organization should focus on how effectively it:

levels and
H diligently

[y interests and impacts of gkternal interested parties are relevant to the organization’s security

barties and
0 optimize
k.

ctives and
hiturity and

iS€S risk to its assets;

and embedding security into daily operations;

develops a culture within the organization that is supportive of security through regular staff awareness

c) applies continuous improvementin relation to the effectiveness of security controls and the management
of security incidents and in treating security risks in general;
d) embeds security considerations into business processes.

In addition, the organization should maintain reporting on:

e) whether desired security outcomes complied with the requirements of its enterprise protective security
architecture;
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the status or maturity of the organization’s security capability;
progress in managing risks to the organization’s assets;
significant incidents;

effectiveness of security controls;

actions taken to ensure the enhancement of controls;

third party/external party assurance;

compliance reporting requirements;

pITENT of OrgantzZationat Security maturity as outhmed tmchamse 1t

Rerformance monitoring

zation should monitor the effectiveness of its protective security domains (governance
n, cyber and physical security) in treating security risks. Regular, frequent and
of risk management processes is essential to maintaining security. \Based on ass
delegate should determine further treatments in consultation with-the asset owne

relevant interested parties, advise the asset owner accordingly and monitorand report implem

top management. This is outlined in Figure 9.

Events requiring additional risk assessment can include:

a) changes in protective security policies;

b) new orf emerging threats;

¢) indications that existing security controls are not effective;

d) identifiied security gaps and vulnerabilities;

e) security incidents;

f) substantial changes within the operating environment, including but not necessarily limited
in systems, technology and the seeurity posture of external interested parties.

NOTE (lause 11 is also relevant)to the relationship between effective review and improveme

prevention.

personnel,
proactive
essed risk,
and other
entation to

to changes

nt and risk
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Scope, Context, Criteria

Risk Assessment

Monitoring & Review
Accountability

Responsibility

Risk Identification

Risk Analysis

]

Consistency
Probity
Policy and process review

Event review

[

Mp1aay % Suriojiuop

Right of review outcomes b‘
by affected parties

Commpnication & Consultation

Risk Evaluation

Assessor standards

behaviour :
aX

Recording and Reporting

i
N

Figure 9 — Security risk management process monit@ng and review
ervice providers and other external or third partie%Q

O

providers should be considered as part of the or@ﬁization’s security. The organizaf
tracted service providers are considered in an@ontribute, as needed, to the risk m
d comply with the security obligations deta&k&d in their contractual or equivalent
lated contract provisions should also conf with security policy and procedures.

o
h

WO
enting the primary security co@s that enable delivery of effective security govel

lementation

-

ion should
Aanagement
hgreement.

nance, the

include a
ganization

ingements;

a) formulate and implement o@zation-wide security governance policy, which should
statemntent of principle and an.outline of accountability and responsibility at each level of the or
and offthe security strucQg;@,

b) implement effective Q%ight and coordination of the organization’s security governance arr:

c¢) manage riskin re&n to security governance requirements and organizational objectives;

d) devell an@ain active integration of security within organizational culture;

e) implem ,%)rganization-wide security risk management;

f) formulate and implement a comprehensive security plan that provides guidance for all aspects of
security management;

g) consider application of such approaches as security in depth and deter, detect, delay, respond, recover;

h) ensure that those charged with delivering security have the necessary experience and the required
qualifications;

i) formulate and deliver security awareness initiatives, including training, which promote awareness
across the organization of its security requirements and develop the necessary competence;

j) implement whole-of-organization security incident reporting, management and investigation across the

personnel, information, cyber and physical security domains;

© IS0 2024 - All rights reserved
19


https://standardsiso.com/api/?name=46013e192a155cdcd8aba733e0e0b41e

ISO 22340:2024(en)

ry planning;

implement security arrangements in relation to service providers and contractors;

be aware of legal, regulatory and administrative and contractual requirements;

other arrangements.

zation should ensure the security governance controls deliver:

anization adheres to all applicable security standards:

arency: clearly defining roles and responsibilities within the organization for seculrit
ar procedures for making decisions and exercising authority;

ss value: effectively and efficiently using resources to implement securijtystrategie
hnagement to deliver business objectives;

ship: achieving an organization-wide commitment to, investment in‘and sponsorship g

Ly as core to all aspects of the business: how the organization uses security arran
pute to its overall performance through the secure delivery,of‘its business, while er]
entiality, integrity and availability of its assets.

nnel security domain

ctive
pnnel security domain, the organization should aim to:

its personnel are eligible, suitable and competent to access sensitive or security class
pet an appropriate standard of integrity and honesty.

zation should implement controls necessary to provide assurance of the suitability of
5 and other interested payties'to access valuable assets throughout their period of emp
1t. The following primary risk management controls should be implemented:

ity and suitability of pérsonnel at recruitment;
g assessment ¢f'\pérsonnel;
yment separation;

resource and personnel security management practices.

ensure that security implications are reflected in business continuity, crisis management and disaster

formulate, implement and enforce reporting, review and audit of security risk assessments, plans and

Accountability: being answerable for decisions and having meaningful mechanisms in place to ensure

y functions
s based on
f, security;

pements to
suring the

fied assets

personnel,
loyment or

ritv controls
FIHy-€0

k)
recove
)
m)
n)
The organi
0)
the org
p) Transy
and cld
q) Busine
risk m
r) Leader
s) Securi
contril
confid
7 Persc
7.1 Objg
In the pers
— ensure
and m
The organi
contractor
engagemel
a) eligibi
b) ongoin
c¢) emplo)
d) humar
7.2 Sec
7.2.1 Ge

TIT O

neral

The organization should formulate and apply measures to determine the eligibility and suitability
of personnel to have access to its assets. A suitable person demonstrates integrity through honesty,
trustworthiness, maturity, resilience and loyalty, and is not vulnerable to improper influence. Effective
personnel security facilitates internal and external information sharing and is an essential mitigation

strategy in

managing the trusted insider threat.

© IS0 2024 - All rights reserved
20


https://standardsiso.com/api/?name=46013e192a155cdcd8aba733e0e0b41e

7.2.2 Eli

ISO 22340:2024(en)

gibility and suitability of personnel

The organization should ensure the eligibility and suitability of personnel who have access to sensitive or
security classified assets by conducting the relevant screening/checks to provide a level of agreed assurance
in accordance with assessed risk.

7.2.3 Ongoing assessment of personnel

The organization should monitor and manage the ongoing suitability of their personnel and, where
appropriate, share relevant information of security concern with other organizations and/or authorities.

7.2.4 Separating personnel

The organi

assets promptly withdrawn and are informed of any ongoing security obligations.

7.2.5 Co

The organ

and that HR-related information is informing security decision making. Atthorized inform

human res
Informatio

a) breach
b) changg
c¢) changg
d) changg
e) extend
f) changg
g) drugul
h) crimin
i) attitud
j) menta
k) travel

1) conflig
7.3 Imp

zation should ensure that separating personnel have their access to sensitive or securit

pperation between human resources and security in applying controls

jzation should ensure that human resources (HR) function is proactively engaged

purce areas should be provided to the organization’s security authority, if the two ar
n that can be relevant includes, but is not necessarily limited to:

es of the organization’s code of conduct;
s in work position;
s in physical work location;
s in compensation status;
ed leave arrangements;
s to personal circumstances and life.changes that can indicate psychological stress;
se, including alcohol;
al history and conduct;
es to the workplace;
health indicators;
Lo high-risk places;

ts of interest.

lementation

y classified

n security
htion from
e separate.

In implementing the primary security controls that enable delivery of effective personnel security, the
organization should:

a) manage personnel security risk;

b) formulate and implement personnel security policy and procedure that encapsulates the full extent of
its services;

¢) define and implement eligibility and suitability criteria for access to the organization’s valuable assets;

d) identify positions or duties that require access to the organization’s valuable assets, or which present

high ri

sk, and document these requirements e.g. position descriptions;
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e one unique identifier for each employee or non-employed service provider;

and implement the organization’s security clearance requirements;

organization-specific system of access levels.

NOTE 2

from time to time, e.g. in relation to citizenship and checkable background.

g) execut

e employment screening checks, including eligibility and suitability checks;

These can be legal requirements or internally designed to ensure ongoing suitability according to an

This can include appeal arrangements and eligibility exceptions and waivers that can be required

h) monitor the ongoing suitability and competence of personnel to access valuable assets, for example

through:

— se
— re
— re
— re
— co
— cld

i) formul
confor

j) formul
k) beaws

1) ensure
the or

providers with access to the organization’s.assets;

m) clarify
n) implen
access

8 Infor

8.1 Objg

In the infou

Curity awareness and training;

bular security reviews;

curring background screening;

borting of changes in professional and personal circumstances;
ntact reporting;

arance or access level maintenance of contractors;

ate and implement arrangements to manage unsuitablée personnel or personnel w|
ming with security policy;

ate security arrangements in relation to personnelseparations;
re of legal, regulatory and, administrative and contractual requirements;

competence by developing and delivering training and awareness programmes to co
banization’s security expectations to their personnel and any contractors, suppliers

and enforce the responsibilities of external security vetting organizations where thes

hent policies and procedures for the authorization and withdrawal of temporary or
to sensitive or classified-information.

mation security domain

ctive

matign'security domain, the organization should aim to:

— maintg

ho are not

mmunicate
or service

e are used;

emergency

jin-the confidentiality, integrity and availability of the organization’s information.

The organization should implement information security controls necessary to safeguard the organization’s
tangible and intangible information, including information that it stores, processes or transmits on behalf
of others. Such controls should ensure the appropriate balance between the confidentiality, integrity and
availability of the organization’s information and the organization’s risk tolerance. These controls should
cover all elements of the information life cycle, from creation, storage, access and transfers to amendments
and final disposition (e.g. archival action, destruction).

In delivering the objective of the information security domain, the organization should:

a) identify information holdings, evaluate them according to their business impact and implement controls
in proportion to their value, importance and sensitivity;
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— This includes evaluation of sensitivity, security classification, handling and storage, disposal and
destruction of tangible information, data at rest, data in use and data in transit (cryptographic
arrangements, technical standards covering cabling etc.) the physical transfer of tangible information
assets (exchange/delivery/receipt of documents etc.) and informal or intangible information exchanges
(conversations). The organization should set appropriate priorities regarding confidentiality, integrity

and av
NOTE

b)
contro

ailability according to the level of security risk.

Further information regarding business impact analysis is available in ISO 22301.

lling access to ICT systems, networks, infrastructure, facilities and equipment;

enable appropriate access to information according to security clearance and need-to-know, and by

fion should
y:

g security

hnizations)
ility of the

ess impact
by another

o assessed
kelihood of

panization.
many non-
-t valuable
hformation

hn identity

c¢) safeguard information.

8.2 Secyrity controls

8.2.1 Business impact and security classification of information

In order tojunderstand business impact and apply security grading/classifications, the organiza

evaluate and regularly re-evaluate its information assets throughout the infornration life cycle, b

a) develoI[)ing evaluation criteria to determine business impact levels, with a correspondir
classifjcation scheme;

b) identifying and evaluating its information assets (including infermation shared by other org
accordling to the business impact of reduction or loss of confidentiality, integrity or availak
information;

c) identiflying and evaluating security risks to the inventofied information assets;

d) protecting valuable or sensitive information assets in accordance with perceived busin
of a cdmpromise of their confidentiality, integrity, or availability - information provided
organigation should be protected equivalent to-the intent of the originator;

e) implementing operational and technical\¢controls for these information assets proportional {
risk (i.e. business impact of reduction ordoss of confidentiality, integrity or availability and li
occurrence).

Consideratfions of sensitivity and protective measures vary according to the business of the or

A range of criteria are considered by government agencies, such as national security, while

governmernt organizations sémeétimes include a business-related focus on the need to prote

intellectual property. In any)case, all organizations should limit access to and distribution of i

according [to the business impact (and likelihood) of reduction or loss of confidentiality, imtegrity or

availability of their sensitive information assets.

8.2.2 Coptrokaccess to the organization’s information

The organjzation should enable access to proprietary or official information by implementing

and access management programme that addresses:

a) sharing information within the organization, in accordance with need-to-know principles, security
classification and as reflected in contractual arrangements such as confidentiality agreements;

b) ensuring that any external parties with access to the organization’s valuable or sensitive information
assets are appropriately cleared by the organization and have a legitimate need-to-know, and that
information is shared where it is required for personnel to undertake their duties;

c) controlling access to information.
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Implementation

In implementing the primary security controls that enable delivery of effective information security, the
organization should:

a) manage information security risk;

b) formulateandimplemententerpriseinformation security policy and procedures as partof organizational
security planning, capturing the entire information management life cycle;

c) identify and evaluate information assets and their sensitivity, and assign security classification
accordingly;

d) formulate and apply proportionate processes in relation to handling of classified information assets;

e) formulate and apply information sharing processes and agreements between organizationg regarding
externfal access;

f) formulate and apply information and digital security incident investigation and manhagement;

g) implement security controls in relation to ICT systems and other digital assets;

h) ensurd that security implications are reflected in business continuity anddisaster recovery planning.

NOTE1 Implementing the requirements specified in ISO/IEC 27001 helps_ organizations meet the reqyirements in

the informa|

NOTE2 1
requiremen|

9 Cybel

9.1 Obje
In the cybs

mainta

The organi
These cont
business i
informatio|
be based o
of compute
security ri

a)

definirn

ion security domain.

SO/IEC 27002 provides good practice guidelines for controls.commonly applied to meet protect
ts in the information security domain.

'security domain

ctive
rsecurity domain the organization.should aim to:
lin a consistent and secure operating environment that protects it from cyber threats.

zation should implement controls in four key areas: protection, detection, response an
rols should be determined and prioritized according to the organization’s evaluati
npact of loss or compromise) of its digital information and related infrastructure, i

ive security

d recovery.
bn (i.e. the
cluding its

n and communications technology systems. The organization’s approach to cybersecufrity should

h risk management. Protecting the organization from a cyber-attack (the deliberate e
r systems, digitally-dependent enterprise networks and control systems to cause hart
bks and centrols to be identified according to accepted risk management principles invj

1g thesystem;

b) assess

xploitation
n) requires
olving:

ngthe associated risks;

c)
d)
e)
f)
g)

selecting security controls;

implementing security controls;
reviewing/evaluating/reassessing security controls;
authorizing the system;

monitoring the system.

© IS0 2024 - All rights reserved
24


https://standardsiso.com/api/?name=46013e192a155cdcd8aba733e0e0b41e

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Enterprise protective security architecture 
	4.1 General 
	4.2 Integration 
	4.3 Elements of the architecture 

	5 Protective security principles and domains 
	5.1 Protective security principles 
	5.2 Protective security domains 

	6 Security governance domain 
	6.1 Objective 
	6.2 Security controls 
	6.2.1 The responsible security executive 
	6.2.2 Security management structure 

	6.3 Implementation 

	7 Personnel security domain 
	7.1 Objective 
	7.2 Security controls 
	7.2.1 General 
	7.2.2 Eligibility and suitability of personnel 
	7.2.3 Ongoing assessment of personnel 
	7.2.4 Separating personnel 
	7.2.5 Cooperation between human resources and security in applying controls 

	7.3 Implementation 

	8 Information security domain 
	8.1 Objective 
	8.2 Security controls 
	8.2.1 Business impact and security classification of information 
	8.2.2 Control access to the organization’s information 

	8.3 Implementation 

	9 Cybersecurity domain 
	9.1 Objective 
	9.2 Security controls 
	9.2.1 Defining the system and selecting security controls 
	9.2.2 Implementing and evaluating security controls 
	9.2.3 Authorizing cyber systems 
	9.2.4 ​Monitoring cyber systems 

	9.3 Implementation 
	9.4 Rapid development of the digital domain 

	10 Physical security domain 
	10.1 Objective 
	10.2 Security controls 
	10.2.1 Organizational physical assets 
	10.2.2 Organizational facilities 

	10.3 Implementation 

	11 Developing the organization’s security maturity 
	Bibliography 

