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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

This document provides guidelines on formulating policy, designing strategy and determining priorities for
implementing an organization’s resilience strategy. It describes how organizations can better anticipate and
respond to change that will enable them to deliver their objectives and to survive and prosper.

ISO 22316 established the foundational principles for organizational resilience and a set of common
attributes demonstrated by the organizations that have adopted those principles.

Organizations increasingly recognize the challenges of disruption arising from natural hazards, climate
change, global conflicts, pandemics, epidemics and other human-made crises impacting upon society and
disrupting businesses. Consequently, organizations in the public and private sector are looking to initiatives
that will cqmtributetoamentanced state of orgamizationat resitience:

This document provides guidelines on how organizations should be alerted to risks. It supports tite measure
whereby ah organization determines necessary tactics so that its vision and strategic direction provide a
lasting adviantage, thus avoiding being complacent of its past or current success.

Figure 1 illustrates the framework for an organizational resilience policy and strategy.

The guidellnes in this document are based on the principles of organizational resilience and the d¢velopment
of essentia| attributes as set out in ISO 22316.
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Security and resilience — Organizational resilience —
Guidelines for resilience policy and strategy

1 Scope

This document provides guidelines on the design and development of an organizational resilience policy and
strategy. ltritrciudes:

— how td design and formulate a resilience policy;

— how td design strategy to achieve the objectives of a resilience policy;

— how td determine priorities for implementation of the organization’s resilience'ihitiatives;
— how td establish a cooperative and coordinated capability to enhance resilience.

This docurhent is applicable to organizations seeking to enhance resilience,\t is not specific to anty industry
or sector. If can be applied throughout the life of an organization to enhance resilience.

This docurment does not provide guidance on the development of anorganizational resilience cappbility.

2 Normative references

The follow|ng documents are referred to in the text in such a way that some or all of their content fonstitutes
requirements of this document. For dated references,\only the edition cited applies. For undated feferences,
the latest gdition of the referenced document (including any amendments) applies.

[SO 22300, Security and resilience — Vocabulary,

3 Termis and definitions

For the pugposes of this document;the terms and definitions in ISO 22300 apply.

2]

ISO and IEC maintain terminelogy databases for use in standardization at the following addresse|

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Elgctropediayavailable at https://www.electropedia.org/

4 Prind|iples

4.1 General

The resilience policy sets parameters for top management to embed resilience objectives into organizational
strategies.

The resilience strategy, part of the overall organizational strategy, establishes objectives and corresponding
activities in accordance with the policy. The resilience strategy and activities should allow the organization
to develop implementation plans and deliver its broader set of organizational objectives. This should
contribute to the strategic capability to anticipate and respond to change in order to survive and prosper.

© IS0 2024 - All rights reserved
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There are three key principles that are the foundation for designing and implementing a resilience policy and
strategy. These principles, which are explained in detail in 4.2 to 4.4 and Clause 6, underpin the framework
for the process that will deliver the organization’s policy objectives.

Figure 2 illustrates the principles, attributes and enabling behaviours for designing and implementing the
organizational resilience strategy.

Principles for designing and implementing the resilience policy and strategy

Policy Strategy Strategy
formulation design implementation
Bdhaviour is aligned with Supported by diversity of Effectively manages riskfand
shared vision and purpose skills, leadership, knowledge adapts to chaiige

and experience

Attributes of a resilient organization
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Figure 2 — Designing and implémenting the organizational resilience policy and strategy

4.2 Policy formulation

The organjzation should decument its intention to enhance its resilience in a resilience policy jand assign
accountabillity for delivery.of the resilience strategy.

The organjzation should establish a resilience policy that aligns the organization’s values and pehaviours
with a shared vision and purpose. Such a policy aims to encourage a shared understanding of the
organizatipn’syision and purpose among all interested parties and leverage positive elements offits culture
during theresign and implementation of the strategy.

4.3 Strategy design

The organization should design a resilience strategy that considers its governance structure and supports
a diversity of skills, leadership, knowledge, and experience. Top management should be effective and
empowered, understand the importance of sharing information and knowledge, and how the resilience
strategy influences other organizational strategies.

© IS0 2024 - All rights reserved
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4.4 Strategy implementation

When implementing the resilience strategy, the organization should consider how it can effectively manage
risk and adapt to change. The organization should provide adequate resources to implement the strategy and
consider how it can anticipate, identify, absorb, and manage change, and coordinate and align its systems.

5 Organizational context

In highly interconnected societies, which are becoming increasingly common at the time of publication of
this document, organizations exist within a complex environment. The organization operates and achieves
its objectives in multiple global, social, economic and technological systems.

Each of th

connected

in such a way that their relationships can produce their own, potentially unexpected patterns\éf behaviour
over time and become the source of abnormal or extraordinary events, and unstable codditions that can
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6 Attributes of policies and strategies for resilience

6.1 Gen

The organ
implement|

rganizational resilience.

ependencies between these various systems and the interaction of thée systems'
s establishes the contexts that an organization should take into considerdtion when f
trategy for resilience.

pportunity, vulnerability and threats to organizations can arisé.out of changes in org
ese changes can affect critical interdependencies and their/influences on people, org
s and domains. Understanding the effects of changing centext can contribute to moi
ulation, and strategy and plans for resilience.

organizational resilience can emerge directly from changes in context. The volatility,
and ambiguity associated with unstable conditiotis affecting an organization can
he rate at which these changes in context can transition to threats to organizational r¢g

zation should continually scan the relationships and interdependencies between th|
exts to identify any changes in the conditions of the overall environment of the syst
of change can signify potential opportunities or identify emerging threats to org
By scanning multiple dimensions:d0f'the context, organizations can build knowledge
ntelligence to formulate effective policies and strategies for organizational resilience.

cance of any changes in ofganizational context and their potential impact should b

rels.
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zation should align the three key principles of policy formulation, strategy design af
htion with the common attributes and activities described in ISO 22316.
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1d strategy

This alignment establishes the importance of applying the resilience attributes to anticipate and respond to
changing circumstances or conditions in an organization's environment which define its context and enable
it to survive and prosper.

NOTE
resilience.

6.2 Policy formulation

6.2.1 Ge

neral

ISO 22316 identifies the common attributes and activities that support an organization in enhancing its

The organization should consider the attributes described in 6.2.2 to 6.2.4 in the resilience policy.

© IS0 2024 - All rights reserved
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6.2.2 Shared vision and clarity of purpose

The resilience policy should articulate the organization’s vision and purpose with respect to its strategic
objectives and commitment to continual improvement. These should be shared and understood by all
interested parties.

6.2.3 Understanding and influencing context

The organization should align its organizational resilience policy and strategy with its contexts, recognizing
multiple interdependencies and interactions across all dimensions of the environment in which it achieves
its objectives.

The potential for changes in the organizational context is central to an effective resilience policy and to
influence fliture conditions.

6.2.4 Culture supportive of organizational resilience

The resilience policy should confirm top management commitment to a diverse culture at all l¢vels of the
organization.

6.3 Strategy design

6.3.1 Geperal

The organization should consider the attributes described in 6.3.2 to6 6.3.4 in the resilience stratdgy.

6.3.2 Anticipates, absorbs, and manages change

The organjzation should anticipate, identify, absorb and manage change, and effectively mangage risk to
consistently deliver on its commitments.

6.3.3 Shpred information and knowledge

The organjzation should share information_and knowledge and implement systems so that personnel are
appropriately equipped to perform theix roles.

6.3.4 Coptinual improvement and evaluation

The organization should assigirroles to evaluate the effectiveness of the strategy design to achieve continual
improvemeént, so that perfgrmance management criteria are responsive to change.

6.4 Strategy implementation

6.4.1 Gepneral

The organizati
strategy.

6.4.2 Availability of resources

The organization should allocate adequate resources and systems to support the effective implementation
of the resilience strategy. These resources should be available when required and their suitability and
application routinely reviewed.

© IS0 2024 - All rights reserved
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6.4.3 Effective and empowered leadership

The organization should assign responsibility to coordinate the resilience activities in the governance
structure and define roles and responsibilities, so that the purpose of the resilience-enhancing activities is
understood and decision-making is effective.

Those responsible for designing and implementing the strategy should come from different areas of the
organization and cover all aspects of the business, contributing a diversity of skills, knowledge, experience
and leadership capabilities.

6.4.4 Coordination and alignment of systems

The organization should align and coordinate systems and eliminate silos that create barriers among

functions
organizati

7 Enab]

7.1 Gen

The organ

Figure 2) {
benefits of

15 the strategy is implemented to facilitate the sharing of information and skills thio

n.

ling behaviours

bral

zation should underpin organizational resilience using the folowing enabling beha
hat affect how the organization and its personnel interact-both internally and exte
the strategy will improve as more enabling behaviours are-adopted.
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each of its

Some enabf
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circun
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effecti

ing behaviours are widely relevant and should therefore'be promoted and prioritize
nal systems. Other enabling behaviours however, ar¥e‘more specific and only relevan
nal systems. For example, being inclusive and intégrated enables the organization to
systems to enhance resilience, while being prepared and robust can address spec

ptable
zation should demonstrate its adaptability by the following factors:

ing uncertainty and change, ability to change, evolve, and adapt in response tq
stances and to apply existitig' resources to new purpose;

processes to promete~the evolution of the organization by improving the effi
veness of activitiescrather than seeking solutions based on the status quo;

c) desig

quickly, understand‘and adapt to the rapid pace of change and be fit for the future with th
make decisionsquickly, manage risks, minimize potential threats and capitalize on opportur

7.3

Inclusive

ing adaptabilityyand flexibility into the organization's systems so it can evolve and 1

ughout the

yiours (see
rnally. The

1 across all
F to certain
implement
fic system

changing

riency and

nanoeuvre

e agility to

ities.

The organizatiomshoutddemonstrate inctusiveness, by the fottowing factors:

seeking collaboration with and engagement of its interested parties and working together toward a

common purpose or goal. The inclusion of its personnel in the collaboration creates a sense of shared

a)

owner
b)

streng
)

develo
d)

ship or a joint vision to build resilience;

thening social contracts and empowering personnel to participate;

ping the organization into the future;
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e) distributing benefits and impacts justly and equitably across the organization to reduce stress and
disproportionately poor outcomes, providing a high quality of life for personnel, building cohesion and
empowering them to play an active role in its future.

7.4
The organi

a)

Integrated

zation should demonstrate integration by the following factors:

recognizing the importance of the diverse nature and characteristics of its personnel and other

interested parties, including a range of capabilities, information sources, and technical elements;

b)

actions, when opportunities arise;

implementing diversity by bringing disparate thoughts and strategies into cohesive solutions and

and applying shared knowledge and learning to innovate and enhance resilience;

c) integr
organi
ofaco

d)
that ad

e) exchar
rapidly

7.5 Refl

The organi

a) under;s

b) gather
aware
makin

c) contin

d) examil
decisid

e) thinki
the org

7.6 Prepared

The organi

a)

invest

working across the organization to achieve gains in efficiency and effectiveness’ by taking

iting and aligning its systems to reduce silos, bringing together decision makei
zational units, budgets, activities, and agendas, making investments that are mutually
mmon outcome and promoting consistency in decision-making;

dress more than one issue or realize multiple gains;

7 through shorter feedback loops throughout the organization.

pctive
zation should demonstrate reflectiveness by the following factors:

tanding its systems and risks, allowing resourcgs-to be prioritized to provide maximyj

ing information; harnessing real-time ~-data and horizon scanning to improve
hess; anticipating change and considering future conditions to inform evidence-basg
p and build knowledge capital;

lously evolving processes and improving standards or norms based on emerging evid

ning and systematically learning from their past, leveraging this learning to infq
n-making;

g beyond its current-activities, processes, strategy, and organizational boundaries
ranization's capabilities.

zationsshould demonstrate preparedness by the following factors:

s, sectors,
supportive

initiatives

ging information between systems, thereby enabling them to funiction collectively and respond

hm benefit,

situational
td decision

bnce;

rm future

[0 increase

ng.when required in the capability to anticipate and respond quickly to changing circxllmstances;

b)
9

being aware of its priorities, timescales and resource requirements;

demonstrating resourcefulness by finding different ways to achieve its goals or meet its needs during

an incident by anticipating future conditions, setting priorities, and mobilizing and coordinating wider
human, financial and physical resources;

d)

severe

making provision to make failure predictable, safe, and not disproportionate to the cause;

ly constrained conditions and making use of opportunities that arise.

© IS0 2024 - All rights reserved
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7.7 Robust

The organization should demonstrate robustness by the following factors:

a)

b)

9

7.8
The

a)

b)

having systems that address vulnerabilities through design, redundancy and fail-safe measures,
balancing risk, performance and cost;

having systems that are well-conceived, constructed, and managed to withstand significant impacts
without damage or loss of function and anticipate potential failures;

avoiding over-reliance on a single asset where cascading failure and design thresholds can lead to
catastrophic collapse;

havin
provi

purpo
surges

consid
so thaf

Inng
organi
rapidly

transc
imagin

fostering creativity by seeking out and promoting-niew and innovative ideas to achieve its

adapti

multiple ways to achieve a given need or fulfil a particular function;

bely creating spare capacity within systems to withstand disruption, extreme’ pr
in demand;

ering suppliers, routes to the end customer and, where appropriate, competitors and
the overall ecosystem (see Clause 5) is robust.

vative
zation should demonstrate innovation by the following factofs:

r finding different ways to achieve its objectives or meet.its needs under changing circ
ending traditional ideas, roles, and patterns by usihg’originality of thought and denj
ation to create something new;

hg and transforming after disasters so thatifs systems thrives.

» scale that

pssures, or

regulators,

imstances,
onstrating

objectives,
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8 Framework for resilience policy and strategy

hization in
ration. The
Hesign and

attributes

8.1 General
Policy formulation
Evaluation Leadership and Strategy design
commitment
Strategy
implementdtion
Figure-3 — Framework
Top management should establish a framework, as shown in Figure 3, to assist the orgal
implementjiing its resilience policy inte*significant functions and activities across the organiz
frameworly ensures the resilience ™ policy objectives are actionable via the resilience strategy
implementption. The frameworkis-integrated into other organizational policies and strategies.
Top management should @ls¢” consider the previously described principles (see Clause 4),
(see Clausg 6) and enabling behaviours (see Clause 7) in establishing its framework for implementing its
resilience policy and strategy.
8.2 Leadership and commitment
8.2.1 General

Top management should demonstrate a strong and sustained commitment to design, develop and coordinate

manageme

nt systems to enhance resilience.

Components of the policy and strategy should be adapted and arrangements supported to the extent
necessary for effective implementation.

Top management should:

a) formulate, endorse and maintain the resilience policy, strategy and implementation plan;

b) align the policy and strategy with the strategic direction of the organization;

© IS0 2024 - All rights reserved
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¢) ensure the resilience policy is consistent with other organizational policies;

d) develop objectives for the resilience policy;

e) determine performance criteria for each strategic objective and initiative, and align them with the
interests of organization;

f) embed resilience objectives in all organizational policies and strategies;

g) provide organizational commitment, collaboration and contribution at all levels;

h) assign accountabilities and responsibilities to achieve the resilience objectives;

i) empower all levels of the organization to make decisions that protect and enhance the resilience of the
organigation;

j) take ag¢countability for the effectiveness of the implementation of the strategy;

k) allocatle necessary resources to the implementation of the strategy;

1)  commuinicate the importance, benefits and expected outcomes of the policy afnd'strategy;

m) monitgr the progress of implementation of the resilience strategy;

n) confirm that the policy and strategy achieve the intended outcome(s)!

8.2.2 Commitment to enhancing resilience

Top management should demonstrate its continual commitment to enhance resilience. The cc
should incl

a)

b)
9

d)

e)
f)
g)
h)

Decisions ¢nZenhancing the policy and strategy design framework should be based on the mon

identif]
and st

fostering a culture that supports enhancing resilience;

establishing resilience leadership rolessand responsibilities within the organization and
authotjities, responsibilities and accountabilities;

coordi
object

providing the necessary.resources;

dealin

measufring and reporting against key performance indicators;

contin

ude, but is not limited to:

rategies;

hating and aligning systems and functions across the organization and linking these

ves;

b with conflicting objectives;

hally reviewing and improving resilience.

reviewing of results, and lead to improvements in the resilience culture.

mmitment

ying the purpose for enhancing resilience andlinks to its strategic objectives and other policies

assigning

o0 strategic

toring and

The organization should communicate its commitment to enhancing resilience within the organization and
to external interested parties as appropriate.

8.3 Policy formulation

The organization should formulate its resilience policy by considering its objectives and expectations. Top
management should confirm that the policy:

a)
b)

is a high-level statement of its intention and direction for enhancing resilience;

calls for commitment from all interested parties to satisfy the organization’s expectations;
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and strategy;

and enabling behaviours (see Clauses 6 and 7) relevant to the organization;

transformative thinking;

refers to or integrates with new or existing organizational policies and strategies;

communicates the importance, benefits and outcomes of the policy;

ts to continual improvement and maintenance of the resilience policy.

authorizes and empowers those responsible for supporting the design and implementing the resilience

specifies the alignment of the objectives of the policy to the desired enhancement of resilience attributes

aligns with behaviours that shape organizational culture and foster creativity and innovation, and

9]

policy
d)
e)
f)
g)
h) comm
Top mana
informatio
8.4 Stra

The resilie

pement should communicate the policy, make it available, and maintain it ds d
n, so that it is understood and applied within the organization.

tegy design
hce strategy should be designed to achieve the objectives of the polieyyTop manageme

e gaps between the current state and the intended outcome(s) of the strategy;

and allocate resources;

embed resilience objectives into new and existing organizatignal policies and strategies;
createla culture supportive of resilience against which:it\can be assessed;

consulf interested parties so that the framework reimains appropriate;

an appropriate strategy and implementation plan including annual action plans, ti

and set objectives and align decision-making with the outcomes of the resilience pol

fegy implementation

implementation of the stratégy‘requires the engagement and awareness of interestec
boing enhancement of resilience for the organization.

zation should develop-a process to implement its resilience strategy that includes:

ying key products-and services, customer segments/markets, channels, obligations ang
hdded outcomes:

shing the-seope of the implementation;

E

ing action plans to deliver the strategy objectives.

bcumented

nt should:

me frames

parties to

| financial/

f1ion

a) analys
b) develo
9]
d)
e)
f) develo
8.5 Stra
Successful
achieve on
The organi
a) identif
value-
b) establi
c) develo
8.6 Eval
8.6.1 Ge
The organi

uativil

neral

zation should evaluate the effectiveness of the framework by:

a) measuring the performance of the framework against its purpose, implementation plans, indicators and
expected behaviours;

b)

NOTE

confirming that it remains suitable to support achieving the objectives of the organization.

The intention is not to evaluate the resilience of an organization. The focus is on the effectiveness of the

framework to formulate a resilience policy, the strategy implementation, and the cultural level of the organization’s

operations.
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8.6.2 Key performance indicators

The organization should create clear objectives and adequate key performance indicators to monitor
its resilience policy and strategy on an ongoing basis. The key performance indicators and the resilience
strategy implementation progress should be reviewed at an agreed upon frequency.

Key performance indicators should be applied to clear, measurable and achievable objectives. Desired

results sho

uld be measured against key performance indicators.

The review frequency of the key performance indicators determines the historical trend of any anomaly or
improvement of the resilience strategy implementation.

The following questions may focus on areas subject to key performance indicators and are used to evaluate

th efuliranlananntati o A frb o il on oot gy
e SuCCeS; Iuar llllt’l\,lll\,ll\ru\-l\lll VI LIIC T COITICIICO Oll u\.\.,s_y 0

a) are thg
b) areex]
c¢) dothe
d) how m
parties?
e) how m
resilie

f) is the
systen|

9 Procd

9.1 Gen

Top manag
resilience {

projects respecting their deadlines?
penditures within the pre-defined budget?
systems implemented demonstrate efficacy for the organization?

any organizational resilience awareness sessions have been held.this year for other
”

any organizational resilience meetings have been held to harmonize the implementa

nce systems?

concept of continual improvement effectively pursued.in the coordination and align
15?7

PSS

eral

ement should establish a process\(see Figure 4) to formulate the resilience policy ar

trategy and implementation plah:

interested

tion of the

ment of its

1d design a
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9.2 Understanding

the context of the

resilience policy
and strategy

N

9.3 Communication

/~

9.6 Strategy
implementation

9.2 Und

9.2.1 Ge

An organi

circumstances is dependent upon its'understanding of the relationships, interdependencies and cc

associated
operates a

The organ
delivery of]

It should id
Characteri
baseline fr

10 Continual

/‘

improvement

9.4-Relicy

9.5 Strategy design )
formulation

e_,

Figure 4 — Process

erstanding the context of the resilience policy and strategy

neral

ation’s ability to absorb andd-adapt to change and realize competitive advantage fror

with the multiple glpbal; social, economic and technological systems in which the or
nd achieves its objectives.

zation should«ontinually scan its contexts and the multiple system elements that in
its objectives’to identify potential changes that can impact upon organizational resilie

lentify the’/key elements and multiple aspects of each element to create a profile of if]
stics ofieach of the multiple dimensions of all systems which influence its objectives p
bm which relationships can be established and interdependencies determined.

h changing
mplexities
ganization

fluence the
nce.

s contexts.
rovides the

Continual scanning of the organizations context defines characteristics, relationships, interdependencies
and shared practices that contribute to effective organizational resilience policy and strategy.

The policy objectives and strategy should reflect the potential threats to organizational objectives or create
value from emerging opportunities arising out of changes in circumstances or conditions that can affect

resilience.

9.2.2 De

termining the internal context

The internal context of an organization is largely influenced by its corporate objectives, policies and strategic
business plans and its chosen field of endeavour. The internal context is reflected by its:

vision,

mission and values;
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organizational culture and leadership;

corporate policies, objectives and strategies;

nmental, social and governance responsibilities;

ptions and expectations of interested parties;

operational requirements of its core products, services, systems and resources;

business as usual and emergency management capabilities.

The internal context is influenced by elements of the organization’s natural and built environment within its

sphere of r
— faciliti

9.2.3 De

An organiz

are freque

multiple sy

financial o

of organiz:

threats to

The follow

resilience policy formulation and strategy design:

— socio-¢
effectd
the im
geo-pd
legal a
populd
religio
natura

societd

workfy

geogrd

esponsibility including:

bs construction;
rce demographics;

phic locations.

termining the external context

ations external context is a reflection of its interactions and interfaces with other elg
htly outside of the organization's direct influence and conttol:"The external context
stems and components that govern societal behaviours and impact political, regulator
bjectives at a macro level. The organizations external context has the potential to 1
ntional vulnerabilities with higher levels of volatility,\ithcertainty, complexity and ary
brganizational resilience.

ng typical aspects of the organization's external‘context require consideration in org

tconomic conditions;

of climate change;

pacts of global or regional conflicts;
litical influences;

hd regulatory obligations;

tion distributions;and migration;
us, cultural, race and ethnicity;

1 and built’environment.;

1] expéectations;

ments that
comprises
y, legal and
e a source
nbiguity in

hnizational

emerging or disruptive technologies.

9.2.4 Horizon scanning

The organization should continually scan its contexts to identify emerging issues and early warning signals
of impending changes. Horizon scanning establishes the basis for evaluation and assessment of the impact of
changes observed in elements or multiple aspects in its contexts.

Horizon scanning can provide useful information to guide the monitoring of further possible changes in the
current context. It provides identification of early warnings or signals where changes in conditions could
impact upon resilience objectives.
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9.3 Communication

The organization should establish an approved approach to communication to facilitate awareness of the
resilience policy and strategy. A combination of communication methods should be used so messages are
accessible and can be understood by all interested parties, including personnel with disabilities, non-native

speakers o

f the language used in the organization and personnel with differing levels of literacy.

Communication involves sharing information about the policy and strategy with targeted audiences
both internal and external to the organization and can include oversight bodies and government, where
appropriate.

9.4 Policy formulation

The orga

Enhanced
an organiz

The organ

statementq

understan

n rather than a discipline, function or process activity.

htion to manage change and uncertainty while achieving its strategic and operational

ization should consider its context (see Clause 5) in formulating itsiresilience po
on resilience should reflect the nature of the operating envirenment and establ

riization should understand that resilience is a capability, a state of being, achig
organizati

Fesilience should be a strategic organizational goal and an outcome of the capacity an

ved by an

d agility of
bbjectives.

licy. Policy
ish a clear
which the

ling among all interested parties, of the internal and external’ complexities in

organizatipn seeks to achieve its objectives.

Factors asgociated with organizational contexts will influence the nature and scope of its resilignce policy

objectives.| Furthermore, the organization should determine its.désired state of enhanced resjlience and

identify anld prioritize its policy objectives to achieve this.

When formulating a resilience policy, top management should:

a) examife its current internal, interdependency, interaction and external environment to detprmine the
organigation’s vulnerabilities and opportunities<to'achieve an enhanced state of resilience;

b) establish an approved approach to consultation;

c) develop a shared vision and purpose fot the policy that aligns with its overarching organizatigpnal vision;

d) establish its governance model, ‘organizational structure, roles and accountabilities to develop the
strategy and implementation plan;

e) identify human resources. with the required capabilities and knowledge (i.e. diversity of skills,
leadership, knowledge and-eéxperience);

f) setdirgction for theerganization to enhance its ability to absorb, adapt and effectively respond to change;

g) establish protacols for coordination across management functions and contributions from technical
and sclentifi¢areas of expertise;

h) establishiselationships with, and perceptions and values of, interested parties and their cultyres;

i) consider the influence and validity of assumptions in its policy objectives;

j) identify any risks in achieving its organizational resilience policy objectives;

k) establish its monitor and review processes;

1) determine its continual improvement approach.
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tegy design

9.5.1 General

Strategy design requires cross-functional collaboration. When designing the resilience strategy, the
organization should collaborate with personnel at all levels of the organization regardless of position or
role, and interested parties including community representatives, customers, governments, supply chain
operators and even competitors.

9.5.2 Designing strategy to achieve resilience policy objectives

When designing a resilience strategy, top management should consider:

a) alignment of the strategy to the organization’s shared vision, organizational values, behalviours and
purpose;

b) alignnjent of, and the potential conflicts between, the resilience strategy and other organizational
strategies;

c) the flekibility and agility of the strategic objectives to respond to changes in~organizational dontexts;

d) setting strategic objectives to achieve an enhanced state of desired resilience;

e) establishing strategic initiatives and targets to implement the strategy;

f) evaluating the success of the strategy;

g) monitgring and reporting.

In addition), the strategy should:

h) embrafe change;

i) foster participation;

j) enable|[transformation and adaptation,

9.5.3 Enjsuring alignment with organizational goals

The organjization should establish.and communicate resilience objectives so they will be planned and

executed afcordingly.

When the ftrategy is aligied with the objectives, personnel involvement is encouraged. Personnel should

understangl the organization’s aims, recognize the value of common objectives and contribute to their

implementption.

9.5.4 Establishing resilience objectives

When identifying objectives, top management should:

a) determine its desired capabilities to achieve an enhanced state of resilience that aligns with its strategic
objectives;

b) setclear goals to achieve its policy aligned with its shared vision and purpose;

c¢) develop alist of objectives with discrete and measurable steps for accomplishing a specific goal;

d) develop objectives that are specific, measurable, actionable, realistic and time bound;

e) identify any risks to achieving the objectives;

f) allocate an owner to each objective;
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g) allocate adequate resources to deliver each objective.

9.5.5 Prioritizing objectives

When prioritizing resilience objectives, top management should:

a) align the objectives directly to one of more critical success factors;

ensure the best allocation of resources by dependency relationships across all objectives;

identify rapidly implementable objectives to provide short term gains;

identify the objectives that require a sustained level of resource and effort for the life of the policy;

hally review, update and where appropriate, re-prioritize policy objectives.
fegy implementation

neral

zation’s approach to implementing the strategy should be flexible\so it can quickly
changes in the environment in which it operates (see Clause 5 and.€lause 6).

zation should monitor and adapt its approach as necessaty to address internal an
enhance resilience over time.

ry implementation should be:

ind transparent. The organization communicates.6penly with all interested parties {
and ownership of the strategic plan and is, transparent with all oversight comny
ments through its monitoring and reporting-0f formulation and implementation.

onally aware. The organization has situational awareness to enhance the effectiveness
g and implementation. Management.is aware of its current competencies and those
the objectives of the strategic plah.

cally competent. The organization has the technical competencies in place to deliver t}

hted horizontally and vertically. The organization aligns and integrates the resilieng
ith existing organizational strategies, government legislation and external initiatives
inced resilience.

Continually improved=The resilience policy and strategy continually improve based on the

hings and experiences.

velopinga strategic implementation plan

lopihg a strategic implementation plan, the organization should:

and easily

d external

0 promote

littees and

bf strategic
needed to

le strategy.
e strategic

supportive

hpplication

b)

9]

d)

e) contin

9.6 Stra

9.6.1 Ge

The organ

respond to|

The organ

changes to

The stratef

a) Open 3
buy-in
govert]

b) Situati
thinkis
delivet

c¢) Techni

d) Integr
plan W
of enh

e)
of lear

9.6.2 De

When deve

a)

b)

9]

d)

e)

f)

establish key focus areas for delivery (e.g. based on the resilience attributes in ISO 22316);
establish key performance indicators;

develop action plans to deliver the strategy;

allocate appropriate resources to deliver the plan;

communicate and consult with interested parties so the plan is effectively developed;

inform top management on ongoing progress and delivery of the plan.
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