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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

In recent years, there has been a growing awareness of the risks and consequences of natural and
industrial disasters. Monitoring hazards can reduce potential losses through improved prevention,
mitigation, preparedness and a more effective response to incidents resulting from the hazards.

Effective monitoring can provide public and private sector emergency management with ongoing,
timely, accurate, easily understood relevant monitoring data to support decision-making in emergency
management.

Secu

ity standards are continually Pvnlving and improving Advances in monitoring fprhnology will

prov
of in

The |
seek

This
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impr
stakd

jde opportunities for further improvement of these guidelines and for development ahd
hovative monitoring solutions.

burpose of this document is to contribute to an overall emergency management framg
5 to reduce the risk to people, operations, property and the environment.

document provides guidelines for the entire process of hazard monitoring at fa
ified hazards, including planning, implementation, operation and centrol, and review a
ovement. This document is applicable to all facilities with identified hazards and may
bholders and authorities responsible for safety and security, such as

— o¢wners and operators of facilities,

— ¢

bngineers, installers and contractors during facility planhing, construction, and maintg

ublic authorities responsible for emergency prevention activities and incident respon

insurance companies and potentially affected residents,

gislators, and

he scientific community and researchers.
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Security and resilience — Emergency management —
Guidelines for monitoring facilities with identified hazards

1

Scope

This document gives guidelines for monitoring hazards within a facility as a part of an overall
emegeTTy MTATageIelt aItd COMtimuity pProgramniie by estabiisting the process for razar
at fagilities with identified hazards.

It in¢ludes recommendations on how to develop and operate systems for the purpose of
facilities with identified hazards. It covers the entire process of monitoring facilities.

This

envifonment, the complexity of the organization and the type of identified hazards.

2
The

Normative references

following documents are referred to in the text in suchya“way that some or all of t

constitutes requirements of this document. For dated references, only the edition cited

und

ISO

dted references, the latest edition of the referenced deciiment (including any amendme

42300, Security and resilience — Vocabulary

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300 and the foll

ISO

3.1

dnd IEC maintain terminological databases for use in standardization at the following 3

ISO Online browsing platferm: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

datalanalysis
systematic investigation of relevant, evidence-based information obtained in the monitos

and

3.2

its flow in-a\real or planned system

monitoring

monitoring

document is generic and applicable to any organization. The application dépends on the operating

heir content
applies. For
hts) applies.

bwing apply.

ddresses:

'ing process

monjtering process owner
indit‘] ] legal . hle f . . . . lysi

output of data

ransfer and

Note 1 to entry: A monitoring process or owner of a system within the monitoring process can be represented,
e.g. by a sub-contractor.

3.3

critical indicator
quantitative, qualitative or descriptive measure used to assess the hazard being monitored to identify
the potential for the development of an incident, accident or emergency

Note 1 to entry: Critical indicators provide information about the most important integral characteristics of the
structural state of a facility.

© ISO 2018 - All rights reserved
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plant, machinery, property, building, transportation units at sea/land/airport, and other items of
infrastructure or plant and related systems that have a distinct and quantifiable business function

of service

Note 1 to entry: A facility can have formal boundaries as defined by, for example, legislation.

4 Monitoring

4.1 Gene

Monitoring
can lead to
hazards.

NOTE 1

The selectio]

risk analysis.

NOTE 2

Monitoring
caution and

Monitoring
and softwar

NOTE 3

4.2 Moni

ral

should identify dynamic hazard development at facilities with identified hazards
ncidents. This should include the provision of timely relevant and reliable data’abou

ATnex A provides examples of facilities with identified hazards.

Annex B provides examples of possible hazards.

should provide progressive notification as the incident eéscalates; at a minimum: no
emergency.

bhould reflect administrative and organizationakeonsiderations. It should include hard
e appropriate to the hazard to support the monitoring process described in 4.2.

Anpnex C provides an example for monitoring a faeility.

toring process

The monitoring process involves receipt; .integration, generation, analysis, transfer and outp

data. The py
stakeholder

The monito
pre-establis

The monitoj

ocess involves the facility 6wner, authorities responsible for safety and security and
5 interested in obtaining-menitoring data.

hed procedures for sharing the data.
ing processshould
hazards.and critical indicators,

infarmation resulting from human intervention in the facility’s operation modes,

that
t the

of hazards to be monitored should be based on the results of the hazard identification and

‘mal,

ware

ut of
ther

ing process should-provide data to facility owners, authorities and stakeholders by using

43 raliall i 4 wil £330 g £ £ S Jexzi £l
COTITITO O TS, T CITaoTe, oS TwOT tTy - (TG C P eTTaCITe T UTIT T iiricCTrarc e SeTr vt e o e ac

dynamic critical indicators applicable to the identified hazards,

a) monitoj
b) include

c) provide
d) provide
e)

f)

4.3 Data

real-time data transfer on critical indicator changes,

prioritize the use of automated and manually operated systems, and

characteristics

The monitoring process should ensure that data

a)

are accumulated at the facilities,

lity),

evaluate the results of related maintenance for possible improvements to the monitoring process.
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b) have the agreed characteristics,

c) are easily analysed and interpreted,

d) aretransmitted via secured channels, and

e) are capable of being integrated to support decision-making.

4.4

Data analysis and interpretation

Monitoring should ensure data are analysed and interpreted to meet emergency management needs

and

ta cnnnaort docicion ool g Dot
H &

a should be

displ
NOTH
Data
a)
b) ¢
c)
d)

Data
easil
systd
fored

4.5

Inth
auth
impr

The
incrg

The {
stakd

5 1

5.1

TTCTITT Y IIrorCotoOT oI TO—ST P POt CCTOTOTT=TIITrISTIT o Doy

ayed such that the most recent relevant indicators can be easily identified.

Annex D provides examples of decision support documents.

ext messages,

rraphics including those displaying dynamic processes,
judible signals, and

rideo.

should be displayed in a manner such that the most ¥eéent and the most relevant indic
y identified by an automated system. For the purpose of continuous improvement of thg
m and improving overall preparedness, data should be analysed by using incident s{
asting models.

Output

e event of increased risks the resultsof the monitoring process should be shared with pj
brities and stakeholders (see, 4:2). The stakeholders are identified during the dg
ovement stage of the monitofing process.

putput should be providedin an appropriate format for the pre-identified recipients |
ased level of risks.

nformation should\be transferred in reliable and redundant manner and should be ve
tholders.

mplementing and operating the monitoring process

General

should be displayed in a comprehensive and understandable format whiclhmay include

ators can be
monitoring
atistics and

re-identified
tvelopment/

ased on the

rified by the

The monitoring process owner should develop agreements that describe the monitoring process and
the interaction between the process owner and others involved in the process as described in 4.2.

This

involves

a) planning (5.2),

b) i

mplementation (5.3),

c) operation and control (5.4), and

d) review and continuous improvement.
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5.2 Planning

When planning the monitoring system the monitoring process owner should

a)

b)
‘)

d)

e)

obtain input from monitoring stakeholders (see 4.2) to support the monitoring process

develop

conside

ment,

r applicable standards and industry codes of practice,

create a project design for a hazard resistant monitoring system including the scope, objectives

and pro

ensure

cess approval procedures, for the hazards being considered,

hdequate capabilities and qualifications required for personnel who will design, imple

and opdrate the monitoring system and process, and

provide

specialized training where required for personnel who will design, implement and op

the morjitoring system to ensure the required capabilities and qualifications are met,

The monitofing process owner and authorities responsible for safety and security matters should

5.3

agree o

provide]
ensurin|

agree o
caution

h project design solutions for monitoring,

ig the transfer of monitoring data outside of the facility, and

h procedures for issuing progressive levels of monitoring results at a minimum of no
and emergency notifications, so that pre-planned responses will be triggered.

Implementation

The monitoring process owner should implement, testand ensure approval of the system in accord
with plans developed in 5.2.

The monitoring process owner should

a)

b)
c)

d)

e)

f)
g)

ensure

hat the implementation is performed based upon an agreement between the facility o

and relgvant entities,

ensure

require

hat the monitoring is conducted based on agreed arrangements,

conduct the commissioning, testing, and approval based on best practices and appli
ments,
all senders—and receivers of the data and the information from monitoring

ensure
interop

ensure

erability;

hpptopriate security clearances and authorization to access and activate warning sys

ment

erate

the facility owner with the necessary technical requirements for monitoring developinent,

rmal,

ance

wner

rable

have

tems

are obtaihed for personnel,

develop

necessary monitoring procedures, and

make certain that everyone involved in the implementation of monitoring is adequately trained to
perform their required tasks.

Once monitoring is implemented, the monitoring process owner should take measures to check the
quality, performance and reliability of all equipment and authorized personnel involved in all aspects of
the monitoring process.

Stakeholders and authorities responsible for safety and security matters should ensure the
interoperability of sending and receiving monitoring data, including procedures on interaction on
received monitoring data.
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5.4 Operation and control

The monitoring process should be operated

a)
b)

‘)
d)

The Ilnonitoring process owner should evaluate and update the monitoring process, as necess§

5.5

The monitoring process owner should ensure the monitoring pfocess is reviewed at plann
The fesults of the review should be documented and provided¢to the monitoring process st

This|review should

a)
b)
‘)
d)
e)
)

g)

h)

by the monitoring process owner, in accordance with the scope and objectives identified in 5.2,

by personnel who meet the qualifications and training in accordance with their roles and

responsibilities identified in 5.1,

in accordance with operating procedures developed during the implementation process (see 5.3), and

in cooperation with authorities responsible for safety and security matters.

¢hanges in the hazard identification and risk analysis or pre-identified scenarios;
dny indication the monitoring process is not operating as designed, and

the results of validation tests and exercises of components and the entire’process.

Review and continuous improvement

se an assessment methodology appropriate for'the monitoring process,
Involve personnel with appropriate expertisg;

¢onsider changes in hazard identificationand risk analysis,

¢onsider organizational changes,

¢onsider the results of monitering system operation, tests and exercises,

dssess monitoring activities on a regular basis to ensure that safety, security and
fesponse objectives are miet,

use the assessment.results in ongoing decision-making; for example, when determin
o cease supporting the monitoring system during facility shutdown or when con
reduction activities, and

implementsystem improvements based on assessment results.

ry, based on

bd intervals.
akeholders.

emergency

ng whether
Hucting risk
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Annex A
(informative)

Examples of facilities with identified hazards

The following are provided as examples of potential facilities with identified hazards:

a)
b)

‘)
d)
e)
f)
g)

facilitie

facilitie
dispose

aerospd
oil field
main ga
large in

facilitie
facilitie

5 WILH CTIUICally Important infirastructure;

5 where hazardous substances are made, used, recycled, produced, stored, tranSported or
d in amounts exceeding the established norms;

ce infrastructure facilities;

5 development facilities in sea shelves;
s and oil lines, product pipelines;
Hustrial facilities;

5 for entertainment and sports, multipurpose offices and shopping centres, healthcare
5 and hotels.
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Annex B
(informative)

Examples of possible hazards

The following are provided as examples of possible hazards:

a)
b)

A

j)
k)
D)

ailures in technologicat SyStems operations,

flire;

failures in heat supply, heating, hot and cold water supply;
failures in electricity supply;

failures in gas supply;

ifting equipment failure;

nauthorized access;

igh levels of radiation; maximum allowed concentration of chemically hazardous
iologically hazardous substances; explosive concentrations of gas-air mixtures;

looding of premises, drainage systems and technological pits, resulting into possible d
ife support systems and safety of facilities, and impeding evacuation of people and veh

as leak;
eviations from normative parameters of technological processes that could result in g

alfunction of emergency protection systems, safety and fire protection;

m) ¢hanges in the state of engineering structures of buildings and facilities; engineerin

flacilities;
Ither natural events;such as earthquakes, high winds, tornados;

ther man-cau$ed events, such as terrorist attacks.

substances;

isruption of
icles;

n incident;

b protection
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Annex C
(informative)

Example of monitoring at a facility

A possible data structure of monitoring system at a facility with identified hazards is shown in
Figure C.1.

These data ilnclude the following.

a)

b)

f)

Key

Monito

areas, which are very important for the safe operation of the facility.

The stafus of security systems at a facility where hazardous substances aré€)stored, which
become| a critical indicator in identifying possible unauthorized distribution of hazar
substances outside the facility.

Produc

tion management systems in a manufacturing facility, the-indicators of which can

identify|the possible development of incidents.

A syste
underg

1 of monitoring building structures, which, as a rule, isimplemented on high-rise build
round objects, large spanned bridges, etc. These systems monitor the structural cond

of a facility and ensure control of the structural stability of’a facility under high loads.

Monitoirfing systems at a facility with identified hazakds, which, depending on their purpose

be pres

bnt all at once or in various combinations, depending on the identified hazards.

Data frdm all monitoring systems, which are collected, stored and processed within data colle
and storage system, which is also a means of transmitting monitoring data to a decision-m3
and crigis management system.

Monitoring data is transmitted to external
stakeholders (see Figure C.2)

!_Facil ty with identified-hazards _I

Systemsef Monitoring data

monitoning
buildingstructures

- Decision-making and
collection, storage -
crisis management

(back up) and systemn
transmitting system e) f)

ing data received from life support systems at a facility located in extremely cold climatic

| can
dous

also

ings,
ition

may

ction
king

Life support
systems . Production
Security system
(gas, water supply, management system

heat, etc.) a) b) 0

automated process

< interoperability of specialists

Figure C.1 — The monitoring process at a facility
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