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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

In recent years, there have been many disasters, both natural and human-induced, and other major
incidents which have shown the importance of incident management in order to save lives, reduce harm
and damage, and to ensure an appropriate level of continuity of essential societal functions.

Such functions include health, telecommunication, water and food supply, and access to electricity and
fuel. While in the past the focus of incident management has been national, regional or within single
organizations, today and for the future there is a need for a multinational and multi-organizational
approach. This need is driven by relatlonshlps and 1nterdependenc1€s between governments,
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INTERNATIONAL STANDARD IS0 22320:2018(E)

Security and resilience — Emergency management —
Guidelines for incident management

1 Scope

This document gives guidelines for incident management, including

— irinciples that communicate the value and explain the purpose of incident managemerit,

asic components of incident management including process and structure, which fogus on roles
gnd responsibilities, tasks and management of resources, and

— working together through joint direction and cooperation.
This document is applicable to any organization involved in responding te incidents of any type and scale.

This|document is applicable to any organization with one organizatienal structure as well as for two
or mpre organizations that choose to work together while contifwing to use their own organizational
strugture or to use a combined organizational structure.

2 Normative references

The following documents are referred to in the text'in such a way that some or all of their content
constitutes requirements of this document. Forgdated references, only the edition cited [applies. For
unddted references, the latest edition of the reférenced document (including any amendments) applies.

IS0 42300, Security and resilience — Vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 22300 apply.
ISO gnd IEC maintain terminological databases for use in standardization at the following gddresses:

— SO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Principles

4.1 General

An organization dealing with any incident should consider the principles described in 4.2 to 4.12.

4.2 Ethics

Incident management respects the primacy of human life and human dignity through neutrality and
impartiality.

4.3 Unity of command

Incident management requires that every person at any point in time reports to only one supervisor.

© ISO 2018 - All rights reserved 1
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4.4 Working together
Incident management requires organizations to work together.

NOTE For additional information, see Clause 6.

4.5 All-hazards approach

Incident management considers both natural and human induced incidents, including those which the
organization has not yet experienced.

NOTE F P Y IR £.11 1 i 1ca2220Nn
I A UCITITIUIVUIT U AT IId Zd1T US, SCTU 10U 4 4JUVU.

4.6 Risk management
Incident mahagement is based on risk management.

NOTE Guidance on risk management is given in ISO 31000.

4.7 Preparedness

Incident mahagement requires preparedness.

4.8 Information sharing

Incident mapagement requires the sharing of information and @erspectives.

4.9 Safety

Incident mahagement emphasizes the importance of safety for both responders and those impacted.

4.10 Flexibility

Incident maphagement is flexible (e.g. adaptability, scalability, and subsidiarity).

4.11 Human and cultural factors

Incident mapagement takes htimman and cultural factors into account.

4.12 Continual improvement

Incident mapagementemphasizes continual improvement to enhance organizational performance

5 Incidentmanagement

5.1 General

Incident management should consider a combination of facilities, equipment, personnel, organizational
structure, procedures and communications.

Incident management is predicated on the understanding that in any and every incident there are
certain management functions that should be carried out regardless of the number of people who are
available or involved in the responding to the incident.

The organization should implement incident management, including

a) anincident management process (5.2), and

2 © ISO 2018 - All rights reserved
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b) anincident managementstructure, which identifies incident managementroles and responsibilities,

The

5.2

tasks and the allocation of resources (5.3).

organization should document the incident management process and structure.

Incident management process

5.2.1 General

The incident management process is based on objectives which are developed by gathering and
proactively sharing information in order to assess the situation and identify contingencies

The

consjder the following:

a)
b)
‘)
d)
€)
)
g)
h)
)
k)

NOTHE 1 AnnexD gives recommendations on incident management planning.

NOTE 2  An incident action plan ‘(verbal or written) includes goals, objectives, strategies, tz
communications and resource management information.

NOTE 3  Demobilize m€ans to return resources to their original use and status.

NOTE4  Termination means a formal handover from incident management responsibilitieg
orgarnization.

Decisions made among organizations should be shared as appropriate. The incident 1
process applies to any scale of incident (short-/long-term) and should be applied as appro
levelk of responsibility. Figure 1 gives a simple example of the incident management proces

brganization should engage in planning activities as part of preparedness and.resp

gafety,

incident management objectives,

information about the situation,

onitoring and assessing the situation,

lanning function which determine an incident action plah,
dllocating, tracking and releasing resources,

¢ommunications,

felationships with other organizations, common operational picture,
Iemobilization and termination,

ocumentation guidelines.

onse, which

ctics, safety,

to another

hanagement
priate to all
5.

The organization should establish an incident management process that is ongoing and includes the
following activities:

observation;

information gathering, processing and sharing;

assessment of the situation, including forecast;

planning;

decision-making and the communication of the decisions taken;

implementation of decisions;

© ISO 2018 - All rights reserved
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— feedback gathering and control measures.

The incident management process should not be limited to the actions of the incident commander
but should also be applicable to all people involved in the incident command team, at all levels of

responsibility.
( Incident J

(Implementatlo ] ( Feedback and ]
of decisions control J
/ Information \

gathering and
sharing

Decision Assessmentof
making and situation and
sharing forecast

k Q& Planning J

Figure 1 — Incident mahagement process

5.2.2 Different perspectives

The organization should strive to understand other perspectives such as
a) within 4nd outside the organizatien,

b) various|response scenarios;

c) differing needs,

d) various|required actions, and

e) different organizational cultures and objectives.

5.2.3 Understanding the importance of time

The organization should

a) anticipate cascading effects,

b) take the initiative to do something sooner, rather than later,
c) consider other organization’s timelines,

d) determine the impact of different timelines, and

e) modify its timeline accordingly.

4 © ISO 2018 - All rights reserved
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The organization should consider the needs and effects in both the short- and long-term. This includes
anticipating

how the incident will develop,
when different needs will arise, and

how long it takes to meet these needs.

5.2.4 Being proactive

The

a)
b)

c)

d)
e)
f)
g)

5.3

5.3.1 General

The

to the incident objectives.

An ifjcident management structurte should include the following basic functions.

e)

nr‘gnnivnfinn should take the initiative to

assess risks and align the response to increase response effectiveness,
dnticipate how incidents can change and use resources effectively,

make decisions concerning various measures early enough for decisions‘to-be effectiv]
gre actually needed,

ranage the incident early,
initiate a joint response instead of waiting for someone else to do so,
find out what shared information is required, and

inform and instruct involved parties, e.g. in order to build up new resources.

Incident management structure

brganization should implement an incident management structure to carry out the ta

[ommand: authority and ;control of the incident; incident management objectives st
fesponsibilities; ordering and release of resources.

Planning: collection, evaluation and timely sharing of incident information and intellig
feports including assigned resources and staffing; development and documentation
gction plan;information gathering, sharing and documentation.

Dperations: tactical objectives; hazard reduction; protection of people, property and e
¢ontrolof incident and transition to recovery phase.

e when they

sks relevant

ructure and

ence; status
of incident

hvironment;

.ogistics: incident support and resources; facilities, transportation, supplies

equipment

maintenance, fuel, food service and medical services for incident personnel; communications and

information technology support.

Finance and administration: compensation and claims; procurement; costs and time.

(Depending

on the scale of an incident, a separate financial and administrative function may not be necessary.)

Planning, operations, logistics and finance and administration should be considered for each level of
incident management, e.g. sections and subsections of the whole incident management system.

The organization should define and document the minimum staffing requirements to immediately
initiate and continuously maintain the organization’s incident management.

Annexes B, C and D provide additional information and examples of an incident management structure
for one or more collaborating organizations with internal hierarchal structures.

© ISO 2018 - All rights reserved
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5.3.2 Roles and responsibilities

The organization should clearly define roles and responsibilities of all personnel and the operating
procedures to be used. The organization should designate one or more persons with the responsibility for

a) determining incident management objectives,
b) identifying legal and other obligations,
c) initiating, coordinating and taking responsibility for all measures of incident management,

d) establishing the organizational structure, taking span of control into account,

e) assignirLg tasks, and
f) activatipn, escalation, demobilization, termination.

Annex C prgvides additional information.
5.3.3 Incident management tasks

5.3.3.1 Atleach level of command, the organization should
a) establish incident command and internal organizational structure;
b) assess the risks in the affected area,

c) determine objectives,

d) determijne decision-making process,

e) create gn action plan,

f) organizp the site and develop organizational structure,
g) manage¢the resources,

h) create 4 common operational pictUre,

i) review and modify plans,

j) manageadditional facilities;

k) manage additional resetrces,

1) managelogistics;and

m) keep refords.

5.3.3.2 The organization should include the following functions at its top level, as appropriate:
a) safety;

b) public information;

c) liaisons;

d) specific advising/consulting;

e) information and communication technology support.

5.3.3.3 Annex C provides a description of public information and additional examples of incident
management tasks.

6 © ISO 2018 - All rights reserved
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5.3.3.4 Depending on the scale of the incident, tasks may be combined. In large-scale incidents
additional resources may be needed or may be allocated to other organizations. These tasks are also

relev.

ant for a joint command in an inter-organizational incident management structure.

5.3.3.5 The organization may allocate responsibility relating to finance and administration, intelligence

and i

nvestigations to other departments or organizations.

5.3.4 Incident management resources

The organization should administer and manage resources by

b)

c) ¢

6 Y

6.1

Worl

a) rentifying and quantifying required resources,

rdering, tracking and distributing resources, and

bstablishing resource demobilization procedures.

Working together

General

king together is about coordination and cooperation for both

Org
strud

NOTH

Organizations should commit to contribute and strive to achieve joint direction. Joint dire

from|

Figu

ifferent department or levels within a single organization, and
ultiple organizations.

izations should use interoperable terminology within the incident management
ture as described in Clause 5. Additional recommendations are provided in 6.2.2.

ISO/TR 22351 provides more information on exchange of information.

top management from each grganization agreeing on common incident objectives.

re 2 and Annex A provide additional information on working together.

brocess and

'tion results
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6.2 Prere¢quisites for achieving coordination and cooperation

6.2.1 Sharing the same incident management process

( Incident )
2 i

Implementation Feedback and
of decisions control

/ /—’> Coordinated information
gafhm’ing and charing \

Organization Organization

Coordinated A B Coordinated

decision assessment of,
making and 5 ot 0 ati situation and
sharing rganization rganization forecast

C D

\ Coordinated planning J

Figyre 2 — Coordinated incident managementprocess for multiple organizations

Working together involves organizations using the incident management process in the same| way

(see 5.2).

6.2.2 Seejng the whole picture

The organization should look beyond its scope of operations to consider and understand

a)
b)
‘)
d)
e)

the overall incident‘management objectives,

the oth¢r organizations involved and their capabilities,

the tasKs allocated to other organizations,

the resources needed to respond to the incident, and

the possible effects of different ways of responding.

6.2.3 Common operational picture

The organization should plan to manage concurrent incidents, as consequences of an incident may arise
concurrently on multiple levels and in several sectors of the general public.

When managing concurrent incidents on multiple levels the organization should

— identify the organizations involved in order to avoid duplication and to facilitate the offering of or

request for assistance in a timely and simple way,

© ISO 2018 - All rights reserved
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— anticipate that other organizations may assess the situation in a different way, and

— identify situations (e.g. cascading effects) that may impede or delay agreements and result in
inappropriate actions.

The organization should develop a common operational picture by

— actively sharing information with other organizations, ensuring that the requests made are as
precise as possible and that the security of information is considered,

— ensuring that information is accessible to other organizations, and

— Jrecelving and analysing information obtained from other organizations.

Morg information on how to achieve a common operational picture is given in C.6.

6.2.4 Establishing communication

The prganization should establish coordinated communication, both withinland among orjganizations,
to strengthen credibility, prevent ambiguities and counteract dissemination of incorrect information.

Additional information on collaboration and communication is givenin A.5.

6.2.§ Establishing joint decisions

The prganization should make decisions together with gthers based on agreed incident thanagement
objectives, be prepared to manage the situation when,circumstances change and modify decisions
whenm necessary.

The fprganization should have a clear and transSparent decision-making process, so that decisions
are djommunicated within the organization, to-other involved organizations and to the ppiblic, where
apprppriate.

6.3 | Developing and implementing methods for working together

6.3.1 General

The ¢rganization should

— interpret the development of the incident and its impact on society,

— periodically evaluate the incident management to determine whether the objectives and benefits
involvingjoint activities are being met; use the results of the above evaluations when making joint
ecisions.with regard to continual improvement, and

— ¢onduct training and exercises sufficient to validate the effectiveness of the organizatifn.

6.3.2 Agreements

The organization should establish cooperation agreements with other organizations by

— establishing a dedicated function to ensure coordination, and

— dedicating resources including liaison people.

NOTE ISO 22397 provides additional information for establishing arrangements among organizations.
Cooperation agreements should be established as a part of preparedness where appropriate.

For example, working together is needed between

a) local, regional, national and international authorities concerning mutual assistance,

© ISO 2018 - All rights reserved 9
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b) governments on different levels with non-governmental organizations to provide incident
management resources (e.g. agreements with radio stations for broadcasting warning and
information, general agreements with non-governmental organizations),

c) governments and private industry for incident management support activities (e.g. food, shelter,
health services, transportation, communications, delivery of medications, vaccine, emergency
power supply capacity and drinking water distribution), and

d) private industry organizations in order to ensure continuity of operations (e.g. delivery of incident
management relevant products).

6.3.3 Technical equipment

The organization should use technical equipment to achieve interoperability by

— ensuring equipment functions between organizations and in different environments,
— making|the best use of equipment available, and

— considering usage by less-experienced organizations.

10 © ISO 2018 - All rights reserved
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Annex A
(informative)

Additional guidance on working together

A.1 Seeing the whole picture

A co
one’
effici

Ano

a)
b)

A

d)

Priof

and

most
orga

A.2

Org
and

describing what assistance isneeded as comprehensively as possible. Examples of different

are

mprehensive perspective is an approach based on core societal objectives. Thisie
own actions as part of a greater whole. This contributes to society’s resources be
ently as possible.

S

rganization with a comprehensive perspective

|

q

1

nderstands how the course of incidents affects the whole of society;
nderstands what needs there are, even those that are outside their own area of respo

ees what effects have been achieved or are on their way to.being achieved and is abl
he effects that are lacking, and
ils able to prioritize if the collective resources are notsufficient to meet all the needs.

itizing is about weighing the various interests:linked to the core objectives agains

pertinent can vary depending on the time'and place. As prioritization is always a c}
hization should identify in advance what.isimportant in order for society to function.

Setting different perspectives

nizations interpret incidents'from different perspectives, based on their own missiong
apabilities. These differént perspectives, contributed by each organization, are i

ans viewing
ing used as

hsibility,

e to identify

t each other

piving precedence to that which best satisfies the whole. Which core societal objjectives are

lallenge, the

, operations
portant for
erspectives

as its own

ted to them.

— that the organizations have different interests and therefore want to achieve completely

different things;

— that the organizations have different perspectives and look at the problem in different ways.

The organization should develop an understanding of other perspectives and objectives during the
planning stage.

© ISO 2018 - All rights reserved
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A.3 Developing and implementing methods for working together

Organizations that are familiar with other organizational cultures should have trustin others and work
better together. However, the management of incidents demands more temporary and spontaneous

collaboratio

ns. Collaboration in groups can benefit from

encouraging people to provide viewpoints based on their knowledge and experience,

— working to strengthen the group’s cohesion, and

— being watchful of a conformity of thinking.

In

work inviolving more than one organization, individuals, groups and organizations should

towards building up trust in one another. The trust that has been built up can be maintained thxoy

being a

becomi}
organiz

having

le to acknowledge and adapt to other organizations’ cultural codes, habits and rituals

ng familiar with and managing power relations, status and hierarchiesywithin the
htion, and

in instinctive feel for things that may evoke fear, anger, frustrationr shame in otherg

controlling one’s own emotions.

A.4 Dev

eJ?oping and implementing coordination

During inciglents time is often a limiting factor. In addition, tifne becomes more difficult to mg

since differe
Some incide
to focus on

long-term nj

A.5 Coml

A.5.1 Gen

Communica
takes place
important p

Organizatio
general pub
understand
other sourct

Organizatio

nt aspects of incidents start at different points intithe and last for different periods of
nts may therefore be about to end at the same time as others have not even begun. It is
measures that are close together temporallysand have a distinct effect, to the detrimg
easures.

munication

eral

fion aims to create a ¢ommon and credible reporting of the events of an incident.
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before, during and after an incident. Prior to an incident, communication objectives focus on public
education concerning incident management to enhance awareness of hazards, risks and vulnerabilities;
strengthen prevention, mitigation and preparedness measures; and provide information on all aspects
of incident management. Public alerting communicates warning messages that a disaster is imminent.
Communications during and directly after a disaster explain and guide immediate response actions to
minimize impacts and to maintain safety and security. These communications are instructive on the
requirements for short-, medium- and long-term recovery.
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A.5.2 Establishing communication

The organization should establish and create effective communication coordinated both within and
between organizations, to strengthen credibility, prevent ambiguities and counteract the spreading of
rumours. The organization should

— make communication skills an integral part of preparedness,

— begin using communication as early as the initial assessment when trying to understand what is
happening or has happened,

— ¢

All o
invol
in or
spre

isten to the needs of the target groups and adapt communication accordingly, and

bnsure that communication is characterized by rapidity, openness and accuragy.

Fganizations are responsible for the information they provide to the public.and the m¢
ving more than one organization, each organization involved has a responsibility to
der to coordinate information from different organizations, avoid ambiguities and co
hding of rumours.
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Additional guidance on incident management structure

B.1 General

The principles of incident management, coordination and cooperation apply to all organizZations,
whether they have a single or multiple hierarchical structures. In multiple hierarchiealbincjdent
management structures the principles of coordination and cooperation are of enhanced relevance

B.2 Chain of command and unity of command

Chain of corhmand refers to the orderly line of authority within the ranks of'the incident management
organizatiof. Unity of command means that every individual has a designated supervisor to whom he
or she reporits at the scene of the incident. These principles clarify reporting relationships and elimjnate
the confusiqn caused by multiple, conflicting directives. Incident mattagers at all levels should bg able
to control the actions of all personnel under their supervision.

B.3 Joint/unified command
In incidentq involving multiple jurisdictions, a single jurisdiction with multiagency involvement, or
multiple juriisdictions with multiagency involvement;-joint or unified command allows agencies |with

different legal, geographic, and functional authorities and responsibilities to work together without
affecting indlividual agency authority, responsibility or accountability.

B.4 Span of control

An underlying principle of an incident’'management is the need to optimize the number of resofirces
being managed by a supervisor jmthe interest of greater efficiency. This is known as maintaining the
“span of confrol”. A normal ratiéigsone to seven individuals reporting to one person. An optimum spjan of
control congists of two to fivesindividuals reporting to one person. In routine, repetitive environments
with lower-risk assignments, or where resources work in very close proximity to each other, it may be
acceptable to exceed therecommended span of control. Conversely, in complex incidents where spfety
is a major fdctor or where there is a great distance between resources, it is advisable to lower the[span
of control linit.

B 5 D s s I LA | £ a1 ad=1
. esigmatrea mcecracntiacnitres

Various types of operational locations and support facilities are established in the vicinity of an
incident to accomplish a variety of objectives, such as decontamination, processing of donated goods
and evacuation. Typical facilities include incident command posts, bases, camps, staging areas, mass
casualty triage areas, incident operations centres and other facilities as required.

B.6 Resource management

Incident management provides processes for categorizing, ordering, dispatching, tracking and
recovering resources. In order to ensure readiness, there should be in place, prior to the incident,
a standardized, comprehensive database of resources, as well as protocols to access, utilize and
demobilize such resources.
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Examples of additional expertise and resources that can be considered include

a) human resources, logistics and administrative help to support a sustained response,
b) scientific support (e.g. environmental field monitoring, assurance monitoring),

c) registration and inquiry,

d) incident clothing, shelter and food,

e) transportation,

f) ¢mergysupply,

g) pollutant spill response,

h) drinking water,

i) ealth services (e.g. psychological, psychosocial support),

j)  worker health and safety, and

k) é¢xtraordinary expenditures and compensation.

The ¢rganization should also consider the following when managing resources:
— arrangements to be made with volunteer organizations;

— Jrrangements to be made with local authorities to@’host evacuees from the areas aff¢cted by the
incident.
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Examples of incident management tasks

C.1 Incident command

In incident
incident acf
release of r
incident opd
The definiti

ivities, including the development of strategies and tactics and the ordering)ang
bsources. The incident command has overall authority and responsibility for .condu
rations and is responsible for the management of tactical operations atthe incident
bn of the underlying incident management structures is part of the incident command|

incident commmand may be supported by a staff.

C.2 Publ

The public
agencies wif

NOTE

C.3 Liais

The liaison

jc information

nformation is responsible for interfacing with the public Jand media and/or with
h incident-related information requirements.

This task is mostly allocated to the top level of incident command to harmonize the information

on officer

nongovernnpental organizations and/or private entities.

C.4 Expertadvisor/consultant

Expert advi
emergency |}

C.5 Oper

The operati
incident-relg
assigned op
plan. An opd

esponse, for example-from a science background or with specific professional skills.

ations planning and lead

bns plannifig-and lead is responsible to the incident lead for the direct management
ited operational activities. The operations planning and lead establishes tactics fo
brational period and is directly involved in development of any incident management a
ratiens planning and lead should be designated for each operational period.

Imanagement, the incident command can be an individual or a group responsible f(Lr all

| the
cting
site.
. The

ther

officer is the point of contact for, representatives of other governmental ageicies,

sors/consultants provide._specific knowledge from other organizations involved im the

pf all
I the
ction

C.6 Operational picture

The operational picture provides the collection, evaluation and dissemination of the incident situation
information and intelligence for the incident lead and incident management personnel. The operational
picture then provides status reports, displays situation information, maintains the status of resources
assigned to the incident and documents any incident management action plan, based on the operations
planning and lead’s input and guidance from the incident lead.

C.7 Logistics

The logistics cover all service support requirements needed to facilitate effective and efficient
incident management, including ordering resources from off-incident locations. The logistics also
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