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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

elect
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rotechnical standardization.

proteatfres—Hsea—to—aeverop—ta e ehtana—tn ~—irrefrdea—tor— trther—+aatiatenance are
ribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
Fent types of ISO documents should be noted. This document was drafted in acéordance with the
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documérnt may be the subject of

patel
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it rights. ISO shall not be held responsible for identifying any or all such“patent rights. Details of
atent rights identified during the development of the document will be in the Introdug¢tion and/or
e [SO list of patent declarations received (see www.iso.org/patents);

frade name used in this document is information given for the-éonvenience of users gnd does not
[itute an endorsement.

in explanation of the voluntary nature of standards;, the meaning of ISO specifi¢ terms and
pssions related to conformity assessment, as well ‘as’information about 1SO’s adherence to the
d Trade Organization (WTO) principles in the Techinical Barriers to Trade (TBT) see wjww.iso.org/
breword.html.
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complete listing of these bodies can be found at www.iso.org/members.html.

jdditional guidance has(been added to explain key concepts and terms;

document was prepared by Technical Commiittee ISO/TC 292, Security and resilience.

second edition cancels and replaces thefirst edition (ISO 22313:2012), which has been technically
ed. The main changes compared witlirthe previous edition are as follows:

gtructural and content alterations*have been made to align this document with the latgst edition of

SO 22301;

ontent has been removed from 8.4 that will be included in ISO/TS 22332 (under develppment).

feedback or quéstions on this document should be directed to the user’s national standprds body. A

© ISO

2020 - All rights reserved \Y


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=11ef40eb1225b266b767ee62df5503ce

IS0 22313:2020(E)

Introduction

0.1 General

This document provides guidance, where appropriate, on the requirements specified in ISO 22301. It
is not the intention of this document to provide general guidance on all aspects of business continuity.

This document includes the same clause headings as ISO 22301 but does not restate the requirements
and related terms and definitions.

The intention of the guidance is to explain and clarify the meaning and purpose of the requirements
of ISO 22301 and assist in the resolution of any issues of interpretation. Other International Standards
and Technidal Specifications that provide additional guidance, and to which reference is made, i this
document, 4re ISO/TS 22317, ISO/TS 22318, 1SO 22322, ISO/TS 22330, ISO/TS 22331 andJSO 22398.
The scope of these documents can extend beyond the requirements of ISO 22301. OrganiZzations should
therefore alivays refer to ISO 22301 to verify the requirements to be met.

To provide further clarification and explanation of key points, this document includes several figures.
The figures|are for illustrative purposes only and the related text in the body 0f'this document fakes
precedence.

A business dontinuity management system (BCMS) emphasizes the impdértance of:
— establishing business continuity policy and objectives that align 'with the organization’s objectives;

— operating and maintaining processes, capabilities and response structures for ensuring the
organizption will survive disruptions;

— monitofing and reviewing the performance and effe¢tiveness of the BCMS;
— continupl improvement based on qualitative andyquantitative measurement.
A BCMS, like any other management system, includes the following components:
a) apolicy]
b) competent people with defined responsibilities;
c¢) management processes relating to:

1) policy;

2) planning;

3) implementation and operation;

4) perforfance assessment;

5) management review;
6) continual improvement;
d) documented information supporting operational control and enabling performance evaluation.

Business continuity is generally specific to an organization. However, its implementation can have far
reaching implications on the wider community and other third parties. An organization is likely to
have external organizations that it depends upon and there will be others that depend on it. Effective
business continuity therefore contributes to a more resilient society.

vi © IS0 2020 - All rights reserved
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0.2 Benefits of a business continuity management system

A BCMS increases the organization’s level of preparedness to continue to operate during disruptions. It
also results in improved understanding of the organization’s internal and external relationships, better
communication with interested parties and the creation of a continual improvement environment.
There are potentially many additional benefits to implementing a BCMS in accordance with the
recommendations contained in this document and in accordance with the requirements of ISO 22301.

Following the recommendations in Clause 4 (“context ofthe organization”) involves the organization:

— reviewing its strategic objectives to ensure that the BCMS supports them;

— reconsidering the needs, expectations and requirements of interested parties;
+ being aware of applicable legal, regulatory and other obligations.

(lause 5 (“leadership”) involves the organization:

— reconsidering management roles and responsibilities;

1+~ promoting a culture of continual improvement;

— allocating responsibility for performance monitoring and réporting.
(lause 6 (“planning”) involves the organization:

1+ re-examining its risks and opportunities and identifying actions to address and taKe advantage
of them;

— establishing effective change management.
(lause 7 (“support”) involves the organization:
1+ establishing effective management of its BCMS resources, including competence mpnagement;
1+ improving employee awareness of matters that are important to management;
+ having effective mechanisms for internal and external communications;

1+- managing its documentation effectively.

(lause 8 (“operatioft”) Tesults in the organization considering:

+ the unintended consequences of change;

+ business continuity priorities and requirements;

+- dependencies;

+ ~wvulnerabilities from an impact perspective;

— risks of disruption and identifying how best to address them;

— alternative solutions for running the business with limited resources;
— effective structures and procedures for dealing with disruptions;

— responsibilities to the community and other interested parties.
Clause 9 (“performance evaluation”) involves the organization:

— having effective mechanisms for monitoring, measuring and evaluating performance;

© 1S0 2020 - All rights reserved vii
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— involving management in monitoring the performance and contributing to the effectiveness of

the

BCMS.

— C(Clause 10 (“improvement”) involves the organization:

— hav

— ben

ing procedures for monitoring performance and improving effectiveness;

efitting from continual improvement of its management systems.

As a result, implementation of the BCMS can:

a) protect

life, assets and the environment;

b) protect
c) contriby

d) reduce
effectiv

e) contriby
f) assistiy
g) reduce {

h) demong

and enhance the organization’s reputation and credibility;
ite to the organization’s competitive advantage by enabling it to operate during.disrupt

costs arising from disruptions and improving the organization’s capability to re
b during them;

ite to the organization’s overall organizational resilience;
making interested parties more confident in the organization’s'success;
he organization’s legal and financial exposure;

trate the organization’s ability to manage risk and address operational vulnerabilities

0.3 Plan-

This docu
operating,

organization’s BCMS. An explanation of the PDCA cycle is given in Table 1.

Figure 1 illustrates how the BCMS takes intérested parties’ requirements as inputs for bus

continuity
outcomes (i

-Check-Act (PDCA) cycle

nt applies the Plan-Do-Check-Act (PDCA) cycle to planning, establishing, implemer
onitoring, reviewing, maintaining and_c¢ontinually improving the effectiveness

anagement and, through the required actions and processes, produces business conti
e. managed business continuity) that meet those requirements.

Table 1T — Explanation of PDCA cycle

ions;

main

ting,
f an

ness
huity

Plan Establish"business continuity policy, objectives, controls, processes and procedures

(Establish) relevaiit to improving business continuity in order to deliver results that align with
the organization’s overall policies and objectives.

Do Implement and operate the business continuity policy, controls, processes and

(Implement and operate)t |procedures.

Check Monitor and review performance against business continuity policy and object}ves,

(Monitor angl reiew) report the results to management for review, and determine and authorize actipns
for remediation and improvement.

Act Maintain and improve the BCMS by taking corrective actions, based on the results

(Maintain and improve) |of management review and re-appraising the scope of the BCMS and business
continuity policy and objectives.

viii
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Continual improvement of business continuity
management system (BCMS)

[ ) e )
Establish
Interested (Plan) Interested
parties ﬁ 7 \ ﬁ parties
‘ Maintain and l ‘ ]mp]nmpnf l
improve and operate
(Act) (Do)
Requirements ll\)/[ar%age d
. &
for business a VPR ﬁ USINess
.. onitor an ) .
heck
\_ ) (Check) \_ )
Figure 1 — PDCA cycle applied to BCMS processes
0.4 [Components of PDCA in this document
Tablé¢ 2 shows the direct relationship between the content of Figure 1 and the clauses of this document.
Table 2 — Relationship between the PDCA cycle and Clauses 4 to 10
PDCA component Clause addressing PDCA component
Plan Clause 4 (“context of the organization”) sets out what the organization should do in
(Estqblish) order to make sure that the BCMS meets its requirements, taking into account all
relevant external and internal factors, including:
— ~the needs and expectations of interested parties;
—  its legal and regulatory obligations;
— therequired scope of the BCMS.
Clause 5 (“leadership”) sets out the role of management in terms of demjonstrating
commitment, defining policy and establishing roles, responsibilities and authorities.
Clause 6 (“planning”) describes the actions for establishing strategic ohjectives and
guiding principles for the implementation of the BCMS.
Clause 7 (“support”) identifies the BCMS elements that should be in plage, namely:
ICouUurces, \fUlllt.l\,tbll\f\,, AaAvvVdIrIClItos, \,uuuuuu;\,at;uu alld dU\,ulll\,llt\,d ;ll Ormation.
Do Clause 8 (“operation”) identifies the processes for establishing and maintaining
(Implement and operate) |business continuity.
Check Clause 9 (“performance evaluation”) provides the basis for improving the BCMS
(Monitor and review) through measurement and evaluating its performance.
Act Clause 10 (“improvement”) covers the corrective action for addressing
(Maintain and improve) |nonconformity identified through performance evaluation.

0.5 Contents of this document

It is not the intent of this document to imply uniformity in the structure of a BCMS but for an
organization to design a BCMS that is appropriate to its needs and that meets the requirements of its
interested parties, particularly customers and employees. These needs are shaped by legal, regulatory,
organizational and industry requirements, the products and services, the processes employed, the
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environment in which it operates, the size and structure of the organization and the requirements of its
interested parties.

This document is not intended to be used to assess an organization’s ability to meet its own business
continuity needs, or any customer, legal or regulatory needs. Organizations wishing to do so can use
the requirements in ISO 22301.

Clauses 1 to 3 in this document set out the scope, normative references and terms and definitions
that apply to the use of this document. Clauses 4 to 10 contain guidance on the requirements given in
ISO 22301.

In this document the Fn]lm/ving verbal forms are used:

a) “shouldf indicates a recommendation;

b) “may” indicates a permission;

c) “can”indicates a possibility or a capability.
0.6 Busingss continuity

Business co
acceptable
of implemer
and prepare

Establishing
continuity.

In this docu
performed

applicable t
not-for-prof

Disruptions

deliver products and services. However, ‘implementing a BCMS before a disruption occurs, r

than resporn
operations |

Business co

htinuity is the capability of the organization to continue delivery of products or servig
redefined capacities following a disruption. Business continuity-management is the pr
ting and maintaining business continuity (see 8.1.2 and Figure 5) in order to preven
for, mitigate and manage disruptions.

a BCMS enables the organization to control, evaluate'and continually improve its bus

ment, the word “business” is used as an all-enibracing term for the operations and ser

b large, medium and small organizations operating in industrial, commercial, publig
t sectors.

have the potential to interrupt,the organization’s entire operations and its abili

ding in an unplanned marner after the incident, will enable the organization to re
efore unacceptable levels-of impact arise.

(tinuity management.involves:

es at
hcess
F loss

ness

vices

by an organization in pursuit of its objectives, goals or mission. As such, it is equally

and

Ly to
hther
bume

a) identifyling the organization’s products and services and the activities that deliver them;

b) analysing the impagts of not resuming the activities and the resources they depend on;

c) understanding:the risk of disruption;

d) determjningpriorities, time frames, capacities and strategies for resuming the delivery of pro11ucts
and services;

e) having solutions and plans in place to resume the activities within the required time frames
following a disruption;

f) making sure that these arrangements are routinely reviewed and updated so that they will be

effective in all circumstances.

The organization’s approach to business continuity management and its documented information
should be appropriate to its context (e.g. operating environment, complexity, needs, resources).

Business continuity can be effective in dealing with both sudden disruptions (e.g. explosions) and
gradual ones (e.g. pandemics).
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Activities can be disrupted by a wide variety of incidents, many of which are difficult to predict or
analyse. By focusing on the impact of disruption rather than the cause, business continuity enables an
organization to identify activities that are essential to it being able to meet its obligations. Through
business continuity, an organization can recognize what is to be done to protect its resources (e.g.
people, premises, technology, information), supply chain, interested parties and reputation before a
disruption occurs. With that recognition, the organization can put in place a response structure, so that
it can be confident of managing the impacts of a disruption.

Figure 2 and Figure 3 illustrate conceptually how business continuity can be effective in mitigating
impacts in certain situations. No particular timescales are implied by the relative distance between the
stages depicted in either diagram.

Cagacity of Resumption of activities at Shortened
opgrations acceptable capacity within disruption
acceptable timeframe

WITH bisiness
continujty

< _WITHOYT business

/7 continujty
Mitigating, | Jtags \ Minimun
responding to | el acceptable
and managing . et capacity
impacts /‘il
------------------ ——
Incident Regovery Time at Time
time — . which impacts
objective ! become
unacceptable

Figure 2 — Illustration of business continuity being effective for sudden disruption
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Capacity of Resumption of activities at
operations acceptable capacity within

Shortened
acceptable timeframe

disruption
\ WITH business
{ continuity
Ky
)
)
iy s
; I : L WITHOUT business
Controlled /  continuity
response ,
L ...—_._.: ________
"""""""""""""" f TrmmmmtT """"""""""I'"""' —‘J
\ i - L.
\ Mitigating, e Minimum
v\ responding to // acceptable
\ and managing | capacity
\ impacts | ¥
\ %
o e -
. ] Recovery | Time at
Warning . y : C
! time - i which impacts
Incident objective N
Figui

) become

unacceptable

(e.g. approaching pandemic)

e 3 — Illustration of business continuity being effective for gradual disruption

Time
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Security and resilience — Business continuity
management systems — Guidance on the use of ISO 22301

1

Scope

This document gives guidance and recommendations for applying the requirements of the business

conti

basefl on good international practice.

This|document is applicable to organizations that:

a)
b)

c)

d)
The

implement, maintain and improve a BCMS;

geek to ensure conformity with stated business continuity policy;

uring a disruption;
geek to enhance their resilience through the effective applieation of the BCMS.

buidance and recommendations are applicable to all'sizes and types of organizatior

largd, medium and small organizations operating in industrial, commercial, public and n
sectqrs. The approach adopted depends on the organization’s operating environment and ¢

2
The

Normative references

following documents are referred tolin the text in such a way that some or all of t

consfitutes requirements of this document. For dated references, only the edition cited
unddted references, the latest edition-of the referenced document (including any amendme

ISO 42300, Security and resilience=— Vocabulary

[SO 42301, Security and resilience — Business continuity management systems — Requiremer]

3

Terms and definitions

For the purposes-of this document, the terms and definitions given in ISO 22300, ISO 22
following apply:

ISO gndIEC maintain terminological databases for use in standardization at the following z

3.1

Uity TTamagement systent { BEMSgiverr imt1SO22361The guidance amd Tecommendations are

ﬁeed to be able to continue to deliver products and services at amacceptable predefined capacity

s, including
ot-for-profit
bmplexity.

heir content
applies. For
hts) applies.

301 and the

ddresses:

>0 Unline browsing platiorm: available at https://Www.1S0.0rg/obp

IEC Electropedia: available at http://www.electropedia.org/

business continuity management
process of implementing and maintaining business continuity
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4 Context of the organization

4.1 Understanding the organization and its context

This clause provides recommendations for understanding the context of the organization in relation to
the BCMS. Recommendations for establishing and maintaining business continuity are addressed in 8.1.

The organization should evaluate and understand the external and internal issues (including positive
and negative factors or conditions for consideration) that are relevant to its overall objectives, its
products and services, and the amount and type of risk that it may or may not take. This information
should be taken into account when implementing and maintaining the organization’s BCMS and

assigning py

The organiz,

The organiz

the poli
social a

the fina
nationa

supply ¢

drivers
organiz

relation

commu
relation|

product

iorities.

ation’s external context includes, where relevant, the following:

Fical, legal and regulatory environment, whether international, national, regional or lo
nd cultural aspects;

hcial, technological, economic, natural and competitive environment;whether internati
, regional or local;

hain commitments and relationships (see also ISO/TS 22318);

ation;
ships with, and perceptions and values of, interested parties outside the organization;

hication channels, including social media) used for ascertaining and forming
ships.

ation’s internal context includes, wheke relevant, the following:

s and services, activities, resources, supply chains and relationships with interested pa

capabilities in terms of resourcesiand knowledge (e.g. capital, time, people, processes, syst

technol
existing

informd
and oth

interesf
level ag

hgies);
management systems;

tion and data (stored in physical or electronic form) and decision-making processes (fg
erwise);

ed parties)within the organization, including internal suppliers [consideration of se
Feements (SLAs), assessed resiliency and recovery arrangements], see [ISO/TS 22318;

policies

cal;

onal,

(e.g. risk, technology) and trends having impact on-the objectives and operation of the

such

rties;

ems,

rmal

rvice

and objectives, and the business strategies that are in place to achieve them;

future opportunities and business priorities;

percept

standar

ions, values and culture;

ds and reference models adopted by the organization;

structures (e.g. governance, roles, accountabilities);

internal communication channels used for the exchange of information within the workforce (e.g.
social media).
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4.2 Understanding the needs and expectations of interested parties

4.2.1 General

The organization owes a duty of care to a wide range of people within and outside the organization (see
also ISO/TS 22330). When establishing its BCMS, the organization should ensure that the needs and
requirements of all interested parties are taken into consideration.

The organization should identify all interested parties that are of relevance to its BCMS (see Figure 4)
and, based on their needs and expectations, should determine their requirements. It is important to
identify not only obligatory and stated requirements, but also any that are implied.

When planning and implementing the BCMS, it is important to identify actions that are appropriate in
relatjon to interested parties but differentiate between them. For example, while it ean be|appropriate
to c¢mmunicate with all interested parties following a disruption, it may net be appropriate to
communicate with all interested parties when implementing and maintaining ‘business continuity
management (see 8.1.2).

Interested parties

Suppliers The organization Compeftitors
L IC TSR S SR GRS
Citizens | Top management Management i Media
|
: |
| Those who establish policies and objectives for the BCMS
Customers i |

D S S o S o o T T T\ - - - - ——— Z Commentators

| Distributors | Those who set up and matiage business continuity

Trade groups

Those who maintajnfusiness continuity procedures
Shareholders

| Owners of‘business continuity procedures | NeighBours

Investors

Pressure|groups

Owners Incidentresponse personnel

| Those with authority to invoke |

Emergency services

Insurers

| Appropriate spokespeople |

Other respor]se agencies

Government | | Response teams |

Transport|services

Regulators

Other staff Contractors

Workforce dependants

Service providgrs | Key staff | | Support staff | | Line managers |

Figure 4 — Examples of interested parties in public and private sectors

4.2.2 Legal and regulatory requirements

The application of this document pre-supposes an awareness of the applicable legal and regulatory
requirements.

Requirements can be implied, stated or obligatory. The information regarding these requirements
should be documented and kept up to date. New requirements or changes to existing requirements
should be communicated to affected employees and other interested parties.
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The organization should show that it has access to current and pending legal and regulatory
requirements that are relevant to its operations and how these requirements are met. Requirements

can include:

a) incident response, including emergency management and other relevant legislation;

b) business continuity, which can dictate the scope of the programme or the extent or speed of
recovery;

c) risk, requirements defining the scope or methods of risk management;

d) hazards (e.g. operating requirements relating to dangerous materials stored at the location).

Organizatiohs operating in multiple locations may need to satisfy requirements of different

jurisdictions.

4.3 Determining the scope of the business continuity management system

4.3.1 General

The purpos
ensure covg
other depe

The scope
in4.2,and t

The organiZ
terms appr
available to

4.3.2 Sco

The organiz

a)

establis|
within

1) onlj
2) exc
3) onl)

b) identify

resourc

sr:Fould address the issues identified in 4.1, the requirements of interested parties detern

rage of all relevant products and services, activities, locations, resources, supplierg
encies.

e organization’s mission, goals and obligations.

ation should prepare a statement that sets out'the scope of the BCMS in a manner a
priate to the size, nature and complexity ofithe organization. The statement shou
interested parties.

pe of the business continuity management system

ation should:

r excluded from the scope-of the BCMS, for example:

b including delivery of-a specific product to a country or region;

uding a productithat is no longer viable or is of low value to the organization;
 including'asub-set of products and services;

the organization’s products and services in a manner that enables all related actiy
es and supply chains to be identified.

e of determining the scope of the BCMS is to identify its boundaries and applicability to

and

1ined

hd in
d be

h, by reference to productsiand services, the parts of the organization that are included

ities,

The scope m

— include

ay:

an indication of the scale or magnitude of incident that the BCMS will address;

— identify how the BCMS fits into the organization’s business strategy and approach to risk
management.

4.3.3 Exclusions to scope

The scope determines the locations, products and services, activities and resources to which the BCMS
applies. It follows that all dependencies will be in scope even if they have not been explicitly identified
in the scope statement. For example, if a manufacturing company includes a product in its BCMS
scope, then the supply of raw materials, processing, delivery and any support functions (such as data
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processing, purchasing and human resources) at any location that are involved directly or indirectly in
its delivery to the customer will be included.

Exclusions should not affect the organization’s ability to meet business continuity requirements as
determined by the business impact analysis (see 8.2.2). Activities, resources and supply chains that are
required to deliver in-scope products and services cannot be excluded.

Exclusions from the scope of the BCMS should be documented and the justification for them explained.

If the BCMS is being integrated into an existing management system, the organization should ensure
that all elements of the BCMS are included.

4.4

Business continuity management system

The purpose of this subclause is to emphasize the need for the organization to implement ajnd maintain

procgesses that will enable the BCMS to meet the requirements of ISO 22301, in€eluding
between the processes.

In determining the processes and their application throughout the organizatjon, the organiz:

a)
b)

c)

d)
€)
f)
g)

h)

To the extent necessary, the erganization should:

5

5.1

etermine the inputs required and the outputs expected from these processes;
etermine the sequence and interaction of these processes;

etermine and apply the criteria and methods (including monitoring, measurements
erformance indicators) needed to ensure the effective)operation and control of these

etermine the resources needed for these processes and ensure their availability;
3ssign the responsibilities and authorities forthese processes;
address the risks and opportunities as détermined in 6.1;

¢valuate these processes and implement any changes needed to ensure that these proce
their intended results;

improve the processes and the*"BCMS.

maintain documented information to support the operation of its processes;

fetain documénted information to have confidence that the processes are being ca
planned.

Leadership

interactions

ition should:

and related
brocesses;

sses achieve

rried out as

Leadership and commitment

5.1.1 General

All levels of management throughout the organization should demonstrate leadership and commitment
as applicable to their areas of responsibility.

5.1.2 Top management

Top

a)
b)

management should demonstrate leadership and commitment by:

assigning managerial roles and ensuring they are fulfilled (see 5.1.3);

establishing business continuity policy (see 5.2);
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5.1.3 Other managerial roles

Other managerial levels should demonstrate their leadership and commitment by:

a)

b)
‘)
d)
e)
f)
g)
h)
i)

Managemen|t commitment may also be-demonstrated by:

5.2 Policy

5.2.1 Estgblishing the business continuity policy

appointing one or more persons with the appropriate authority and competencies to be responsible
for the BCMS and accountable for its effective operation (see 5.3);

communicating the importance of business continuity and conforming to BCMS requirements;

making available the necessary resources, including appropriate levels of funding (see 7.1);

promoting continual improvement (see 10.2);
ensuring that the intended outcomes of the BCMS are achieved;

providing other levels of management with support that enables them to demonstrate the
leadership and commitment applicable to their areas of responsibility.

establishing business continuity objectives that are compatible with the orgamization’s strategic
objectives (see 6.2);

integrating BCMS requirements into the organization’s business processes (see 8.1);
displaylng awareness of applicable legal, regulatory and other reqtiirements (see 4.2.2);
establishing BCMS roles, responsibilities and competencies (see.5.3 and 7.2);

achieving the intended outcomes of the BCMS;

activelylengaging in the exercise programme (see 8.5);

conducting internal BCMS audits (see 9.2);
conducting effective management reviews oflthe BCMS (see 9.3);

directing and supporting improvement af‘the BCMS (see Clause 10).

operatipnal involvement through’/steering groups;

inclusiopn of business continuity as a standing item at management meetings.

Top management should define the business continuity policy in terms of the organization’s objedtives
and its obligations, and make sure that it:

a)
b)

‘)
d)

is a concise, high-level statement of top management’s intention and direction for the BCMS;

is appropriate to the purpose of the organization (given its size, nature and complexity, and to
reflect its culture, dependencies and operating environment);

provides a framework for objective setting;

includes a clear commitment to satisfying applicable requirements, including legal and regulatory
obligations;

includes commitment to continual improvement of the BCMS.
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policy should:

specify the scope and boundaries of the organization’s business continuity, including limitations
and exclusions (see 4.3);

identify any authorities and delegations required, including the person or persons responsible for
the organization’s BCMS (see 5.3);

include references to standards, guidelines, regulations or policies that the BCMS should consider or
comply with.

olicy may contain the following:

4 funding commitment;

feferences to other related policies;

3 requirement to implement business continuity;

a commitment to exercise and maintain business continuity.

rganizations with existing management systems, it may be appropriate to integrate the BCMS

Suitgble provisions should be made for approving the policy/vetaining documented information on it,

and

‘eviewing it periodically (e.g. annually) and wheneversignificant changes to internal or external

factdrs occur (e.g. a change in top management, the intradiiction of new legislation). The quitability of

such|provisions will depend on the size, complexity, nature and extent of the organization.

5.2.2 Communicating the business continuity policy

The

a)
b)

‘)
5.3
Top

with|n the BCMSg

business continuity policy should:

e available and maintained as documented information;
e communicated, understood and applied within the organization;

e made available to interésted parties as approved by management.

Roles, responsibilities and authorities

Inanagement showld ensure the assignment and communication of responsibilities and authorities

A m¢gmber of top management should be responsible and accountable for the BCMS. Top hanagement

may

appoint other bodies (e.g. a steering committee) to oversee the implementation gnd ongoing

monjtoring of the BCMS. Representatives, irrespective of their other responsibilities; should be

appointed with defined roles, responsibilities and authority for: |

The

ensuring the BCMS conforms to the business continuity policy;

reporting on the performance of the BCMS to top management for review and as the basis for
improvement (see Clause 9 and 10);

promoting awareness of business continuity throughout the organization (see 7.3);
ensuring the effectiveness of procedures developed for responding to incidents (see 8.4.4.2.2).
management representative may:

be given a specific title (e.g. “business continuity manager”, “business continuity officer” or
“resilience manager”);
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— hold other responsibilities within the organization;

— be from any area of the organization.

Representatives from functions or locations of the organization may be identified to assist in
the implementation of the BCMS (e.g. those responsible for risk-related matters). Their roles,
accountabilities, responsibilities and authorities should be integrated into job descriptions, which may
be reinforced by including them in the organization’s appraisal, reward and recognition policy. Table 3
provides examples of BCMS roles and responsibilities that could be appropriate.

NOTE Examples of teams and possible roles and responsibilities that could be appropriate for responding to

incidents an

Depending
up in a diffq

resuming activities are provided in see Table 5 (see 8.4.4)

n the size of the organization, the roles and responsibilities set out in Table 3 couldh
rent way. The important thing to ensure is that all responsibilities are part afja’role

have an owner.

All roles, re

subject to aydit.

sponsibilities and authorities for the BCMS should be defined and détumented an

Table 3 — Examples of BCMS roles and responsibilities

e set
and

d be

Rol¢

Responsibilities

Top manage

nent

representatiyve

— Be accountable for the BCMS

— Represent business continuity managemeht.at management reviews

manager

Business corjtinuity

— Beresponsible for the BCMS

— Establish and demonstrate commitinent to business continuity policy

— Lead all programme activities and coordinate with other functions

— Nominate team memberswith appropriate seniority, authority and competence
— Facilitate the approwvalof solutions, procedures and exercise programmes

— Putforward team'recommendations at management review meetings

managemen

Business corjtinuity

team

— Implement/business continuity management across the organization
— Maintain.documentation

— Ensare that reviews of the programme are conducted on a timely basis
—¢Assess the adequacy of business continuity for individual functions

- Organize and coordinate business continuity awareness programmes

— Create exercise programmes and seek approval from the appropriate authority

— Conduct exercise briefings and debriefings

— Keep interested parties informed of the programme

— Ensure that exercising takes place in accordance with the exercise programme
— Ensure that internal audits and management reviews are carried out on time
— Maintain relationships with functions and liaise with them during disruptions
— Ensure that corrective action plans are implemented in a timely manner

— Facilitate the efforts of functional representatives/coordinators

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=11ef40eb1225b266b767ee62df5503ce

IS0 22313:2020(E)

Table 3 (continued)

Role Responsibilities
Functional — Maintain business continuity procedures
representatives

— Inform the business continuity manager of the status of preparedness
— Perform and report on programme activities as directed
— Confirm that suppliers’ continuity plans are tested and maintained

— Coordinate the participation of personnel in exercises

— Maintain records of business continuity exercises
— Keep the team informed of changes that could affect business centinuit
— Follow up corrective actions in a timely manner

— Keep the business continuity manager informed of progress on correct

ve actions

6

6.1

Planning

Actions to address risks and opportunities

NOTH The guidance in this subclause relates to the effectiveness of the BCMS. Guidance relating to risks of

priorftized activities being disrupted is provided in 8.2.3.

6.1.1 Determining risks and opportunities

Determining and addressing risks and opportunities enables the organization to:

a)
b)
c)
The

expe
in4.2.2.

This|determination-should include consideration of risks and opportunities and their pote
on the effectiveness of the BCMS. Risks and opportunities can arise from:

btain assurance that the BCMS can achieve its intended outcomes;
Irevent, or reduce, undesired effects;
dchieve continual improvement.

organization should determine actions to address the issues identified in 4.1, thg

3 lacksefleadership and commitment from top management;

needs and

ctations of interested-parties identified in 4.2, and the legal and regulatory requiremenits identified

ntial impact

insufficient funding of the BCMS leading to an ineffective response;

poorly documented information;
a lack of people with demonstrated competence;
an inadequate management review process;

an inability to break into new markets where business continuity is a requirement.

6.1.2 Addressing risks and opportunities

The organization should plan the actions needed address these risks and opportunities in a manner that:

prevents unintended outcomes;
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— takes advantage of any opportunities to improve the BCMS;

— achieves integration into the BCMS process (see 8.1);

— ensures that documented information will be available to evaluate if the actions have been effective
(see 9.1).

6.2 Business continuity objectives and planning to achieve them

6.2.1 Establishing business continuity objectives

The organization should establish objectives for the implementation and maintenance of bus
continuity njanagement (see Clause 8). These should be in line with organization’s overall objecfivey

should incl
Planning sh
be monitorg

As the BCMS
6.2.2 Det
When deter
clearly:

a) whatw
b) the resd
c¢) who wil
d) complef
e) howreg

The followi
requiremen

“Top m
SO 223

— “Directgr A will engage-with XXX Consultants to achieve certification against ISO 22301 by da
named products andservices.”;

— “Top m

complignt busifiess continuity in place to meet our obligations to named customers.”;

— “The IT

e identifying responsibilities and setting appropriate and realistic targets for@omple

d and documented.

evolves, this plan should be reviewed regularly and, where appropriatesupdated.

ermining business continuity objectives

mining its business continuity objectives, the organization-should ensure that they sp|

11 be done;

urces that will be needed;
1 be responsible;

ion dates;

ults will be evaluated.

hg examples of business continuity objectives can, in certain circumstances, mee
s specified in ISO 22301:

hinagement will allocate-the necessary resources to ensure that a BCMS, consistent
01 is established by-date for all products and services.”;

hnagement will use existing resources to ensure that, by date, we will have ISO 2

ness
,and
tion.

buld be communicated throughout the organization. Progress on its implementation should

ecify

t the

with

te for

2301

Director will work with our vendors to shorten the recovery time of activities supporting

named products and services by 1U Yo. 1h1s will be achieved Dy date. ;

— “Without drawing on additional resources, the production manager will have in place, by date,
business continuity management that meets the requirements of ISO 22301 and protects named
products and services.”.

6.3 Planning changes to the business continuity management system

Change management is an important consideration for all management processes.

Changes to the BCMS, including those identified in 10.1, should be carefully planned to ensure that
the intended purpose is fully investigated and understood. This should include contemplation of the
consequences of the changes proposed, ensuring that both anticipated and unintended consequences
are considered, and making sure that the integrity of the BCMS is preserved.

10
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The organization should also make sure that appropriate and sufficient resources are available, and
that responsibilities and authorities are allocated or reallocated as necessary.

7 Support
7.1 Resources

7.1.1 General

The rganization shonld determine and ensure availability of the resources needed for the BCMS that will:

a) achieve its business continuity policy and objectives;
b) meet the changing requirements of the organization;
c) e¢nable effective communication on BCMS matters, internally and externally;
d) provide for the on-going operation and continual improvement of the BCMS.

Resofurces should be available in a timely and efficient manner.

7.1.2 BCMS resources

Wheh identifying the resources required for the BCMS,\the organization should make adequate
provijsion for:

a) people and people-related resources, including:

1) the time necessary to fulfil BCMS rolesiand responsibilities;

2) training, education, awareness and eXercising;

3) management of BCMS personnel;

b) facilities, including appropriate work locations and infrastructure;

c) information and communications technology (ICT) systems, including applications that support
effective and efficient programme management;

d) 1nanagementandzeontrol of all forms of documented information;
e) ¢ommunication-with interested parties (see Figure 4);
f) {finance ahd funding.

Resources‘and their allocation should be reviewed periodically in order to ensure their pdequacy. It
may peappropriate to involve top management in this review.

7.2 Competence

The organization should establish an appropriate and effective system for managing competence of
persons undertaking BCMS work under its control.

Management should determine the competences required for all BCMS roles and responsibilities and
the awareness, knowledge, understanding, skills and experience needed to fulfil them. All persons
assigned roles within the organization should demonstrate the competencies required and be provided
with training, education, development and other support needed to do so. This may be referred to as a
“competence development programme” and may include:

— an assessment of competences for role(s) to be undertaken;
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The organiZ
requiremen

Types of tra
follows:

Competencd

the creation of a personal development programme that identifies training, education, development
and other support needed to attain competences;

the provision of training and mentoring, including the selection of suitable methods and materials;

performance evaluation;

knowledge sharing;

job sharing;

hiring o

r contracting competent persons;

training
the docy

the eva
verify c

the imp

setting
conduct
conduct
commu
project
develop

running

integraf
integraf

integrat

of target groups;

mentation and monitoring of training received;

uation of training received against defined training needs and requirements in order to

bnformity with BCMS training requirements;
Fovement of the development programme as needed.

ation should have a process for identifying and delivering the business continuity tra
s of all participants and evaluating the effectiveness of its delivery.

ning

ining that may be appropriate for establishing, managing‘and maintaining the BCMS are as

1p and managing business continuity management;
ing a business impact analysis;
ing a risk assessment;
hication skills;
management;
ing and implementing business continuity documentation;
an exercise progranime.
may be reinforeeéd by any of the following:
ing BCMS achievements into the organization’s reward and recognition process;
ing BCMS.achievements into the organization’s performance and appraisal process;

ing"BCMS roles, accountabilities, responsibilities and authority within the organiza

job desq

riptions and skills set;

active p

articipation by business users and top management in rehearsals, exercises and tests.

ion’s

The organization should require contractors working on its behalf to demonstrate that person(s) doing
work under its control have the requisite competence for the BCMS and response roles that they will
perform.

12
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7.3 Awareness

The organization should ensure that all persons working under its control (e.g. staff, contractors,
suppliers) are aware of the business continuity policy and the organization’s business continuity
objectives, and:

The

Embgdding business continuity management within the culture of the organization is supp|

how to reduce the likelihood of disruptions and their role with regard to incident detection,

mitigation, self-protection, evacuation, response, continuity and recovery;
the importance of conformity with business continuity policy and procedures;

ependencies on suppliers and outsource partners and any associated risks to busines

objectives;

tthe implications of changes in the operation of the organization;

their contribution to the effectiveness of the BCMS, including the benefits of improy
¢ontinuity;

their role and responsibility in achieving conformity with its requiremeénts.

it becomes part of the organization’s core values and management;

rocedures.

evelop business continuity more efficiently$

instil confidence in its interested parties (especially staff and customers) in its abili
isruptions;

increase its resilience over time-by ensuring business continuity implications are c
ecisions at all levels;

inimize the likelihood@nd impact of disruptions.

the involvementofall personnel in the organization;
3 dispersedileadership across the organization;

the assignment of responsibilities;

ed business

rganization should build, promote and embed business continuity“management within the culture
of the organization so that:

interested parties become aware of the business continuity policy and their role im associated

'y to handle

nsidered in

orted by:

meéasurement based on performance indicators;

integrating business continuity into normal management practices;
awareness raising;
skills training;

exercising business continuity plans.

An awareness programme may include:

— aconsultation process with staffthroughout the organization concerning the setup and management

of business continuity management;
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Changes in {
activities af
business co
continuity-n

7.4 Comiy

The organiz

Communica
of intereste
and, where
a) Onwha
nature
obligati
b) When ¢
imperaf]
c) With wj
to time
commu
d)
e)

discussion of business continuity in the organization’s newsletters, briefings, introduction
programme or journals (including new employee orientation);

inclusion of business continuity on relevant web pages;

inclusion of business continuity management as a topic in staff and management team meetings;

selective publication of post-incident reports following incidents;

briefing

visits to

s for top management;

designated alternative location (e.g. a recovery site);

regular
continu

being a
being a

deliveri

attending local or global business continuity conferences.

frequenttly commutication should take place.

communications with suppliers to ensure they understand the organization’s bus
tyrequirements and can demonstrate their capability to meetagreed continuity capabil

he business environment and operations affect the approach and way business conti
e planned, designed and implemented. The organization may demonstsate awarensg
htinuity management trends by, for example, actively participating in Jindustry busi
elated activities, which may include:

member of an industry interest group;
member of a conference-organizing committee;

hg presentations at conferences and seminars;

nunication

Ation should determine the communications relevant to the BCMS.

[ parties (see 4.2). For communication to be effective, the organization should deter
\ppropriate, establish criteria for determining the following.

f the organization and sifuation. Some organizations, for example, have legal or regul
bns to communicate.

ommunication-should take place: There can be thresholds beyond which it bec
ive for the opgahization to communicate and the organization’s context can dictate

hom .ifSwill communicate: All interested parties will require communication from
sofitlis important to determine for each interested party, the circumstances in y

ness
ities.

huity
ss of
ness-

Lions relevant to the BCMS enable the organization to respond to the needs and expectafions

mine

L it will communicate: Corimunication regarding the BCMS can be needed depending op the

hitory

bmes
how

time
rhich

hication will be needed and the communication priorities.

The means of communication: Determining in advance the methods, tools and channels of
communication, including alternatives, will enable the organization to communicate effectively.

The persons to execute the communication: The organization should identify spokespersons to
represent the organization and designate specific people to be points of contact for communication.

The organization may include references to its BCMS and business continuity arrangements in supplier
and customer newsletters and briefings.

The organization should provide effective external communication as part of its awareness programme
(see Z.3) and when responding to an incident (see 8.4.4).

14
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7.5 Documented information

7.5.1 General

Documented information required by ISO 22301 provides evidence of conformity to requirements and

the effective operation of the management system.

The term “procedure” means a specified way to carry out an activity or a process. A “documented
procedure” means that the procedure should be established and maintained on a suitable medium.

A single document may address the requirements for one or more documented procedures. A

requjremer [d dOCU NLted proceaur dy De covered by ore dall OIle dOoCUu

inderstanding the organization and its context (see 4.1);

gal and regulatory requirements (see 4.2.2);
— gcope of the BCMS and any exclusions (see 4.3);
— policy (see 5.2);
Iusiness continuity objectives and planning to achieve thefn (See 6.2);

— ¢ompetence (see 7.2);

— Iusiness impact analysis and risk assessment (see.8:2);
— lusiness continuity strategies and solutions (see 8.3);

— lusiness continuity plans and procedures (See 8.4);

— ¢xercise programme (see 8.5);

— 1Inonitoring, measurement, analysis and evaluation (see 9.1);

— internal audit (see 9.2);
— Inanagement review (see-9.3);
— nonconformity and.eorrective action (see 10.1).

In addition, documented information covering the following information can be required t
effectiveness of'the BCMS:

— ¢ustomer contracts and service levels;

— 1esults of business impact analyses;

b ensure the

— results of risk assessments;
— determination and selection of business continuity solutions;
— incident response overview;

— awareness programime;

— BCMS and incident communications with staff and interested parties, such as newsletters, meeting

notes and alerts;
— training programmes for the organization and individuals;

— exercise schedule;
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contracts and service level agreements with suppliers;

contractor and supplier business continuity policy and plans, including evidence of risk monitoring

of their suppliers, and evidence that their suppliers’ continuity plans are maintained and exercised;

evidenc

7.5.2 Creating and updating

To conform

all docul
date, ay|

the org
graphic
electrof

the forn

The extent
following fa

the size

th

contractor and supplier notification and response procedures;

e of inspection, maintenance and calibration;

post-incident reports of incidents and near-misses;

BCMS review meeting minutes.

Lo the requirements for creating and updating documented information:

ented information should be clearly identifiable (e.g. name, reference number, descrif
or, version);

inization should specify the formats that are acceptable (e.g. language, software ver
5) and the media that can be used for the storage of documented information (e.g. p
ic);

hat and media used should be reviewed and approved forsuitability and adequacy.

of documented information for the BCMS may differ between organizations due t
Ctors:

the co

the co

7.5.3.1 Ac
All required

The purposg
documents
primary foc

Examples o
appropriate

|

7.5.3 Conftrol of documented information

plexity of activities and their interactions;

petence of persons.

cess to documented information
documented information should be controlled.

e of controlling doCumentation is to ensure that organizations create, maintain and pr
n a mannerthat is appropriate and sufficient to implement and operate the BCMS
lis should b€ on this purpose rather than establishing a complex document control sys

[ proteetion include preventing documents from being compromised or modified wit
authorization and from being accidentally deleted.

of organization, its products and services, andthe type of activities that it undertakes;

tion,

sion,
aper,

b the

ptect
The
fem.

hout

There are various access levels and combinations that may be granted (e.g. view only, view and change,
restricted view). It can also be appropriate for the organization to classify its documented information
according to its sensitivity (e.g. restricted, confidential, protected). Such classification can, for example,
be needed for business continuity solutions relating to internal labour disruption, or where business

continuity p

lans and procedures contain competitor-sensitive information.

7.5.3.2 Types of control

A document

ed procedure should be established to define the controls that are needed to:

distribute documented information;

— provide access to it (access includes, for example, the permissions and authority to view or change

docume

16

nted information);
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— approve documents for adequacy prior to issue;

— review and update as necessary and to re-approve documents;

— ensure that changes and the current revision status of documents are identified;

— ensure that relevant versions of all applicable documents are available at points of use;
— ensure that documents remain legible and readily identifiable;

— ensure that documents of external origin determined by the organization to be necessary for the
planning and operation of the BCMS are identified and their distribution controlled;

— ;I)revent the unintended use of obsolete documents and to apply suitable identificatio'n to them if
hey are retained for any purpose;

— ¢stablish document retention and archival parameters;
— ¢nsure the protection and non-disclosure of confidential information.

Organizations should ensure the integrity of documented information-by rendering it tamperproof,
securely backed-up, accessible only to authorized personnel, and protected from damage, deterioration
and loss.

The prganization should demonstrate awareness of all relevant/legislation and regulations regarding
the retention of documented information and should retainievidence of compliance.

8 Operation
8.1 | Operational planning and control

8.1.1 General

The prganization should determine,“plan, implement and control the processes needed [to establish
and maintain business continuitytmanagement that meets applicable requirements (see Clause 4) and
implement the actions determined in 6.1.

Thesle processes should beintegrated into the organization’s business processes to ensure that they are
managed appropriately@nd their effectiveness maintained.

The ¢rganization should establish control mechanisms that include:

a) dleciding howthese processes should be determined, planned, implemented and contrglled (e.g. by
¢stablishing an implementation plan and agreeing a suitable methodology for implementing and
maintaining business continuity management);

b)

c) keeping documented information to demonstrate that the processes have been carried out as
planned.

The organization should ensure that planned changes are controlled, unintended changes are reviewed,
and appropriate action is taken.

The organization should ensure that outsourced processes and the supply chain are controlled (see
8.3.4.9)
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8.1.2 Business continuity management
The elements of business continuity management, as shown in Figure 5, are as follows.

a) Operational planning and control (see 8.1): Effective operational planning and control is at the
heart of business continuity management. It should be led by a responsible person nominated by
top management.

b) Business impact analysis and risk assessment (see 8.2): Business impact analysis enables the
organization to assess the impact that disruption of activities would have on delivery of its products
and services. This enables the organization to prioritize the resumption of activities.

Understanding the risks of disruption to these prioritized activities enables the organizatipn to
manage them.

The outfome of business impact analysis and risk assessment enables the organizationto determine
approptiate parameters for its business continuity strategies and solutions.

c) Businegs continuity strategies and solutions (see 8.3): The identification and evaluation of a jange
of business continuity strategies enables the organization to identify solutions for reducing the
risk and mitigating the impact of disrupting its prioritized activities and deal with any disrupfions
that ocqur. Selected business continuity solutions will provide for theesumption of deliveries of
productls and services at an acceptable capacity (production or service level) and within agreed
time frgmes.

d) Businegs continuity plans and procedures (see 8.4): Business continuity plans and procedures
enable the organization to manage a disruption and continue activities based on its busjness
continujty requirements. There should be a defined response structure that identifies the teams
respongible for responding to disruptions (see 8.4:2). The organization should establish| and
implement plans and procedures for warning and communication (see 8.4.3), responding to
incidents (see 8.4.4.2.2), and recovery (return to-business as usual) (see 8.4.5).

e) Exercis¢ programme (see 8.5): An exercise programme enables the organization to validatg the
effectiveness of solutions, plans and progedures that have been put in place. An exercise prograjmme
also prqvides opportunities for the orgarization to:

1) promote personnel awarenessand competency development;
2) enspre thatits business ¢ontinuity plans and procedures are complete, current and appropriate;
3) impgrove its business’eontinuity.

f) Evaluatjon of business continuity documentation and capabilities (see 8.6): The organizption
should ¢valuate its¢business continuity management to ensure that it is effective and enablefs the
organizption te-achieve its business continuity objectives.
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Figure 5 — Elements of business continuity management

8.1.3 Maintaining business continuity
Effedtive maintenance of business continuity includes:

— ¢nsuring the continuing relevance of the(Scope, roles and responsibilities for business ¢ontinuity;

— promoting and embedding business’continuity management within the organizatiopn and other
interested parties, where appropriate;

— 1Inanaging costs associated.with business continuity;

— ¢stablishing and monitering change management and succession management regimes within
the BCMS;

grranging or previding appropriate staff training and awareness;

— 1Inaintainingprogramme documentation appropriate to the size and complexity of the

Each| compenent of an organization’s business continuity arrangements, including documentation,
should be\regularly reviewed, exercised and updated. These arrangements should also be reviewed
and ppdated whenever there is a significant change in the organization’s operational ephvironment,
structure, focations, personnel, processes or tecnnology, or when an exercise or incident highlights
deficiencies.

The organization may adopt a recognized project management method to ensure that business
continuity management is effectively managed.

Techniques for ensuring that business continuity stays effective, include:
— implementing good practice;
— administering the exercise programme;

— coordinatingtheregularreview and update of business continuity, including reviewing or reworking
the analysis of business impacts and risk assessments;
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8.2 Business impact analysis and risk assessment

8.2.1 General

ensuring that business continuity procedures remain appropriate to the needs of response teams.

An organization achieves its purpose by delivering its products and services to customers. It is important
therefore to create an understanding of the adverse impact over time that disrupting delivery of these
products and services (and the activities that support them) would have on the organization and
interested parties. It is also important to understand the inter-relationships and resource requirements

of the activi

The organiz
impacts (se

jacthat cuinmmort e duncte and cnrvionc and tha thraatc +0 +hans
e StaatSUppoertproatecsSaha-Servecesaha e tireadts+o+thaeHt:

ation should implement and maintain processes that systematically analyse the.bus
b 8.2.2) and assess the risks of disruption (see 8.2.3), the outcomes of which |enabl

organization to identify business continuity strategies and solutions (see 8.3). The analysis ‘of bus

impacts and
changes wit]

It is for the
assessment

assessment of risks should be reviewed at planned intervals and when thére are signif
hin the organization or the context in which it operates.

organization to determine the order in which the analysis of business impact an
pf risk are performed as long as the risks to its prioritized activities (see 8.2.3) are asse

8.2.2 Busjiness impact analysis
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ben disrupted. Its main purpose is to enable the ofganization to identify and classi
' any activities that could need urgent action.when they have been disrupted bec
sume them quickly could result in unacceptable tevels of adverse impact. It is possiblg
her than those needing to be recovered quickly will need to be prioritized. For examp
does not need to be resumed for six months but would take a minimum of eight mont
1d need to be prioritized. Prioritized activities can therefore also be regarded as actiy

that can re

This docu
periods or o

ire business continuity solutions to‘be implemented before they are disrupted (see 8|

r:Ent uses the term “prioritized activity” but organizations may use their own terms,

Iders of priority. Examples ofiterms include “critical”, “essential”, “vital” and “key”. Exan
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ization describes how it operates in its own way. For example, an organization may des
being tasks or séts'of tasks that the organization performs in order to produce or deliv
d services (seg.Figure 6). Other organizations may wish to describe products and ser
hted by pracésses made up of activities.

5 should cover all activities within the scope of the BCMS. It is acceptable to perforn
broups of activities, for example, relating to specific products and services (see Figure
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organization describes its own operations.
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Figure 6 — Understanding the erganization
ISO/TS 22317 contains further guidance on conducting“a business impact analysis. It is|a Technical
Specification that presents a phased approach as a way.of meeting the requirements of [SO{22301.

The pnalysis of business impacts enables the prganization to determine the adverse impacts that
disryptions would have on its operations and ptepare, as an outcome, a statement and a justification of
busiess continuity requirements.

The gnalysis also enables the organizatién to:

pbtain an understanding of its products and services and the activities that deliver them;

determine priorities and tinie frames for resuming delivery of products and services;
identify the resources that could be required for continuity and recovery;

identify dependencies (both internal and external).

The procéess-should include defining evaluation criteria for the analysis of business impa¢t, including
the types+of impact and time frames to be considered. Both should be based on the contgxt, business
objectives—and—aim he—organization—a i d i parties. The
evaluation criteria should be reviewed regularly, and more frequently during periods of change.

Types of impact (which may be referred to as “impact categories”) can include, for example, those
shown in Table 4.
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Table 4 — Examples of type of impact

Type Description
Financial Losses due to fines, penalties, lost profits, or diminished market share
Reputational Negative opinion or brand damage
Operational Extent and duration of disruption to flow of business operations

Legal and re

gulatory Litigation liability and withdrawal of licence to trade

Contractual

Breach of contracts or obligations between organizations

Business obj

ectives Failure to deliver on objectives or take advantage of opportunities

The time ta
The time f7
For examplg

minutes or hours. Longer time frames would be appropriate for organizations with less time-sen;

products an|

Disruption

example, th
result in sul
services bei
in nature. T
monthly or
making the
impacts are

It is for the
to the orgal
as “maximy
acceptable d
be expresse

The busined
which will ¢

lken for impacts to become unacceptable can vary between seconds and several mo
, to accommodate products that are very time sensitive, the time frames may need

d services.

hg delivered. Products and services also have daily variations in.demand and can be cy
hnnual deadlines or project delivery dates. Taking indiré¢t‘Consequences into accoun

assessed.

rganization’s top management to determine the‘thresholds of impact that are unaccep
nization. The time it would take for impactsito become unacceptable can be referr
m tolerable period of disruption (MTPD)Y “maximum tolerable period” or “maxi

]

 as the “minimum business continuity objective (MBCO)".

s impact analysis should also in¢lude identifying dependencies of prioritized actiy
nable the organization to ensure that they are included in the risk assessment (see §

and available for determination of busifiess continuity strategy and solutions (see 8.3).

The organiz
8.3.4) beforq
may not be i

The process|
a) defining
1) typ
2) tim

of these

ation should be wary of-determining resource requirements of prioritized activities
 selecting continuitysolutions (see 8.3.3) because the dependencies of prioritized actiy
elevant to the continuity solutions that are selected.

for analysingbusiness impacts should include:
b evaluation' criteria relevant to the organization’s context, including:

es of impact;

ames will depend on the time-sensitivity of the organization’s products and-sery

bf activities can cause delivery of products and services to be impacted indirectly
e loss of the ability to pay suppliers can damage the reputationcof-the organizatior
ppliers refusing to supply goods, which then prevents produets-being manufacturg
here are often seasonal variations and higher levels of a€tivity associated with we

assumption that disruption occurs at the worst timejensures that the maximum pos

utage”. The minimum level of product aoryservice that is acceptable to the organizatioi

inths.
rices.
to be
itive

. For

and
bd or
rlical
ekly,
t and
sible

able
bd to
mum
h can

ities,
.2.3)

(see
yities

£
TTanes;

identifying activities that support the delivery of the organization’s products and services;

activities;

unacceptable;

minimu

f)
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m acceptable capacities (see Figures 2 and 3);

identifying prioritized activities;

using the evaluation criteria to assess the anticipated impacts over time resulting from disruption

estimating the time within which the impacts of not resuming activities would become

setting time frames within the time identified in d) above for resuming activities at specified
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identifying the dependencies of prioritized activities, including people (see 8.3.4.2),

information

and data (see 8.3.4.3), buildings, workplaces and associated utilities (see 8.3.4.4), equipment and
consumables (see 8.3.4.5), ICT systems (see 8.3.4.6), transportation and logistics (see 8.3.4.7),

finance (see 8.3.4.8), and partners and the supply chain (see 8.3.4.9);

identifying interdependencies of prioritized activities (e.g. procurement is dependent on finance to

release funds).

In this document, the time frame for resuming an activity [see e) above] is referred to as the activity’s
“recovery time objective (RTO)". Setting an activity’s RTO may also need to take into account:

It m

dpppndpnripc an related activities;
the complexity of the recovery process.

dy be appropriate for organizations with complex recovery processes to setymultiplg

range of acceptable capacities.

Wheh considering the dependency of activities on information and data, the organiz
ensufre that information and data required for an activity to be resumed‘will be appropria

The

brganization may use the term “recovery point objective (RPQ)*te achieve this. Thq

poinf up to which information and data used by an activity is restored to enable the activit
upor] resumption. The RPO can also be used to determine the frequency of backup neec
unacceptable loss of data and information, and other work-inyprogress that could preven
from|being resumed.

1S0/

held
avai

The

data. ISO/IEC 27002 provides guidance on ensuring the ongoing confidentiality, i
lpbility of data.

analysis of business impacts should be documented including:

the identification of legal, regulatory,dnd contractual requirements (obligations) and th
Ibusiness continuity requirements:{see 4.2.2);

the endorsement or modification of the scope of the organization’s BCMS (see 4.3);

the evaluation of impacts-en the organization over time as justification for busines
fequirements (time and capability);

the identification-of the relationships between products and services, activities and res
the identification of supporting resources that are depended on by prioritized activitie

the identification of dependencies on other activities, supply chains, partners and othg
parties.

Inforimation may come from:

RTOs for a

tion should
tely current.
e RPO is the
y to operate
led to avoid
[ an activity

EC 27031 provides further guidance with regard ‘to ensuring the currency of electronically

itegrity and

eir effect on

5 continuity

ources,;
S

r interested

interviews;
questionnaires;
workshops;

other internal and external sources.

8.2.3 Risk assessment

NOT

E

relating to the effectiveness of the BCMS is provided in 6.1.
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The purpose of the risk assessment is to enable the organization to assess the risks of prioritized

activities be

ing disrupted so that it can take appropriate action to address these risks.

The organization should implement and maintain a formal risk assessment process that systematically
identifies, analyses and evaluates the risk of disrupting the organization’s prioritized activities and the
processes, systems, information, people, assets, suppliers and other resources that support them.

Risk assessment is a structured process for analysing risk in terms of likelihood and consequences
before deciding on further treatment that could be required. This structured process attempts to
answer some fundamental questions, such as the following.

— What cg

uld hnpppn'?

— Whatis
—  What c(

— Is there

The procesp should take into consideration the context of the organization)and the needs|
expectationg of interested parties (see 4.1 and 4.2).

The organization should understand the threats and vulnerabilities relevant to the resources reqi
by the organization’s activities, particularly those:

— resources required by activities identified as high priority;

— where {
objectiyf

The organiz

that could lg¢ad to a disruption. ISO 31000 sets out the principles of risk management and assoc
guidelines. Typical elements that should be included'in the context of this document are as follows

a) Identification of risks: Potential sourceg-of'risk to the organization’s prioritized activities an
processgs, systems, data, people, assets, suppliers and other resources that support them. T

can conj

1) spefific threats that could at some point disrupt activities and resources (e.g. fire, flood, p

fail

2) disi

fail

pod

b) Analysi
treatme

the likelihood of it or them happening?
uld be the consequences?

anything that could mitigate the consequences or reduce the likelihood?

he replacement lead time for the resource is_langer than the activity’s recovery
e.

ation should select an appropriate method.for identifying, analysing and evaluating

e from:

ire, staff loss, staff absehteeism, computer viruses, hardware failure);

ire, inadequacies in fire protection, lack of electrical resilience, inadequate staffing lg
r IT securityand resilience).

5 of risks* An understanding of the risk so that it can be evaluated and the most approp
nt gan be determined. This should involve:

and

hired

time

risks
jated

d the
hese

pwer

uptions, which(eould arise from vulnerabilities within resources (e.g. single points of

evels,

riate

1 | 1 1 RN NS RUNEE [l PN, 1) NONDNE R o NS N e 1 ti
constaermg—tre—tauses—atta—SoturceS—or T'iSK e Reoot—or Dot postttve—aiad—1regative

consequences, and the effect that other factors could have on the likelihood;

2) determining the risks, based primarily on their likelihood and anticipated consequences, but
also taking into account the effectiveness and efficiency of existing controls.

A key parameter in the analysis is likelihood, so confidence in its validity (based on divergence
of opinion among experts, uncertainty, availability, quality, quantity and ongoing relevance of
information, or limitations on modelling) should be considered and brought to the attention of
decision makers and other interested parties.

The analysis can be qualitative, semi-quantitative or quantitative.

24
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c) Evaluation of risks: An evaluation of which disruption-related risks require treatment. This should
focus on the resources required by activities with high priority or with significant replacement
lead time.

The organization should be aware of any financial, regulatory/legislative or governmental obligations
requiring the communication of these findings. In addition, certain societal needs can also warrant
sharing of this information at an appropriate level of detail.

8.3 Business continuity strategies and solutions

8.3.1 General

Business continuity strategies are possible ways for the organization to meet its business continuity
requjrements.

— Business continuity strategies should be comprised of at least one business.continuity|solution but
ay require more than one solution to meet business continuity requirements.

— Business continuity solutions include approaches, arrangements, methods, procedures| treatments
nd actions that can be putin place to implement business strategieés:-Solutions can be ufed for more
han one strategy.

Busifess continuity strategies and solutions:

a) ¢nable the organization to resume business operationsiwithin the required time framfes and at an
cceptable capacity;

b) identify capabilities that the organization can“implement and improve over time|to mitigate
isruption-related risks.

The |dentification of business continuity strategies and the selection of business continujty solutions
shoulld be based on the business impact analysis (see 8.2.2) and the risk assessment (see 8.2.3), taking
into fonsideration the associated costs.

The prganization should have in.place procedures for identifying and selecting businesf continuity
strategies and solutions, including review and approval of recommended solutions. The ¢rganization
should consider options thatcan be implemented before, during and after a disruption.

8.3.2 Identification.of strategies and solutions

8.3.2.1 General

Mos{| strategies require one or more solutions but, for some of the organization’s actiyities, doing
nothjng or-deferring resumption may be acceptable strategies.

For ¢xdimple, a relocation strategy for resuming activities can be made up of a number |of solutions
» «

including “emergency transport”, “network redirection” and “alternate staffing”. These solutions can
also form part of the strategy “extending working hours”.

Similarly, a production strategy for protecting prioritized activities can, for example, be made up of
a number of solutions including “moving the manufacture of 30 % of Product A from Location A to
Location B” or “splitting the manufacture of Product A between Location C and Location D”.

To ensure that the operation of business continuity plans (see 8.4.4) is not adversely affected by
the disruption, the organization may need to take precautions, for example, separating teams and
recovered ICT systems across multiple locations. Total separation for all scales and types of disruption
is not always achievable and it may be necessary to identify limitations and agree them with top
management. Limitations can be expressed in terms of distance, minimum personnel or severity, and
can be influenced by the response of public agencies to severe or widespread disruptions.
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The organization should identify appropriate strategies and solutions for:

— protect

— stabiliz

ing prioritized activities;

ing, continuing, resuming and recovering prioritized activities;

— mitigating, responding to and managing impacts.

The organization should have in place a mechanism for determining and selecting business continuity
strategies and solutions, including the approval and implementation of recommended solutions (see 8.3).

ISO/TS 22331 provides further guidance on the determination and selection of business continuity

strategies a
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the possibility of providing a different service until the point when full resumption is requirec

nd solutions.
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f prioritized activities may be achieved by:

g the risk of the activities being impacted by a disruption;

ring activities to a third party (though the responsibility remains with the organizati

[y, it can be possible to change how activities are performed’ if viable alternative

fying strategies and solutions for protecting prioritized activities, the organization sk

eived vulnerability of the activity and the impactsthat would arise if the activity were to
of measures compared to the anticipated benefits;
ency of the activity, since there will be less time to resolve the issue;

erall feasibility and suitability.

abilizing, continuing, resuming and recovering prioritized activities

s for resuming prioritized activities at agreed capacity enables the organization to idg
b shorten the period_of interruption, reduce impacts and enable the timely recove
ctivities.

at prioritizedyactivities can be resumed within their RTOs, compatible RTOs should al
pendenciés-and supporting resources. Organizations should also determine the capa

bn).

b are

1ould

stop;

ntify
ry of

50 be
rities
tTOs,

g that people are mobilized effectively;

providing encouragement and support for people returning to work at time of need;

supporting resources;

backlogs and time needed to recover lost information;

lead time.
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workarounds (such as manual processes) that defer the need for resuming the dependency of

the complexity and scale of recovery requirements or the need for specialist equipment with a long
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Business continuity strategies may include the following.

a)

Activity relocation: The transfer of some or all activities either internally to another part of the
organization or externally to a third party, either independently or through a reciprocal or mutual

aid agreement. When determining locations at which to resume an activity, damaged/a
and undamaged alternate sites should be considered.

ffected sites

Resource relocation or reallocation: Resources, including staff, are transferred to another location

or activity within the organization, or externally to a third party.

Alternate processes and spare capacity: Establishing alternate processes or creating redundancy/

Spare r‘:\pqr‘ify in praocesses ;)nd’/m‘ inventory

emporary workaround: Some activities may adopt a different way of working th
cceptable results for a limited time. It is probable that the workaround will’be
onsuming and/or labour-intensive (e.g. a manual operation as opposed to aifautoma
or these reasons, workarounds are generally only suitable for short periods of time o
eturn to business as usual.

nsurance: The purchase of insurance canprovide some financial recompense for sonj
ill not meet all costs (e.g. uninsured*perils, brand, reputation, interested parties v3
hare, human consequences). A finacial settlement alone will not fully protect the ¢
nd satisfy interested parties’ expectations. Insurance cover is more likely to be used in|
ith other solutions.

sset restoration: Contracting the stand-by services of companies that specialize in thg
epair of assets following their damage.

eputation managément: Developing an effective warning and communication ca
.4.3) and establishing effective incident communications procedures (see 8.4.4.5).

For identified risks requiring treatment and in line with its overall attitude to risk, the ¢
should considéx‘ways of reducing the likelihood, shortening the period and limiting the
disryption.

If th¢ne-is a specific hazard over which the organization has no control and which could
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at provides
more time-
ted system).
" deferring a

include the

e losses but
ilue, market
rganization
conjunction

 cleaning or

ability (see

rganization
mpacts of a

bignificantly

identify strategies and implement solutions for limiting its potential impact;
identify the external body responsible for monitoring the hazard;

contact the external body to understand its notification protocols;

opriate:

analyse the notification protocols to determine if they align with the needs of the organization.
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8.3.3 Selection of strategies and solutions

The selectio

a)

n of business continuity strategies should be based on the extent to which they:

the business impact analysis (see 8.2.2);

b) areinli

ne with the amount and type of risk that the organization may or may not take;

c) deliver benefits at manageable and reasonable cost.

enable prioritized activities to be resumed at agreed capacity within time frames identified during

The organization should re-examine all solutions when changes are made to the operation of the

organization.
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- alternative solutions that are acceptable and meet its business continuity objectiv
d products and services as exclusions from the scope of the BCMS in accordance with A

rganization estimates a threat to be extremely unlikely or the cost of protecting a priori
e prohibitively expensive, it may choose to accept the risk and re-evaluate it as part
S performance evaluation (see Clause 9). Accepting the risk can also require the affg
services to be removed from the scope of the BCMS.
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iate teams or, for smaller organizations, individuals with the appropriate authori
incident preparedness, responsg and recovery;
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Huring and after a-ihcident; these procedures should:
ure that finangial decisions can be expedited;
In accordance with established authority levels, governance and accounting principles;
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8.3.4.2 People

8.3.4.2.1 General

procedures for interested party assistance, communications, strategic alliances and reciprocal or

The organization should have people with the competency to respond to and manage incidents, and
participate in the resumption of prioritized activities.
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8.3.4.2.2 Incident response

The organization should nominate incident response personnel with the necessary responsibility,
authority and competence to manage an incident.

The incident response personnel should form a group that is responsible for managing any disruption
that significantly impacts or has the potential to significantly impact the organization.

Personnel may be assigned to teams according to their demonstrated competence in, for example:

— incident/strategic management (see 8.4.4.4);

— ¢ommunications (see 8.4.4.5);

— gafety and welfare (see 8.4.4.6);

— galvage and security (see 8.4.4.7);

— Tesuming activities (see 8.4.4.8);

— tecovery of ICT systems (see 8.4.4.9).

All personnel who are in these groups should have clearly defined résponsibilities and authorities that
apply before, during and after a disruption.

Training appropriate for incident response and business recovery personnel includes:
— incident assessment;

— ¢vacuation and shelter in place management, ifapplicable to the scope;

— arrangements at alternate worksites;

— tlechniques for handling internal and.external communications effectively;

— (dlealing with people aspects (seedSO/TS 22330).

Resplonse skills and competencethroughout the organization should be developed by practical training,
including active participation in)exercises.

Resplonse and recovery téams should receive education and training about their respongdibilities and
dutigs including interaetions with first responders and other interested parties. Teamfs should be
trainjed at regular intefvals and new members should be trained when they join the responge structure.
These teams should\also receive training on prevention of incidents that could escalate intq crises.

8.3.4.2.3 _Resumption of activities

The prganization should identify appropriate measures to maintain and widen the availability of core
skill§ and knowledge to enable activities to be resumed with reduced staff availability.|[People may
not respond as expected during an incident and may need encouragement, reassurance and support.
Employees, contractors and other interested parties who possess extensive specialist skills and
knowledge should all be included. Techniques to protect or enhance these skills may include:

— alist of back-up skilled specialists and a call up plan;
— multi-skill training of staff and contractors;

— separation of core skills to reduce the impact of an incident, including physical separation of staff
with core skills at more than one location;

— use of third parties;

— succession planning;
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documenting processes and other forms of knowledge retention and management.

that rely on the relocation of staff after an incident may need to consider:

rtation of staff to another location;

staff needs at the alternate site, such as:
accommodation;

catering facilities;
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8.3.4.3
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les may include:
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)

and emergency.

e and reassure people who will be required to respond to a disruption, the organiz
ide, for example, practical advice, risk awareness training, transport solutions and fa
ort.

0 provides further guidance on the people aspects of business continuity.

‘information” and “data” are used.interchangeably in everyday use. This document
h” to mean data that has been processed, organized and correlated to produce mea
is therefore created from data; which includes, for example, facts, statistics and nu
ly and in an electronic formthat can be stored and used on a computer.

 for information to berécreated from data during a disruption, but the processing tiy
very long and the means to do so may also not be available. Organizations should ther

just a prioritized activity) is/are irretrievably lost, it could be impossible for the activ

and datd vital to the organization’s operation should be protected and recove

according t
arrangemery

the ‘time frames identified during the business impact analysis. When determinin
ts_for storage and recovery of data, the organization should be aware of applicable
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> the
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requiremen

ts:

Any information or data required to enable the organization’s response and recovery should have
appropriate:

confidentiality (e.g. if the activity is moved to another location);

integrity: that information and data are reliable and can be trusted;

availability: that information and data are available as quickly as the activity requires it (i.e. within

the activity’s RTO); information and data required during the response can be required immediately
while other information and data may not be required until after the incident;

lost due

30

to the incident may need to be recreated and data may need to be restored.

currency: as up to date as required enabling the activity to operate (see 8.2.2), though information
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Where information and data are copied, various methods may be used, including virtual (electronic)
formats (e.g. disk, cloud, tape) and physical (hardcopy) formats (e.g. microfiche, photocopies, creating

dual

copies at the time of production).

Information and data solutions for the recovery of information and data that has not yet been copied or
backed-up to a safe location should be documented.

If copied information or data is/are stored too near to the original, the disruption could compromise
the integrity or prevent access to it. However, a long distance can prevent information/data from being
available when needed. It would be appropriate to have written evidence as to how these conflicting
concerns have been resolved.

Infor
—

— q

mation and data referred to in this subclause may include:
ontact information;

upplier, interested parties and interested party details;

gal documents (e.g. contracts, insurance policies, title deeds);
ther services documents (e.g. contracts, service level agreements);

etadata (i.e. information to describe audio-visual content and ‘data essence in a defing
otification and alert messages disseminated as an incidént'response measure;

uidelines and criteria regarding who has the authority to invoke procedures.

8.3.4.4 Buildings, workplaces and associated utilities

Worksite solutions can vary significantly and @-range of options can be available. Differ
ents or threats could require the implementation of different or multiple worksite ¢ptions. The

inci
appr
by in

bpriate tactics will in part be determined by the organization’s size, sector and spread
terested parties, and by geographical base. For example, public authorities will need

a frontline service delivery in their'\cdmmunities whereas some organizations could opsg

diffe

The
work

h— q

q

q
—

q

Fent country or continent.

brganization should deyise’a solution that reduces the impact of the unavailability g
site(s). This may include-6ne or more of the following:

llternative premises-(locations) within the organization, including displacement of oth

dlternative premises provided by other organizations (whether or not these are

irrangements);

ommand centres;

bd format);

ent types of
of activities,

to maintain
rate from a

f its normal

br activities;

e reciprocal

dltevnative premises provided by third-party specialists;

— working from home or at remote sites;

— other agreed suitable premises;

— use of an alternative workforce in an established site.

Alternative premises should be carefully selected by taking account of a geographical area that could
be affected by the same incident. An incident such as a natural disaster can cause damage in wide areas
and affect essential services such as electricity, gas, water and communication. If such a risk is expected,
alternative premises should be distant from such a possible affected zone.

If staff are to be moved to alternative premises, due consideration should be given to:

— makingsure that the premises are not so close that they are likely to be affected by the same incident;
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— making sure that the premises are close enough that staff are willing and able to travel there;
— possible difficulties that could be caused by the incident.

The use of alternative premises for continuity purposes should be supported by a clear statement as to
whether the resources required in the alternative premises are for the exclusive use of the organization.
If the alternative premises are shared with other organizations, a plan to mitigate the non-availability
of these premises should be developed and documented.

In some situations (e.g. a manufacturing line, a call centre or if the RTO is short), it can be appropriate
to move the workload rather than the staff. This can require spare capacity at the alternate site or
additional staff (\Arhpfhpr by avertime or rpr‘rnifmpnf) and other resources to be made available

8.3.4.5 Equipment and consumables

The organization should identify and maintain an inventory of the core supplies that’ support its
prioritized 3ctivities.

Some facilitjes and machinery can be difficult to acquire, be very expensive (requiring a long tinje for
authorizatidn) or have long lead times. Solutions for providing such resources-may need to take|such
issues into account. Changing business practices, such as stock control or‘building management, can
provide solytions.

Techniques for providing these may include:

— storage|of additional supplies at another location;

— arranggments with third parties for delivery of stock atshort notice;

— diversidn of just-in-time deliveries to other location§;

— holding|of materials at warehouses or shipping Sites;

— transfey of sub-assembly operations to analternative location that has supplies;
— identifi¢ation of alternative/substitute supplies;

— identifi¢ation of facilities and equipment and multi-option planning by phases.

Where activjities are dependent.iipoh specialist supplies, the organization should identify the suppliers
on which the prioritized activities depend, especially where there is a single source of supply. Solutions
to manage the continuity ofSupply may include:

— increasjng the number of suppliers;
— encourdging orrequiring suppliers to have business continuity;

— contracfual and/or service level agreements with suppliers;

— the identification of alternative, capable suppliers.

Where activities are being relocated, it should be verified that suppliers are able to provide their
products or services effectively at the alternate location.

8.3.4.6 ICT systems
In many organizations, activities cannot be performed without ICT systems and they need to be

reinstated before activities can be resumed. Where it is possible and practical, the organization may
need to implement manual workarounds while its ICT systems are being reinstated.
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Technology options will depend on the nature of the technology employed and its relationship to
activities, but will typically be a combination of the following:

provision made within the organization;
services delivered to the organization by a third party;

external services to which the organization subscribes.

Techniques for providing ICT systems required by prioritized activities may include:

— spreading them geographically (e.g. maintaining the same technology at different locations that will

Becapse of the complexity of the technologies that support them, ICT systems frequently n
arrapgements to ensure that they can be recovered in a timely manner. Atténtion should
given to:

If an|
implement a solution whereby each site is sized to accommodate the combined ICT system
mor¢ than one site.

If an|organization uses very Specialized or custom-built technologies with long lead times,
to consider increasingthe protection of its ICT systems by making special provisions for
or refstoration.

ISO/]EC 27031 provides further guidance on ICT readiness for business continuity.

8.3.4.7 , Transportation and logistics

Trangportation may need to be provided after an incident for:

ot be affected by the same disruption];
olding older equipment as emergency replacement or spares;

ontracted provision of equipment or recovery services.

tthe location of technology sites and the distance between them;

istributing technology across separate sites;

Iroviding adequate facilities for increased numbers of users with remote access;
getting up un-staffed (dark) sites as well as staffed-sites;

improving telecommunications connectivityand increasing levels of redundant routin
:[:oviding automatic “failover” instead of yequiring manual intervention to reinstate I

dccommodating the obsolescence of (CT systems.

bed complex
therefore be

-
b’

T systems;

organization hosts its ICT systems at more than one site, there could be an opportunity to

5 capacity of

it may need
replacement

staff sent home if their normal means of transport is unavailable;
staff relocated to an alternative work location;

resources needed at a different location.

The organization should determine in advance options for providing alternative means of transport
that could be required following a disruption. These may include:

— identifying possible scenarios of logistic disruptions, including those caused directly by an incident

or unusual situation;

— securing alternative means of transportation and routes to deal with unusual traffic conditions;
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— agreements with alternative transport providers.

8.3.4.8 Finance

The organization should determine options for ensuring that the necessary finance is available during
and following a disruption. This may include:

— providing funds for emergency purchases, such as food, accommodation, facilities, consumables and
transport;

— reimbursement of staff expenses;

major e
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fworks and supply chains are often broad, complex and interdependent, with multiple
1 to understand the supply chain and the risks it poses to the’organization. When anal)

upply chains on which prioritized activities depend. Suppliers, in turn, should be reqy
he analysis to their suppliers.

Chain analysis should be based on a set of criteriadeveloped by the organization, giv]
banizational approach to assess the level of dependency on the supply chain and sp
thin it and to understand the timescales of fifnding alternative arrangements.
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F auditing of supplier plans;

ng exercise and maintenance programmes;

ating in joint busittess continuity exercises.

, service or agtivity has been outsourced, the accountability for that product, servi
ains with thelorganization.
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organization should evaluate the suppliers’ business continuity to obtain assurance
ltas ‘effective business continuity arrangements in place for these products and sery
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The organization may wish to concentrate its efforts on suppliers whose failure to deliver products and
services would disrupt prioritized activities most quickly.

8.3.5

Implementation of solutions

Selected solutions should be implemented and maintained over time.

Following the selection of business continuity solutions, management should be involved in selecting
business continuity resources (e.g. workspace, people, equipment, supplies). Care should be taken to
ensure these resources will be available at the time of the incident.
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To ensure that resumption and mitigation strategies are achievable, the organization should define
and implement all solutions that need to be in place before a disruption. If the lead time for activating
a solution exceeds business continuity requirements, the organization should implement the selected
solution in advance of the disruption.

8.4

Business continuity plans and procedures

8.4.1 General

The organization should have a response structure supported by business continuity plans and

adyurac for.
peate s+

proc
—

—

ontrolling the response to the disruption;

ommunicating effectively with interested parties;

— itilizing business continuity solutions to resume activities within their RTOs.

A pla

—

q

8.4.2

8.4.2

An ef
whet]
resp
is no
resp
nece

8.4.2
The i

— 1

n comprises one or more procedures. Collectively, plans and procedures should:

dentify the immediate steps to be taken and assist with timely decision-making;

— jye sufficiently flexible to accommodate unanticipated threats\and changeable situations;

ocus on the anticipated impacts of disruptions;

dlign with the business continuity solutions selected, by the organization to minimize i

learly identify roles and assign responsibilities, for all tasks to be undertaken.
Response structure

.1 Purpose

fective response structure enables organizations to detect events, identify incidents an|
her or not they are likely.to lead to disruption. The organization should develop

agreed and documented structure in place, it is likely that the organization will be
bnding effectively, to)disruption and will not be able to resume disrupted activitieg
ssary time framés:

.2 Design
ncidentresponse structure should clearly identify:

hleteams responsible for responding to incidents and resuming activities;

mpacts;

d determine
an incident

bnse structure that willprovide an effective response to disruptions, regardless of cquse. If there

incapable of
within the

— the team hierarchy;

— the roles and responsibilities of the teams.

The response structure should be simple and capable of being formed quickly. It should also provide
mechanisms that ensure the timely communication of information and decisions.

There is no single incident response structure that is suitable for all organizations. Each organization
should design its own structure, considering the following:

— the existing management structure;

— the organization’s nature, culture, scale, complexity and process infrastructure;
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— the business continuity solutions selected;
— the organization’s business continuity requirements;
— any perceived threats to the organization.

Larger or complex organizations may need to establish separate teams to focus on different aspects of
the incident. In smaller organizations, it can be feasible for one team to handle an incident, but it should
never be the responsibility of a single individual.

8.4.2.3 Team capabilities

Collectively|the teams should be capable of:
— assessing the nature and extent of the disruption and its potential impact;

— measurfng the potential impacts of the incident against predefined impact thresholds in order to
determine whether or not a formal response is justified;

— initiatirjg an appropriate response to a disruption, activating plans, mobilizing response team$ and
ensurinE the availability of required resources;

— planning all actions to be undertaken;
— establishing priorities for all actions, giving first priority to life safety;

— monitofing how the incident unfolds and the effectiveness ofithe organization’s response in depling
with imjpacts and consequences;

— activatipg suitable business continuity solutions;

— providipg an effective command and control of the organization’s response to the incident and
responding to changes as the situation evolves;

— commupicating with interested parties including, in particular, the workforce, affected family
members, visitors, authorities and the-média.

8.4.2.4 Td¢am composition and guidance
Each team should have:

a) identifi¢d team members and alternates who have the necessary responsibility, authority and
competence to enable'the team to fulfil its role and responsibilities;

b) documented prdcedures for guiding the team’s actions (see 8.4.4).

8.4.3 Warning and communication

8.4.3.1 General

Handling initial communications effectively from the outset of a disruption can make a huge difference
to the effectiveness of the organization’s response. Effective communication can only be achieved if the
organization is clear on what, when, with whom and how to communicate. The organization should
therefore establish documented procedures for the following warning and communication-related
actions and identify who will be responsible for performing them:

— internal communication between different levels and functions within the organization, including
within the response structure;

— alerting interested parties and receiving, documenting and responding to communications from
them (this can include emergency contacts of employees);
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ensuring that communication equipment and facilities are available;
facilitating structured communication with emergency responders;

managing the organization’s response to the media and ensuring thatitaligns with the or
communications strategy;

recording vital information about the incident, actions performed and decisions taken.

ganization’s

The organization should ensure that effective procedures and facilities are in place for receiving,
documenting and responding to warnings, alerts and external communications from national or
regional risk advisory systems or equivalent. Some organizations may need to establish dedicated or

ad h¢c facilities located sufficiently far from the affected site that their operation will not
by the incident. Special arrangements can be required for those with specific needs (e.g. thg
e with disabilities). For guidance on the dissemination of warnings, including ififormaftion content
and gommunication channels, refer to ISO 22322.

thosg

be impeded
elderly and

Communications equipment can be affected by disruptions, so a variety of altérnatives may need to be

availpble, for example:

8.4.3.2 Alerting interested parties

In some circumstances, interested partiesicah be impacted by a disruption that has already
immijnent. For example, disruptions atan-organization that undertakes hazardous operatic
toxid products could result in the organization’s neighbours being put in danger. Such o}
should consider:

ud-hailers;
Iublic address systems;
gpare mobile phones;
gatellite phones;

fwo-way radios.

establishing procedures/that would enable hazards to be monitored;

ﬁetermining in adyance public warning information that they may need to provi
isruption;

identifying géographical areas to which public warning information may need to be se

¢valuating scientifically potential levels of seriousness of hazards;

started oris
ns or stores
'ganizations

e during a

nt;

rocedures in
nsibilities;

efining scientifically based criteria for issuing warnings and ensuring that there are p
lace for transferring warning information to organizations with public warning respd

— establishing relationships with external bodies responsible for potentially affected areas.

It can also be necessary for such organizations to:

— establish a relationship with an external organization with public warning responsibilities;

— make sure that their neighbours understand how alarms are issued and how to respond.

Warning and communications procedures should be exercised as part of the organization’s exercise
programme (see 8.5).
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8.4.4 Business continuity plans

8.4.4.1 General

Business continuity plans set out how teams will respond to disruptions and resume activities within
the scope of the BCMS.

Because terminology differs between organizations and, in many instances, specific terms are used
interchangeably, it is essential that the roles and responsibilities of teams are clearly stated, and the
documented procedures supporting them clearly state their purpose, scope and objectives (see Table 5).

Table 5 — Examples of teams and possible roles and responsibilities
Team Role Responsibilities
Site emergerjcy response Emergency response Life safety
Facilities management Damage limitation
Security
Damage ass¢ssment Damage assessment Damage assessment
Incident mapagement Incident management and control |Incident management
Crisis management Strategic decision-making Strategicihanagement
Senior management Communication during incident |CrisiS/management
Contmunications
Public relations
Communications Communication during incident” |Communications
Public relations
ICT recovery Recovering ICT systengs and ICT disaster recovery
infrastructure
NOTE Guidance on ICT procedures cgn
be found in ISO/IEC 27031.
Finance General and financial Finance and administration
Administrative administration
Human resofirces Welfare and special needs Human resources
Occupationall health Interested party well-being Safety and welfare
Salvage Salvage of facilities, ICT systems |Salvage and security
Security and data
Facilities Security
ICT
Business cornjtiquity Resume disrupted activities Coordinate resumption
Manage resources

8.4.4.2 Coverage

8.4.4.2.1 General

Collectively, business continuity plans should address all aspects of responding to an incident and
should be specific to the teams that will use them. It may therefore be beneficial to:

— involve a wide range of personnel, including specialist teams, in the development of business
continuity plans;

— use feedback from exercising and draw on lessons learned from disruptions.
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Timescales and performance levels should be based on the information gathered during the business
impact analysis (see 8.2.2) and the selection of business continuity strategies and solutions (see 8.3.3).

8.4.4.2.2 Responding to incidents

When dealing with an incident, there are number of actions that may need to be considered. These
should be included in documented procedures and include:

a)

b)

f)

g)
h)

j)
k)
D)

m)

n)

responding to and assessing the incident, including:

1) determining what happened and how it occurred;

2) identifying which the parts of the organization and interested parties have been oL could have
been affected;

3) trying to anticipate the duration of the incident and the likely impacts;

4) assessing whether the incident will be managed by routine manageni€ent arrangements;

3) judging by reference to pre-defined thresholds whether the incident could lead to disruption;

}I;fected persons (including team members) and impacts ondhe environment, conside
or responding to the incident, and preventing further loss‘op damage;

obilizing the incident response personnel;iit teams for stabilization, continuity a
activities;

¢entre);

¢ontrolling and coordinatingall activated procedures;

and for the temporary operation of the organization’s activities;
monitoring theé.incident as it progresses;
feviewing-and adapting plans in response to changing circumstances;

de-escalating, standing down and returning to routine operations as sustainable cap
¢stablished;

¢valuating the incident assessment against activation criteria for each of the procedures;

Ileclaring an incident and activating the procedures“vhen activation criteria have been

prioritizing issues and activities to be undertaken in managing the incident and its imy]

anaging the immediate consequences of the incident, giving duie regard to the welfare issues of

ring options

met;

nd recovery

establishing a central location for use by-the team managing and controlling the incident (command

acts;

dctivating or establishing alternate sites for the restoration of IT or other infrastructufe capability

hbility is re-

conducting a debrief and identifying learning opportunities;

ensuring good governance and the collation and security of documentation generated during the

management and recovery from the incident.

To achieve the timely resumption of the organization’s delivery of products and services, the
documented procedures for resuming each activity should:

meet the RTO of the activity that supports that product or service;

be sufficiently reliable.

This may be achieved by:

ownership or control of the means and resource to enact the procedure;
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contracts, agreements or service levels with third parties.

8.4.4.3 Content and usability

8.4.4.3.1 General

Each business continuity plan should identify its purpose, scope and objectives in a form that is clear to
the teams that use it. Links to other required or relevant documented procedures or documents should
be clearly stated and the method of obtaining and accessing them described. The business continuity
plan should also include:

activati
implem
commu
interna

resourc

bn criteria and procedures;

entation procedures;

hication requirements and procedures;

and external interdependencies and interactions;

e requirements;

reporting requirements;

tion flow and documentation processes.

fuidance and supporting information

ould include:

sponsibilities and authorities:

ned roles, responsibilities and authorities for people and teams who will use the plan;

lelines and criteria regarding who-has the authority to invoke the plan and under
umstances (this may include defined escalation stages);

bn criteria:

rocess for activating, the organization’s response to a disruption and, within
umented procedur€nits activation criteria and procedures (it can be relevant to con
ether this is withinor outside normal working hours);

pting locatiohswith suitable alternatives;

— informg
8.4.4.3.2
Each plan sH
a) roles, red
1) def
2) g}li
cird
b) activati
1) a g
doc
why
2) meg
c)

d)

40

2) relevant resource requirements (see 8.3.4);

what

each
sider

izption

3) the means for recording information about the incident, actions taken and decisions made;

supporting information for coordination and communication:

1) contact details for team members and others with roles and responsibilities; the organization
should be aware of applicable legal requirements in relation to the protection of information
and should retain evidence of compliance;
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2) contact and mobilization details for any relevant agencies, organizations and resources that

could be needed;

standing-down criteria:

1) mechanisms for standing down once the incident has passed;

2)

instructions to be followed.

8.4.4.3.3 Usability

As w,

ith any form of documented information (an 75 '3.)’ the nrgnni7nfinn should ensure t

hat business

conti
oper
need|
Tota

toid

dista
sevel

8.4.4

The 4
ataf

The |

an incident, including those related to interested parties, and should address all facilities tl

man

8.4.4

Com
proc

Com
coor

nuity plans are usable and available whenever and wherever they are needed. To_€ng
htion of business continuity plans is not adversely affected by the disruption, theorgary

separation for all scales and types of disruption is not always achievable and-it may h
entify limitations and agree them with top management. Limitations cap\be expresseq
nce, minimum personnel or severity and may be influenced by the response of publid
‘e or widespread disruptions.

4 Incident/strategic management

1im of incident management is to ensure that the organization’s response to a disruptio
trategic level.

procedures should include the basis for managing all possible issues facing the organiz

hging the incident and other response teams could need.

.5 Communications

munications procedures may be. included in incident management or other teani
bdures. If there are multiple teams)they should work in close cooperation.

munications that will be delivered and received during the incident should be m|
Hinated. Procedures should)contain:

a)

b)

etails on how and under what circumstances the organization will communicate wit
nd their relatives, ‘ether interested parties and emergency contacts;

etails on the-6rganization’s media response following an incident, which may include:

)
)

the incident communications strategy;

preferred interface with the media;

ure that the
ization may

to take precautions (e.g. separating teams and recovered ICT systems across.multiple locations).

e necessary
| in terms of
agencies to

h is effective

htion during
nat the team

'S response

anaged and

h employees

)

a guideline or template for drafting a statement for the media;

4)

the media.

appropriate numbers of trained, competent spokespeople authorized to release information to

It is important that the timing and content of internal and external communications is consistent. To
build confidence, trust and motivation, internal communication is a priority.

Pre-prepared information can be especially useful in the early stages of an incident. It will enable the
team to provide details about the organization and its business activities while details of the incident

are s

till being established.

It may be appropriate to:

— establish a suitable venue for liaising with the media or other groups of interested parties;
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the media;

use all communication channels open to the organization, including social media;

pre-agreed for release).

establish an appropriate number of competent, trained people to answer telephone enquiries from

prepare background material about the organization and its operations (this information should be

Pressure or community action groups who collectively have power or influence over the organization
may also need to be considered.

A process for identifying and prioritizing communications with other key interested parties should be

included. It may be necessary to develop a separate procedure for managing interested parties, provide

criteria for $etting priorities and make provisions for allocating persons to each stakeholder'ar group

of stakeholders.

8.4.4.6 Sdfety and welfare

Organizations have a duty of care to employees, contractors, visitors and custonters where an incjdent

poses a dirgct risk to life, livelihood and welfare. Special attention will need toybe paid to any groups

with physicpl and learning disabilities or other specific needs (e.g. pregnancy, temporary disability

due to injury). Planning in advance to meet these requirements can reduce risk and reassure those

affected. The long-term impacts of incidents cannot be underestimated. The organization should

develop appropriate solutions, including consideration of relevant soeial and cultural issues, to promote

physical and psychological recovery within the organization.

The following elements of welfare response should be included

— site evafuation (inclusive of internal shelter-at-site agctivities) and assembly points;

— mobilization of safety, first aid or evacuation-assistance teams;

— locating and accounting for those who were-on site or in the immediate vicinity.

The following may also be included:

— translaffion services;

— transth assistance including directions, as required;

— designated liaisons and eontact information for emergency services, appropriate agencies and first
responders;

— locating displaced workforce or contractors;

— managihg telephone helplines;

— physical fehabilitation and psychological support.

Required resources should be specifically identified. A resource should be available in a timely manner
and should have the capability to do its intended function.

8.4.4.7 Salvage and security

The organization may prepare documented procedures that address salvage and security and include
guidance on:

— salvage priorities for facilities, equipment (including ICT systems) and documented information
(taking into consideration information security and privacy requirements);

— security of the premises once handed over by the emergency services.
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