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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO

member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internation

The main t
Standards 4
Publication
casting avo

Attention is
patent right

[SO 22313 W

vaftad i o oo Ao oo caatl o o] oivzarndanatlba JICA /T TN adars Do t 2
TarcCO T atCoTtanCCvv eI T aIC S gTv CIT T tHCTO U TEG DITCCTIveS)T r .

hsk of technical committees is to prepare International Standards. Draft Internatjonal
dopted by the technical committees are circulated to the member bodies for vqting.
as an International Standard requires approval by at least 75 % of the mémber bgdies
fe.

drawn to the possibility that some of the elements of this document-mdy be the subjé¢ct of
5. [SO shall not be held responsible for identifying any or all such patent rights.

ras prepared by Technical Committee ISO/TC 223, Societal secuftity.

For the p\
and their
take part

irposes of research, users are encouraged to e thelr views on ISO 22313:2012
priorities for changes to future editions of tl\' ocument. Click on the link below to
in the online survey:

\6

3
http:// www.survevnpnkev.com /s/22313

© ISO 2012 - All rights reserved


http://www.surveymonkey.com/s/22313
https://standardsiso.com/api/?name=c765d843a12f0afc3952c242d3c74e1f

IS0 22313:2012(E)

Introduction

General

This International Standard provides guidance, where appropriate, on the requirements specified
in ISO 22301:2012 and provides recommendations (‘should’) and permissions (‘may’) in relation to
them. It is not the intention of this International Standard to provide general guidance on all aspects of
business continuity.

This International Standard includes the same headings as ISO 22301 but does not repeat the

rqutmﬂMMMmememe definitions.
Organizations wishing to be informed of these must therefore refer to ISO 22301 and ISO2L300.

To provide further clarification and explanation of key points, this International Standard includes a
number of figures. All such figures are for illustrative purposes only and the related text in] the body of
this International Standard takes precedence.

A buginess continuity management system (BCMS) emphasizes the importance of:

— Understanding the organization’s needs and the necessity for, establishing businesy continuity
olicy and objectives;

— implementing and operating controls and measures for)managing an organization’s overall
¢apability to manage disruptive incidents;

— 1Inonitoring and reviewing the performance and effectiveness of the BCMS; and
— ¢ontinual improvement based on objective meastrement.

A BCMS, like any other management system, in¢ludes the following key components:
a) apolicy;

b) eople with defined responsibilities;

c) Ilanagement processes relating to:
1) policy;

2) planning;

3) implementation and operation;

4) performance assessment;

3) management review; and

6)~~improvement.

d) asetofdocumentation providing auditable evidence; and
e) any BCMS processes relevant to the organization.

Business continuity is generally specific to an organization, however, its implementation can have far
reaching implications on the wider community and other third parties. An organization is likely to have
external organizations that it depends upon and there will be others that depend on it. Effective business
continuity therefore contributes to a more resilient society.

The Plan-Do-Check-Act cycle

This International Standard applies the ‘Plan-Do-Check-Act’ (PDCA) cycle to planning, establishing,
implementing, operating, monitoring, reviewing, maintaining and continually improving the
effectiveness of an organization’s BCMS.

© IS0 2012 - All rights reserved v
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Figure 1 illustrates how the BCMS takes interested parties’ requirements as inputs for business
continuity management (BCM) and, through the required actions and processes, produces business
continuity outcomes (i.e. managed business continuity) that meet those requirements.

Interested

pat

Requil
for bt
cont

‘ties

‘ements
1siness
inuity

Continual improvement of business continuity
management system (BCMS)

Establish Interested

paiues

Maintain and
improve

Implement
and operate
(Do)

Managed
business
continuity

Monitor and
review
(Check)

Figure 1 — PDCA model applied to BCMS processes

Table 1 — Explanation of PDCA model

(Monitor ang

| review)

report the results to management for review, and determine and authorize acti
for remediation and improvement.

Plan Establish busjniess continuity policy, objectives, controls, processes and procedures

(Establish) relevant toimproving business continuity in order to deliver results that align yith
the organization’s overall policies and objectives.

Do Implemert and operate the business continuity policy, controls, processes and

(Implement aind operate) |preocedures.

Check Monitor and review performance against business continuity objectives and pdlicy,

pNsS

Act
(Maintain an]

d improve)

Maintain and improve the BCMS by taking corrective actions, based on the resy
of management review and re-appraising the scope of the BCMS and business ¢

Its
bnti-

nuity policy and objectives.

Components of PDCA in this International Standard

Thereisadirectrelationship between the content of Figure 1 and the clauses of this International Standard:

vi
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Table 2 — Relationship between PDCA model and Clauses 4 to 10

PDCA component Clause addressing PDCA component
Plan Clause 4 (Context of the organization) sets out what the organization has to do
(Establish) in order to make sure that the BCMS meets its requirements, taking into account all
relevant external and internal factors, including:
— The needs and expectations of interested parties.
— Itslegal and regulatory obligations.
— The required scope of the BCMS.
Clause 5 (l padprchip) sets outthe ](ny raole of management interms of demon-
strating commitment, defining policy and establishing roles, responsibflities and
authorities.
Clause 6 (Planning) describes the actions required to establish strategic objec-
tives and guiding principles for the BCMS as a whole. These set-the context for the
business impact analysis and risk assessment (8.2) and business continuity strat-
egy (8.3).
Clause 7 (Support) identifies the key elements thatneed to be in place(to support
the BCMS, namely: resources, competence, awareness, communication §nd docu-
mented information.
Do Clause 8 (Operation) identifies the elements of business continuity mgnagement
(Impllement and operate) |(BCM) that are needed to achieve busipess/continuity.
Chegk Clause 9 (Performance evaluation).provides the basis for improvement of the
(Monitor and review) BCMS through measurement and evaluation of its performance.
Act Clause 10 (Improvement) covers the corrective action needed to address noncon-
(Maiptain and improve) |formity identified through performance evaluation.
Business continuity
Business continuity is the capability of thé-organization to continue delivery of products of services at
acceptable predefined levels following.a-disruptive incident. Business continuity management (BCM)
is the process of achieving business*eontinuity and is about preparing an organization fo deal with

disryptive incidents that might otherwise prevent it from achieving its objectives.

ng BCM within the framéwork and disciplines of a management system creates a busineg
hgement system (BCMS)-that enables BCM to be controlled, evaluated and continually

Placi
man

In thiis International Standard, the word business is used as an all-embracing term for thg¢
and s$ervices perfofmed by an organization in pursuit of its objectives, goals or mission.
equally applicablecto large, medium and small organizations operating in industrial, commge
and not-for-profit sectors.

s continuity
mproved.

b operations
As such it is
rcial, public

ncident, large or small, natural, accidental or deliberate has the potential to cause majo
b Oorganization’s operations and its ability to deliver products and services. However, i

Any |
to th
busir
enable

U U Y U ) a C d Vv a ; U
the organization to resume operations before unacceptable levels of impact arise.

BCM involves:

a) being clear on the organization’s key products and services and the activities that deliver them;

b) knowing the priorities for resuming activities and the resources they require;

c) having a clear understanding of the threats to these activities, including their dependencies, and
knowing the impacts of not resuming them;

d) having tried and trusted arrangements in place to resume these activities following a disruptive

incident; and

© IS0 2012 - All rights reserved
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e) making sure that these arrangements are routinely reviewed and updated so that they will be
effective in all circumstances.

Business continuity can be effective in dealing with both sudden disruptive incidents (e.g. explosions)
and gradual ones (e.g. flu pandemics).

Activities are disrupted by a wide variety of incidents, many of which are difficult to predict or analyse.
By focusing on the impact of disruption rather than the cause, business continuity identifies those
activities on which the organization depends for its survival, and enables the organization to determine
what is required to continue to meet its obligations. Through business continuity, an organization
can recognize what needs to be done to protect its resources (e g people premlses technology and

informationg;

-With

that recognition, the orgamzatlon is able to take a realistic view on the responses that are llkely to be
needed as ahd when a disruption occurs, so that it can be confident of managing the conseqguiénces and

avoid unaccgptable impacts.

An organization with appropriate business continuity in place can also take advantage of opportunities
that might gtherwise be judged to be too high risk.

The following diagrams (Figures 2 and 3) are intended to illustrate conceptuallyhoWw business continuity
can be effecfive in mitigating impacts in certain situations. No particular timescales are implied bfy the

relative distjance between the stages depicted in either diagram.

Mitigating impacts through effective business continuity - sudden disruption

>

Level of operations

Resumption

level within acceptable timeframe

of activities at acceptable

Recovery Time Objective |

Time at which impacts become unacceptable

yd
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-

_—

2. Shortened disruption

With bus

siness continuity

K

5
1. Mitigating, responding
to and managing impacts

/
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acceptable
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/
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Time

Figure 2 — Illustration of business continuity being effective for sudden disruption

viii
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Mitigating impacts through effective business continuity - gradual disruption

>
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n i »
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Figure 3 — Illustration of business continuity being effective for gradual disruption
(e:g.-approaching pandemic)
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Societal security — Business continuity management
systems — Guidance

1

Scope

This International Standard for business continuity management systems provides guidance based on

goodrimteratiomat practice for ptamming, establishing; fmplenTernting, operating, ToitoTiITg
main
to pr]

It is

for a

of it

requ
the s

This

largd
sectq

a)
b)
c)
This

conti
the |

an a

2
The

refer
document (including/any amendments) applies.

ISO 3
ISO 4

3

taining and continually improving a documented management system that enables o1
epare for, respond to and recover from disruptive incidents when they arise.

hot the intent of this International Standard to imply uniformity in the strueture of
h organization to design a BCMS that is appropriate to its needs and that meets the r¢
interested parties. These needs are shaped by legal, regulatory, organizational a
rements, the products and services, the processes employed, the environment in whict
ize and structure of the organization and the requirements of its ititérested parties.

, medium and small organizations operating in industrial,)commercial, public and n
rs that wish to:

¢stablish, implement, maintain and improve a BCMS;
eénsure conformance with the organization’s busitess continuity policy; or
make a self-determination and self-declaration of compliance with this International St

International Standard cannot be used‘to assess an organization’s ability to meet its o
nuity needs, nor any customer, legal;or regulatory needs. Organizations wishing to d
50 22301 requirements to demonstrate conformance to others or seek certification off

dcredited third party certification body.

Normative references
'ollowing referencedddocuments are indispensable for the application of this documer
ences, only the.edition cited applies. For undated references, the latest edition of the
2300, Societal security — Terminology

23071y Societal security — Business continuity management systems — Requirements

, reviewing,
'ganizations

a BCMS but
pquirements
nd industry
1 it operates,

International Standard is generic and applicable to all sizes/and types of organizations, including

ot-for-profit

andard.

ivn business
b SO can use
its BCMS by

1t. For dated
b referenced

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300 and ISO 22301 apply.

4

4.1

Context of the organization

Understanding of the organization and its context

This sectionisaboutunderstanding the context of the organization inrelation to setting up and managing
the BCMS. The setting up and management of BCM is covered in 8.1.

© IS0 2012 - All rights reserved
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The organization should evaluate and understand the internal and external factors that are relevant
to its purpose and operations. This information should be taken into account when establishing,
implementing, maintaining and improving the organization’s BCMS, and assigning priorities.

Evaluating the organization’s external context should include, where relevant, the following factors:
— the political, legal and regulatory environment whether international, national, regional or local;

— the social and cultural, financial, technological, economic, natural and competitive environment,
whether international, national, regional or local;

— supply chain commitments and relationships;

— consideration of internal studies on the risks, taking into account other relevant informption
management systems and more generally any information from knowledge management;

— key driyers and trends having impact on the objectives and operation of the organization; and
— relationships with, and perceptions and values of, interested parties outside the ofganization.
Evaluating the organization’s internal context should include, where relevant, the following factors:
— products and services, activities, resources, supply chains, and relationships with interested pafties;

— the capfabilities, understood in terms of resources and knowledge (e.g. capital, time, pegople,
processgs, systems and technologies);

— informdtion systems, information flows, and decision making processes (both formal and informal);
— interestled parties within the organization;

— policies|and objectives, and the strategies that arelin place to achieve them;
— future gpportunities and business priorities;

— perceptjons, values and culture;

— standar{ds and reference models adepted by the organization; and

— structufes (e.g. governance, roles’and accountabilities).
4.2 Understanding the needs and expectations of interested parties

4.2.1 Gengral

When estahlishing-its BCMS, the organization should ensure that the needs and requirements of
interested plarties/are taken into consideration.

Th 1iation choy, idantifiy Sl st nd snasbinc ot o £ rolazonmen +0 0o DOMC o0 W d
e Organl dlIVUIT S1IUuUIu lblblll.lly dIT TIItLTICotllUu }]al CILO UIIdlU dIv Ul 1vivvdriite LU 1O DUDUlIVlio dITu Lase

on their needs and expectations, determine their requirements. It is important to identify not only
obligatory and stated requirements but also any that are implied.

NOTE The organization needs to be aware of all those who have an interest in the organization, such as the
media, the public nearby, competitors and so on.

When planning and implementing the BCMS, it is important to identify actions that are appropriate in
relation to interested parties but differentiate between the different categories. For example, while it
may be appropriate to communicate with all interested parties following a disruptive incident, it may not
be appropriate to communicate with all interested parties when setting up and managing BCM (8.1.1).

2 © IS0 2012 - All rights reserved
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Interested parties

. . Competitors ‘
— The organization ‘ i
‘ Citizens ‘
‘ Media ‘
[ o oo |
‘ Customers ‘ I ‘ Top management ‘ Management i
i | ‘ Commentators ‘
. : ‘Those who establish policies and objectives for the BCMS‘ :
‘ Distributors ‘ | |
T T T T T T T T T T T T T ’ ‘ Trade groups ‘
Th wh nd man in ntinui
‘ Shareholders ‘ ose who set up and manage business continuity
Those who maintain business continuity procedures 1 Neighbours ‘
‘ Investors
‘ Owners of business continuity procedures ‘
‘ Pressure groups ‘
‘ Owners ‘
Incident response personnel
‘ Insurers ‘ ‘ Emergency Pervices ‘
‘ Those with authority to invoke ‘
Government - Other responge agencie
‘ ‘ ‘ Appropriate spokespeople ‘ ‘ P & %
‘ Regulators ‘ ‘ Response teams ' ‘ U STTEES ‘
Recovery service Other staff Contractors ‘ Dependants of staff ‘
suppliers

Figure 4 — Examples of interested parties to be considered in public and private|sectors

4.2.2 Legal and regulatory requirements

All njanagement systems should operate'within the framework of the legal and regulatory gnvironment
in which the organization operates. Thée organization should therefore identify and accommodate in its
BCMS all relevant and applicable legal and regulatory requirements to which it subscribes @nd needs of
interested parties.

The [nformation regarding, these requirements should be documented and kept up-to-date. New or
varidtions to legal, regulatery and other requirements should be communicated to affectef employees
and ¢ther interested parties.

Wheh establishing,implementing and maintaining the BCMS, the organization should take jnto account
and document-dpplicable legal requirements, other requirements to which it subscribes gnd needs of
interfested parties.

The prganization should ensure that its BCMS works within and in support of its legal obljgations and
relevant requirements of interested parties

The organization should review current and pending statutory and regulatory requirements in their
locations which may include:

a) incident response: including emergency management and health, safety and welfare legislation;
b) continuity: which may specify the scope of the programme or the extent or speed of response;
c) risk: requirements defining the scope or methods of a risk management programme; and

d) hazards: operating requirements relating to dangerous materials stored at the location.

NOTE Organizations operating in multiple locations often have to satisfy the requirements of different
jurisdictions.

© IS0 2012 - All rights reserved 3
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4.3 Determining the scope of the management system

4.3.1 General

The organization should determine the scope of the BCMS and ensure that it may be suitably
communicated to interested parties. Itis important that the boundaries and applicability of the BCMS are
clearly apparent and that the scope takes into account the issues identified in Clause 4.1 and Clause 4.2.

The scope determines the products and services, locations, functions, processes and activities to which
the BCMS applies. It follows that all dependencies will be in the scope even if they have not been explicitly
identified in the scope statement. For example if ‘employee remuneration’ is specified in the scope, then
by default the availability of funds, management approval and instructions to the financial institutipn to
make payment would also be within the scope.

The organization should clearly document the scope and context of the BCMS.

4.3.2 Scope of the BCMS

The organizption should, in a manner and in terms appropriate to the size, nature-and complexity of the
organizatioI, define and document the scope of the BCMS.

The scope should:
a) identify|the parts of the organization included in the BCMS;

b) establish the organization’s BCMS requirements taking into consideration its mission, goals, [legal
respongibilities and internal and external obligations;

c) identify| the organization’s products and services ig-a manner that enables all related activjities,
resources and supply chains to be identified; and

d) take intp account the needs and interests of.interested parties.
The scope may also:

— include fan indication of the scale of.incident that the BCMS will address and the organization’s risk
appetite; and

— identifylhow the BCMS fits irito the organization’s overall risk management strategy (if presenit).

Where part pfan organizationis excluded from the scope of its BCMS, the organization should document
and explain|the exclusions

The purposg¢ of defining the scope is to ensure coverage of all relevant activities, locations and suppliers
(8.2.1, Figure 6).

4.4 Business continuity management system

This is normative reference to ISO 22301:2012 which specifies the requirements for a BCMS. No
guidance is provided.

5 Leadership

5.1 Leadership and commitment

All levels of relevant management throughout the organization should demonstrate commitment and
leadership in implementing business continuity policy and objectives. Demonstration may be achieved
using motivation, engagement and empowerment.

4 © IS0 2012 - All rights reserved
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Management commitment

management should demonstrate its commitment to the BCMS.

Top management should provide evidence of its commitment to the development and implementation of
the BCMS and continually improving its effectiveness by:

a)

b)
‘)

d)

e)
f)
g)

h)
1
j)
k)

complyingwithapplicablelegal requirements and with other requirements to which the organization

subscribes (4.2.2);

integrating BCMS processes into the organization’s established maintenance and review

procedures;

stablishing business continuity policy and objectives in line with the objectives, gbl
trategic direction of the organization (5.3);

ppointing one or more persons with the appropriate authority and competengies’to be
or the BCMS and accountable for its effective operation (5.4);

e¢nsuring that BCMS roles, responsibilities and competencies are establishéd (5.4);
eénsuring the availability of sufficient resources, including appropriate levels of funding

¢ommunicating to the organization the importance of fulfilling business continuity
objectives (7.4);

dctively engaging in exercising and testing (8.5);
e¢nsuring that internal BCMS audits are conducted (9,2);
¢onducting effective management reviews of the BCMS (9.3); and

directing and supporting improvement of the BCMS (Clause 10).

Manggement commitment may also be dethonstrated by:

5.3
Top

and i

]:)erational involvement through steering groups;

inclusion of business contin@ity as a standing item at management meetings.

Policy

:I?anagement shatld define the business continuity policy in terms of the organization|
s obligationsand make sure that it:

ils appropriate to the purpose of the organization (given its size, nature and complexity
tlo reflechits culture, dependencies and operating environment);

gations and

responsible

(7.1);

policy and

s objectives

and in order

}rrovides a framework for objective setting;

includes clear commitments in relation to applicable requirements, including legal and regulatory

obligations and continual improvement of the BCMS;
is communicated and understood within the organization;
is complementary to other relevant policies; and

is made available to interested parties as approved by management.

Suitable provisions should be made for approving the policy, retaining documented information on it
and reviewing it periodically (for example annually), and whenever significant changes to internal or
external factors occur (for example change in top management or introduction of new legislation). The
suitability of such provisions will depend on the size, complexity, nature and extent of the organization.

© IS0 2012 - All rights reserved
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The policy should also:

provide direction on scope and boundaries of the organization’s business continuity including
limitations and exclusions;

identify any authorities and delegations required, including person or persons responsible for the

organiz

establis

ation’s BCMS;

h the criteria for type and scale of incidents to be addressed; and

include references to standards, guidelines, regulations or policies that the BCMS should consider
or comply with.

The busines|

s continuity policy may contain the following:

key terms;

funding commitment;

referen

‘es to other related policies;

arequinement to implement business continuity;

a commljitment to exercise and maintain business continuity:.

5.4 Organizational roles, responsibilities and authorities

Top management should ensure the assignment and commupnication of responsibilities and autho
within the HCMS.

A member 0

The organiZ
who, irrespective of other responsibilities, shoutd-have defined roles, responsibilities and authorit

ensurin
continu

reporting onthe performance of BCM to top management for review and as the basis forimprover

promot

ensurin

ff top management should have overall respefisibility and accountability for the BCMS.

ig that BCM is established, implemented and maintained in accordance with the bus
ty policy;

ng awareness of husiness continuity throughout the organization; and

ig the effectiveness of procedures developed for incident response, but not necessar

their implementation during an incident.

The managgment representative may:

be known-as.the ‘business continuity manager’;

Fities

ation’s top management should appoint-one or more specific management representatives

y for:

ness

nent;

ly in

— hold other responsibilities within the organization; and

— reside in many areas of an organization depending on its size, scale and complexity.

Representatives from each function or location of the organization may be identified to assist in the
implementation of the BCMS. Their roles, accountabilities, responsibilities and authorities should
be integrated into job descriptions which may be reinforced by including them in the organization’s
appraisal, reward and recognition policy.

Top management may appoint other bodies, for example, a steering committee, to oversee the
implementation and on-going monitoring of BCM.

Allroles, responsibilities and authorities for BCM should be defined and documented and be subject to audit.
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6 Planning

6.1

Actions to address risks and opportunities

The organization should determine howanyissuesidentifiedin 4.1 and requirementsin 4.2 willbe addressed.

This

should involve evaluating the need for a plan of action to:

— prevent unintended outcomes;

— take advantage of any opportunities to improve the BCMS.

If ne

ressary it should also involve:

— integrating and implementing these actions into the BCMS process (8.1); and

— ¢
q

6.2

A pld
ident

plan
and |

This

The
ther

«

«

(

bnsuring that documented information will be available to evaluate ifsthe actiong
pffective (7.5).

Business continuity objectives and plans to achieve thent

n for setting up and managing BCM (as set out in Clause 8) should be drawn up and sh
ifying responsibilities and setting appropriate and realistictargets for the completion

khould be based on continuity objectives that have been setahd communicated to releva
evels within the organization. Progress on the plan should be monitored and documer

plan should be reviewed and may need to be updated regularly as the BCMS evolves.

ollowing are examples of business continuity'objectives that may, in certain circumst
equirements specified in ISO 22301:

to set up a BCMS that is consistent with\ISO 22313 by date’;

to achieve certification against [§0.22301:2012 by date’;

by date, we will have business.continuity in place that meets our obligations to key cus

to have BCM in place that protects key products and services by date’.

bupport
Resources

Géneral

have been

puld include
bf tasks. The
nt functions
ted.

ances, meet

fomers’; and

a) achieve its business continuity policy and objectives;

b) meet the changing requirements of the organization;

c) enable effective communication on business continuity management system matters, internally and
externally; and

d) provide for the on-going operation and continual improvement of the business continuity
management system.

Thes

© ISO

e should be provided in a timely and efficient manner.
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7.1.2 BCMS resources

When identifying the resources required for the BCMS, the organization should make adequate

provision fo
a)
1) the

2) trai

I

people and people-related resources, including:

time necessary to fulfil BCMS roles and responsibilities;

ning, education, awareness and exercising;

3) management of BCMS personnel;

b) facilitie
c) informg

and effi
d) manage
e) commu
f) finance
Resources a
be appropri
7.1.3 Inci

The organi3
authority ar

The inciden
incident tha

Personnel 1
different asj

Inciden

Commu

Safety 4
— Salvage

Resumi

5, including appropriate work locations and infrastructure;

tion and communications technology (ICT), including applications that support effe
Cient programme management;

ment and control of all forms of documented information;
hication with interested parties (see Figure 4); and
and funding.

hd their allocation should be reviewed periodically in orderto ensure their adequacy. It
hte to involve top management in this review.

[lent response personnel

ation should nominate incident response personnel with the necessary responsil
d competence to manage an incident.

F response personnel should form a group that is responsible for managing any disru
E significantly impacts or has the poténitial to significantly impact the organization.

nay be assigned to teams according to their demonstrated competence of dealing
pects of incident response, forexample:

management/ strategic management (8.4.4.3.1);
nications (8.4.4.3.2);
nd welfare (84.4:3.3);
and security(8.4.4.3.4);
hg activities (8.4.4.3.5);

ctive

may

ility,

ptive

with

Recovel

Yof ICT (8.4.4.3.6).

All personnel who are in these groups should have clearly defined responsibilities and authorities that
apply before, during and after an incident.

7.2 Competence

The organization should establish an appropriate and effective system for managing competence of
persons undertaking BCMS work under its control.

Management should determine the competences required for all BCMS roles and responsibilities and
the awareness, knowledge, understanding, skills and experience needed to fulfil them. All persons
assigned roles within the organization should demonstrate the competencies required and be provided
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with training, education, development and other support needed to do so. This may be referred to as a
competence development programme that may include:

The

assessment of competences for role(s) to be undertaken;

creation of a personal development programme that identifies training, education, development

and other support needed to attain competences;

provision of training and mentoring including selection of suitable methods and materials;

knowledge sharing;

job sharing;

tEring or contracting competent persons;

raining of target groups;

documentation and monitoring of training received;

¢valuation of training received against defined training needs andequirements in or
¢onformity with BCMS training requirements; and

improvement of development programme as needed.

requjrements of all participants and evaluating the effectiveness of its delivery.

The
a)

b)

type of training that may be appropriate for specificroles are as follows:
getting up and managing the BCMS:

1) setup and management of BCM;

2) conducting a business impact analysis;

3) risk assessment;

4) communications sKills;

%) developing and implementing business continuity documentation; and
6) running an eXercise programme.

incident respense and business recovery:

1) incident assessment;

1) “evacuation and shelter in place management, including check-in processes to account fo

Her to verify

prganization should have a process for identifying and-délivering the business contingity training

remployees;

) arrangements at alternate worksites; and

4) handling of media enquiries.

Response skills and competence throughout the organization should be developed by practical training,
including active participation in exercises.

Response and recovery teams should receive education and training about their responsibilities and
duties including interactions with first responders and other interested parties. Teams should be trained
at regular intervals (at least annually), and new members should be trained when they join the response
structure. These teams should also receive training on prevention of incidents that may escalate into crises.
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Changes in the business environment and operations affect the approach and manner in which business
continuityactivitiesare planned, designed and implemented. The organization may demonstrate awareness
of BCM trends by, for example, actively participating in industry BCM activities which may include:

deliveri

attenda

membership of an industry interest group;

membership of a conference organizing committee;

ng presentations at conferences and seminars; and

nce at local or global BCM conferences.

Demonstrat]

membe

present

Competencd

integraf
integrat

integrat
job desd

active p

The organiZ
may be affe
that person

fon of active participation may be in one or more of the following ways:

'ship of organizing committee of conferences and seminars; and

ntion of paper at conferences and seminars.

may be reinforced by any of the following:

ion of BCMS achievements into the organization’s reward and recognition process;
ion of BCMS achievements into the organization’s performanceand appraisal process;

ion of BCMS roles, accountabilities, responsibilities and adthority within the organiza
riptions and skills set; and

articipation by business users and top management in rehearsals, exercises and tests.

ation should establish training and awareness,programmes for all current employees|
‘ted by a disruptive incident and require contractors working on its behalf to demons
s) doing work under its control have the requisite competence for the BCMS and resp

roles that they will perform.

7.3 Awar]
Persons wot

Such perso
continuity

their rq
protect

the imp

the imp

eness

hs may include staff, (contractors, suppliers. They should be aware of the bus
olicy and:

le and responsibility with regard to incident prevention, detection, mitigation,
on, evacuatioi, yesponse, continuity and recovery;

prtance of'conformity with business continuity policy and procedures;

ications of changes in the operation of the organization;

their c

king under the organization’s\control should have appropriate awareness of the BCMS|

ion’s

who
trate
onse

ness

self-

ntribution to the effectiveness of the BCMS, including the benefits of improved

BCM

performance; and

The organiz

— become

their role and responsibility in achieving conformity with its requirements.

ation should build, promote and embed a culture within the organization that:

s part of the organization’s core values and management; and

— makesinterested partiesaware of the business continuity policy and theirrolein associated procedures.

An organiza

develop

10

tion with a positive business continuity culture will:

business continuity more efficiently;
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instil confidence in its interested parties (especially staff and customers) in its ability to handle
disruptive incidents;

increase its resilience over time by ensuring business continuity implications are considered in
decisions at all levels; and

minimize the likelihood and impact of disruptions.

Development of a BC culture is supported by:

An avareness programme may include:

7.4

involvement of all personnel in the organization;

ispersed leadership across the organization;
ssignment of responsibilities;
easurement based on performance indicators;
integrating business continuity into normal management practices;
awareness raising;
gkills training; and

exercising business continuity plans.

3 consultation process with staff throughout~the organization concerning the [set up and
anagement of BCM;

iscussion of business continuity in theé.organization’s newsletters, briefings, introduction
rogramme or journals (including new,employee orientation);

inclusion of business continuity on-rélevant web pages;

inclusion of BCM as a topic in staff and management team meetings;

17N

elective publication of postjincident reports following incidents;
briefings for top management;
yisits to designatéd alternative location (e.g. a recovery site); and

briefing key Suppliers and distributors on the organization’s business continuity arrangements.

Communication

When(etting up and managing the BCMS, the organization should have effective commupication and
consultation procedures for the exchange of information with Interested parties.

These should include all of the following:

a)
b)

‘)
d)

e)

internal communication amongst interested parties, including employees within the organization;

external communication with customers, suppliers, local community, and other interested parties,
including the media;

receiving, documenting, and responding to communication from all interested parties;

adapting and integrating a national or regional threat advisory system or equivalent into planning
and operational use, where and if appropriate;

ensuring availability of the means of communication during a disruptive incident;
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f) ensuring the capability of the organization to communicate with external authorities and where
appropriate, ensuring that other organizations and personnel are able to communicate amongst
themselves; and

g) operating and testing of communications capabilities intended for use during disruption of normal
communications.

The organization may invite any external resources that may be involved in a response - such as Fire,
Police, Public Health and third party vendors - to review with management relevant parts of its business

continuity p

The organiz

rocedures.

tion may include references to its BCMS and business continuity arrangements in sup

plier

and custom

The organiz,

7.5 Docu

7.5.1 Gen

er newsletters and briefings.

ation should provide effective external communication as part of its awareness{proegramme
(7.3) and following an incident (8.4).

mented information

eral

Documented information provides evidence of conformity to requireménts and effective operati

the manage

The term ‘{

ment system.

rocedure’ means a specified way to carry out an activity or a process. A ‘docume

procedure’ means that the procedure should be established and maintained on any medium.

A single do
requiremen

rument may address the requirements for one”or more documented procedures 3
[ for a documented procedure may be covered by more than one document.

Documenter]i information required by this International Standard includes:

— Theco

— Legal, r
— Scopeo
— Busineg
— Busineg
— Compet
— Busineg

— Busines

ext of the organization (4.1);
boulatory and other requirements and evidence of compliance (4.2.2);
f the BCMS and any exclusions (4.3.2);
s continuity policy (5.3);
s continuity objéetives (6.2);
ence (7.2);
s impactanalysis and risk assessment process (8.2);

s continuity strategy (8.3) including strategy options considered;

bn of

nted

nd a

— Continu

ity, incident management and recovery procedures (8.4);

— Post-exercise reports (8.5);

— BCMS monitoring (9.1);

— Internal audits (9.2);

— Manage

ment reviews (9.3);

— Nonconformity and corrective action (10.1).

12
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In addition, documented information covering the following information may be required to ensure the

effectiveness of the BCMS:

— customer contracts and service levels;

— results of business impact analyses;

— results of risk assessments;

— determination and selection of business continuity strategies;

— incident response overview;

— wareness programme;

— BCMS and incident communications with staff and interested parties - such as newslett
otes and alerts;

— {raining programmes for the organization and individuals;

— ¢xercise schedule;

— ¢ontracts and service level agreements with suppliers;

— ¢ontractor and supplier notification and response procedures;

— ¢vidence of inspection, maintenance and calibration;

— Jost-incident reports of incidents and near-hits;

— BCMS review meeting minutes.

7.5.21 Create and update
In order to comply with the requiremeints’for creating and updating documented informati

— all documented information should include its identification and description (e.g. a title
uthor, number, revision reférence etc.;

— Jcceptable formats shouldbe specified (e.g.language, software version, graphics) and med
lectronic) for the capture and presentation of documented information should be clearly

— all documented-information should be reviewed and approved for adequacy.

The fapture and-presentation should include the format to be used (e.g. language, softw
graphics) and\the media to be used (e.g. paper, electronic document).

The extént of documented information for the BCMS may differ between organizations

ers, meeting

pn:

name, date,

a(e.g.paper,
stated;

are version,

due to the

following factors:

— the size of organization, its products and services and the type of activities that it undertakes;

— the complexity of activities and their interactions; and

— the competence of persons.

7.5.3 Control of documented information
All required documented information should be controlled.

The purpose of controlling documentation is to ensure that organizations create, maintain

and protect

documents in a manner that is appropriate and sufficient to implement and operate the BCMS. The
primary focus should be on this purpose rather than establishing a complex document control system.

© IS0 2012 - All rights reserved
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Examples of protection include preventing documents from being compromised, modified without

appropriate

authorization and accidentally deleted.

There are various access levels and combinations that may be granted, for example, view only, view and

change and

restricted view.

A documented procedure should be established to define the controls that are needed to:

a) distribute documented information;

b) provide access to it (access includes, for example, the permissions and authority to view or change
documented information);

c) approveg documents for adequacy prior to issue;

d) review
e) ensure
f) ensure
g) ensure
h) ensure
plannin

i) prevent|the unintended use of obsolete documents and to apply suitable identification to th
they ar¢ retained for any purpose;

j) establish document retention and archival parameters; and

k) ensure

Organizatiofs should ensure the integrity of documented information by rendering it tamperproof, sec
backed-up, dccessible only to authorized personnel, and protected from damage, deterioration and los

The organization should comply fully with all relevant legislation and regulations regarding

retention of]

achieve compliance.

8 Opera

8.1 Oper

The organization sheuld determine, plan, implement and control those actions needed to fulf
business comntinuity policy and objectives and meet applicable needs and requirements.

These actio

hnd update as necessary and re-approve documents;
hat changes and the current revision status of documents are identified;
hat relevant versions of applicable documents are available at pointsof Use;

hat documents remain legible and readily identifiable;

g and operation of the BCMS are identified and their distribution controlled;

he protection and non-disclosure of confidential information.

documented information afidtestablish, implement, and maintain the processes requirj

tion

tional planning and control

fhat documents of external origin determined by the organization to be necessary for the

em if

urely
S.

v the
ed to

il its

aaxr nakbinad & raqt S 3o cran o aan aan 4 PR ot +1 Fionto 1o,
TS—Hray ot CoTnomICt O CTrlatC—a progTaiiC—tO— CIrSuT C—tiratc orC OT gdaTZatiorrsS- ousS

continuity is managed appropriately and its effectiveness maintained.

The organiz

ation should establish control mechanisms within the programme that include:

ness

a) deciding how these actions should be determined, planned, implemented and controlled, for example
by establishing an implementation plan and agreeing a suitable methodology for implementing BCM;

b) ensuring that controls over these actions are implemented in accordance with the decisions made
by, for example, setting project milestones and specifying required deliverables; and

c) keepingdocumented information to demonstrate thatthe processes have been carried outas planned.

The organization should ensure that planned changes are controlled, unintended changes are reviewed,
and appropriate action is taken.

14
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8.1.1 Elements of BCM

BCM comprises the following elements, as illustrated in Figure 5:

Thesfe elements and where they are addressed inithis International Standard are as follows|:

b)

d)

e)

Business impact
analysis and
risk assessment

Operational Business
planning continuity
and control strategy

Exercising

and testing

Establish and
implement business
continuity
procedures

Figure 5 — Elements of business continuity management (BCM)

Operational planning and control (8:1]

Effective operational planning and control is at the heart of business continuity mapagement. It
ghould be led by a responsible pérson nominated by top management.

Business impact analysis and risk assessment (8.2)

[aining agreement and‘uhderstanding of priorities and requirements for business gontinuity is
dchieved through business impact analysis (BIA) and risk assessment (RA). The BIA|enables the
rganization to prieritize for resumption, the activities that support its products and s¢rvices. Risk
ssessment premotes understanding of the risks to prioritized activities and their dependencies and
he potentiakcbrisequences of a disruptive incident. This understanding enables the organization to
elect appropriate business continuity strategies.

usiness continuity strategy (8.3)

heidentification and evaluation of a range of business continuity strategy options|enables the
organization to choose appropriate ways of preventing disruption of its prioritized activities and
dealing with any disruptions that take place. Selected business continuity strategies will provide
for the resumption of activities at an acceptable level of operation and within agreed timeframes.

NOTE The chosen strategies need to take into account any risk treatment that is already in place within
the organization (8.3.3).

Establish and implement business continuity procedures (8.4)

Implementing business continuity arrangements results in the creation of an incident response
structure (8.4.2), the means for detecting and responding to an incident (8.4.3), business continuity
plans (8.4.4) and procedures for returning to ‘business as usual (8.4.5).

Exercising and testing (8.5)
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Exercising and testing provide the opportunity for the organization to:
— promote personnel awareness and competency development;

— ensure that business continuity and business continuity procedures are complete, current and
appropriate; and

— identify opportunities to improve its business continuity.

8.1.2 Managing the BCM environment

Effective ma nngnmnnf ofthe BCM environmentincludes:

a) ensuring the continuing relevance of the scope, roles and responsibilities for business contintjty;

b) promotjng and embedding continuity across the organization and other interested parties,
where gppropriate;

€) managing costs associated with business continuity;

d) establishing and monitoring change management and succession management regimes within the
businesp continuity management system;

e) arrangihg or providing appropriate staff training and awareness;and
f) maintai[:ing programme documentation appropriate to the size;xand complexity of the organizgtion.

Each compojnent of an organization’s BCM arrangements, including documentation should be regylarly
reviewed, exercised and updated. These arrangements should also be reviewed and updated whenever
there is a significant change in the organization’s operational environment, structure, locations,
personnel, grocesses or technology, or when an exercise-or incident highlights deficiencies.

The organifation may adopt a recognized projeet management method to ensure that the |BCM
programmel|is effectively managed.

8.1.3 Maintaining business continuity
Maintaining effective business continuity includes:
a) keeping BCM current through-good practice;
b) adminigtering the exereise programme;

c) coordinpting the regular review and update of business continuity, including reviewing or reworking
businesg impactianalyses (BIAs) and risk assessments; and

d) ensurirlg thel maintenance of business continuity procedures appropriate to the needs of
responge-teams.

8.1.4 Measuring effectiveness
Measuring effectiveness needs to address both:
a) monitoring the performance of business continuity; and

b) monitoring and reviewing the business continuity arrangements for outsourced activities and the
BCM capabilities of suppliers.

Examples of metrics that may be used for measuring effectiveness include:

— activities and resources are recoverable within their specified recovery time objective and
information is of the required currency (recovery point objective);
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the required accommodation and equipment are available at alternate location(s) to enable recovery

and resumption of activities;

the required competences to resume the prioritized activities within the specified recovery time

objective have been demonstrated; and

the required competences to respond to and manage incidents have been demonstrated.

8.1.5 Outcomes

Outcomes indicative of effective BCM may include the following:

a)
b)

8.2

8.2.
The

businessimpactanalysis (BIA) andrisk assessment. The understanding obtained across the ¢
from|the BIA and risk assessment provides the foundation for effective business continuity

An
imp

products and services{{and the associated activities) would have on the objectives and ope
orgahization. It is)also important to understand the inter-relationships and resource requ
the activities thatsupport products and services and the threats to them.

©IS

n incident management capability is enabled and provides an effective response;

he organization’s understanding of itself and its relationships with other orgdanizatidg
egulators or government departments, local authorities and the emergency’services
eveloped, documented and understood;

fegular exercising ensures that staff are trained to respond effectively.to‘an incident o
fequirements of interested parties are understood and able to be delivered;

gtaff receive adequate support and communications in the event of a disruption;
the organization’s reputation is protected;

the organization remains compliant with its legal and.regulatory obligations; and

financial controls are maintained throughout an‘incident.
Business impact analysis and risk assessment

1 General

organization should establish; implement and maintain a formal and documented

drganization achieve§ jts purpose by delivering its products and services to cust
drtant therefore to.Cfeate an understanding of the adverse impact over time that disrup

ns, relevant
is properly

disruption;

process for
rganization

omers. It is
tion of these
ration of the
lirements of

02012 - All rights reserved

17


https://standardsiso.com/api/?name=c765d843a12f0afc3952c242d3c74e1f

ISO 22313

Product/service | r‘ﬁ
< 1 1

Assets a

9%
ﬁ Dependencies and *
— # ## supporting activities * # 3 *

:2012(E)

Ol‘ganizati on Internal External
context context

Purpose of the organization

N
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Assets and resources

o

N
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Figure 6 — Understanding th@rganization

Through understanding, the organization is able to eﬂ}ure that its business continuity aligns wi
purpose, stgtutory duties and obligations to its int@ested parties. Understanding is achieved thrj
the processe¢s of business impact analysis and riskiassessment. These processes provide the inform

that the org

hnization needs to determine ane}} ect business continuity strategies (8.3.1).

.

The BIA and risk assessment should en@e the organization to identify measures that:

a) limitth

e impact of a disruption@ﬁhe organization;

b) shorten|the period of disr@r;; and

c) reduce the likelihood isruption.

defined and

agreed

The context] evaluat;gwg?iteria and format of the outcome of the BIA and risk assessment shou

r(hﬁlstomer 3

th its
ough
htion

Id be

dvance. Information collected should be regularly reviewed, particularly dfiring

periods of char}{?\

8.2.2 Bus

nalucic
rary 515

The organization should establish a formal evaluation process for determining continuity and recovery
priorities and objectives.

The purpose of the BIA is to:

— obtain an understanding of the organization’s key products and services and the activities that
deliver them;

— determine priorities and timeframes for resuming activities;

— identify the key resources likely to be required for continuity and recovery; and

— identify dependencies (both internal and external).

18
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The business impact analysis should include:

a)

b)

d)

e)
f)

identifying the activities that support the delivery of the organization’s key products and services -

‘key’ means those included in the scope of the BCMS;

assessing the potential impacts over time of disruptions resulting from uncontrolled,

non-specific

events on these activities. When assessing impacts, the organization should address those relating

to its business aims and objectives and its interested parties. These may include:

1) adverse effects on staff or public well-being;

2) consequences of breaching statutory duties or regulatory requirements;
3) damage to reputation;

4) reduced financial viability;

3) deterioration of product or service quality; and

6) environmental damage.

INOTE1  Disruption of activities can cause delivery of products and services to be interrupted
¢xample the loss of the ability to pay suppliers may damage the reputation of the organization
guppliers refusing to supply goods which then prevents products bejingimanufactured or services bg

INOTE 2  Activities generally have daily variations and can be cyclical in nature. There are o
yariations and higher levels of activity associated with. weekly, monthly or annual deadlin
delivery dates. Assuming that the disruption occurs at the' worst time during these cycles eng
naximum possible impact is assessed.

¢stimating how long it would take for the impacts associated with disruption of the of
dctivities to become unacceptable;

INOTE3  The time taken for impacts.to become unacceptable can vary between seconds
months depending on the nature of thefactivity. Activities that are time-sensitive might need t
With a great degree of accuracy, e.g(tothe minute or the hour. Less accuracy will be acceptable
densitive activities.

INOTE4  The time it would take for impacts to become unacceptable can be referred to
tlolerable period of disruptioh’, ‘maximum tolerable period’ or ‘maximum acceptable outage’. ]

¢ontinuity objective\(MBCO).

ased on the assessment of potential impacts and taking into account other relevant fag

ndirectly. For
and result in
ing delivered.

ften seasonal
es or project
ures that the

ganization’s

and several
be specified
for less time-

1S ‘maximum
he minimum

level of product or service that is acceptable to the organization can be expressed as the mininhum business

tors, setting

rioritized titmeframes for resuming these activities, at a specified minimum acceptable level;

identifying dependencies between activities; and

identifying each activity’s dependency on supporting resources, including supplier

s and other

alauant intarnctad nanbine

I vamrT e TS tCO parT CtITss

The prioritized timeframe for resuming an activity may be referred to as Recovery Time Objective
(RTO). The RTO may take into account dependencies of interrelated activities and the time within which
the impacts of not resuming the activity would become unacceptable [refer to c) above].

NOTE 5

From this point forward in this International Standard, the term ‘recovery time obj

abbreviation ‘RTO* will be used instead of ‘prioritized timeframe".

ective’ or its

The output of the business impact analysis should be documented and include identification of:

products, services and activities;

recovery priorities;

© IS0 2012 - All rights reserved
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— significant dependencies and supporting resources.

Information

for the business impact analysis may come from:

interviews;

questionnaires;

— workshops; and

8.2.3 RisH

The organi3
analyses an
systems, inff

Risk assesst]
before decid
some funda

a) Whatm
b) What m|
c) Whatis
d) Isthere

The process

The organiz

organizatiof’s activities, and in particular those:

require

withas

The organiz
could result
Typical elem

— identification of risks: Identify the risks of disruption to the organization’s prioritized actiy

and the
them. T

spe

other internal and external sources.

[ assessment

ation should establish a formal risk assessment process that systematically,ident
| evaluates the risk of disrupting the organization’s prioritized activities andthe"procg
prmation, people, assets, suppliers and other resources that support them

hent provides a structured process for analysing riskin terms of consequences and likeli
ing on further treatment that may be required. This structured process attempts to an
mental questions:

ay happen and why (risk identification)?

ight be the consequences?

the likelihood of them happening? and

anything that might mitigate the consequencesar reduce the likelihood?

needs to take into consideration financial,gévernmental and societal obligations.

qtion should understand the threats to‘and vulnerabilities of the resources required b

by an activity with high priority; or
ignificant replacement leadstime.

htion should select an-appropriate method for identifying, analysing and evaluating riskj
ndisruptions. SO 31000 sets out the principles of risk management and associated guide
ents that should®beincluded in the context of this International Standard are as follows:

hese may. come from:

cificrthreats, which may be described as events or actions that could at some

dist

ifies,
sses,

hood
swer

[y the

that
ines.

rities

processes;systems, information, people, assets, suppliers and other resources that support

boint

npf‘ activities and resources (n g threats such as Fi?“ﬂ’ F]nnd’ power F:n']nrpl staff lncc’

absenteeism, computer viruses and hardware failure); and

staff

disruptive incidents, which may arise from vulnerabilities within resources (e.g. single points

of failure, inadequacies in fire protection, lack of electrical resilience, inadequate staffing levels

and

poor IT security and resilience);

evaluation of risks: Evaluate which disruption related risks require treatment. This should focus on

the resources required by activities with high priority or with significant replacement lead time; and

objectives and are in accordance with the organization’s risk appetite (4.1).

NOTE

provide useful information that is of relevance to the risk assessment.

20

identification of treatments: Identify treatments that can deliver the business continuity

If any other analysis of risk has been undertaken by the organization or external bodies, it could
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Societal needs or regulatory obligations may require the organization to share some of the outcomes of

ther

8.3

isk assessment with some interested parties.

Business continuity strategy

8.3.1 Determination and selection

8.3.1.1 General

Determining business continuity strategy is about identifying the action needed to address the findings

from[The BIAand TisSk assessment and inm a way thatl meets the business continuity obje

orga
for e

— gplitting a manufacturing production line across two locations;
— installing a power generator; or

— T1educing the overall impact of a disruptive incident through busine§s,continuity arrang
ghorten the period of interruption and reduce its intensity to acceptable levels.

Dete

The

— Jprotecting prioritized activities;

— q

— 1nitigating, responding to and managingimpacts.

The g

8.3.1
The |
— 1
— 1
—
Opti

— 1

hization. Such action is likely to be needed before, during and after a disruptive incid4
kample, include:

rganization should determine appropriate strategy<options for:

tabilizing, continuing, resuming and recovering prioritized activities;

rganization should have in place a méchanism for the review and approval of recommend

.2 Protecting prioritized activities

protection of prioritized activities may be targeted at:

educing the risk tothe’activity;

ransferring the-activity to a third party (though the responsibility remains with the organ
easing or.changing the activity if viable alternatives are available.

ns for protecting prioritized activities should be selected according to:

hieperceived vulnerabilities of the activity;

tives of the
ent and may,

ements that

Fmination and selection of business continuity strategy sheyld be based on the outplits from the
business impact analysis and risk assessment (8.2).

ed solutions.

ization); and

— the cost of the measures compared to the estimated benefits;

— (optionally) the urgency of the activity - since there will be less time to resolve the issue; and

— the overall feasibility and suitability of the option.

Where the organization estimates a threat to be ‘extremely unlikely’ or the cost of protecting a prioritized
activity to be prohibitively expensive, it may choose to accept the risk and re-evaluate it as part of its
on-going BCMS performance evaluation (Clause 10).

© ISO

2012 - All rights reserved
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8.3.1.3 Stabilizing, continuing, resuming and recovering prioritized activities

Stabilizing, continuing, resuming and recovering prioritized activities should also address their
dependencies and supporting resources;

Business continuity strategy options may include:

a) Activity relocation: The transfer of some or all activities either internally to another part of the
organization, or externally to a third party, either independently or through a reciprocal or mutual
aid agreement;

b) Resourcerelocation orreallocation: Resources, including staffare transferred to anotherlocation
or activjty within the organization, or externally to a third party;

c) Alterngte processes and spare capacity: Establishing alternate processes or-crepting
redundancy/spare capacity in processes and/or inventory;

d) Resourge and skills replacement: Enhancing people capabilities, including multi-skilling of key
staff or creating access to additional people capability through outsourcing. Replacement resotirces
are proyided by a third party or from stock held remotely by the organization.or establishing mpitual
aid agrgements with external organizations and key interested parties to provide temporary agcess
to additfional capability; and

e) Temporary workaround: Some activities may adopt a different\way of working which proyides
acceptapleresults for alimited time. It is probable that the workaround will be more time consuming
and/or |abour-intensive (e.g. a manual operation as opposed‘to an automated system). For these
reasons, workarounds are generally only suitable for shorgperiods of time or deferring a retujrn to
normal pusiness.

f) When donsidering locations at which to resume -afiy activity, business continuity options should
include the damaged/affected site(s) and undamaged alternate sites(s).

To ensure that activities can be resumed within their recovery time objectives, recovery time objedtives
may also bg¢ set for their dependencies and\supporting resources. Setting of these recovery [time
objectives may need to take into account:

— the pospibility of providing a minitnum service for a temporary period until the point when full
resumpfion is required;

— workarpunds (such as manualtprocesses) which may defer the need for resuming the dependericy of
supportling resources;

— backlogs and time needed to recover lost data; and

— the complexity~and scale of recovery requirements or the need for specialist equipment wjith a
long lead tinie:

The organization should evaluate all strategy options to determine if these measures have themsglves
introduced new risks.

Business continuity strategy options for stabilizing, continuing, resuming or recovering a prioritized
activity can often be prohibitively expensive. Where the organization estimates this to be the case, it
should either select alternative strategies that are acceptable and meet its business continuity objectives
or treat affected products and services as exclusions from the scope of the BCMS in accordance with 4.3.2.

8.3.1.4 Mitigating, responding to and managing impacts
Options to mitigate the impact and duration of an incident may include:

a) Insurance: Purchase of insurance may provide some financial recompense for some losses, but will
not meet all costs (e.g. uninsured events, brand, reputation, interested parties value, market share
and human consequences). A financial settlement alone will not fully protect the organization and
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satisfy interested parties’ expectations. Insurance cover is more likely to be used in
with one or more other strategies;

conjunction

b) Asset restoration: Contracting the stand-by services of companies that specialize in the cleaning

or repair of assets following their damage; and

Reputation management: Developing an effective warning and communication capability (8.4.3)

and establishing effective communications procedures (8.4.4.3.2)

8.3.1.5 Business continuity of suppliers

The
may

wish to concentrate its efforts on suppliers whose failure to deliver would most,qui

priotitized activities. Techniques may include:

gpecification of requirements in tenders and contracts;

— ;Leriodic audits of supplier plans;
J

joint business continuity exercises.

8.3.2 Establishing resource requirements

8.3.2.1 General

- dn 1 1.l =l dadnl 1 . e . L 1. 1 A 1. _T1 : .
TgaIZatior SITOUTt CITSUT T CITat tITe DUSTITESS COMTINTUItY OT SUppIIers arc cvalraaced. 1 11c g rgamzatlon

ckly disrupt

The grganization should determine the resource requirements to implement the selected strategy options.

The
a)

b)

d)

rganization should establish:

dppropriate teams or, for smaller organizatiens, individuals with appropriate authorit
incident preparedness, response and recovery;

gistical capabilities and procedures to locate, acquire, store, distribute, maintain, test,

Ibefore, during, and after-an.incident. Procedures should:

1) ensure that fiscal.decisions may be expedited; and

¢ach will'be needed from organization’s resources and from any suppliers; and

y to oversee

and account

or services, personnel, resources, materials, and facilities produced or donated to suppoft the BCMS;

financial, logistical and administrative procedures to support the business continuity arfjrangements

2) beinaccordance with established authority levels, governance, and accounting principles;

fesource management objectives for response times, personnel, equipment, training, facilities,
funding, insurance, liability control, expert knowledge, materials and the time frames within which

e) q)rocedures for interested party assistance, communications, strategic alliances, and rr1utual aid.

8.3.2.2 People

The organization should identify appropriate measures to maintain and widen the availability of core
skills and knowledge in the event that the incident results in the reduction of staff availability. These
measures should include employees, contractors and other interested parties who possess extensive
specialist skills and knowledge. Techniques to protect or enhance those skills may include:

list of back up skilled specialists and call up plan;

multi-skill training of staff and contractors;

separation of core skills to reduce the impact of an incident including physical separation of staff

with core skills at more than one location;

© IS0 2012 - All rights reserved
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— use of third parties;

— succession planning; and

— docume

nting processes and other forms of knowledge retention and management.

Procedures that rely on the relocation of staff after an incident may need to take into account:

transpo

rtation of staff to another location;

staff needs at the alternate site such as:

acc
catd
per

trai

challeng
Specialist rd

security

— transpdrtation logistics; and

welfare

8.3.2.3 In

Information

the timeframes identified within the BIA. The storage and recovery of data should be compliant

relevant leg

NOTE1 Fy
provides guid

Any informsa
— confidg
integrit

require
for som

availability: that\the information is available as quickly as the activity requires it. Inform

prTModation;

ring facilities;

conal and family commitments; and
ning on different equipment;

res posed by home working.

les may include:

br e
)

and emergency.

formation and data

vital to the organization’s operation, should be protected and recoverable accordil

slation.

rther guidance on ensuring the,currency of electronic data is given in ISO/IEC 27031.1SO/IEC
lance on ensuring the on-going.eonfidentiality, integrity and availability of data.

tion required to enable‘the organization’s response and recovery should have appropj
ntiality: for example if the activity is moved to another location;

'y: that the information is reliable and may be trusted;

 during*the response may be required immediately while other data may not be req
b time/after the incident; and

g to
with

7002

iate:

htion
hired

| ry

the

curren

by y i Jdat H | L1 £l fixzitoz & rS AN I doto 1 i
uy. adS Lll.l LU uUdtt do lCLlull U Cll(}lUlllls LIICT Cl\.LlVlLy U U}JCI atl’l \.uuusu Udid 1S5S0 Ut U

incident may need to be recreated.

In all cases, information required by an activity should be appropriately current. This currency may
be referred to as the recovery point objective (RPO). Where data are copied, various methods may be
used, including electronic or tape backups, microfiche, photocopies and creating dual copies at the time
of production.

Information strategies should be documented for the recovery of information that has not yet been
copied or backed-up to a safe location.

Information

— physica

24

strategies should extend to include:

| (hardcopy) formats; and
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— virtual (electronic) formats, etc.

NOTE 2  If copied information is stored too near to the original, the disruptive incident might compromise its
integrity or prevent access to it. However, a long distance may prevent it from being available when it is needed. It
would be appropriate to have written evidence as to how these conflicting concerns have been resolved.
Information referred to in this section may include:

— contact information;

— supplier, interested parties and interested party details;

— o¢ther services documents (e.g. contracts and service level agreements).

8.3.2.4 Buildings, work environment and associated utilities

Worksite strategies may vary significantly and a range of options might be| available. Different types
of inrident or threat might require the implementation of different or multiple worksite ¢ptions. The
apprppriate tactics will in part be determined by the organization’s size;sector and spread pf activities,
by interested parties, and by geographical base. For example, publie;authorities will need|to maintain
a frontline service delivery in their communities whereas somé-organizations could opgrate from a
different country or continent.

The prganization should devise a strategy for reducing the.impact of the unavailability df its normal
worKsite(s). This may include one or more of the following:

a) alternative premises (locations) within the organization, including displacement of othgr activities;

b) 4lternative premises provided by other \organizations (whether or not these ar¢ reciprocal
drrangements);

c) eémergency control centres;
d) alternative premises provided by third-party specialists;

e) orking from home or at feimote sites;

f) o¢ther agreed suitable/premises; and

g) use of an alternative workforce in an established site.

i which may
1 wide areas
is expected,

aretob 3 S : oug s oughtha ffare willing
and able to travel there, taking into account any possible difficulties caused by the incident. However, the
alternative premises ought not to be so close that they are likely to be affected by the same incident.

The use of alternative premises for continuity purposes ought to be supported by a clear statement as to
whether the resources required in the alternative premises are for the exclusive use of the organization.
If the alternative premises are shared with other organizations, a plan to mitigate the non-availability
of these premises ought to be developed and documented.

In some situations (e.g. amanufacturing line or a call centre), it may be appropriate to move the workload
rather than the staff. This may require spare capacity at the alternate site or additional staff (whether
by overtime or recruitment) and other resources to be made available.
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cilities, equipment and consumables

The organization should identify and maintain an inventory of the core supplies that support its
prioritized activities.

Some facilities and machinery may be difficult to acquire, be very expensive (requiring a long time for
authorization) or have long lead times. Solutions for providing such resources may need to take such
issues into account. Changing business practices, such as stock control or building management may
provide solutions.

Techniques for providing these may include:

— storage
— arrangg
— diversid
— holding
— transfej
— identifi
— identifi

Where actiy
suppliers an

— increas
— encourg
— contrac
— theiden

Where activ
or services ¢

8.3.2.6 In

In many or
reinstated H
need to imp

Technology

of additional supplies at another location;
ments with third parties for delivery of stock at short notice;
n of just-in-time deliveries to other locations;
of materials at warehouses or shipping sites;
of sub-assembly operations to an alternative location which has supplies;
ration of alternative/substitute supplies; and
fation of facilities and equipment and multi-option planning/by phases.

rities are dependent upon specialist supplies, thecepganization should identify thg
d single sources of supply. Strategies to manage continuity of supply may include:

ng the number of suppliers;
ging or requiring suppliers to have business continuity;
fual and/or service level agreements.with key suppliers; and

tification of alternative, capable(suppliers.

ffectively at the alternateldcation.

formation communications technology (ICT) systems

panizations, aCtivities cannot be performed without ICT systems and they need f
efore activities can be resumed. Where it is possible and practical, the organization|
ement mantial operations while its ICT services are being reinstated.

— provision made within the organization;

— services delivered to the organization by a third party; and

— externa

| services to which the organization subscribes.

Techniques for providing ICT systems required by prioritized activities may include:

key

ities are being relocated it shouild be verified that suppliers are able to provide their prodlucts

o be
may

options will depend on the nature of the technology employed and its relationshjip to
activities, b11t will typically be a combination of the following:

— spreading them geographically, for example, maintaining the same technology at different locations

that wil

— holding

1 not be affected by the same disruptive incident;

older equipment as emergency replacement or spares; and

— contracted provision of equipment or recovery services.

26
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Because of the complexity of the technologies that support them, ICT systems frequently need
complex arrangements to ensure that they can be recovered in a timely manner. Consideration should
therefore be given to:

resumed within their RTOs;

distributing technology across a number of separate sites;

providing adequate facilities for increased numbers of users with remote access;

setting recovery time objectives (RTOs) for ICT systems that enable prioritized activities to be

paying particular attention to the location of technology sites and the distance between them;

q

q

Ifat
netw
could

Ifan
a ‘my
than

Ifan
cons

NOTH
(botH

8.3.2

Tran|

N

q

i

etting up un-staffed (dark) sites as well as staffed sites;

proving telecommunications connectivity and increasing levels of redundant rdutin

:[:oviding automatic ‘failover’ instead of requiring manual intervention to redirect the IQ

iccommodating ICT obsolescence; and

providing additional third-party connectivity and external linkss

echnique of ‘failing over’ from one site to another is adopted; it may be necessary to
ork path distance between the two sites. If there is a very’long distance between t}
| slow down the system response and render the ICT systems ineffective.

prganization hosts its ICT systems at more than ongessite, there may be an opportunity t
itual ICT strategy’ whereby each site is sized tocaccommodate the combined ICT capa
one site.

organization uses very specialized or custom built technologies with long lead times it
der increasing the protection of its ICT*by’'making special previsions for replacement or

Further guidance on ICT contiuity can be found in ISO/IEC 27031, ISO/IEC 27002 and I
parts).

.7 Transportation

Kportation may need(to be provided after an incident for:

taff sent home iftheir normal means of transport is unavailable;
taff relocated to alternative work location; and

esources'eeded at different location.

The
may

ganization should determine in advance options for providing alternative means of tr

by
b’

T provision;

ronsider the
1e sites, this

b implement
city of more

may need to

restoration.

0O/IEC 20000

hnsport that

1y
(LP required following a disruptive incident. These may include:

and unusual situations; and

transportation, and other logistics networks;

© ISO

agreements with transport providers.
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identifying possible scenarios of logistic disruptions which may be caused directly by an incident

securing alternative logistic means and routes by taking account of traffic conditions, means of
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8.3.2.8 Finance

The organization should determine options for ensuring that the necessary finance is available during
and following a disruptive incident. This may include:

and transport;

reimbursement of staff expenses;

major expenditure on, for example, rental or purchase of buildings and equipment;

providing funds for emergency purchases, such as, food, accommodation, facilities, consumables

To protect 3
financial co
disruptive i}

gainst abuse or facilitate insurance claims, it may be necessary to demonstrate effe
htrols, by, for example, providing for formal recording of expenses during and follow]
\cident.

8.3.2.9 Supppliers

If a product
product, serj
itselfthat itd
obtain evidg
programme

8.3.3 Prof

Foridentifie
consider wa

8.4 Estab

8.4.1 Gen

The organiz
response to

, service or activity has been outsourced, the responsibility and aecotintability for
vice or activity remains with the organization. Consequently, an organization should eq
key suppliers have effective continuity arrangements in place. One'method of doing thij
nce of the viability of key suppliers’ continuity plans and their ‘exercising and mainten
5. See 8.3.1.5.

ection and mitigation

d risks requiring treatmentand in line with its overall attitude to risk, the organization s}
s of reducing the likelihood, shortening the period and limiting the impacts of disrupti

lish and implement business continuity procedures

eral

ictive
ing a

that
sure
isto
ance

1ould
on.

ation should put in place and .document procedures that provide overall control of the

a disruptive incident andSresume activities within their recovery time objectives

business continuity procedures should-establish the appropriate internal and external communica

protocol ang

| be:

- with regard to-the‘immediate steps that should be taken during a disruption;

The
kions

- so that théymnay be used to respond to unanticipated threat scenarios and changing

and external conditions;

- they should clearly relate to the impact of events that could potentially disrupt opera
evéloped based on stated assumptions and an analysis of interdependencies; and

kions

appropriate mitigation strategies.

a) specific

b) flexible
interna

c) focused|
and be

d)

8.4.2

Incident response structure

effective — in terms of minimizing the consequences ol incidents through implementation of

The organization should put in place procedures and a management structure that will enable it to

prepare for,

mitigate, and respond effectively to disruptive incidents.

The response structure should provide for:

— identifying impact thresholds that justify initiation of formal response;

— assessing the nature and extent of a disruptive incident or the potential impact;

28

© ISO 2012 - All rights reserved


https://standardsiso.com/api/?name=c765d843a12f0afc3952c242d3c74e1f

The

strud

Larg
diffe
business resumption. In smaller organizations all aspects sf.incident response may be har
team

IS0 22313:2012(E)

putting in place measures to provide for the welfare of those affected;

initiating an appropriate response to a disruptive incident;

having processes, and procedures for the activation, operation, coordination, and communication of

the response;

resources being available to support the processes and procedures needed to manage
incident and minimize impacts; and

a disruptive

communication with interested parties, including in particular, authorities and the media.

Fesponse structure should be simple and capable of being formed quicKly. When deté
ture, consideration should be given to:

lhaving one or more competent personnel available to establish the ramifications of the
¢valuate the impact or potential impact of the incident and its timescale;

Ibeing able to mobilize teams to take control, contain the incident, ahd"initiate the
response; and

including appropriate resources which may include staff, contraétors, equipment and f

br or complex organizations may use a tiered approach te.incident response and m
Fent teams to focus on incident response, incident mabagement, communications,

but should never be the responsibility of a single individual.

rmining the
ncident and
appropriate
nance.

Ay establish

welfare and
dled by one

e necessary
nstrated by

munication.

ion;

ES;

ncident;

Each|team should have procedures for governing its‘actions and include personnel with th
responsibility, authority and competence. Individual and team competence can be demo
trainfing and exercising.

8.4.3 Warning and communication

8.4.3.1 General

The ¢rganization should establish; implement and maintain procedures for warning and com
Thesge should include:

a) detecting an incidefhtiand alerting response personnel;

b) ¢ontinuing moefijtoring of an incident;

c) internal comimunication between the various levels and functions within the organizat
d) ¢xterftallcommunications with interested parties;

e) 1eceiving, documenting and responding to communication from other interested parti
f) receiving,documentingandrespondingto any national orregional riskadvisory system or equivalent;
g) alerting interested parties potentially impacted by an actual or impending disruptive i
h) assuring availability of means of communication during a disruptive incident;

i) facilitating structured communication with emergency responders;

j) assuring the interoperability of multiple responding organizations and personnel;

k) recording of vital information about the incident, actions taken and decisions made; and
1) operations of a communications facility.

© IS0 2012 - All rights reserved

29


https://standardsiso.com/api/?name=c765d843a12f0afc3952c242d3c74e1f

IS0 22313:2012(E)

An organization may need to decide whether or not and at what point to communicate with external
interested parties regarding its warning and communication procedures. Life safety should be the first
consideration when making this decision. The decision and the reasons for it should be documented.

For example, an organization undertaking hazardous activities that could threaten the safety of near
neighbours may need to make sure that the neighbours are notified of potential danger. This may mean
that they need to understand how alarms are issued and how to respond.

The organization should have effective procedures and facilities for issuing warnings, alerts and
external communication rapidly. Special arrangements may be required for interested parties with
specific needs, for example, the elderly and those with disabilities. The warning and communication

11 L. 1 1 3 pa R LA | L £ £ or
System shoutdbet egtrarty exercrsetror-garaante-otrexercsmgrerertooo

8.4.3.2 Inrident communication procedures
Procedures need to be established that, in advance of a potential incident, may enable;

— receivirlg, documenting and responding to any national or regional risk advisory system or
equivalent; These may reflect threats that are common to the location - such astsunami, earthquake
or hurricane warnings; and

— alerting interested parties potentially impacted by an actual or impending disruptive incident -
where the organization has statutory or moral responsibility for warning.

Once the indident has begun the organization should develop procedures that ensure:

— the incident is continually monitored, through local obsérvation or remote monitoring, and any
developments communicated to the appropriate responders;

— structufed communication with emergency responders;

— the interoperability of multiple responding<erganizations and personnel where this i the
respongdibility of the organization;

— commuhication is provided between thewarious response teams with the organization;

— regular communication with the staff and others for whom there is a duty of care such as visitorg and
contractors - this may need to bé atevacuation points initially then at home or alternate locationg; and

— recordihg of vital information about the incident, actions taken and decisions made - by the
individyals who made thiem or by an appointed log-keeper for each team.

Procedures pre also required to facilitate effective two-way communication between interested pqrties
such as customers and the media.

The organizptionishould maintain communications with these parties until a return to normal busjness
operations ywhéna communication marking the end of the incident may be appropriate.

8.4.3.3 Incident communication facilities

These procedures may be facilitated by the use of a dedicated or ad hoc communications facility. This
should be located sufficiently far from the affected site that its operation is not impeded by the incident
and may be in the same location as other incident response facilities.

The communications equipment available should recognize that the incident may have affected the
performance of normal communications so a variety of alternatives may be available such as:

— loud-hailers or public address systems;
— spare mobile phones; and

— two-way radios.
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8.4.4 Business continuity plans

8.4.4.1 General

The organization should establish documented procedures that will enable the organization to respond
to an incident and deal appropriately with the resumption and recovery of its activities.

These procedures should address all aspects of responding to an incident with particular regard to life
safety issues and address the requirements of all those who will use them. To determine requirements,
it may be beneficial to:

— Uise feedback from exercising and lessons learned from disruptive incidents.

Timgscales and performance levels should be based on the information gathered’during the business
impdct analysis (8.2.2) and the business continuity strategy selected (8.3.1).

The following should be clearly identifiable within each plan:
— purpose and scope;
ijectives and measures of success in terms of prioritized activities;
dctivation criteria and procedures;
— implementation procedures;
— T1oles, responsibilities, and authorities;
— ¢ommunication requirements and procedure€s;
— internal and external interdependenciesiand interactions;
— Tesource requirements; and
— information flow and documeéntation processes.

Wheh dealing with a disruptive’incident, there are number of actions that may need to be|considered.
Thesle should be includedin,documented procedures (8.4.4.2 and 8.4.4.3) and include:

a) tesponding to and assessing the incident:
1) What happened and how did it occur?
2) Which parts ofthe organization and which interested parties have been or could have b¢en affected?

3) AWhat is the anticipated duration of the incident and its impacts? and

J— May the Incident be managed by routine management arrangements?
b) evaluating the incident assessment against activation criteria for each of the procedures;

c) declaring an incident and activating the procedures when activation criteria have been met;
d) stabilization, continuity, resumption and recovery activities;

e) establishing and running the incident management location;

f) prioritizing issues and activities to be undertaken in managing the incident and its impacts;

g) controlling and coordinating all activated procedures;
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the temporary operation of the organization’s activities;

monitoring the incident as it progresses;

ng and adapting plans in response to changing circumstances;

conducting a debrief and identifying learning opportunities; and

activating or establishing alternate sites for the restoration of IT or other infrastructure capability

standing down of plansand return toroutine managementas sustainable capability is re-established;

ensuring good governance and collation and security of documentation generated during the

for resuming each activity should:

e recovery time objective of the activity which supports that product or service; and
Ciently reliable.

achieved by:

hip or control of the means and resource to enact the procedure; and

s, agreements or service levels with third parties.

lat the operation of the procedures is not affected by the same disruption, the organiz
ecautions, for example, separating personnel and-ICT across multiple locations. How
Fion for all scales and types of incident is not pessible and this limitation should be ident
with top management. This limitation could’be expressed in terms of distance, mini
I severity and may be determined by theresponse of civil authorities to a severe af
incident.

ntent of business continuity plans

ontinuity plan may be a single documented procedure or multiple procedures encompa
ents and covering the scope of the BCMS.

e, scope and objectives of each documented procedure should be defined an
hble to those whouwill put it into effect. Any relationship to other required and relg
procedures or-documents should be clearly referenced and the method of obtaining

usinessontinuity plans the following should be clearly identifiable (see also 8.4.4.3):
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ness

continuity plan. Ifthe business continuity plan comprises more than one documented procedure,

roles, responsibilities and authorities for each procedure should be defined; and

what circumstances - this may follow defined escalation stages.

invocation and standing down:

guidelines and criteria regarding who has the authority to invoke the procedures and under

1) a process for activating the organization’s response to a disruptive incident and within each
documented procedure, its activation criteria and procedures. It may be relevant to consider
whether this is within or outside normal working hours;

Within the k
a)
1) def
the
2)
b)
2)
32

a process for standing teams down once the incident has passed; and
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3) rendezvous and places to meet with suitable alternatives.
c) incident management:

1) management of the immediate consequences of a disruptive incident giving due regard to
welfare issues of affected persons (including team members), options for responding to the
disruption (these may be described as strategic, tactical and operational) and prevention or
further loss or unavailability of prioritized activities;

2) within each documented procedure there should be:

i) _implementation procedures that identify actions and tasks that need to be performed,
particularly in relation to how the organization will continue or recover ity prioritized
activities within predetermined timeframes;

ii) resource requirements (8.3.2) relevant to the documented procedurejyand
iii) the means for recording key information about the incident, actionstaken and dedisions made.
d) ¢ontactinformation within each documented procedure:

1) contact details for team members and others with roles and fesponsibilities - where local data
protection legislation applies, contact details should be held-in accordance with it; pnd

2) contact and mobilization details for any relevant agencies, organizations and regources that
might be needed.

e) ¢ommunication (8.4.3):

1) details addressing how and under what cireumstances the organization will commyinicate with
employees and their relatives, key intetested parties and emergency contacts; and

2) details of the organization’s media response following an incident, including its conlzmunication
strategy, preferred interface with the media, guidelines or templates for drafting media
statements and identificatiomofappropriate spokespeople.

8.4.4.3 Specific types of procedures

8.4.4.3.1 Incident management / strategic management procedures

The gim of incident management is to ensure that the organization’s response to a disruptive incident is
effective at a stratéegic level.

The procedures'should include the basis for managing all possible issues facing the organization during
an incidentyincluding those related to interested parties.

The prganization should identify a location, room or space from which an incident will he managed.
Onc pcfnh]ichnd' this lacation should be the focal pninf for the nrg::ni'7ah'nn'c response An alternative
meeting point at a different location should also be nominated in case access to the primary location is
denied. Each location should have access to appropriate resources by which the incident management
team may initiate effective incident management activities without delay.

The location may be as simple as a hotel room or a staff member’s house. It may be as complex as a
dedicated ‘command centre’ with PCs, video-conferencing and multiple telephones. Initially, it might be
necessary to hold a virtual or off-site meeting, e.g. via telephone, teleconference or videoconference, so
that key decisions may be made promptly.

The chosen location should be fit-for-purpose and may include:
— space for the required number of people;

— effective primary and secondary means of communication; and
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— facilities for accessing and sharing information, including the monitoring of the news media.

Other response teams may require similar facilities.

8.4.4.3.2 Communications procedures

Communications procedures may be included in incident management response procedures or may be
separated for use by a separate team as appropriate.

There is a need to manage and coordinate actively the many communications that will be delivered and
received during the incident. This procedure should contain:

a) details pn how and under what circumstances the organization will communicate with empldyees
and thejr relatives, emergency contacts and other interested parties’;

b) details pn the organization’s media response following an incident, including:
1) thefincident communications strategy;
2) preferred interface with the media;
3) guideline or template for drafting a statement for the media; and

4) appropriate numbers of trained, competent spokespeople adthorized to release informftion
to the media.

Prepared information may be especially useful in the early stages ofan incident. It enables an organizatjon to
provide detadlils about the organization and its business while details of the incident are still being established.

It may be appropriate to:
— establish a suitable venue to support liaison with the media, or other groups of interested parties;

— establigh an appropriate number of compeétent, trained people to answer telephone enqyiries
from thg press;

— use all jommunication channels opento the organization including social media; and

— preparg background material about the organization and its operations (this information shoulld be
pre-agreed for release).

Pressure or|community action‘groups who collectively have power or influence over the organization
may also negd to be consideped.

A process fqr identifying and prioritizing communications with other key interested parties shou(td be
included. It jnay beaiecessary to develop a separate procedure for managing interested parties, provide
criteria for $etting priorities and make provisions for allocating persons to each stakeholder or group
of stakeholders.

8.4.4.3.3 Safety and welfare procedures

Organizations have a direct responsibility to safeguard the welfare of employees, contractors, visitors
and customers where an incident poses a direct risk to life, livelihood and welfare. Special attention
will need to be paid to any groups with disabilities or other specific needs (e.g. pregnancy, temporary
disability due to injury). Planning in advance to meet these requirements may reduce risk and reassure
those affected. The long-term impacts of incidents cannot be underestimated. Developing appropriate
strategies in support of human welfare may directly promote physical and emotional recovery within
the organization and these should take into account relevant social and cultural considerations.

Elements of welfare response that should be included:

— site evacuation (inclusive of internal ‘shelter-at-site’ activities) and assembly points;
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the mobilization of safety, first aid or evacuation-assistance teams; and
locating and accounting for those who were on site or in the immediate vicinity.
following may also be included:

translation services;

transport assistance including directions as required;

designated liaisons and contact information for emergency services, appropriate agencies, and

first responders;

cating displaced workforce or contractors;
anaging telephone help lines; and
fehabilitation and counselling services (physical and emotional).

pbrganization may retain a means to provide services to debrief and counsel affected s

sion to existing occupational health and employee assistance programmes.

brganization should deploy staff with appropriate levels of‘authority to liaise where

required resources should be specifically identified. A resource should be available

resources that may be required forwelfare response include, but are not limited to, the

the locations, quantities, accéssibility, operability, and maintenance of equipment (e.g.
protective, transportation;monitoring, decontamination, response, personal protective

gupplies (e.g. medical; personal hygiene, consumable, administrative, ice);
gources of energy(e.g. electrical, fuel);
emergency power production (generators);

¢ommunications systems;

ood\and water;

taff after an
bvided as an

appropriate

the emergency services. Emergency services play the primary role in protecting life and relieving
suffegring during emergencies. Therefore, early liaison, pre-planning and real-time incident ¢
between the organization and its firstresponders and the emergency services may improve t
of anincident response.

oordination
he efficiency

in a timely
he resource
than would

following:

heavy duty,
equipment);

technical information;

clothing and shelter;

specialized personnel (e.g. medical, religious, volunteer organizations, disaster/emergency

management staff, utility workers, morticians, and private contractors);
specialized volunteer groups (e.g. amateur radio, religious relief organizations, charitab
volunteer, community, and emergency response support; and

external international, national, provincial, tribal, territorial, and local agencies.
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8.4.4.3.4 Salvage and security procedures

The organization may prepare documented procedures that address salvage and security. This may
include guidance on:

— salvage

priorities for facilities, equipment and documented information; and

security of the premises once handed over by the emergency services.

the organization may appoint specialist salvage contractors in advance of the incident. Effective

salvage of facilities, equipment and documented information may limit impacts and enable a more
rapid return to normal working.

8.4.4.3.5
Each proced
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Procedures for resuming activities

ure should specify the:

red activities to be resumed;

timescalles within which they are to be resumed;

v levels needed for each prioritized activity; and
hs in which the procedure may be utilized.

detail where appropriate, the resources required at different points in time to achiev
'his may include:

e numbers;
d qualifications;
1]l equipment;

munications facilities; and

availal:|11ty of resources contracted, ‘agreed through mutual aid or likely to be available.

that lack of a service ogresource threatens the resumption of activities, escalation ac
fined. These actionsimay include:

htion of externalahd third-party resources;
hication of régevery actions; and
res for implementing manual workarounds, system recovery, alternative processes et

quiftements should be documented and may include:

e the

tions

vital re

a list of

36

ords (hardcopy and etectronic);

operating and procedure manuals;

IT technical recovery plans and procedures;

location of offsite storage facilities being used by the organization;
alternative locations;

authorities/delegations for the payment of emergency expenses;

staff with expertise required by the operational units;

IT infrastructure and applications documentation;
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