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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1 General

This document provides guidance, where appropriate, on the requirements specified in ISO 22301. It
is not the intention of this document to provide general guidance on all aspects of business continuity.

This document includes the same clause headings as ISO 22301 but does not restate the requirements

and related

The intenti
of ISO 2230
and Techni
document,

The scope 0
therefore al

To provide
The figures|
precedence

A business
establid

operati
organiz

monito

continu

terms and definitions.

n of the guidance is to explain and clarify the meaning and purpose of the requirem

ents

1 and assist in the resolution of any issues of interpretation. Other International Stand
al Specifications that provide additional guidance, and to which reference is made, in
hire 1SO/TS 22317, ISO/TS 22318, 1SO 22322, ISO/TS 22330, ISO/TS 22331 and‘ISO 22
f these documents can extend beyond the requirements of ISO 22301. Organizations sh
ways refer to ISO 22301 to verify the requirements to be met.

further clarification and explanation of key points, this document includes several fig
are for illustrative purposes only and the related text in the body ‘ef'this document t

fontinuity management system (BCMS) emphasizes the impdrtance of:
hing business continuity policy and objectives that aligiwith the organization’s object]

hg and maintaining processes, capabilities and response structures for ensuring
ation will survive disruptions;

Fing and reviewing the performance and effectiveness of the BCMS;

al improvement based on qualitative and quantitative measurement.

ards
this
398.
ould

ires.
hkes

ives;

the

A BCMS, likg any other management system, ineltides the following components:
a) apolicy;
b) competent people with defined responsibilities;
c) managgment processes relatingto:
1) poljcy;
2) plapning;
3) implementdtion and operation;
4) peifforfadnce assessment;
5) malagementTeview;
6) continual improvement;
d) documented information supporting operational control and enabling performance evaluation.

Business continuity is generally specific to an organization. However, its implementation can have far
reaching implications on the wider community and other third parties. An organization is likely to
have external organizations that it depends upon and there will be others that depend on it. Effective
business continuity therefore contributes to a more resilient society.
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0.2 Benefits of a business continuity management system

A BCMS increases the organization’s level of preparedness to continue to operate during disruptions. It
also results in improved understanding of the organization’s internal and external relationships, better
communication with interested parties and the creation of a continual improvement environment.
There are potentially many additional benefits to implementing a BCMS in accordance with the
recommendations contained in this document and in accordance with the requirements of ISO 22301.

Following the recommendations in Clause 4 (“context ofthe organization”) involves the organization:

— reviewing its strategic objectives to ensure that the BCMS supports them;

— reconsidering the needs, expectations and requirements of interested parties;
— being aware of applicable legal, regulatory and other obligations.

Clause 5 (“leadership”) involves the organization:

— reconsidering management roles and responsibilities;

— promoting a culture of continual improvement;

— allocating responsibility for performance monitoring and réporting.

Clause 6 (“planning”) involves the organization:

— re-examining its risks and opportunities and identifying actions to address and tak
of them;

— establishing effective change management:,

Clause 7 (“support”) involves the organization:

— establishing effective managementof its BCMS resources, including competence m
— improving employee awarenéss of matters that are important to management;

— having effective mechanisms for internal and external communications;

— managing its documentation effectively.

Clause 8 (“operation”) Tesults in the organization considering:

— the unintenided consequences of change;

— businesscontinuity priorities and requirements;

— dependencies;

—vulnerabilities from an impact perspective;

e advantage

inagement;

— risks of disruption and identifying how best to address them;

— alternative solutions for running the business with limited resources;
— effective structures and procedures for dealing with disruptions;

— responsibilities to the community and other interested parties.

Clause 9 (“performance evaluation”) involves the organization:

— having effective mechanisms for monitoring, measuring and evaluating performance;

© IS0 2020 - All rights reserved
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— involving management in monitoring the performance and contributing to the effectiveness of

the

BCMS.

Clause 10 (“improvement”) involves the organization:

— having procedures for monitoring performance and improving effectiveness;

— benefitting from continual improvement of its management systems.

As a result, implementation of the BCMS can:

life, assets and the environment;

contribjte to the organization’s competitive advantage by enabling it to operate during disrupt

and enhance the organization’s reputation and credibility;

e during them;

a) protect
b) protect
<)
d) reduce
effectiv
e) contrib
f) assistir
g) reduce
h) demon;
0.3 Plan-[
This docun
operating,
organizatio
Figure 1 il

continuity 1
outcomes (i

te to the organization’s overall organizational resilience;

making interested parties more confident in the organization/s;success;

the organization’s legal and financial exposure;

trate the organization’s ability to manage risk and address operational vulnerabilities.

0-Check-Act (PDCA) cycle

monitoring, reviewing, maintaining and \€ontinually improving the effectiveness d
n’s BCMS. An explanation of the PDCA cyele is given in Table 1.

hanagement and, through the required actions and processes, produces business conti
e. managed business continuity) that meet those requirements.

Table-1 — Explanation of PDCA cycle

ustrates how the BCMS takes interésted parties’ requirements as inputs for buslness

ons;

costs arising from disruptions and improving the organization’s capability to refain

ent applies the Plan-Do-Check-Act (PDCA) c¥y¢le to planning, establishing, implemenfting,

f an

uity

Plan Establish/business continuity policy, objectives, controls, processes and procedfyires

(Establish) relevant to improving business continuity in order to deliver results that align Wwith
the-organization’s overall policies and objectives.

Do Implement and operate the business continuity policy, controls, processes and

(Implement|and operate) |procedures.

Check Monitor and review performance against business continuity policy and objectilves,

(Monitor anf review) report the results to management for review, and determine and authorize acti¢ns
for remediation and improvement.
Act Maintain and improve the BCMS by taking corrective actions, based on the results
(Maintain and improve) |of management review and re-appraising the scope of the BCMS and business
continuity policy and objectives.
viii © IS0 2020 - All rights reserved
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Continual improvement of business continuity
management system (BCMS)

[ ) e )

Establish

!

Interested (Plan) Interested
parties 7 \ ﬁ parties
‘ Maintain and l ‘ Lo lonaan I

.
improve and operate
(Act) (Do)

Requirements \ l;)daqaged
for business z usinegs
a Monitor and ..
continuity R ﬁ continuity
\_ ) (Check) S )

Figure 1 — PDCA cycle applied to BEMS processes

0.4 |Components of PDCA in this document

Tablg 2 shows the direct relationship between the content of Figure 1 and the clauses of thi§ document.

Table 2 — Relationship between the PDCA cycle and Clauses 4 to 10

PDCA component Clause addressing PDCA component
Plan Clause 4 (“context of the organization”) sets out what the organization ghould do in
(Estpblish) order to make sure that the BCMS meets its requirements, taking into agcount all

relevantiexternal and internal factors, including:

— .'the needs and expectations of interested parties;
— © its legal and regulatory obligations;

— therequired scope of the BCMS.

Clause 5 (“leadership”) sets out the role of management in terms of dempnstrating
commitment, defining policy and establishing roles, responsibilities and authorities.

Clause 6 (“planning”) describes the actions for establishing strategic objectives and
guiding principles for the implementation of the BCMS.

Clause 7 (“support”) identifies the BCMS elements that should be in plade, namely:

resources,competence,awareness,communication and documented-information.

Do Clause 8 (“operation”) identifies the processes for establishing and maintaining
(Implement and operate) |business continuity.

Check Clause 9 (“performance evaluation”) provides the basis for improving the BCMS
(Monitor and review) through measurement and evaluating its performance.

Act Clause 10 (“improvement”) covers the corrective action for addressing

(Maintain and improve) |nonconformity identified through performance evaluation.

0.5 Contents of this document

It is not the intent of this document to imply uniformity in the structure of a BCMS but for an
organization to design a BCMS that is appropriate to its needs and that meets the requirements of its
interested parties, particularly customers and employees. These needs are shaped by legal, regulatory,
organizational and industry requirements, the products and services, the processes employed, the
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environment in which it operates, the size and structure of the organization and the requirements of its
interested parties.

This document is not intended to be used to assess an organization’s ability to meet its own business
continuity needs, or any customer, legal or regulatory needs. Organizations wishing to do so can use
the requirements in ISO 22301.

Clauses 1 to 3 in this document set out the scope, normative references and terms and definitions
that apply to the use of this document. Clauses 4 to 10 contain guidance on the requirements given in
ISO 22301.

In this doc

Dy

a) “should’ indicates a recommendation;

b) “may” indicates a permission;

c) “can”indicates a possibility or a capability.
0.6 Busingss continuity

Business continuity is the capability of the organization to continue delivery of products or services at
acceptable predefined capacities following a disruption. Business continuity’management is the prdcess
of implementing and maintaining business continuity (see 8.1.2 and Figure 5) in order to preven{ loss
and preparg¢ for, mitigate and manage disruptions.

Establishing a BCMS enables the organization to control, evaluate-and continually improve its business
continuity.

In this docuyment, the word “business” is used as an all-embracing term for the operations and seryices
performed |by an organization in pursuit of its objectives, goals or mission. As such, it is eqpally
applicable to large, medium and small organizations operating in industrial, commercial, publiq and
not-for-proflit sectors.

Disruptiony have the potential to interrupt,the organization’s entire operations and its abilify to
deliver profducts and services. However,-implementing a BCMS before a disruption occurs, rdther
than respomding in an unplanned manner after the incident, will enable the organization to requme
operations before unacceptable levels.of impact arise.

Business continuity managemernt involves:
a) identifying the organization’s products and services and the activities that deliver them;
b) analysipg the impacts of not resuming the activities and the resources they depend on;

c) undersfanding-the risk of disruption;

d) determfning priorities, time frames, capacities and strategies for resuming the delivery of products
and seriices;

e) having solutions and plans in place to resume the activities within the required time frames
following a disruption;

f) making sure that these arrangements are routinely reviewed and updated so that they will be
effective in all circumstances.

The organization’s approach to business continuity management and its documented information
should be appropriate to its context (e.g. operating environment, complexity, needs, resources).

Business continuity can be effective in dealing with both sudden disruptions (e.g. explosions) and
gradual ones (e.g. pandemics).

X © ISO 2020 - All rights reserved
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Activities can be disrupted by a wide variety of incidents, many of which are difficult to predict or
analyse. By focusing on the impact of disruption rather than the cause, business continuity enables an
organization to identify activities that are essential to it being able to meet its obligations. Through
business continuity, an organization can recognize what is to be done to protect its resources (e.g.
people, premises, technology, information), supply chain, interested parties and reputation before a
disruption occurs. With that recognition, the organization can put in place a response structure, so that
it can be confident of managing the impacts of a disruption.

Figure 2 and Figure 3 illustrate conceptually how business continuity can be effective in mitigating
impacts in certain situations. No particular timescales are implied by the relative distance between the

stages depicted in either diagram.

Capacity of Resumption of activities at Shortened
opgrations acceptable capacity within disruption

acceptable timeframe

\

\ Minimum

Mitigating, e
. 1 ,’
responding to : R acceptabl
. 1 1 s .
and managing. ; Lo capacity
impacts v 4
.................. -
N i ) Time
Incident Recevery ! Time at
time ’ i which impacts
objective ! become
unacceptable

WITH bysiness
continuify
< WITHOUT business
/7 continuify

3%

Figure 2 — Illustration of business continuity being effective for sudden disruption
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re 3 — Illustration of business continuity being effective for gradual disruption
(e.g. approaching pandemic)
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Security and resilience — Business continuity
management systems — Guidance on the use of ISO 22301

1 Scope

This document gives guidance and recommendations for applying the requirements of the business

cont
base

This
a)
b)
‘)

d)

The
largg
sect

2

The
cons
unda

ISO
ISO ]

3 [Ferms and definitions

For
follo|

ISO;

22300, Security and resilienée=— Vocabulary

fnuity management system (BCMSJ given 1n ISU 22301, The guidance and recommen
d on good international practice.

document is applicable to organizations that:
mplement, maintain and improve a BCMS;
seek to ensure conformity with stated business continuity policy;

heed to be able to continue to deliver products and services at an acceptable predefin
during a disruption;

ceek to enhance their resilience through the effective application of the BCMS.

guidance and recommendations are applicable to allsizes and types of organization
e, medium and small organizations operating in industrial, commercial, public and n

Normative references

titutes requirements of this docuinént. For dated references, only the edition cited

p2301, Security and resilience — Business continuity management systems — Requiremen

he purposes-of this document, the terms and definitions given in ISO 22300, ISO 22
wing apply.

inddEC maintain terminological databases for use in standardization at the following a

dations are

ed capacity

s, including
bt-for-profit

brs. The approach adopted depends on the organization’s operating environment and c¢mplexity.

following documents are referred to_in the text in such a way that some or all of their content

hpplies. For

ited references, the latest edition. of the referenced document (including any amendments) applies.

801 and the

ddresses:

3.1

SO-Ontime browsing platformmavaitableat https//wwwiiso-org/obp

IEC Electropedia: available at http://www.electropedia.org/

business continuity management
process of implementing and maintaining business continuity
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4 Context of the organization

4.1 Understanding the organization and its context

This clause provides recommendations for understanding the context of the organization in relation to
the BCMS. Recommendations for establishing and maintaining business continuity are addressed in 8.1.

The organization should evaluate and understand the external and internal issues (including positive
and negative factors or conditions for consideration) that are relevant to its overall objectives, its
products and services, and the amount and type of risk that it may or may not take. This information
should be taken into account when implementing and maintaining the organization’s BCMS and
assigning priorities.

The organigation’s external context includes, where relevant, the following:
— the polal:cal, legal and regulatory environment, whether international, national, regional or lo¢al;
— social and cultural aspects;

— the financial, technological, economic, natural and competitive environment; whether internatipnal,
nationgl, regional or local;

— supply thain commitments and relationships (see also ISO/TS 22318);

— drivers] (e.g. risk, technology) and trends having impact on.the objectives and operation of the
organization;

— relationships with, and perceptions and values of, intergsted parties outside the organization;

— commujnication channels, including social media;”used for ascertaining and forming puch
relationships.

The organigation’s internal context includes, where relevant, the following:

— products and services, activities, resourices, supply chains and relationships with interested parpties;

— capabiljties in terms of resourcestand knowledge (e.g. capital, time, people, processes, systems,
technologies);

— existing management systems;

— information and data (stored in physical or electronic form) and decision-making processes (fofmal
and otherwise);

— interesfed parties within the organization, including internal suppliers [consideration of sefvice
level agreements (SLAs), assessed resiliency and recovery arrangements], see ISO/TS 22318;

— policieq dnd objectives, and the business strategies that are in place to achieve them;

— future opportunities and business priorities;

— perceptions, values and culture;

— standards and reference models adopted by the organization;
— structures (e.g. governance, roles, accountabilities);

— internal communication channels used for the exchange of information within the workforce (e.g.
social media).

2 © IS0 2020 - All rights reserved
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4.2 Understanding the needs and expectations of interested parties

4.2.1 General

The organization owes a duty of care to a wide range of people within and outside the organization (see
also ISO/TS 22330). When establishing its BCMS, the organization should ensure that the needs and
requirements of all interested parties are taken into consideration.

The organization should identify all interested parties that are of relevance to its BCMS (see Figure 4)
and, based on their needs and expectations, should determine their requirements. It is important to
identify not only obligatory and stated requirements, but also any that are implied.

When planning and implementing the BCMS, it is important to identify actions that aré)appropriate in
relafion to interested parties but differentiate between them. For example, while it can’be pppropriate
to cpmmunicate with all interested parties following a disruption, it may net be appgropriate to
communicate with all interested parties when implementing and maintaining-businesg continuity
manpgement (see 8.1.2).

Interested parties

Suppliers The organization Compefitors
LTSRS e Sl i
Citizens | Top management Management i Medka
i !
: |
| Those who establish policies and objectives for the BCMS
Customers i |

Commerftators

| Distributors | Those who set up and manage business continuity

Trade gfoups

Those who maintainbtisiness continuity procedures
Shareholders

| Owners pf.business continuity procedures | Neighbpurs

Investors

Pressure groups

Owners Incidentresponse personnel

| Those with authority to invoke |

Emergencyl|services

Insurers

| Appropriate spokespeople |

Other responfe agencies

Government | | Response teams |

Transport pervices

Regulators

Other staff Contractors

Workforce d¢pendants

Service provigheid | Key staff | | Support staff | | Line managers |

Figure 4 — Examples of interested parties in public and private sectors

4.2.2 Legal and regulatory requirements

The application of this document pre-supposes an awareness of the applicable legal and regulatory
requirements.

Requirements can be implied, stated or obligatory. The information regarding these requirements
should be documented and kept up to date. New requirements or changes to existing requirements
should be communicated to affected employees and other interested parties.

© IS0 2020 - All rights reserved 3
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The organization should show that it has access to current and pending legal and regulatory
requirements that are relevant to its operations and how these requirements are met. Requirements
can include:

a) incident response, including emergency management and other relevant legislation;

b) business continuity, which can dictate the scope of the programme or the extent or speed of
recovery;

c) risk, requirements defining the scope or methods of risk management;

d) hazards (e.g. operating requirements relating to dangerous materials stored at the location)

Organizatigns operating in multiple locations may need to satisfy requirements of diff¢rent
jurisdictionis.

4.3 Determining the scope of the business continuity management system

4.3.1 General

The purpoge of determining the scope of the BCMS is to identify its bounidaries and applicabilify to
ensure cov¢rage of all relevant products and services, activities, locations, resources, suppliers| and
other deper]dencies.

The scope should address the issues identified in 4.1, the requirements of interested parties determlined
in 4.2, and the organization’s mission, goals and obligations.

The organization should prepare a statement that sets out‘the scope of the BCMS in a manner and in
terms apprppriate to the size, nature and complexity of‘the organization. The statement should be
available to|interested parties.

4.3.2 Scope of the business continuity management system
The organization should:

a) establigh, by reference to products:and services, the parts of the organization that are incljided
within pr excluded from the scope-of the BCMS, for example:

1) only including delivery-ofa specific product to a country or region;
2) exdluding a produetthat is no longer viable or is of low value to the organization;
3) only includingiasub-set of products and services;

b) identify the organization’s products and services in a manner that enables all related activjties,
resourdes.and supply chains to be identified.

The SCope nray-
— include an indication of the scale or magnitude of incident that the BCMS will address;

— identify how the BCMS fits into the organization’s business strategy and approach to risk
management.

4.3.3 Exclusions to scope

The scope determines the locations, products and services, activities and resources to which the BCMS
applies. It follows that all dependencies will be in scope even if they have not been explicitly identified
in the scope statement. For example, if a manufacturing company includes a product in its BCMS
scope, then the supply of raw materials, processing, delivery and any support functions (such as data
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processing, purchasing and human resources) at any location that are involved directly or indirectly in
its delivery to the customer will be included.

Exclusions should not affect the organization’s ability to meet business continuity requirements as
determined by the business impact analysis (see 8.2.2). Activities, resources and supply chains that are
required to deliver in-scope products and services cannot be excluded.

Exclusions from the scope of the BCMS should be documented and the justification for them explained.

If the BCMS is being integrated into an existing management system, the organization should ensure

that

all elements of the BCMS are included.

4.4

The
prog
betw

In d¢
a)
b)
‘)

d)
€)
f)
g)

h)

Business continuity management system

purpose of this subclause is to emphasize the need for the organization to implemeént a
esses that will enable the BCMS to meet the requirements of ISO 22301,nin¢luding
feen the processes.

Hetermine the inputs required and the outputs expected from theséprocesses;
Hetermine the sequence and interaction of these processes;

Hetermine and apply the criteria and methods (including monitoring, measurements

Hetermine the resources needed for these processes and ensure their availability;
hssign the responsibilities and authorities for these processes;
hddress the risks and opportunities as determined in 6.1;

bvaluate these processes and implemient any changes needed to ensure that these proce
[heir intended results;

mprove the processes and the BCMS.

To the extent necessary, thelopganization should:

5

maintain documented information to support the operation of its processes;

Fetain documénted information to have confidence that the processes are being caf
blanned.

Leadership

nd maintain
nteractions

termining the processes and their application throughout the organization, the organization should:

and related

berformance indicators) needed to ensure the effective'operation and control of these processes;

bses achieve

ried out as

5.1

Leadership and commitment

5.1.1 General

All levels of management throughout the organization should demonstrate leadership and commitment
as applicable to their areas of responsibility.

5.1.2 Top management

Top management should demonstrate leadership and commitment by:

a) assigning managerial roles and ensuring they are fulfilled (see 5.1.3);

b) establishing business continuity policy (see 5.2);
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5.1.3 Other managerial roles

Other managerial levels should demonstrate their leadership and commitment by:

a)

b)
‘)
d)
e)
f)
g)
h)
i)

Managemert commitment may also be:demonstrated by:

5.2 Poligy

5.2.1 Estpblishing the business continuity policy

appointing one or more persons with the appropriate authority and competencies to be responsible
for the BCMS and accountable for its effective operation (see 5.3);

communicating the importance of business continuity and conforming to BCMS requirements;

making available the necessary resources, including appropriate levels of funding (see 7.1);
promoting continual improvement (see 10.2);
ensuring that the intended outcomes of the BCMS are achieved;

providing other levels of management with support that enables them to demonstrate the
leadership and commitment applicable to their areas of responsibility.

establighing business continuity objectives that are compatible with the organization’s strategic
objectiyes (see 6.2);

integrafing BCMS requirements into the organization’s business processes (see 8.1);
displayjng awareness of applicable legal, regulatory and other requirements (see 4.2.2);
establighing BCMS roles, responsibilities and competencies (see 5.3 and 7.2);

achievipg the intended outcomes of the BCMS;

actively engaging in the exercise programme (see 8.5);

conducting internal BCMS audits (see 9.2);

conducting effective management reviews of.the BCMS (see 9.3);

directimg and supporting improvement'ofithe BCMS (see Clause 10).

operatipnal involvement through/steering groups;

inclusign of business continuity as a standing item at management meetings.

Top manag¢ment should define the business continuity policy in terms of the organization’s objectives
and its obligatiomns;, amdmake sure tiratit:

a)
b)

‘)
d)

is a concise, high-level statement of top management’s intention and direction for the BCMS;

is appropriate to the purpose of the organization (given its size, nature and complexity, and to
reflect its culture, dependencies and operating environment);

provides a framework for objective setting;

includes a clear commitment to satisfying applicable requirements, including legal and regulatory
obligations;

includes commitment to continual improvement of the BCMS.
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— specify the scope and boundaries of the organization’s business continuity, including limitations

and exclusions (see 4.3);

— identify any authorities and delegations required, including the person or persons responsible for
the organization’s BCMS (see 5.3);

— include references to standards, guidelines, regulations or policies that the BCMS should consider or

The

For

polid

Suit:

and

factq
such

5.2.

The
a)
b)
‘)

5.3

Top
with

A m
may

comply with.

olicy may contain the following:

h funding commitment;

Feferences to other related policies;

h requirement to implement business continuity;

h commitment to exercise and maintain business continuity.

brganizations with existing management systems, it may be appropriate to integrat|
y with those relating to the other management systems.

ble provisions should be made for approving the policyretaining documented inforn
reviewing it periodically (e.g. annually) and whenever.significant changes to internal
rs occur (e.g. a change in top management, the introduction of new legislation). The s
provisions will depend on the size, complexity, nature and extent of the organization.

. Communicating the business continuitypolicy

business continuity policy should:

be available and maintained as documented information;

be communicated, understood and applied within the organization;

be made available to intenested parties as approved by management.

Roles, responsibilities and authorities

management shquld ensure the assignment and communication of responsibilities and
in the BCMS{

appeint other bodies (e.g. a steering committee) to oversee the implementation 4

mon;

appqinted with defined roles, responsibilities and authority for:

itoring of the BCMS. Representatives, irrespective of their other responsibilities

e the BCMS

nation on it,
or external
uitability of

authorities

bmber of\top management should be responsible and accountable for the BCMS. Top management

nd ongoing
should be

— ensuring the BCMS conforms to the business continuity policy;

— reporting on the performance of the BCMS to top management for review and as the basis for
improvement (see Clause 9 and 10);

— promoting awareness of business continuity throughout the organization (see 7.3);

— ensuring the effectiveness of procedures developed for responding to incidents (see 8.4.4.2.2).

The management representative may:

— be given a specific title (e.g. “business continuity manager”, “business continuity officer” or

@

‘resilience manager”);
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— hold other responsibilities within the organization;
— be from any area of the organization.

Representatives from functions or locations of the organization may be identified to assist in
the implementation of the BCMS (e.g. those responsible for risk-related matters). Their roles,
accountabilities, responsibilities and authorities should be integrated into job descriptions, which may
be reinforced by including them in the organization’s appraisal, reward and recognition policy. Table 3
provides examples of BCMS roles and responsibilities that could be appropriate.

NOTE Examples of teams and possible roles and responsibilities that could be appropriate for responding to

incidents andresuming activities are provided in see Table 5 (see 8.4 4)

Depending pn the size of the organization, the roles and responsibilities set out in Table 3 could b set
up in a different way. The important thing to ensure is that all responsibilities are part of)a-rold and
have an owner.

All roles, re¢sponsibilities and authorities for the BCMS should be defined and docwmented and be
subject to apdit.

Table 3 — Examples of BCMS roles and responsibilities

Role Responsibilities

Top management — Beaccountable for the BCMS

representatjve
— Represent business continuity management'at management reviews

Business continuity |— Be responsible for the BCMS
manager
— Establish and demonstrate commitment to business continuity policy

— Lead all programme activitiessand coordinate with other functions

— Nominate team members(with appropriate seniority, authority and competence

— Facilitate the approtal'of solutions, procedures and exercise programmes

— Putforward teamrecommendations at management review meetings

Business coptinuity |— Implementbusiness continuity management across the organization
managemen|t team
— Maintain documentation

— Ensure that reviews of the programme are conducted on a timely basis
—“{Assess the adequacy of business continuity for individual functions

# Organize and coordinate business continuity awareness programmes

— Create exercise programmes and seek approval from the appropriate authority

— Conduct exercise briefings and debriefings

— Keep interested parties informed of the programme

— Ensure that exercising takes place in accordance with the exercise programme
— Ensure that internal audits and management reviews are carried out on time
— Maintain relationships with functions and liaise with them during disruptions
— Ensure that corrective action plans are implemented in a timely manner

— Facilitate the efforts of functional representatives/coordinators
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Role Responsibilities
Functional — Maintain business continuity procedures
representatives

— Inform the business continuity manager of the status of preparedness
— Perform and report on programme activities as directed
— Confirm that suppliers’ continuity plans are tested and maintained

— Coordinate the participation of personnel in exercises

— Maintain records of business continuity exercises
— Keep the team informed of changes that could affect business continuity
— Follow up corrective actions in a timely manner

— Keep the business continuity manager informed of progress on correcti

Ve actions

6

6.1

NOT
priof

6.1.]
Detq
a)
b)
c)

The
expe
in 4.

This

Planning

Actions to address risks and opportunities

i The guidance in this subclause relates to the effectiveness of the BCMS. Guidance relati
itized activities being disrupted is provided in 8.2.3.

|  Determining risks and opportunities

rmining and addressing risks and opportuhities enables the organization to:
bbtain assurance that the BCMS canachieve its intended outcomes;

prevent, or reduce, undesired effedts;

hchieve continual improverfient.

organization should _determine actions to address the issues identified in 4.1, the
ctations of interested parties identified in 4.2, and the legal and regulatory requiremen
P.2.

determination‘should include consideration of risks and opportunities and their pote

on the effectiveness of the BCMS. Risks and opportunities can arise from:

h lack.of Teadership and commitment from top management;

hg to risks of

needs and
s identified

htial impact

rsufficient funding of the BCMS leading to an ineffective response;

— poorly documented information;

— alack of people with demonstrated competence;

— aninadequate management review process;

— an inability to break into new markets where business continuity is a requirement.

6.1.2 Addressing risks and opportunities

The organization should plan the actions needed address these risks and opportunities in a manner that:

— prevents unintended outcomes;
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takes advantage of any opportunities to improve the BCMS;

achieve

s integration into the BCMS process (see 8.1);

ensures that documented information will be available to evaluate if the actions have been effective
(see 9.1).

6.2 Business continuity objectives and planning to achieve them

6.2.1 Establishing business continuity objectives

The organi
continuity 1
should incly
Planning sh|
be monitorsg

As the BCM

6.2.2 Determining business continuity objectives

When deter
clearly:

a)
b)
‘)
d)
e)

The followi
requirements specified in ISO 22301:

what w

the resl)urces that will be needed;
i

who w
comple

how re;s

“Top m|
[SO 223

“Direct
named

“Top m
complig

“The IT]

hanagement (see Clause 8). These should be in line with organization’s overall objectives
de identifying responsibilities and setting appropriate and realistic targets for Comple
ould be communicated throughout the organization. Progress on its implementation sh
d and documented.

5 evolves, this plan should be reviewed regularly and, where appropriate;updated.

mining its business continuity objectives, the organization.should ensure that they sp

ill be done;

1 be responsible;
Fion dates;
ults will be evaluated.

ng examples of business continuity objectives can, in certain circumstances, meef

anagement will allocate_the necessary resources to ensure that a BCMS, consistent
01 is established by date for all products and services.”;

br A will engage ‘with XXX Consultants to achieve certification against ISO 22301 by dat
broducts and.sexvices.”;

anagement'will use existing resources to ensure that, by date, we will have 1SO 2
nt business continuity in place to meet our obligations to named customers.”;

Disector will work with our vendors to shorten the recovery time of activities suppo

yation should establish objectives for the implementation and maintenance of business

and
tion.
ould

pCify

the

with

e for

p301

'ting

) o~ 1 : 1 40 0/ M1 - 111 1 31 ]
named pgrouucis urid Services vy 1U 70. TS WIT DC dUIICVEU Uy dutLce. ,

“Without drawing on additional resources, the production manager will have in place, by date,
business continuity management that meets the requirements of ISO 22301 and protects named
products and services.”.

6.3 Planning changes to the business continuity management system

Change management is an important consideration for all management processes.

Changes to the BCMS, including those identified in 10.1, should be carefully planned to ensure that
the intended purpose is fully investigated and understood. This should include contemplation of the
consequences of the changes proposed, ensuring that both anticipated and unintended consequences
are considered, and making sure that the integrity of the BCMS is preserved.

10
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The organization should also make sure that appropriate and sufficient resources are available, and
that responsibilities and authorities are allocated or reallocated as necessary.

7 Support
7.1 Resources

7.1.1 General
VS that will:

a) fpchieve its business continuity policy and objectives;

b) meet the changing requirements of the organization;
c) Ppnable effective communication on BCMS matters, internally and externally;
d) provide for the on-going operation and continual improvement of the BCMS.

Resqurces should be available in a timely and efficient manner.

7.1.2 BCMS resources

When identifying the resources required for the BCMS;:the organization should male adequate
provjision for:

a) people and people-related resources, including;

[) the time necessary to fulfil BCMS roles:and responsibilities;

D) training, education, awareness and-exercising;

B) management of BCMS personhel;

b) facilities, including appropriate work locations and infrastructure;

c) |nformation and communications technology (ICT) systems, including applications that support
pffective and efficientprogramme management;

d) management ang-centrol of all forms of documented information;
e) Fommunicatign'with interested parties (see Figure 4);
f) [financednd funding.

Resdurcestand their allocation should be reviewed periodically in order to ensure their adequacy. It
may|be appropriate to involve top management in this review.

7.2 Competence

The organization should establish an appropriate and effective system for managing competence of
persons undertaking BCMS work under its control.

Management should determine the competences required for all BCMS roles and responsibilities and
the awareness, knowledge, understanding, skills and experience needed to fulfil them. All persons
assigned roles within the organization should demonstrate the competencies required and be provided
with training, education, development and other support needed to do so. This may be referred to as a
“competence development programme” and may include:

— an assessment of competences for role(s) to be undertaken;
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— the creation of a personal development programme that identifies training, education, development
and other support needed to attain competences;

— the provision of training and mentoring, including the selection of suitable methods and materials;

— performance evaluation;

— knowledge sharing;

— job sharing;

— hiring or contracting competent persons;

— trainin

— the doc

b of target groups;

umentation and monitoring of training received;

— the evdluation of training received against defined training needs and requirements in ord

verify ¢
— theimgp

The organiz

onformity with BCMS training requirements;

rovement of the development programme as needed.

requirements of all participants and evaluating the effectiveness of its delivery.

Types of trg
follows:

— setting
— conduc

— conduc

ining that may be appropriate for establishing, managing and maintaining the BCMS a

up and managing business continuity management;
'ing a business impact analysis;

'ing a risk assessment;

— commujnication sKkills;

— project
— develoy
— runnin
Competenc
— integra
— integra

— integra

management;

ing and implementing business continuity documentation;

P an exercise progranme.

b may be reinforeed by any of the following:

Fing BCMS achievements into the organization’s reward and recognition process;

Fing BCMS achievements into the organization’s performance and appraisal process;

job des

Criptions and skills set;

Ling BCMS roles, accountabilities, responsibilities and authority within the organizat

br to

ation should have a process for identifying and delivering the buisiness continuity training

e as

ion’s

— active participation by business users and top management in rehearsals, exercises and tests.

The organization should require contractors working on its behalf to demonstrate that person(s) doing
work under its control have the requisite competence for the BCMS and response roles that they will

perform.

12
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7.3 Awareness

The organization should ensure that all persons working under its control (e.g. staff, contractors,
suppliers) are aware of the business continuity policy and the organization’s business continuity
objectives, and:

— how to reduce the likelihood of disruptions and their role with regard to incident detection,
mitigation, self-protection, evacuation, response, continuity and recovery;

— the importance of conformity with business continuity policy and procedures;

— ”lnppndpnrinc an anp]inrc and outsource partners and any associated risks to business objectives;

— the implications of changes in the operation of the organization;

— their contribution to the effectiveness of the BCMS, including the benefits ef improved business
Continuity;

— their role and responsibility in achieving conformity with its requireménts.

The prganization should build, promote and embed business continuityomanagement withir the culture
of thie organization so that:

— |tbecomes part of the organization’s core values and managemnent;

— |Interested parties become aware of the business continuity policy and their role if associated
brocedures.

An organization with business continuity management embedded in its culture will:
— Hevelop business continuity more efficiently;

— Instil confidence in its interested parties (especially staff and customers) in its abilily to handle
Hisruptions;

— Increase its resilience over time_by ensuring business continuity implications are cdnsidered in
Hecisions at all levels;

— minimize the likelihood-and impact of disruptions.
Embledding business continuity management within the culture of the organization is suppprted by:
— the involvement.oPall personnel in the organization;
— pdispersedJeadership across the organization;

— the assighment of responsibilities;

— measurement based on performance indicators;

— integrating business continuity into normal management practices;
— awareness raising;

— skills training;

— exercising business continuity plans.

An awareness programme may include:

— aconsultation process with staffthroughout the organization concerning the setup and management
of business continuity management;
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— discussion of business continuity in the organization’s newsletters, briefings, introduction
programme or journals (including new employee orientation);

— inclusion of business continuity on relevant web pages;

— inclusion of business continuity management as a topic in staff and management team meetings;

— selective publication of post-incident reports following incidents;

— briefings for top management;

— visits to designated alternative location (e.g. a recovery site);

— regulany
continu

Changes in
activities a

ity requirements and can demonstrate their capability to meetagreed continuity e¢apabil

‘e planned, designed and implemented. The organization may demonstrate awarene

communications with suppliers to ensure they understand the organization’s buaness

ties.

the business environment and operations affect the approach and way business continuity

5s of

business continuity management trends by, for example, actively participating injindustry business-

continuity-1
— beinga
— beinga
— deliver

— attendi

7.4 Coml
The organiz

Communicy
of intereste
and, where

a) On what it will communicate: Comintunication regarding the BCMS can be needed depending o}

nature

obligatjons to communicate!

b) When
impera
frequer

c) With w
to timg

elated activities, which may include:

member of an industry interest group;

member of a conference-organizing committee;
ng presentations at conferences and seminars;

hg local or global business continuity conferences.

munication
ation should determine the communications relevant to the BCMS.

tions relevant to the BCMS enable theorganization to respond to the needs and expectaf
d parties (see 4.2). For communication to be effective, the organization should deter}
hppropriate, establish criteria fordetermining the following.

pf the organization and(situation. Some organizations, for example, have legal or regulg

communication (should take place: There can be thresholds beyond which it becq
five for the prganization to communicate and the organization’s context can dictate
tly communication should take place.

hom it-will communicate: All interested parties will require communication from
se(it'is important to determine for each interested party, the circumstances in w

commujnieation will be needed and the communication priorities.

ions
nine

1 the
tory

mes
how

time
hich

d) The means of communication: Determining in advance the methods, tools and channels of
communication, including alternatives, will enable the organization to communicate effectively.

e) The persons to execute the communication: The organization should identify spokespersons to
represent the organization and designate specific people to be points of contact for communication.

The organization may include references to its BCMS and business continuity arrangements in supplier

and custom

er newsletters and briefings.

The organization should provide effective external communication as part of its awareness programme
(see Z.3) and when responding to an incident (see 8.4.4).
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7.5 Documented information

7.5.1 General

Documented information required by ISO 22301 provides evidence of conformity to requirements and
the effective operation of the management system.

The term “procedure” means a specified way to carry out an activity or a process. A “documented
procedure” means that the procedure should be established and maintained on a suitable medium.

A single document may address the requirements for one or more documented procedures. A

requ

Dociimented information includes:

In addition, documented information covering the following information can be required tq
effeqtiveness ofithe BCMS:

Irement for a documented procedure may be covered by more than one document.

inderstanding the organization and its context (see 4.1);

egal and regulatory requirements (see 4.2.2);

scope of the BCMS and any exclusions (see 4.3);

bolicy (see 5.2);

business continuity objectives and planning to achieve thefmy(see 6.2);

competence (see 7.2);

business impact analysis and risk assessment (see 8:2);
business continuity strategies and solutions (see 8.3);

business continuity plans and procedures-(see 8.4);

bxercise programme (see 8.5);

monitoring, measurement, analysis and evaluation (see 9.1);

nternal audit (see 9.2);
management review (see-9.3);

honconformity and corrective action (see 10.1).

rustomier contracts and service levels;

Fesylts of business impact analyses;

results of risk assessments;
determination and selection of business continuity solutions;
incident response overview;

awareness programme,

ensure the

BCMS and incident communications with staff and interested parties, such as newsletters, meeting

notes and alerts;
training programmes for the organization and individuals;

exercise schedule;
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contracts and service level agreements with suppliers;

contractor and supplier business continuity policy and plans, including evidence of risk monitoring

of their suppliers, and evidence that their suppliers’ continuity plans are maintained and exercised;

BCMSr

7.5.2 Cre
To conform

all docu
date, au

the org
graphid
electro

The extent

following fa
— the sizd
the conf

the con
7.5.3 Corn

7.5.3.1 A
All requirec

The purpos
documents
primary fod

Examples o
appropriate

contractor and supplier notification and response procedures;
evidence of inspection, maintenance and calibration;

post-incident reports of incidents and near-misses;

eview meeting minutes.

ating and updating
to the requirements for creating and updating documented information:

mented information should be clearly identifiable (e.g. name, reference number, descrip
thor, version);

anization should specify the formats that are acceptable (e.g. latighage, software ver]
s) and the media that can be used for the storage of documented information (e.g. p
hic);

the format and media used should be reviewed and approved fot/sUitability and adequacy.

of documented information for the BCMS may differ between organizations due ta
ctors:

of organization, its products and services, and‘the type of activities that it undertakes
Iplexity of activities and their interactions;

)petence of persons.
trol of documented information

ccess to documented information

documented information should be controlled.

in a mannefAhat is appropriate and sufficient to implement and operate the BCMS,
us should-be on this purpose rather than establishing a complex document control syst

I protection include preventing documents from being compromised or modified wif
adthorization and from being accidentally deleted.

tion,

Sion,
hper,

the

e of controlling'decumentation is to ensure that organizations create, maintain and prtect

The
em.

hout

There are various access levels and combinations that may be granted (e.g. view only, view and change,
restricted view). It can also be appropriate for the organization to classify its documented information
according to its sensitivity (e.g. restricted, confidential, protected). Such classification can, for example,
be needed for business continuity solutions relating to internal labour disruption, or where business
continuity plans and procedures contain competitor-sensitive information.

7.5.3.2 Types of control

A documented procedure should be established to define the controls that are needed to:

distribute documented information;

— provide access to it (access includes, for example, the permissions and authority to view or change
documented information);

16
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Orgdnizations should ensure the integrity of documented information‘by rendering it t3
secufrely backed-up, accessible only to authorized personnel, and protected from damage, d
and

The
the getention of documented information and should retain.e¥idence of compliance.

8

8.1

8.1.

The
and
implement the actions determined in 6.1.

Thege processes should be-integrated into the organization’s business processes to ensure t
manpged appropriatelycand their effectiveness maintained.

The

b)

1 General

ISO 2231

approve documents for adequacy prior to issue;

review and update as necessary and to re-approve documents;

ensure that changes and the current revision status of documents are identified;
ensure that relevant versions of all applicable documents are available at points of use;

ensure that documents remain legible and readily identifiable;

3:2020(E)

ensure that documents of external origin determined by the organization to be necessary for the

planning and operation of the BCMS are identified and their distribution controlled;

prevent the unintended use of obsolete documents and to apply suitable identificatio
they are retained for any purpose;

bstablish document retention and archival parameters;

bnsure the protection and non-disclosure of confidential information.

0SsS.

organization should demonstrate awareness of all relevanylegislation and regulation

Dperation

Operational planning and control

organization should determinej.plan, implement and control the processes needed
maintain business continuity.management that meets applicable requirements (see (I

prganization should establish control mechanisms that include:

Heciding how these processes should be determined, planned, implemented and contrd
bstablishing an implementation plan and agreeing a suitable methodology for implen
maintaining business continuity management);

h to them if

mperproof,
bterioration

s regarding

Fo establish
ause 4) and

hat they are

lled (e.g. by
nenting and

prisuring that controls over these processes are implemented in accordance with tH

e decisions

made by, for example, setting project milestones and specifying required deliverables;

c) keeping documented information to demonstrate that the processes have been carried out as

planned.

The organization should ensure that planned changes are controlled, unintended changes are reviewed,
and appropriate action is taken.

The organization should ensure that outsourced processes and the supply chain are controlled (see
8.3.4.9)
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8.1.2 Business continuity management
The elements of business continuity management, as shown in Figure 5, are as follows.

a) Operational planning and control (see 8.1): Effective operational planning and control is at the
heart of business continuity management. It should be led by a responsible person nominated by
top management.

b) Business impact analysis and risk assessment (see 8.2): Business impact analysis enables the
organization to assess the impact that disruption of activities would have on delivery of its products
and services. This enables the organization to prioritize the resumption of activities.

Understanding the risks of disruption to these prioritized activities enables the organizatign to
manage them.

The outicome of business impact analysis and risk assessment enables the organization to determine
appropriate parameters for its business continuity strategies and solutions.

c) Businegs continuity strategies and solutions (see 8.3): The identification and eyaluation of a rAnge
of business continuity strategies enables the organization to identify solations for reducing the
risk angl mitigating the impact of disrupting its prioritized activities and‘deal with any disruptions
that ocgur. Selected business continuity solutions will provide for theresumption of deliverips of
products and services at an acceptable capacity (production or sepvice level) and within agreed
time frames.

d) Businegs continuity plans and procedures (see 8.4): Business continuity plans and proce(iures
enable [the organization to manage a disruption and continue activities based on its business
continyity requirements. There should be a defined response structure that identifies the tgams
respongible for responding to disruptions (see 8.4.2). The organization should establish|and
implemient plans and procedures for warning afid communication (see 8.4.3), responding to
incidelzlls (see 8.4.4.2.2), and recovery (return to business as usual) (see 8.4.5).

e) Exercise programme (see 8.5): An exercise'programme enables the organization to validat¢ the
effectivieness of solutions, plans and proeediires that have been put in place. An exercise prograjmme
also provides opportunities for the organization to:

1) prdmote personnel awarenesssand competency development;
2) endure thatits business eontinuity plans and procedures are complete, current and appropifiate;
3) improve its business.continuity.

f) Evaluaflion of businéss continuity documentation and capabilities (see 8.6): The organizgtion
should evaluate its’business continuity management to ensure that it is effective and enable$ the
organiZation to~aehieve its business continuity objectives.
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Figure 5 — Elements of business continuity management

.3 Maintaining business continuity

'tive maintenance of business continuity includes:

ensuring the continuing relevance of the'scope, roles and responsibilities for business g

nterested parties, where appropriate;

managing costs associated with business continuity;

the BCMS;
hrranging or providing appropriate staff training and awareness;

maintaining programme documentation appropriate to the size and complexity of the o

Each compenent of an organization’s business continuity arrangements, including doc
shoyld beregularly reviewed, exercised and updated. These arrangements should also &

and
stru

)
deficiencies.

ontinuity;

pbromoting and embedding business; continuity management within the organization and other

pstablishing and monitoring change management and succession management regimes within

rganization.

imentation,
e reviewed

updated whenever there is a significant change in the organization’s operational eIVironment,
~ ) ) )

i highlights

The organization may adopt a recognized project management method to ensure that business
continuity management is effectively managed.

Techniques for ensuring that business continuity stays effective, include:

implementing good practice;

administering the exercise programme;

— coordinatingtheregularreview and update of business continuity, including reviewing or reworking

the analysis of business impacts and risk assessments;
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— ensuring that business continuity procedures remain appropriate to the needs of response teams.
8.2 Business impact analysis and risk assessment

8.2.1 General

An organization achieves its purpose by delivering its products and services to customers. It is important
therefore to create an understanding of the adverse impact over time that disrupting delivery of these
products and services (and the activities that support them) would have on the organization and
interested parties. It is also important to understand the inter-relationships and resource requirements
of the activitt i

The organization should implement and maintain processes that systematically analyse the-business
impacts (see 8.2.2) and assess the risks of disruption (see 8.2.3), the outcomes of which enabl¢ the
organizatioh to identify business continuity strategies and solutions (see 8.3). The analysis of business
impacts and assessment of risks should be reviewed at planned intervals and when there are signiffcant
changes within the organization or the context in which it operates.

It is for thg organization to determine the order in which the analysis of business impact and the
assessment|of risk are performed as long as the risks to its prioritized activities(see 8.2.3) are asse$sed.

8.2.2 Buginess impact analysis

of business impacts enables the organization to set priorities for resuming actiyities
that have been disrupted. Its main purpose is to enable the otganization to identify and classify as
“prioritized’ any activities that could need urgent action.mfhen they have been disrupted becpuse
failure to rgsume them quickly could result in unacceptable\evels of adverse impact. It is possible|that
activities ofher than those needing to be recovered quiekly will need to be prioritized. For example, an
activity thaf does not need to be resumed for six months but would take a minimum of eight months to
resume wolild need to be prioritized. Prioritized activities can therefore also be regarded as actiyjities
that can require business continuity solutions tobe implemented before they are disrupted (see 8.B.5).

An analysi

)

This docunjent uses the term “prioritized activity” but organizations may use their own terms, [time
periods or grders of priority. Examples ofiterms include “critical”, “essential”, “vital” and “key”. Exanpples
of time perjods include “0-2 hours”,0<1 day” and “1-3 days”. Examples of priorities include “High”,
“medium” ajnd “low”, or “1st”, “2nd’(and “3rd”.

Every orgarnization describes how-it operates in its own way. For example, an organization may des¢ribe
activities ag being tasks or sets-of tasks that the organization performs in order to produce or delivér its
products ar|d services (se€ Figure 6). Other organizations may wish to describe products and seryices
as being crgated by procésses made up of activities.

The analysis shouldieover all activities within the scope of the BCMS. It is acceptable to perfornp the
analysis on|groups-of activities, for example, relating to specific products and services (see Figure p).

When cond 1cting the analysis of business impacts, the fprminnlngv nsed shounld reflect the wav the
organization describes its own operations.

20 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=e71b59ac183827e5cfb76affff52f8f2

1SO/
Sped

The
disr
busi

The

The
and

The
the 1

ISO 2231

3:2020(E)

Organization Internal External
Suppliers context context
and
outsource ‘ Purpose of the organization %—
partners ‘
‘ Product/service }‘——ﬂ Product/service i

Product/service |

<+ <+ <+

o 4 T{h&: o SUMNE o £HHE o THEE o 17 *

Activity Activity Activity Activity Activity Activity
Customer|
Supporting
activities Dependencies and
Assets and supporting activities
resources ﬁ* ﬁ* bp & ﬁﬁ ﬁ#

\J
Assets and resources ‘ \%

Figure 6 — Understanding the organization

TS 22317 contains further guidance on conducting\a’business impact analysis. It is
ification that presents a phased approach as a way<f meeting the requirements of ISO

iptions would have on its operations and piépare, as an outcome, a statement and a jus
hess continuity requirements.

hnalysis also enables the organization to:

Hetermine priorities and time frames for resuming delivery of products and services;
dentify the resourcesthat could be required for continuity and recovery;
dentify dependencies (both internal and external).

process for analysing business impacts should be used to determine business continui
Fequirements.

process should include defining evaluation criteria for the analysis of business impagd
ypes of impact and time frames to be considered. Both should be based on the conte

obje

bbtain an understanding of its products and services and the activities that deliver thein;

a Technical
D2301.

analysis of business impacts enables the orfganization to determine the adverse impacts that

tification of

'y priorities

t, including
kt, business

ctives and aims of the nrg:mi7qfinn and should consider the needs of interested 1

arties. The

evaluation criteria should be reviewed regularly, and more frequently during periods of change.

Types of impact (which may be referred to as “impact categories”) can include, for example, those
shown in Table 4.
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21


https://standardsiso.com/api/?name=e71b59ac183827e5cfb76affff52f8f2

IS0 22313:2020(E)

Table 4 — Examples of type of impact

Type Description
Financial Losses due to fines, penalties, lost profits, or diminished market share
Reputational Negative opinion or brand damage
Operational Extent and duration of disruption to flow of business operations
Legal and regulatory Litigation liability and withdrawal of licence to trade
Contractual Breach of contracts or obligations between organizations
Business objectives Failure to deliver on objectives or take advantage of opportunities

The time t3
The time f
For exampl
minutes or
products an

Disruption
example, th
result in su

ken for impacts to become unacceptable can vary between seconds and several manths.
rames will depend on the time-sensitivity of the organization’s products and-~servjices.
b, to accommodate products that are very time sensitive, the time frames may néeed o be
hours. Longer time frames would be appropriate for organizations with less®ime-sengitive
d services.

of activities can cause delivery of products and services to be impacted indirectly| For
e loss of the ability to pay suppliers can damage the reputation-of the organization| and
ppliers refusing to supply goods, which then prevents produgcts-being manufacturdgd or

services being delivered. Products and services also have daily variations in'demand and can be cy¢lical

in nature. ']
monthly or
making the
impacts are

It is for the
to the orga

as “maximyim tolerable period of disruption (MTPD)

acceptable
be expressg

The busine
which will
and availab

The organis
8.3.4) befor
may not be

The process

'here are often seasonal variations and higher levels of activity associated with wejekly,
annual deadlines or project delivery dates. Taking indizectconsequences into accounf and
assumption that disruption occurs at the worst timeensures that the maximum poskgible
assessed.

brganization’s top management to determine thethresholds of impact that are unacceptable
hization. The time it would take for impactstto become unacceptable can be referrgd to
¥} “maximum tolerable period” or “maxi
putage”. The minimum level of product or service that is acceptable to the organizatior
d as the “minimum business continuity*objective (MBCO)".

ties,
[2.3)

5s impact analysis should also dnclude identifying dependencies of prioritized activ
enable the organization to ensure that they are included in the risk assessment (see 8
e for determination of business continuity strategy and solutions (see 8.3).

ration should be wary ef/determining resource requirements of prioritized activities
e selecting continuity solutions (see 8.3.3) because the dependencies of prioritized actiy
Felevant to the continuity solutions that are selected.

(see
ities

for analysing business impacts should include:

a) defining evaluation criteria relevant to the organization’s context, including:
1) typges of impact;
2) timeframes;

b) identifying activities that support the delivery of the organization’s products and services;

c) using the evaluation criteria to assess the anticipated impacts over time resulting from disruption
of these activities;

d) estimating the time within which the impacts of not resuming activities would become
unacceptable;

e) setting time frames within the time identified in d) above for resuming activities at specified
minimum acceptable capacities (see Figures 2 and 3);

f) identifying prioritized activities;
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identifying the dependencies of prioritized activities, including people (see 8.3.4.2), information
and data (see 8.3.4.3), buildings, workplaces and associated utilities (see 8.3.4.4), equipment and
consumables (see 8.3.4.5), ICT systems (see 8.3.4.6), transportation and logistics (see 8.3.4.7),
finance (see 8.3.4.8), and partners and the supply chain (see 8.3.4.9);

identifying interdependencies of prioritized activities (e.g. procurement is dependent on finance to

release funds).

In this document, the time frame for resuming an activity [see e) above] is referred to as the activity’s
“recovery time objective (RTO)". Setting an activity’s RTO may also need to take into account:

It m

rang

Wh#
ensu

The
poi

1S0/

held
avai

The

Info

8.2.3

NOT

upor:[[

unag
from

donandanciac aon ralatad S ctivitiac.

e P et Cre s o oo oraetrv Iere sy

the complexity of the recovery process.

hy be appropriate for organizations with complex recovery processes to set.multiple
e of acceptable capacities.

n considering the dependency of activities on information and data, 'the organiz
re that information and data required for an activity to be resumed will be appropri
organization may use the term “recovery point objective (RPQ)¥té achieve this. The
up to which information and data used by an activity is restored to enable the activit
resumption. The RPO can also be used to determine thedrequency of backup need
ceptable loss of data and information, and other work-in*progress that could prevent
being resumed.

[EC 27031 provides further guidance with regard:to ensuring the currency of el

ability of data.

hnalysis of business impacts should be doeumented including:

business continuity requirements-(see 4.2.2);
the endorsement or modification of the scope of the organization’s BCMS (see 4.3);

the evaluation of impacts_on the organization over time as justification for busines
Fequirements (time and‘eapability);

the identification.of-the relationships between products and services, activities and reg

Lhe identification of dependencies on other activities, supply chains, partners and othe
parties:

'mation may come from:

the identification of supporting resources that are depended on by prioritized activities;

RTOs for a

ion should

aé:ltely current.

RPO is the
y to operate
ed to avoid
an activity

bctronically

data. ISO/IEC 27002 provides guidance on ensuring the ongoing confidentiality, integrity and

Lhe identification of legal, regulatory;and contractual requirements (obligations) and their effect on

continuity

ources,;

’

' interested

interviews;
questionnaires;
workshops;

other internal and external sources.

Risk assessment

E The guidance in this subclause relates to the risks of prioritized activities being disrupt

relating to the effectiveness of the BCMS is provided in 6.1.
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The purpose of the risk assessment is to enable the organization to assess the risks of prioritized
activities being disrupted so that it can take appropriate action to address these risks.

The organization should implement and maintain a formal risk assessment process that systematically
identifies, analyses and evaluates the risk of disrupting the organization’s prioritized activities and the
processes, systems, information, people, assets, suppliers and other resources that support them.

Risk assessment is a structured process for analysing risk in terms of likelihood and consequences
before deciding on further treatment that could be required. This structured process attempts to
answer some fundamental questions, such as the following.

J— old hannan?
What cowld-h appen-

— What iq the likelihood of it or them happening?
— What cpuld be the consequences?
— Is therq anything that could mitigate the consequences or reduce the likelihood?

The procegs should take into consideration the context of the organizationyand the needs|and
expectations of interested parties (see 4.1 and 4.2).

The organization should understand the threats and vulnerabilities relevant to the resources reqyired
by the organization’s activities, particularly those:

— resourdes required by activities identified as high priority;

— where fhe replacement lead time for the resource is lgnger than the activity’s recovery [time
objectiye.

The organization should select an appropriate method{or identifying, analysing and evaluating fisks
that could lead to a disruption. ISO 31000 sets out_the principles of risk management and assocjated
guidelines. Typical elements that should be includéd-in the context of this document are as follows.

a) Identification of risks: Potential sources-of risk to the organization’s prioritized activities and the
procesges, systems, data, people, assets;’suppliers and other resources that support them. These
can come from:

1) spdcific threats that could atsome point disrupt activities and resources (e.g. fire, flood, ppwer
failure, staff loss, staff absenteeism, computer viruses, hardware failure);

2) disfuptions, whichCepuld arise from vulnerabilities within resources (e.g. single points of
failure, inadequagies in fire protection, lack of electrical resilience, inadequate staffing lgvels,
podr IT security‘and resilience).

b) Analysis of risks:"An understanding of the risk so that it can be evaluated and the most appropfiate
treatmg¢nt eani be determined. This should involve:

o Co ot

consequences, and the effect that other factors could have on the likelihood;

1) Corcir‘arinn’ the cauces and ources of rick tho likelihand of hoth nacitive and nea tlve
ST —the—Ct tt O CE— O ot e e o a— o r— 5ottt PSS e—a—He5d

2) determining the risks, based primarily on their likelihood and anticipated consequences, but
also taking into account the effectiveness and efficiency of existing controls.

A key parameter in the analysis is likelihood, so confidence in its validity (based on divergence
of opinion among experts, uncertainty, availability, quality, quantity and ongoing relevance of
information, or limitations on modelling) should be considered and brought to the attention of
decision makers and other interested parties.

The analysis can be qualitative, semi-quantitative or quantitative.
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c) Evaluation of risks: An evaluation of which disruption-related risks require treatment. This should
focus on the resources required by activities with high priority or with significant replacement
lead time.

The organization should be aware of any financial, regulatory/legislative or governmental obligations
requiring the communication of these findings. In addition, certain societal needs can also warrant
sharing of this information at an appropriate level of detail.

8.3 Business continuity strategies and solutions

8.3.1—6General

Business continuity strategies are possible ways for the organization to meet its busines$ continuity

requirements.

— PBusiness continuity strategies should be comprised of at least one business continuity folution but
may require more than one solution to meet business continuity requirements.

— PBusiness continuity solutions include approaches, arrangements, methods, procedures)treatments
hnd actions that can be putin place to implement business strategies-Solutions can be uged for more
Fhan one strategy.

Business continuity strategies and solutions:

a) pnable the organization to resume business operations.within the required time frames and at an
hcceptable capacity;

b) |dentify capabilities that the organization can-vimplement and improve over time [to mitigate
Hisruption-related risks.

The [identification of business continuity strategies and the selection of business continuify solutions

shoyld be based on the business impact analysis (see 8.2.2) and the risk assessment (see 8]2.3), taking

into|consideration the associated costs:

The [organization should have in place procedures for identifying and selecting busines$ continuity

strategies and solutions, including review and approval of recommended solutions. The drganization

shoyld consider options thatcan be implemented before, during and after a disruption.

8.3.2 Identification of,strategies and solutions

8.3.2.1 General

Most strategies’ require one or more solutions but, for some of the organization’s actiyities, doing

nothing or.deferring resumption may be acceptable strategies.

For gxample, a relocation strategy for resuming activities can be made up of a number pf solutions

including "emergency transport, network redirection” and "alternate staffing . These solutions can
also form part of the strategy “extending working hours”.

Similarly, a production strategy for protecting prioritized activities can, for example, be made up of
a number of solutions including “moving the manufacture of 30 % of Product A from Location A to
Location B” or “splitting the manufacture of Product A between Location C and Location D”.

To ensure that the operation of business continuity plans (see 8.4.4) is not adversely affected by
the disruption, the organization may need to take precautions, for example, separating teams and
recovered ICT systems across multiple locations. Total separation for all scales and types of disruption
is not always achievable and it may be necessary to identify limitations and agree them with top
management. Limitations can be expressed in terms of distance, minimum personnel or severity, and
can be influenced by the response of public agencies to severe or widespread disruptions.
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The organization should identify appropriate strategies and solutions for:

— protect

— stabiliz

ing prioritized activities;

ing, continuing, resuming and recovering prioritized activities;

— mitigating, responding to and managing impacts.

The organization should have in place a mechanism for determining and selecting business continuity
strategies and solutions, including the approval and implementation of recommended solutions (see 8.3).

ISO/TS 22331 provides further guidance on the determination and selection of business continuity

strategies ajnd solutions.

8322 P

Protection ¢f prioritized activities may be achieved by:
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available.
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consider:
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at which de
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rotecting prioritized activities

g the risk of the activities being impacted by a disruption;
Iring activities to a third party (though the responsibility remains‘with the organizatid

y, it can be possible to change how activities are performeéd if viable alternatives

ifying strategies and solutions for protecting prioritized activities, the organization sh

reived vulnerability of the activity and the impactsithat would arise if the activity were to
[ of measures compared to the anticipated benefits;
ency of the activity, since there will be‘less time to resolve the issue;

erall feasibility and suitability.

abilizing, continuing, resuming and recovering prioritized activities

s for resuming prioritiZzed activities at agreed capacity enables the organization to ide
0 shorten the period of interruption, reduce impacts and enable the timely recovel
hctivities.

nat prioritizedactivities can be resumed within their RTOs, compatible RTOs should alj
ependenciesiand supporting resources. Organizations should also determine the capad
pendencies and supporting resources would need to be resumed. When setting these R
htionmay need to consider:

5ibility of providing a different service until the point when full resumption is required;

n).

are

ould

stop;

htify
y of
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TOs,

providi

ensuring that people are mobilized effectively;

ng encouragement and support for people returning to work at time of need;

supporting resources;

backlogs and time needed to recover lost information;

lead time.
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a) Activity relocation: The transfer of some or all activities either internally to another part of the
organization or externally to a third party, either independently or through a reciprocal or mutual
aid agreement. When determining locations at which to resume an activity, damaged/affected sites
and undamaged alternate sites should be considered.

b) Resource relocation or reallocation: Resources, including staff, are transferred to another location
or activity within the organization, or externally to a third party.

c) Alternate processes and spare capacity: Establishing alternate processes or creating redundancy/

cara canacity in neacnccnc and [or i antaryg
Hh Rveht

d)

Exar

8.3.1

Stra
follo|

a)

b)

c)

For
shoy
disr

If th

ppPorc-copoatTty Proceostoortta o Oy~

femporary workaround: Some activities may adopt a different way of working|th
hcceptable results for a limited time. It is probable that the workaround will“be
ronsuming and/or labour-intensive (e.g. a manual operation as opposed to af-automat
For these reasons, workarounds are generally only suitable for short periods of time o
Feturn to business as usual.

hples of strategies include:
providing spare manufacturing capacity at an alternate locatiop;

providing remote working capabilities for key staff.

1.4  Mitigating, responding to and managing impagcts
egies for mitigating, responding to and managing the impacts of a disruption may

wing.

will not meet all costs (e.g. uninsured<perils, brand, reputation, interested parties v3

hnd satisfy interested parties’ expectations. Insurance cover is more likely to be used in
with other solutions.

Asset restoration: Contraeting the stand-by services of companies that specialize in the
Fepair of assets following their damage.

Reputation managénient: Developing an effective warning and communication cap
B.4.3) and establishing effective incident communications procedures (see 8.4.4.5).

dentified risks requiring treatment and in line with its overall attitude to risk, the g
1d considerfways of reducing the likelihood, shortening the period and limiting the i
iption:

bre is a specific hazard over which the organization has no control and which could 3

disr

At provides
more time-
ed system).
deferring a

include the

nsurance: The purchase of insurance can-provide some financial recompense for somfe losses but

lue, market

chare, human consequences). A finaneial settlement alone will not fully protect the grganization
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ability (see
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— identify strategies and implement solutions for limiting its potential impact;

— identify the external body responsible for monitoring the hazard;

— contact the external body to understand its notification protocols;

bpriate:

— analyse the notification protocols to determine if they align with the needs of the organization.
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8.3.3 Selection of strategies and solutions
The selection of business continuity strategies should be based on the extent to which they:

a) enable prioritized activities to be resumed at agreed capacity within time frames identified during
the business impact analysis (see 8.2.2);

b) arein line with the amount and type of risk that the organization may or may not take;
c) deliver benefits at manageable and reasonable cost.

The organization should re-examine all solutions when changes are made to the operation of the
organizatiop.

Business continuity solutions for stabilizing, continuing, resuming or recovering a prioritized actjvity
can often b prohibitively expensive. Where the organization estimates this to be the case] it should
either seledt alternative solutions that are acceptable and meet its business continuity-objectivés or
treat affect¢d products and services as exclusions from the scope of the BCMS in accordance with 4.3.3.

Where the qrganization estimates a threat to be extremely unlikely or the cost of protecting a prioritized
activity to e prohibitively expensive, it may choose to accept the risk and reé<eévaluate it as part ¢f its
ongoing BCMS performance evaluation (see Clause 9). Accepting the risk can also require the affdcted
products or|services to be removed from the scope of the BCMS.

8.3.4 Regource requirements

8.3.4.1 General
The organigation should determine the resource requiresients to implement selected solutions.
The organigation should establish:

— approprliate teams or, for smaller organizations, individuals with the appropriate authorify to
overseg incident preparedness, response and recovery;

— logisticpl capabilities and procedures.to locate, acquire, store, distribute, maintain, test and account
for servyiices, personnel, resources, materials and facilities produced or donated;

— financil, logistical and administrative procedures to support the business continuity arrangenients
before,|during and after af-incident; these procedures should:

— endure that finan€ial'decisions can be expedited;
— Dbe |n accordance with established authority levels, governance and accounting principles;

— resourde management objectives for response times, personnel, equipment, training, facilfties,
funding, insurance, liability control, expert knowledge, materials and the time frames within which
each will he needed from nrgnni7n’rinn'q resonurces and from any cnpp]im‘q-

— procedures for interested party assistance, communications, strategic alliances and reciprocal or
mutual aid.

8.3.4.2 People

8.3.4.2.1 General

The organization should have people with the competency to respond to and manage incidents, and
participate in the resumption of prioritized activities.
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8.3.4.2.2 Incident response

The organization should nominate incident response personnel with the necessary responsibility,
authority and competence to manage an incident.

The incident response personnel should form a group that is responsible for managing any disruption
that significantly impacts or has the potential to significantly impact the organization.

Personnel may be assigned to teams according to their demonstrated competence in, for example:

— incident/strategic management (see 8.4.4.4);

— fommunications (see 8.4.4.5);

— bafety and welfare (see 8.4.4.6);

— palvage and security (see 8.4.4.7);

— resuming activities (see 8.4.4.8);

— Fecovery of ICT systems (see 8.4.4.9).

All personnel who are in these groups should have clearly defined responsibilities and authorities that
apply before, during and after a disruption.

Traiping appropriate for incident response and business recovery personnel includes:
— |ncident assessment;

— pvacuation and shelter in place management, if applicable to the scope;

— arrangements at alternate worksites;

— techniques for handling internal and exteérnal communications effectively;

— Healing with people aspects (seeSO/TS 22330).

Response skills and competence throughout the organization should be developed by practigal training,
inclyding active participation dnyexercises.

Response and recovery teams should receive education and training about their responsjbilities and
dutie¢s including interdetions with first responders and other interested parties. Team$ should be
trained at regular integvals and new members should be trained when they join the responge structure.
Thege teams showld also receive training on prevention of incidents that could escalate into|crises.

8.3.4.2.3 Resumption of activities

The prganization should identify appropriate measures to maintain and widen the availahility of core
skillp ‘dnd knowledge to enable activities to be resumed with reduced staff availability. [People may
not respond as expected during an incident and may need encouragement, reassurance and support.
Employees, contractors and other interested parties who possess extensive specialist skills and
knowledge should all be included. Techniques to protect or enhance these skills may include:

— alist of back-up skilled specialists and a call up plan;
— multi-skill training of staff and contractors;

— separation of core skills to reduce the impact of an incident, including physical separation of staff
with core skills at more than one location;

— use of third parties;

— succession planning;
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Procedures

acc

documenting processes and other forms of knowledge retention and management.

that rely on the relocation of staff after an incident may need to consider:

transportation of staff to another location;

staff needs at the alternate site, such as:

ommodation;

catering facilities;

pe
tra
— c¢hg
Specialistr
— securit
transpq
welfarg

To encoura
should proy
related sup

ISO/TS 223

8.3.4.3 In

The words

Sonat and family COmMmITments;
ning on different equipment;
llenges posed by home working.
les may include:

Y

rtation logistics;

and emergency.

e and reassure people who will be required to respend to a disruption, the organiz3
bort.

B0 provides further guidance on the people aspects of business continuity.

formation and data

“information” and “data” are usedlinterchangeably in everyday use. This document

“information” to mean data that has been {processed, organized and correlated to produce mea

Informatioq

held manuallly and in an electronic fornythat can be stored and used on a computer.

It is possibl
do so can bé
consider ac
activity (no

Informatioq

e for information to be recreated from data during a disruption, but the processing tin
very long and the means to do so may also not be available. Organizations should therg
Fivities’ requirements for both information and data. If information or data required H

and data vital to the organization’s operation should be protected and recovei

according t
arrangem

!

b thetime frames identified during the business impact analysis. When determining
ts for storage and recovery of data, the organization should be aware of applicable

ition

ide, for example, practical advice, risk awareness training, transport solutions and fanily-

uses
ning.

is therefore created from data, which includes, for example, facts, statistics and numbers

he to
fore
y an

[ just a prioritized activity) is/are irretrievably lost, it could be impossible for the activity to
be resumed|

able
F the
egal

requirements:

Any information or data required to enable the organization’s response and recovery should have
appropriate:

confide

ntiality (e.g. if the activity is moved to another location);

integrity: that information and data are reliable and can be trusted;

availability: that information and data are available as quickly as the activity requires it (i.e. within

the activity’s RTO); information and data required during the response can be required immediately
while other information and data may not be required until after the incident;

lost due to the incident may need to be recreated and data may need to be restored.

30

currency: as up to date as required enabling the activity to operate (see 8.2.2), though information
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Where information and data are copied, various methods may be used, including virtual (electronic)
formats (e.g. disk, cloud, tape) and physical (hardcopy) formats (e.g. microfiche, photocopies, creating

dual

copies at the time of production).

Information and data solutions for the recovery of information and data that has not yet been copied or
backed-up to a safe location should be documented.

If copied information or data is/are stored too near to the original, the disruption could compromise
the integrity or prevent access to it. However, a long distance can prevent information/data from being
available when needed. It would be appropriate to have written evidence as to how these conflicting
concerns have been resolved.

Info

8.3.1

Wor
incid
appr

'mation and data referred to in this subclause may include:

rontact information;

supplier, interested parties and interested party details;

egal documents (e.g. contracts, insurance policies, title deeds);

pther services documents (e.g. contracts, service level agreements);

metadata (i.e. information to describe audio-visual content and\data essence in a defing
hotification and alert messages disseminated as an incidentresponse measure;

buidelines and criteria regarding who has the authority to invoke procedures.

}.4 Buildings, workplaces and associated utilities

ksite solutions can vary significantly and\a“range of options can be available. Differsg
ents or threats could require the implementation of different or multiple worksite g
opriate tactics will in part be determined by the organization’s size, sector and spread

by interested parties, and by geographical base. For example, public authorities will need

a frd
diffd

The
worl

ntline service delivery in theirlcommunities whereas some organizations could ope
rent country or continent.

organization should deyvise’a solution that reduces the impact of the unavailability o
ksite(s). This may include-one or more of the following:

hlternative premises/(locations) within the organization, including displacement of othg

hlternative premises provided by other organizations (whether or not these areg
hrrangements);

rommand centres;

d format);

ent types of
ptions. The
bf activities,
to maintain
rate from a

f its normal

r activities;

reciprocal

hlfernative premises provided by third-party specialists;

— working from home or at remote sites;

— other agreed suitable premises;

— use of an alternative workforce in an established site.

Alternative premises should be carefully selected by taking account of a geographical area that could
be affected by the same incident. An incident such as a natural disaster can cause damage in wide areas
and affect essential services such as electricity, gas, water and communication. If such a risk is expected,
alternative premises should be distant from such a possible affected zone.

If staff are to be moved to alternative premises, due consideration should be given to:

— makingsure that the premises are not so close that they are likely to be affected by the same incident;
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— making sure that the premises are close enough that staff are willing and able to travel there;
— possible difficulties that could be caused by the incident.

The use of alternative premises for continuity purposes should be supported by a clear statement as to
whether the resources required in the alternative premises are for the exclusive use of the organization.
If the alternative premises are shared with other organizations, a plan to mitigate the non-availability
of these premises should be developed and documented.

In some situations (e.g. a manufacturing line, a call centre or if the RTO is short), it can be appropriate

to move the workload rather than the staff. This can require spare capacity at the alternate site or
ti ctaff Lahathar by avartiymao ar racriitnant) and athaor raconvrcnc o ho yaada Ayailahlg
additional stafffwhet £ ¥ trent £ £ available:

coTT CeIICT Oy OV et C-OT T C o U oot oo O treT T o oot cooto—oTTaat

8.3.4.5 Equipment and consumables

The organifation should identify and maintain an inventory of the core supplies thdt suppoit its
prioritized activities.

Some facilities and machinery can be difficult to acquire, be very expensive (requiring a long timg for
authorizatigpn) or have long lead times. Solutions for providing such resources-may need to take such
issues into pccount. Changing business practices, such as stock control ortbtilding management| can
provide solfitions.

Techniques|for providing these may include:

— storage of additional supplies at another location;

— arrang¢ments with third parties for delivery of stock at'§hort notice;

— diversi¢n of just-in-time deliveries to other locations;

— holding of materials at warehouses or shippingGites;

— transfe} of sub-assembly operations to andlternative location that has supplies;
— identification of alternative/substitute supplies;

— identififation of facilities and equipment and multi-option planning by phases.

Where actiyities are dependent (ipon specialist supplies, the organization should identify the suppliers
on which thie prioritized activities depend, especially where there is a single source of supply. Solutions
to manage the continuity of stipply may include:

— increasjing the number of suppliers;
— encouraging or-r€quiring suppliers to have business continuity;

— contradtual'and/or service level agreements with suppliers;

— the identification of alternative, capable suppliers.

Where activities are being relocated, it should be verified that suppliers are able to provide their
products or services effectively at the alternate location.

8.3.4.6 ICT systems
In many organizations, activities cannot be performed without ICT systems and they need to be

reinstated before activities can be resumed. Where it is possible and practical, the organization may
need to implement manual workarounds while its ICT systems are being reinstated.
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Technology options will depend on the nature of the technology employed and its relationship to
activities, but will typically be a combination of the following:

— provision made within the organization;

— services delivered to the organization by a third party;

— external services to which the organization subscribes.

Techniques for providing ICT systems required by prioritized activities may include:

— spreading them geographically (e.g. maintaining the same technology at different locations that will

Becs
arra
give

If ar

implement a solution whereby each site is sized to accommodate the combined ICT systemg

mor

If an|
to c(
or re

1S0/

8.3.1

Tran

hot be affected by the same disruption);
holding older equipment as emergency replacement or spares;
contracted provision of equipment or recovery services.

use of the complexity of the technologies that support them, ICT systems|frequently ng

N to:

Fhe location of technology sites and the distance between themg

Histributing technology across separate sites;

providing adequate facilities for increased numbers of\isers with remote access;

setting up un-staffed (dark) sites as well as staffedSites;

providing automatic “failover” instead of\requiring manual intervention to reinstate IC
hccommodating the obsolescence of ICT systems.

organization hosts its ICT systems at more than one site, there could be an opp

b than one site.

organization uses véry specialized or custom-built technologies with long lead times,
nsider increasing. the protection of its ICT systems by making special provisions for 1
storation.

[EC 27031 provides further guidance on ICT readiness for business continuity.

|.7 JTransportation and logistics

mproving telecommunications connectivity-and increasing levels of redundant routing;

ed complex

hgements to ensure that they can be recovered in a timely manner. Atténtion should therefore be

)

[ systems;

ortunity to
capacity of

it may need
eplacement

sportation may need to be provided after an incident for:

— staff sent home if their normal means of transport is unavailable;

— staffrelocated to an alternative work location;

— resources needed at a different location.

The organization should determine in advance options for providing alternative means of transport

that

could be required following a disruption. These may include:

— identifying possible scenarios of logistic disruptions, including those caused directly by an incident
or unusual situation;

— securing alternative means of transportation and routes to deal with unusual traffic conditions;

© IS0 2020 - All rights reserved

33


https://standardsiso.com/api/?name=e71b59ac183827e5cfb76affff52f8f2

IS0 22313:2020(E)

— agreem

ents with alternative transport providers.

8.3.4.8 Finance

The organization should determine options for ensuring that the necessary finance is available during
and following a disruption. This may include:

transport;

reimbursement of staff expenses;

providing funds for emergency purchases, such as food, accommodation, facilities, consumables and

major

penditures on, for example, the rental or purchase of buildings and equipment;

To protect against abuse or facilitate insurance claims, it may be necessary to demonstrdte effe
financial coptrols, by, for example, providing for the formal recording of expenses duringand follo}
a disruption.

8.3.4.9 Partners and the supply chain

Business n¢g
It is essenti
business inj
analysis of
to cascade t

The supply
common or
suppliers w|

Techniques
include:

specify
periodi
review

If a produc

tworks and supply chains are often broad, complex and interdependent, with multiple f
1 to understand the supply chain and the risks it poses to the organization. When analy
pacts (see 8.2.2), the organization should undertake, jointly with relevant supplier
supply chains on which prioritized activities depend. Suppliers, in turn, should be reqy
he analysis to their suppliers.

chain analysis should be based on a set of criteridddeveloped by the organization, giv
canizational approach to assess the level of dependency on the supply chain and spsg
ithin it and to understand the timescales of finding alternative arrangements.

for obtaining assurance and evaluating-suppliers’ and partners’ business continuity

ng business continuity requirements in tenders and contracts;
C auditing of supplier plans;

ng exercise and maintehance programmes;

participating in joint business continuity exercises.

[, service or aCtivity has been outsourced, the accountability for that product, servi

activity re

Where pr
supplier, th
the supplie

ains with the organization.

:Iritized activities or business continuity solutions rely on products and services fr

b organization should evaluate the suppliers’ business continuity to obtain assurance
" has-effective business continuity arrangements in place for these products and sery

for example

iz as, tho racultc ~F er\wn;nnn

Ctive
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The organization may wish to concentrate its efforts on suppliers whose failure to deliver products and

services wo

8.3.5

Selected sol

uld disrupt prioritized activities most quickly.

Implementation of solutions

utions should be implemented and maintained over time.

Following the selection of business continuity solutions, management should be involved in selecting
business continuity resources (e.g. workspace, people, equipment, supplies). Care should be taken to

ensure thes

34

e resources will be available at the time of the incident.
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To ensure that resumption and mitigation strategies are achievable, the organization should define
and implement all solutions that need to be in place before a disruption. If the lead time for activating
a solution exceeds business continuity requirements, the organization should implement the selected
solution in advance of the disruption.

8.4

Business continuity plans and procedures

8.4.1 General

The organization should have a response structure supported by business continuity plans and

pro

8.4.1

8.4.1

Ane
whe
resp,
is ng
resp,
nece

8.4.1
The

duresfor:
fontrolling the response to the disruption;
communicating effectively with interested parties;
1tilizing business continuity solutions to resume activities within their RTOs.
in comprises one or more procedures. Collectively, plans and procedures should:

dentify the immediate steps to be taken and assist with timely decision-making;

focus on the anticipated impacts of disruptions;

Clearly identify roles and assign responsibilities for all tasks to be undertaken.
. Response structure

.1  Purpose

ffective response structure enables organizations to detect events, identify incidents an
ther or not they are likely“to lead to disruption. The organization should develop

onse structure that willprovide an effective response to disruptions, regardless of ca
agreed and documented structure in place, it is likely that the organization will be

onding effectively @o-disruption and will not be able to resume disrupted activitieg
ssary time frames,

.2 Design
ncidefit response structure should clearly identify:

[lie-teams responsible for responding to incidents and resuming activities;

be sufficiently flexible to accommodate unanticipated threats.and changeable situations;

[2)
~

hlign with the business continuity solutions selected by the organization to minimize ifpacts;

1 determine
an incident
1se. If there
ncapable of
within the

— the team hierarchy;

— the roles and responsibilities of the teams.

The response structure should be simple and capable of being formed quickly. It should also provide
mechanisms that ensure the timely communication of information and decisions.

There is no single incident response structure that is suitable for all organizations. Each organization
should design its own structure, considering the following:

— the existing management structure;

— the organization’s nature, culture, scale, complexity and process infrastructure;
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— the business continuity solutions selected;

— the organization’s business continuity requirements;

— any per

ceived threats to the organization.

Larger or complex organizations may need to establish separate teams to focus on different aspects of
the incident. In smaller organizations, it can be feasible for one team to handle an incident, but it should
never be the responsibility of a single individual.

8.4.2.3 Team capabilities

Collectively]
— assessi

— measul|

the teams should be capable of:
g the nature and extent of the disruption and its potential impact;

ing the potential impacts of the incident against predefined impact thresholds in ord

determlne whether or not a formal response is justified;

— initiati
ensurir

— plannin
— establig

— monito
with im

— activati

— providing an effective command and control of the organization’s response to the incident

respon

g an appropriate response to a disruption, activating plans, mobilizing response teams
g the availability of required resources;

g all actions to be undertaken;
hing priorities for all actions, giving first priority to life safety;

"ing how the incident unfolds and the effectiveness ofthe organization’s response in de
pacts and consequences;

ng suitable business continuity solutions;

ling to changes as the situation evolves;

br to

and

hling

and

— commujnicating with interested parties‘including, in particular, the workforce, affected family

membe|

8.4.2.4 T
Each team {

a) identifi
compet

b) documsg

8.4.3 Wa

I's, visitors, authorities and the nredia.

bam composition and guidance
hould have:

bd team members and alternates who have the necessary responsibility, authority|
ence to enable the team to fulfil its role and responsibilities;

nted prdcedures for guiding the team’s actions (see 8.4.4).

rning'and communication

and

8.4.3.1 General

Handling initial communications effectively from the outset of a disruption can make a huge difference
to the effectiveness of the organization’s response. Effective communication can only be achieved if the
organization is clear on what, when, with whom and how to communicate. The organization should
therefore establish documented procedures for the following warning and communication-related

actions and

identify who will be responsible for performing them:

— internal communication between different levels and functions within the organization, including
within the response structure;

— alerting interested parties and receiving, documenting and responding to communications from

them (t

36

his can include emergency contacts of employees);
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— ensuring that communication equipment and facilities are available;

— facilitating structured communication with emergency responders;

— managing the organization’s response to the mediaand ensuring thatitaligns with the organization’s
communications strategy;

— recording vital information about the incident, actions performed and decisions taken.

The organization should ensure that effective procedures and facilities are in place for receiving,
documentlng and responding to warmngs alerts and external communications from national or

ad h
by t
thos
and

Comjmunications equipment can be affected by disruptions, so a variety of alternatives maj

avai

8.4.3

In sg

oJe fac111t1es located suff1c1ently far from the affected 51te that thelr operatlon w111 not
e incident. Special arrangements can be required for those with specific needs (e, the
e with disabilities). For guidance on the dissemination of warnings, including informa
rommunication channels, refer to ISO 22322.

able, for example:
oud-hailers;

public address systems;
Epare mobile phones;
satellite phones;

fwo-way radios.

p.2  Alerting interested parties

me circumstances, interested parties,can be impacted by a disruption that has already

edicated or
be impeded
elderly and
ion content

" need to be

btarted oris

immlinent. For example, disruptions at:atvorganization that undertakes hazardous operations or stores

toxig
shou

products could result in the otrganization’s neighbours being put in danger. Such or
1d consider:

pstablishing procedures-that would enable hazards to be monitored;

Hetermining in advance public warning information that they may need to provid
Hisruption;

dentifying geographical areas to which public warning information may need to be ser
bvaluating)scientifically potential levels of seriousness of hazards;

Hefining scientifically based criteria for issuing warnings and ensuring that there are pr

ganizations

le during a

ocedures in

pblace for transferring warning information to organizations with public warning respolnsibilities;

— establishing relationships with external bodies responsible for potentially affected areas.

It can also be necessary for such organizations to:

— establish a relationship with an external organization with public warning responsibilities;

— make sure that their neighbours understand how alarms are issued and how to respond.

Warning and communications procedures should be exercised as part of the organization’s exercise
programme (see 8.5).
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8.4.4 Business continuity plans

8.4.4.1 General

Business continuity plans set out how teams will respond to disruptions and resume activities within
the scope of the BCMS.

Because terminology differs between organizations and, in many instances, specific terms are used
interchangeably, it is essential that the roles and responsibilities of teams are clearly stated, and the
documented procedures supporting them clearly state their purpose, scope and objectives (see Table 5).

Table 5 — Examples of teams and possible roles and responsibilities
Team Role Responsibilities
Site emergency response Emergency response Life safety
Facilities m3dnagement Damage limitation
Security
Damage asspssment Damage assessment Damage assessment
Incident mahagement Incident management and control |Incident management
Crisis management Strategic decision-making Strategiémanagement
Senior manggement Communication during incident |Crisis)management
Communications
Public relations
Communicafions Communication during incident- |Communications
Public relations
ICT recovery Recovering ICT systems and ICT disaster recovery
infrastructure
NOTE Guidance on ICT procedures cdn
be found in ISO/IEC 27031.
Finance General ahd financial Finance and administration
Administrative adminfsysition
Human resources Welfare and special needs Human resources
Occupationdl health Interested party well-being Safety and welfare
Salvage Salvage of facilities, ICT systems |Salvage and security
Security and data
Facilities Security
ICT
Business contiiuity Resume disrupted activities Coordinate resumption
Manage resources

8.4.4.2 Coverage

8.4.4.2.1 General

Collectively, business continuity plans should address all aspects of responding to an incident and
should be specific to the teams that will use them. It may therefore be beneficial to:

— involve a wide range of personnel, including specialist teams, in the development of business
continuity plans;

— use feedback from exercising and draw on lessons learned from disruptions.

38 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=e71b59ac183827e5cfb76affff52f8f2

ISO 2231

3:2020(E)

Timescales and performance levels should be based on the information gathered during the business
impact analysis (see 8.2.2) and the selection of business continuity strategies and solutions (see 8.3.3).

8.4.4.2.2 Responding to incidents

When dealing with an incident, there are number of actions that may need to be considered. These
should be included in documented procedures and include:

a)

b)

f)

g)
h)

j)
k)
D)

m)

n)

responding to and assessing the incident, including:

1) determining what happened and how it occurred;

P) identifying which the parts of the organization and interested parties have been.or could have
been affected;

B) trying to anticipate the duration of the incident and the likely impacts;

1) assessing whether the incident will be managed by routine management arrangemgnts;

b) judging by reference to pre-defined thresholds whether the incident could lead to disruption;

managing the immediate consequences of the incident, giving due regard to the welfg
hffected persons (including team members) and impacts on/the’environment, considet
for responding to the incident, and preventing further lossior damage;

bvaluating the incident assessment against activation ¢riteria for each of the procedure

Heclaring an incident and activating the procedures)when activation criteria have been

hctivities;

bstablishing a central location for use by:the team managing and controlling the inciden
Centre);

prioritizing issues and activities to be undertaken in managing the incident and its imp
controlling and coordinating-all activated procedures;

hctivating or establishing alternate sites for the restoration of IT or other infrastructur
hnd for the temporary operation of the organization’s activities;

monitoring the incident as it progresses;
Feviewing.and adapting plans in response to changing circumstances;

He-esealating, standing down and returning to routine operations as sustainable cap3
bstablished;

re issues of
ing options

S)

met;

mobilizing the incident response personnel.in teams for stabilization, continuity and recovery

[ (command

acts;

e capability

bility is re-

conducting a debrief and identifying learning opportunities;

ensuring good governance and the collation and security of documentation generated during the

management and recovery from the incident.

To achieve the timely resumption of the organization’s delivery of products and services, the
documented procedures for resuming each activity should:

meet the RTO of the activity that supports that product or service;

be sufficiently reliable.

This may be achieved by:

ownership or control of the means and resource to enact the procedure;
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— contracts, agreements or service levels with third parties.
8.4.4.3 Content and usability

8.4.4.3.1 General

Each business continuity plan should identify its purpose, scope and objectives in a form that is clear to
the teams that use it. Links to other required or relevant documented procedures or documents should
be clearly stated and the method of obtaining and accessing them described. The business continuity
plan should also include:

— activation criteria and procedures;

— implementation procedures;

— commujnication requirements and procedures;

— internal and external interdependencies and interactions;
— resourde requirements;

— reportipg requirements;

— information flow and documentation processes.

8.4.4.3.2 [Guidance and supporting information
Each plan should include:
a) roles, r¢sponsibilities and authorities:
1) deffined roles, responsibilities and authorities for people and teams who will use the plan;

2) guidelines and criteria regarding whe-has the authority to invoke the plan and under yvhat
cir¢umstances (this may include defined escalation stages);

b) activation criteria:

1) a process for activating the organization’s response to a disruption and, within fach
doqumented procedure,its activation criteria and procedures (it can be relevant to consgider
whether this is within\or outside normal working hours);

2) mepting locations-with suitable alternatives;

c) operatipn parameters:

1) identification of actions and tasks to be performed, particularly in relation to how the organization
will continue or will recover its prioritized activities within predetermined time frames;

2) relevant resource requirements (see 8.3.4);
3) the means for recording information about the incident, actions taken and decisions made;
d) supporting information for coordination and communication:

1) contact details for team members and others with roles and responsibilities; the organization
should be aware of applicable legal requirements in relation to the protection of information
and should retain evidence of compliance;
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2) contact and mobilization details for any relevant agencies, organizations and resources that
could be needed;

e) standing-down criteria:
1) mechanisms for standing down once the incident has passed;

2) instructions to be followed.

8.4.4.3.3 Usability

As 7 t A ; SaFHZA S hat business
contjnuity plans are usable and available whenever and wherever they are needed. To ensjire that the
opeifation of business continuity plans is not adversely affected by the disruption, the organlization may
need to take precautions (e.g. separating teams and recovered ICT systems across multipl¢ locations).
Totall separation for all scales and types of disruption is not always achievable andit may be necessary
to identify limitations and agree them with top management. Limitations canBe expressed in terms of
distgdnce, minimum personnel or severity and may be influenced by the response of publiclagencies to
sevelre or widespread disruptions.

8.4.4.4 Incident/strategic management

The pim of incident management is to ensure that the organization’s response to a disruption is effective
at a $trategic level.

The procedures should include the basis for managing all'‘possible issues facing the organizgtion during
an ifjcident, including those related to interested parti€s, and should address all facilities that the team
manpging the incident and other response teams could need.

8.4.4.5 Communications

Comjmunications procedures may be jncluded in incident management or other team[s response
prodedures. If there are multiple teams,they should work in close cooperation.

Communications that will be délivered and received during the incident should be managed and
coordinated. Procedures shouldycontain:

a) fetails on how and under what circumstances the organization will communicate with employees
hnd their relatives,(other interested parties and emergency contacts;

b) Hetails on the ¢rganization’s media response following an incident, which may include:
1) theincident communications strategy;

D) preferred interface with the media;

B)Da guideline or template for drafting a statement for the media;

4) appropriate numbers of trained, competent spokespeople authorized to release information to
the media.

It is important that the timing and content of internal and external communications is consistent. To
build confidence, trust and motivation, internal communication is a priority.

Pre-prepared information can be especially useful in the early stages of an incident. It will enable the
team to provide details about the organization and its business activities while details of the incident
are still being established.

It may be appropriate to:

— establish a suitable venue for liaising with the media or other groups of interested parties;
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— establish an appropriate number of competent, trained people to answer telephone enquiries from
the media;

— use all communication channels open to the organization, including social media;

— prepare background material about the organization and its operations (this information should be
pre-agreed for release).

Pressure or community action groups who collectively have power or influence over the organization
may also need to be considered.

] 1ld be
included. Itjmay be necessary to develop a separate procedure for managmg 1nterested partles prdvide
criteria for setting priorities and make provisions for allocating persons to each stakeholder-oirgfoup

8.4.4.6 S¢

Organizatigns have a duty of care to employees, contractors, visitors and customers where an incident
poses a dir¢ct risk to life, livelihood and welfare. Special attention will need®ebe paid to any grpups
with physidal and learning disabilities or other specific needs (e.g. pregnancy, temporary disahility
due to injury). Planning in advance to meet these requirements can reduce risk and reassure those
affected. The long-term impacts of incidents cannot be underestimdted. The organization should
develop appgropriate solutions, including consideration of relevant social and cultural issues, to promote
physical angl psychological recovery within the organization.

The following elements of welfare response should be included:

— site evgcuation (inclusive of internal shelter-at-site activities) and assembly points;
— mobilization of safety, first aid or evacuation-assistance teams;

— locating and accounting for those who were'on site or in the immediate vicinity.
The following may also be included:

— translation services;

— transpgrt assistance including directions, as required;

— designdted liaisons and centact information for emergency services, appropriate agencies and|first
responglers;

— locating displaced'workforce or contractors;

— managing teléphone helplines;

— physical tehabilitation and psychological support.

Required resources should be specifically identified. A resource should be available in a timely manner
and should have the capability to do its intended function.

8.4.4.7 Salvage and security

The organization may prepare documented procedures that address salvage and security and include
guidance on:

— salvage priorities for facilities, equipment (including ICT systems) and documented information
(taking into consideration information security and privacy requirements);

— security of the premises once handed over by the emergency services.
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