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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

General

This International Standard provides guidance, where appropriate, on the requirements specified
in ISO 22301:2012 and provides recommendations (‘should’) and permissions (‘may’) in relation to
them. It is not the intention of this International Standard to provide general guidance on all aspects of
business continuity.

This International Standard includes the same headings as ISO 22301 but does not repeat the

req nr'amonfc Fr\r l"\nclnncc P{'\Y\f!hlllf‘l management cxrcfnmc and_its rn]f)fnﬂ farmc and deflnltlons

............... TS ereTT Y orrrer—rt orrrer

Orgdnizations wishing to be 1nformed of these must therefore refer to ISO 22301 and ISO'22300.

TO,ELOVide further clarification and explanation of key points, this International Standargl includes a
numper of figures. All such figures are for illustrative purposes only and the related text in|the body of
this [nternational Standard takes precedence.

A bulsiness continuity management system (BCMS) emphasizes the importance of:

— nderstanding the organization’s needs and the necessity for €stablishing busines§ continuity
policy and objectives;

— |mplementing and operating controls and measures fdrymanaging an organizatipn’s overall
Capability to manage disruptive incidents;

— monitoring and reviewing the performance and effectiveness of the BCMS; and
— fontinual improvement based on objective measurement.

A BQMS, like any other management system, inclades the following key components:
a) fppolicy;

b) people with defined responsibilities;

c) management processes relating-to:

) policy;

D) planning;

B) implementation and operation;

1) perforfmance assessment;

b) management review; and

b)_~improvement.

d) asetofdocumentation providing auditable evidence; and
e) any BCMS processes relevant to the organization.

Business continuity is generally specific to an organization, however, its implementation can have far
reaching implications on the wider community and other third parties. An organization is likely to have
external organizations that it depends upon and there will be others that depend on it. Effective business
continuity therefore contributes to a more resilient society.

The Plan-Do-Check-Act cycle

This International Standard applies the ‘Plan-Do-Check-Act’ (PDCA) cycle to planning, establishing,
implementing, operating, monitoring, reviewing, maintaining and continually improving the
effectiveness of an organization’s BCMS.

© IS0 2012 - All rights reserved v
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Figure 1 illustrates how the BCMS takes interested parties’ requirements as inputs for business
continuity management (BCM) and, through the required actions and processes, produces business
continuity outcomes (i.e. managed business continuity) that meet those requirements.

Inte:
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Continual improvement of business continuity
management system (BCMS)

Establish Interested

parties

Maintain and Implement
improve and operate

Managed
business
continuity

Monitor and
review
(Check)

Figure 1 — PDCA model applied to BCMS processes

Table 1 — Explanation of PDCA model

for remediation and improvement.

Plan Establish business continuity policy, objectives, controls, processes and procedyires

(Establish) relevant to improving business continuity in order to deliver results that align with
the organization’s overall policies and objectives.

Do Implement and operate the business continuity policy, controls, processes and

(Implementfnd operate) |precedures.

Check Monitor and review performance against business continuity objectives and policy,

(Monitor anfl review) report the results to management for review, and determine and authorize actigns

Act

(Maintain aTd improve)

nuity policy and objectives.

Maintain and improve the BCMS by taking corrective actions, based on the results
of management review and re-appraising the scope of the BCMS and business cqnti-

Components of PDCA in this International Standard

Thereisadirectrelationship between the content of Figure 1 and the clauses of this International Standard:

vi
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Table 2 — Relationship between PDCA model and Clauses 4 to 10

3:2012(E)

PDCA component Clause addressing PDCA component
Plan Clause 4 (Context of the organization) sets out what the organization has to do
(Establish) in order to make sure that the BCMS meets its requirements, taking into account all

relevant external and internal factors, including:

The needs and expectations of interested parties.

Its legal and regulatory obligations.

The required scope of the BCMS.

Cl

T

strating commitment, defining policy and establishing roles, responsibi
authorities.

demon-
ities and

Clause 6 (Planning) describes the actions required to establish strateg
tives and guiding principles for the BCMS as a whole. ThesejseDthe cont

business impact analysis and risk assessment (8.2) and b@isiness contingiity strat-

ic objec-
bxt for the

egy (8.3).
Clause 7 (Support) identifies the key elements that need to be in place fo support
the BCMS, namely: resources, competence, awareress, communication gnd docu-
mented information.
Do Clause 8 (Operation) identifies the elements of business continuity mapagement
(Implement and operate) |(BCM) that are needed to achieve busipéess/continuity.
Che¢k Clause 9 (Performance evaluation)provides the basis for improvement of the
(Monitor and review) BCMS through measurement and evaluation of its performance.
Act Clause 10 (Improvement) covers the corrective action needed to addr¢ss noncon-
(Majntain and improve) |formity identified through performance evaluation.

Bus

Busi
acce
is th

disr

Plac

man;

In tH

and

equg

and

Any

to th

busi

ness continuity

ness continuity is the capability of the organization to continue delivery of products o1

e process of achieving business.continuity and is about preparing an organization t
iptive incidents that might otherwise prevent it from achieving its objectives.

ng BCM within the framewerk and disciplines of a management system creates a busines
hgement system (BCMS) that enables BCM to be controlled, evaluated and continually i

is International/Standard, the word business is used as an all-embracing term for the

lly applicableto large, medium and small organizations operating in industrial, comme
hot-for-profit sectors.

incidént, large or small, natural, accidental or deliberate has the potential to cause majo
ecorganization’s operations and its ability to deliver products and services. However, in

services at

ptable predefined levels following a“disruptive incident. Business continuity manageimment (BCM)

o deal with

S continuity
mproved.

operations

services perfofmed by an organization in pursuit of its objectives, goals or mission. As such it is

rcial, public

- disruption
plementing

acc caontinuity hafaro 4 dicriintiva incidont accnre rathaor than wvaiting for thic tn0
............... y—seteirea—aisHipave s ae Rt oectSatier gl WaHHRE o aHS+6

enable the organization to resume operations before unacceptable levels of impact arise.

BCM involves:

a)
b)

A

d)

happen will

being clear on the organization’s key products and services and the activities that deliver them;

knowing the priorities for resuming activities and the resources they require;

having a clear understanding of the threats to these activities, including their dependencies, and

knowing the impacts of not resuming them;

having tried and trusted arrangements in place to resume these activities following a disruptive

incident; and

© IS0 2012 - All rights reserved
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e) making sure that these arrangements are routinely reviewed and updated so that they will be

effective in all circumstances.

Business continuity can be effective in dealing with both sudden disruptive incidents (e.g. explosions)

and gradual ones (e.g. flu pandemics).

Activities are disrupted by a wide variety of incidents, many of which are difficult to predict or analyse.
By focusing on the impact of disruption rather than the cause, business continuity identifies those
activities on which the organization depends for its survival, and enables the organization to determine
what is required to continue to meet its obligations. Through business continuity, an organization
can recognize what needs to be done to protect its resources (e.g. people, premises, technology and

informatior); >

Vith

that recogniition, the organization is able to take a realistic view on the responses that are likely. 4o be

needed as
avoid unacgeptable impacts.

d when a disruption occurs, so that it can be confident of managing the consequenceq and

An organizgtion with appropriate business continuity in place can also take advantagée’ef opportunities

that might gtherwise be judged to be too high risk.

The following diagrams (Figures 2 and 3) are intended to illustrate conceptuallyhow business contifuity
can be effedtive in mitigating impacts in certain situations. No particular timescales are implied by the

relative disfance between the stages depicted in either diagram.

Mjtigating impacts through effective business continuity - sudden disruption

v A
g Resumption of actiyities at acceptable
4(—*: level within acceptable timeframe
=
Q
Q, Recovery Time Objective |
o —
(S
o Time at which impacts become unacceptable
&)
>
[«B]
~ /
’\'_‘ 2. Shortened disruption
v
With business continuity
1 [
1. Mitigating, responding Minimum
to and managing impacts acceptable
level of
. operations
/ Without business continuity >
Time

Figure 2 — Illustration of business continuity being effective for sudden disruption

viii
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Mitigating impacts through effective business continuity - gradual disruption

Level of operations

Resumption of activities at acceptable
level within acceptable timeframe

Recovery Time Objective |

Time at which impacts become unacceptable |

Controlled
response

Y

<;_‘ 2. Shortened disruption O “

With business continuity

-

L

1. Mitigating, responding Mininpum
ing i acceptpble

fo find managing Impagts level of
operatjons

Without business continuity

>

Time

Figure 3 — Illustration of business continuity being effective for gradual disruption

(e.g-approaching pandemic)
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Societal security — Business continuity management
systems — Guidance

1 Scope

This International Standard for business continuity management systems provides guidance based on

mai
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of it
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This
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the |
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refet
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ISO
ISO ]

gOO(]IL International practice ror planning, establishing, implementing, operating, monitoring

22300, Secietal security — Terminology

taining and continually improving a documented management system that enables, of]
epare for, respond to and recover from disruptive incidents when they arise.

not the intent of this International Standard to imply uniformity in the structure of
n organization to design a BCMS that is appropriate to its needs and that meets the re
5 interested parties. These needs are shaped by legal, regulatory, orgahizational a
irements, the products and services, the processes employed, the envinonment in which
ize and structure of the organization and the requirements of itsinterested parties.

International Standard is generic and applicable to all sizes-and types of organization
e, medium and small organizations operating in industrial;yeommercial, public and n
brs that wish to:

bstablish, implement, maintain and improve a BCMS;
nsure conformance with the organization’s business continuity policy; or
make a self-determination and self-declaration of compliance with this International S

International Standard cannot be used.to assess an organization’s ability to meet its of
inuity needs, nor any customer, legaltor regulatory needs. Organizations wishing to d
SO 22301 requirements to demonstrate conformance to others or seek certification of
ccredited third party certification’body.

Normative references

ences, only the edition cited applies. For undated references, the latest edition of the
ment (including/any amendments) applies.

p23017Societal security — Business continuity management systems — Requirements

reviewing,
ganizations

a BCMS but
quirements
nd industry
it operates,

s, including
bt-for-profit

Andard.

vn business
SO can use
its BCMS by

following referencéd)documents are indispensable for the application of this documenit. For dated

referenced

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300 and ISO 22301 apply.

4 Context of the organization

4.1

Understanding of the organization and its context

This sectionisaboutunderstanding the context of the organization inrelation to setting up and managing
the BCMS. The setting up and management of BCM is covered in 8.1.

© IS0 2012 - All rights reserved


https://standardsiso.com/api/?name=f8740bcf1bd2803e567a044d4568f612

IS0 22313:2012(E)

The organization should evaluate and understand the internal and external factors that are relevant
to its purpose and operations. This information should be taken into account when establishing,
implementing, maintaining and improving the organization’s BCMS, and assigning priorities.

Evaluating the organization’s external context should include, where relevant, the following factors:
— the political, legal and regulatory environment whether international, national, regional or local;

— the social and cultural, financial, technological, economic, natural and competitive environment,
whether international, national, regional or local;

— supply chain commitments and relationships;

— considgration of internal studies on the risks, taking into account other relevant informgtion
managg¢ment systems and more generally any information from knowledge management;

— key driyers and trends having impact on the objectives and operation of the organization; and
— relationships with, and perceptions and values of, interested parties outside thie otrganization.
Evaluating the organization’s internal context should include, where relevant,&hefollowing factord:
— products and services, activities, resources, supply chains, and relationships with interested paiyties;

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, pepple,
procesges, systems and technologies);

— information systems, information flows, and decision making'processes (both formal and informal);
— interesfed parties within the organization;

— policied and objectives, and the strategies that are\in place to achieve them;
— future ¢pportunities and business priorities;

— perceptions, values and culture;

— standaigds and reference models adopted by the organization; and

— structulres (e.g. governance, roles and accountabilities).
4.2 Unddgrstanding the needs and expectations of interested parties

4.2.1 General

When establishing-it§ BCMS, the organization should ensure that the needs and requirements of
interested parties’are taken into consideration.

The organikation should idnnfify all interested parties that are of relevance tg its BCMS and bhsed

on their needs and expectations, determine their requirements. It is important to identify not only
obligatory and stated requirements but also any that are implied.

NOTE The organization needs to be aware of all those who have an interest in the organization, such as the
media, the public nearby, competitors and so on.

When planning and implementing the BCMS, it is important to identify actions that are appropriate in
relation to interested parties but differentiate between the different categories. For example, while it
may be appropriate to communicate with all interested parties following a disruptive incident, it may not
be appropriate to communicate with all interested parties when setting up and managing BCM (8.1.1).

2 © IS0 2012 - All rights reserved
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Interested parties

. . Competitors ‘
— The organization ‘ i
‘ Citizens ‘
‘ Media ‘
i P |
‘ Customers ‘ I ‘ Top management ‘ Management i
i : ‘ Commentators ‘
: ‘Those who establish policies and objectives for the BCMS‘ '
‘ Distributors ‘ | |
T T T T T T T T T T T s ’ ‘ Trade groups ‘
‘ Shareholders ‘ Those who set up and manage business continuity
These-who-maintain-business nh'nnio-y pvnrnr‘ ‘‘‘‘‘ } I\Tuighk urs ‘
Investors ‘
‘ Owners of business continuity procedures ‘
‘ Priessure groups ‘
Owners ‘
Incident response personnel
Insurers ‘ ’ Emergency §ervices ‘
‘ Those with authority to invoke ‘
Government ‘ ‘ e E mer ‘ ‘Other responge agenc1e%
Regulators ‘ ‘ Response teams ‘ ‘ Transport dervices ‘
Recovery service ‘ ‘ Other staff ‘ ‘ Contractors ‘ ‘ Dependants of staff ‘
suppliers
Figure 4 — Examples of interested parties tobe considered in public and private sectors
4.2.2 Legal and regulatory requirements

All

anagement systems should operatéwithin the framework of the legal and regulatory epvironment

in which the organization operates. The organization should therefore identify and accomnpodate in its
BCMSS all relevant and applicable legal and regulatory requirements to which it subscribes gnd needs of

intefested parties.

The [information regarding ‘these requirements should be documented and kept up-to-date. New or

variations to legal, regulatory and other requirements should be communicated to affected
and pther interestedparties.

ocument applicable legal requirements, other requirements to which it subscribes a
ested parties.

ant requirements of interested parties.

employees

n establishing,-implementing and maintaining the BCMS, the organization should take into account

d needs of

rganization should ensure that its BCMS works within and in support of its legal oblilgations and

The organization should review current and pending statutory and regulatory requirements in their

locations which may include:

a) incident response: including emergency management and health, safety and welfare legislation;

b) continuity: which may specify the scope of the programme or the extent or speed of response;

c) risk: requirements defining the scope or methods of a risk management programme; an
d) hazards: operating requirements relating to dangerous materials stored at the location.

NOTE Organizations operating in multiple locations often have to satisfy the requirements
jurisdictions.

© IS0 2012 - All rights reserved
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4.3 Determining the scope of the management system

4.3.1 General

The organization should determine the scope of the BCMS and ensure that it may be suitably
communicated to interested parties. Itis important that the boundaries and applicability of the BCMS are
clearly apparent and that the scope takes into account the issues identified in Clause 4.1 and Clause 4.2.

The scope determines the products and services, locations, functions, processes and activities to which
the BCMS applies. It follows that all dependencies will be in the scope even if they have not been explicitly
identified in the scope statement. For example if ‘employee remuneration’ is specified in the scope, then
by default the availability of funds, management approval and instructions to the financial instituti¢n to
make payment would also be within the scope.

The organiz

4.3.2 Sco

The organiz

ation should clearly document the scope and context of the BCMS.

pe of the BCMS

ation should, in a manner and in terms appropriate to the size, nature.and complexity df the

organizatiop, define and document the scope of the BCMS.

The scope should:

a) identify the parts of the organization included in the BCMS;

b) establigh the organization’s BCMS requirements taking into.consideration its mission, goals, |egal
responsibilities and internal and external obligations;

c) identify the organization’s products and services inia manner that enables all related activities,
resourdes and supply chains to be identified; and

d) take info account the needs and interests of interested parties.

The scope may also:

— include|an indication of the scale of incident that the BCMS will address and the organization’q risk
appetitg; and

— identify how the BCMS fits inite the organization’s overall risk management strategy (if presenf).

Where part|of an organizatigh,is excluded from the scope of its BCMS, the organization should document

and explain|the exclusion;

The purposk of defining the scope is to ensure coverage of all relevant activities, locations and suppliers

(8.2.1, Figure 6).

4.4 Busil

ness continuity management system

This is normative reference to ISO 22301:2012 which specifies the requirements for a BCMS. No

guidance is

5 Leade

5.1 Lead

provided.

rship

ership and commitment

All levels of relevant management throughout the organization should demonstrate commitment and
leadership in implementing business continuity policy and objectives. Demonstration may be achieved
using motivation, engagement and empowerment.

© ISO 2012 - All rights res
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Management commitment

Top management should demonstrate its commitment to the BCMS.

Top management should provide evidence of its commitment to the development and implementation of
the BCMS and continually improving its effectiveness by:

a)

b)
‘)

d)

e)
f)
g)

h)
1
j)
k)

Manpgement commitment may also be demonstrated by:

5.3

Top
and

complyingwithapplicablelegal requirements and with other requirements to which the organization

subscribes (4.2.2);

integrating BCMS processes into the organization’s established maintenance and review procedures;

bstablishing business continuity policy and objectives in line with the objectives, obli
ctrategic direction of the organization (5.3);

hppointing one or more persons with the appropriate authority and competencies'to be
for the BCMS and accountable for its effective operation (5.4);

ensuring that BCMS roles, responsibilities and competencies are establishéd (5.4);
ensuring the availability of sufficient resources, including appropriatéelevels of funding

communicating to the organization the importance of fulfilling business continuity
bbjectives (7.4);

hctively engaging in exercising and testing (8.5);
bnsuring that internal BCMS audits are conducted (9.2);
fonducting effective management reviews of the BCMS (9.3); and

Hirecting and supporting improvement of-the BCMS (Clause 10).

bperational involvement through steering groups;

nclusion of business continuity as a standing item at management meetings.

Policy

management should define the business continuity policy in terms of the organization
ts obligations@nd make sure that it:

s appropriate to the purpose of the organization (given its size, nature and complexity
Fo reflectiits culture, dependencies and operating environment);

provides a framework for objective setting;

gations and

responsible

(7.1);

policy and

S objectives

hind in order

includes clear commitments in relation to applicable requirements, including legal and
obligations and continual improvement of the BCMS;

is communicated and understood within the organization;
is complementary to other relevant policies; and

is made available to interested parties as approved by management.

regulatory

Suitable provisions should be made for approving the policy, retaining documented information on it
and reviewing it periodically (for example annually), and whenever significant changes to internal or
external factors occur (for example change in top management or introduction of new legislation). The
suitability of such provisions will depend on the size, complexity, nature and extent of the organization.

© IS0 2012 - All rights reserved
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The policy should also:

The busines

5.4 Orga

Top managge
within the BCMS.

A member ¢

The organiz
who, irresp

The manag¢ment representative may:

— be knoyn<as the ‘business continuity manager’;

provide direction on scope and boundaries of the organization’s business continuity including
limitations and exclusions;

identify any authorities and delegations required, including person or persons responsible for the
organization’s BCMS;

establish the criteria for type and scale of incidents to be addressed; and

include references to standards, guidelines, regulations or policies that the BCMS should consider

or com

Iy with

key ter
funding
referen
arequi

a cominj

ensurir
continu

reporti

promot]

pizational roles, responsibilities and authorities

s continuity policy may contain the following:
ns;

commitment;

ces to other related policies;

rement to implement business continuity;

litment to exercise and maintain business continuity.

ment should ensure the assignment and communigation of responsibilities and authoj
f top management should have overall respotisibility and accountability for the BCMS.
fation’s top management should appoint-One or more specific management representa

bctive of other responsibilities, shouldhave defined roles, responsibilities and authority

ity policy;

ing awareness of business continuity throughout the organization; and

ensurir
theiri

plementation-during an incident.

ities

Fives
v for:

g that BCM is established, implemented and maintained in accordance with the business

hgon the performance of BCM to top management for review and as the basis forimprovement;

g the effectiveness of procedures developed for incident response, but not necessarily in

— hold other responsibilities within the organization; and

— reside in many areas of an organization depending on its size, scale and complexity.

Representatives from each function or location of the organization may be identified to assist in the
implementation of the BCMS. Their roles, accountabilities, responsibilities and authorities should
be integrated into job descriptions which may be reinforced by including them in the organization’s
appraisal, reward and recognition policy.

Top management may appoint other bodies, for example, a steering committee, to oversee the
implementation and on-going monitoring of BCM.

Allroles, responsibilities and authorities for BCM should be defined and documented and be subject to audit.

© ISO 2012 - All rights res
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6 Planning

6.1 Actions to address risks and opportunities

The organization should determine howanyissuesidentifiedin 4.1 and requirementsin 4.2 willbe addressed.
This should involve evaluating the need for a plan of action to:

— prevent unintended outcomes;

— take advantage of any opportunities to improve the BCMS.

If necessary it should also involve:
— |Integrating and implementing these actions into the BCMS process (8.1); and

— pnsuring that documented information will be available to evaluate if,thé actiong have been
pffective (7.5).

6.2 | Business continuity objectives and plans to achieve them

A plan for setting up and managing BCM (as set out in Clause 8) should be drawn up and shuld include
identifying responsibilities and setting appropriate and realistictargets for the completion ¢f tasks. The
plan|should be based on continuity objectives that have been sét and communicated to relevapt functions
and |evels within the organization. Progress on the plan sheuld be monitored and documenged.

This|plan should be reviewed and may need to be updated regularly as the BCMS evolves.

The following are examples of business continuity:objectives that may, in certain circumstances, meet
the fequirements specified in ISO 22301:

— |to set up a BCMS that is consistent with:¥SO 22313 by date’;
— |to achieve certification against [S0:22301:2012 by date’;
— |by date, we will have business continuity in place that meets our obligations to key cusfomers’; and

— |to have BCM in place thatprotects key products and services by date’.

7 Bupport
7.1 | Resources

7.1.1 General

—

The prganization should determine and provide the resources needed for the BCMS that wi

a) achieve its business continuity policy and objectives;
b) meet the changing requirements of the organization;

c) enable effective communication on business continuity management system matters, internally and
externally; and

d) provide for the on-going operation and continual improvement of the business continuity
management system.

These should be provided in a timely and efficient manner.
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7.1.2 BCMS resources

When identifying the resources required for the BCMS, the organization should make adequate
provision for:

a) people and people-related resources, including:
1) the time necessary to fulfil BCMS roles and responsibilities;
2) training, education, awareness and exercising;
3) management of BCMS personnel;
b) facilitigs, including appropriate work locations and infrastructure;
c) information and communications technology (ICT), including applications that support effeftive
and efficient programme management;
d) managg¢ment and control of all forms of documented information;
e) commujnication with interested parties (see Figure 4); and
f) financeland funding.
Resources gnd their allocation should be reviewed periodically in order to ensure their adequacy. Ilfmay
be appropriate to involve top management in this review.
7.1.3 Incident response personnel
The organigation should nominate incident response personnel with the necessary responsiljility,
authority and competence to manage an incident.
The incider]l! response personnel should form a group that is responsible for managing any disruptive
incident thgt significantly impacts or has the potential to significantly impact the organization.
Personnel 1nhay be assigned to teams according to their demonstrated competence of dealing with

different as

Commu

Safety 4

— Salvagsg

Incidenft management/ strategic mmanagement (8.4.4.3.1);

Resuming activities (8.4.4.3.5);

pects of incident response, for.example:

nications (8.4.4.3.2);
ind welfare (84:4:3.3);
and security'(8.4.4.3.4);

Recove

of ICT (8.4.4.3.6).

All personnel who are in these groups should have clearly defined responsibilities and authorities that
apply before, during and after an incident.

7.2 Competence

The organization should establish an appropriate and effective system for managing competence of
persons undertaking BCMS work under its control.

Management should determine the competences required for all BCMS roles and responsibilities and
the awareness, knowledge, understanding, skills and experience needed to fulfil them. All persons
assigned roles within the organization should demonstrate the competencies required and be provided
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with training, education, development and other support needed to do so. This may be referred to as a
competence development programme that may include:

The

requirements of all participants and evaluating the effectiveness of its delivery.

The
a)

b)

assessment of competences for role(s) to be undertaken;

creation of a personal development programme that identifies training, education, development

and other support needed to attain competences;
provision of training and mentoring including selection of suitable methods and materi

knowledge sharing;

als;

ob sharing;

hiring or contracting competent persons;

fraining of target groups;

Hocumentation and monitoring of training received;

bvaluation of training received against defined training needs and-requirements in ord
conformity with BCMS training requirements; and

mprovement of development programme as needed.

prganization should have a process for identifying and_d€livering the business continy

Lype of training that may be appropriate for spegifie roles are as follows:
Setting up and managing the BCMS:

) setupand management of BCM;

D) conducting a business impact analysis;

B) risk assessment;

1) communications skills;

b) developing and implementing business continuity documentation; and
b) running an exercise programme.

ncident respense and business recovery:

) incident assessment;

D) Aevacuationand shelterin place management,including check-in processestoaccountfo

er to verify

ity training

Femployees;

5) arrangements at alternate worksites; and

4) handling of media enquiries.

Response skills and competence throughout the organization should be developed by practical training,
including active participation in exercises.

Response and recovery teams should receive education and training about their responsibilities and
duties including interactions with first responders and other interested parties. Teams should be trained
at regular intervals (at least annually), and new members should be trained when they join the response
structure. These teams should also receive training on prevention of incidents that may escalate into crises.
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Changes in the business environment and operations affect the approach and manner in which business
continuityactivitiesare planned, designed and implemented. The organization may demonstrate awareness
of BCM trends by, for example, actively participating in industry BCM activities which may include:

— membe

rship of an industry interest group;

— membership of a conference organizing committee;

— delivering presentations at conferences and seminars; and

— attendance at local or global BCM conferences.

Demonstration of active participation may be in one or more of the following ways:

— membefrship of organizing committee of conferences and seminars; and

— presenfjation of paper at conferences and seminars.

Competenc¢ may be reinforced by any of the following:

— integrafion of BCMS achievements into the organization’s reward and recegnition process;

— integrafion of BCMS achievements into the organization’s performance-and appraisal process;

— integrafion of BCMS roles, accountabilities, responsibilities and adthority within the organizat

job desg¢riptions and skills set; and

— active participation by business users and top managementiir rehearsals, exercises and tests.

The organization should establish training and awareness programmes for all current employees
may be affected by a disruptive incident and require contractors working on its behalf to demons

that person|(s) doing work under its control have the requisite competence for the BCMS and resp

roles that th

ley will perform.

7.3 Awareness

Persons wo

king under the organization’s.control should have appropriate awareness of the BCMS

ion’s

who
rate
pnse

Such persans may include staff,(contractors, suppliers. They should be aware of the business

continuity

— their r
protect

— theimgp

— theimp

bolicy and:

ble and responsibility with regard to incident prevention, detection, mitigation,
ion, evacuatiofy, response, continuity and recovery;

ortance of conformity with business continuity policy and procedures;

lications of changes in the operation of the organization;

— their ¢

britribution to the effectiveness of the BCMS, including the benefits of improved

self-

BCM

performance; and

— their role and responsibility in achieving conformity with its requirements.

The organization should build, promote and embed a culture within the organization that:

— becomes part of the organization’s core values and management; and

— makesinterested partiesaware of the business continuity policy and theirrolein associated procedures.

An organization with a positive business continuity culture will:

— develop business continuity more efficiently;

10
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instil confidence in its interested parties (especially staff and customers) in its ability to handle
disruptive incidents;

increase its resilience over time by ensuring business continuity implications are considered in
decisions at all levels; and

minimize the likelihood and impact of disruptions.

Development of a BC culture is supported by:

An awareness programme may include:

7.4

involvement of all personnel in the organization;

Hispersed leadership across the organization;

hssignment of responsibilities;

measurement based on performance indicators;

ntegrating business continuity into normal management practices;
hwareness raising;

5kills training; and

bxercising business continuity plans.

h consultation process with staff throughout.the organization concerning the et up and
management of BCM;

Hiscussion of business continuity in the“~organization’s newsletters, briefings, iptroduction
pbrogramme or journals (including new employee orientation);

nclusion of business continuity on relevant web pages;

nclusion of BCM as a topic in staffand management team meetings;
selective publication of pgStincident reports following incidents;
briefings for top management;

7isits to designated- alternative location (e.g. a recovery site); and

briefing key§uppliers and distributors on the organization’s business continuity arrangements.

Communication

Whencsetting up and managing the BCMS, the organization should have effective communication and

con

e 1 £ 4] 1 £ C 4 sl oL PRDR | g
UItdtivll protcuaul ©s 10T LT TXUIITAITET U TTITOTTHAUUID WILIT ITITTT TS LCU Pdl LTS,

These should include all of the following:

a)
b)

‘)
d)

e)

internal communication amongst interested parties, including employees within the organization;

external communication with customers, suppliers, local community, and other interested parties,
including the media;

receiving, documenting, and responding to communication from all interested parties;

adapting and integrating a national or regional threat advisory system or equivalent into planning
and operational use, where and if appropriate;

ensuring availability of the means of communication during a disruptive incident;
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f)

ensuring the capability of the organization to communicate with external authorities and where

appropriate, ensuring that other organizations and personnel are able to communicate amongst

themse

g)
commu

Ives; and

nications.

operating and testing of communications capabilities intended for use during disruption of normal

The organization may invite any external resources that may be involved in a response - such as Fire,
Police, Public Health and third party vendors - to review with management relevant parts of its business
continuity procedures.

The organiza

ation ooy inclada raforancac 0 10 ROMC o d hyacinace comtiniiby arrangaiaantc 10 o1

lier

and custom

The organiz
(7.3) and fo

7.5 Docu

7.5.1 Gen

Documente
the manage

The term 1
procedure’

A single do

requirement for a documented procedure may be covergd:by more than one document.

Documente
The cor
Legal, 1
Scope
Busines
Busines
Compet
Busines

Busine{

TCIOT Tt y I C O e T T e T e e e St O Tt o D o o T T O D O O T T oo COTITIITHI Ty ot T T 5 C T eI o T oo P

er newsletters and briefings.

ation should provide effective external communication as part of its awareness progra
lowing an incident (8.4).

mented information

eral

ment system.

procedure’ means a specified way to carry out an activity or a process. A ‘docume
means that the procedure should be established and maintained on any medium.

cument may address the requirements for one'or more documented procedures a

 information required by this International Standard includes:

text of the organization (4.1);

egulatory and other requirements and evidence of compliance (4.2.2);
f the BCMS and any exclusions (4.3.2);

s continuity policy (5:3);

s continuity objectives (6.2);

ence (7.2);

s impactanalysis and risk assessment process (8.2);

s continuity strategy (8.3) including strategy options considered;

nme

d information provides evidence of conformity to requireménts and effective operatign of

nted

nd a

Post-ex

Interna

12

Continuity, incident management and recovery procedures (8.4];

ercise reports (8.5);

BCMS monitoring (9.1);

1 audits (9.2);

Management reviews (9.3);

Nonconformity and corrective action (10.1).
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In addition, documented information covering the following information may be required to ensure the
effectiveness of the BCMS:

— customer contracts and service levels;

— results of business impact analyses;

— results of risk assessments;

— determination and selection of business continuity strategies;

— incident response overview;

— hwareness programme;

— BCMS and incident communications with staff and interested parties - such as newslettgrs, meeting
hotes and alerts;

— [raining programmes for the organization and individuals;

— pxercise schedule;

— rontracts and service level agreements with suppliers;

— Fontractor and supplier notification and response procedures;
— pvidence of inspection, maintenance and calibration;

— post-incident reports of incidents and near-hits;

— BCMS review meeting minutes.

7.5.2 Create and update
In orfder to comply with the requirements for creating and updating documented informati¢n:

— pll documented information should include its identification and description (e.g. a title/name, date,
huthor, number, revision reference etc.;

— hcceptable formats should be specified (e.g. language, software version, graphics) and mediia (e.g. paper,
electronic) for the capture and presentation of documented information should be clearly|stated;

— pll documented-information should be reviewed and approved for adequacy.

The [capture and-presentation should include the format to be used (e.g. language, software version,
graphics) and the media to be used (e.g. paper, electronic document).

The |extent of documented information for the BCMS may differ between organizations| due to the
followiing factors:

— the size of organization, its products and services and the type of activities that it undertakes;
— the complexity of activities and their interactions; and

— the competence of persons.

7.5.3 Control of documented information
All required documented information should be controlled.

The purpose of controlling documentation is to ensure that organizations create, maintain and protect
documents in a manner that is appropriate and sufficient to implement and operate the BCMS. The
primary focus should be on this purpose rather than establishing a complex document control system.
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Examples of protection include preventing documents from being compromised, modified without
appropriate authorization and accidentally deleted.

There are various access levels and combinations that may be granted, for example, view only, view and

change and

restricted view.

A documented procedure should be established to define the controls that are needed to:

a) distribute documented information;

b) provide access to it (access includes, for example, the permissions and authority to view or change

nted information);

docum
c) approv
d) review
e) ensure
f) ensure
g) ensure
h) ensure

plannin
i) prevent

they ar

j)  establis
k) ensure

Organizatio
backed-up, 4

The organi
retention of

e documents for adequacy prior to issue;

and update as necessary and re-approve documents;

that changes and the current revision status of documents are identified;
that relevant versions of applicable documents are available at points-of‘tse;
that documents remain legible and readily identifiable;

that documents of external origin determined by the organization to be necessary fo
g and operation of the BCMS are identified and their distribution controlled;

the unintended use of obsolete documents and to apply suitable identification to thg
e retained for any purpose;

h document retention and archival parameters; and

the protection and non-disclosure of confidential information.

ccessible only to authorized persondel; and protected from damage, deterioration and los

zation should comply fully with all relevant legislation and regulations regarding
documented information and‘establish, implement, and maintain the processes requir

achieve conppliance.

8 Opera

8.1 Opern

The organi
business co

tion

ational planning and control

vation<should determine, plan, implement and control those actions needed to fulf
htinuity policy and objectives and meet applicable needs and requirements.

These actio

- the

em if

hs should ensure the integrity of documented information by rendering it tamperproof, seciirely

S.

the
bd to

continuity is managed appropriately and its effectiveness maintained.

The organization should establish control mechanisms within the programme that include:

a) deciding how these actions should be determined, planned, implemented and controlled, for example
by establishing an implementation plan and agreeing a suitable methodology for implementing BCM;

b) ensuring that controls over these actions are implemented in accordance with the decisions made
by, for example, setting project milestones and specifying required deliverables; and

c) keepingdocumented information to demonstrate thatthe processes have been carried outas planned.

The organization should ensure that planned changes are controlled, unintended changes are reviewed,
and appropriate action is taken.

14
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8.1.1 Elements of BCM
BCM comprises the following elements, as illustrated in Figure 5:
Business impact

analysis and
risk assessment

Operational Business
planning continuity
and control strategy

Exercising

and testing

Establish and
implement business
continuity
procedures

Figure 5 — Elements of business continuity management (BCM)

Thege elements and where they are addressed inthis International Standard are as follows
a) Pperational planning and control (8,1)

Effective operational planning and(control is at the heart of business continuity marlagement. It
Should be led by a responsible pérson nominated by top management.

b) PBusiness impact analysis and risk assessment (8.2)

Gaining agreement and.understanding of priorities and requirements for business cpntinuity is
hchieved through business impact analysis (BIA) and risk assessment (RA). The BIA |enables the
brganization to prioritize for resumption, the activities that support its products and sgrvices. Risk
hssessment proniotes understanding of the risks to prioritized activities and their dependencies and
the potential@onisequences of a disruptive incident. This understanding enables the orgpnization to
select appropriate business continuity strategies.

c) Business continuity strategy (8.3)

Che identification and evaluation of a range of business continuity strategy options |enables the
organization to choose appropriate ways of preventing disruption of its prioritized activities and
dealing with any disruptions that take place. Selected business continuity strategies will provide
for the resumption of activities at an acceptable level of operation and within agreed timeframes.

NOTE The chosen strategies need to take into account any risk treatment that is already in place within
the organization (8.3.3).

d) Establish and implement business continuity procedures (8.4)

Implementing business continuity arrangements results in the creation of an incident response
structure (8.4.2), the means for detecting and responding to an incident (8.4.3), business continuity
plans (8.4.4) and procedures for returning to ‘business as usual (8.4.5).

e) Exercising and testing (8.5)
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Exercising and testing provide the opportunity for the organization to:
— promote personnel awareness and competency development;

— ensure that business continuity and business continuity procedures are complete, current and
appropriate; and

— identify opportunities to improve its business continuity.

8.1.2 Managing the BCM environment

Effective mpragementeofthe BCMenvirenmentineludes
a) ensuring the continuing relevance of the scope, roles and responsibilities for business continuity;

b) promoting and embedding continuity across the organization and other interested pafties,
where appropriate;

c) managing costs associated with business continuity;

d) establighing and monitoring change management and succession management regimes within the
businegs continuity management system;

e) arranging or providing appropriate staff training and awareness;and
f) mainta]ning programme documentation appropriate to the size.and complexity of the organizTion.

Each compdnent of an organization’s BCM arrangements, including documentation should be regufarly
reviewed, ekercised and updated. These arrangements should also be reviewed and updated whenever
there is a pignificant change in the organization’s opérational environment, structure, locatjons,
personnel, processes or technology, or when an exercise“or incident highlights deficiencies.

The organigation may adopt a recognized project management method to ensure that the BCM
programmyg is effectively managed.

8.1.3 Maintaining business continuity
Maintaining effective business continuity includes:
a) keeping BCM current through’/good practice;
b) administering the exerciSe programme;

c) coordinatingtheregularreview and update of business continuity, including reviewing or reworking
businegs impactanalyses (BIAs) and risk assessments; and

d) ensuring the maintenance of business continuity procedures appropriate to the needs of
responge-teams.

8.1.4 Measuring effectiveness
Measuring effectiveness needs to address both:
a) monitoring the performance of business continuity; and

b) monitoring and reviewing the business continuity arrangements for outsourced activities and the
BCM capabilities of suppliers.

Examples of metrics that may be used for measuring effectiveness include:

— activities and resources are recoverable within their specified recovery time objective and
information is of the required currency (recovery point objective);
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the required accommodation and equipment are available at alternate location(s) to enable recovery
and resumption of activities;

the required competences to resume the prioritized activities within the specified recovery time
objective have been demonstrated; and

the required competences to respond to and manage incidents have been demonstrated.

8.1.5 Outcomes

Outcomes indicative of effective BCM may include the following:

a)
b)

8.2

8.2.1 General

The
busi

from the BIA and risk assessnient provides the foundation for effective business continuity.

imp

hn incident management capability is enabled and provides an effective response;

the organization’s understanding of itself and its relationships with other organizatiops, relevant
Fegulators or government departments, local authorities and the emergency*services|is properly
Heveloped, documented and understood;

Fegular exercising ensures that staff are trained to respond effectively to‘an incident or|disruption;
requirements of interested parties are understood and able to be‘delivered;

staff receive adequate support and communications in the event’of a disruption;
the organization’s reputation is protected;

Fhe organization remains compliant with its legal and¥egulatory obligations; and

financial controls are maintained throughout anxincident.

Business impact analysis and risk assessment

organization should establish, implement and maintain a formal and documented |[process for
hess impactanalysis (BIA) andrisk assessment. The understanding obtained across the grganization

An :trganization achieveShyits purpose by delivering its products and services to custpmers. It is

rtant therefore to ereate an understanding of the adverse impact over time that disruption of these

products and servicés(and the associated activities) would have on the objectives and opefation of the
organization. It isyalso important to understand the inter-relationships and resource requirements of

the dctivities that'support products and services and the threats to them.
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Ol‘ganizati on Internal External
context context

Purpose of the organization

Product/service >I Product/service
Product/service | r‘ﬁ
1 1
MRS ¥ 3¢ ¥ 3 -
Activity Activity Activity Activity Activity rbc :
ustomer;

N

N\

;

activitjes ﬁ Dependencies and *
Assets g . e

E # ﬁ # supporting activities * # 5 *

o

Assets and resources
\/
LN

N

)
Figure 6 — Understanding th@rganization

Through understanding, the organization is able to ehsure that its business continuity aligns with its
purpose, statutory duties and obligations to its ir@ested parties. Understanding is achieved thrpugh

the processgs of business impact analysis and risk-assessment. These processes provide the informgtion
that the organization needs to determine a ect business continuity strategies (8.3.1).

The BIA and risk assessment should en@é the organization to identify measures that:

a)
b)

c)

limit the impact of a disruptio he organization;
shorter] the period of dler%Qn and
reduce the llkellhood&dlsruptlon

The contexf, evaluati riteria and format of the outcome of the BIA and risk assessment should be
defined and agreed.in advance. Information collected should be regularly reviewed, particularly dyring

periods of char){%~

8.2.2 Busi SS. impnrf nhalycic

The organization should establish a formal evaluation process for determining continuity and recovery
priorities and objectives.

The purpose of the BIA is to:

18

obtain an understanding of the organization’s key products and services and the activities that
deliver them;

determine priorities and timeframes for resuming activities;
identify the key resources likely to be required for continuity and recovery; and

identify dependencies (both internal and external).
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The business impact analysis should include:

a)

b)

d)

e)
f)

identifying the activities that support the delivery of the organization’s key products and services -

‘key’ means those included in the scope of the BCMS;

assessing the potential impacts over time of disruptions resulting from uncontrolled,

non-specific

events on these activities. When assessing impacts, the organization should address those relating

to its business aims and objectives and its interested parties. These may include:

1) adverse effects on staff or public well-being;

2) consequences of breaching statutory duties or regulatory requirements;
B) damage to reputation;

1) reduced financial viability;

h) deterioration of product or service quality; and

b) environmental damage.

NOTE 1
bxample the loss of the ability to pay suppliers may damage the reputation of the organization

NOTE 2 Activities generally have daily variations and can bé cyclical in nature. There are o
yariations and higher levels of activity associated with weekly, monthly or annual deadlin
Helivery dates. Assuming that the disruption occurs at the worst time during these cycles ens
maximum possible impact is assessed.

hctivities to become unacceptable;
NOTE 3

The time taken for impacts tovbecome unacceptable can vary between seconds

vith a great degree of accuracy, e.g(tqa'the minute or the hour. Less accuracy will be acceptable
sensitive activities.

NOTE 4

Continuity objective (MBCO).

based on the aSsessment of potential impacts and taking into account other relevant fac
prioritized.timeframes for resuming these activities, at a specified minimum acceptabl

dentifying dependencies between activities; and

dentifying each activity’s dependency on supporting resources, including supplier

elevant interested pa rties

suppliers refusing to supply goods which then prevents products beingmanufactured or services be|

months depending on the nature of the(@ctivity. Activities that are time-sensitive might need tg

Disruption of activities can cause delivery of products and services to be interrupted indirectly. For

and result in
ngdelivered.

ten seasonal
bs or project
ires that the

pstimating how long it would take for the impacts associated with disruption of the organization’s

and several
be specified
for less time-

The time it wouldtake for impacts to become unacceptable can be referred to 4s ‘maximum
folerable period of disruption’, ‘maximum tolerable period’ or ‘maximum acceptable outage’. The minimum
evel of product or servicethat is acceptable to the organization can be expressed as the mininfjum business

fors, setting
b level;

and other

The prioritized timeframe for resuming an activity may be referred to as Recovery Time Objective
(RTO). The RTO may take into account dependencies of interrelated activities and the time within which
the impacts of not resuming the activity would become unacceptable [refer to c) above].

NOTE 5

abbreviation ‘RTO* will be used instead of ‘prioritized timeframe".

From this point forward in this International Standard, the term ‘recovery time objective’ or its

The output of the business impact analysis should be documented and include identification of:

— products, services and activities;

recovery priorities;
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— significant dependencies and supporting resources.

Information for the business impact analysis may come from:

questio

worksh

interviews;

nnaires;

ops; and

other internal and external sources.

8.2.3 Risk assessment

The organi
analyses an
systems, in|

Riskassess
before deci
some funda

a)
b)
‘)
d)

What ny
What ny
What is
[s therg
The process

The organiz
organizatio

require

with a s

The organiz
could result

identif
and the
them. Tl

spd

vation should establish a formal risk assessment process that systematically)ident
d evaluates the risk of disrupting the organization’s prioritized activities andthe proce
ormation, people, assets, suppliers and other resources that support thems.

ental questions:
ay happen and why (risk identification)?
ight be the consequences?
the likelihood of them happening? and
anything that might mitigate the consequences<or reduce the likelihood?
needs to take into consideration financial,§overnmental and societal obligations.

ation should understand the threats te.and vulnerabilities of the resources required b}
h's activities, and in particular those:

d by an activity with high priority; or
ignificant replacement lead-time.

ation should select an-appropriate method for identifying, analysing and evaluating riskg

jcation of risks: Identify the risks of disruption to the organization’s prioritized actiy
processes,\systems, information, people, assets, suppliers and other resources that sup
hese may-come from:

fies,
5ses,

ent provides astructured process for analysing riskin terms of consequénces and likelihood
E‘ng on further treatment that may be required. This structured process attempts to an

bwWer

 the

that

in disruptions. SO 316000 sets out the principles of risk management and associated guideljines.
Typical elements that shouldbe included in the context of this International Standard are as follows:

ities
port

dis

absenteeism, computer viruses and hardware failure); and

cific. threats, which may be described as events or actions that could at some point
o | ( ] ] fire. flood Fail 1 fltaff

disruptive incidents, which may arise from vulnerabilities within resources (e.g. single points

of failure, inadequacies in fire protection, lack of electrical resilience, inadequate staffing levels
and poor IT security and resilience);

evaluation of risks: Evaluate which disruption related risks require treatment. This should focus on

the resources required by activities with high priority or with significant replacement lead time; and

objectives and are in accordance with the organization’s risk appetite (4.1).

NOTE

provide useful information that is of relevance to the risk assessment.
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Societal needs or regulatory obligations may require the organization to share some of the outcomes of
the risk assessment with some interested parties.

8.3

Business continuity strategy

8.3.1 Determination and selection

8.3.1.1 General

Determining business continuity strategy is about identifying the action needed to address the findings

fro
org
for e

Dete
busi

The

The

8.3.
The

Opti

1.2 Protecting prioritized-activities

the BIA and risk assessment and 1n a way that meets the business continuity objed
nization. Such action is likely to be needed before, during and after a disruptive incidé
xample, include:

splitting a manufacturing production line across two locations;
nstalling a power generator; or

Feducing the overall impact of a disruptive incident through business eontinuity arrang
Shorten the period of interruption and reduce its intensity to aceeptable levels.

rmination and selection of business continuity strategy should be based on the outpu
hess impact analysis and risk assessment (8.2).

prganization should determine appropriate strategy.options for:
protecting prioritized activities;

stabilizing, continuing, resuming and recovering prioritized activities;
mitigating, responding to and managingimpacts.

brganization should have in place améchanism for the review and approval of recommendjs

protection of prioritized-aetivities may be targeted at:

Feducing the risk to-the activity;

fransferring the-gctivity to a third party (though the responsibility remains with the organ
Ceasing or changing the activity if viable alternatives are available.

pns fofiprotecting prioritized activities should be selected according to:

fiie-perceived vulnerabilities of the activity;

tives of the
nt and may,

ements that

ts from the

bd solutions.

zation); and

— the cost of the measures compared to the estimated benefits;

— the overall feasibility and suitability of the option.

(optionally) the urgency of the activity - since there will be less time to resolve the issue; and

Where the organization estimates a threat to be ‘extremely unlikely’ or the cost of protecting a prioritized
activity to be prohibitively expensive, it may choose to accept the risk and re-evaluate it as part of its

on-g

oing BCMS performance evaluation (Clause 10).
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8.3.1.3 Stabilizing, continuing, resuming and recovering prioritized activities

Stabilizing, continuing, resuming and recovering prioritized activities should also address their
dependencies and supporting resources;

Business continuity strategy options may include:

a) Activity relocation: The transfer of some or all activities either internally to another part of the
organization, or externally to a third party, either independently or through a reciprocal or mutual
aid agreement;

: tion
or activity within the organization, or externally to a third party;

c) Alternate processes and spare capacity: Establishing alternate processes ot -cregting
redundpncy/spare capacity in processes and/or inventory;

d) Resource and skills replacement: Enhancing people capabilities, including multi-skilling of key
staff or|creating access to additional people capability through outsourcing. Replacement resoyrces
are proyided by a third party or from stock held remotely by the organization or establishing mytual
aid agrgements with external organizations and key interested parties to\provide temporary agcess
to additional capability; and

e) Tempofrary workaround: Some activities may adopt a different way of working which proyides
acceptgble results for alimited time. [t is probable that the workaround will be more time consuming
and/or |labour-intensive (e.g. a manual operation as opposed\to an automated system). For these
reasong, workarounds are generally only suitable for short periods of time or deferring a retufn to
normallbusiness.

f) When ¢onsidering locations at which to resume. an activity, business continuity options should
include|the damaged/affected site(s) and undamaged alternate sites(s).

To ensure that activities can be resumed within their recovery time objectives, recovery time objectives
may also ble set for their dependencies andssupporting resources. Setting of these recovery fime
objectives may need to take into account:

— the pogsibility of providing a minimmum service for a temporary period until the point wherf full
resumgption is required;

— workarpunds (such as manualprocesses) which may defer the need for resuming the dependengy of
supporting resources;

— backlogs and time needed to recover lost data; and

— the complexity and scale of recovery requirements or the need for specialist equipment wjth a
long ledd time.

The organizdtion should evaluate all strategy options to determine if these measures have thems¢lves
introduced new risks.

Business continuity strategy options for stabilizing, continuing, resuming or recovering a prioritized
activity can often be prohibitively expensive. Where the organization estimates this to be the case, it
should either select alternative strategies that are acceptable and meet its business continuity objectives
or treat affected products and services as exclusions from the scope of the BCMS in accordance with 4.3.2.

8.3.1.4 Mitigating, responding to and managing impacts
Options to mitigate the impact and duration of an incident may include:

a) Insurance: Purchase of insurance may provide some financial recompense for some losses, but will
not meet all costs (e.g. uninsured events, brand, reputation, interested parties value, market share
and human consequences). A financial settlement alone will not fully protect the organization and
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satisfy interested parties’ expectations. Insurance cover is more likely to be used in conjunction
with one or more other strategies;

b) Asset restoration: Contracting the stand-by services of companies that specialize in the cleaning
or repair of assets following their damage; and

c¢) Reputation management: Developing an effective warning and communication capability (8.4.3)
and establishing effective communications procedures (8.4.4.3.2)

8.3.1.5 Business continuity of suppliers
The prga ~Thegrganization
may|wish to concentrate its efforts on suppliers whose failure to deliver would most qui¢kly disrupt
prioritized activities. Techniques may include:

— ppecification of requirements in tenders and contracts;
— periodic audits of supplier plans;

— |oint business continuity exercises.
8.3.2 Establishing resource requirements

8.3.2.1 General
The prganization should determine the resource requiremerits to implement the selected strategy options.
The prganization should establish:

a) pppropriate teams or, for smaller organizations, individuals with appropriate authority to oversee
ncident preparedness, response and reggvery;

b) |ogistical capabilities and procedures;to locate, acquire, store, distribute, maintain, test, pnd account
for services, personnel, resources, materials, and facilities produced or donated to support the BCMS;

c) [financial, logistical and administrative procedures to support the business continuity arfangements
before, during, and after.dnjincident. Procedures should:

1) ensure that fiscal decisions may be expedited; and
D) be in accordance with established authority levels, governance, and accounting principles;

d) fesource management objectives for response times, personnel, equipment, training, facilities,
Funding,dnsurance, liability control, expert knowledge, materials and the time frames within which
bach willbe needed from organization’s resources and from any suppliers; and

e) procedures for interested party assistance, communications, strategic alliances, and mptual aid.

8.3.2.2 People

The organization should identify appropriate measures to maintain and widen the availability of core
skills and knowledge in the event that the incident results in the reduction of staff availability. These
measures should include employees, contractors and other interested parties who possess extensive
specialist skills and knowledge. Techniques to protect or enhance those skills may include:

— list of back up skilled specialists and call up plan;
— multi-skill training of staff and contractors;

— separation of core skills to reduce the impact of an incident including physical separation of staff
with core skills at more than one location;
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— use of third parties;

— Success

ion planning; and

— documenting processes and other forms of knowledge retention and management.

Procedures

that rely on the relocation of staff after an incident may need to take into account:

— transportation of staff to another location;

— staffne

eds at the alternate site such as:

— acd
— cat
— per
— tra

— challen

Specialistr

— securit

— transpd

— welfare

pMmmodation;
bring facilities;

sonal and family commitments; and
ning on different equipment;

bes posed by home working.

les may include:

Y,
rtation logistics; and

and emergency.

8.3.2.3 Infformation and data

Informatior vital to the organization’s operation should be protected and recoverable accordinjg to
the timeframes identified within the BIA. The storage and recovery of data should be compliant with
relevant legislation.

NOTE1  Ffirther guidance on ensuring the currency of electronic data is given in ISO/IEC 27031. ISO/IEC 2[7002

provides guiflance on ensuring the on-going.confidentiality, integrity and availability of data.

Any informftion required to enable.the organization’s response and recovery should have approprijate:

— confid¢ntiality: for example if the activity is moved to another location;

— integrity: that the infopmation is reliable and may be trusted;

— availability: that,the information is available as quickly as the activity requires it. Informgtion
requirgd during.the response may be required immediately while other data may not be required
for somle time™after the incident; and

— currenky: i i v 3 § 3 o the

In all cases, information required by an activity should be appropriately current. This currency may
be referred to as the recovery point objective (RPO). Where data are copied, various methods may be
used, including electronic or tape backups, microfiche, photocopies and creating dual copies at the time
of production.

Information strategies should be documented for the recovery of information that has not yet been
copied or backed-up to a safe location.

Information strategies should extend to include:

— physical (hardcopy) formats; and
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— virtual (electronic) formats, etc.

NOTE 2

3:2012(E)

If copied information is stored too near to the original, the disruptive incident might compromise its

integrity or prevent access to it. However, a long distance may prevent it from being available when it is needed. It
would be appropriate to have written evidence as to how these conflicting concerns have been resolved.

Information referred to in this section may include:

contact information;

supplier, interested parties and interested party details;

8.3.1

Wor
of in|
appy

egal documents (e.g. contracts, Insurance policies, title deeds); and

bther services documents (e.g. contracts and service level agreements).

.4 Buildings, work environment and associated utilities

cident or threat might require the implementation of different or multiple worksite
opriate tactics will in part be determined by the organization’s size; sector and spread

by interested parties, and by geographical base. For example, publjciauthorities will need

kKsite strategies may vary significantly and a range of options might be available. Different types

ptions. The
bf activities,
to maintain

a frgntline service delivery in their communities whereas somé organizations could opejrate from a

diffdgrent country or continent.

The [organization should devise a strategy for reducing the:impact of the unavailability of its normal

worksite(s). This may include one or more of the following:

a) plternative premises (locations) within the organization, including displacement of oth¢r activities;

b) hlternative premises provided by otherodrganizations (whether or not these ard reciprocal
hrrangements);

c) pmergency control centres;

d) hlternative premises provided bythird-party specialists;

e) forking from home or at rémote sites;

f) pther agreed suitablepremises; and

g) pse of an alternativé workforce in an established site.

Altefnative premises should be carefully selected by taking account of a geographical areq which may

be affected by-the same incident. An incident such as a natural disaster may cause damage ir} wide areas

and affect essential services such as electricity, gas, water and communication. If such a riskfis expected,

alternativepremises should be distant from such a possible affected zone.

If staffareto be maoved to alternative premises, these premises oughttobhe close enough that staffare willing

and able to travel there, taking into account any possible difficulties caused by the incident. However, the
alternative premises ought not to be so close that they are likely to be affected by the same incident.

The use of alternative premises for continuity purposes ought to be supported by a clear statement as to
whether the resources required in the alternative premises are for the exclusive use of the organization.
If the alternative premises are shared with other organizations, a plan to mitigate the non-availability
of these premises ought to be developed and documented.

In some situations (e.g. amanufacturing line or a call centre), it may be appropriate to move the workload
rather than the staff. This may require spare capacity at the alternate site or additional staff (whether
by overtime or recruitment) and other resources to be made available.
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8.3.2.5 Facilities, equipment and consumables

The organization should identify and maintain an inventory of the core supplies that support its
prioritized activities.

Some facilities and machinery may be difficult to acquire, be very expensive (requiring a long time for
authorization) or have long lead times. Solutions for providing such resources may need to take such
issues into account. Changing business practices, such as stock control or building management may
provide solutions.

Techniques

for providing these may include:

— storagé

— arrangg

of additional supplies at another location;

bments with third parties for delivery of stock at short notice;

— diversi¢n of just-in-time deliveries to other locations;

— holding
— transfe
— identifi
— identifi

Where acti

of materials at warehouses or shipping sites;

I of sub-assembly operations to an alternative location which has supplies;
ration of alternative/substitute supplies; and

ration of facilities and equipment and multi-option planning/by phases.

vities are dependent upon specialist supplies, the organization should identify the

suppliers and single sources of supply. Strategies to manage continuity of supply may include:

— increas
— encour

— contrad

ing the number of suppliers;
nging or requiring suppliers to have business continuity;

tual and/or service level agreements with key suppliers; and

— the identification of alternative, capable suppliers.

Where actiy
or services

ities are being relocated it shQuld be verified that suppliers are able to provide their prod
bffectively at the alternate location.

8.3.2.6 1

formation communieations technology (ICT) systems

In many o1ganizations, activities cannot be performed without ICT systems and they need t
reinstated pefore activities’ can be resumed. Where it is possible and practical, the organization
need to implement manual operations while its ICT services are being reinstated.

Technology| options will depend on the nature of the technology employed and its relationsh
activities, but-will typically be a combination of the following:

key

ucts

D be
may

p to

— provision made within the organization;

— services delivered to the organization by a third party; and

— external services to which the organization subscribes.

Techniques

for providing ICT systems required by prioritized activities may include:

— spreading them geographically, for example, maintaining the same technology at different locations
that will not be affected by the same disruptive incident;

— holding older equipment as emergency replacement or spares; and

— contracted provision of equipment or recovery services.
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Because of the complexity of the technologies that support them, ICT systems frequently need
complex arrangements to ensure that they can be recovered in a timely manner. Consideration should
therefore be given to:

— setting recovery time objectives (RTOs) for ICT systems that enable prioritized activities to be
resumed within their RTOs;

— paying particular attention to the location of technology sites and the distance between them;
— distributing technology across a number of separate sites;

— providing adequate facilities for increased numbers of users with remote access:

— petting up un-staffed (dark) sites as well as staffed sites;
— |mproving telecommunications connectivity and increasing levels of redundant routing;
— providing automatic ‘failover’ instead of requiring manual intervention to redirect the IC[[ provision;
— pccommodating ICT obsolescence; and

— providing additional third-party connectivity and external links,

If a §echnique of ‘failing over’ from one site to another is adopted, it may be necessary to ¢onsider the
network path distance between the two sites. If there is a y€xry long distance between the sites, this
coulfl slow down the system response and render the ICT systems ineffective.

If anforganization hosts its ICT systems at more than one site, there may be an opportunity t¢ implement
a ‘mpitual ICT strategy’ whereby each site is sized te*accommodate the combined ICT capagity of more
than| one site.

If anjorganization uses very specialized or custam built technologies with long lead times it may need to
congdider increasing the protection of its ICT:by making special previsions for replacement or festoration.

NOTE Further guidance on ICT continuity can be found in ISO/IEC 27031, ISO/IEC 27002 and ISPO/IEC 20000
(both parts).

8.3.2.7 Transportation

Trarsportation may needto be provided after an incident for:

— ptaff sent home if’their normal means of transport is unavailable;
— ptaff relocatedto alternative work location; and

— resourcesneeded at different location.

The prganization should determine in advance options for providing alternative means of trgnsport that
may|bérequired following a disruptive incident. These may include:

— identifying possible scenarios of logistic disruptions which may be caused directly by an incident
and unusual situations; and

— securing alternative logistic means and routes by taking account of traffic conditions, means of
transportation, and other logistics networks;

— agreements with transport providers.
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8.3.2.8 Fi

nance

The organization should determine options for ensuring that the necessary finance is available during
and following a disruptive incident. This may include:

and tra
reimbu

major e

To protect against abuse or facilitate insurance claims, it may be necessary to demonstrate effe

financial ¢
disruptive i

8.3.2.9 Sy

If a produc
product, sef
itselfthatit
obtain evid
programme

8.3.3 Pro

Foridentifid
consider w3

8.4 Estalblish and implement business continuity procedures

8.4.1 Gen

The organi
response tg
business co
protocol an

a)
b)

specifid

flexible
internal

focused
and be

c)

nsport;
rsement of staff expenses;

xpenditure on, for example, rental or purchase of buildings and equipment;

providing funds for emergency purchases, such as, food, accommodation, facilities, consumables

trols, by, for example, providing for formal recording of expenses during and follow
hcident.

ppliers

[, service or activity has been outsourced, the responsibility and accetntability for
vice or activity remains with the organization. Consequently, an organization should en|
5 key suppliers have effective continuity arrangements in place. Onesmethod of doing thig
ence of the viability of key suppliers’ continuity plans and their(éxercising and mainten|
s. See 8.3.1.5.

tection and mitigation

ys of reducing the likelihood, shortening the peried and limiting the impacts of disrupti

eral

vation should put in place and document procedures that provide overall control o

a disruptive incident andswresume activities within their recovery time objectives.
htinuity procedures should establish the appropriate internal and external communicaf
1 be:

- with regard to.the’immediate steps that should be taken during a disruption;

- so that theyvmay be used to respond to unanticipated threat scenarios and chan
[ and external conditions;

- theysshould clearly relate to the impact of events that could potentially disrupt operaf
Heveloped based on stated assumptions and an analysis of interdependencies; and

Ctive
ng a

that
sure
isto
nnce

drisksrequiring treatmentand in line with its overall attitude to risk, the organization sHould

DI

F the
The
ions

ging

ions

d) effecti

€ — 1T terms Of MMTIZINg the CONSequernces of Incidents througit Implenmentatio

appropriate mitigation strategies.

8.4.2

Incident response structure

n of

The organization should put in place procedures and a management structure that will enable it to

prepare for,

The respons

mitigate, and respond effectively to disruptive incidents.

e structure should provide for:

— identifying impact thresholds that justify initiation of formal response;

— assessing the nature and extent of a disruptive incident or the potential impact;
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putting in place measures to provide for the welfare of those affected;

initiating an appropriate response to a disruptive incident;

the response;

incident and minimize impacts; and

3:2012(E)

having processes, and procedures for the activation, operation, coordination, and communication of

resources being available to support the processes and procedures needed to manage a disruptive

communication with interested parties, including in particular, authorities and the media.

The
stru

Larg
diffd
busi

response structure should be simple and capable of being formed quickly. When dete
Cture, consideration should be given to:

bvaluate the impact or potential impact of the incident and its timescale;

being able to mobilize teams to take control, contain the incident, andvinitiate the
Fesponse; and

ncluding appropriate resources which may include staff, contragtors, equipment and fi

er or complex organizations may use a tiered approach toxincident response and m

teanp but should never be the responsibility of a single individual.

Each
resp|
trair

8.4.

8.4.

The
Thes

3
3

team should have procedures for governing itsiactions and include personnel with th
onsibility, authority and competence. Individual and team competence can be demo
ing and exercising.

Warning and communication

3.1 General

brganization should establish, implement and maintain procedures for warning and com
e should include:

letecting an incidentyand alerting response personnel;
continuing mofitoring of an incident;
nternal cemimunication between the various levels and functions within the organizat

bxterndl communications with interested parties;

Feceiving, documenting and responding to communication from other interested partig

rent teams to focus on incident response, incident management, communications, \
hess resumption. In smaller organizations all aspects-0f incident response may be han

'mining the

having one or more competent personnel available to establish the ramifications of the incident and

hppropriate
nance.
iy establish

velfare and
dled by one

E necessary
hstrated by

munication.

on;

S;

N

j)
k)
D)

assuring availability of means of communication during a disruptive incident;
facilitating structured communication with emergency responders;

assuring the interoperability of multiple responding organizations and personnel;

operations of a communications facility.
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receiving, documenting and responding to any national or regional riskadvisory system or equivalent;

alerting interested parties potentially impacted by an actual or impending disruptive incident;

recording of vital information about the incident, actions taken and decisions made; and

29


https://standardsiso.com/api/?name=f8740bcf1bd2803e567a044d4568f612

IS0 22313:2012(E)

An organization may need to decide whether or not and at what point to communicate with external
interested parties regarding its warning and communication procedures. Life safety should be the first
consideration when making this decision. The decision and the reasons for it should be documented.

For example, an organization undertaking hazardous activities that could threaten the safety of near
neighbours may need to make sure that the neighbours are notified of potential danger. This may mean
that they need to understand how alarms are issued and how to respond.

The organization should have effective procedures and facilities for issuing warnings, alerts and
external communication rapidly. Special arrangements may be required for interested parties with
specific needs, for example, the elderly and those with disabilities. The warning and communication

system shoyld-beTegutarty exercised For guidance om exercising referto 8-5-

8.4.3.2 Incident communication procedures
Procedures|need to be established that, in advance of a potential incident, may enable:

— receiviig, documenting and responding to any national or regional risk @dvisory system or
equivalent; These may reflect threats that are common to the location - such @sjtsunami, earthqpiake
or hurrjcane warnings; and

— alerting interested parties potentially impacted by an actual or impending disruptive incid¢nt -
where the organization has statutory or moral responsibility for warning.

Once the in¢ident has begun the organization should develop procedures that ensure:

— the inc]dent is continually monitored, through local observation or remote monitoring, and any
develogments communicated to the appropriate responders;

— structured communication with emergency responders;

— the interoperability of multiple responding‘drganizations and personnel where this is| the
responsibility of the organization;

— commujnication is provided between thevarious response teams with the organization;

— regularjcommunication with the staffand others for whom there is a duty of care such as visitorg and
contradtors - this may need to be'atevacuation points initially then at home or alternate locationsf and

— recording of vital informatieh about the incident, actions taken and decisions made - by the
individpals who made thenr’or by an appointed log-keeper for each team.

Procedures|are also required to facilitate effective two-way communication between interested pafties
such as customers and\the media.

The organization:should maintain communications with these parties until a return to normal business
operations Wwhén a communication marking the end of the incident may be appropriate.

8.4.3.3 Incident communication facilities

These procedures may be facilitated by the use of a dedicated or ad hoc communications facility. This
should be located sufficiently far from the affected site that its operation is not impeded by the incident
and may be in the same location as other incident response facilities.

The communications equipment available should recognize that the incident may have affected the
performance of normal communications so a variety of alternatives may be available such as:

— loud-hailers or public address systems;
— spare mobile phones; and

— two-way radios.
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8.4.4 Business continuity plans

8.4.4.1 General

The organization should establish documented procedures that will enable the organization to respond
to an incident and deal appropriately with the resumption and recovery of its activities.

These procedures should address all aspects of responding to an incident with particular regard to life
safety issues and address the requirements of all those who will use them. To determine requirements,
it may be beneficial to:

Tim¢
imp3

The

When dealing with a disruptive’incident, there are number of actions that may need to be
Thege should be included,in documented procedures (8.4.4.2 and 8.4.4.3) and include:

nvolve In the development of the procedures, those who will use them,
1se feedback from exercising and lessons learned from disruptive incidents.

pscales and performance levels should be based on the information gathered-during t
ict analysis (8.2.2) and the business continuity strategy selected (8.3.1).

following should be clearly identifiable within each plan:

purpose and scope;

bbjectives and measures of success in terms of prioritized activities;
hctivation criteria and procedures;

mplementation procedures;

Foles, responsibilities, and authorities;

Cfommunication requirements and procedures;

nternal and external interdependencies-and interactions;

Fesource requirements; and

nformation flow and documentation processes.

responding to and‘assessing the incident:
1) What happened and how did it occur?
D) Whigh parts of the organization and which interested parties have been or could have bg

B) AWhat is the anticipated duration of the incident and its impacts? and

he business

considered.

en affected?

b)
‘)
d)
e)
f)
g)

Y

W8 41 3 A | 41 1 i £ o)
1) Vidy UIT IIICIUCTIIT DT THdIIdgCU Uy TUULIIT HIdIIdgCIHITIHT AT dITgTIHITIITS <

evaluating the incident assessment against activation criteria for each of the procedures;

declaring an incident and activating the procedures when activation criteria have been
stabilization, continuity, resumption and recovery activities;
establishing and running the incident management location;
prioritizing issues and activities to be undertaken in managing the incident and its imp

controlling and coordinating all activated procedures;
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h)
and for

i)
j)
k)
)

m)

the temporary operation of the organization’s activities;

monitoring the incident as it progresses;

reviewing and adapting plans in response to changing circumstances;

conducting a debrief and identifying learning opportunities; and

activating or establishing alternate sites for the restoration of IT or other infrastructure capability

standing down of plansand return toroutine managementas sustainable capability is re-established;

ensuring good governance and collation and security of documentation generated during the

managg

To achievet
procedures

meet th

— be sufficiently reliable.

This may bg

owners

contrad

To ensure t
may take p
total separ3
and agreed
personnel @
widespread

8.4.4.2 (¢

A business d

all requirements and covering the scope of the BCMS.

ment and recovery from the incident.

he timely resumption of the organization’s delivery of products and services, the declime
for resuming each activity should:

e recovery time objective of the activity which supports that product or sétyice; and

achieved by:
hip or control of the means and resource to enact the procedure; and
ts, agreements or service levels with third parties.

hat the operation of the procedures is not affected by-the same disruption, the organiz3
recautions, for example, separating personnel and“ICT across multiple locations. How|
tion for all scales and types of incident is not possible and this limitation should be ident
with top management. This limitation could;be expressed in terms of distance, mini
r severity and may be determined by the\response of civil authorities to a severe a
incident.

pntent of business continuity plans

ontinuity plan may be a single:xdocumented procedure or multiple procedures encompa

nted

ition
bver,
ified

um
d/or

sing

The purpope, scope and objectives of each documented procedure should be defined and be
understandable to those whe'will put it into effect. Any relationship to other required and relgvant
documentegl procedures or'documents should be clearly referenced and the method of obtaining and
accessing them described.

Within the business<continuity plans the following should be clearly identifiable (see also 8.4.4.3):

a) roles and responsibilities:

1) defined-relesresponsibilities-and-autheritiesfor people-and-teams-whe-willuse-the-business
continuity plan. Ifthe business continuity plan comprises more than one documented procedure,
the roles, responsibilities and authorities for each procedure should be defined; and

2) guidelines and criteria regarding who has the authority to invoke the procedures and under
what circumstances - this may follow defined escalation stages.

b) invocation and standing down:

1) a process for activating the organization’s response to a disruptive incident and within each
documented procedure, its activation criteria and procedures. It may be relevant to consider
whether this is within or outside normal working hours;

2) aprocess for standing teams down once the incident has passed; and
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3) rendezvous and places to meet with suitable alternatives.

c) incident management:

3:2012(E)

1) management of the immediate consequences of a disruptive incident giving due regard to
welfare issues of affected persons (including team members), options for responding to the
disruption (these may be described as strategic, tactical and operational) and prevention or

further loss or unavailability of prioritized activities;
2) within each documented procedure there should be:

i) implementation procedures that identify actions and tasks that need to be

performed,

particularly in relation to how the organization will continue or recover dts
activities within predetermined timeframes;

ii) resource requirements (8.3.2) relevant to the documented procedure; and
iii) the means for recording key information about the incident, actiongtaken and dec
d) rontactinformation within each documented procedure:

1) contact details for team members and others with roles andaesponsibilities — whet
protection legislation applies, contact details should be held-in accordance with it;

D) contact and mobilization details for any relevant agencies, organizations and res
might be needed.

e) Fommunication (8.4.3):

1) details addressing how and under what cirgumstances the organization will commuy
employees and their relatives, key interésted parties and emergency contacts; and

D) details of the organization’s mediatesponse following an incident, including its con
strategy, preferred interface with the media, guidelines or templates for dra
statements and identification'ef appropriate spokespeople.

8.4.4.3 Specific types of procedures

8.4.4.3.1 Incident management / strategic management procedures

The pim of incident manhagement is to ensure that the organization’s response to a disruptiv|
effedtive at a stratégiclevel.

The proceduresshould include the basis for managing all possible issues facing the organizs
an ifjcident, ineluding those related to interested parties.

The Jorganization should identify a location, room or space from which an incident will b

prioritized

sions made.

e local data
hnd

ources that

nicate with

munication
'ting media

e incident is

ition during

e managed.

Once established, this location should be the focal point for the organization’s response. A

alternative

meeting point at a different location should also be nominated in case access to the primary location is
denied. Each location should have access to appropriate resources by which the incident management

team may initiate effective incident management activities without delay.

The location may be as simple as a hotel room or a staff member’s house. It may be as complex as a
dedicated ‘command centre’ with PCs, video-conferencing and multiple telephones. Initially, it might be
necessary to hold a virtual or off-site meeting, e.g. via telephone, teleconference or videoconference, so

that key decisions may be made promptly.
The chosen location should be fit-for-purpose and may include:
— space for the required number of people;

— effective primary and secondary means of communication; and
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— facilities for accessing and sharing information, including the monitoring of the news media.

Other response teams may require similar facilities.

8.4.4.3.2 Communications procedures

Communications procedures may be included in incident management response procedures or may be
separated for use by a separate team as appropriate.

There is a need to manage and coordinate actively the many communications that will be delivered and
received during the incident. This procedure should contain:

a) detailsjon how and under what circumstances the organization will communicate with empldyees
and their relatives, emergency contacts and other interested parties’;

b) details pn the organization’s media response following an incident, including:
1) thelincident communications strategy;
2) prdferred interface with the media;
3) guideline or template for drafting a statement for the media; and

4) appgropriate numbers of trained, competent spokespeople authorized to release informgtion
to the media.

Prepared information may be especially useful in the early stages ofan incident. It enables an organizatipn to
provide detdils about the organization and its business while details of the incident are still being establighed.

It may be appropriate to:
— establigh a suitable venue to support liaison with the media, or other groups of interested partjies;

— establish an appropriate number of competent, trained people to answer telephone enqufiries
from tHe press;

— use all gommunication channels open to the organization including social media; and

— prepar¢ background material abgut the organization and its operations (this information should be
pre-agrleed for release).

Pressure or] community actionngroups who collectively have power or influence over the organizgtion
may also neled to be considered.

A process for identifying and prioritizing communications with other key interested parties should be
included. It may be hecessary to develop a separate procedure for managing interested parties, prdvide
criteria for settifig-priorities and make provisions for allocating persons to each stakeholder or gfoup
of stakeholders.

8.4.4.3.3 Safety and welfare procedures

Organizations have a direct responsibility to safeguard the welfare of employees, contractors, visitors
and customers where an incident poses a direct risk to life, livelihood and welfare. Special attention
will need to be paid to any groups with disabilities or other specific needs (e.g. pregnancy, temporary
disability due to injury). Planning in advance to meet these requirements may reduce risk and reassure
those affected. The long-term impacts of incidents cannot be underestimated. Developing appropriate
strategies in support of human welfare may directly promote physical and emotional recovery within
the organization and these should take into account relevant social and cultural considerations.

Elements of welfare response that should be included:

— site evacuation (inclusive of internal ‘shelter-at-site’ activities) and assembly points;
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incident and to provide long-term support. Services may be sourced externally or may be pr

exte

The

withl the emergency services. Emergency services play the primdry role in protecting life a
suffgring during emergencies. Therefore, early liaison, pre-planning and real-time incident c
feen the organization and its firstresponders and theemergency services may improve the efficiency
of an} incident response.

betw

Any

manjner and should have the capability to do its:intended function. Restriction on the use of ]
shoyld be taken into account, and application of‘the resource should not incur more liability|
failufre to use the resource. The cost of the resource should not outweigh the benefit.

The
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the mobilization of safety, first aid or evacuation-assistance teams; and
locating and accounting for those who were on site or in the immediate vicinity.
following may also be included:

translation services;

transport assistance including directions as required;

3:2012(E)

designated liaisons and contact information for emergency services, appropriate agencies, and

first responders;

ocating displaced workforce or contractors;
managing telephone help lines; and
Fehabilitation and counselling services (physical and emotional).

prganization may retain a means to provide services to debrief and counsel affected s

hsion to existing occupational health and employee assistance programmes.

organization should deploy staff with appropriate levels ofiauthority to liaise where

required resources should be specifically identified. A resource should be available

Fesources that may be required fer:welfare response include, but are not limited to, the

Lhe locations, quantities, accessibility, operability, and maintenance of equipment (e.g.
brotective, transportation;monitoring, decontamination, response, personal protective

cupplies (e.g. medical;personal hygiene, consumable, administrative, ice);
sources of energy.(e-g. electrical, fuel);

bmergency power production (generators);

Communications systems;

food . and water;

raff after an
vided as an

hppropriate
hd relieving
pordination

in a timely
he resource
than would

following:

heavy duty,
pquipment);

techmical information;

clothing and shelter;

— specialized personnel (e.g. medical, religious, volunteer organizations, disaster/emergency

management staff, utility workers, morticians, and private contractors);

— specialized volunteer groups (e.g. amateur radio, religious relief organizations, charitable agencies);

volunteer, community, and emergency response support; and

external international, national, provincial, tribal, territorial, and local agencies.
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8.4.4.3.4 Salvage and security procedures

The organization may prepare documented procedures that address salvage and security. This may
include guidance on:

8.4.4.3.5 Procedures for resuming activities

Each procedure should specify the:

salvage priorities for facilities, equipment and documented information; and
security of the premises once handed over by the emergency services.

the organization may appoint specialist salvage contractors in advance of the incident. Effective
salvage of facilities, equipment and documented information may limit impacts and enable a more
rapid return to normal working

prioritiged activities to be resumed;
timescgles within which they are to be resumed;
recovelly levels needed for each prioritized activity; and

situatigns in which the procedure may be utilized.

Each should detail where appropriate, the resources required at different points in time to achieve the

objectives. This may include:

resourde numbers;

skills apd qualifications;

technicpl equipment;
telecommunications facilities; and

availabjlity of resources contracted,sagreed through mutual aid or likely to be available.

In the event that lack of a service opresource threatens the resumption of activities, escalation actions

should be dgfined. These actionsimay include:

Resource rgquitements should be documented and may include:

36

mobilization of external-and third-party resources;
commujnication of reeovery actions; and

proceduyres for.implementing manual workarounds, system recovery, alternative processes etg.

vital retotrdsthardeopyatrdetectronicy;

operating and procedure manuals;

IT technical recovery plans and procedures;

location of offsite storage facilities being used by the organization;
alternative locations;

authorities/delegations for the payment of emergency expenses;

a list of staff with expertise required by the operational units;

IT infrastructure and applications documentation;
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