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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internationg-Standards-are-draftedinracecordanece-with-theridesgiveninthe ISOHECDreetives;Part 2.
The main thsk of technical committees is to prepare International Standards. Draft Internatjonal
Standards gdopted by the technical committees are circulated to the member bodies for vqting.
Publication [as an International Standard requires approval by at least 75 % of the member bpdies
casting a voge.

Attention is|drawn to the possibility that some of the elements of this document-mady be the subjéct of
patent rightg. ISO shall not be held responsible for identifying any or all such patent rights.

[SO 22311 was prepared by Technical Committee ISO/TC 223, Societal secufity.

iv © ISO 2012 - All rights reserved
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Introduction

Video-surveillance is a crucial asset in intelligence collection, crime prevention, crisis management,
forensic applications etc. The minimum requirement in societal security is for the authorities to be able
to rapidly use the data collected by different CCTV systems from given locations.

This International Standard provides an export interoperability profile which constitutes the exchange
format and minimum technical requirements that ensure that the digital video-surveillance contents
exported are compatible with the replay systems, establish an appropriate level of quality and contain
all the context information (metadata) necessary for their processing.
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79, Alarm systems and electronic security);

$MPTE, Society of Motion Picture and Television Engineers;

face to allow efficient forensic processing of the material produced, often in massive q

[nternational Standard also contains provisionsto ensure that privacy measurescanbei
otect the rights of the individuals.

International Standard does not impose implementation methods,or technological
5 heavily on individual technical standards separately developedrand concentrates g
ssary profiles or subsets thereof to achieve its societal security ebjectives.

ve a minimum level of interoperability.
implementation has only been possible because of standards produced by the followin
SO/IEC]JTC 1/SC 29/WG 11, Coding of moving pictures and audio (MPEG);
SO/IEC]JTC 1/SC 29/WG 1, Coding of still pictures (JPEG);

EC/TC 79, Alarm systems and electroniesecurity (including its European equivalent G

TU, International Telecommunication Union;

ETF, Internet Engineering Task Force;

NATO, Standardization Agency.
normative AnreXx A contains a metadata dictionary.

mportaneg(of having images stored and presented to the user in such a way that

crucial for societal security that present and future video-surveillance systems imﬂ)lement this

hantities.

mplemented

solutions. It
n minimum

International Standard is a blend of profiles of standardsiand practices, which combined, will

g bodies:

ENELEC/TC

their use is
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INTERNATIONAL STANDARD

ISO 22311:2012(E)

So

cietal security — Video-surveillance — Export

interoperability

1

Scope

This International Standard is mainly for societal security purposes and specifies a common output
file fi ideo= i '

machines or large scale systems) by an exchangeable data storage media or through a netw
end-fisers to access digital video-surveillance contents and perform their necessary pro

mea

s of exchange are not part of this International Standard.

This|common output file format relies on a combination of several technical standards that

are

Mot restrictive enough to provide the requested interoperability. Thése”standards 3

referenced to avoid duplications or divergence. When appropriate to (improve the inte
subsegts or a limited number only of these standards are called.

Sinc¢ video-surveillance recording often includes taking records of-citizens, requirement
privdcy, use of the records and their disposal are also consideréd)

Based on the above mentioned technical standards, the follewing format components are ¢

2

The
refe

Video;
Audio;

Metadata:

— Descriptive (location, camera idéntifier, etc.)

+- Dynamic (date, time, pan, tilt,Zoom, identification results, etc.)
Encapsulation/packaging fer:the output file;

Data/access security and-integrity;

Provisions for privaey;

Informative data'regarding the presentation to users.

Normative references

[stand alone
ork to allow
ressing. The

individually
re formally
roperability,

5 relating to

bvered:

following referenced documents are indispensable for the application of this documer

t. For dated

ences, only the edition cited applies. For undated references, the latest edition or th

document (including any amendments) applies.

referenced

ISO/IEC 10918-1:1994, Information technology — Digital compression and coding of continuous-tone still
images: Requirements and guidelines — Part 1

ISO/IEC 10918-5, Information technology — Digital compression and coding of continuous-tone still images:
JPEG File Interchange Format (JFIF) — Part 59

ISO/IEC 14496-2:2004, Information technology — Coding of audio-visual objects — Part 2: Visual

ISO/IEC 14496-3:2009, Information technology — Coding of audio-visual objects — Part 3: Audio

1)

To be published.
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ISO/IEC 14496-10:2012, Information technology — Coding of audio-visual objects — Part 10: Advanced
Video Coding

ISO/IEC 14496-12:2012, Information technology — Coding of audio-visual objects — Part 12: I1SO base
media file format

ISO/IEC 14496-14:2003, Information technology — Coding of audio-visual objects — Part 14: MP4 file format

ISO/IEC 14496-15:2010, Information technology — Coding of audio-visual objects — Part 15: Advanced
Video Coding (AVC) file format

ISO/IEC 15444-1:2004, Information technology — JPEG 2000 image coding system: Core coding system — Part 1

ISO/IEC 23000-10, Information technology — Multimedia application format (MPEG-A) — WParnt 10:
Surveillancelapplication format?)

IEC 62676-1-1, Video surveillance systems for use in security applications — Part 1-1+ Video system
requirementjs3)

[EC 62676-2-3, Video surveillance systems for use in security applications — Part@2-3: Video transmission
protocols —|IP interoperability implementation based on web services®)

ITU-T/Rec G.711, Pulse code modulation (PCM) of voice frequencies
SMPTE RP2[10.11-2008, Metadata Dictionary Contents

SMPTE 335M-2001, Metadata Dictionary Structure

SMPTE 336M-2007, Data Encoding Protocol Using Key-LengthValue

3 Terms and definitions

For the purposes of this document, the followingterms and definitions apply.

31
video-surveillance
surveillancqd by video means

3.2
forensic
related to orf used in courts of-law

NOTE This applies to wideo-surveillance used to produce legal evidence.

3.3
metadata
information to-describe audiovisual contentand data essence in a format defined by ISO or any other authority

EXAMPLE Time and date, text strings, location identifying data, audio and any other associated, linked or
processed information.

3.4

static metadata

data associated with a digital image aside from the pixel values that does not change over time (or at
least does not change over the addressed sequence)

2) To be published.
3) To be published.
4) To be published.
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3.5

dynamic metadata

data associated with a digital image aside from the pixel values, which can change for each frame of a
video sequence

3.6

CCTV system

surveillance system comprised of cameras, recorders, interconnections and displays that are used to
monitor activities in a store, a company or more generally a specific infrastructure and/or a public place

3.7
logl al-straeture

arrapgement of data to optimize their access or processing by given user (human or machine)

3.8
geo-location
specific location defined by one of several means to represent latitude, longjtude, elevatign above sea
level] and coordinate system

NOTH Geo-location generally means the meaningful specification of the position of a point or [object on the
earth. The term itself does not carry a prescription of the coordinate system to be used. Additional attributes
assodiated with a geo-location are not a part of a geo-location specificatioh.

3.9
scenge location
collertion of geo-locations that defines the perimeter of the viewable scene of a camera

NOTH The coordinate system is the same for each gee-location in the collection. There is at lpast one geo-

locat]on in the scene location. The geo-locations are ordeted in either clockwise or counter clockwisg order. Single
geo-lpcation scenes interpret the geo-location as the &éntre of the scene.

4 General

4.1 | Concept

4.1.1 Video-surveillance systems generic architecture
A CC[I'V system usually consists of hardware, software and human elements.

A CCTT'V system for security applications presented as functional blocks, which portray the viarious parts
and functions of the-system, as well as the interactions with the human stakeholders is outlined in Figure 1.

This[[nternatienal Standard specifies the packaging and format of the data exchanged between the video
and gystem-management functional blocks of a CCTV system and societal security end-user$ external to
the system'as covered by the dotted zone of Figure 1.

Informative data regarding the presentation to users are given in Annex B.

The interactions between the components of the different functional modules of a CCTV system
are specified by the IEC 62676 series of normative documents. This International Standard is an
implementation of the provisions of 6.1.3 in IEC 62676-1-1 (to be published), which calls for publication of
all necessary information allowing intended usage of the data produced. Accordingly this International
Standard introduces the necessary extra requirements to the IEC 62676 series, without being in
contradiction with them.

© IS0 2012 - All rights reserved 3
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Video environment

Operators Maintenance Installers
Human factors |—— ————- L — —
|
]
|
Image capture Interconnections Image handling |

I
' ¢
Activity and data management Interfacinglto other systems \O

q
| AN
System management I QQ
-

e e A e e [ — —
b\l

System integrity Data integrity

Third

N -
. rti
System securi parties
O access

Privacy zones Image retention period
Citizens factors

Figure 1 — Eunetional blocks of a CCTV system for security applications

4.1.2 Minjmum reguirements for interoperability

Societal sedurity supposes interoperability of digital video-surveillance systems; this Internatjonal
Standard defines the minimum requirements applicable to the file formats used to export the collécted
contents (video, audio and associated metadata) to achieve this interoperability>).

All collected information shall be referenced to Coordinated Universal Time (UTC).

This format shall allow the file export of time slices of data coming from a selection of sources and
preserve the time correlation between the contents, whatever export process (removable media or data
transmission) is used.

The format shall be such that compatible, comparable processing of files exported by different systems
(covering a same scene) with a common time base will be possible.

5) Pending legal authorization, this International Standard may allow streaming contents formatted as above,
from a compliant CCTV system towards an external law enforcement facility, as its request or pushed by the CCTV
system to allow hand-over in crisis situations.

4 © IS0 2012 - All rights reserved
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Provisions will allow for the implementation of the applicable security, integrity and privacy
protection measures.

As detailed hereafter, this export file format relies on several requirements for the elementary lower

level

formats and related protocols, respectively:

— Video;

— Audio;

— Metadata:

— 1
— 1

The
Systd
secu

— Stafic (localization, camera identifier, etc.)

— Dynamic (date, time, pan, tilt, zoom, identification results, etc.)
[ontainer structure to integrate the above;

Data security and integrity;

Provisions for privacy.

implementation of this International Standard shall be suchythat widely availabl
m (0S) independent tools will allow for minimal processing«of received standard file
Fity organizations, such as forensic investigators, ensupinig’as a minimum the follow

combination thereof:

—

— 1

q

4.2

The
stan
coml

5 1

5.1

The 1
is to

/ideos and metadata display;

Direct access to the metadata without display of the videos;

$election of content time slots;

\ccess to the sources defined by name_or scene-location.

Relation with other standards

different formats and prescriptions mentioned above are to a large extent subsetg
lards; as a result, this International Standard is a blend of profiles of standards and pra
ined will achieve the éxpected minimum level of interoperability.

Requirements

General

minimum requirement for a video-surveillance system to comply with this Internatior]

e Operating
5 by societal
ing and any

of existing
ctices which

1al Standard

roduce export files based on the following requirements.

These export files are essentially self-contained Audio-Video Packages which contain all information
necessary to use the data, including location and time of all the scenes, without requiring access to the
source system.

NOTE The requirements detailed hereafter are compatible with the implementation of the IEC
that make use of the data and of the stream payloads defined therein.

© ISO

2012 - All rights reserved
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5.2 Requ

5.2.1 Gen

:2012(E)

irements for the Audio-Video Package

eral

The “Audio-Video Package” shall consist of a structure container, made of an indexing descriptor
document (XML) and a collection of video and audio data, as well as metadata files. All of these files shall
be in one hierarchical folder (or file system as may be the appropriate terminology for the operating
system under which they are created).

A folder shall contain any number (and without any limitation) of the individual files described below
and will cover an unlimited number of elementary contiguous time slots.

For easy ran
Slots (FTS),
critical; for
be constant

As a minimyim, any exported package shall contain once the descriptor of each of the Directory

Slots coveri
stamped talj
as well as th

The duratio
shall allow {]

NOTE1l It

to transport it by any convenient means including placement on a pertable storage media or file transfer pro

These proced
Internationa

An Audio-Vi
top folder, 4
dynamic dat
correspondi

For practic
infrastructy
district; rels

As a minimy

dom access to information, data shall be split into Directory Time Slots (DTS) and File
where time is given in Coordinated Universal Time (UTC), as for GPS. Duration ofa. DTS
pperator convenience (typically, fast search of events by investigators), this duration
for a system and a new DTS shall be initiated at least once per day, starting,with one h

hg (partially or in full) the corresponding time slot. This descriptor shall contain a {
le of the changes that may have occurred in the configuration sincethe beginning of the
e list of the contained FTS with their start time.

n of a File Time Slot (FTS) shall be comprised between 1 and 600 s. Within a time slot ing
0 point accurately to any specific frame and time.

s allowed to zip or tar the package (again according to the'operating environment of the sourcg

ses are not a part of this International Standard. Only the format of the package is covered i
Standard.

deo Package shall accordingly be organized in a structure as figured below with, ij
collection of time slices, arranged in DTS and FTS, of the relevant audio, video and
a contents and for each of them a déscription giving all available information relative t
ng time slice. Such a generic package organization is detailed in Figure 2.

hl reasons, data naturally-\belong to groups, typically corresponding to a phy
re, to data collected by-a_same Network Video Recorder (NVR) or to an administr
tionship with such groups shall be part of the description.

m interoperabiljty condition, the naming rule shall be: DTS_info.xml.

Time
s not
shall
ur.

Time
ime-
DTS

lexes

) and
tocol.
h this

| one
bther
o the

sical
ative
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Top Folder
Content Description
Group #n Group #n
Directory nTC nre g AT o0 Description Description Description
Tihe Slots CeE EETE CEEETE DTS_p DTS_p+1 DTS_p+2
. . System
Vidpo, Audio descriptions
and|Metadata | | | | | | | | as per Figure 3
tracks cut into
File Time Sy / \\
[ Video |
Audio
2 Vi
[ Videe ]
g [ Audio ]
=] :
> :
[ Meadaa ]
[ Metadaa ]
Figure 2 — Generic files organization
The Audio-Video Package XML Descriptor shalldiave the structure defined in Figure 3 below, which
graphically describes a package with a group oficontents at a given time.
This|XML description shall be of “XSDcomplexType”, naturally self-explanatory; it will describe the
Group and all the sources belonging to the Group; the descriptions typically rely on the dataljsted in each
subsegt. All the data do not need to be'provided, but enough information shall be given to define without

ambiguity all the Audio/Video contents contained in the folder. In a similar manner more
or cdntent than explicitly mandated by this International Standard can be incorporated, p
properly described.

As de¢tailed in 5.2.4, for@-beétter interoperability, some information is mandatory and resti
apply to some of the listed items.

The ¢XSDelements»below shall be extracted from the XML Metadata scheme and namespa
IEC §2676-2-3~As a minimum interoperability condition, naming rule shall be:

irectories: DIR_ < time stamp > (example: DIR_4E37B984)

information
rovided it is

'ictions may

e defined in

p: TESTVI20_

iles:<trackname> <datatype> <typeofencoding> <timestamp>.<extension>(examplé

video_H264_4E411AEC.mp4 orTESTVI50_video_H264_4E411AEC.d)
where

time stamp is the hexadecimal DTS aligned representation of the file time in seconds as
1970 (see Annex A Dates and Times section);

track name is a chain of characters (0 to 9 and a to Z);
data type is video, audio or metadata;
type of encoding is, e.g. H264 or MPEG-2 for video, KLV or XML for metadata;

the “d” extension shall be arbitrarily used where the “mp4” extension cannot be used.

© IS0 2012 - All rights reserved
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The XML description of the group shall be of “XSDcomplexType” and typically consist in its location and
its contact points.

The descriptive information shall be provided for each source as XML XSDcomplexType typically

including se

Special atte
information

nsor identification and characteristics.

ntion shall be given on geo-location data associated to the monitored scene; such set of
shall be regrouped as a XML XSDcomplexType, including GPS latitude and longitude of each

item (centre of image and vertex). As required for constructions, buildings, underground structures, etc.,
means to locate the scene in 3 dimensions in relation to a geo-located reference point shall be provided

(scanned dr

awing or equivalent).

Type of conftent (video clip, audio or video frame) shall be provided; special contents (e.g. dyjnamic

metadata or| events) may be used.

The codecu
— H.264;
— JPEG 20
— JPEG;
— MPEG-4
— Audioc
Data encodg
— JFIF;
— JPZ;
— MP4.

Resolution @
width.

NOTE2 Td
existing asse

The packagg

sed to encode the relevant content shall be given among:

00;

Visual;
bdec (see 5.2.4).

d as mentioned above may be stored by using one @f the following container file formdts:

fthe video (XML XSDsimpleType).shall be provided as well in number of pixels in height and

accommodate legacy systems the AVI, MOV, and WMV widely accepted containers are allow¢d for
s,

metadata shall innclude the data items defined in 5.2.5.

© ISO 2012 - All rights reserved
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«XSDelement» avPackageName:

string

Content

Identified by
name & time
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Scene location data

Full set of geo-locations
associated to the sensor

ZAN

Scene centre position

Vertex positions

e.g. latitude and
longitude
GPS posmon

e.g. latitude and
longitude for each
vertex

Contents

D/details for each source + k>

\

/

Metadata for Source #)\'\

Group

D/

A group is a set of contents

associated in a way natural

f the end-user (coming from
the same NVR)

Hetails/ID/localization shall be
given

Figy

5.2.1

All tH
from|

One full

Descriptive met@t
provided for ea% rce
to be E‘x{{@d per content

formation

e folder

Type

Video/Audio/Metadata

com-‘\cL\

Audi ‘x@)}c

N

* JPEG
PEG-4 Visual

.1 AudiexVideo Package XML Descriptor

Contajner type

MP4
See note

or JFIF
bn formats

Content details

Image number of pixels
(height and width)
Audio sampling rate

re 3 — Structure-of the Audio-Video Package XML description and integration iy

e descriptive data items of an Audio-Video Package shall be defined as elements of an X§
the XML Metadata scheme and namespace defined in [EC 62676-2-3.

| the folder

D extracted

Minimum requirements, which rely on correspondence and compliance with maintained dictionaries
and practices, are detailed below.

The XML Descriptor of the Audio-Video Package shall be organized as per Figure 4 XML Schema diagram
and be stored in DTS Directory and duplicated (optional) in the Description DTS Directory.

As further detailed in 5.2.2.1 two levels of implementation of this International Standard are possible.

To allow the most efficient forensics activities with the individual video (or audio) contents, the Level 2
Systems associate all the XML descriptors specified in the Audio-Video package to the video and audio
contents and in case of dynamic metadata, time references allow for correlation with the associated
audio and/or video. Such descriptive items, mandatory in Level 2 systems, are specified hereafter.

© ISO
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= avPackageName

avPackagemdex

| avSourceData -l
| —|= avSourceName I |
| = avSourceAddressccline 1 I |
| —|= avSourceAddressccCity I |

I 7 avSourceData EI E —000- E |_avSourceAddressccStateProvince ||
= Add 1

4

L J1
|_avSourceAddressccPostalCode Il

!
| —I = avSourceAddressccOwnerName I |

| avSourceAddressccOwnérCentre.. Il
‘2 avPackagelndex — o AN

—l = avSourceAddressccline2 I | |

— = avDatacetCODEC

—| = avDatacetFileType

—|— avSourceDatacetContainer

e (oo )2

—| = avSensorD

_|_ avSensorManufacturer

—| = avSensorModel

| —|= avSensorHeightAboveScene

[m——mmmm e - - -

—| = avSourceDatacetPixelcPerMeter

—|— avSourceFramecPerSecond

—| -— avPlatformD
—| bl avSensorName

—| - avSensorFileName

—| = avSensorSerialNumber I

| —| = avSensorType
e N T

| = | —, avSourceDataceMetadata _|_ avSensorDatacetDateTime

| .i -———— NS D2 |

—| = avSourcePositionOfWiewCenter I

- ———

avSourceDatacet

—|— avSourceDatacetData I |
--::---—-: —|— avSourceDatacetName I |
OtoN

Figure 4 — Arrangement of the XML Descriptor
Itis recommended that Level 1 systems also implement to the largest extent these metadata items. Level
1 systems shall nevertheless provide the following minimum metadata:
— Codec name and profile;
— Name of the container;
— Video resolution;

— Video frame rate (in fps);

10 © IS0 2012 - All rights reserved
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— Time and date of the record;

— Time and date of the camera.
5.2.2 Requirements for the video source format

5.2.2.1 General

The primary expectation of law enforcement entities is that complying systems will export videos that
can be identified and are in a format that can be displayed. This International Standard satisfies this
requirement by defining a list of allowed compression schemes (and associated minimum constraints)
that pre accommodated by the commonly available players. All video-surveillance systemq that export
datafas per this International Standard and compress the video in one of the formats defined in the list
beloyv are deemed Level 1 compliant.

To expedite efficiently and without delay complex forensics missions, the requirements gq beyond the
sole display of the video, and include exploitation of dynamic metadata, accurateand flexiblg¢ navigation,
compatibility with automated video analysis, plug-and-play features, compliance test procedures etc.
They require a strict adherence to a video compression scheme and implementation rules| referred as
Leve| 2. These implementation rules include metadata prescriptions defined in 5.2.5.

Leve|] 2 compliant systems are also compliant to Level 1 and ifds possible that these two levels are
manglated in a same jurisdiction, typically based on implementation dates, level of risk of the monitored
infrastructure or number of cameras installed.

5.2.2.2 Requirements for Level 1 Systems

Level] 1 systems shall compress video for insertion;iirthe standard export format as per one ¢f the codecs
listed below:

— H.264/MPEG4-AVC as defined in Rec, ITU-T H.264 | ISO/IEC 14496-10:2012;
— IMPEG-4 Visual as defined in ISOAEC 14496-2:2004;

— JPPEG as defined in Rec. ITU-T‘F.83 | ISO/IEC 10918-1:1994;

— JJPEG 2000 image codingsystem as per [SO/IEC 15444-1:2004.

Leve] 1 Systems may supply video in a Level 1 codec utilizing one of the following containefs.
— JFIF as defineddn ¥SO/IEC 10918-5 (to be published);

— JP2 as defined in ISO/IEC 15444-1:2004;

— MP4 asdefined in ISO/IEC 14496-14:2003and ISO/IEC 14496-15:2010.

NOTH To accommodate legacy systems, the AVI, MOV and WMV widely accepted containers arfe allowed for
existing assets.

Level 1 Systems shall supply video with the following characteristics:

— Theresolution (image size), the frame rate and quality level of exported video shall not be less than
the one of the recorded video in the system.

5.2.3 Level 2 systems
Level 2 systems shall comply with the following prescriptions:

— The video sources to be integrated in the export format shall be progressive and up to HD. Usage of
interlaced and/or SD sources remains however acceptable to cover legacy situations;

© IS0 2012 - All rights reserved 11
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The overall

Compression shall be compliant with H.264/MPEG4-AVC as defined in Recommendation ITU-T

H.264 | International Standard ISO/IEC 14496-10:2012;

The profile used shall be either Constrained Baseline, Baseline, Main, or High, and the level shall

have a maximum value of 4.0 (all levels below 4.0 are accordingly allowed);

It shall be possible to associate to each video frame its absolute capture time (with an accuracy
better than one video frame and in any case better than 100 ms referred to UTC). Individual data
streams only (video, audio and metadata), shall be used. They may be logically regrouped (through

the Audio-Video Package XML Descriptors) per sensor or other grouping as shown in Figure 5;

Each video container shall contain an unlimited number of plpmpnfnry contiguous time slots

duratiof of a time slot shall be comprised between 1 and 600 s. Within a time slot indexes
allow tq point accurately to any specific time.

DTS_P DTS_P+1

1sto 600 s for video

| Data—Sourcel_trackl_sS@-tntN+1 |

FTS_N FTS_N+1

—Video—| Data-Sourcel_trackl_segmentN | |Data—Sourcel_trackl_segmentN+2

| Index-Sourcel_Trackl_segmentN | |Index-Source1_TQ@_/segmentN+1|

|Index-Source1_Track1_segmentN+2

—Video—| Data-Source2_trackl_segmentN | |Da§a(€9u‘rce2_track1_segmentN+1| |Data-SourceZ_trackl_segmentN+2

—Aud10—| lndex-SourceZ_Trackl_segmentN| bi@ex-Source2_Track1_segmentN+1| |lndex-Source2_Track1_segmentN+2

Data—SourceZ_trackZ_segmentN('l lData-SourceZ_trackZ_segmentN+1| |Data—SourceZ_trackZ_segmentN+2

|lndex-SourceZ_TrackZ_seg“‘ltN| |Index-Source2_Track2_segmentN+1| |lndex-Source2_Track2_segmentN+2

The

shall

ogical arrangement shall be accordingly as in Figure 5 below, where the DTS and FTS dre as
per paragraph 5.2.1 definitions.

—Video—| Data—Sourcc;L@(i_segmentN

| Data-Source3_trackl_segmentN+1 |

| Data-Source3_trackl_segmentN+2

| lndex-So@c?STTrackl_segmentN

|lndex-Source3_Track1_segmentN+1 |

|lndex-Source3_Track1_segmentN+2

—Audi0—| DWrce:i_trackZ_segmentN

| Data-Source3_track2_segmentN+1 |

| Data-Source3_track2_segmentN+2

|lndex-Source3_Track2_segmentN+1 |

|[ndex-Source3_Track2_segmentN+2

—Me'fadata—f Data-Source3_track3_segmentN

| Data-Source3_track3_segmentN+1 |

| Data-Source3_track3_segmentN+2

|
|
|
sz-Source3_Track2_segmentN |
|
|

| Index-Source3_Track3_segmentN

|lndex-Source3_Track3_segmentN+1 |

|lndex-Source3_Track3_segmentN+2

12

Detector
result
Metadata

Data-Source4_trackl_segmentN | |Data-SourCE4_tl‘ack1_segmentN+1| |Data-Source4_track1_segmentN+2|

|lndex-Source4_Trackl_segmentN| |lndex-Source4_Track1_segmentN+1| |lndex-Source4_Track1_segmentN+2|

GPS
Metadata

—| Data-Source5_trackl_segmentN | |Data-SourceS_trackl_segmentN+1| |Data—Source5_track1_segmentN+2|

|lndex-Source5_Track1_segmentN| |lndex-Source5_Track1_segmentN+1| |lndex-Source5_Track1_segmentN+2|

Figure 5 — Arrangement of the descriptive metadata
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As several individual data streams from one or more exported files produced by one or more systems
require easy and accurate cut and edit, based on capture time, an absolute coarse indexing mechanism
shall be implemented, represented as a track in Figure 5.

NOTE1 Index (fine indexing) is optional.

It is allowed that at the high time resolution level, the formatting at the DTS and the FTS level be
performed centrally (typically at a NVR level) in a synchronized manner for all contents, often with a
natural sequence (like an “I frame” for video) starting a FTS, whatever the relative phasing between the
sensors is. Each individual data stream shall nevertheless carry in addition to this format time index, its
capture time index in Coordinated Universal Time (UTC), with a resolution of at least 10 ms. This allows

lt L 1.1 'S L 3 | L | dia) o tl o L ] 1
mu CITaTITICT PTay CT S O S y IICTIT U ZCT vV TOC O S (aTmu aauTU T U vWiIT CUTIIC T AT TC VTS

This|shall be achieved by the implementation for each individual container (elementary flata stream
duripg one elementary time slot) of a MPEG-A video surveillance MAF file format ag defined in
ISO/]EC 23000-10, constituted of one header and of the single sequence of continuous data (a single
datalchunk as per ISO/IEC 14496-12:2012) corresponding to the elementary titne slot. This fheader shall
contdin at least the capture time at the beginning of the sequence and an updatable time (which may be
the sfystem time at formatting).

This{combined with the descriptive indexing data, shall provide as a‘minimum for each frame:

— The capture source time;

.

— The formatting time;
— The type of frame;
— The time index with reference to the beginning\of'the FTS.

Wheh a content (data source) is dynamic metadata embedding timed information, e.g. sceng location for
systems involving PTZ cameras or vehicles,this embedded time shall also be the above defined capture
sourge time, ensuring conservation of synechronism between video and associated metadatp.

NOTHE 2  The compliant video-surveillanice systems that produce freeze-frame thumbnail imaggs will export
such ptill images in JPEG Baseline asinISO/IEC 10918-1/1TU-T T.81.

NOTHE 3  Compliant systems mayproduce videos at levels up to 5.0, but then they become compliant to Level 1
rather than Level 2.

NOTE 4  If jurisprudencéin a jurisdiction forbids inter-frame compression, I-only H264 compr¢ssion can be
implgmented, while remaining compliant with Level 2.

NOTHE S5  All refefences to MPEG-4 containers in this International Standard are meant as per the above
contdiner descfiption.

5.2.4 Audio

When audio is part of the export format, it shall be encoded either as per G./11 Law A as defined in
ITU-T/Rec. G.711 or per MPEG4-AAC in Low Complexity Profile (AAC-LC) as defined in ISO/IEC 14496-
3:2009. MPEG-4 file format shall be used as per ISO/IEC 14496-14:2003.

5.2.5 Metadata

5.2.5.1 Requirements regarding the metadata items (Level 2 systems)

Metadata shall allow unambiguous definition of each audio-video source or event; this shall include,
further to time of occurrence referred to UTC, the absolute geo-location of the four corners of each video
frame (scene location), with an accuracy better than 20 % of the smallest height or width of the field of
view. This absolute scene location may be obtained through calculations (typically based on PTZ data).
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Such descriptive (not changing over the time) unambiguous geo-location information shall be part of
the Audio-Video XML Descriptor detailed in 5.2.1.1 and shall rely on the IEC 62676-2-3 metadata format
and definitions.

To avoid differences of interpretation, the geodesic metadata definitions are kept in a dictionary in
accordance with the requirements described in Annex A. The dictionary structure is as per SMPTE
335M-2001. This dictionary is based on the spatio-temporal subset (Class 7) of the SMPTE metadata
dictionary (SMPTE RP210.11-2008); it may be updated over time, in case items are missing for the video-
surveillance applications or harmonization with IEC 62676-2-3 becomes necessary.

When the monitored asset is a building, an underground infrastructure or any disposition that cannot

ated
tatic

11 be
dded

ts of
c.

urce
2.6).
I the

r91y on the sote-GPRS—coot diuatco, means-totocate-the-seenein3dimensionsinretationto=a geo to
reference pgint shall be provided (scanned drawing or equivalent). The mandatory location data |(
or dynamic)[shall then rely on this absolute reference.
When dynamic metadata are necessary, e.g. for vehicle GPS or PTZ parameters, metadata sha
encoded using the Key-Length-Value (KLV) method as per SMPTE 336M-2007 contdining imbe
time refererjce for time stamping.
When XML |metadata need to be used, such as relay of IEC 62676-2-3, XML netadata or resu
sophisticatgd video analytics, XML based descriptors shall be used and embedded in KLV structur
As a minimorm requirement, the format shall incorporate the mandatory metadata allowing sd
identificatign and scene location as listed below (in bold in the)diagrams of 5.2.5.2 and 5
Neverthelesss processing systems will be built to be resilient to centents which do not contain a
mandatory metadata.
The metadata content can be split into two topics: sensor and-event information.
The applicable dictionary and associated KLV encoding.are provided in Annex A.
5.2.5.2 Sensor metadata items (Level 2 Systems)
|- 1" """ —"—"—"—"———— - A - ——-——-————————
: Sensor I : Device Location
| Sensor [D P - Image Coordinate system
: Owner Name me - Device Coordinates (Lati, Longi, Alti)
| - Start Date Time- UTC - Device Absolute Positional Accuracy
: - User Defined Time Stamp - Device Relative Position (X, Y, Z)
| \ - Device Relative Positional Accuracy
: Yensor Description } Optical - Sensor Roll Angle
|| - 1EEE Defice 1D | - Focal Length - Angle to North
| | - Device Pesignation | ‘Zee:':j: Sefffure - Obliquity Angle- )
: - Device Kind : : SensorpType Code - Platform Roll, Pitch, Heading angles
| - Image Jource Device Kind | - FOV -Horizonal
| - Device manufacturer-Name : - FOV -Vertical
|
- IEEE Mdnufacturer 1D |
|
| - Device Model : — \ N
: - Device JerialNumber | : : 'Sec1l1r1ty Observed Scene
| | - Platform Serial Number | - Security Classification - Image Coordinate system
: - Platform Designation : | - Frame Centre Coordinates (Lati, Longi,
| - Platform Model | | XML Elevation)
| : : XML Document Text - Frame Positional Accuracy
L | - Corner Points 1-4 coordinates (Lati, Longi)
| - Slant Range
: Experimental metadata
| - Experimental Metadata
————— [
I Mandatory I L e _____
| Recommended |
|
Figure 6 — Sensor metadata items (Level 2 Systems)
14 © IS0 2012 - All rights reserved
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The sensor description information concerns the hardware, but also sensor location (including platform
position), sensor status, time, optical configuration and security matters. Space is provided to add other

infor

mation (“Free Item”). Mandatory metadata apply also to audio sensors.

The following metadata items shall be provided:

— Codec name and profile;

— Name of the container;

— Video resolution;

5.2.6

This
desc

Time and date of the record;

Time and date of the camera.

ideo frame rate (in 1ps);

Event metadata items (Level 2 systems)
Experimental Metadata
Event
~Experimental Metadata
- Event ID
- Event Start time - UTC
- Event classification dictionary Event Location
- Event classification - Image Coordinate system
- Link ID (Link to another event) - Event Coordinates (Lati, Longi, Alti
- Event Coordinates Precision
- Sensor Reference Location (Sensor D)
Mandatory | Dynamic Data
Recommended |
Dptional |
Figure 7 — Event metadata items (Level 2 systems)
part of the metadata concerns the observed events: it contains time informatio

and event

ription through the use of specific, domain-related dictionaries. Space is provided o add other

information ("Free [tem”]J.

Even

5.3

ts are by nature dynamic data.

Data security and integrity

Depending upon local regulations export format may incorporate provisions for mechanisms ensuring that:

— Collected contents have not been corrupted or modified;

— Hierarchical access rights control system can be implemented;

— Access log-ins can be traced.

© IS0 2012 - All rights reserved
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It is recommended to implement as far as possible data security and integrity specifications published

by ISO/IEC

TC 1/SC 27.

5.4 Provisions for privacy

Depending upon local regulations minimum requirements to be implemented, if any, shall atleast include:

— Monitoring of the access to the data;

— Mandatory recording time to check that data are properly erased after the prescribed time;

— Minima

maclkinatachnianac.

— Trainin

Itis recomm

TITCEIISTTY S COCTITIT TSy

b of staff to handle sensitive data.

ended to implement as far as possible privacy specifications published by ISO/IECJTC 1/$C 27.

16
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The items of the detailed table’are extracts of SMPTE RP210. Not all relevant items have be¢

(e.g.
Stan
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Annex A
(normative)

Metadata dictionary

Encoding rule

br SMPTE 336M, more efficient methods are allowed:

Local Sets are defined as per Universal Sets, but offer coding efficiency through the
Local Tags whose meaning is defined within the context of the Local Set. Local Sets re
ata construct but require a separate Standard or RP to define the meaning of the Loca
rovide a map from the Local Tag value to the Key value {(Recommended).

ariable-length Packs are defined as a further grouping‘ofdata items that eliminates the us

ocal Tags for all individual items within the group.Variable-length Packs therefore rely o
r RP, which defines the order of data items within'the pack and the UL of each item in the

efined-Length Packs are the most efficient(and least flexible) grouping of data items thz

he use of both Keys and Local Tags and removes the length for all individual items with
hus Defined-Length packs rely on a-Standard or RP which defines both the order of da
ngth of each data item within the pack and the UL of each item in the pack.

Detailed table

street address, room'number or city code). It is assumed in the current version of this I
lard that such information will be carried by XML descriptions.

red from SMPTE 336M, the table in A.2 provides for each item of the metadata dictionaryth§
e full format, also called Universal Set. Universal Sets use the full KLV Coding Construct th

[lobal Sets are defined as per Universal Sets, but offer coding efficiency by sharing a commol
This coding gain is lossless and every Key can be fully recovered from tlie data in the Globg

]

KLV triplets
iroughout.

h Key header.
| Set alone.

use of short
rain the KLV
Tags and to

e of Keys and
n a Standard
pack.

it eliminates
n the group.
ta items, the

bn extracted
hternational

M = Mandatory

Data
Pment
ame

R = Recom- D

mended

Data Element
Definition

Data

Key type

0 = Optional

a
len§th
(bytes)

Unit

Righ

S

Owner Name

The name of the M
person/organiza-
tion who owns the

copyright

06.0E.2B.34.01.01.01.01.02.05.01.02.
00.00.00.00

ISO 7-Bit
Coded
Charac-
ter Set

127

max

bytes

-cam

etc.

Device
Identifiers
Unique identi-
fiers for any
device used

microphones

eras,

© ISO

2012 - All rights reserved
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M = Mandatory
Data Data
Element D;taf'El?tr'nent R= Rec(l:o(lin- Key lt)ata length | Unit
Name efinition mende ype (bytes)
0 = Optional
Device Camera ID - Identi- |M 06.0E.2B.34.01.01.01.01.01.01.20.01. |ISO 7-Bit |32
Designation |fies the “house 00.00.00.00 Coded |chars
name” of the device Charac- |max
used ter Set
Device Model |Identifies the device |O 06.0E.2B.34.01.01.01.01.01.01.20.03. |ISO 7-Bit |32
model used 00.00.00.00 Coded |chars
Charac max
ter Set
Device Serial | | Alphanumeric serial |[R 06.0E.2B.34.01.01.01.01.01.01.20.04. |ISO 7-Bit |32
Number number identify- 00.00.00.00 Coded |chars
ing the individual Charac- |max
device ter Set
IEEE Device | |Hexnumberiden- |O 06.0E.2B.34.01.01.01.02.01.01.20.05. |uint@ 6 bytes
ID tifying a device by 00.00.00.00
manufacturer and
device number
Device Kind | [Device Type R 06.0E.2B.34.01.01.01.03.01.01.20.08. |ISO 7-Bit |127
expressed as a 00.00.00.00 Coded |bytes
common name - e.g. Charac- |max
camera, audio tape ter Set
recorder, RAM,
Hard disk etc.
Image Source| | Sensor type M 06.0E.2B.34.01.01.01.01.04.20.01.02. |ISO 7-Bit |32
Device Kind 01.01.00.00 char chars
string max
Platform
Identifiers
Organisation-
ally given
identifiers
for platforms,
vehicles, or
mounts carry
ing devices or]
sensors
Platform Identifies the M 06.0E.2B.34.01.01.01.03.01.01.21.01. |ISO 7-Bit |32
Designation | |generic name afthe 00.00.00.00 Coded |bytes
platform carrying Charac- |max
the devite used in ter Set
capturing or gener-
atingthe essence
Platform Identifies the 0 06.0E.2B.34.01.01.01.03.01.01.21.02. |ISO 7-Bit |32
Model plattorm model 00.00.00.00 Coded |bytes
carrying the device Charac- |max
used in capturing ter Set
or generating the
essence.
Platform Alphanumeric serial [R 06.0E.2B.34.01.01.01.03.01.01.21.03. |ISO 7-Bit |32
Serial number identify- 00.00.00.00 Coded |bytes
Number ing the individual Charac- |max
platform carrying ter Set
the device used in
capturing or gener-
ating the essence.
18 © IS0 2012 - All rights reserved
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M = Mandatory

Data _ Data
Element DaDt‘;Eftli‘:;nt Rl;grfgg:in' Key lt)at: length | Unit
Name yp (bytes)
0 = Optional
Manufac-
turer
Identifiers
Device Manu- |The manufacturer |O 06.0E.2B.34.01.01.01.02.01 ISO 7-Bit | Vari-
facturer Name | or maker of the .0A.01.01.01.00.00.00 Coded |able
device Charac-
terSet
IEEE Manu- The IEEE registered |O 06.0E.2B.34.01.01.01.02.01 Unit 24 |3 byftes
factufer ID ID for a particular .0A.01.02.00.00.00.00
(Bingry data |manufacturer.
are in) Big
Endign order)
Optigal
Devige
Parameters
Information
abouf the
opticpl device
used
FocalLength |Focallength of 0 06.0E.2B.34.01.01.01.02.04.20.02.01. |Floating |4 byftes
the lens at time of 01.04.00.00 Point
capture
FocalLength |Focallength ofthe |O 06.0E:2B.34.01.01.01.03.04.20.02.01. |Integer |4 byftes
lens in millimetres 01,84.01.00
at time of collection
Sensgr Size The size of the sen- |0 06.0E.2B.34.01.01.01.02.04.20.02.01. |ISO 7-Bit |32
sor - e.g. 1/2 inch, 01.05.00.00 Coded |bytgs
2/3 inch etc. Charac- |max]
ter Set
Lens Aperture |Aperture of the lens | 06.0E.2B.34.01.01.01.02.04.20.02.01. |Floating |4 byftes
at the time of col- 01.06.00.00 Point
lection
Sens¢r Type |Code indicating 0 06.0E.2B.34.01.01.01.02.04.20.02.01. |ISO 7-Bit |32
Code type of sensorthat 01.07.00.00 Coded |bytds
producedthe origi- Charac- |max]
nal video content ter Set
Field|of View |Senser Horizontal |R 06.0E.2B.34.01.01.01.02.04.20.02.01. |Floating |4 byltes | Degrees
(FOViHorizon-[field of view 01.08.00.00 Point
tal)
Fieldlof View |Sensor Vertical field |R 06.0E.2B.34.01.01.01.07.04.20.02.01.0 | Floating |4 byftes | Degrees
(FOViVettical) |of view 1.0A.01.00 Point
Positional
System
Information
Information
about absolute
system in use
© IS0 2012 - All rights reserved 19
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M = Mandatory

Data Data
Element Dz;)taf'El?tr'nent R= Rec(l:o:in- Key lt)ata length | Unit
Name efinition mende ype (bytes)
0 = Optional
Image Identifies the M 06.0E.2B.34.01.01.01.01.07.01.01.01.0 [ISO 7-Bit |4 bytes |"WG84”
Coordinate Digital Geographic 0.00.00.00 Coded
system Information Charac-
Exchange Standard ter Set
(DIGEST) geo-ref-
erenced coordinate
system used at
Tmage capture
Device Abso-
lute Position
(the absolute
position of
the capturing
device)
Device Specifies a sensor’s |M 06.0E.2B.34.01.01.01.03.07.01.02.01,0\(Pouble |8 bytes |Degrees
Longitude geographic location 2.06.02.00
in decimal degrees
of longitude
Device Specifies a sensor’s |M 06.0E.2B.34.01.01.01.03.07:01.02.01.0 {Double |8 bytes |Degfees
Latitude geographic location 2.04.02.00
in decimal degrees
of latitude
Device Altitude of sensor  |R 06.0E.2B.34.01:01.01.01.07.01.02.01.0 |Floating |4 bytes |Metres
Altitude as measured from 2.02.00.00 Point
Mean Sea Level
(MSL)
Device Abso- | | Accuracy of frame |0 06:0E.2B.34.01.01.01.01.07.01.02.01.0 |Floating |4 bytes |Metres
lute Positiona| | centre coordinates 2.01.00.00 Point
Accuracy as a Circular Error
Probable (CEP)
(50 %), (default
metres)
Device Rela-
tive Position
(the relative
position of thg
essence-cap-
turing device)
Device Rela- | [Accuraey of frame |O 06.0E.2B.34.01.01.01.01.07.01.02.02.0 |Floating |4 bytes |Metres
tive Positiona| | céntre coordinates 2.01.00.00 Point
Accuracy
Device Defined by the X 0 06.0E.2B.34.01.01.01.01.07.01.02.02.0 |Floating |4 bytes |Metres
Relative translational posi- 2.02.00.00 Point
Position X tion of the camera
from alocal Datum
Absolute Position.
Positive values
indicate transla-
tions in which the
camera has physi-
cally moved from
left to right, (default
metres)
20 © IS0 2012 - All rights reserved
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M = Mandatory

Data Data
Element DaDtaf'E lfatl.nent R= Rego(rin- Key lt)ata length | Unit
Name efinition mende ype (bytes)
0 = Optional
Device Defined by the Y 0 06.0E.2B.34.01.01.01.01.07.01.02.02.0 |Floating |4 bytes | Metres
Relative translational posi- 2.03.00.00 Point
Position Y tion of the camera
from a local Datum
Absolute Position.
Positive values indi-
cate translations in
WHhICh the camera
has physically
moved to a higher
elevation, (default
metres)
Devige Defined by the Z 0 06.0E.2B.34.01.01.01.01.07.01.02.02.0-/ Floating |4 byftes | Metres
Relatjive translational posi- 2.04.00.00 Point
Positjon Z tion of the camera
from alocal Datum
Absolute Position.
Positive values shall
indicate transla-
tions in which
the camera has
physically moved
towards the target,
(default metres)
Distgnce
Meagure-
menfs
Slant|Range Distance from the R 06.0E.2B.34.01.01.01.01.07.01.08.01.0 |Floating |4 byjtes | Metres
sensor to the centre 1.00.00.00 Point
point on ground of
the image (metres)
Subject Abso-
lute Position
(the gbsolute
positjon of
the syibject
depidted in
the essence)
Framfe Centk€™ | Specifies the video |O 06.0E.2B.34.01.01.01.01.07.01.02.01.0 |Double |8 byftes | Degrees
Latityude frame centre point 3.02.00.00
geographic location
in decimal degrees
of latitude. Positive
values indicate
northern hemi-
sphere; negative
values indicate
southern hemi-
sphere.
© IS0 2012 - All rights reserved 21
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M = Mandatory

Data Data
Element Dz;)taf'El?tr'nent R= Rec(l:o:in- Key lt)ata length | Unit
Name efinition mende ype (bytes)
0 = Optional
Frame Centre |Specifies the video |O 06.0E.2B.34.01.01.01.01.07.01.02.01.0 |Double |8 bytes |Degrees
Longitude frame centre point 3.04.00.00
geographic location
in decimal degrees
of longitude. Posi-
tive values indicate
eastern hemi-
Sphere; negative
values indicate
western hemi-
sphere.
Frame Centre| | The elevation of 0 06.0E.2B.34.01.01.01 Floating |4.bytes |Metres
Elevation field of view frame .0A.07.01.02.01.03.16.00.00 Point
centre, measured in
meters above WGS-
84 spheroid
Frame Accuracy of frame 06.0E.2B.34.01.01.01.01.07.01.02.0%:0 [Floating |4 bytes |Metres
Positional centre coordinates 3.01.00.00 Point
Accuracy as a Circular Error
Probable (CEP)
(50 %), (default
metres)
Corner Lati- [ |Latitude coordinate |R 06.0E.2B.34.01.01.0%,03.07.01.02.01.0 {Double |8 bytes |Degfees
tude Point 1 | |of corner 1 of an 3.07.01.00
(upper left image or bounding
corner) - cor- | |rectangle
ners not cor-
responding to
geographical
locations, i.e.
above horizon
shall not be
included -
Corner Lon- | [Longitude coordi- |R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 {Double |8 bytes |Degrees
gitude Point | |nate of corner 1 of 3.0B.01.00
1 (upper left | |an image or bound-
corner) ing rectangle
Corner Lati- | |Latitude coordindte)|'R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 |Double |8 bytes |Degtees
tude Point 2 | |of corner 2 of afy 3.08.01.00
(upper right | [image or bounding
corner) rectangle
Corner Longi-| | Longitude coordi- |R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 [Double |8 bytes |Degfees
tude Point 2 | [nate\0f-corner 2 of 3.0C.01.00
(upper right | |an image or bound-
corner) ing rectangle
Corner Lati- |Latitude coordinate |R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 {Double |8 bytes |Degrees
tude Point3  |of corner 3 of an 3.09.01.00
(lower right |image or bounding
corner) rectangle
Corner Lon- Longitude coordi- |R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 |Double |8 bytes |Degrees
gitude Point  |nate of corner 3 of 3.0D.01.00
3 (lower right |animage or bound-
corner) ing rectangle
Corner Lati- |Latitude coordinate |R 06.0E.2B.34.01.01.01.03.07.01.02.01.0 {Double |8 bytes |Degrees

tude Point 4
(lower left
corner)

of corner 4 of an
image or bounding
rectangle

3.0A.01.00
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