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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
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0 Introduction

0.1 General

This International Standard specifies requirements for setting up and managing an effective Business Continuity
Management System (BCMS).

A BCMS emphasizes the importance of

— understanding the organization’s needs and the necessity for establishing business continuity management

nalicvand nhiactivac
[poHey—aRa-01; H8S;

— implementing and operating controls and measures for managing an organization’s overalll capability to
:l:anage disruptive incidents,

onitoring and reviewing the performance and effectiveness of the BCMS, and
— ¢ontinual improvement based on objective measurement.

A BCMS, like any other management system, has the following key components:

a) a policy;

b) people with defined responsibilities;

C) Inanagement processes relating to

1) policy,

[NEY
~

planning,
3) implementation and operation,

performance assessment,

L

management review, and

) improvement;

d) documentation providing)auditable evidence; and

e) any business continuity management processes relevant to the organization.

Businjess continuity contributes to a more resilient society. The wider community and the ifnpact of the
orgaIization’s environment on the organization and therefore other organizations may need to He involved in
the recoverysprocess.

0.2 |The Plan-Do-Check-Act (PDCA) model

This International Standard applies the “Plan-Do-Check-Act” (PDCA) model to planning, establishing,
implementing, operating, monitoring, reviewing, maintaining and continually improving the effectiveness of an
organization’s BCMS.

This ensures a degree of consistency with other management systems standards, such as ISO 9001 Quality
management systems, 1ISO 14001, Environmental management systems, ISO/IEC 27001, Information security
management systems, ISO/IEC 20000-1, Information technology — Service management, and 1SO 28000,
Specification for security management systems for the supply chain, thereby supporting consistent and
integrated implementation and operation with related management systems.

Figure 1 illustrates how a BCMS takes as inputs interested parties, requirements for continuity management
and, through the necessary actions and processes, produces continuity outcomes (i.e. managed business
continuity) that meet those requirements.

© 1SO 2012 — All rights reserved \%
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management system (BCMS)

C Continual improvement of business continuity ‘

Establish
(Plan)
Interested Intirrelisethed
parties 4
Maintain and Implement
improve and operate
(Act) (Do)
Requurgments Managed
for Qusiness i
continuity ; business
Monitor and continuity
‘ review ‘
(Check)
Figure 1 — PDCA model appliedto BCMS processes
Table 1 — Explanation of PDCA model
Plan Establish business continuity policy, objectives, targets, controls, processes and
(Establish) procedures relevant to improving business continuity in order to deliver results that align
with the organization’s overall policies and objectives.
Do Implement and.operate the business continuity policy, controls, processes and
(Implement gnd operate) | procedures.
Check Monitor-and review performance against business continuity policy and objectives,
(Monitor and|review) report'the results to management for review, and determine and authorize actions for
remediation and improvement.
Act Maintain and improve the BCMS by taking corrective action, based on the results of
(Maintain angl improve) management review and reappraising the scope of the BCMS and business continuityf
policy and objectives.
0.3 Components of PDCA in this International Standard

In the Plan-Do-Check-Act model as shown in Table 1, Clause 4 through Clause 10 in this International Standard
cover the following components.

— Clause 4 is a component of Plan. It introduces requirements necessary to establish the context of the
BCMS as it applies to the organization, as well as needs, requirements, and scope.

— Clause 5 is a component of Plan. It summarizes the requirements specific to top management’s role in the
BCMS, and how leadership articulates its expectations to the organization via a policy statement.

— Clause 6 is a component of Plan. It describes requirements as it relates to establishing strategic objectives
and guiding principles for the BCMS as a whole. The content of Clause 6 differs from establishing risk
treatment opportunities stemming from risk assessment, as well as business impact analysis (BIA) derived
recovery objectives.

vi © IS0 2012 — All rights reserved
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NOTE The business impact analysis and risk assessment process requirements are detailed in Clause 8.

— Clause 7 is a component of Plan. It supports BCMS operations as they relate to establishing competence
and communication on a recurring/as-needed basis with interested parties, while documenting, controlling,
maintaining and retaining required documentation.

— Clause 8 is a component of Do. It defines business continuity requirements, determines how to address
them and develops the procedures to manage a disruptive incident.

— Clause 9 is a component of Check. It summarizes requirements necessary to measure business continuity
management performance, BCMS compliance with this International Standard and management’s
expectations, and seeks feedback from management regarding expectations.

— Clause 10 is a component of Act. It identifies and acts on BCMS non-conformance throughieorfective action.

© IS0 2012 — All rights reserved Vi
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INTERNATIONAL STANDARD 1ISO 22301:2012(E)

Societal security — Business continuity management
systems — Requirements

1 Scope

This International Standard for business continuity management specifies requirements to plan, establish,
|mp| mnnf’ npnrnfn, mnni+nr, rn\lin\u, maintain and r\r\nfinnally imrr_\rn\lo a2 documented manage ent system
to prptect against, reduce the likelihood of occurrence, prepare for, respond to, and recover‘fr¢m disruptive
incidents when they arise.

The requirements specified in this International Standard are generic and intended.to. be applicable to all
organizations, or parts thereof, regardless of type, size and nature of the organization}Fhe extent pf application
of these requirements depends on the organization’s operating environment andcomplexity.

It is not the intent of this International Standard to imply uniformity in the structure of a Businegs Continuity
Management System (BCMS), but for an organization to design a BCMS. that is appropriate to ifs needs and
that meets its interested parties’ requirements. These needs are shapéd by legal, regulatory, organizational
and ipdustry requirements, the products and services, the processes‘employed, the size and stijucture of the
orgamization, and the requirements of its interested parties.

This |nternational Standard is applicable to all types and sizes.of organizations that wish to
a) establish, implement, maintain and improve a BCMS;

b) Insure conformity with stated business continuity policy,

c) demonstrate conformity to others,

d) geek certification/registration of its BEMS by an accredited third party certification body, or

e) 1nake a self-determination and self-declaration of conformity with this International Standard|

This International Standard can(be ‘used to assess an organization’s ability to meet its own continuity needs
and gbligations.

2 Normative reférences

The fpllowing doecyments, in whole or in part, are normatively referenced in this document and are indispensable
for it application.'For dated references, only the edition cited applies. For undated references, thellatest edition
of the referenced document (including any amendments) applies.

Ther? are no normative references.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31

activity

process or set of processes undertaken by an organization (or on its behalf) that produces or supports one or
more products and services

EXAMPLE Such processes include accounts, call centre, IT, manufacture, distribution.

© 1S0O 2012 — All rights reserved 1
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3.2
audit

systematic, independent and documented process for obtaining audit evidence and evaluating it objectively to
determine the extent to which the audit criteria are fulfilled

NOTE 1
combined aud
NOTE 2 “Al

3.3

it (combining two or more disciplines).

udit evidence” and “audit criteria” are defined in ISO 19011.

business continuity

An audit can be an internal audit (first party) or an external audit (second party or third party), and it can be a

capability of
following dis

[SOURCE: I

3.4
business cg
holistic mana
operations th
resilience wi
reputation, b

3.5
business cd
BCMS

part of the o
and improve

NOTE TH
procedures, p

3.6
business cg
documented

level of operation following disruption

NOTE T

3.7
business cd
ongoing mary
implement a

3.8
business inj

the organization to continue delivery of products or services at acceptable predefined, |
uptive incident

5O 22300]

ntinuity management

gement process that identifies potential threats to an organization and (the impacts to bus
ose threats, if realized, might cause, and which provides a framework for building organiza
h the capability of an effective response that safeguards the interests of its key stakeho
rand and value-creating activities

ntinuity management system

erall management system that establishes, implements, operates, monitors, reviews, mair
5 business continuity

e management system includes organizational\structure, policies, planning activities, responsib
focesses and resources.

ntinuity plan
procedures that guide organizations to respond, recover, resume, and restore to a pre-dg

pically this covers resources, services and activities required to ensure the continuity of critical business fun

ntinuity programme
agement and’governance process supported by top management and appropriately resourd
nd maintain business continuity management

pact analysis

process of a

evels

ness
ional
ders,

tains

ilities,

fined

tions.

ed to

palyzing actitivites and the effect that a business disruption might have upon them

[SOURCE: ISO 22300]

3.9

competence

ability to app

3.10
conformity

ly knowledge and skills to achieve intended results

fulfilment of a requirement

[SOURCE: ISO 22300]
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3N
continual improvement
recurring activity to enhance performance

[SOURCE: ISO 22300]

312
correction
action to eliminate a detected nonconformity

[SOURCE: 1SO 22300]

3.131
corrective action
actiop to eliminate the cause of a nonconformity and to prevent recurrence

NOTH In the case of other undesirable outcomes, action is necessary to minimize or eliminate causes
impagt or prevent recurrence. Such actions fall outside the concept of “corrective action” inthe’sense of thi

[SOURCE: 1SO 22300]

3.14
docyment
information and its supporting medium

NOTH 1 The medium can be paper, magnetic, electronic or optical’computer disc, photograph or maste
combjnation thereof.

NOTH 2 A set of documents, for example specifications and\records, is frequently called “documentatio

315
docuymented information
information required to be controlled and maintaiped by an organization and the medium on which i

NOTH 1 Documented information can be_imvany format and on any media from any source.
NOTE 2  Documented information can refer to

— the management system, including related processes;

— ipformation created in ordef for the organization to operate (documentation);

— gvidence of results achiieved (records).

3.16
effegtiveness
extent to whichplanned activities are realized and planned results achieved

[SOUREE: 1SO 22300]

and to reduce
s definition.

r sample, or a

tis contained

347
event
occurrence or change of a particular set of circumstances

NOTE 1  An event can be one or more occurrences, and can have several causes.

NOTE 2  An event can consist of something not happening.

NOTE 3  An event can sometimes be referred to as an “incident” or “accident”.

NOTE 4 An event without consequences may also be referred to as a “near miss”, “incident”, “near hit”,

[SOURCE: ISO/IEC Guide 73]

© 1SO 2012 — All rights reserved
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3.18
exercise
process to train for, assess, practice, and improve performance in an organization

NOTE 1 Exercises can be used for: validating policies, plans, procedures, training, equipment, and inter-organizational
agreements; clarifying and training personnel in roles and responsibilities; improving inter-organizational coordination
and communications; identifying gaps in resources; improving individual performance; and identifying opportunities for
improvement, and controlled opportunity to practice improvisation.

NOTE 2 A testis a unique and particular type of exercise, which incorporates an expectation of a pass or fail element
within the goal or objectives of the exercise being planned.

[SOURCE: 1$6223601

319
incident
situation thaf might be, or could lead to, a disruption, loss, emergency or crisis

[SOURCE: 1$0 22300]

3.20
infrastructure
system of fagilities, equipment and services needed for the operation of an organization

3.21
interested party
stakeholder
person or organization that can affect, be affected by, or perceive thenaselves to be affected by a decision or agtivity

NOTE This can be an individual or group that has an interest invany decision or activity of an organization.

3.22
internal audit
audit condugted by, or on behalf of, the organizatiop‘itself for management review and other internal purppses,
and which mjght form the basis for an organization's self-declaration of conformity

NOTE In[many cases, particularly in smallér.organizations, independence can be demonstrated by the freedonp from
responsibility for the activity being audited.

3.23

invocation
act of declar|ng that an organization’s business continuity arrangements need to be put into effect in orgler to
continue delivery of key products or services

3.24
management system
set of interrellated orinteracting elements of an organization to establish policies and objectives, and procgsses
to achieve thpse, objectives

NOTE 1 A management system can address a single discipline or several disciplines.
NOTE 2  The system elements include the organization’s structure, roles and responsibilities, planning, operation, etc.
NOTE 3 The scope of a management system can include the whole of the organization, specific and identified

functions of the organization, specific and identified sections of the organization, or one or more functions across a group
of organizations.

4 © 1S0 2012 — All rights reserved
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mum acceptable outage

time it would take for adverse impacts, which might arise as a result of not providing a product/service or

ct/service or

performing an activity, to become unacceptable

NOTE See also maximum tolerable period of disruption.

3.26

maximum tolerable period of disruption

MTPD

time itowould take for adverse imlnnr‘fe’ which migh’r arise as a result of not Ir\rn\/iriinc a Ir\rnr’ll
perfgrming an activity, to become unacceptable

NOTH See also maximum acceptable outage.

3.27

measurement

procgss to determine a value

3.28

minijmum business continuity objective

MBCO

minimum level of services and/or products that is acceptable te\the organization to achieve
objedtives during a disruption

3.29

monjtoring

determining the status of a system, a process or an agtivity

NOTH To determine the status there may be a need to check, supervise or critically observe.
3.30

mutyal aid agreement

pre-grranged understanding between two or more entities to render assistance to each other

[SOU

3.31
nond

RCE: ISO 22300]

onformity

non-fulfilment of a requirement

[SOU

3.32
obje
resul

RCE: ISO 22300]

ctive
to’be‘achieved

NOTE™T An objective can be strategic, tactical or operational.

NOTE 2

and can apply at different levels [such as strategic, organization-wide, project, product and process).

NOTE 3

as a societal security objective or by the use of other words with similar meaning (e.g. aim, goal, or target).

NOTE 4

organ

© 18O

ization, consistent with the societal security policy, to achieve specific results.

2012 — All rights reserved

its business

Objectives can relate to different disciplines (such as financial, health and safety, and environmental goals)

An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an operational criterion,

In the context of societal security management systems standards, societal security objectives are set by the
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3.33

organization
person or group of people that has its own functions with responsibilities, authorities and relationships to
achieve its objectives

NOTE 1 The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm, enterprise,
authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not, public or private.

NOTE 2 For organizations with more than one operating unit, a single operating unit can be defined as an organization.

3.34

outsource (verb)

make an arrg

NOTE An external organization is outside the scope of the management system, although the outsourced funct

process is wit|

3.35
performanc
measurable

NOTE 1 P4

NOTE 2  Pg
organizations,

3.36
performanc
process of d

3.37
personnel
people worki

NOTE TH

3.38
policy
intentions an

3.39
procedure
specified wa

3.40
process
set of interre

ngement where an external organization performs part of an organization’s function or prod

Nin the scope.

e
esult

rformance can relate either to quantitative or qualitative findings.

rformance can relate to the management of activities, processes, products (including services), syste

e evaluation

btermining measurable results

hg for and under the control of the organization

e concept of personnel includes, but is'Aetlimited to employees, part-time staff, and agency staff.

d direction of an organization’as formally expressed by its top management

to carry out an activity or a process

ated orinteracting activities which transforms inputs into outputs

3.4

€SS

ion or

ms or

products and services
beneficial outcomes provided by an organization to its customers, recipients and interested parties, e.g.

manufactured items, car insurance and community nursing

3.42

prioritized activities

activities to which priority must be given following an incident in order to mitigate impacts

NOTE Terms in common use to describe activities within this group include: critical, essential, vital, urgent and key.

[SOURCE: ISO 22300]
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record
statement of results achieved or evidence of activities performed

3.44

recovery point objective

RPO

point to which information used by an activity must be restored to enable the activity to operate on resumption
NOTE Can also be referred to as “maximum data loss”.

3.45

recoyery time objective

RTO

period of time following an incident within which

—

I q

roduct or service must be resumed, or

qctivity must be resumed, or

— 1rlesources must be recovered

NOTH
the a
unacd

3.46
requ
need

NOTH
partie

NOTH

3.47
reso
all ag
inforr
to op

3.48
risk
effec]
NOTH

NOTH

For products, services and activities, the recovery time objectivermust be less than the time it
lverse impacts that would arise as a result of not providing a productiservice or performing an acti
eptable.

rement
or expectation that is stated, generally implied or obligatory

s that the need or expectation under considerationtis implied.

2 A specified requirement is one that jsistated, for example in documented information.

irces

sets, people, skills, informatien; technology (including plant and equipment), premises, and
hation (whether electroni¢ ornot) that an organization has to have available to use, when negq
erate and meet its objective

of uncertaintyon objectives
1 Aneffect is a deviation from the expected — positive or negative.

2.7\ Objectives can have different aspects (such as financial, health and safety, and environmen

can g

would take for
ity to become

1 “Generally implied” means that it is a customary or common practice for the organization and interested

supplies and
ded, in order

tal goals) and

pply at different levels (such as strategic, organization-wide, project, product and process). An ob

ective can be

expressed in other ways, e.g. as an intended outcome, a purpose, an operational criterion, as a business continuity
objective or by the use of other words with similar meaning (e.g. aim, goal, or target).

NOTE 3

3.6.1.3), or a combination of these.

NOTE 4

circumstances) and the associated likelihood (Guide 73, 3.6.1.1) of occurrence.

NOTE 5

event, its consequence, or likelihood.

© 18O
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Risk is often characterized by reference to potential events (Guide 73, 3.5.1.3) and consequences (Guide 73,

Risk is often expressed in terms of a combination of the consequences of an event (including changes in

Uncertainty is the state, even partial, of deficiency of information related to, understanding or knowledge of, an
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NOTE 6 In the context of business continuity management system standards, business continuity objectives are set
by the organization, consistent with the business continuity policy, to achieve specific results. When applying the term risk
and components of risk management, this should be related to the objectives of the organization that include, but are not
limited to the business continuity objectives as specified in 6.2.

[SOURCE: ISO/IEC Guide 73]

3.49
risk appetite
amount and type of risk that an organization is willing to pursue or retain

3.50
risk assessfnent
overall procgss of risk identification, risk analysis and risk evaluation

[SOURCE: I1$0 Guide 73]

3.51
risk manag¢ément
coordinated factivities to direct and control an organization with regard to risk

[SOURCE: I$0 Guide 73]

3.52
testing
procedure for evaluation; a means of determining the presence, quality,~or veracity of something

NOTE 1 Tgsting may be referred to a “trial”.
NOTE 2  Tgsting is often applied to supporting plans.
[SOURCE: I$0 22300]

3.53
top management
person or group of people who directs and controls an organization at the highest level

NOTE 1 Tdp management has the power toidelegate authority and provide resources within the organization.

NOTE 2  If the scope of the management system covers only part of an organization then top management refers to
those who dirg¢ct and control that part of the organization.

3.54
verification
confirmation| through thesprovision of evidence, that specified requirements have been fulfilled

3.55
work environment
set of conditiphs)under which work is performed

NOTE Conditions include physical, social, psychological and environmental factors (such as temperature, recognition
schemes, ergonomics and atmospheric composition.

[SOURCE: ISO 22300]

4 Context of the organization

4.1 Understanding of the organization and its context

The organization shall determine external and internal issues that are relevant to its purpose and that affect its
ability to achieve the intended outcome(s) of its BCMS.

8 © 1S0 2012 — All rights reserved
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These issues shall be taken into account when establishing, implementing and maintaining the organization’s BCMS.

The

a)

b)

<)

In esfabtistimgthecontext, the orgamnization statt

4.2

4.2.11 General

When establishing its BCMS, the organization shall determine

a)

b)

4.2.2] Legal and regulatory requirements

The

the a

The

organization subscribes.are taken into account in establishing, implementing and maintaining its

The
and

4.3

organization shall identify and document the following:

the organization’s activities, functions, services, products, partnerships, supply chains, relat
interested parties, and the potential impact related to a disruptive incident;

links between the business continuity policy and the organization’s objectives and other polic
its overall risk management strategy; and

the organization’s risk appetite.

ionships with

ies, including

1) articulate its objectives, including those concerned with business continuity,

[NEY

) define the external and internal factors that create the uncertainty that gives rise to risk,

3

3) setrisk criteria taking into account the risk appetite, and

4) define the purpose of the BCMS.

Understanding the needs and expectations of interested parties

Ie interested parties that are relevant to the BCMS-and

e requirements of these interested parties (i:€” their needs and expectations whether stat
implied or obligatory).

grganization shall establish, implement and maintain a procedure(s) to identify, have access tq

prganization shall ensure that these applicable legal, regulatory and other requirements

¢rganization shall document this information and keep it up-to-date. New or variations to leg
gther requirements shall be communicated to affected employees and other interested partig

Determining the scope of the business continuity management system

ed, generally

, and assess

bplicable legal and regulatory fequirements to which the organization subscribes related to the continuity
of its|operations, products and’services, as well as the interests of relevant interested parties.

to which the
BCMS.

al, regulatory
S.

4.3.1 General

The organization shall determine the boundaries and applicability of the BCMS to establish its scope.

When determining this scope, the organization shall consider

The

the external and internal issues referred to in 4.1, and
the requirements referred to in 4.2.

scope shall be available as documented information.
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4.3.2 Scope of the BCMS

The organization shall

establish the parts of the organization to be included in the BCMS,

obligations (including those related to interested parties), and legal and regulatory responsibilities,

identify products and services and all related activities within the scope of the BCMS,

establish BCMS requirements, considering the organization’s mission, goals, internal and external

take into account interested parties’ needs and interests, such as customers, investors, shareholders, the

a)
b)
c)
d)
supply ¢
e) define t
organiza
When definin
not affect the
the BCMS rg

or regulatoryj

daln, puplic anasor community Input and neeas, expectations ana Interests (as appropriate),

ne scope of the BCMS in terms of and appropriate to the size, nature and compléxity g
tion.

g the scope, the organization shall document and explain exclusions; any su¢hyexclusions
organization’s ability and responsibility to provide continuity of business andopérations that
quirements, as determined by business impact analysis or risk assessment and applicable
requirements.

4.4 Business continuity management system

The organizs
needed and

5 Leader

5.1 Leads

Personsinto
leadership w|

EXAMPLE
the effectivend

5.2 Manag

Top manage

ensuring
are com

ensuring
busines

and

f the

shall
meet
legal

tion shall establish, implement, maintain and continually impreve a BCMS, including the procgsses

heir interactions, in accordance with the requirements of this International Standard.

ship

rship and commitment

b management and other relevant managementroles throughout the organization shall demon
th respect to the BCMS.

This leadership and commitment can be shown by motivating and empowering persons to contrib
ss of the BCMS.

pjement commitment
ment shall demonstrate leadership and commitment with respect to the BCMS by

that policies-and objectives are established for the business continuity management syster
patible with)the strategic direction of the organization,

thedintegration of the business continuity management system requirements into the organiza

strate

ute to

h and

tion’s

b Processes,

ensuring that the resources needed for the business continuity management system are available,

requirements,

ensuring that the BCMS achieves its intended outcome(s),
directing and supporting persons to contribute to the effectiveness of the BCMS,

promoting continual improvement, and

to their areas of responsibility.

10

communicating the importance of effective business continuity management and conforming to the BCMS

supporting other relevant management roles to demonstrate their leadership and commitment as it applies
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NOTE 1 Reference to “business” in this International Standard is intended to be interpreted broadly to mean those
activities that are core to the purposes of the organization’s existence.

Top management shall provide evidence of its commitment to the establishment, implementation, operation,
monitoring, review, maintenance, and improvement of the BCMS by

— establishing a business continuity policy,
— ensuring that BCMS objectives and plans are established,

— establishing roles, responsibilities, and competencies for business continuity management, and

uthority and

¢ompetencies to be accountable for the implementation and maintenance of the BCMS.
NOTH 2  These persons can hold other responsibilities within the organization.

Top management shall ensure that the responsibilities and authorities for relevant-roeles are gssigned and
comrunicated within the organization by

— dlefining the criteria for accepting risks and the acceptable levels of risk;
— actively engaging in exercising and testing,

Insuring that internal audits of the BCMS are conducted,
— ¢onducting management reviews of the BCMS, and

— demonstrating its commitment to continual improvement.

5.3 |Policy

Top management shall establish a business continuity policy that

a) ip appropriate to the purpose of the arganization,

b) provides a framework for setting business continuity objectives,
¢) ipcludes a commitment to satisfy applicable requirements,

d) ipcludes a commitment to ‘continual improvement of the BCMS.
The BCMS policy shall

— e available.as documented information,

— Ibe communicated within the organization,

— be-available to interested parties, as appropriate,

— be reviewed for continuing suitability at defined intervals and when significant changes occur

The organization shall retain documented information on the business continuity policy.

5.4 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned and
communicated within the organization.

Top management shall assign the responsibility and authority for
a) ensuring that the management system conforms to the requirements of this International Standard, and

b) reporting on the performance of the BCMS to top management.
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6 Planning

6.1 Actions to address risks and opportunities

When planning for the BCMS, the organization shall consider the issues referred to in 4.1 and the requirements

referred to in

prevent,

4.2 and determine the risks and opportunities that need to be addressed to

ensure the management system can achieve its intended outcome(s),

or reduce, undesired effects,

antinnal toaneay A ant

achieve

The organiza

a) actions {
b) how to
1) inte

2) eva

Ot o T TPTOVETTITOTTC

tion shall plan

0 address these risks and opportunities,

jrate and implement the actions into its BCMS processes (see 8.1),

uate the effectiveness of these actions (see 9.1).

6.2 Business continuity objectives and plans to achieve them

Top manage
relevant fung

The busines
a) becons
b) take acq

achieve
Cc) be meag
d) take intg
e) be moni

The organizg
To achieve it
who will

what wil

ment shall ensure that business continuity objectives are established and communicatg
tions and levels within the organization.

5 continuity objectives shall
stent with the business continuity policy,

ount of the minimum level of products and services that is acceptable to the organizati
its objectives,

urable,

account applicable requirements, and

ored and updated as appropriate.

tion shall retain decumented information on the business continuity objectives.
5 business continuity objectives, the organization shall determine

be responsible,

b€ done,

d for

pon to

how the

what resources will be required,

when it will be completed, and

results will be evaluated.

7 Support

71

Resources

The organization shall determine and provide the resources needed for the establishment, implementation,
maintenance and continual improvement of the BCMS.

12
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Competence

rganization shall

a) determine the necessary competence of person(s) doing work under its control that affects its performance,

b) ensure that these persons are competent on the basis of appropriate education, training, and experience,

c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness of
the actions taken, and

d) retain appropriate documented information as evidence of competence.

NOTH

of current employed persons; or the hiring or contracting of competent persons.

7.3

Perspns doing work under the organization’s control shall be aware of

a)

b)

c)
d)
7.4

Thed

a)

b) when to communicate,

c) \ith whom to communicate(

The q

— ipternal communication amongst interested parties and employees within the organization,

— external communication with customers, partner entities, local community, and other interg
ihcluding theimedia,

— 1eceiving, documenting, and responding to communication from interested parties,

Applicable actions can include, for example: the provision of training to, the mentoring of, or. thel

Awareness

e business continuity policy,

eir contribution to the effectiveness of the BCMS, including the benefits of improved busing
anagement performance,

e implications of not conforming with the BCMS requirements, and

eir own role during disruptive incidents.

Communication
rganization shall determine the need for internal and external communications relevant to the BQ

n what it will communicate,

rganization shall establish, implement, and maintain procedure(s) for

reassignment

ss continuity

MS including

sted parties,

dapting and integrating a national or regional threat advisory system, or equivalent, into

pblanning and

operational use, if appropriate,

— ensuring availability of the means of communication during a disruptive incident,

— facilitating structured communication with appropriate authorities and ensuring the interoperability of
multiple responding organizations and personnel, where appropriate, and

— operating and testing of communications capabilities intended for use during disruption of normal
communications.

NOTE Further requirements for communication in response to an incident are specified in 8.4.3.

© 18O
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7.5 Documented information

7.5.1 General

The organization’s BCMS shall include

— documented information required by this International Standard, and

— documented information determined by the organization as being necessary for the effectiveness of the BCMS.

NOTE The extent of documented information for a BCMS can differ from one organization to another due to

— the size ¢f organization and its type of activities, processes, products and services,
— the comglexity of processes and their interactions, and

— the competence of persons.

7.5.2 Creafing and updating
When creating and updating documented information, the organization shall ensure-@ppropriate
a) identific@tion and description (e.g. a title, date, author or reference number),

b) format (p.g. language, software version, graphics) and media (e.g)pdaper, electronic), and review and
approva| for suitability and adequacy.

7.5.3 Control of documented information
Documented information required by the BCMS and by this Iaternational Standard shall be controlled to ensure
a) itis available and suitable for use, where and when-it is needed,

b) it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).
For the contrpl of documented information, the organization shall address the following activities, as applicable
— distribut|on, access, retrieval and use;

— storage pnd preservation, including preservation of legibility,
— control gf changes (e.g. version control),

— retention and disposition;

— retrievalland use,

— preservation.of legibility (i.e. clear enough to read), and
— preventiLWWmmmy@?mmmﬂ—' i for.

Documented information of external origin determined by the organization to be necessary for the planning and
operation of the BCMS shall be identified, as appropriate, and controlled.

When establishing control of documented information, the organization shall ensure that there is adequate protection
for the documented information (e.g. protection against compromise, unauthorized modification or deletion).

NOTE Access implies a decision regarding the permission to view the documented information, or the permission
and authority to view and change the documented information, etc.
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8 Operation

8.1

The

Operational planning and control

organization shall plan, implement and control the processes needed to meet requirements, and to

implement the actions determined in 6.1, by

a)
b)

<)

The

actiop to mitigate any adverse effects, as necessary.

The

8.2

8.2.1| General

The

impagt analysis and risk assessment that

establishing criteria for the processes,

implementing control of the processes in accordance with the criteria, and

keanina—dacmantadinformation to tha aviant nacaccoamy ta hoy o
Py OoComCTmC O O T atroOTT tO— T~ CATCT T e CCooary tO—Tave

been carried out as planned.

confidence—that-the—processes have

¢rganization shall control planned changes and review the consequences of unintended changes, taking

aorganization shall ensure that outsourced processes are controlled.

Business impact analysis and risk assessment

brganization shall establish, implement and maintain a forthal and documented process [for business

a) e¢stablishes the context of the assessment, defings Criteria and evaluates the potential|impact of a
disruptive incident,

b) tiakes into account legal and other requirements to which the organization subscribes,

¢) ipcludes systematic analysis, prioritization ©of risk treatments, and their related costs,

d) defines the required output from thé business impact analysis and risk assessment, and

e) gpecifies the requirements forthis information to be kept up-to-date and confidential.

NOTH There are various methpdologies for business impact analysis and risk assessment which will|determine the

order|in which these will be canducted.

8.2.2| Business impact analysis

The

brganizationshall establish, implement, and maintain a formal and documented evaluation process for

determining confinuity and recovery priorities, objectives and targets. This process shall include gssessing the

impagts ofidisrupting activities that support the organization’s products and services.

The
a)

b)

thusiness impact analysis shall include the following:

identifying activities that support the provision of products and services;
assessing the impacts over time of not performing these activities;

setting prioritized timeframes for resuming these activities at a specified minimum acceptable level, taking
into consideration the time within which the impacts of not resuming them would become unacceptable; and

identifying dependencies and supporting resources for these activities, including suppliers, outsource
partners and other relevant interested parties.
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assessment

The organization shall establish, implement, and maintain a formal documented risk assessment process that
systematically identifies, analyses, and evaluates the risk of disruptive incidents to the organization.

NOTE

This process could be made in accordance with ISO 31000.

The organization shall

a) identify risks of disruption to the organization’s prioritized activities and the processes, systems, information,
people, assets, outsource partners and other resources that support them,

b) systemaficatty anmatyse 1isK;

c) evaluatd which disruption related risks require treatment, and

d) identify [treatments commensurate with business continuity objectives and in accordance with the
organization’s risk appetite.

NOTE The organization must be aware that certain financial or governmental obligations require the communigation

of these risks pt varying levels of detail. In addition, certain societal needs can also warrantssharing of this informafion at

an appropriatg level of detail.

8.3 Business continuity strategy

8.3.1 Detefmination and selection

Determination and selection of strategy shall be based on the qutputs from the business impact analysis and

risk assessment.

The organization shall determine an appropriate business.continuity strategy for

a) protecting prioritized activities,

b) stabilizing, continuing, resuming and recovering prioritized activities and their dependencies and suppgrting
resourcgs, and

c) mitigating, responding to and managing impacts.

The determination of strategy shall(include approving prioritized time frames for the resumption of activitfes.

The organization shall conduct-evaluations of the business continuity capabilities of suppliers.

8.3.2 Establishing resource requirements

The organizgtion shall'determine the resource requirements to implement the selected strategies. The types of

resources cg

a) people,

b)

finance,

nsidered shall include but not be limited to

information and data,

buildings, work environment and associated utilities,
facilities, equipment and consumables,

information and communication technology (ICT) systems,

transportation,

and

partners and suppliers.
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8.3.3 Protection and mitigation

For identified risks requiring treatment, the organization shall consider proactive measures that
a) reduce the likelihood of disruption,

b) shorten the period of disruption, and

¢) limit the impact of disruption on the organization’s key products and services.

The organization shall choose and implement appropriate risk treatments in accordance with its risk appetite.

8.4 |Establish and implement business continuity procedures

8.4.1 General

The qrganization shall establish, implement, and maintain business continuity proceduresto managg a disruptive
incidgnt and continue its activities based on recovery objectives identified in the business impact analysis.

The prganization shall document procedures (including necessary arrangements) to ensure |continuity of
activities and management of a disruptive incident.

The procedures shall

a) istablish an appropriate internal and external communications protocol,

b) be specific regarding the immediate steps that are to be taken during a disruption,

c) e flexible to respond to unanticipated threats and,changing internal and external conditions
d) focus on the impact of events that could potentially disrupt operations,

e) Ie developed based on stated assumptions'and an analysis of interdependencies, and

f)  be effective in minimizing consequenges through implementation of appropriate mitigation s{rategies.

8.4.2| Incident response structure

The prganization shall establish, document, and implement procedures and a management| structure to
respond to a disruptive ineident using personnel with the necessary responsibility, authority and|competence
to mgnage an incident,

The nesponse structure shall
a) identify impact thresholds that justify initiation of formal response,

b) assessthe nature and extent of a disruptive incident and its potential impact,

C) ut;vatc arl appl Upl IGtC buo;l 1ICoo UUI It;l |u;t_y ICO}JUI 10T,
d) have processes, and procedures for the activation, operation, coordination, and communication of the response,

e) have resources available to support the processes and procedures to manage a disruptive incident in
order to minimize impact, and

f) communicate with interested parties and authorities, as well as the media.

The organization shall decide, using life safety as the first priority and in consultation with relevant interested
parties, whether to communicate externally about its significant risks and impacts and document its decision. If
the decision is to communicate then the organization shall establish and implement procedures for this external
communication, alerts and warnings including the media as appropriate.
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8.4.3 Warning and communication

The organization shall establish, implement and maintain procedures for

a)
b)

c)

The communjication and warning procedures shall be regularly exercised.

detecting an incident,

regular

monitoring of an incident,

internal communication within the organization and receiving, documenting and responding to
communication from interested parties,

receiving, documenting and responding to any national or regional risk advisory system or equivalent,

assuringd availability of the means of communication during a disruptive incident,

facilitati

recording of vital information about the incident, actions taken and decisions made, andrthe following

also be

alerting

assuring the interoperability of multiple responding organizations and persqonhel;

operation of a communications facility.

8.4.4 Busi

The organiz

will continue|or recover its activities within a predetermined timeframe. Such procedures shall addres
requirementg of those who will use them.

The busines$ continuity plans shall collectively contain

a)
b)

c)

18

defined

a proce

details tp manage the immediatel consequences of a disruptive incident giving due regard to

1) the

2) strafegic, tactical'and operational options for responding to the disruption, and

3) pre

details gnow and under what circumstances the organization will communicate with employees and

relative

ng structured communication with emergency responders,

considered and implemented where applicable:

nterested parties potentially impacted by an actual or impending disruptive’ incident;

Iess continuity plans

tion shall establish documented procedures for‘responding to a disruptive incident and h

foles and responsibilities for people and teams having authority during and following an inci

gs for activating the response;
welfare of individtals,

ention«efifdrther loss or unavailability of prioritized activities;

shall

ow it
s the

dent,

their

. I(ay interested pnrﬁne and emergency r\nnfnr\fc,

how the organization will continue or recover its prioritized activities within predetermined timeframes,

details of the organization’s media response following an incident, including

1) acommunications strategy,

2) pre

ferred interface with the media,

3) qguideline or template for drafting a statement for the media, and

4) appropriate spokespeople;

a proce

ss for standing down once the incident is over.
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Each plan shall define

8.4.5| Recovery

The

meagures adopted to support normal business requirements after an‘incident.

purpose and scope,

objectives,

activation criteria and procedures,
implementation procedures,

roles, responsibilities, and authorities,

pProceottroyy

internal and external interdependencies and interactions,
flesource requirements, and

information flow and documentation processes.

grganization shall have documented procedures to restore and returnusiness activities from t

ne temporary

8.5 | Exercising and testing

The @rganization shall exercise and test its business continuity procedures to ensure that they are consistent

with its business continuity objectives.

The ¢rganization shall conduct exercises and tests that

a) are consistent with the scope and objectives of the BCMS,

b) are based on appropriate scenarios-that are well planned with clearly defined aims and objeftives,

C) ken together over time validate the whole of its business continuity arrangements, involying relevant
interested parties,

d) minimize the risk of disruption of operations,

e) produce formalized\post-exercise reports that contain outcomes, recommendations anfd actions to
implement improvements,

f)  qre reviewedWwithin the context of promoting continual improvement, and

g) are conducted at planned intervals and when there are significant changes within the orgapization or to
%e environment in which it operates.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.1.1 General

The organization shall determine

a) what needs to be monitored and measured,

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid results,

¢) when the monitoring and measuring shall be performed, and
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