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Foreword

1:2019(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

any

rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ht rights. ISO shall not be held responsible for identifying any or all such/patent right
batent rights identified during the development of the document will'be in the Introdug

on the ISO list of patent declarations received (see www.iso.org/patents);
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trade name used in this document is information given for thé convenience of users a
titute an endorsement.

an explanation of the voluntary nature of standards, the meaning of ISO specific
essions related to conformity assessment, as welléas information about ISO’s adher]
d Trade Organization (WTO) principles in the Teclihical Barriers to Trade (TBT) see w]|

iso/floreword.html.

This
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document was prepared by Technical Comitittee ISO/TC 292, Security and resilience.

second edition cancels and replaces thefirst edition (ISO 22301:2012), which has been
sed. The main changes compared withithe previous edition are as follows:

SO’s requirements for management system standards, which have evolved since 2017
hpplied;

Fequirements have beer clarified, with no new requirements added;
Hiscipline-specific business continuity requirements are now almost entirely within Cl:

Clause 8 has beente-structured to provide a clearer understanding of the key require

hnd to reflect current thinking.

feedback or questions on this document should be directed to the user’s national stand

com

plete listing of these bodies can be found at www.iso.org/members.html.

htion is drawn to the possibility that some of the elements of this documént-may be th

fenance are
bded for the
ce with the

e subject of
5. Details of
tion and/or

Ind does not

terms and
ence to the

WWw.iso.org/

technically

, have been

huse 8;

nts;

n[e
h number. of-discipline-specific business continuity terms have been modified to impfove clarity

rds body. A
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Introduction

0.1 General

This document specifies the structure and requirements for implementing and maintaining a business
continuity management system (BCMS) that develops business continuity appropriate to the amount
and type of impact that the organization may or may not accept following a disruption.

The outcomes of maintaining a BCMS are shaped by the organization’s legal, regulatory, organizational
and industry requirements, products and services provided, processes employed, size and structure of

the organiz

tion 311{1 thn reguirements r\f its intnractnd parties-

ation,and guirement
A BCMS emphasizes the importance of:
— undersfanding the organization’s needs and the necessity for establishing busingss-contifguity
policied and objectives;
— operating and maintaining processes, capabilities and response structures,for ensuring the
organization will survive disruptions;
— monitoling and reviewing the performance and effectiveness of the BCMS;
— continuyal improvement based on qualitative and quantitative meastires.
A BCMS, likg any other management system, includes the following.components:
a) apolicy;
b) competent people with defined responsibilities;
€) managément processes relating to:
1) poljcy;
2) plapning;
3) implementation and operations
4) perfformance assessment;
5) maphagement review;
6) cortinual improvement;
d) documg¢nted infermation supporting operational control and enabling performance evaluatior].
0.2 Benefits of @business continuity management system
The purposL of a BCMS is to prepare for, provide and maintain controls and capabilities for mandging

an organization’s overall ability to continue to operate during disruptions. In achieving this, the
organization is:

a) from a business perspective:

Vi

1) supporting its strategic objectives;

2) cre

ating a competitive advantage;

3) protecting and enhancing its reputation and credibility;

© ISO 2019 - All rights reserved
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4) contributing to organizational resilience;
from a financial perspective:

1
2)

reducing legal and financial exposure;
reducing direct and indirect costs of disruptions;
from the perspective of interested parties:

1) protecting life, property and the environment;

1:2019(E)

Py Cconsidering the expectations of INterested parties;

B) providing confidence in the organization’s ability to succeed;
from an internal processes perspective:

1)

D) demonstrating proactive control of risks effectively and efficiently;

improving its capability to remain effective during disruptions;

B) addressing operational vulnerabilities.
Plan-Do-Check-Act (PDCA) cycle

document applies the Plan (establish), Do (implementiand operate), Check (monitor
Act (maintain and improve) (PDCA) cycle to impléinent, maintain and continually i
tiveness of an organization’s BCMS.

ensures a degree of consistency with otherihanagement systems standards, such 4
14001, ISO/IEC 20000-1, ISO/IEC 27001~and ISO 28000, thereby supporting con|
brated implementation and operation with related management systems.

cordance with the PDCA cycle, Clausés 4 to 10 cover the following components.

the organization, as well as«ieeds, requirements and scope.

Clause 5 summarizes thejrequirements specific to top management’s role in the BCM
eadership articulate§ its expectations to the organization via a policy statement.

Clause 6 describés)the requirements for establishing strategic objectives and guiding p
the BCMS as awhole.

Clause 7.supports BCMS operations related to establishing competence and commun

hndaetaining required documented information.

lmmn Q r‘nFInnr‘ lm-mnnm- ntinuity nandce dotarminne haovwvg +0 ~Addvnce than, 4
aerHiesS—ot neeas—aeterrHnes—hoeow—tto—aaaress—the

ind review)
mprove the

s ISO 9001,
sistent and

Clause 4 introduces the requiremeénts necessary to establish the context of the BCMS applicable to

S, and how

Finciples for

cation on a

Fecurring/as-needed basis with interested parties, while documenting, controlling, maintaining

d develops

Fa¥al 1
STITCSS \.uxx\.xnnul\.] cIrcTI—aT

procedures to manage the organization during a disruption.

BCMS conformity with this document, and to conduct management review.

corrective action.

Contents of this document

Clause 9 summarizes the requirements necessary to measure business continuity performance,

Clause 10 identifies and acts on BCMS nonconformity and continual improvement through

This document conforms to ISO’s requirements for management system standards. These requirements
include a high level structure, identical core text and common terms with core definitions, designed to
benefit users implementing multiple ISO management system standards.

© IS0 2019 - All rights reserved
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This document does not include requirements specific to other management systems, though its
elements can be aligned or integrated with those of other management systems.

This document contains requirements that can be used by an organization to implement a BCMS and to
assess conformity. An organization that wishes to demonstrate conformity to this document can do so by:

custom

seeking

making a self-determination and self-declaration; or

ers; or

confirmation of its self-declaration by a party external to the organization; or

seeking confirmation of its conformity by parties having an interest in the organization, such as

seeking

Clauses 1 t
that apply t
conformity

In this docu

a) “shall”

b) “should
c) “may”i
d) “can”in
Informatior
requireme

terminolog

Ilt. “Notes to entry” used in Clause 3 provide;additional information that supplement

certification/registration of its BCMS by an external organization.

b 3 in this document set out the scope, normative references and terms and definif
o the use of this document. Clauses 4 to 10 contain the requirements to be-used to a
to this document.

ment, the following verbal forms are used:

ndicates a requirement;

" indicates a recommendation;

hdicates a permission;

dicates a possibility or a capability.
marked as “NOTE” is for guidance in understanding or clarifying the associ

cal data and can contain provisions relatingto the use of a term.

ions
sess

ated
the

viii
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INTERNATIONAL STANDARD IS0 22301:2019(E)

Security and resilience — Business continuity
management systems — Requirements

1 Scope

This document specifies requirements to implement, maintain and improve a management system to
protEct against, reduce the lIkelihood of the occurrence of, prepare for, respond to and-r¢cover from
disryiptions when they arise.

The |requirements specified in this document are generic and intended to be ldappli¢able to all
organizations, or parts thereof, regardless of type, size and nature of the organization. The extent of
appljcation of these requirements depends on the organization’s operating enyironment and{complexity.

This|document is applicable to all types and sizes of organizations that:
a) |mplement, maintain and improve a BCMS;
b) keek to ensure conformity with stated business continuity pelicy;

c) heed to be able to continue to deliver products and services at an acceptable predefined capacity
Huring a disruption;

d) peek to enhance their resilience through the effective application of the BCMS.

This|document can be used to assess an organization’s ability to meet its own business continuity needs
and pbligations.

2 Normative references

The [following documents are referred to in the text in such a way that some or all of their content
congtitutes requirements of this:document. For dated references, only the edition cited ppplies. For
unddted references, the latest'edition of the referenced document (including any amendments) applies.

ISO 22300, Security and-resilience — Vocabulary

3 [ferms and definitions
For fhe purposes of this document, the terms and definitions given in ISO 22300 and the follgwing apply.

ISO gnddEC maintain terminological databases for use in standardization at the following alddresses:

— SO Ontime browsimg platformmavaitableat https//wwwiiso-org/obp

— IEC Electropedia: available at http://www.electropedia.org/

NOTE The terms and definitions given below supersede those given in ISO 22300:2018.

3.1
activity
set of one or more tasks with a defined output

[SOURCE: ISO 22300:2018, 3.1, modified — The definition has been replaced and the example has been
deleted.]

© IS0 2019 - All rights reserved 1
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3.2
audit

systematic, independent and documented process (3.26) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),

and it can be

a combined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.21) itself, or by an external party on its behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

Note 4 to enfry: The fundamental elements of an audit include the determination of the conformity (3.7

object accor(

Note 5 to enf
basis for an

responsibilif
party audits
persons on t
as those proy

Note 6 to ent]
management

3.3

business continuity

capability
acceptable {

[SOURCE: I
3.4

business continuity plan

documented
resume, reg
continuity (]

[SOURCE: IS
been delete

3.5
business in
process (3.2

Note 1 to enffry: The.OutCome is a statement and justification of business continuity (3.3) requirements (3.28)

[SOURCE: I

ling to a procedure carried out by personnel not being responsible for the object audited.

ry: An internal audit can be for management review and other internal purposes and‘can fori
prganization’s declaration of conformity. Independence can be demonstrated by thefreedom
y for the activity (3.1) being audited. External audits include second- and third-party audits. Se
are conducted by parties having an interest in the organization, such as customers, or by
heir behalf. Third-party audits are conducted by external, independent auditing organizations,
riding certification/registration of conformity or government agencies.

ry: This constitutes one of the common terms and core definitions of(the high level structure fo
system standards. The original definition has been modified by.ddding Notes 4 and 5 to entry.

f an organization (3.21) to continue the delivery;of products and services (3.27) w
ime frames at predefined capacity during a disriiption (3.10)

022300:2018, 3.24, modified — The definition has been replaced.]

information (3.11) that guides anorganization (3.21) to respond to a disruption (3.10)
over and restore the delivery, of-products and services (3.27) consistent with its bus
8.3) objectives (3.20)

0 22300:2018, 3.27, modified — The definition has been replaced and Note 1 to entry
d.]

npact analysis

0-22300:2018, 3.29, modified — The definition has been replaced and Note 1 to entry

6) of analysingthe impact (3.13) over time of a disruption (3.10) on the organization (3.21

pf an

h the
from
ond-
ther
such

r ISO

thin

and
iness

r has

r has

been added

]

3.6

competence
ability to apply knowledge and skills to achieve intended results

Note 1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
management system standards.

3.7

conformity
fulfilment of a requirement (3.28)

Note 1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
management system standards.

© ISO 2019 - All rights res
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3.8
continual improvement
recurring activity (3.1) to enhance performance (3.23)

Note 1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
management system standards.

3.9
corrective action
action to eliminate the cause(s) of a nonconformity (3.19) and to prevent recurrence

cture for ISO

yiation from
ctives (3.20)

docyimented information
information required to be controlled and maintained by an<organization (3.21) and the jmedium on
whigh it is contained

Note|1 to entry: Documented information can be in any formatand media, and from any source.

Note|2 to entry: Documented information can refer to:

— the management system (3.16), including relatedprocesses (3.26);
— Information created in order for the organization to operate (documentation);
— pvidence of results achieved (records):

Note|3 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
manggement system standards.

3.12
effegctiveness
extept to which plannéd-activities (3.1) are realized and planned results achieved

Note|1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
mangjgement systemn standards.

3.13
impact
outcphre of a disruption (3.10) affecting objectives (3.20)

[SOURCE: I1SO 22300:2018, 3.107, modified — The definition has been replaced.]

3.14
incident
event that can be, or could lead to, a disruption (3.10), loss, emergency or crisis

[SOURCE: 1SO 22300:2018, 3.111, modified — The definition has been replaced.]

© IS0 2019 - All rights reserved 3
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3.15
interested party (preferred term)
stakeholder (admitted term)

person or organization (3.21) that can affect, be affected by, or perceive itself to be affected by a decision

or activity (3.1)

EXAMPLE Customers, owners, personnel, providers, bankers, regulators, unions, partners or society that

can include competitors or opposing pressure groups.
Note 1 to entry: A decision maker can be an interested party.

Note 2 to entry: Impacted communities and local populations are considered to be interested parties

Note 3 to enfry: This constitutes one of the common terms and core definitions of the high level structur
ISO managerpent system standards. The original definition has been modified by adding an example-and Ng
and 2 to entry.

3.16
management system

set of interfrelated or interacting elements of an organization (3.21) to establish policies (3.24)
objectives (3.20) and processes (3.26) to achieve those objectives

Note 1 to enffry: A management system can address a single discipline or several disciplines.

Note 2 to enfry: The system elements include the organization’s structur€) roles and responsibilities, play
and operatiop.

Note 3 to erftry: The scope of a management system can includehe whole of the organization, specifi
identified fulnctions of the organization, specific and identified¥sections of the organization, or one or
functions acfoss a group of organizations.

Note 4 to enffry: This constitutes one of the common terms-and core definitions of the high level structure fo
management system standards.

3.17
measuremgent
process (3.26) to determine a value

Note 1 to enffry: This constitutes one ofthe/common terms and core definitions of the high level structure fo
managemen{ system standards.

determining the status ¢faSystem, a process (3.26) or an activity (3.1)
Note 1 to enflry: To determine the status, there can be a need to check, supervise or critically observe.

Note 2 to enffry:/This constitutes one of the common terms and core definitions of the high level structure fo

e for
tes 1

and

ning

and
more

r ISO

r ISO

r ISO

managemen{ system standards.

3.19
nonconformity
non-fulfilment of a requirement (3.28)

Note 1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO

management system standards.

3.20
objective
result to be achieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

4 © IS0 2019 - All rights res
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Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product and
process (3.26)).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as a business continuity (3.3) objective, or by the use of other words with similar meaning
(e.g. aim, goal, or target).

Note 4 to entry: In the context of business continuity management systems (3.16), business continuity objectives
are set by the organization (3.21), consistent with the business continuity policy (3.24), to achieve specific results.

Note 5 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
manfigement system standards.

3.21
orggnization
perspn or group of people that has its own functions with responsibilities, authorities and relationships
to adhieve its objectives (3.20)

Note|l to entry: The concept of organization includes, but is notlimited to, sole-tradel, company, corppration, firm,
entefprise, authority, partnership, charity or institution, or part or combinatien’thereof, whether |ncorporated
or ndt, public or private.

Note|2 to entry: For organizations with more than one operating unit, asingle operating unit can be flefined as an
orgahization.

Note|3 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
manjgement system standards. The original definition has been modified by adding Note 2 to entry

3.22
outgource
make an arrangement where an external organization (3.21) performs part of an organizatidn’s function
or pfocess (3.26)

Note|1 to entry: An external organization.is outside the scope of the management system (3.16), plthough the
outspurced function or process is within the scope.

Note|2 to entry: This constitutes one'of the common terms and core definitions of the high level structure for ISO
manggement system standards.

3.23
performance
meagurable result

Note|1 to entry: Performance can relate either to quantitative or qualitative findings.

Note| 2 to_entry: Performance can relate to managing activities (3.1), processes (3.26), products (including
services); syStems or organizations (3.21).

Notel3+t6-entry: This constitutesoneofthe common-termsan
Lo o—CTTTT J L IIIY CUITUCItUtC O UlTT-UT TIC CUIIIIITUIL COT IO ottt

[
¢
2]
+
P
(o]
P
"

vitions-efthe-highlevelstrdcture for [SO
management system standards.

3.24
policy
intentions and direction of an organization (3.21), as formally expressed by its top management (3.31)

Note 1 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO
management system standards.

© IS0 2019 - All rights reserved 5
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3.25

prioritized activity

activity (3.1) to which urgency is given in order to avoid unacceptable impacts (3.13) to the business
during a disruption (3.10)

[SOURCE: ISO 22300:2018, 3.176, modified — The definition has been replaced and Note 1 to entry has
been deleted.]

3.26
process
set of interrelated or interacting activities (3.1) which transforms inputs into outputs

Note 1 to enffry: This constitutes one of the common terms and core definitions of the high level structuré-for ISO
managemen{ system standards.

3.27
product and service
output or ofitcome provided by an organization (3.21) to interested parties (3.15)

EXAMPLE Manufactured items, car insurance, community nursing.

[SOURCE: 1§0 22300:2018, 3.181, modified — The term "product and service" has replaced "produjct or
service" and the definition has been replaced.]

3.28
requiremept
need or explectation that is stated, generally implied or obligatory

Note 1 to enfry: “Generally implied” means that it is custom or common practice for the organization (3.21) and
interested pdjrties (3.15) that the need or expectation under consideration is implied.

Note 2 to enffry: A specified requirement is one that is stated, e.g. in documented information (3.11).

Note 3 to enffry: This constitutes one of the common-terms and core definitions of the high level structure for ISO
managemen{ system standards.

3.29

resource
all assets (lincluding plant and equipment), people, skills, technology, premises, and supplies|and
informatior] (whether electronic’or'not) that an organization (3.21) has to have available to use, when
needed, in qrder to operate andmeet its objective (3.20)

[SOURCE: 1§0 22300:2018;.3.193, modified — The definition has been replaced.]

3.30
risk
effect of ungertainty on objectives (3.20)

Note 1 to entley=An-effectisaderationfrom-theexpected nositiva or naacativa
tFy—Ah-erreetHisa-aeviationtromtne-expectea poestve-orRegatives

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73) and
“consequences” (as defined in ISO Guide 73), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (as defined in ISO Guide 73) of occurrence.

Note 5 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO

management system standards. The definition has been modified to add "on objectives" to be consistent with
[SO 31000.
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3.31
top management

person or group of people who directs and controls an organization (3.21) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources (3.29) within the

organization.

Note 2 to entry: If the scope of the management system (3.16) covers only part of an organization, then top

management refers to those who direct and control that part of the organization.

Note 3 to entry: This constitutes one of the common terms and core definitions of the high level structure for ISO

management system standards.

4 [Context of the organization

4.1 | Understanding the organization and its context

The prganization shall determine external and internal issues that are relevant to its purp@se and that

affeqt its ability to achieve the intended outcome(s) of its BCMS.

NOTE These issues will be influenced by the organization’s overall objéctives, its products and

the amount and type of risk that it may or may not take.
4.2 | Understanding the needs and expectations of-interested parties

4.2.]1 General
When establishing its BCMS, the organization shalldetermine:
a) theinterested parties that are relevant to the BCMS;

b) fthe relevant requirements of these interested parties.

4.2.2 Legal and regulatory requirements

The prganization shall:

services and

a) |mplement and maintain a process to identify, have access to, and assess the applicable legal and

Fesources;

b) Ensure that’these applicable legal, regulatory and other requirements are taken intc

mplementing and maintaining its BCMS;

c) Hocument this information and keep it up to date.

Fegulatory requirements related to the continuity of its products and services, ac

fivities and

account in

4.3 Determining the scope of the business continuity management system

4.3.1 General

The organization shall determine the boundaries and applicability of the BCMS to establish its scope.

When determining this scope, the organization shall consider:
a) the external and internal issues referred to in 4.1;

b) the requirements referred to in 4.2;

c) its mission, goals, and internal and external obligations.
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The scope shall be available as documented information.

4.3.2 Scope of the business continuity management system

The organization shall:

a)

b)

When defings
the organiz
business impact analysis or risk assessment and applicable legal or regulatory requirements.

4.4 Busil

The organi?
processes nl

5 Leadership

5.1 Lead
Top manage
a) ensurin
b) ensurin
c) ensurir
d) _
requirg
e) ensurir
f)
g) promot
h) suppor
applies
NOTE R

core to thep

establish the parts of the organization to be included in the BCMS, taking into account its location(s),
size, nature and complexity;

identify products and services to be included in the BCMS.

are conppatible with the strategic direction of the organization;

ership and commitment

esponsibility to provide business continuity, as determined ‘By

ation’s ability and r
1ess continuity management system

ation shall establish, implement, maintain and continually improve a‘BCMS, including
ceded and their interactions, in accordance with the requirements of this document.

ment shall demonstrate leadership and commitment with respect to the BCMS by:

g that the business continuity policy and business continuity objectives are established

g the integration of the BCMS requiremeénts into the organization’s business processes

g that the resources needed for the'BCMS are available;

b the

and

commujnicating the importance of effective business continuity and of conforming to the BCMS

directimg and supportingpérsons to contribute to the effectiveness of the BCMS;

ments;

g that the BCMS achieves’its intended outcome(s);

ing continualimprovement;

[ing othervelevant managerial roles to demonstrate their leadership and commitment
to their-areas of responsibility.

bference to “business” in this document can be interpreted broadly to mean those activities thd

as it

tare

>EO- O+ ¢

5.2 Policy

5.2.1 Establishing the business continuity policy

Top management shall establish a business continuity policy that:

a)
b)

<)

is appropriate to the purpose of the organization;

provides a framework for setting business continuity objectives;

includes a commitment to satisfy applicable requirements;
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d)

ISO 2230

includes a commitment to continual improvement of the BCMS.

5.2.2 Communicating the business continuity policy

The

a)
b)

c)
5.3

Top
and

Top

a)
b)

6
6.1

6.1.

business continuity policy shall:
be available as documented information;
be communicated within the organization;

be available to interested parties, as appropriate.

1:2019(E)

Roles, responsibilities and authorities

management shall ensure that the responsibilities and authorities for relevant réles a
rommunicated within the organization.

management shall assign the responsibility and authority for:
ensuring that the BCMS conforms to the requirements of this document;

Feporting on the performance of the BCMS to top management.

Planning

Actions to address risks and opportunities

1 Determining risks and opportunities

When planning for the BCMS, the organization shall consider the issues referred to in

requ

a)
b)

c)

bive assurance that the BCMS can achieve its intended outcome(s);
brevent, or reduce, undesiréd effects;

hchieve continual improvement.

6.1.2 Addressing risks and opportunities

re assigned

1.1 and the

irements referred to in 4.2 and determine the risks and opportunities that need to be agldressed to:

The prganizationshall plan:
a) pctions to.address these risks and opportunities;
b) howrto:
) Integrate and implement the actions into 1ts BCMS processes (see 8.1);
2) evaluate the effectiveness of these actions (see 9.1).
NOTE Risks and opportunities relate to the effectiveness of the management system. Risks related to

disruption of the business are addressed in 8.2.

6.2

Business continuity objectives and planning to achieve them

6.2.1 Establishing business continuity objectives

The organization shall establish business continuity objectives at relevant functions and levels.

© IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=4d7229c18d169986223c9426936babb8

IS0 22301:2019(E)

The business continuity objectives shall:

a) be consistent with the business continuity policy;

b) be measurable (if practicable);

c) takeinto account applicable requirements (see 4.1 and 4.2);
d) be monitored;

e) becommunicated;

f) beupdd4redasappropriate.

The organiz

6.2.2 Determining business continuity objectives

When plannjing how to achieve its business continuity objectives, the organizationhall determine
a) what wjill be done;

b) whatrgsources will be required;

c¢) who will be responsible;

d) when iwill be completed;

e) how th¢ results will be evaluated.

6.3 Planning changes to the business continuityymanagement system

When the ¢rganization determines the need for*changes to the BCMS, including those identifig
Clause 10, the changes shall be carried out in a planned manner.

The organiz

ation shall retain documented information on the business continuity objectives,

ation shall consider:

pose of the changes and their potential consequences;
grity of the BCMS;

lability of resources;

cation or reallacation of responsibilities and authorities.

rt

3

a) the pur
b) the intg
c) theava
d) theallo
7 Suppd
7.1 Reso

FaPa¥el
L2

d in

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the BCMS.

7.2 Competence

The organization shall:

a)

business continuity performance;

b)

experience;

10

determine the necessary competence of person(s) doing work under its control that affects its

ensure that these persons are competent on the basis of appropriate education, training, or
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c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken;

d) retain appropriate documented information as evidence of competence.

NOTE Applicable actions can include, for example, the provision of training to, the mentoring of, or the re-
assignment of currently employed persons; or the hiring or contracting of competent persons.

7.3 Awareness

Persons doing work under the organization’s control shall be aware of:

a) the business continuity policy;

b) their contribution to the effectiveness of the BCMS, including the benefits of improved business
Continuity performance;

c) the implications of not conforming with the BCMS requirements;

d) fheir own role and responsibilities before, during and after disruptions.

7.4 | Communication

The |organization shall determine the internal and externalye@mmunications relevant tq the BCMS,
inclyding:

a) pn what it will communicate;
b) when to communicate;

c) with whom to communicate;
d) how to communicate;

e) Wwho will communicate.
7.5 | Documented information

7.5.1 General
The prganization’s BEMS shall include:
a) focumentedinformation required by this document;

b) focumentéd information determined by the organization as being necessary for the effectiveness
bf the\BCMS.

NOT* Thao aytant o A aaantad 1 o iy Lo 0 DONC ~o A3 Lony an cegaiogabios o o th rd to:
2 FThe-extentof documentedinfermationfora BEMScan-differfromoneorganizationtoat er due to:

— the size of organization and its type of activities, processes, products and services, and resources;
— the complexity of processes and their interactions;

— the competence of persons.

7.5.2 Creating and updating
When creating and updating documented information the organization shall ensure appropriate:
a) identification and description (e.g. a title, date, author, or reference number);

b) format (e.g.language, software version, graphics) and media (e.g. paper, electronic);
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review

<)

and approval for suitability and adequacy.

7.5.3 Control of documented information

7.5.3.1 Documented information required by the BCMS and by this document shall be controlled to

it is available and suitable for use, where and when it is needed;

it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

ensure:
a)

b)

7.5.3.2  Fq
activities, as
a)

b) storage
c) control
d) retenti
Documente

planning an

NOTE A
the permissi

8 Opera

8.1 Opern

The organiz

implement {
a) establis
b) implem
c) keeping

have b

The organi?
taking actid

The organiz

r the control of documented information, the organization shall address the follg
applicable:

distribuyition, access, retrieval and use;

and preservation, including preservation of legibility;
of changes (e.g. version control);

n and disposition.

d operation of the BCMS shall be identified, as appropriateyand controlled.
Ccess can imply a decision regarding the permission to ¥iew the documented information on|
bn and authority to view and change the documented information.

tion

ational planning and control

he actions determined in 6.1, by:
hing criteria for the processes;
enting control of theprocesses in accordance with the criteria;

I documented information to the extent necessary to have confidence that the procsg
en carried out@s-planned.

n to mitigate any adverse effects, as necessary.

ation ‘shall ensure that outsourced processes and the supply chain are controlled.

 information of external origin determined by the organization to be necessary for

ving

the

ly, or

ation shall plan, implement and eohtrol the processes needed to meet requirements, apd to

sses

ration shall\control planned changes and review the consequences of unintended changes,

8.2 Business impact analysis and risk assessment

8.2.1 General

The organization shall:

a)

risks of disruption;

b)
signific

NOTE
conducted.

12

ant changes within the organization or the context in which it operates.

implement and maintain systematic processes for analysing the business impact and assessing the

review the business impact analysis and risk assessment at planned intervals and when there are

The organization determines the order in which the business impact analysis and risk assessment are
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8.2.2 Business impact analysis

The organization shall use the process for analysing business impacts to determine business continuity
priorities and requirements. The process shall:

a) define the impact types and criteria relevant to the organization’s context;
b) identify the activities that support the provision of products and services;

c) use the impact types and criteria for assessing the impacts over time resulting from the disruption
of these activities;

d) |dentify the time frame within which the impacts of not resuming activities wotild become
inacceptable to the organization;

NOTE 1  This time frame can be referred to as the "maximum tolerable period of disruption (MTPD)".

e) pet prioritized time frames within the time identified in d) for resuming’disrupted adtivities at a
bpecified minimum acceptable capacity;

NOTE 2 This time frame can be referred to as the "recovery time objectiye (RTO)".
f) se this analysis to identify prioritized activities;
g) Hetermine which resources are needed to support prioritized activities;

h) fetermine the dependencies, including partners and suppliers, and interdependencies of prioritized
hctivities.

8.2.3 Riskassessment

The prganization shall implement and maintain‘a risk assessment process.
NOTE The process for risk assessment js'addressed in ISO 31000.

The prganization shall:

a) |dentify the risks of disruption to the organization’s prioritized activities and to th¢ir required
Fesources;

b) hnalyse and evaluate the identified risks;
c) Hetermine which¥isks require treatment.

NOTE Risks\in-this subclause relate to the disruption of business activities. Risks and opportunities related
to thp effectiveness of the management system are addressed in 6.1.

8.3 | Business continuity strategies and solutions

8.3.1 General

Based on the outputs from the business impact analysis and risk assessment, the organization shall
identify and select business continuity strategies that consider options for before, during and after
disruption. The business continuity strategies shall be comprised of one or more solutions.

8.3.2 Identification of strategies and solutions
Identification shall be based on the extent to which strategies and solutions:

a) meet the requirements to continue and recover prioritized activities within the identified
time frames and agreed capacity;
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b) protect the organization’s prioritized activities;

c) reduce the likelihood of disruption;

d) shorten the period of disruption;

e) limit the impact of disruption on the organization’s products and services;

f) provide for the availability of adequate resources.

8.3.3 Selection of strategies and solutions

Selection sHall be based on the extent to which strategies and solutions:

a) meet the requirements to continue and recover prioritized activities within the)identfified
time frgmes and agreed capacity;

b) considgr the amount and type of risk the organization may or may not take;

c) considgr associated costs and benefits.

8.3.4 Regource requirements

The organigation shall determine the resource requirements to ifaplement the selected business
continuity qolutions. The types of resources considered shall includefbut not be limited to:

a) people;
b) information and data;
c) physicdl infrastructure such as buildings, workplages or other facilities and associated utilitief;
d) equipment and consumables;

e) information and communication technology (ICT) systems;
f) transpdrtation and logistics;

g) finance

h) partneygs and suppliers.

8.3.5 Implementation ef'solutions

The organization shall'implement and maintain selected business continuity solutions so they cdn be
activated when needed.

8.4 Business continuity plans and procedures

8.4.1 General

The organization shall implement and maintain a response structure that will enable timely warning
and communication to relevant interested parties. It shall provide plans and procedures to manage the
organization during a disruption. The plans and procedures shall be used when required to activate
business continuity solutions.

NOTE There are different types of procedures that comprise business continuity plans.

The organization shall identify and document business continuity plans and procedures based on the
output of the selected strategies and solutions.
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The procedures shall:

a) be specific regarding the immediate steps that are to be taken during a disruption;

b) be flexible to respond to the changing internal and external conditions of a disruption;

c) focuson the impact of incidents that potentially lead to disruption;

d) be effective in minimizing the impact through the implementation of appropriate solutions;

e) assign roles and responsibilities for tasks within them.

8.4.2 Response structure

8.4.2.1 The organization shall implement and maintain a structure, identifying ene or more teams
resppnsible for responding to disruptions.

8.4.2.2 The roles and responsibilities of each team and the relationships‘between the tegms shall be
cleatly stated.

8.4.2.3 Collectively, the teams shall be competent to:

a) pssess the nature and extent of a disruption and its potential impact;
b) hssess the impact against pre-defined thresholds that justify initiation of a formal resppnse;
c) hctivate an appropriate business continuity response;

d) plan actions that need to be undertaken;

e) pstablish priorities (using life safety as the first priority);

f) monitor the effects of the disruptien and the organization’s response;
g) fpctivate the business continuity solutions;

h) fommunicate with relevantjinterested parties, authorities and the media.

8.4.2.4 For each team.there shall be:

a) |dentified persennel and their alternates with the necessary responsibility, authority and
competencedo.perform their designated role;

b) focumented procedures to guide their actions (see 8.4.4), including those for the activation,
bperatien, coordination and communication of the response.

8.4.] Warning and communication
(=]

8.4.3.1 The organization shall document and maintain procedures for:

a) communicating internally and externally to relevant interested parties, including what, when, with
whom and how to communicate;

NOTE The organization can document and maintain procedures for how, and under what circumstances,
the organization communicates with employees and their emergency contacts.

b) receiving, documenting and responding to communications from interested parties, including any
national or regional risk advisory system or equivalent;

c) ensuring the availability of the means of communication during a disruption;
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d)
e)

f)

facilitating structured communication with emergency responders;

providing details of the organization’s media response following an incident, including a
communications strategy;

recordi

ng the details of the disruption, the actions taken and the decisions made.

8.4.3.2 Where applicable, the following shall also be considered and implemented:

a) alerting interested parties potentially impacted by an actual or impending disruption;

b)

The warning and communication procedures shall be exercised as part of the organization/s.exe

maicaticonlbatazaan ool Aracan

programmg described in 8.5.

8.4.4 Buginess continuity plans

8.4.4.1 The organization shall document and maintain business continuity (plans and proced

The busine;s
disruption gnd to assist the organization with response and recovery.

8.4.4.2 Cqllectively, the business continuity plans shall contain:

a)

b)

d)

details

pf the actions that the teams will take in order to:

1) cortinue or recover prioritized activities within predetermined time frames;

2) mo
referen
proced

details

hitor the impact of the disruption and the exganization’s response to it;
ce to the pre-defined threshold(s) and ptocess for activating the response;

ires to enable the delivery of produéts and services at agreed capacity;

1) thelwelfare of individuals;

2) thelprevention of further loss or unavailability of prioritized activities;

3) thelimpact on the efivironment.

8.4.4.3 E4ch plan shalkinclude:

a)
b)
‘)
d)

e)
f)
g)
h)

the pur
the rold

actions

posesscope and objectives;

stand responsibilities of the team that will implement the plan;

s continuity plans shall provide guidance and information to assist teams to respond

o manage the immediate consequences of a disruption giving due regard to:

agons.

I ne—arnnranitiata-caardination-and oA 1 a fin e-aroanizat
ensurlr 6 u}ltll Ul.ll IdLlLU CUUT UITIdUIVIT JdITU LUIIIIIIuIIICcAatlIivII e ivve U Ir lllull,ll.ll\/ I le.lUll\/lAlls \vpy S(ALLALAML

rcise

1res.
to a

to implement the solutions;

supporting information needed to activate (including activation criteria), operate, coordinate and

commu

interna

nicate the team’s actions;

| and external interdependencies;

the resource requirements;

the reporting requirements;

a proce

ss for standing down.

Each plan shall be usable and available at the time and place at which it is required.
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