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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed*for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems, generically referred
to as programmable electronic systems, are being used in many application sectors to perform non-
safety functions and, increasingly, to perform safety functions. In order to effectively and safely
exploit computer-system technology, it is essential that those responsible for making decisions have
sufficient guidance on the safety aspects on which to make these decisions. In most situations, safety
is achieved by a number of protective systems that rely on many technologies (for example mechanical,

hy

aulic, pneumatic, electrical, electronic, programmable electronic). It is necessary that

any safety

strg
sen
conj

Thi
the
Nor

The
of p

plants, etc. This document is the product family standard for lifts and takes precedence over

of t

Thi
eled

in lifts. This document has been developed in order that consistent technical and pég

req

tegy, therefore, considers not only all the components within an individual system/(f
bination of safety-related systems.
5 document is based upon the guidelines provided in the generic IEC 61508'séries of st]

malization (CEN).

requirements given in this document recognize the fact that the product family covers a
pssenger and goods/passenger lifts used in residential buildings; offices, hospitals, hotels

he generic standard.

5 document sets out the product specific requirements for systems comprised of pro
tronic components and programmable electronic systems that are used to perform safet

lirements and rational be specified for programmable electronic systems in saff

ap
Ris
me

Tab
the

Thd
use
Wit
doc
law

a)

ications for lifts (PESSRAL).

hods of the IEC 61508 series of standards. The risk analysis of each safety function g
e 1 resulted in the classification of electric safety functions applied to PESSRAL. Tables 1
safety integrity level and functighal requirements, respectively, for each electric safety f

safety integrity levels (SIL).\specified in this document can also be applied to other te
d to satisfy the safety functions specified in this document.

hin the context of the ‘harmonization with national standards for lifts, the applicat]
Lument is intended.t@be by reference within a national standard lift such as lift codes, st:
5. The reason forthis is threefold:

to allow selégctive reference by national standards to specific lift safety functions descr
document)(not all lift safety functions identified in this document are called out in eve
standard);

br example

sor's, controlling devices and actuators), but also all the safety-related elements making yip the total

andards of

International Electrotechnical Commission (IEC) and EN 81 (all parts) ofthe Comité Efiropéen de

total range
industrial
all aspects

prammable
y functions
rformance
ety-related

analysis, terminology and technical solutions have been considered, taking into afccount the

pecified in
and 2 give
nction.

chnologies

ion of this
indards, or

bed in this
'y national

b)

to-allow for future harmonization of national standards with lift safety functions identi|fied in this

document:

Because there exist some differences in the requirements for fulfilment of the safety objectives

of national lift standards and in national practice of lift use and maintenance, there are instances
where the requirements for lift safety functions described in this document are based on the
consensus work and agreement by the ISO committee responsible for this document. National

bodies may choose to selectively harmonize with those lift safety functions that d

iffer in the

requirements called for by the existing national standard in future standard revisions.

of the anticipated SIL requirements by the national standards referenced in this

[t is important to note that more than 90 % of the safe-state requirements and more than 80 %

document

are already harmonized with the requirements of the lift safety functions specified in this

document. The remainder is not harmonized for the reasons given above.

© IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=79c9806a9199120bb9bd878dd69c6ce3

IS0 22201-1:2017(E)

<)

Vi

to allow for the application of this document where lift safety functions are new or deviate
from those specified in this document. More and more, national lift legislations are moving to
performance-based requirements. For this reason, the development of new or different lift safety
functions can be foreseen in product specific applications. For those who require lift safety
functions that are new or different from those specified in this document, this document provides a
verifiable method to establish the necessary level of safety integrity for those functions.
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Lifts (elevators), escalators and moving walks —
Programmable electronic systems in safety-related
applications —

Part 1:

Li
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residential buildings, offices, hospitals, hotels, industrial plants, etc. Thissdocument co
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b)

ts (elevators) (PESSRAL)

Scope
5 document is applicable to the product family of passenger and goodS)passenger li
bcts that it is necessary to address when programmable electronic/systems are used t

identified in lift codes, standards or laws that reference thiscdocument for PESSRAI
rified in this document are understood to be valid for PESSRAL-in the context of the refq
bs, standards and laws in Annex B.

E Within this document, the UK term “lift” is used throughout instead of the US term “eleva

5 document is also applicable for PESSRAL that are new or deviate from those descri
ument.

requirements of this document regarding electrical safety/protective devices are such t
pssary to take into consideration the possibility of a failure of an electric safety/protec
plying with all the requirements of this‘document and other relevant standards.

articular, this document

uses safety integrity levels (SIL) for specifying the target failure measure for the safet
implemented by the PESSRAL;

specifies the requirements for achieving safety integrity for a function but does not spe
responsible for implementing and maintaining the requirements (for example, designers
owner/operatingcompany, contractor); this responsibility is assigned to different partie
to safety planning and national regulations;

applies tO\PE systems used in lift applications that meet the minimum requirements of a
lift standard such as EN 81, ASME A17.1-2007/CSA B44-07, or lift laws such as the Japs
Standard Law Enforcement Order For Elevator and Escalator;

d)

'ts used in
vers those
carry out

tric safety functions for lifts (PESSRAL). This document is applicable for lift safety funictions that

. The SILs
brenced lift

”

or-.

bed in this

hat it is not

tive device

Iy functions

cify who is
, suppliers,
b according

Fecognized
n Building

wbtand IDC 21000 oo d Jd €.

e)
f)

g)

h)
i

T

Sk £k ralatiom oo Lot il = PEEZVN H AN
OCTIICS— ot T CTacIoTISTITp— O C Ty CCIT— oIS~ aotuTnCe anta 15G OTJOU0 altra aCTTres— o

between this document and the EMC standard for lifts on immunity, ISO 22200;

outlines the relationship between lift safety functions and their safe-state conditions;

elationship

applies to phases and activities that are specific to design of software and related hardware but not
to those phases and activities that occur post-design, for example sourcing and manufacturing;

requires the manufacturer of the PESSRAL to provide instructions that specify what is necessary
to maintain the integrity of the PESSRAL (instruction manual) for the organization carrying out

the assembly, connections, adjustment and maintenance of the lift;
provides requirements relating to the software and hardware safety validation;

establishes the safety integrity levels for specific lift safety functions;
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i) specifi
k) provid
)

es techniques/measures required for achieving the specified safety integrity levels;

es risk-reduction decision tables for the application of PESSRALS;

this document and defines a minimum level of performance (SIL 1).

This document does not cover:

other

functign, such as the mechanical construction, mounting and labelting of switches, actuat]
sors that contain the PESSRAL. It is necessary that these requirements™be’ carried oyt in

or sen
accord

forese
where

specified SIL has been reassessed.

2

The follow
constitutey
undated reg

Norni

ISO 22200

walks — Immunity

IEC 61249
base mater
copper clag

IEC 61508
systems —

[EC 61508
Part 2: Req

IEC 61508
Part 3: Soft

IEC 61508

hazards arising from the PE systems equipment itself, such as electric shock, etc.;

ge of complexity of the PESSRAL that are within the scope of this document;

'elevant requirements necessary for the complete application of a PESSRAL inva‘lift sa

ance with the national lift standard that references this document.

bable misuse involving security threats related to malevolent or unauthorized action. In c:
a security threat analysis needs to be considered, this standard may be used, provided

ative references

ing documents are referred to in text in such @,way that some or all of their con
requirements of this document. For dated references, only the edition cited applies.

Electromagnetic compatibility — Product family standard for lifts, escalators and mo

2-1, Materials for printed boards and-other interconnecting structures — Part two-1: Reinfo
ials, clad and unclad — Phenolic eellulose paper reinforced laminated sheets, economic gr|

-1:2010, Functional safety” of electrical/electronic/programmable electronic safety-reld
Part 1: General requirements

2, Functional saféety~of electrical/electronic/programmable electronic safety-related system
Liirements for.électrical/electronic/programmable electronic safety-related systems

3, Functional safety of electrical/electronic/programmable electronic safety-related system
ware requirements

S-Functional safety of electrical/electronic/programmable electronic safety-related system|

defines a maximum level of performance (SIL 3) that can be achieved for a PESSRAL according to

fety
or's,

ises
the

fent
For

ferences, the latest edition of the referenced document (including any amendments) applies.

bing

‘ced
de,

ited

Part 5: Exa

innde of methods for the determination of safetv intearitvu levels
r J J J J 4 Jd 4

IEC 61508-7:2010, Functional safety of electrical/electronic/programmable electronic safety-related

systems —

IEC 62326-

3 Term

Part 7: Overview of techniques and measures

1, Printed boards — Part 1: Generic specification

s and definitions

For the purposes of this document, the terms and definitions given in IEC 61508-4 and the following apply.

NOTE

The definitions in this document take precedence over those in the generic standard.
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[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31
manually operated stopping device
stopping device that is intentionally, by human intervention, actuated and de-actuated

EXAMPLE Toggle switch, mushroom type or hand-operated switch.

3.2
norl-manually operated stopping device
stopping device that is automatically actuated or de-actuated due to human intervention or fletection

3.3
noin}-SIL-relevant safe-state requirement
reqpired response to the actuation of an SIL-rated safety function where the function perfqrming this
response is not required to be SIL rated

Note 1 to entry: See Figure 4 and Table 2.

3.4
programmable electronic
PE
baspd on computer technology which can be comprised)of hardware, software, and of input and/or
output units

Notg 1 to entry: This term covers microelectronic devices based on one or more central processing ynits (CPUs),
togdther with associated memories, etc.

EXAMPLE The following are all programm@able electronic devices:

— |microprocessors;

— |micro-controllers;

— |programmable controllefs;

— |field programmable(gate array (FPGA);

— |application spe¢ific integrated circuits (ASICs);

— |programmable logic controllers (PLCs); and

— |othercomputer-based devices (for example smart sensors, transmitters, actuators).

3.5
pragrammnhlp electronic system
PE system

system for control, protection or monitoring based on one or more programmable electronic devices,
including all elements of the system, such as power supplies, sensors and other input devices, data
highways and other communication paths, and actuators and other output devices

Note 1 to entry: See Figure 1.
Note 2 to entry: A PE system may include elements that perform SIL-rated requirements and non-SIL-rated

requirements. The SIL rating is only required for those elements that perform the SIL-relevant functional
requirements.

© IS0 2017 - All rights reserved 3
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f PE system

comm
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output
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P O U W

The prd

3.6

ications

[
|
<Joool o
~ lucn:u(>‘ﬁ—[—_—l-I

terfaces (for example, A-D converters)

bvices (for example, sensors)

mable electronics (PEs)
nterfaces (for example, D-A converters)
Hevices/final elements (for example, actuators)
grammable electronics are shown centrally located but could exist at several places in the PE systs

Figure<l\~ Basic PE systems structure

programmable electronic systems in safety-related applications for lifts

PESSRAL
application

3.7
proof test
periodic te

necessary,

of a software-~based PE system in a safety-related system for a lift

st performed to detect dangerous hidden failures in a safety-related system so th
drepair can restore the system to an “as new” condition or as close as practical to this

m.

, if

condition.

Note 1 to entry: In this standard the term “proof test” is used but it is recognized that a synonymous term is
“periodical test”.

Note 2 to entry: The effectiveness of the proof test will be dependent both on failure coverage and repair
effectiveness. In practice, detecting 100 % of the hidden dangerous failures is not easily achieved for other than
low-complexity E/E/PE safety-related systems. This should be the target. As a minimum, all the safety functions
which are executed are checked according to the E/E/PE system safety requirements specification. If separate
channels are used, these tests are done for each channel separately. For complex elements, an analysis may need
to be performed in order to demonstrate that the probability of hidden dangerous failure not detected by proof
tests is negligible over the whole life duration of the E/E/PE safety-related system.
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Note 3 to entry: A proof test needs some time to be achieved. During this time the E/E/PE safety-related system
may be inhibited partially or completely. The proof test duration can be neglected only if the part of the E/E/PE
safety-related system under test remains available in case of a demand for operation or if the EUC is shut down
during the test.

Note 4 to entry: During a proof test, the E/E/PE safety-related system may be partly or completely unavailable to
respond to a demand for operation. The MTTR can be neglected for SIL calculations only if the EUC is shut down
during repair or if other risk measures are put in place with equivalent effectiveness.

3.8
safety chain

tOtC] t‘r\w\b"v\ﬂf;nn afcafoty daovicac that l—‘nlfil 11

o vraoun of ift cofatyy £ b o
—CoOoih atHoH-6+-5atrety-aevicestiat ot

o
ST U P OT T C Surc Ty raftCoroTTs

<D

o
OT

Note 1 to entry: See Figure 2.

safety device 1, function 1
safety device 2, function 2
safety device n, function n

BwWw N R

safety device (n + 1), function (n + 1)

sH)

All or a group of required lift safety functions; see Table 1.
Figure 2 — Safety chain

3.9
safety device
part of the safety~rélated system, including necessary control circuits, that is designated to|achieve, in
its ¢wn right,adift safety function and that may consist of PE elements and non-PE elements

Note¢ 1 toenstry: See Figure 3 and Table 1.

Key
1 PE elements
2 non-PE elements

Figure 3 — Safety device

© IS0 2017 - All rights reserved 5
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3.10

safety function
function implemented by a safety-related system that is intended to achieve or maintain a safe state of
the lift with respect to a specific hazardous event

Note 1 to entry: See Table 1.

Note 2 to entry: A safety function may include non-SIL-relevant requirements; see Table 2.

3.11

safety-related system

one or morg safety devices performing one or More safety functions that can be based on programnim
electronic [PE), electrical, electronic and/or mechanical elements of the lift

3.12

safety integrity level

SIL

discrete le
functions 4

bel (one out of a possible four) for specifying the safety integrity requirements of the sa
llocated to the programmable electronic safety-related system, where safety integrity |

4 has the hlighest level of safety integrity and safety integrity level 1 has the lowest

Note 1 to er]
failures and
failures and|

Note 2 to en

3.13

try: The SIL is indicative of a failure rate that includes all causes of faflures (both random hardy

ble

fety
bvel

yare

systematic failures) that lead to an unsafe state, for example hatdware failures, software-indjyiced

failures due to electrical interference.

ry: In the context of this document, SIL 3 is the highest safety:integrity level that shall be applied to

SIL-relevant safe-state requirement

part of the

safety-related system where it is necessary that the specified SIL of the function be met

Note 1 to enftry: See Figure 4 and Table 2.

Key
1
2

SIL-relg
non-SIIj

3.14

vant safe-state requirement(s)
-relevant safe-state requirement(s)

Figure 4 — Lift safety function

system re

ction time

ifts.

sum of the

a)

action

b)

4
ETSL
ETS
EUC

6

fottowing two vatues:

on the lift;

time period for the lift to respond to the action, maintaining a safe state.

Symbols and abbreviated terms
emergency terminal speed limiting
emergency terminal stopping

equipment under control

time period between the occurrence of a faultin the PESSRAL and the initiation of the corresponding

© ISO 2017 - All rights reserved
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MTTR mean time to repair
PCB  printed circuit board
5 Requirements

5.1 General

5.1.1 Table 1 defines the safety-function names, associated lift functional description, applicable lift
typeamd required St forthe Sttretevant partof thesafety functiom A tiftis permittedtooperpte without
intdrruption when safety functions are not actuated.

NOTE Safety functions refer to those lift functions that are identified in codes, standards ard laws that
refefrence this document for PESSRAL. See Table B.1.

5.1/2 Table 2 defines the safe-state requirements when the safety functions inf Table 1 are pctuated. If
a sdfety function should actuate, the safety function shall cause the lift system to revert to thg¢ safe-state
confditions specified by the requirements of Table 2.

5.1]3 PESSRAL shall consider the reaction time of the lift to respond to the safety function and internal
fault detection in the time necessary to achieve the safe-state-condition without hazard. M¢thods that
fulf]l internal fault detection shall consider the necessary system reaction time required by the SIL (see
example).

EXAMPLE If an internal fault is detected by comparison of data in a two-channel system within the time
nec¢ssary to meet the system’s reaction time, then it is hot necessary to complete a variable-memorjy range test
witliin the system reaction time because the safety infegrity is verified by the two-channel design.

5.2 Extended application of this dociiment

5.2/1 General

Thg requirements in 5.2.2 to 5.2:4 ‘are provided to verify SILs and safe-state conditions for lift safety
funftions that are new or deyiate from the requirements provided in 5.3 and 5.4, or are referenced by
codps and standards not harmonized with the requirements of codes, standards or laws referenced in

Table B.1.

5.2)2 Risk assessment

Where alternatives to the requirements of 5.3 and/or 5.4 are sought, methods for the determination
of the required safety integrity level shall be performed in accordance with IEC 61508-5| The same
methodsishall be used to establish the rationale for a new PESSRAL function and corresponding SIL or
a rqvised PESSRAL function and/or SIL that deviate from the requirements of 5.3 and 5.4] The mean
targetfailure frequen or the worst-case severity of the cons : i ial hazard
scenario shall not exceed a frequency of 5 x 10-7/year. See also Annex C.

5.2.3 Limits for specifying SIL for PESSRAL

Target failure measures required for specifying a PE system in a lift safety-related function shall be no
less than SIL 1 and no greater than SIL 3. If a target failure measure requires a SIL higher than SIL 3,
consideration should be given to redesigning the system such that the required target-failure measure
is satisfied with SIL 3 or less. If an SIL lower than SIL 1 is required, a non-SIL-rated PE system may be
used but it shall not be classified as a PESSRAL. No PESSRAL shall have a SIL of less than SIL 1 even if it
is applied to a safety function requiring less than SIL 1.

Applications that require the use of a single safety function of safety integrity level 4 are not typically
required in the lift industry. Such applications shall be avoided because of the difficulty of achieving and

© IS0 2017 - All rights reserved 7
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maintaining such high levels of performance throughout the life cycle of the safety device. If the analysis
results in a safety integrity level of 4 or higher being assigned to a lift safety function, consideration
shall be given to changing the process design in such a way that it becomes more inherently safe or
by adding additional layers of protection. These enhancements can, perhaps, then reduce the safety
integrity level requirements for the lift safety function. If the safety integrity level cannot be reduced,
the target failure measure for the safety function shall be distributed across multiple PESSRAL of SIL 3
or less that are sufficiently independent and certified in the application.

5.2.4 Safe-state requirements

For lift safe

identify the s

afe-state requirements in

a manner similar to that in which they ar

5.3 Safety function SIL requirements

Table 1 prdvides the required SIL for each lift safety function. For further information,'see Table B.1.

5.4 SIL-relevant and non-SIL-relevant safe-state requirements

)

e described i [abl

Table 2 prgvides the required response of the lift to the lift safety functions'of Table 1 and the SIL

non-SIL-re

evant requirements for each response from actuation of that function. An “X” indic

the respornfse is required for the safe-state condition when the safety function actuates or where
PESSRAL detects an internal fault condition. See corresponding notés Where a numerical note referg
value is used in place of an “X” for further clarification of the required response.

Table 1 — Safety function SILarequirements

shall

and
htes
the
nce

ID no. Lift safety function Functional description Llft. typ_e SIL
application
1 Check final stopping limit |Detects thatfewer than 1,5 turns of rope | Positive drive 1
positive drive remain‘en the sheave or when the car has (winding
notreached top or bottom travel limit in drum)
theishaft and or that the rope is unwinding
in the reverse direction
2 Check tension, suspen- Detects loss of tension in the suspension Positive drive 2
sion means means (e.g. rope or chain) (winding
drum)
hydraulic
3 Check for running mo- Detects loss of motor-generator running Traction 1
tor-generator condition
4 Check-tension, compensa- |Detects loss of tension in the compensa- Traction 3
tion ‘means tion means
5 Check compensation tie- |Detects if the travel limits have been Traction 3
down exceeded for the compensation tie-down
Nelnc {'J"\f; Y‘Dkf\""\f‘\
\S J
6 Check motor field run- Detects loss of DC hoist motor field run- Traction 1
ning current ning current
7 Check tension, final limit |Detects loss of tension in the means for the| Traction hy- 1
linkage linkage of transmission of car position for draulic
the final limit
8 Check tension, ETSL Detects loss of tension in the means for the Traction 2
linkage linkage of transmission of car position for
emergency terminal speed limiting (ETSL)
a  The letter designation on 10.x refers to stop switch location.
b The “.1”,“.2”, “3" designation on 10 is consistent with the function SIL.

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=79c9806a9199120bb9bd878dd69c6ce3

IS0 22201-1:2017(E)

Table 1 (continued)
. . . - Lift type
ID no. Lift safety function Functional description .U SIL
application
9 Check fully retracted Detects if working platform is fully All 3
working platform retracted
10 (a,b,c,...i)2 |Check manually operated |Detects if a manually operated stopping All 3
stopping device device (e.g. emergency stop switch) is
actuated as applicable at car-top, pit,
pulley room, docking operation, passen-
ger/goods (freight) in-car, in-car, machine
remote from the motion controller dis-
connect, machine spaces, control spaces,
machine rooms, control rooms, equipment
inspection and test access panels and
inspection station
10(i).1b Check non-manually oper- |Detects if non-manually operated stopping All 1
ated stopping device device (e.g. switch) is actuated as applica-
ble at pulley room
10{a,d,g,h).2b |Check non-manually oper- | Detects if non-manually operated-stopping All 2
ated stopping device device (e.g. switch) is actuated.as applica-
ble at passenger/goods (freight) in-car, pit,
machinery spaces, equipmeént inspection,
emergency and test panels
10(e).3b Check non-manually oper- |Detects if non-mantially operated stopping All 3
ated stopping device device (e.g. switch)+s actuated as applica-
ble at inspectignstation
11 Check car safety gear Detects if car'safety gear has actuated All
12 Check car overspeed Detects/car speed exceeding maximum All
(manual reset) limit Set prior to or up to governor tripping
speed; requires manual reset
13 Check reset of governor Detects if the governor is not in the reset All 3
(manual type) position
14 Check tension in goyernor |Detects loss of tension in the governor All 3
rope (or equivaleiit) rope or car safety rope
15 Check car ovefspeed (au- |Detects car speed exceeding the maximum All 2
tomatic reset permitted) |limit set prior to or up to governor tripping
speed; may be automatically reset
16 ChecKAinal limit Detects if car exceeds the final limit All 1
(aufematic or inspection)
17 Check for emergency ter- |Detects insufficient speed reduction in Traction 2
minal speed limit (ETSL) |terminal zone where reduced stroke buff-
ers are applied
18 Check tension in two sus- |Detects loss of tension in a rope or chain All 1
pension means in case of two ropes or a two-chain-type
suspension
19 Check manual evacuation |Detects that the manual means (e.g. wheel) | Traction wind- 1
means for emergency evacuation is engaged with ing drum
the machine
20 Check the fully retracted |Detects the fully retracted (inactive) posi- All 3
position of the mechani- |[tion of the mechanical device
cal device
21 Check proper inactive Detects proper full disengagement of inac- All 3
position of pit protection |tive position of the mechanical device that
mechanical device provides clearance protection in pit

a  The letter designation on 10.x refers to stop switch location.

b The “1”,“2" “.3" designation on 10 is consistent with the function SIL.
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Table 1 (continued)

position of buffer

extended position

ID no. Lift safety function Functional description Llft. type SIL
application
22 Check proper full engage- |Detects proper full engagement of the All 3
ment of the pit protection |mechanical device that provides clearance
mechanical device protection in pit
23 Check movable stops not |Detects movable stops not fully retracted All 3
fully retracted
24 Check movable stops not |Detects movable stops not fully extended All 3
fully avctandad
fulbrextended
25 Check doors providing Detects open access doors providing ac- All 2
access to equipment inside | cess to equipment inside the hoistway
hoistway
26 Check doors providing Detects open access doors, access from All 2
access from working area |working area outside hoistway
outside hoistway
27 Check circuit-breaker Detects activation of the device to release All 2
release device the circuit breaker contactor (replacement
of main switch)
28 Check levelling and Detects if car position is outside the level- All 2
re-levelling ling zone, with open doors, during level-
ling, re-levelling, or electrical@nti-creeping
29 Check tension, levelling Detects loss of tension in the'means for the All 2
zone position rope or linkage of transmission of.car position for
equivalent levelling zone
30 Check travel limit for Detects if the car exce€eds the position All 2
docking operation limits for docking operation
31 Check docking operation |Detects if docking operation is enabled All
32 Check car/landing door Detects.if bypass operation is activated for All
bypass operation landing and car door device(s)
33 Check top of car inspec- Detects if top of car inspection operation All 3
tion operation is enabled
34 Check in-car inspection Detects if in-car inspection operation is All 3
operation enabled
35 Check clamping device Detects engaged clamping device Hydraulic 1
36 Check emergency€lectri- |Detects if emergency electrical operation All 3
cal operatiefn (such as machine room, machine space,
control room, control space, inspection
and test panel, working platform and pit
operation) is enabled
37 Check equipment in-car Detects if equipment in-car access panel is All 2
aecess panel not closed
38 Checkascending car over | Detects If maximum speed for an ascend- Pavil
speed ing car is exceeded
39 Check uncontrolled car Detects uncontrolled movement of the car All 2
movement
40 Check pawl device Detects if the position of the pawl deviceis| Hydraulic 1
not retracted
41 Check buffer position of | Detects if the buffer is not in normal ex- Hydraulic 3
pawl device tended position where the pawl is used
42 Check normal extended Detects if the buffer is not in the normal All 3

a  The letter designation on 10.x refers to stop switch location.

b The “.1”,“.2”,“.3” designation on 10 is consistent with the function SIL.

10
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Table 1 (continued)
. . . - Lift type
ID no. Lift safety function Functional description .U SIL
application
43 Check extended position |Detects if the buffer mounted to safety All 1
of buffer mounted to safe- |device is not in normal extended position
ty device
44 Check unlocked car door(s) | Detects unlocked car door(s) All
45 Check hoistway access Detects if the hoistway access operation All
operation is enabled
16 Check hoistway inspec- Detects if inspection or emergency hoist- ATl 2
tion and emergency doors |way doors or traps are not closed
and traps
47 Check pit door Detects if pit access door is not closed All
48 Check landing doors and |Detects unlocked position of landing doors All
panels and panels
49 Check car and landing Detects if car or landing doors, or carfor, All 3
doors and car and landing |landing door panels are not closed
door panels
50 Check locked in-car in- Detects if inspection or emergency doors All 2
spection and emergency |or traps are unlocked in car or hoistway
doors and traps
51 Check emergency terminal | Detects if car is not decelerating when All 1
stopping (ETS) approaching the terminal landings
a  [The letter designation on 10.x refers to stop switch location!
b |The “1”, “.2”,“3" designation on 10 is consistent with the function SIL.
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5.5 Implementation and demonstration requirements for verification of SIL
compliance

5.5.1 General

The safety integrity level of a PESSRAL shall be verified in conformance with the requirements of 5.5.

5.5.2 Required techniques and measures to implement and demonstrate PE systems
compliance with specified safety integrity levels

5.5.2.1 Ted

3 shall be satisfied by the techniques and measures of Annex A.

5.5.2.2 Wh
chain, the §
functions i

5.5.3 Lo

5.5.3.1 WH
normal opé¢

ks of power after a PESSRAL device has actuated

by the inpyt conditions that exist after the power recovery.

5.5.3.2 WH
state just p

20

Irior to the power loss.

ere two or more lift safety functions are implemented with common circuits in a s:ﬁety
IL of these common circuits shall be at least as high as the highest SIL rating of the lift s
ncluded in those circuits. See definition of safety chain (3.8).

hniques and measures necessary to implement and demonstrate compliance with SIL ¥'tqg SIL

ety

ere a manual reset is not required for the function, a PESSRAL shall be permitted to revert|to a
rating mode after a power recovery condition and the deviceoutput state shall be determined

ere a manual reset is required (see Table 2), the PESSRAL output shall revert to its oufput

© ISO 2017 - All rights reserved
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Annex A
(normative)

Techniques and measures to implement, verify and maintain SIL

A.]I General

Thi
PES

A1

Tec
sati

a)
b)
A1
Thd
Wh
infd

The
be d

compliance

SRAL SIL compliance.

.1 Techniques and measures to satisfy the SIL requirements

hniques and measures necessary to implement and demonstrate PESSRAL SIL complian
sfied by

specific application of techniques and measures provided ifA.2, or

.2 Instruction manual
manufacturer shall provide an Instruction manual.

bre the functional verification of the PESSRAL is not possible during normal operation
rmation shall be provided in the instruction manual to enable carrying out functional vj
instruction manual shall also provide information about the following activities, so th
arried out effectively and withoutdanger:

assembly;

connection;

adjustment;

maintenance andrepair;

identificatieh, marking, labelling, certification and listing;

frequeney of functional verification.

5 annex addresses the requirements for the implementation, verification and"mainftenance of

ce shall be

application of techniques and measures provided in A.3"dsing IEC 61508-2 and IEC 6150)8-3.

of the lift,
erification.
ht they can

A1l

21 General requirements for the instruction manual on maintenance and repair

The instruction manual required from the manufacturer shall provide the following concerning the

mai

ntenance and repair of a PESSRAL:

unique requirements and/or precautions for training maintenance personnel to sustain full

functional performance of the PESSRAL to its SIL;

proof-test, preventive and breakdown maintenance activities;

unique measures and techniques used for maintenance;

verification and documentation requirements for adherence to maintenance activities;

timing intervals of maintenance activities;

© IS0 2017 - All rights reserved
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maintained;

activities for fault diagnostics and repair,
activities for revalidation,

maintenance and failure reporting requirements.

ensuring that test equipment used during normal maintenance activities is properly calibrated and

necessary maintenance and repair activities when faults or failures occur in the PESSRAL, including

Al13 M

The design
NOTE '

Where the
maintain t
automatic
designtot

A.14 EM
A PESSRAI

iutcucuu.c Ul llldilltdillabi}it}’ dcbisu ) Ublblil Clllclltb
of a PESSRAL shall allow for testing either end-to-end or in parts.
'he term “end-to-end” means from sensor end to safe-state actuation.

expected interval between scheduled testing is greater than the proof-test'interval use
he SIL rating of the PESSRAL, then appropriate provisions for testingyace required. W
proof testing is required, provisions for testing shall be an integral part of the SIL-rd
st for undetected failures.

C immunity

L shall fulfil the “safety circuit” test levels specified in IS0¥22200 for the SIL-relevant s

state requirements. Non-SIL-relevant safe-state requirements shall.fulfil the “general-function circy

and “all cir

A.2 Spe

cuits” test levels in accordance with ISO 22200.

cific techniques and measures to implement and demonstrate SIL

compliance

A.2.1 Ge

neral

d to
hen
ted

hfe-
its

For programmable electronic systems designed in accordance with this annex, no further assessnjent

for the con

The mini
addition,

NOTE
2:2010 and

'

kequence of a combination ofitwo or more faults is necessary.

'he IEC 61508-7 claises listed in Tables A.1 to A.6 refer to the relevant requirements in IEC 615
EC 61508-3:2010,

To avoid upsafe modification, measures to prevent access to the program code and safety-related ¢

of PESSRA

L shall be'provided, e.g. using EPROM, access code, etc.

m requirements of the/saféty functions common to all SILs are listed in Tables A.1 to A.3.
I;Llecific measures required for SILs 1, 2 and 3 are listed, respectively, in Tables A.4, A.5 and

In
A.6.

08-

lata

A.2.2 He1rdware requirements

A.2.2.1 Printed circuit board (PCB)

The short circuit can be excluded, provided that

the general specifications of PCB are in accordance with IEC 62326-1,

the base material is in accordance with the specifications of IEC 61249-two-1,

to the tables (adapted from IEC 60664-1) with the following conditions:

— the pollution degree is 3;

— the material group is I1I;

22

the PCB is constructed according to the above requirements and the minimum values are according
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— the field is inhomogeneous.

The column “printed wiring material” of IEC 60664-1:2007, Table A.2.4 is not used. This means that
the creepage distance is 4 mm and the clearance is 3 mm for 250 V5. For other voltages, refer to

[EC

60664-1.

If the protection of the PCB is IP 5X or better, or the material involved is of higher quality, the creepage
distances can be reduced to the clearance value, e.g. 3 mm for 250 V5. For multilayer boards comprised
of at least three prepreg or other thin sheet insulating materials, the short circuit can be excluded; see

IEC

60950 (all parts).

A.2

If a
sep

Ifa
sha

A2

Common measures for avoiding and detecting failuresrelated to hardware design are given i

A2

2.2 Shared hardware

hration of the two systems.

[f the degree of protection is equal to or less than IP4X, the clearances shallbé at least 3 1
creepage distances at least 4 mm.

If the protection is better than IP4X, the creepage distance can bereduced to 3 mm.

PESSRAL and a non-safety-related system share the same hardware, the requirements fqg
| be met.

2.3 Other requirements

.3 Software requirements

PESSRAL and a non-safety-related system share the same PCB, the following shall apply for the

hm and the

r PESSRAL

h Table A.1.

Comimon measures for avoiding and detecting failures related to software design are given i Table A.2.

A2

Common measures related to the design and implementation process are given in Table A.3.

A2

A.2

A2

A2

A2

.4 Design process requirements

L5 Specific measures related to SIL category
5.1 Specific measures for SIL 1 are given in Table A.4.
5.2 Specifiomeasures for SIL 2 are given in Table A.5.

5.3 Specific measures for SIL 3 are given in Table A.6.

.6 Tests procedures for verification of conformity

A.2.6.1 General provisions

For the purposes of this document, it is assumed that the laboratory undertakes both the testing and

the

a)

certification as an approved body. An approved body shall be either

a manufacturer operating an approved, full quality assurance system, or

b) a certified third party accredited by a national authority for the scope of lifts and corresponding

safety devices.

© IS0 2017 - All rights reserved
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The application for type examination shall be made by the manufacturer of the component or his
authorized representative and shall be addressed to an approved test laboratory.

NOTE At the request of the laboratory, the necessary documents can be required in triplicate. The laboratory
can, likewise, call for supplementary information necessary for the examination and tests.

The dispatch of samples for examination shall be made by agreement between the laboratory and the
applicant. The applicant may attend the tests.

The precision of the instruments shall allow, unless particularly specified, measurements to be made
within the following tolerances:

a) masse$, forces, distances, speeds: =1 %;

b) accelerations, retardations: +2 %;
c) voltages, currents: *5 %;
d) temperature: 15 °C;
e) recording equipment: detection of signals that vary on the ordér of 0,01 s.

A.2.6.2 Provisions for printed circuit boards or equivalent assembliés
The applicqant shall indicate to the laboratory

a) the iddntification of the board/assembly,

b) working conditions,

c) listing|of components used,

d) layout|of the printed circuit board/assembly,

e) layout|of the hybrids and marks of the tracks used in safety circuits,

f) functign description,

g) electrical data, inclusive wiring diagram, if applicable, with input and output definitions of|the
boardfassembly,

h) docunients and descriptiéns relating to the measures listed in Table A.3,
i) generdl description of the software used (e.g. programming rules, language, compiler, modules),
j)  functign description, including software architecture and hardware/software interaction,

k) descriptiontofblocks, modules, data, variables and interfaces,

1) softwdrelistings.

A.2.6.3 Functional and safety tests

In addition to the verification of the measures defined in Tables A.1 to A.6, the following shall be
validated:

— software design and coding: Inspect all code statements using methods such as formal design
reviews, FAGAN, test cases, etc.;

— software and hardware inspection: Verify all measures of Tables A.1 and A.2 and the measures
chosen, e.g. from Table A.7, by using, for example, fault-insertion testing (based on IEC 61508-2 and
IEC 61508-7).

24 © IS0 2017 - All rights reserved
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A.2.7 Description of possible measures

A description of possible measures to failure control is given in Table A.7.

A.2.8 Verification of conformity

For the purposes of this document, it is assumed that the laboratory undertakes both the testing and
the certification as an approved body. An approved body shall be either

a) a manufacturer operating a full quality assurance system defined and approved by a national

authority, or

b) |a certified third party accredited by a national authority for the scope of lifts and corfesponding
safety devices. The application for type examination shall be made by the manufactpirer of the
component or his authorized representative and shall be addressed to an approved test Jaboratory.
Table A.1 — Common measures for avoiding and detecting failures < Hardware design

Ng. Object Measure IEC 615(08-7:2010
1| |Processing unit Use of watchdog A9
2| |Component selection Use of components only within theirspecifications —
3| [I/0 units and interfaces includ- | Defined safe state in the event\gf a power failure —
ing communication links or reset
4{ |Power supply Defined safe shut-off state ih case of over-voltage Al8.2
or under-voltage
5| |Variable memory ranges Use of only solid-staté memories —
6| |Variable memory ranges Read/write test\of variable data memory during —
boot procedure
7| |Variable memory ranges Remote access only to informative data (e.g. —
statisties)
8| |Invariant memory ranges No. possibility to change the program code, —
either automatically by the system or remote
intervention
9 |Invariant memory ranges Test of program-code memory and fixed-data Al4.2
memory during boot procedure with a method at
least equivalent to sum check
Table A.2 — Coemimon measures for avoiding and detecting failures — Software design
IEC 615(8-7:2010
No Object Measure (unless qtherwise
indidated)
1] |Sttucture Program structure (i.e. modularity, data handling, B.3.4/C.2.1
interface definition) according to the state of the art coalca7
(See IEC61508-3)
2 |Boot procedure During boot procedures, a safe state of the lift shall be —
maintained
3 |Interrupts Limited use of interrupts; use of nested interrupts only C.2.6.5
if all possible sequences of interrupts are predictable
4 |Interrupts No triggering of watchdog by interrupt procedure A9.4
except in combination with other program sequence
conditions
5 |Power down No power-down procedures, such as saving of data, for A.8.3
safety-related functions
6 |Memory management Stack manager in the hardware and/or software with C.2.6.4/C.5.4
appropriate reaction procedure

© IS0 2017 - All rights reserved
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Table A.2 (continued)

No.

Object

Measure

1IEC 61508-7:2010
(unless otherwise
indicated)

Program

Iteration loops shorter than system reaction time, e.g. by
limiting the number of loops or checking execution time

Program

Array pointer offset checks, if not included in the pro-
gramming language used

C.2.6.6

Program

Defined handling of exceptions (e.g. divisions by zero,

Ling atc)tbhat foronc tha

avarfloias
Ve TOWS

sariabla vanaga cbha
Vo 1)

TrooTt-Tor e eI S Tttt T oT eeoe T

system into a defined safe state

10

Progr

No recursive programming, except in well-tried
standard libraries, in approved operating systems, or
in high-level language compilers. For these exceptions,
separate stacks for separate tasks shall be provided
and controlled by a memory management unit

C.2.6.7

11

Progr

Documentation of programming library interfaces
and operating systems at least as complete as the user
program itself

12

Progri

Plausibility checks on data relevant to safety fuhctions,
e.g. input patterns, input ranges, internal ddta

€.2.5/C.3.1

13

Progr

If any operational mode can be invoked4ortesting or
validation purposes, normal operationof'the lift shall
not be possible until this mode has%een terminated

IEC 61508-1:201p
7.7.2.1

14

Comnjunication system

(exter

nal and internal)

Reach a safe state with due considération to the system
reaction time in a bus communication system with
safety functions in case of 1oss of communication or a
fault in a bus participant

A.7/A9

15

Bus s)

rstem

No reconfiguration efithe CPU-bus system, except dur-
ing the boot procedure

NOTE Periodical refresh of the CPU-bus system is not
considered as'being a reconfiguration.

C.3.10

16

1/0 h3

ndling

No reconfiguration of I/0 lines, except during the boot
procedures

NOTE Periodical refresh of the [/O configuration reg-
istérs is not considered as a reconfiguration.

C.3.10

Table A.3 —=,Common measures for the design and implementation process

No.

Measure

IEC 61508-7:2010

Asses

bment-ofithe functional, environmental and interface aspects of the application

A.14/B.1

Requirement specification, including the safety requirements

B.2.1

.| - e .
RevieWwsofatt SPECIIICAtIOIS

b.2.0

BIW( IN| -

Design documentation as required in A.2.6.2 and in addition

— function description, including system architecture and hardware/software
interaction;

— software documentation, including function and program flow description

C.59

5 |Design review reports B.3.7/B.3.8,C.5.16
6 |Check of reliability using a method such as failure mode and effect analysis (FMEA) B.6.6
7 |Manufacturer’s test specification, manufacturer’s test reports and field test reports B.6.1
26 © IS0 2017 - All rights reserved
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No. Measure IEC 61508-7:2010
8 |Instruction documents, including limits for intended use B.4.1
9 |Repeat and update of above-mentioned measures if the product is modified C.5.23
10 |[Implementation of version control of hardware and software and its compatibility C.5.24

Table A.4 — Specific measures for SIL 1
Object Reference
cdmponents Requirementsa Measures

andl functions Table A.7 |IEC61308-7:2010

Strjicture The structure shall be such |One-channel structure with M.1.1 A.3.1

that any single random self-test, or two channels or M3 A2s
failure is detected and the |more with comparison - o
system shall go into a safe

state.

Prdcessing Failures in processing units |Failure-correcting hardware, M.2.1 A.3.4

unifs that can lead to incorrect or self-test by software, or M.2.2 A31

results shall be detected. comparator for two-chan- - -
. nel structure, or reciprocal M.2.4 A.1.3
If such a failure can lead to omparison by softwafe for
a dangerous situation, the comp onbys M.2.5 A.3.5
. two-channel structure
system shall go into a safe
state.

Invhriant Incorrect information modi- | The following measures refer M.3.5 A.5.5

memory fication, i.e. all odd-bit or only to a,en€é~channel struc- M.3.1 Aa3

ranfges 2-bit failures and some ture: 1-hitredundancy (parity e o

3-bit and multibit failures bit), ei block safety with one-

shall be detected, at the wond redundancy

latest, before the next travel

of the lift.
Vatfiable Global failures during The following measures M.3.2 A.5.6
memory addressing, writing, storing |refer only to a one-channel

. . - M.4.1 A.5.2

ranjges and reading as well as all structure: word-saving with

odd-bit and 2-bitfailures multibit redundancy, or check

and some 3-bitfailures and |through test pattern against

multibit failures shall be de- |static or dynamic faults

tected,at'the latest, before

the nexttravel of the lift.

[/Olunits and |Static failures and cross talk | Code safety, or test pattern M.5.4 A.6.2

intgrfaces incl. [on1/0 lines, as well as ran-

C S M.5.5 A.6.1
communication{dom and systematic failures

links in the data flow, shall be de-

tected, at the latest, before
the next travel of the lift.

Clotk Fatturesimclock generationr TWatchdog withrseparate timme M6t A.3.5

for processing units like base, or reciprocal monitoring

frequency modification or M.6.2 A91
q y

break-down shall be detect- A9.2

ed, at the latest, before the

next travel of the lift.

Program Wrong program sequence |Combination of timing and M.7.1 A94

sequence and inappropriate execution |logical monitoring of program

time of the safety-related sequence
functions shall be detected,

at the latest, before the next

travel of the lift.

a  Asaconsequence of the detection of a failure, a safe state of the lift shall be maintained.
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Table A.5 — Specific measures for SIL 2

Object compo- Reference
nents Requirements? Measures
and functions Table A.7 |IEC 61508-7:2010
Structure The structure shall be such One channel with self-test M.1.2 A.3.3
that any single random failure |and monitoring, or two M.1.3 A2S
is detected with due consid- channels or more with o o
eration to the system reaction |comparison
time and that the system goes
into a safe state.
Processing Failures in processing units Failure correcting M.2.1 A34
units that can lead to incorrect re- hardware, and software M.2.3 AZ3
sults shall be detected with due |self-test supported by o N
consideration to the system hardware for one-channel M.2.4 A1.3
reaction time. structure, or comparator
. for two-channel structure, M.2.5 A-3.5
If such a failure can lead to a . :
X : or reciprocal comparison
dangerous situation, the sys- by software for two-chan-
tem shall go into a safe state. y S0
nel structure
Invariant Incorrect information modifica- | The following measures M:3.1 A4.3
memory tion, i.e. all odd-bit or refer only to a one-channel M.3.2 AS.6
ranges 2-bit failures and some 3-bit structure: block safety - -
and multibit failures shall be de- | with one-word redundaiicy,
tected with due consideration |or word saving with multi-
to the system reaction time. bit redundancy
Variable Global failures during ad- The following measures M.3.2 A.5.6
memory dressing, writing, storing and |refer only to a.ene-channel M.4.1 AS.2
ranges reading as well as all odd-bit structure: word-saving o "
and 2-bit failures and some with multibit redundan-
3-bit failures and multibit fail- |cy, or check through test
ures shall be detected with due |pattern against static or
consideration to the system dynamic faults
reaction time.
[/O units apd  |Static failures and cross talk on |Code safety, or test pattern M.5.4 A.6.2
interfaces iltlcl. /0 lines, as well as random and
s e . M.5.5 A6.1
communicdtion |systematic failures inthe'data
links flow, shall be detected with due
consideration tohe'system
reaction time
Clock Failures in-clock generation for |Watchdog with separate M.6.1 A.3.5
processingunits like frequency |time base, or reciprocal M.6.2 A91
modifieation or break down monitoring o "
shall be detected with due A9.2
consideration to the system
Keaction time.
Program Wrong program sequence and |Combination of timing and M.7.1 A9.4
sequence inappropriate execution time of|logical monitoring of pro-
the safety function shall be de- |gram sequence
tected with due consideration
to the system reaction time.
a As aconsequence of the detection of a failure, a safe state of the lift shall be maintained.
b This does not apply to actuators, such as safety relays or equivalent electronic means, e.g. in the safety chain.
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Object Reference
components Requirements2 Measures
and functions Table A.7 |IEC 61508-7:2010
Structure The structure shall be such Two channels or more with M.1.3 A.2.5
that any single random failure |comparison
is detected with due consid-
eration to the system reaction
time and that then the system
goes into a safe state.
Pricessing Failures in processing units Comparator for two M.2.4 A.1.3
uniks that can lead to incorrect channels, or reciprocal M.2.5 135
results shall be detected with |comparison by software for - e
due consideration to the sys- |two-channel structure
tem reaction time.
If such a failure can lead to a
dangerous situation, the sys-
tem shall go into a safe state.
Invpriant Incorrect information modifi- |Block safety procedure M.3.3 A.4.5
menory cation, i.e. all 1-bit or multibit |with block replication, or M.3.4 daa
ranfges failures, shall be detected block safety with multi- o "
with due consideration to the |word redundancy
system reaction time.
Varjiable Global failures during ad- Block safety procedure M.4.2 A.5.7
memory dressing, writing, storing and |with block réplication, or
: e ; . M.4.3 4.5.3
ranjges reading as well as static bit inspection checks such as
failures and dynamic cou- “GALPAT”
plings shall be detected with
due consideration to the sys-
tem reaction time.
I/0funits and Static failures and cross talk  |Multichannel parallel M.5.1 A.6.5
int¢rfacesincl. |onI/0 lines as well asrahdom |input and multichannel
C e S M.5.3 4.6.3
corhmunication |and systematic failures'in the |parallel output, or output
links data flow, shall be detected read back, or code safety, M.5.2 A.6.4
\S/\nth due con_sxder.atlolgl tothe |or test pattern M.5.4 162
ystem reaction’ time.
M.5.5 A.6.1
Clogk Failurésin clock generation for | Watchdog with separate M.6.1 A.3.5
processing units like frequen- |time base, or M.6.2 Ao1
cy.modification or break-down . N
shall be detected with due reciprocal monitoring A9.2
consideration to the system
reaction time.
Prdgram Wrong program sequence and |Combination of timing and M.7.1 A9.4
sequénce inappropriate execution time of | logical monitoring of pro-
Lht bdrCLy fullLLiUll b}ldil ‘UC dt‘ sIdII SCHUCTILT
tected with due consideration
to the system reaction time.

a  Asa consequence of the detection of a failure, a safe state of the lift shall be maintained.

b This does not apply to actuators, such as safety relays or equivalent electronic means, e.g. in the safety chain.
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Table A.7 — Description of possible measures of failure control

Object
components Measure no. Description of measures
and functions
Structure M.1.1 One-channel structure with self-test
Description:

Even though the structure consists of a single channel, redundant output
paths shall be provided to ensure a safe shutdown. Self-tests (cyclical) are

applied to the sub-units of the PESSRAL at time intervals that may be appli-
cation-dependent. These tests (e.g. CPU tests or memory tests) are designed
to detect latent failures that are independent of the data flow.

A detected failure shall cause the system to go into a safe state.

M.1.2 One-channel structure with self-test and monitoring

Description:

A one-channel structure with self-test and monitoringconsists of a separpte
hardware-monitoring unit which, independent of thesapplication, periodigal-
ly receives test data from the system that can restilt from self-test proce-
dures. In case of incorrect data, the system shall go into a safe state.

At least two independent shut-down paths/areneeded so that a shut-down
can be caused either by the processing unit'itself or by the monitoring unit.

M.1.3 Two or more channels with comparison

Description:

Two-channel safety-related deSign consists of two independent and
feedback-free functional units: This allows the specified functions to be
processed independently;in each channel. For a two-channel PESSRAL
exclusively designed fek the function of one safety device, the design of th
channels may be identical in terms of hardware and software. In the case
of a two-channel PESSRAL used for complex solutions (e.g. combinations pf
several safety functions) and where the processes or conditions are not dpfi-
nitely verifiable, diversity of hardware and software should be considerefl.

[¢)

The strugture includes a function that compares internal signals (e.g. bus
comparison) and/or output signals that are relevant to safety functions i
orderto aid failure detection.

At least two independent shut-down paths are needed so that a shut-down
can be caused either by the channels themselves or by the comparator. It {s
necessary that the comparison itself also be subject to failure recognitior].
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Table A.7 (continued)

Object
components | Measure no. Description of measures
and functions
Processing M.2.1 Failure-correcting hardware
units Description:

Such units can be realized using special failure-recognizing or failure-cor-
recting circuit techniques. These techniques are known for simple structures.

M.2.2 Self-test by software
Description:
All the functions of the processing unit that are used in the)safetytrelated
application shall be tested cyclically.
These tests can be combined with the test of the subscomponents| e.g. mem-
ories, I/0s, etc.

M.2.3 Software self-test supported by hardware
Description:
A special hardware facility is used for thefailure detection that stports the
self-test functions, for example, a monitoring unit which checks the periodic
output of certain bit patterns.

M.2.4 Comparator for two-channel sttuctures
Description:
Two channels,with hardware comparator:
a) The signals of both processing units are compared using a harjdware unit
cyclically or continuously. The comparator can be an externally tdsted unit
or designed as a self-monitoring device, or
b) The signals of both channels are compared using a processing unit. The
comparator can be an externally tested unit or designed as a selffmonitor-
ing device.

M-2.5 Reciprocal comparison of two channels

Description:

Comparator >< Comparator

Two redundant processing units are used that exchange safety-re
reciprocally. A comparison of the data is carried out by each unit.

levant data
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Table A.7 (continued)
Object
components | Measure no. Description of measures
and functions
Invariant M.3.1 Block-safety procedure with one-word-redundancy (e.g. signature formation
memory through ROM with single word width)
ranges .
Description:
](SPI{J?KI\SM ) In this test, the contents of the ROM are compressed by a certain algorithm

to atleast one memory word. The algorithm, e.g. cyclic redundancy check
(CRCY, can be realized USINg hardware or USINg SofTware.

M.3.2 Word-saving with multibit-redundancy (e.g. modified hamming code)

Description:

Every word of the memory is extended by several redundantbits to prodice
a modified hamming code with a hamming distance of at least four. Every
time a word is read, one can determine whether a corruptienh has taken

place by checking the redundant bits. If a difference is'found, it is necessafy
that the system go into a safe state.

M.3.3 Block-safety procedure with block replication

Description:

The address space is equipped with twe'memories. The first memory is
operated in the normal manner. The.se€ond memory contains the same ir
formation and is accessed in parallelto the first. The outputs are compared
and a failure is assumed if a difference is detected. In order to detect certhin
kinds of bit errors, the data shallbe stored inversely in one of the two mefn-
ories and inverted once again‘when read. In the software procedure, the
contents of both memory-areas are compared cyclically using a program.

M.3.4 Block-safety procedure'with multiword redundancy

Description:

This procedure.calculates a signature using a CRC algorithm, but the re-
sulting value.is at least two words in size. The extended signature is stor¢d,
recalculated and compared as in a single-word case. A failure message is
produced if a difference occurs.

M.3.5 Word-saving one bit redundancy (e.g. ROM monitoring with parity bit)

Description:

Every word of the memory is extended by one bit (the “parity” bit) that

completes each word to an even or odd number of logical 1's. The parity o
the data word is checked each time it is read. If the wrong number of 1’s i3
found, a failure message is produced. The choice of even or odd parity shquld
be made such that whichever of zero word (nothing but 0s) and the one wprd
(nothing but 1s) is the more unfavourable in the event of failure, then that
word is not a valid code. Parity can also be used to detect addressing failyre

when the r_\:\rify is calculated for the concatenation of the data word and iks

address.

—
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Table A.7 (continued)

Object
components
and functions

Measure no.

Description of measures

Variable
memory
ranges

M.4.1

Check using test pattern against static or dynamic faults, e.g. RAM test

“walkpath”
Description:

The memory range being tested is initialized by a uniform bit stream. The
first cell is then inverted and the remaining memory area is inspected to

M.4.2

M.4.3

ENSUre that the bacKground IS corTect. After this, the fITst cell 15 1]
to return to its original value and the whole process is repeated\f

A second run of the “wandering bit model” is carried out withyan inverse
background pre-assignment. If a difference occurs, it is necessary| that the

system go into a safe state.

Block-safety procedures with block replication, e.g\double RAM with hard-

ware or software comparison

Description:

The address space is equipped with tworiemories. The first menjory is
operated in the normal manner. The second memory contains thelsame in-

formation and is accessed in parallel to'the first. The outputs are

and a failure is assumed if a diffefence is detected. In order to detfct certain

kinds of bit errors, the data shall be stored inversely in one of the

ories and inverted once agajiwhen read. In the software procedyre, the
contents of both memory ‘areas are compared cyclically using a pfogram.

Inspection to check forstatic and dynamic failures, e.g. “GALPAT”

Description:

a) RAM test “GALPAT”: An inverse element is written into the stgndard
pre-assigned’'memory and then all the remaining cells are inspected to

ensure that their contents are correct. After every reading access
the remgaining cells, the inversely described cell is also inspected
in addition to this. This process is repeated for every cell. A secon
carried out with an inverse pre-assignment. A failure is assumed
difference, or

b) Transparent “GALPAT” test: At the beginning of the test, a “signature” is
formed using software or also hardware regarding the content of{the mem-

ory range being tested and this is stored in the register. This corr
to the pre-assignment of the memory in the GALPAT test. The con|

now written into the test cell in an inverted way and inspect the dontents

of the remaining cells. The contents of the test cell are also read a

reading access to one of these cells. Since the contents of the remdining

cells are indeed unknown, their contents are not inspected indivi
but by forming a signature once again. After this first run for the

a second run for this cell takes place with contents that have beer] inverted
several times: i.e. contents that are real again. Thus, the original dontents of

b-inverted
r the next.

compared

two mem-

to one of
hnd read

d run is
fthereisa

psponds
kents are

fter every

Hually,
irst cell,

the memory are re-established. All the other memory cells are tested in the

same manner. A failure is assumed if there is a difference.
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Table A.7 (continued)

Object
components
and functions

Measure no.

Description of measures

I/0 units and M.5.1 Multichannel parallel input
interfaces -
Description:
This is a data-flow-dependent comparison of independent inputs complying
with a defined tolerance area (time value).
M.5.2 Output read back (monitored output)
Description:
This is a data-flow-dependent comparison of outputs with independent
inputs complying with a defined tolerance area (time, value). The failure
cannot always be related to the defective output.
M.5.3 Multichannel parallel output
Description:
This is a data-flow-dependent output redundancy/Failure recognition takes
place directly through the technical process or throtigh external comparatprs.
M.5.4 Code safety
Description:
This procedure protects the input anid output information with regard to
coincident failures and systemati¢failures. It provides data-flow-dependgnt
failure recognition of the input and output units with information redun-
dancy or/and time redundancy.
M.5.5 Test pattern (model)
Description:
This is a data flow independent cyclical test of input and output units car-
ried out with the;aid of a defined testing pattern to compare observations
with the corfesponding expected values. The testing pattern information
the testing pattern reception and testing pattern evaluation have to be
independent from each other. It has to be assumed that all possible input
pattérns are tested.
Clock M.6.1 Watchdog with separate time base
Description:
Hardware timer with a separate time base is triggered by correct operatipn
of the program.
M.6.2 Reciprocal monitoring
Description:
Hardware timer with a separate time base is triggered by the correct opejra-
tion of the program of the other processor.
Program M.7.1 Combination of timing and logical monitoring of program sequence
sequence o
Description:
A time-based facility monitoring the program sequence is re-triggered only
if the sequence of the program sections is executed correctly.
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A.3 Techniques and measures to implement and demonstrate SIL compliance
using IEC 61508-2 and IEC 61508-3

A.3.1 General requirements

The requirements for the application of IEC 61508 where it is used for the implementation and
demonstration of PESSRAL SIL compliance are provided in A.3.

A.3.1.1 For the purpose of this document, the SIL represents the requirement for a device operating
in the low-demand mode and the probability of failure to perform its safety function on demand (refer

fungtional safety, the SIL shall represent the requirement for a PESSRAL considered operg
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-demand mode and the dangerous failure rate shall be used (refer to IEC 61508-1r2010, ]

bn there is a possibility that some combination of output states of a subsystern can dir

Kystem as a safety function operating in the continuous mode.

1.2 Device(s) and software used to fulfil non-SIL-rated requiremeftsshall not be used to
relevant requirements of a PESSRAL unless these device(s) and software have also been
rating of the SIL for the safety-related function.

1.3 The detection of a dangerous fault (by diagnostic.tésts, proof tests or any other me
SRAL subsystem that can tolerate a single fault shall.result in the specified safe-state of
bssary, to maintain the integrity of the PESSRAL-and maintain the safe-state conditi
cond fault in the same subsystem that can leadto a dangerous condition, a manual res
lired to remove the PESSRAL from the safe-state condition.

bre the above actions depend on an gperator or remote subsystem taking specific
bonse to an alarm of a dangerous faultithen the alarm shall be considered part of the S
Ction of the PESSRAL.

.2 Implementation and SIL compliance

lementation of SIL compliance for a PESSRAL shall be in accordance with the guidelines an
EC 61508-2 for hardware’ and IEC 61508-3 for software. See also IEC 61508-7, which (
Fview of various safety/techniques and measures relevant to IEC 61508-2 and IEC 61508-

E
prity level function provided that adequate levels of independence are achieved and that they ¢
he application:

.3 Verification of conformity

ting in the
[able 3).

to I'FC 61508-1:2010, Table 2). However, where a PESSRAL is used for continuous control o maintain

bctly cause

hzardous event, then it should be necessary to regard the detection ofydangerous faults in the

implement
ncluded in

Ans) in any
Table 2. If
n prior to
et shall be

actions in
[L-relevant

1 measures
ontains an
B.

It is possibleto use several lower safety integrity-level systems to satisfy the need for a hligher safety

re certified

For

the purposes of this document, it is assumed that the laboratory undertakes both the {

esting and

the certification as an approved body. An approved body shall be a certified third party accredited by a
national authority for the scope of lifts and corresponding safety devices.

The application for type examination shall be made by the manufacturer of the element(s) or his
authorized representative and shall be addressed to an approved test laboratory.
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Hydraulic
The Buildil

Annex B
(informative)

Applicable lift codes, standards and laws

he relationship between the following editions of lift codes, standards and laws anda

8 + A1:2005 + A2:2003, Safety rules for the construction and installation)of lifts — Part 1:

8 + A1:2005 + A2:2003, Safety rules for the construction and instalation of lifts — Part 2:
ifts

1g Standards Law of Japan, Enforcement Order (For Elevatoriand Escalator): 2002
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