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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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the following terms have been added: 3.1 check source, 3.2 competent authority, 3.3 computer

security, 3.9 nuclear material, 3.10 radioactive contamination, 3.11 radioactive material,
3.12 radiological monitoring, 3.13 radionuclide, 3.15 threat, 3.16 threat assessment and 3.17
threshold level. Terms and definitions count updated to 17.

According to the standard’s title, “instruments” in the title of Clause 4 was deleted. Originally, there

were 4 types of instruments categorized in the first edition (ISO 22188:2004); they were pocket-
type instruments, hand-held instruments, installed instruments and radionuclide identifiers. In
this second edition, the kinds of devices are updated to 7. Individually, they are personal radiation
devices, hand-held instruments, hand-held radionuclide identification devices, installed radiation
portal monitors, mobile systems, backpack-type radiation detectors, active interrogation and
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imaging systems. For each instrument the general characteristics, operation, calibration and
routine testing, minimum performance requirements and test methods are presented. References
to the IEC standards covering the performance requirements for these types of instruments were
added and the requirements listed in this document were removed.

This document primarily covers radiological monitoring at borders from a technical and operational
viewpoint. Whether, when or where to establish radiological monitoring at borders should be the
result of a comprehensive national regulatory strategy for radioactive material control. Therefore,
the training requirements for border agents, inspectors and first responders have been added (see
4.2).

acratiroim Mot G"i'v"”’i;' chratrry o se Wit atre e tworsea;, Conmeetea=e internetor
ise cloud services, are vulnerable to arange of cyber threats. The computer security ef these systems
geeks to maintain the integrity, accessibility, authenticity and, where required, the ‘Confidentiality
f data and instrument control. Guidance from national authorities for computer secpirity should
ie sought by end-users for maintaining business continuity and reliability 6fradiationf monitoring

gervices and systems. A new Clause 6 has been added to deal with this issue:

Parts of Annex A, and all of Annex B and Annex C were integrated into the text of Clalises 4 and 5
fthe revised document. Annex D was eliminated and references to’applicable IEC standards were
piven for performance requirements and test methods. Annex.A.was rewritten and gimplified as
Alarms and threshold levels. A new Annex B was added to list the possible trafficked|devices and
fadionuclides. Examples of naturally occurring radioactiveimaterial remain as Annex (.

Update of the Bibliography.

Any feedback or questions on this document should be-directed to the user’s national standprds body. A

complete listing of these bodies can be found at wwwriso.org/members.html.
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Introduction

The International Atomic Energy Agency (IAEA) Incident and Trafficking Database (ITDB) sy

stem

has been recording incidents of inadvertent movement and illicit trafficking of nuclear and other
radioactive materials since 1995. Although the numbers of reported incidents fluctuate over time, those
related to trafficking or malicious use remain a concern. A small number of these reported incidents
involve seizures of potentially weapons-usable nuclear material, but the majority involve unauthorized
activities including stolen or missing radioactive material and the detection of contaminated

manufactured goods. Examples include unintentional incorporation of radioactive materials

into

recycled steel, handling of lost radioactive sources by unsuspecting individuals, and deliberate theft of

radioactive paterial.

The potenti
misappropr
trafficking.
serious, eve
maritime p
issue.

al radiological hazard to workers, the general public and the environment Catse
ated radioactive materials adds an additional threat to inadvertent movement’and
There have been instances in which loss of control over radioactive matepials has |
n fatal, consequences. Detection of radioactive materials at border crossings as wy¢
rts, airports and inside countries, for example at check points, is therefore an impo

This docum|
aspects cov
for appropri

ent addresses the procedural aspects of detecting radioactive:materials. The proce
er the techniques to search, locate and possibly identify radioactive substances. Guidg
ate training programs and maintenance of equipment are also considered a relevant as
Instrumentg used in the process are characterized with respect to{minimum requirements in
to make the¢ recommended procedures applicable. These include-personal radiation devices,
held instrugnents, hand-held radionuclide identification devices; installed radiation portal mon
backpack-tyjpe radiation detectors, mobile systems, active interrogation, and imaging sysf{
Specificatiops for the minimum performance requiremengs and test methods for instrumentatio
covered by ¢ther existing standards, which are listed inthe normative references clause.

Due to adv3
assumed thi
It is assumd
enhance cor

nces continually being made in the fi€ld of border radiation monitoring equipment
at it can represent a consensus omn-the minimum specifications presently achiey

hmunication across borders, and€ncourage activities to detect and counteract inadve
movement gnd illicit trafficking of radiodetive materials. The benefits thus gained contribute tow
the efforts [to counter nuclear weapons proliferation and increase radiation protection. A la
standardization can delay implementation of intended activities, specifically if certain parameter
example thifeshold level, are not agreed upon internationally. Technical documents published b

[AEA in thi
qualifying a
justifiable a

Vi

5 subject area provide a set of technical specification that can be used in design tes
hd purchasingborder radiation monitoring equipment, they are the basis for recomme|

hd agreed specifications and procedures, see References [1], [2], [3], [4], [5], [€] and [Z].

d by
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Monitoring for inadvertent movement and illicit trafficking
of radioactive material

1 Scope

This document specifies methods and means of monitoring for inadvertent movement and illicit

traff
for €
Emp
and

in thiis document, it is meant to apply not only to international land borders babalso mar

airpq
spec
reco
metg

This

1

|

q

q

plans to combat illicit trafficking,

mnonitoring procedures,

necessities according to this document, and

TRiTTg of Tadioactive matertat it provides guidetines oI the use of botir statiomary a
xample hand-held, instruments to monitor for radiation signatures from radioacti
hasis is placed on the operational aspects, i.e., requirements derived for mpnhitori
rommodities mainly at border-crossing facilities. Although the term border’is"used
rts, and similar locations where goods or individuals are being checked)This docum

pnized that transboundary movement of metals for recycling occurs;and that monitoj
Is might be done at the borders of a state.

document is applicable to

egulatory bodies and other competent authorities seeking guidance on implementat

aw enforcement agencies, for example border gtards, to obtain guidelines on re

bquipment manufacturers in order to understand minimum requirements derived from|

bnd-users of radiation detection equipment applicable to this document.

1d portable,
ve material.
g of traffic

repeatedly
itime ports,
ent does not

fically address the issue of detection of radioactive materials at recycling facilities, although it is

ing of scrap

on of action

commended

operational

2 Normative references

The following documents _are’referred to in the text in such a way that some or all of their content
constitutes requirements. of this document. For dated references, only the edition cited [applies. For
unddted references, the latest edition of the referenced document (including any amendments) applies.
IEC 0325, Radiation’ protection instrumentation — Alpha, beta and alpha/beta (beta enengy > 60keV)
contgmination meters and monitors

IEC 1526, Radiation protection instrumentation — Measurement of personal dose equivalents H,(10) and
H,(0,07)for X, gamma, neutron and beta radiations - Direct reading personal dose equivalent meters

IEC 6224%, Rudiation protection instrurmerntation — Instatted radiation portat momnitors (RPMs) for the

detection of illicit trafficking of radioactive and nuclear materials

IEC 62327, Radiation protection instrumentation — Hand-held instruments for the detection and
identification of radionuclides and for the estimation of ambient dose equivalent rate from photon radiation

IEC 62387, Radiation protection instrumentation — Dosimetry systems with integrating passive detectors
for individual, workplace and environmental monitoring of photon and beta radiation

IEC 62401, Radiation protection instrumentation — Alarming personal radiation devices (PRDs) for the
detection of illicit trafficking of radioactive material

IEC 62484, Radiation protection instrumentation — Spectrometric radiation portal monitors (SRPMs)
used for the detection and identification of illicit trafficking of radioactive material

© IS0 2023 - All rights reserved
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IEC 62533, Radiation protection instrumentation — Highly sensitive hand-held instruments for photon

detection of

radioactive material

IEC 62534, Radiation protection instrumentation — Highly sensitive hand-held instruments for neutron

detection of

radioactive material

IEC 62618, Radiation protection instrumentation — Spectroscopy-based alarming Personal Radiation
Detectors (SPRD) for the detection of illicit trafficking of radioactive material

IEC 62694, Radiation protection instrumentation — Backpack-type radiation detector (BRD) for the

detection of

illicit trafficking of radioactive material

[EC 62945, | Radiation protection instrumentation — Measuring the imaging performance of. K-ray
computed tomography (CT) security screening systems

IEC 62963, Radiation protection instrumentation — X-ray computed tomography (CT) inspection sygtems
of bottled/cqnned liquids

IEC 63085,| Radiation protection instrumentation — System of spectral identification of liquifs in
transparent|and semitransparent container (Raman systems)

IEC 63121, Radiation protection instrumentation — Vehicle-mounted mobile-Systems for the detection of
illicit trafficking of radioactive materials

3 Termsand definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC|maintain terminology databases for use in statidardization at the following addresses

— ISO Onl{ne browsing platform: available at https://www.iso.org/obp

— IEC Eleqtropedia: available at https://wwweelectropedia.org/

31

check sourge

radioactive pource, not necessarily calibrated, used to confirm the continuing satisfactory operation of
an instrument designed to detect photonic or particulate radiation

3.2

competent puthority

any body or|authority designated or otherwise recognized as such for any purpose in connection|with
the transport regulatiops

[SOURCE: IAEA Nuclear Safety and Security Glossary: 2022(interim) edition. Vienna: IAEA, 2022. 248 p]
Note 1 to erftrys This term is used only with reference to the Transport Regulations for consistency|with
terminology uocd ;ll thc VV;dCl f;cld Uf Acsu}atiuu Uf thc tl auoyult Uf dauscl \UAC ) EUUdD- Othcl VV;DC, thC more

general term

3.3
computer s

regulatory body should be used, with which competent authority is essentially synonymous.

ecurity

particular aspect of information security that is concerned with the protection of computer-based
systems against compromise

[SOURCE: IAEA Nuclear Safety and Security Glossary: 2022 (interim) edition. Vienna: IAEA, 2022. 248 p]

3.4
detection

discovery of the presence of radioactive material on the basis of measurements and interpretation of

results

© IS0 2023 - All rights res
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detection limit
smallest true value of the measurand which ensures a specified probability of being detectable by the
measurement procedure

[SOU
3.6

RCE: ISO 12749-1: 2020, 3.4.11]

false-alarm rate
rate of alarms which are not caused by a radioactive source under the specified background conditions

3.7

illicit‘
any i

for sy

3.8

inadyvertent movement

any {

39

nucl
plutd
the i
the fi

[soy

3.10
radi
radid
thein

[soy

3.11
radi
mate
beca

[SOU

Note
mearn

Note
is int

trafficking

ibsequent illegal sale, use, storage or further transfer

Inintentional unauthorized receipt, possession, use or transfer of radigactive material

par material
nium except that with isotopic concentration exceeding 80-% in 238Pu; 233U; uranium
otope 235 or 233; uranium containing the mixture of isafopes as occurring in nature ¢
brm of ore or ore residue; any material containing one:0x more of the foregoing

RCE: IAEA Nuclear Safety and Security Glossary: 2022 (interim) edition. Vienna: IAEA,

pactive contamination
active substances on surfaces, or within.solids, liquids or gases (including the human j
presence is unintended or undesirable,or the process giving rise to their presence in §

RCE: ISO 12749-1: 2020, 3.3.4]

pactive material
rial designated in natignal law or by a regulatory body as being subject to regula
1se of its radioactivity

RCE: IAEA Nucl€ay Safety and Security Glossary: 2022 (interim) edition. Vienna: IAEA,

ing of radiodctive.

D to efitry: The term radioactive substance is also used to indicate that the “scientific” meaning
ended, rather than the “regulatory” meaning of radioactive suggested by the term radioactive

tentional unauthorized movement of radioactive materials, particularly acrossmational borders,

enriched in
ther than in

D022.248 p]

ody), where
buch places

tory control

D022. 248 p]

1 to entry: ThiS1s the “regulatory” meaning of radioactive, and should not be confused with the “scientific”

bf radioactive
material.

3.12

radiological monitoring
radiation monitoring
measurement of dose, dose rate or activity for reasons relating to the assessment or control of exposure
to radiation or exposure due to radioactive substances, and the interpretation of the results

[SOURCE: ISO 12749-1: 2020, 3.3.5]

Note 1 to entry: The general term “dose” refers to ambient dose equivalent if not stated otherwise in this
document.
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radionuclide
nuclide which is in an unstable state due to excess of internal energy and which will attain a stable state

by emitting

radiation

Note 1 to entry: Radionuclides are either naturally occurring radionuclides, such as 49K, 235U, 238U, 232Th and
their radioactive decay products or produced by activation or other artificial means.

[SOURCE: IS

3.14

regulatory
authority of]
conducting
radiation, rd

[SOURCE: IA

3.15
threat
person or gi

[SOURCE: 1A

3.16

threat asse
evaluation
information

[SOURCE: 1A

3.17

threshold 1
level of son
something i

[SOURCE: IA

Note 1 to ent
dose rate) th

of the instrumnent at the lowestlével that might indicate some form of malicious act.

4 Monit

4.1 Oven

0 12749-1: 2020, 3.1.8]

body

system of authorities designated by the government of a State as having legal authorif
the regulatory process, including issuing authorizations, and thereby regulating nu
dioactive waste and transport safety

EA Nuclear Safety and Security Glossary: 2022(interim) edition. Vienna: IAEA, 2022. 2

oup of persons with motivation, intention and capability to commit-a malicious act

EA Nuclear Safety and Security Glossary: 2022(interim) edition. Vienna: [AEA, 2022. 2

ssment
bf the threat (3.15), based on available intelligence; law enforcement, and open sq
that describes the motivation, intentions, and ¢apabilities of these threats

EA Nuclear Safety and Security Glossary: 2022 (interim) edition. Vienna: IAEA, 2022. 2
pvel

he measurable (or otherwise assessable) quantity such that, if that level is exce
appens.

EA Nuclear Security glossary: 2020 edition, draft. Vienna: [AEA, 2020. 60 p]

'y: The threshold level for a-detection instrument is a level of the measured quantity (for examj
it, if exceeded, triggers\the instrument to generate an alarm. Such a threshold level is set by thg

bring

riew

The proces

y for
Clear,

48 pl

48 p|

urce

48 pl

bded,

ble, of
user

S Fnr r]ofor‘hnn r\F lnarlwnrfnnf movement or 1”11‘11’ frafﬁrlnnn’ r\F rarhnar‘hvo ma

erial

is illustrated by the flowchart in Figure 1. This provides an outline for the various clauses of this
document. It has the following main steps:

a) strategic evaluation of the need for border monitoring;

b) selection of instruments;

c¢) determination of threshold levels;

d) evaluation of alarms, by verification and localization of the radioactive material;

e) evaluation of radioactive material found.
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This document primarily covers radiological monitoring at borders from a technical and operational
viewpoint. The decisions regarding whether, when, or where to establish radiological monitoring at
borders should result in a comprehensive national regulatory strategy for radioactive materials control.

One of the key factors in the development of a national strategy is threat assessment. By evaluating
historical, political, sociological, economic and geographic factors, a State can come to a reasonable
assessment as to the potential, or threat of illicit trafficking or inadvertent movement of radioactive
materials across its borders. For some countries, at certain border locations, monitoring may be
regarded as a necessary component of their overall strategy. For many others, the potential problem
is so low that it would not be considered sufficiently cost-beneficial to implement border monitoring.
However, it is recognized that sometimes radiological monitoring at borders is put in place more for
polit ased on a signiticang threat.

Shoulld it be determined that border monitoring is needed, the results of the strategic¢ gnalysis also
helpg in the determination of the types of instruments to be used and where they, should be deployed.
The monitoring process is most effective if it is conducted at locations that hayethe greatg¢st potential
for identifying and intercepting illicit trafficking or inadvertent movement of radioactive|material. In
genefal terms, these are “control points” or “nodal points” where the flow of|people, vehicle movement
or freight converges. These locations may already be control points for.other purposes, suth as weigh-
statipns or customs.

© IS0 2023 - All rights reserved 5
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(Investigate the case)
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(Verify)
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=Only alpha, Deta of [ow energy gamma radiation emitted
- Heavy shielding

Radioactive material not detected
Reasons:
- Wrong instrument for the radiation type,and/or energy
- Not sensitive enough:
- low activity
- shielded source
- incorrect positioning
- Instrument response time not{fastjenough
- Not in calibration
- Not functional at the time,

Radioactive material'not detected
Reasons:
- Background/oo,high
- Not sensjtive\enough:

- low activity

- shielded source

- ineorrect positioning
- Instrument response time not fast enough
- Alarm level incorrectly set

False alarm

Reasons:

- Statistical noise

- Background fluctuation

- Radio-frequency interference

- Other electromagnetic interference
- Malfunctioning instrument

Innocent alarm
Reasons:
- Patient with incorporated medical radionuclides
- Legal shipment of radioactive material:
- Placarded and labelled radionuclides
- Naturally occurring radioactive materials
- Consumer products

-
| |
| l
| |
| 1
| . |
| Evaluation of |
| radioactive :
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|

Figure 1 — Flowchart for detection of inadvertent movement or illicit trafficking of radioactive

Isita

deliberate criminal
attempt to traffic radioactive

material for malicious purposes

or financial gain?

Illicit trafficking of radioactive
material detected

material

No

Inadvertent movement of radioactive material detected
(Note: this could only be determined after a court
proceeding until then it is just unlawful/illegal /illicit)
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4.2 Training requirements for border agents, inspectors and first responders

It is recommended that the agencies in charge of performing the monitoring for inadvertent movement
or illicit trafficking of radioactive material develop an operating procedure or tactical response plan
that describes the roles and responsibilities of the personnel involved in these activities. In addition, a
description of the type of response that the personnel follow based on the instruments’ measurement
results may also be part of the operating procedure. Training may be required to ensure that the
operating procedures are followed and that the users of instruments understand the functionality and
limitations of the instrumentation.

The monitoring and detection of inadvertent movement or illicit trafficking of radioactive materials
requTes Speciatized traiming amd basic techmnical kmowtedge T tireevent that fromttine] officers are
unabjle to conduct an initial radiological hazard assessment, or recognize that they requir¢ assistance,
they|[should inform their duty supervisor. This individual should contact a pre-desighatéd|radiological
advigor. Suggested duties of the radiological advisor are listed in Reference [4] Annéx I} and should
be cgntained in the State’s tactical response plan. This individual should autom@atically be|deployed to
the scene if inadvertent movement or illicit trafficking of radioactive materidl incident is gncountered.
However, it is appropriate to seek advice from the radiological advisor on the management of routine
incidents when there is any doubt or ambiguity in making the initial hazard assessment.

To njinimize the potential for harmful radiation exposure and/or-a.serious incident, border agents,
inspectors and first responders tasked with the monitoring and detection of radioactiye materials
should, as a minimum, have basic requisite training consistingef’but not limited to

a) Ibasic concepts on physics and types of radiation,

b) radioactivity and radiation hazards,

c) general awareness/familiarization as per Reference [1] subclause 313(a),
d) fadiation protection and safety as per Reference [1] subclause 313(c),

e) radiation monitoring processes, detegtion and measurement skills, including theory pf operation
for instruments on hand, routinechecking (testing), maintenance, etc.,

f) risk and situation assessment;and
g) 1esponse to a radiation alarm.

Training shall be provided by an accredited individual; and shall be updated as required ovér the period
of empployment. Persanitel should receive a certificate, or record of training, upon successfullcompletion.
Recofrds of training.shall be retained by the employer for the duration of the trainee’s employment, or
as required by regulatory authorities.

4.3 | Monitoring instruments

4 3 Conoral
o 1% oCntCrar

There are different types of instruments that can be used for monitoring and detection of inadvertent
movement and illicit trafficking of radioactive material, these include

a) personal radiation devices,

b) hand-held instruments,

c) hand-held radionuclide identification devices (RIDs),

d) installed radiation portal monitors with or without spectrometry capabilities (SRPMs or RPMs),
e) backpack-type radiation detectors (BRDs),

f) mobile systems,
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g) active interrogation, and

h) imaging systems.

As for most radiation detectors, manufacturers’ recommendations should be followed. The general
climatic, electromagnetic and mechanical performance requirements and methods of tests
requirements can address from Reference [8]. The data format used in the detection of illicit trafficking
of radioactive material should refer to Reference [9]. The guidance and recommendations for radiation
sources used in illicit trafficking detection are described in Reference [10].

Generally, the instrument is not used for routine measurements, and while some instrument
manufacturers prnvidp recommendations for pprindir calibrations gpnm‘n] gnid;mrp on appropriate

performanc
appropriate
material thd
be carried d

e maintenance is lacking. Annual laboratory calibration intervals may not be practig
for monitoring and detection of inadvertent movement and illicit trafficking of radiod
t are not covered by regulations. It is typically recommended that instrument calibr
ut annually by a qualified individual or maintenance facility. The period of-calibratioi

al or
ctive
htion
L can

be adjusted|based on the instrument performance and the user capabilities. (See Reference [11] [12]
[13] [14] [15] [16]).

The general|characteristics, applications, requirements, and operation for eaclitype of instruments are
listed in the|subclauses below.

4.3.2 Personal radiation devices

4.3.2.1 Ge¢neral characteristics

These devices are small, lightweight devices used to detect:the presence of radioactive material ahd to
inform the yser about radiation levels. These devices, roughly the size of a mobile phone, which can be
worn on a belt or carried in a pocket for hands-free operdtion and alert the operator to the preser]ce of
radioactive materials. Because of their small size, these devices are ideally suited for use by indivjdual
law or border enforcement officers and first respenders, for example front-line officer, fire fighters,
without reqliring extensive training. Some of thiese devices can also provide radionuclide identifichtion
capabilities.

There are different types of personal radiation devices. Even if similar in appearance these devices are
required to meet different types of requirements. These may include

a) persongl radiation detectors (PRDs),

b) spectrogcopy-based personal radiation detectors (SPRDs),

c) electronic personal doSimeters (EPDs),

d) extenddd range-personal radiation detectors (ER-PRDs), and

e) persondl emergency radiation detectors (PERDs).

A PRD is a small, lightweight, robust device, which alerts the wearer to radiation levels above
background from gamma-ray and X-ray radiation, and in some cases for neutrons. The SPRDs have the
same capabilities as the PRDs, but in addition have radionuclide identification capabilities. EPDs are
designed to be worn on workers in planned radiation exposure situations to measure the individual
dose. The ER-PRDs are dual detector instruments that extend the measurement range of a PRD without
losing the low dose rate sensitivity. PERDs are designed to measure the individual dose. These devices
can display radiation dose and dose rate. Its alarm function can work if the dose or dose rate exceeds a
pre-set threshold and can be used as a tool for responder dose monitoring.

4.3.2.2 Operation

PRDs, ER-PRDs and SPRDs are commonly used for monitoring for inadvertent movement and illicit
trafficking of radioactive materials. PRDs should be worn on the body, ideally the torso, in a pocket, on
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a lanyard or belt or similar secured method. A self-testing feature should verify proper operation of the
instrument (including battery charge level) before usage. False alarms, i.e. alarms without radioactive
materials present, occur occasionally due to the fluctuations in background. When the alarm-threshold
is set properly, false alarms should occur not more than once per day. There is always a trade-off between
detection sensitivity and false alarms. Radiation triggering innocent alarms may be detected on an
occasional basis. This is due to the fact that many objects including, for example foodstuffs, dinnerware,
tiles, concrete, fertilizer, ice melt, sand, cat litter, etc., contain small quantities of radioactive material
such as potassium, radium, thorium or uranium. Also, persons who have undergone radiation therapy
or diagnosis may be sources of radiation. In some cases when the treatment or test was recently carried
out, the levels of radiation can be high.

4.3.2.3 Calibration and routine checking

Mos{| personal radiation devices go through a self-checking routine when turned on) For its continued
ability to detect radiation, a personal radiation device should be checked on a,ddily basi$ or prior to
use, if possible. Functionality tests may be performed on these devices to_ds$ure prop¢r response.
This|may be done by placing the instrument near a low activity radioactive check source jor naturally
occufring radioactive materials (NORM) (see Annex C) and observing its response to the radiation.
Manfifacturers’ recommendations should be followed. Appropriate cheekSources (see Reference [14]),
with|sufficient output to produce a significant reading on the instrurhents used, are very ugeful.

Like [most radiation detectors, it is recommended that EPDs be regularly calibrated (as required by the
natignal regulatory authority).

4.3.2.4 Minimum performance requirements and test methods

PRDj$ shall meet the performance requirements described in IEC 62401, SPRDs in IEC 62618 and EPDs
in [EC 61526 and IEC 62387. These documents alsg-describe the associated test methods.

4.3.3 Hand-held instruments

4.3.3.1 General characteristics

Hand-held instruments provide greater sensitivity of detection compared to PRDs, but they are heavier
and yisually more expensive. For’example, they would be chosen

a) When a suspicion ofillidit trafficking already exists based on intelligence reports,
b) 1o localize a soureg,

c) 1o measureithe dose rate, and

d) f{o identify*the radionuclide.

Hand-held instruments are small, battery-powered radiation detection instruments that measure
the ambient ]‘\ar‘lzgrr\nnd level and then calculate an alarm-threshold based an 2o cigma level above
background. Thus, these instruments can compensate for variations in the background level when
turned on, or on command. These instruments continuously make short time measurements of
the radiation level and compare the results to the alarm-threshold. The hand-held instruments
can effectively search pedestrians, packages, cargo, and motor vehicles at a close distance. These
instruments can alert the user to unexpected levels of radiation present in the background.

The most significant difference between the hand-held instruments and installed portal monitors is
the human factor that strongly influences the ability of a hand-held instrument to detect radioactive
materials in the field when placed at a close distance and moved at a slow speed. If the officer does not
move the instrument at a slow enough speed and in close enough proximity to any radioactive material
that is present, it may not be detected.

©1S0 2023 - All rights reserved 9
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The hand-held instruments can be placed nearer to the radioactive material where the dose rate is
higher, thus yielding higher sensitivity to the radiation signature. To achieve that sensitivity, border
agents, inspectors and first responders shall be trained in the proper technique to conduct effective
searches, and the training should be repeated periodically.

Hand-held instruments are designed to measure one or more of photon, alpha, beta or neutron
radiations. For interdiction and detection activities, the most common type is the hand-held instruments
with gamma detection capabilities, and in some cases with neutron detection. Hand-held instruments
with alpha and beta detectors are mostly used for detection of radioactive contamination. These may
be used by agencies to clear people or packages that are potentially contaminated with radioactive
materials.

4.3.3.2 Operation

Hand-held instruments can be used either as the primary search instruments or as second-stage s¢arch

instruments
localisation
on dose rate

4.3.3.3 (4

A hand-held
ability to dg
source and

Like most 1
instrumenty

4334 M
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— highly s
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adiation detectors that provide dose rate measurements, it is recommended that {
be calibrated periodically (as required by the national regulatory authority).

jnimum performance requirements andtest methods

1struments shall meet the performance tequirements of one of the following standard
nation meters covered by IEC 60325;

ensitive gamma detectors coyvered by IEC 62533;

ensitive neutron detectors covered by IEC 62534.

These docuinents also describé-the associated test methods.
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an internal or external source (e.g. 137Cs, 40K).

Most of the radionuclides encountered at borders can be identified by instruments capable of identifying
gamma-ray energy peaks between 60 keV and at least 1,5 MeV (in most cases a maximum range
of 3 MeV is recommended for the identification of 232U or 232Th). These devices use scintillator or solid-
state detectors (such as sodium iodine (Nal(TI)), high purity germanium (HPGe), etc.) to discriminate
different gamma-ray energies emitted by radioactive nuclides (i.e. radionuclides).

These devices can provide a radiation exposure or dose rate display, as they are equipped with several
detectors that may include a Geiger-Muller (GM) tube. Some of these devices are also equipped with a
neutron detector.

A library of common radionuclides (and in some cases the number of gamma-ray lines for a given
radionuclide) stored within the RID’s CPU allows the devices to identify the radionuclides found with
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a high level confidence. Compilation, editing, optimizing and testing of the radionuclide libraries used
are essential and should be carefully programmed by the developer or an expert user. The radionuclide
library should be tailored to the radionuclides commonly encountered at a given location. These
devices provide a message when radiation is detected, the radionuclide is not in the library, or when the
counting statistics are poor.

For the purpose of this document, the term radioactive materials may be used in reference to nuclear
materials, industrial radionuclides, medical radionuclides and NORMs, for example

a) Nuclear materials: 233U, 235U, 238(J, 239py, 241py,

b) Industrial radionuclides: 57Ca _69Ca 75Se 90Sr 133R5 137Cs, 152Fy; 1921p 203Hg 226Rg 241Am 238py,
52Cf

Q) edical radionuclides: 18F, 22Na, 51Cr, 67Ga, 99Mo, 99mTc, 103pt, 201T] 123] 125[)131] [133Xe 111]p

d) INORMs: 40K, 226Rq, 232Th, 238U and their decay products. (See Annex C),

4.3.4.2 Operation

Thesge devices can alert the user to unexpected levels of radiation present in the ambient background.
Meanpwhile, the ability to identify radionuclides makes them useful.in response to control requirements.
In mpst cases the identification of a gamma-ray emitter takes place after the detection of 4 radioactive
matdrial, for example by an alarm produced by a radiation portal monitor or a personfal radiation
devige, and the localization of the source for which the RIDs (or a different type of detedtor) may be
used| Therefore, it is assumed that the identification cafy/in most cases, be done from a closg¢ distance (if
the dose rate allows this) and that sufficient time is.available for this investigation.

For ffeducing the number of false identifications; the RIDs require having an up-to-date [background
meagurement at the measurement location, (Eherefore, if the measurement location is changed, a new
background needs to be acquired to reduce the probability of obtaining false identification.

4.3.4.3 Calibration and routine testing

For pptimal performance the~energy calibration and background checks should be p¢rformed as
pronppted by the devices or by,;manufacturer specifications.

It is|recommended that-the energy calibration is checked if the device is exposed to| changes in
temperature or whemthe device is turned off for an extended period of time. The backgrpund should
be updated when ptompted by the instrument or when the instrument is moved to a differ¢nt location.

4.3.4.4 Minimum performance requirements and test methods

Hand-held‘radionuclide identification devices shall meet the performance requirements ¢lescribed in
IEC §2327. This document also describes the associated test methods.

4.3.5 Installed radiation portal monitors

4.3.5.1 General characteristics

Installed radiation portal monitors are designed to detect the presence of radioactive material
automatically by comparing the gamma and/or neutron intensity, while the monitor is occupied, to the
continuously updated background radiation level, which is measured (and updated) while the monitor
is unoccupied.

Gamma and neutron radiation levels are indicated separately. These monitors automatically search
pedestrians, packages or vehicles as they pass through the monitors. These monitors continuously
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measure the background radiation level and may adjust the alarm-threshold to maintain a constant
false-alarm rate. These monitors may also have radionuclide identification capabilities.

In some cases, high throughput pedestrian and package monitors may not require occupancy sensors
for proper operation.

RPMs are sometimes used in combination with imaging devices, for example X-ray or gamma-ray
imaging machines, metal detectors or active interrogation systems. In these cases, RPMs should be
placed at a distance from imaging devices because of the risk of interference from the photons produced
by these devices. The throughput of a RPM may be higher than a screening lane using an X-ray imaging
system or metal detection), if so, a RPM could be placed ahead of the screening lanes at a check point
covering on
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honitors are installed:The monitors should be placed away from heavy doors, whic
5 false alarms, singe-effective shielding by the doors may lead to increased fluctuati
h background. The*occupancy sensor shall be positioned so that it is only triggered Y
is occupied and not by individuals walking in the vicinity of the monitor. Because @
f gamma shiélding in luggage and packages, the monitors are most effective when the

used in combination{with metal-detection equipment or X-ray imaging systems, which can be us

easily ident
used).

;S

nlled.
bd to
re, in
hcent
ty to
ction

kions

RMs

sources from all other types of radiation can reduce the number of alarms and minimize

ttery,

alled
ified
that
can
s in
when
f the
y are
ed to

fy the“presence of shielding metal or other type material (depending on the technglogy

4.3.5.2.3 Vehicle monitors

Using fixed installed radiation monitors to search vehicles for radiation sources is complicated by the
inherent shielding caused by the vehicle structure. While simple dual-sided monitors are effective in
detecting abnormal radiation levels in shipments of metals for recycling, they may be less effective
in detecting inadvertent movement or illicitly trafficking radioactive material when that material is
purposely concealed.

Barriers, which do not obstruct the view of the monitor, should be installed to protect the monitor from
being damaged by the vehicles. Since the sensitivity of the monitor is strongly dependent on monitoring
time, the monitors should be placed where the speed of the vehicle is controlled and reduced.
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For passenger vehicles, single-sided monitors are acceptable. For large trucks and buses, dual-sided
monitors are required. The maximum distance between pillars is dependent on the maximum width of
the vehicle to be scanned and the facility blueprint.

The speed of the vehicle shall be monitored, and where the vehicle’s speed exceeds that for effective
monitoring, a specific alarm shall be given. The occupancy sensor shall be positioned so that it is only
triggered when the monitoring system is occupied and not by other traffic in the vicinity.

Detection assemblies should be mounted using methods that prevent or minimize the transfer of
vibration transients caused by passing vehicles. Vibration transients that transfer to the detection

assemblies may cause degradation of the assemblies or alarm activation.
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lled radiation portal monitors shall meet the perfermance requirements described i
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Mobile systems

.1 General characteristics
le systems may be mounted in different platforms, these include:

rehicle-mounted systems ~These systems consist of one or more radiation detectors

b)

etect gamma radiatien.and may include neutron detection and/or identification of
mitting radionuclides’ These systems can be used to monitor areas in proximity to ro
reas, the vehicletraverses, or can be used to provide a temporary static checkpoin
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aerial-mounted systems - These systems consist of one or more radiation detectors mounted on

a small plane, helicopter or unmanned aerial vehicle (UAV). Aerial-mounted systems can detect
gamma radiation and may include neutron detection and/or radionuclide identification devices.
These systems can be used to cover large areas in the search for radioactive materials.

4.3.6.2 Operation

Particular fields of application for these systems include the protection of major public events, rapid
screening or scanning of large areas and responding to a radiological event.

Aerial systems may be limited to certain applications due to the large distances between the source of
radiation and the detectors.
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4.3.6.3 Calibration and routine testing

As for most radiation detectors, it is recommended that calibration is performed based on manufacturer
specifications or other applicable standards.

4.3.6.4 Minimum performance requirements and test methods

Vehicle-mounted mobile systems shall meet the performance requirements described in IEC 63121.
This document also describes the associated test methods. Aerial and boat-mounted systems are not

yet covered
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radiation detectors, it is recommended that calibration is performed based on manufacturer

ns or other applicable standards.

jnimum performance requirements and test methods

pe radiation detectors shall meet the performance requirements described in IEC 62694.

bnt also describes the-associated test methods.

ve interrogatiofi-and imaging systems

tneral characteristics

to the passive instruments described above, there are active interrogation and imaging

t may be used in combination with the passive instruments in order to determing¢ the

radioactive materials and other illegal items. These systems may include:

presence of

a)

Imaging body scanners. These systems are mainly used at airports to screen people going through

the check points. They can be based on X-ray backscatter or millimetre-wave and microwave
technology;

b)

screen check-in luggage at airports;

d)

X-ray computed tomography (CT) security-screening systems. These systems are mainly used to

Cabinet X-ray machines. These systems are mainly used to screen carry-on luggage at airports;

Active interrogation systems. These systems probe a sample with neutron or photon sources,

radiography, and cosmic muon tomography to determine the presence of certain radioactive
materials. The main role of active-interrogation systems is to detect the presence of nuclear
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material inside an object by observing the radiation emitted by that object when it has been
exposed to known sources of external radiation;

e) Vehicle X-ray, gamma-ray imaging systems, often used at maritime ports.

4.3.8.2 Minimum performance requirements and test methods

Active interrogation and imaging systems shall meet the performance requirements described in
IEC 62945, IEC 62963 and IEC 63085. These documents also describe the associated test methods.
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gamma-ray emitting radionuclides, are not detected. In addition, heavy shielding around any
radioactive material may reduce radiation levels outside the container to below detectable levels.

Not all instruments can detect all types and energies of radiation. Therefore, decisions shall be
made as to what radioactive materials might be expected and are desired to detect. For example,
manufactured sources used in nuclear medicine and industry (such as nuclear density gauges) may
be legally shipped but could be mislabelled or carried outside the specified container. If a State
determines that the relevant threat is from nuclear material, e.g. potentially containing fissile
materials, neutron detection instruments are needed. If this is not considered as a threat, then
more basic instruments for gamma or beta/gamma radiation detection are probably sufficient.
Alternatively, each type of instrument can be installed and set to alarm independently. Significant
neutron sources do not exist as NORMs, so detecting a neutron radiation source is still a strong
indication of the presence of nuclear materials or sealed neutron sources (e.g. 241 Am-Be, 252Cf).
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c) Even if the correct instrument is in place, there are still reasons why it might not be possible to
detect and prevent radioactive materials from crossing the border. For example:

being scanned (e.g. the speed at which the instrument and the source pass each other);

far away.
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ic. To do this, count rate and calibrated dose ratefionitors are essential.

Identlification

gin of the radiation is located, it is northally useful to identify the specific radionuclig
s, involved. This is because it impacts-the safety considerations, as well as the subseq
ponse to the discovery of the radieactive material. Identification of the radionuclide
e the nature of the event. It may-also provide some information about the former usq
bf the material. These data ¢an be used later for enforcement purposes by the nat]
uthority.

h techniques, operational response and follow-up

erating procedures pertaining to search techniques, operational response and follo
bared as mandated by a responsible regulatory agency in the jurisdiction of use.

assurance for monitoring instruments

the instrument response-time characteristics are too slow for the speed in which the object is

the instrument is not sensitive enough because the source is of low radioactivity, shielded or too

ating
htion
the
ds to
ped
theld

Verification is best performed with a different instrument than that used for detection, but

tonal
ment

pnnel

le, or
[uent
helps
b and
ional

W-up

6.1 Gene

dl

Radiation monitoring systems, particularly those which are computer-based, networked, connected to
the internet or use cloud services, are vulnerable to a range of computer security threats. Intentional
computer security threats to radiation monitoring systems can be categorized into:

a)

resulting in compromised confidentiality;

b)

example distributed denial of service attacks, resulting in compromised availability;

<)

attack, for example blended cyber-physical attacks, resulting in compromised integrity;

16

digital theft and malicious use of sensitive information, for example ransomware, espionage,

cyber sabotage to disable or impair measurement, control and communication functions, for

compromise the reliability or trustworthiness of monitoring in combination with other modes of
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spoofing of data to create false alarm, resulting in compromised authenticity.

Risk-based good practice

The cyber assurance of these systems seeks to maintain the integrity, availability, authenticity, and,
where required, the confidentiality, of data and instrument control. Guidance from national authorities
for computer security should be sought by end-users for maintaining business continuity and reliability
of radiation monitoring services and systems. The ISO/IEC 27000 series and [AEA NSS.17 provide good
practice guidance on information security management and technologies.

End-users should ensure effective risk-based procedures, processes and technologies to prevent,
protéct and respond to cyber threats and attacks. These include:

a)

b)

)

d)

6.3

¢omputer security measures shall be designed and implemented in a graded-appro
threats outlined in a regularly updated cyber threat assessment or design basis threat

protecting and maintaining radiation monitoring instrumentation that is\networked g
fo the internet through a programme of computer security hygiene and software securf

protecting digital communication and controlling of radiation mgnitoring instrume
dssociated centralised control or screening areas;

¢omputer security of physical protection assets, including radiation monitoring systen
integrated with security.

Operational aspects

Some¢ corresponding operational methods can be adopted to ensure the cyber assur

mon

a)

b)

d)

toring instruments. These include:

$ecure digital access: Authenticity and ptivilege of user access may be ensured through
gystem including a secure password\policy and/or use of biometrics. Access privileg
wiser accounts shall be managed andimaintained in a timely manner.

$ecure communication: End-users may ensure confidentiality through best practice c1

Pata minimisation: Iastruments should allow end-users to control and turn off 4
gending of data from.the instrument, for example user information, data from a camg
navigation satellite'system (GNSS) chip, if not needed.

$ecure storage-of sensitive information and physical accessibility to information t
rfrastructure: Information in persistent storage should be secured physically a
hysical'and digital access attack surfaces shall be minimised and protected.

hch to meet
r connected
ty patching;

ntation and

s, should be

ance of the

a credential
e levels and

yptography

in data communication, ineluding radiation monitoring data, on a network or over the internet.

ecording or
ra or global

ransmission
hd digitally.

shall detail

$oftware updates and security patching: Instrumentation vendors and manufacturers

patching and updates.
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Alarms and threshold levels

and false alarms
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al fluctuations of the background radiation intensity and the inherent (elgctronic)
the instrument - false alarms,

nagnetic interference (EMI) - false alarms, and

icrease in the radiation intensity as a result of the presence of NORMs, technically enhg
(TENORMSs), medical radionuclides administered to patients, and legal shipmen
[ive sources - innocent alarms.

this situation, the monitoring instrument is doing what it is;supposed to be doing, that is, dete
he ambient background level of radiation, but the increase™has a reason, the presence of radiog

e, in airline passengers or pedestrian bordericrossing environments, the most conj
sources likely to be encountered are myedical outpatients who have been rec
d a radionuclide for diagnosis or treatment. Although the radioactive agents used
ine-131 for thyroid treatment, technetivm-99m or thallium-201 for heart stress test;
ort-lived, residual radioactive matéyials in individuals can remain detectable for da

nt conditions at borders areessentially different from that in nuclear facilities or recycli
lities. Large traffic volumes crossing major borders limits the time available for deteg
e checks are usually impractical. Radioactive sources, even of high activity, in shie
hay not be detected at’borders without unloading the vehicle, a procedure generally 1
ers. Highly sensitive’monitoring systems necessarily cause frequent innocent alarm;
r example in fertilizers, TENORM, for example scale in pipes used in the oil industj
ionuclides. ¥requent false alarms at a border or other high-traffic-volume monit
uld rendex the monitoring system useless in practice. Therefore, a compromise bet}

e is a significant probability of engountering such patients among the travelling publiq
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se-alarm'rate and unacceptably low sensitivity shall be made. Spectrometric devices fising
nuclide identification help to reduce the number of innocent alarms.

A.2 Selection of a threshold level

A “threshold level” is defined here as the nominal radiation level at which an alarm is triggered, and
consequent investigation of individuals, vehicles or goods should be established. A particular threshold
level is realized by the alarm-threshold setting of a monitoring instrument. The alarm-threshold can be
expressed in terms of multiples of background, or as a coverage interval of the standard deviation of
the background count rate, or as an absolute value of count rate or dose rate. This cannot be generally
stated, especially if the sensitivity of the detector is low. However, the threshold level chosen shall be
set beyond the detection limit of the instrument to make detection possible. Alarms may also be based
on criteria other than count rate or dose rate, such as nuclide identification, which is not regarded here.

The instrument alarm-threshold shall be set considerably below the nominal threshold level chosen to
allow for statistical variation. To achieve 99,9 % detection probability and assuming the idealized case
of Gaussian distribution, the instrument threshold shall be set at least at 3o below the desired level to
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detect all those events that fall statistically on the “low side.” On the other hand, the instrument setting
shall stay safely away from values too close to background, see Figure A.1.
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Figure A.1 — Qverlapping signals from background and radiation source

Recommendations for“an optimized threshold level can be derived from the large-scalg pilot study
on bprder monitoring-systems, as presented in the Illicit Trafficking Radiation Detection|Assessment
Progjram (ITRAPJ/AS discussed above, a compromise shall be reached in establishing a pra¢tical alarm-
threshold so that inadvertent movement and illicit trafficking of radioactive materials may|be detected
yet grovide anvacceptably low false-alarm rate. The subsequent investigation should disclgse innocent
alarms andrallow continued movement of the individuals or goods.

In the fellowing discussion, the desired threshold level or instrument setting is expressed las multiples
of background (in count rate or dose rate) or in multiples n of background standard deviation, o. It shall
be recognized that these considerations apply for an idealized system with Gaussian characteristics.
Real monitors tend to perform less well, depending on design characteristics such as electronic noise or
averaging algorithms employed. The idealized case may serve as a general guideline, whereas individual
monitor performance characteristics shall be verified by rigorous testing.

The diagram represented in Figure A.2 relates the background count rate (abscissa) of large monitoring
systems with the lowest possible choice of ‘nominal threshold level’ in terms of multiples n of
background standard deviation (upper curve) and multiples of background count rate BG (lower curve)
under the requirements of a false-alarm rate of less than 1:10 000 and a detection probability of 99,9 %.
The instrument alarm-threshold should be set at 3 o below the desired threshold level in this example.
The step function characterizes the requirements of monitoring at 50 %, 40 % or 20 % above average
background.
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