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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document has been developed for the rapidly evolving service robotics sector. At present this
robotics market covers many small and niche sectors for which it is difficult to develop the specific
and wide-ranging components needed. The market sizes and applications are expected to grow
significantly, and the number and range of their functions are also increasing. To enable wide-spread
and interoperable development of service robots, a common approach for building service robots is

needed. Th

is document lays out such common requirements.

On one side, the manufacturer-dependent architectural approaches currently adopted for designing

service ro
upgrading
developed
realising
In these co
products a
the market

An Intern
main issue

bots makes design and development difficult and substitution and reuse of module
robot products is virtually impossible. On the other side, the research community
a vast knowledge base in robot modular design and continues to develop new methodg
odular approaches, but none have the widespread appeal needed to make significant imp
hditions, this document can assist the service robotics manufacturers to produce the qug

s evolve to meet the global challenges.

htional Standard on robot modularity and robot module intergperability focusing
s of safety, security, connectivity (from both hardware and software perspectives)

functional

new service robot market sectors. The robot modularity issues in this,document are classified into b

modules

are formulpted so that module-based design approaches can be:trealised allowing application spe

service ro
The issues

the open njodular approach realised has to enable modules'to be easily substituted by other mod

having the

Safety req
ISO/TS 15(
at the mod
robot systg
and hence
security re

Future par
types of r¢
and for pat
carrier rob

y is pivotal to change the service robotics landscape and spe€d up the development of]
ith hardware and/or software aspects and composite medules. Requirements and guidel

ots and service robot systems meeting customer’siréquirements to be easily configu
are classified into (a) safety and security, and.(B)’interoperability guidelines. In addit

same interface specifications but perhaps with'enhanced functionalities as needed.

lirements specified in existing safety standards (e.g. ISO 13482, ISO 10218-1, ISO 1021
66) apply on the system level as well as‘on the level of a single module. The safety guidel
1le level of this document are formulated to ensure compliance with the C-type standardg
m safety. Security issues are also important when adopting an open modularity approad
have been included in this decument (e.g. to align with emerging IEC/TC 44 and IEC/T(
lated work projects).

ts of the ISO 22166 series are intended to include more specific requirements on partic
bot modules, e.g.,/hasic and composite modules with hardware and/or software aspg
ticular types of service robots, e.g., mobile servant robots, physical assistant robots, per
ots, and servi€e Yobots in professional environments.
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Robotics — Modularity for service robots —

Part 1:
General requirements

1 [Scope

Thif document presents requirements and guidelines on the specification of modular frameworks,
on ppen modular design and on the integration of modules for realising service robots|in various
envlironments, including personal and professional sectors.

Theg document is targeted at the following user groups:

— |modular service robot framework developers who specify petformance framewdrks in an
unambiguous way;

— |module designers and/or manufacturers who supply end useérs-or robot integrators;
— |service robot integrators who choose applicable modulés'for building a modular system

Thif document includes guidelines on how to apply existing safety and security standardq to service
robpt modules.

Thif document is not a safety standard.

Thif document applies specifically to service robots, although the modularity principles pyesented in
thiddocument can be utilized by framework'developers, module manufacturers, and module Integrators
fromn other fields not necessarily restricted to robotics.

2 |Normative references

The following documents are referred to in the text in such a way that some or all of thgir content
congtitutes requirements)of this document. For dated references, only the edition cited gpplies. For
undated references, thelatest edition of the referenced document (including any amendmengs) applies.

[S0|9787, Robots-and robotic devices — Coordinate systems and motion nomenclatures

[SO[12100:2010, Safety of machinery — General principles for design — Risk assessment and risk reduction

ISOf TR, 22100-4, Safety of machinery — Relationship with ISO 12100 — Part 4: Guidance to| machinery
maillufacturers for consideration of related IT-security (cyber security) aspects

ISO/IEC 27032, Information technology — Security techniques — Guidelines for cybersecurity
IEC 61076-1, Connectors for electronic equipment-Product requirements — Part 1: Generic specification
IEC 61984, Connectors — Safety requirements and tests

IEC/TS 62443-1-1, Industrial communication networks — Network and system security — Part 1-1:
Terminology, concepts and models

IEC 62443-2-1, Industrial communication networks — Network and system security — Part 2-1:
Establishing an industrial automation and control system security program

IEC 62443-3-3, Industrial communication networks — Network and system security — Part 3-3: System
security requirements and security levels

© IS0 2021 - All rights reserved 1
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NIST SP 800-154, Guide to data-centric system threat modelling

NIST SP 800-160 vols 1 and 2, Systems security engineering considerations for a multidisciplinary approach
in the engineering of trustworthy secure systems

3 Term

s and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO On
IEC El¢

3.1 Gen

3.1.1

abstractid
interface t
different a

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

bral terms

n layer
b the system that allows some or all of the capabilities of the system to be accessed
hd generally more abstract manner

Note 1 to enftry: An abstraction layer for a module is the same in the case wheére the system is the module.

3.1.2
connector
physical m

EXAMPLE

3.1.3
electrical
combinatidg

3.1.4
execution
finite state

3.1.5
error
discrepang
theoretical

pchanism that enables connection and disconnectien between parts of the system

Communication, powering, mechanical linking:

interface
n of connectors and the electrical properties for transmitting power, analogue or digital sig

life cycle
machine defining all stages of execution of a part’s function

y between a computed, observed or measured value or condition, and the true, specifie
ly correct vahieor condition

[SOURCE: I[EC 60050-192:2015, 192-03-02]

3.1.6
failure

na

hals

H or

loss of abil
[SOURCE: I

3.1.7
fault

ty to performras required

EC 60050-192:2015, 192-03-01]

inability to perform as required, due to an internal state

[SOURCE: I

EC 60050-192:2015, 192-04-01]

© ISO 2021 - All rights reserved
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3.1.8
function
defined objective or characteristic action of a system or component or module

[SOURCE: ISO/IEC/IEEE 24765, 3.1206-5 — modified.]

3.19

functional safety

part of the overall safety relating to the equipment under control (EUC) and the EUC control system
that depends on the correct functioning of the electrical, electronic and programmable electronic (E/E/
PE) safety-related systems and other risk reduction measures

[SOPRCE: IEC 61508-4:2010, 3.1.12]

3.1110

harndware abstraction layer
HAL
abstraction layer for a component/module that contains hardware aspectsywith the abstrdction layer
proyiding control of the component/module via a software interface

Not¢ 1 to entry: The purpose of a HAL is usually so that different moduleZimplementations can pe accessed
thrqugh the same software interface.

3.1{11

information model
abstraction and representation of the entities in a managed environment, their properties| attributes
and operations, and the way that they relate to each other

Note 1 to entry: The information model is independent.of any specific repository, usage of softwhre aspects,
protocol, or platform.

3.1{12
secprity
conjbination of confidentiality, integrity,and availability

[SOPRCE: ISO/TR 17522:2015, 3.19]

3.2| Terms related to component

3.211
component
parf of something that is discrete and identifiable with respect to combining with oth¢r parts to
profduce somethifig larger

Note¢ 1 to ehtry: Component can be either software or hardware. A component that is mainly poftware or
hardlwareean be referred to as a software or a hardware component respectively.

Not¢ 2.to entry: Component does not need to have any special properties regarding modularity.

Note 3 to entry: Component and module have been used interchangeably in general terms, but to avoid confusion
the term module is used to refer to a component that meets the guidelines presented in this document.

Note 4 to entry: A module is a component, whereas a component does not need to be a module.

3.2.2
software component
component whose implementation consists of a computer programmed algorithm

3.2.3

hardware component

component whose implementation consists of physical elements and possibly any embedded software
necessary for its operation

© IS0 2021 - All rights reserved 3
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3.3 Terms related to module

3.31
composab

ility

ability to assemble modules logically and physically (without need for adaptation of the modules or
additional interfacing work) using various combinations into new modules

Note 1 to entry: While ‘integration’ generally implies significant effort, ‘composition’ generally implies limited to

no effort.

3.3.2

configura
arrangeme
between th
of the mod

Note 1 to enftry: ISO 8373 also defines (joint) configuration but this is a different concept.

Note 2 to e
creating sug

3.3.3

configuring

setting the

for the modlules in order to achieve the desired functionality of a médular service robot as a whole

3.34
granularit
degree to

3.3.5
hardware

[ion

nt of a composite module in terms of the number and type of modules used, the conmect
ose modules, and the settings for those modules, in order to achieve the desired functiona
1lar robot as a whole

htry: This term describes to result of some process, i.e. the state something i$ in. The proces
h a state is covered by the term configuring (3.3.3).

number of modules, type of modules, the connections betweén the modules, and the sett

y
vhich a robot module can be broken down into separate modules

aspects

informatio

and regarding the allowed range of physical properties of the operational environment

Note 1 to eptry: Physical interconnection_ information includes mechanical properties (material, shape, p

size, forces

regarding properties and functions necessary for a module and its physical interconnec

torques), electrical and electremagnetic properties, pneumatic and hydraulic properties.

Note 2 to gntry: Operational environmental properties include forces, temperature, humidity, vibration
mechanicalshock, illumination and noise (sound and electro-magnetic).

3.3.6

infrastrudture

structured|facilities and.resources to support the operation of modules and systems

3.3.7

interface

shared bopfidary between two or more functional modules, defined by various characteris
pertaining to the functions,; Signat eXCITanges, and Other Ciaracteristics

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.2058, definition 1]

3.3.8

interoperability

ons
lity

ngs

fion

tics

capability to communicate, execute programs or transfer data or power among modules or combine
modules physically and/or logically in a manner that requires the user to have little or no knowledge of

the unique

characteristics of the individual modules

© ISO 2021 - All rights reserved
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9

interchangeability
module property allowing it to be capable of being used to replace another module

Note 1 to entry: Such interchangeability can relate to modules produced by one manufacturer or from different
manufacturers.

3.3.

10

mechanical interface
physical means of connection with other modules used for the transmission of physical forces and
facilitating module function and/or configuring structure

Not
fun

Not

In this document, the term is used in a broader sense, including any mechanical interfage:between roh

3.3
mo
set

3.3
mo
con
faci

Not
(hat

Not
the

Not
abl
mod
inte

Not
ope

3.3
pad
set
soft

Not

litate system design, integration, interoperability, and:re-use

1 to entry: Transmitted physical forces include forces controlled for an intended purpose agpar
tion, and uncontrolled forces both intentional (e.g. structural support) and unintentional (e.g"cu

2 to entry: ISO 8373 uses the term for the mechanical interface between a manipulatorand the ¢

11
Hularity

12
Hule
ponent or assembly of components with defined interfates’accompanied with propertyj

e 1 to entry: A module may have both hardware and software aspects. It may consist of other
dware and software) or other modules (hardware and ‘software).

e 2 to entry: This neither requires nor prevents the use of Open Source Software to implement p
bpen module’s functionalities.

e 3 to entry: Although an open module is\conceptually the opposite of a black module, it is still tre
hck box module for the purpose of thistdocument, i.e. in a robot system conforming to this docy
ules should only communicate with/the open module through its official, manufacturer-speci
Iface.

4 to entry: An open module.s not necessarily a composite module, nor is a composite module ne
h module.

13

kage
of all softwatebinaries, configuration information and support files necessary for a m
ware aspects'to function as designed

e 1 to entry: Packages can depend on other packages.

t of planned
shioning).

nd-effector.
ot modules.

bf characteristics which allow systems to be separated into discretesmodules and recombined

profiles to

Components

hrts or all of

hted as such
ment, other
fied module

cessarily an

odule with

3.3

14

module property
attribute or characteristic of a module

EXAMPLE

can

3.3.

be the response time to a new command.

15

module property profile
catalogue of the values of a sub-set of module properties

3.3.

16

quality of service
minimum level of performance of a module’s service to other modules connected to it for overall

ope

©IS

ration as intended
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3.3.17

reconfiguration

altering the configuration of a modular robot in order to achieve an intended change in the function of
the modular robot

3.3.18

reusability

ability to adopt modules, previously designed and produced, to facilitate the development of new
modules and robot systems to realise different required functionalities

3.3.19
robot module
module intended to be used as part of a modular robot system

Note 1 to emtry: Not all modules used in a modular robot system need to be robot modules, but if the primary
intention ofla module is use in a modular robot system, then it is a robot module.

Note 2 to enfry: Example robot modules are presented in Annex B as being important for seryice robot modulalrity.

3.3.20
self-configuration
self-reconfijguration
changing the configuration of a modular robot through an automated process without interaction from
outside of the system/subsystem except to initiate the process, if necéssary

Note 1 to enptry: Typically, mechanical and electrical connections need:te be manually (re-)configured, witH the
automationjapplying to (re-)configuration of the software aspects.

3.3.21
software gspects
informatio}l regarding the external software properties necessary for a module and its interface and
the executjon life cycle of that module’s function

3.4 Terms for classification of modules

3.4.1
basic module
module thgt is not decomposable ifito smaller modules

EXAMPLE Basic modules fot-service robot can be defined as input, processing, output or infrastrucfure
support moflules.

3.4.2
compositd module
module compstructed by two or more modules

Note 1 to erjtry:"A'module manufacturer can choose to document the internal structure of its composite moflule
including pqssibly access to internal interfaces or documented procedures to replace some of the built-in mod#les.
However, in any case the composite module for the purpose of the requirements defined in this document is
considered as a “black box module”.

3.4.3

hardware module

module whose implementation consists purely of physical parts, including mechanical parts, electronic
circuits and any software, such as firmware, not externally accessible through the communication
interface

Note 1 to entry: A hardware module has hardware aspects. It consists of hardware components.
EXAMPLE1 A mechanical joint with no electronics contained; its’ hardware aspects include its size, the

kinematic properties, the mounting plates at both ends, the material, stiffness, maximum allowed force and
torque, etc.

6 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=27805c8a85bdc758278475169fb474d5

EXAMPLE 2

IS0 22166-1:2021(E)

An enhanced mechanical joint, that includes a microcontroller, software on the controller and

motors to control properties such as stiffness, or damping; its’ hardware aspects also include the connector for
powering the embedded electronics and embedded motors, including specifying voltage and current limits.

3.4.

4

software module
module whose implementation consists purely of programmed algorithms

Note 1 to entry: A software module has software aspects. It consists of software components.

3.5

Characterization of modules regarding principal function

3.5
act

1
hator module

actyiating module

out
the
Sys

3.5

mo
bet

Not

3.5

mo

Not
mod

3.5
infy

put module whose primary function is to physically move the robot, or alter the wo

em's task(s)

2

corxmunication module

ule that exposes communication interfaces to other mediums Or*provide means of inter
veen modules

b 1 to entry: Interfaces to other mediums can be via Wi-Fi, mobile network, Ethernet, etc.

3

corﬁputing module

ule that provides computing resources for use\by software modules

ules.

4
astructure module

modlule that provides facilities and resources to support the operation of other modules

Not
poir

Not
and

3.5

ts and cables for communieation and power, where cables can be attached to the frame.

b 2 to entry: Examples/of resources used by other modules include power supplies, memory and
communicationbridges (or hubs) among inter-robots or the robot and the servers.

5

senjsing module

inpy
oth

er modules to support the robot system in performing its task(s)

Ild around

robot, in response to instructions from other modules, with the purpose‘of achieving the robot

ronnection

e 1 to entry: Computing resources are the hardware for executing the software, and can include|distributed

e 1 to entry: Examples of facilities used by other modules include mechanical frames for physicallattachment

processors,

it module for collecting data about the world around the robot or the state of the robof for use by

3.5

.0

supervisor module
software module which checks the status of other modules and can control the transition from one
state to other state to make the operation sequence of modules proper

4

4.1

General provisions

General

This clause introduces the essential concepts behind the use of modularity in service robotics. For
describing these concepts SysML (OMG SysML) should be used, which defines types of diagrams within
a general-purpose modelling language for systems engineering applications and which also supports

© IS0 2021 - All rights reserved
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specification, analysis, design, verification and validation. Manufacturers should perform verification
and validations processes for satisfying the principles of modularity.

4.2 Generic principles of modularity

4.2.1 General

This subclause explains generic principles that a module’s design should follow. While these principles
are partly presented as recommendations, a module designer shall:

doculI
provi

These prin
term mody

Tt WiTatever modutar approaciT Tas beerr Choserr; and

all necessary information for integrators to use the module.

the
les.

Ciples can apply generically to modules with hardware or software aspects. In this Clause
le, unless stated otherwise, is used in its widest sense to refer to basic or composite mody

4.2.2 Composability
site
fety
that
or

Modules shall be designed in a way that they can be assembled logically and physically into compag
modules for performing more sophisticated operations, while maintaining operational and sa
requirements. Composing should be possible based on information¢provided on interfaces so
information of internal structure is not necessary. Modules can{be organized in data bankg
repositorids to make re-use more practicable. This is further discussed in 7.2.2.

4.2.3 Infegrability
Hardware
integrated
of modules
made from|

be
(ing
Pms

aspects and software aspects of modules shall be designed in a way that they carn
to form larger systems to perform intendedtarget services or functions. To allow the linl
in a reliable manner, appropriate interfaces should be designed. Safety aspects of syst
modules are discussed in Clause 5.

4.2.4 Inleroperability

Modules s
be easy to

all be designed in a way that'they can be linked to work with other modules. They shguld
connect and should allew/to share power and data via appropriate connectors. To allow

exchange
specified i

4.2.5 Mg

The functi

f data, interfacing protocols shall be defined and implemented at appropriate levelg
Clause 7.

dule granularity

pn of maduiles should be achieved with an appropriate level of granularity in a mod

as

4

1lar

frameworK
are presen

: Basicmodules and composite modules. Examples of basic modules and composite modjiles

feddn@nnex B.

4.2.6 Platform independence

Modules should be designed in a way that they can be implemented on different service robots or
combined with different sets of modules without significant modification. Software modules should
be generated in such a way that they should run on different platforms such as embedded computing
systems, Linux, Windows or real-time operating systems with minimum modifications. Modules with
hardware aspects which are used in different service robot system should be operated on different
platforms.

4.2.7 Openness

Openness in this document shall include mechanical and electrical interfaces for modules with
hardware aspect and software interfaces among modules should include the following: a defined
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reference architecture consisting of modules with hardware and software aspects, and their design
together with their safety, security and testing methods.

The re-use of modules should be supported by the provision of relevant information such as their
dependencies and incompatibilities to integrators.

NOTE Relevant information can include source code, documents, computer-aided design (CAD) models,
circuit diagrams, design experience, system architectures, software hierarchies, interfacing specifications, etc.

4.2.8 Reusability

Reysability is the ability of modules to be used and re-used in different platforms via appropriately
defjned interfaces. Interfaces of modules shall be designed in a way, that modules _can le re-used.
Rel¢vant interfaces allowing re-use can include software interfaces, connectors between m¢dules, and
lingages between hardware aspects of modules.

Where appropriate, reusability should be supported by managing builds,” configurgtions and
recpnfiguration options, upgrading possibilities and overall maintenance requirements of modules.

4.2]9 Safety

They should furthermore be designed to support the overall safety of a modular system. Marjufacturers

Mo'{ules should be designed to comply with relevant safety standapd in all safety-related applications.
of

odules should provide necessary information to supportintegrators in safety design of $ystem.

4.2]10 Security

Modlules with software aspects or communication interfaces should be designed to prevert attempts
to dccess with them by unauthorised methods-or persons. They should furthermore be designed to
support the overall security of a modular system.

4.3| Abstraction

An pbstraction layer should be used-to define standard interfaces between hardware and Joftware in
ordpr to:

— |support interoperability and reusability;
— |simplify simulatiof-anid modelling;
— [foster indeperidence of implementation and platform-independence.

NOTE1 Forexample, aninfrared sensing software module and an ultrasonic sensing software module may be
usedl togetherto get the distance from a robot to a nearby object. These two modules can read the disfance values
from the infrared sensor and the ultrasonic sensor using their device drivers, respectively. In this cpse, the two
moduléesumay not be reusable and interoperable because each module uses its own device driver even though the
samje data is used. To ensure the reusability of the two modules to read the distance value, one abstricted device
driver is necessary, after which a different sensing module can be used because of the abstraction layer even
though many manufacturers provide different types of distance measuring sensors.

NOTE 2  Software aspects in software modules use the abstraction layer to access hardware devices such as
servo motors and laser sensors.

NOTE 3  The use of a hardware abstraction layer or another form of device driver is optional in this document
(see 7.3). If a particular implementation of a modular robot system can be achieved by directly calling software
functions of device drivers, then this is allowed. Abstraction can include the use of translation techniques where
underlying communication technologies are different.
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4.4 Electrical interfaces and communication protocols

The electri

NOTE 1

cal interfaces and communication protocols should follow already existing standards.

Interfaces for data buses and communication networks include hardware and software aspects. A

conceptual example of a general interfacing arrangement is shown in Figure 1 covering functionality, powering
and the operating environment.

NOTE 2

Table 1 shows some examples of communication protocols. Communications protocols are often

implanted in software, but also sometimes in hardware. They represent layer-2 to layer-7 in the OSI reference
model as defined in ISO/IEC 7498-1.

The electr]
interfereng
shall be us

ical interface hardware should be designed so that the communications do not Isu
e due to close proximity to other electrical wires or devices. Only standardized connec
pd.

4

5

ffer

[OI'S

1 2 3
Key
1 actuator 4.\ “environment
2 sensor 5 functionality
3  power 6 power
Figure 1 — Conceptual example of interface arrangement between modules
(elaborated in Clause 6)
[able 1 — Examples of communication protocols able to be used for modules
Reference Type Remarks

[SO 11898-|L/2 CAN and The CAN media access unit sub-layer is normally|

and CANopen implemented in transceiver ICs, the CAN data

EN 50325-4/5 link layer protocol and the physical signalling
sub-layer are implemented in the CAN protocol
controller, and the CANopen application layer is
1101 llld“y illlpltllltllLUd ill bUfLVle (SN uuuiug ull'd
micro-controller.

ISO/IEC/IEEE 8802-3:2017 Ethernet and Implemented in PHYs and MAC, which are

IETF 793 or ISO/IEC 14766 (TCP), TCP/IP optionally integrated in technology-specific

IETF RFC 768 (UDP), controllers. (This protocol is widely used

RFC 791 (IPv4), RFC 2460 (IPv6) worldwide).

IEC 62680 and USB CDC USB Many implementations exist and USB
communications device class (CDC) is a
composite Universal Serial Bus device class.

IEC 61158 Fieldbus IEC 61158 standardizes commonly
used Fieldbus protocols and includes Foundation
fieldbus, Profibus, WorldFIP, CC-link, EtherCAT
Modbus-RTPS, SERCOS, etc.
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Interchangeability and re-composition of modules are strongly related to connectivity of modules and
can have different levels; the following are considered in this document:

Sel

Level 1: Exchanging of modules is only possible by the manufacturer or robot system integrator

Level 2: Exchanging of modules by the user is possible when the robot is switched off

Level 3: Exchanging of modules by the user is possible while the robot is switched on (hot plugging)

configuration (level 3 and 4) may lead to incorrect operation or to hazardous situatien
safgty and security issues are discussed in Clause 5. To avoid ambiguity about the state of ma
configuration with ongoing robot functions should be avoided.

Modlule manufacturers shall provide the interchangeability level for modules. The diffe

hav
dur

e different implications on requirements with respect to design of connegtors, safety ar
hbility, documentation of modules, etc., as shown in Table 2.

Table 2 — Recommendations for different levels of interchangeability

d drives)
s. Relevant

dules, self-

rent levels
d security,

Lepyel Frequency of Design of Documentation Safety Soffware
changes connectors
[ |Low Can be simplistic For readers with Issues should be Installatipn and
with separate technical covered by a risk configuration can
connection of knowledge assessment be compl¢x and
mechanical and performed after include manual
electrical parts exchanging adjustment
P |Medium - high |Preferably Also for readers Safety limits need |Organisation in
composite plugs without technical to be provided for  |packages
knowledge the user. System automatef solving
cando a of dependencies
consistency check
on power-up
J High Compasite plugs Also for readers Safety limits need  |Automatdd loading,
withthet-plug without technical to be provided for  |unloading and
futictionality knowledge the user. System switching of
needs to performa |modules dluring
consistency check  |runtime
while other
functions are
executed
L |High Composite plugs Also for readers Safety limits need  |Automatdd loading,
with hot-plug without technical to be provided in unloading and
functionality and knowledge machine-readable |switching of

lal sC tU‘lCl dllICLTOS lcUl
automated
connection

fUl 111, S_yotcul llCCdD
to perform a
consistency check
while other
functions are
executed

modutes uuring

runtime

An information model for a modular robot system should provide information about the module
properties and capabilities of individual modules regarding interchanging and self-configuration.

© IS0 2021 - All rights reserved
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4.6 Module properties

4.6.1 Ge

neral

Module properties shall be stored in a module property profile. When a module is transferred for use or
reuse, the module profile shall go with the module.

NOTE

There is no implication here about the nature of this storage.

4.6.2 Module identification

The modu

e should be named or identified using a string or number code that is published-by

manufactufrer. In addition, the product itself and the vendor should also be identified using@\sim

name or i
modules W

lentification code. This information can be used in designing a service robot lbased
hich (semi-)Jautomatically configure the robot system. If the module uses the data by

should tramsfer its own ID on request to other modules and to the supervisor module.

The modu
software.

If the feat
available t

Modul
Manuf]
Modul
Produ
Serial

From a sys
authentica

4.7 Simjy

If simulatig
models usg
for intendd

In order to

informatiolr

as to whic
parameter
the simula

e may provide automatic configuration of the robot hardware (inclading structure)

e to automatically configure itself is available in the module, the minimal information m
identify the module by the manufacturer should be:

b type and/or module ID

hcturer name and/or manufacturer ID
P version

‘tion date

number

tem security point of view, modulelidentification should be verified by a properly desig
fion procedure for security related modules.

1lation

n is used to verify the'design and function of a module, the limitations and constraints of
d should be recoghized. Especially safety and security should be verified in real-world t
d use case applications.

allow properisimulation of a modular system, module manufacturers shall provide reley
neededfor simulation with their modules. It should be specified by the framework desig
information is necessary and in which form they should be provided (e.g. on paper or
file¢which can be imported into the simulation tool). Information about the module use
iemcan include:

the
ilar

on
S, it

and

ade

ned

the
bsts

fant
ner
AS a
d in

and dynamic characteristics, structural strength, etc.), and appearance;

its electrical characteristics, such as peak and average power requirements for operation;

the general control algorithms that it can execute;

of the information to be exchanged;

12

the method by which a sensor module acquires information from the simulated world; and

the method by which an actuator module acts upon the simulated world.

its physical characteristics, including its physical properties (e.g. dimensions, mass, density, static

the interfaces for input (sensors) or output (actuators) modules, that determine the format and style
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NOTE1 Detailed specifications for the various models are outside the scope of this document.

NOTE 2  Itis also possible to provide simulation data within the module template.

4.8 Data types for interoperability

A modular framework shall define data types that can be used within the modular framework and the
middleware. This includes the precision of common integer- and real-valued numerical data types as
found in IEC/TR 62390.

A modular framework shall also define conventions for commonly used composite data types. Defining

the
typ

a)

b)

)

following conventions is recommended. There are also a small number of common comp
bs built upon these [see also OMG RLS (Robotic Localisation Service)], namely:

A position in space is defined with respect to some coordinate system that is défined

form with respect to the orthogonal fixed coordinate system using a tripley(x,), z) of real
pair (x, y) of numbers can also be given, but is interpreted as a triple wjith|z=0.

Orientations may be specified in one of two ways. A general orientation in three-d
space is to be given as a quaternion, which is transferred as a four<tuple of numbers <c
where (u, v, w) is the axis of rotation and c and s are the cosine@nd sine of the half-angle
respectively. Alternatively, a rotation about the z-axis only*¢an be given as a rotation 3
that axis, with the angle measured in radians.

The position and orientation of a mobile robot is.given by its standard coordinate

osite data-

in a fixed

position and orientation according to the implementation. A coordinate can/be given i Cartesian

humbers. A

jmensional
su, sV, sSw>
of rotation
ngle about

system as

specified in ISO 19649 and ISO 9787.
d)

A modular framework may in addition define-guidelines or limitations, how input/output d3
modlules should be structured.

2D and 3D object geometry data — to be chosen from existing standards.
ta to/from
Am

the
sha

allowed in
)\ structure

odule manufacturer should pick suitable data types and data structures from the range
modular framework definition for his module. Information on the data types and datj
| be stated in the module description (see Annex B for example modules).

Provisions for safety and security

5.1

Thi
be 4
tod

General

5 Clause provides guidelines of how requirements from published safety and security stapdards can
pplied t6.design modules and module-based systems. Its contents shall not be used as a jyistification
eviate from applicable safety and security standards.

NOTE-x
andomtt

nufacturer)

[V \V CO

Safety can be assessed on the level of a single module (normally done by the module m4

veEl O ODO O y d dlO

Safety and security are different design aspects that can influence each other in robot design and in
robot module design. A security breach in a robot system and/or robot module can result in safety-
related hazards. Therefore, a robot module manufacturer should evaluate, through risk assessment,
the potential for security related properties to cause hazards within the intended use cases, which the
designer should mitigate through the module design.

A security vulnerability in one module of a service robot system can lead to a security breach for the
whole service robot system which can result in hazard(s). A module manufacturer should be aware
of security vulnerabilities of a module that can propagate through the robot system. For this reason,
safety and security aspects should be addressed to ensure that robot designers take them into account
in their modular design.
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Existing safety standards apply for robots and robot systems including

ISO 12

ISO 10

ISO 13

ISO 13

In a mog
ISO/IEC/IH
the develo
requireme
requireme
7.2 and 7.4

When a m
system for
process de
removing/|

These requirements can apply on the system level as well as on the~ihodule level. In addition to

normal saf]
a security
can be mit
system, th
safety and

The follow
ISO/IE
IEC/ TS
IEC 62
IEC 62
NIST S
NIST S

Figure 2 s
manufact

rules, and

ISO/TR 22100-4 dealing with IT-security aspects for machinery

100 for risk assessment and risk reduction of machinery,
218-1,1S0 10218-2, and ISO/TS 15066 for industrial robots,

482 for personal care robots,

849-1, IEC 61508 series, and IEC 62061 for functional safety.

IEC/TR 60601-4-1, [EC 80601-2-77 and IEC 80601-2-78 for various aspects of medical robots, and

ular robot system software can be involved in various modules of the o
EE 12207:2017 and ISO/IEC/IEEE 15288:2015 have defined the life cycle processes
pment of software to ensure required quality is achieved. IEC 61508-3 specifies sa
ts for software that is part of the safety-related part of the control systemxThe sa
hts for software apply only to the safety-related parts of the software and are presente

odular design approach is adopted, the increased ability to reconfigiure a service r¢
multiple applications shall be accounted for in the risk assessment and risk reduc

Feconfiguring modules, e.g. by reviewing risk assessment,again after a reconfigurat

bty-based risk assessment, the designer and/or the servic€e robot integrator shall incorpo
risk assessment to assess the consequences for safety:For example, a hazardous situa
gated by adding a module. However, after any change-in the modular structure of the rd
b risks after performing a modular reconfiguration should to be assessed again for &
security.

ng standards shall be used when evaluating Tobot system and module security:

C 27032 for general guidelines omr ¢ybersecurity

62443-1-1 for terminology, Gencepts and models

143-2-1 dealing with security programs for industrial automation
143-3-3 for securitylevels in control systems

P 800-154 for datd-centric system threat modelling

P 800-160 volumes 1 and 2 for system security engineering

ers\and integrators (and where applicable module framework designers) shall follow

bot.
for
fety
fety
d in

bot
Fion

scribed in ISO 12100 to ensure that the safety requirements areisatisfied even after adding/

ion.
the
rate
[ion
bot
oth

hows-hlow safety and security risks are related and how they can be addressed. Modlule

the

egquirements established in existing, applicable safety standards. This is indicated in

the

horizontal line of Figure 2. Security risks for a module shall be assessed with reference to the same
intended use, foreseeable misuse, and “limits of the machine” (as per ISO 12100:2010, 5.3) as used in
the safety analysis for the module. The process of assessing and mitigating security risks (vertical line
of Figure 2) should be performed in an iterative process: either parallel to steps 1 and 2 of Figure 1 in
ISO 12100:2010, Clause 4, or at the end of the respective process. The integrated process of assessing
and mitigating both security risks and safety risks (diagonal line of Figure 2) should be performed in
an iterative process. In cases where implementing security measures conflict with implementing an
intended safety function (to meet a safety requirement), mitigating the safety risk shall take precedence,
while still mitigating the security risk as far as reasonably possible.

NOTE 2 A module manufacturer can either try a different implementation of the respective safety function,
which still meets the safety requirement. Or it can approximate the security measure to extend possibly without
hampering the safety function.
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Increasing Safety

For safe module

For secure
module

Security risk

v

g assessment
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O

Q
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oTy]

£

2 Security
L vulnerability
8]

£

afety-re -7

security(l/
measures

AT'E
\U/

Security
measures

& O
. N
Figure 2 — Safety and security risk considerations for robot modules
%

A nlodule manufacturer should consider the mod }s intended use cases and the technolog
identify the needed requirements for various.application domains (e.g. mechanics, electr

soffware, security, environments, biolo ,Achemistry, usability, etc). In addition, t
manufacturer shall identify and list the ¢ dered use cases with concrete limitations and
While modularity may not be explic@y within the scope of existing standards in th

y it uses to
magnetics,
e module
exclusions.
b intended

application domains, the principles gﬁsented in existing standards can be useful to derive dppropriate

modlule requirements and testing methods. See Annex D for more detailed information on te

modlules.

A mlodule integrator should consider the following information:

— |Relationship witl\@gt:nal system (physical layout, interface, etc.);
— Maintenanc&@%elines for module and system levels.

5.2 Rob@gtem level safety

The meﬂ%ﬁs used to evaluate the safety of a robot system comprised of robot modules are n

Kting robot

bt different

frorp%e methods used to evaluate robot systems without modules, and they are published

in existing

standards.

The modular service robot framework developers are responsible for:

— Designing the architecture and the composition of the various service robot modules,
— Ensuring proper connection and processing of the safety signals between modules, and
— Evaluating the required safety of the robot for the typical use case applications.

NOTE1 Typical use case applications can cover different levels of safety; security; combined
security; and quality.

© IS0 2021 - All rights reserved
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NOTE 2  Signals refer both to hardwired signals like emergency stop signals in to or out of a module and also
data exchanged over a wired or wireless network, in which case the network should satisfy the functional safety
requirements.

The module manufacturers shall be responsible for specifying the intended use case applications for
the modules.

The module integrators shall be responsible for:
— Complying with the applicable robot safety standards mentioned in 5.1,

— Accounting for the ems’ planned e cases which is compared for relevance and closeness to
the intended use cases presented by the module manufacturer, and

— Complying with safety guidelines specified by the module manufacturer, including the) required
condit]ons for use.

If the robof system or its use case applications change, then the risk assessment precess shall takie in
account the¢ changes. Examples are presented in Annex C. If parts of a modular robotsystem are intenjded
to be changed by the end user, the risk assessment shall cover hazards from possiblé configurationy.

NOTE3  Applicable limits of use and required safety precautions or follow-up steps-re part of the user mapual
of the robot{system.

The modular service robot framework developers shall carry out tg. design measures to support fisk
reduction fo ensuring the following:

— globalsafety signals and error states and rules for their usexand propagation;
— safety|features or a minimum safety performance thatall modules should maintain;

— core itpms to be included in the documentation of'safety performance.

5.3 Module level safety

The design of the module shall take into\account the applicable published standards for electiical
and mechahnical safety (see Annex D for.testing robot modules). Safety-requirements for software|are
discussed n 5.4.

—n

If motors dre designed to have a-stop function, the module should provide a respective safety funct
in compliance with IEC 618005:2.

on

To prevent failure due toymodule-to-module communication, the system should use black chanjnel
communication (see I[E€G62280 and IEC 61784-3). In this case the reliability block of the module shguld
be designed as safety*related and a route should be constructed that guarantees the reliability offthe
safety fundtion.

Performange- levels (PL) or safety integrity levels (SIL) shall be assigned to safety funct ons
1mp]ement hese P an be used tao evaluate the overall nerformance of a3 sa nction With
respect to the complete robot system. A module manufacturer should publish PL or SIL for all safety
functionality shared by the module with other modules. Signals in a module that are not safety-related
in that module, may still be useful and reported to other modules for safety-related functions.

The process followed in designing robot modules can be different from normal system design because
the module designer/manufacturer does not have the final specific application available at the time of
design (only typical use case scenarios are known).

The robot module manufacturer can use the following steps to ensure appropriate and adequate safety
design requirements are included:

1. Define intended use cases, and for each use case, describe as many relevant details as possible.
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A hypothetical robot system design should be carried out for each use case. All foreseeable
applications of a module shall be considered. Reasonably foreseeable misuses of a module should

also be considered.

NOTE1 Theassumption that the system has a safety supervisor can be made if necessary (see

7.2 and 7.4).

For each intended use case application, potential hazards should be identified (ISO 12100:2010,

Annex B, includes a list of potential hazards that should be considered).

To perform a safety risk assessment, the module should be considered as an individual module and

what potential hazards it can cause in the intended use case applications.

NOT

The
the

NOT
in IH

As
pre
usa

EXA

The safety requirements of the module should be based on some assumed worst use-cas
application.

The module manufacturer should complete the safety risk assessment for, each inf
case, to define appropriate PL for any relevant safety-related functions,within the
may be appropriate to construct local safety-related functions in the module to take (
functionality — see “safety supervisor” in 7.2.

E2 Notall steps may be necessary in all situations.

following information to module integrators:

Information for use of the module.

The environmental conditions in which the module may be safely operated.
Information about the safety related functions, il the module.

Information about data the module provides to other modules, which may be meaningfy
outside the module (e.g. within the safety supervisor).

C 60204-1 and can relate to modules;

hn example, two possiblesimiplementations of a safety system of a mobile robot pl
bented to demonstrate thatmodules with more (safety related) features are easier to int
ble for real-world situatiens.

MPLE Two composite modules, offered by two different manufacturers have the following fi

Platform 1 has‘motors that mechanically limit the maximum speed of the platform to 1 m/s. Tj

not safety-related and have no performance level rating.

e intended

ended use
module. It
are of this

module manufactures should document the intended use cases’and their assumptions and provide

1 for safety

E3  Safety requirements for functionalities such as operator interface and emergency stop are provided

htform are
egrate and

patures:

he platform

controller acCepts the desired moving speed as an input and outputs the current speed, but both signals are

related

Platform 2 can reach a maximum speed of 2 m/s. The platform controller offers safety-related speed control
with-a high-performance level. Therefore, the desired speed input and the current speed outpu‘F are safety-

A robot integrator designs a mobile robot with Platform 1 with a simple safety system comprising laser
scanner modules with a fixed protective field, which can stop the vehicle in time, when it runs at 1 m/s.

When using Platform 2 instead of Platform 1, the robot integrator should substantially increase the
protective fields of the laser scanner to accommodate to the possible maximum speed of 2 m/s. Instead
he decides to use the safety-related speed control function of Platform 2. In this case, maximum
protective fields are only necessary, when the platform actually runs at high speeds. For slow docking
manoeuvres, the protective fields can be reduced.

©IS
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The example demonstrates that the system is more adaptable to changing environmental requirements

with the re

NOTE 4

quired safety features when Platform 2 is used.

and the safety supervisor module support this functionality.

5.4 General aspects of security

Using speed control and switching of protective fields requires that both the laser scanner module

Module-level security should ensure that the individual modules are resistant to unauthorized access
to prevent attacks that affect confidentiality, integrity and availability of the module such as:

unauth

— unauthorized access and altering of the module configuration and internal parameter.sett

(which

attack

Tampering
parts of it
the module

Cyber secy
latest deve
similarity

orized access to internal data (with possible effects on intellectual property or personal,dg

may also affect safety);
5 causing damage to the module or the modular robot system or preventing(normal use.

in the modules of a robot system should become a safety hazard as‘thé robot systen

level security, see Annex D.

rity is an evolving domain and needs to be taken in account for the module design so
lopments should be considered for inclusion. The desigfi‘thethod proposed has a sty
vith the steps provided in previous sub-clauses for safety.

NOTE 1

Measures
the securit

Exposi
Potent]

Potent

To achieve
provide sul
inside a mg
be treated

NOTE 2

some Kkind
influenced
data with of
larger. Claus

|

|
Ff
n such a way that the behaviour and safety functionality can be changed. If such a module sh

o security performance levels are currently available which can be referred to.

protect a module and a modular service robot‘should be chosen according to the resulf
y risk assessment, taking into account the follawing:

ire to potential intruders (insiders and putsiders);
jial harm that can be caused by unauthorized access (e.g. effects on availability or safety)

ial motivation of intruders to gain’access (e.g. access to valuable private data).

dule, communication between modules and communication outside the robot system sh
differently.

almost all médern safety devices and safety-related functions in machinery and robot syst

, Or

fan make uncontrolled movements due to the safety system becomifigimpaired. To validate

the
ong

s of

system level security, all.connected modules that exchange data should be modules which
ffficient protection for unauthorized access to physical data ports. Internal communica

fion
uld

bms,

communication and (embedded) software is present. Almost any software potentially cap be

her modul€s or outside the robot system the chances for unauthorized access and influencing ca
fe 7 deseribes more details.

hres
h be

This docu

hent uses combined levels of safety and security to classify a module as follows:

1.

No safety or security needed: This non-requirement for combined safety and security can be

applicable for small and light robots that cannot harm a person and are not connected to any
outside system.

Security needed: applicable where the module’s intended use includes communications within

the robot or with external systems. Clause 6 describes the hardware related security measures
and Clause 7 describes the software and communication related measures to achieve the security
for a module.

the application if this is acceptable.

18

In some cases, it is possible to design a safe but potentially unsecure system; it should depend on
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4. Combined safety and security needed: A system can only be considered safe and secure if both
safety requirements and security requirements have been addressed. Figure 2 shows the process

NOTE 3

to follow for ensuring adequate safety and security risk assessment.

that can be considered safe without being secure.

5.5 Steps to design security into a module

A system that has only hardware and no software, like a safety switch, this is one of the few exceptions

The robot module manufacturer should use the following steps to ensure appropriate and adequate

sec

1.

SIS

5.6 Physical security of modules

A module manufacturer should consider the following aspects of physical security for mog

wh

NOTE Modules can ‘pass through bus systems to neighbouring modules. Thus, security b

pro

Mo

comimunication port of a module or system, for example:

ity dpqign requirements:

Define the use cases for the module from a security perspective. These use cases cdn bq
the ones defined for safety, but can differ as well.

Foreseeable intended uses and potential applications of a module shall be considered.

NOTE The assumption that the system has a security supervisor (see(7.2'and 7.4) can
necessary.

The designer should complete the security risk assessment for'edch use case to deri)
requirements that the module should maintain for facilitating miodule and system secur

The software in the module should comply with the security*requirements of 7.4.

Check the guidelines for secure data exchange are provided as presented in 7.4.

The security risk assessment should be gonducted on each module independent]
consequences assessed in use-case scenarigs defined in step 2.

ile an integrator should considér. them for the modular robot system:
Security of communicatien/ports

Physical access to internal components from the outside

Iagate from one'module to another.

ule manufacturers and integrators shall consider the following measures to restrict

Check the hardware guidelines of 5.7 to protect the;module against unauthorized access.

b similar to

be made if

e security
ity.

y and the

lule design

eaches can

hccess to a

lsatch sensor (no security is required but a need to know if in an open or closed state)

Mechanical lock with a physical key

Mechanical lock with a latch actuator

Modules with no security measures should only be acceptable in a protected environment like an
internal research lab environment or for small and light service robots.

5.7 Cyber security of modules

A module (or its firmware and software) should

prohibit unauthorized tampering;

© IS0 2021 - All rights reserved
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— provide security for the data stored, processed and exchanged by the module;

— provide communication security.

NOTE 1

The necessity to apply cyber security measure depends on the intended use case of the module.

The cybersecurity of a module should be designed to achieve the following security objectives:
confidentiality, integrity, and availability. In carrying out the cyber security risk assessment and risk

reduction,

NOTE 2

standards. 4 standard is under development that is aimed at covering security aspects-ef machines; IEC/TR 63

presents se

6 Hardware aspects in module design

6.1 Gen

This Claus
of moduleg
Table 3 shd

design frathework and so achieving the interoperability, safety and security requirements as prese;

in this do
connectivi

aspects, such as an actuator, can require considerations of safety, security, power, signalling as we
the mechanical structure.

Examp
Examp

Examples of measures for availability: Secure code updates, adequate communigation bandwi
redundlancy

the following should be considered:

CIOTT

les of measures for integrity: Access control and permission, checksums

beneral security aspects for industrial automation systems are covered-by the IEC 62443 serig

urity aspects related to functional safety of control systems.

bral

e describes the requirements and guidelines to enable the interoperability and reusab

les of measures for integrity and of confidentiality: Data security, Secure communicatiom

with hardware aspects including hardwargmodules. For modules with hardware aspe
ws the main connectivity issues that shall'be considered for realizing an effective mod

ument. Examples of modules with jhardware aspects are shown together with how
'y issues shall be addressed. Designing a hardware module or a module with hardw

Examples of measures for confidentiality: Secure booting, authentication (e.g. passwords), data
encrypties

dth,

s of
074

lity
cts,
1lar
ted
the
are

las

NOTE The connectivity issues of hardware modules or modules with hardware aspects can be either physical
(e.g. Power, |Data) or can refer to.more abstract interactions (e.g. Safety, Security, Environment, Mechanics)| If a
module is fdr example connectedto Security, this module has security issues or exchanges data in some way yith
other secur{ty-related modules.
Table 3 —'Connectivity issues for modular framework via example modules
Modyle\Interaction Environment | Mechanics | Data | Power | Security Safety

Actuator (4) v v 4 v v v
Power suppty(PJ &) v 4 v
Sensor (S, digital/analogue) v v v v v v
Computing with software (CS) v v v v
Supervisor (SU) v v v v v

User interface (UI) v v v v v

20
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Requirements and guidance for hardware aspects of modules
1 Mechanical interfaces

1.1 General

The module shall be provided with specifications of its mechanical interfaces and connectors, for
example:

Specification of connectors and interfaces;

NOT

Specification of connectors with placeholders (blind or empty connectors for conne
needed by the module);

Specification of multiple physical sizes of connectors for different requirements of physical
and size, e.g. for an intended use for different parts of a manipulator;

Specification of mechanical link for loop of databus and/or power;

Specification of interfaces which allow data buses or power beingdoeped through the m
if the module itself does not require connection to them (e.g. in cas€ of a mechanical linKk

E1 While integration of connectors in the module is advisedydt presents a specific design

compbine the physical motion of attaching and detaching a module mechanically, while at the same timge

and
this
asa

disconnecting the connectors for data, power, safety and security to maintain their intended o
robustness design specification does not fulfil the requirements for the intended use, the module
fety and performance risk(s), eventually resulting in malfunction and failure.

mo
and
con

Con
be d
be 1

er testing and validation of the attachment and detachment of the module to other mod

Pro
be ferformed. If applicable, information for usesshall state that testing and validation is rec

ule shall be accompanied with the information to enable testing and validation of the :
detachment of the module to other modules. Information for use shall include informatio
hectivity and functionality between‘tnodules with hardware aspects, for example:

module alignment, module positiéning, and module locking with the desired stiffness ir
planned dynamic motion cases;

that data, signal and power connections are not damaged during the mechanical posit
locking process of theniodule interface;

the mechanical eounection/locking mechanisms to achieve the specified accuracy and
the mechanical‘connector for the module’s intended use cases.

ctivity not

[ durability

bdule, even

).

Challenge to
connecting
berations. If
can impose

1les should
juired. The
ittachment
h to ensure

| static and

ioning and

stiffness in

sidering the'module’s intended use and the specified use cases, the number of times the module can

lisconnected and reconnected for the module’s specified life. For example, the following ¢
Ised as-applicable:

Using a progressive interference fit to bring physical contact points together without da

lesigns can

Image;

NOTE 2

ISO

Using coaxial and/or conical structures to lessen angular or lateral motion during mati
wear, tear, and damage to contact points;

Using toroidal structures to create multiple contact points to increase the distribution
connection to achieve the improved accuracy in the mechanical connection;

ng to avoid

of physical

Using compliant materials and structures to create mechanical connections that are more compliant

to distribute mechanical forces through an extended structure to avoid a single point fa

9409-1, -2 and ISO 11593.

© IS0 2021 - All rights reserved
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Module manufacturers should make the specification of mechanical interfaces available so that it can
be used by other module manufacturers or integrators. This can include:

— CAD data of mechanical parts;
— Manufacturer and part number of plugs;

— Pin assignments.

6.2.1.2 Connection accuracy and reliability

In service fobot modularity design, connections between modules should have following connectiyity
characteristics for intended use, examples of which are shown in Figure 3:

— Power
— Data

— Security
— Safety
— Mechahpics

The safetyfrelated modules shall ensure safety for connection between/them. Modules shall specify|the
accuracy for connection between them.

a) Connection-between joints b) Connection between joint and
end-effector

mechaijics
data

1
2
3  power
4 security
5 safety
Figure 3 — Example connectivity characteristics needed through a modular joint

Information for use shall include the specification of the module’s connectors for reliability, including:

— amount of translation and rotation to play after joint is locked. That is, no play shall be possible once
joint is locked;
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— robustness and reliability parameters of the module interface. Wear and tear of the mechanical

surfaces for alignment and the integrated connections for power, data, and safety in

withstand a minimum number of cycles for attachment/detachment;

order to

durability properties of the module interface. In use cases where modules are frequently changed or

where extreme conditions like dirt and overloading are likely, the module shall have bee

and validated for the specified number of cycles. The number of minimum cycles should b
by the manufacturer.

n verified
e specified

Module manufacturers should at least fulfil the requirements defined in the modular framework or
define their own specifications to meet their intended use case applications.

6.2

The
forg
des
end|
the

For
tha

6.2

The
Sma
hois
inv
tot

Spe
attg

Ifc
mo

NOT
cont
and

Ele

1.3 Connection stiffness

module interface or at the other end of the module.

he mechanical interface.

cified testing should be ‘recommended by the manufacturer for assessing the durab

!

module and the module interface should have sufficient stiffness to transfer’static an
es and torques from module to module via verification and validation process; commonly
gn envelope. To limit the amount of geometric deformation of a module Wwith respect t
of the module, the maximum loading torque and force can be specified over the three axe

following requirements are met:

Maximum geometric deformation at the other end of the‘physical module is less than
amount.

Maximum rotational deformation at maximum twisting loading is less than a specified 3

1.4 Mechanical connectors and connectioens

module should be able to be attached with minimal or no tools if possible. If the module i
1, manual (i.e. unassisted hand) attachment should be possible. For heavier modulg
ting support should be employed, the'mechanical interface should be designed to accept
lving more force, bumping of interfaces, or high-speed contacts, etc. without damage bsg

chment/detachment method adopted in the particular use case applications (see Annex

ule should be provided.

E A spesgial kind of connector is advised for single cable solutions especially in motor drive
rol applications where the connector integrates the mechanical interface, power, data, and sa
that proper instructions for safe connecting/disconnecting are provided.

d dynamic
 called the
b the other
s (x,y,z) at

Ces and/or torques that can be applied shall be specified for the module, including its interface, so

A specified

mount.

s relatively
s, where a
mountings
ing caused

lity of the
D).

nnectors are integfdted in the module, proper instructions for safe attachment/detachinent of the

and motion
fety signals,

C 61984 as

tfical connectors shall comply with requirements presented in IEC 61076-1 and/or IE

ap

opriate.

Selection and positioning individual connectors should ensure that the following is maintained:

the resulting force/motion trajectories are within the specified limits;

power supply requirements for electrical, pneumatic, hydraulic and mechanical forms of energy;

requirements on data communications and their integrity; and

compliance with published relevant safety requirements (see Clause 5).
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The mechanical loads and forces on electrical, pneumatic, or hydraulic connectors should be considered
as part of the process of designing the module’s integration details. These should ensure the following:

Minim

Correct physical interaction of different connectors dimensionally and electrically;

isation of EMC/EMI between different connectors in the interface;

the interface.

No leakage of liquids or gasses in the case of fluid power transfer through integrated connectors in

6.2.2 Interfacing for power supply

Power supplies provide power or energy to all actuators. Manufacturers should select the approprjate

power type, such as electrical (AC or DC), pneumatic or hydraulic, e.g., manufacturers should\focus on

supply voltages that are widely used suchas 5V, 12V, 24 Vor 48 V.

Manufactufers shall specify the rating and maximum output loading capacity of(power supplies.

Modules should be designed to have a minimum reserve for attachment of additional modulep. If

modules cgn be rearranged arbitrarily, it cannot be determined in advance what the/maximum power is

that can bd drawn through a certain module.

EXAMPLE Each arm joint needs 5 A current, so if six of them are connectéed serially in an arm, the first

module neefls to be capable of passing 30 A.

Electrical power supplies can have a battery or other energy storage“systems, and can work together

with a power management system to implement intelligent functigns.

6.2.3 Other aspects for module description

For each kjnd of module with hardware aspects, the important features or data should be speciflied,

examples df which are:

— Kinemptic and dynamic properties like geémetric parameters, mass, centre of mass, momerjt of
inertid and coordinate transformation;

— The ingress protection (IP) classifieation as defined in IEC 60529.

If relevant)the following aspects related to the operational environment should be defined:

— Operating environment conditions like range of temperature and humidity;

— Bio-compatibility for,applications involving contacts with persons.

NOTE io-compatibility issues include cytotoxicity, sensitisation, irritation/intracutaneous, acute systé¢mic

toxicity, sulp-chronic<{toxicity, genotoxicity, implantation, hemo-compatibility, chronic toxicity, carcinogenjcity

and bio-degradability:

For sensor$ and actuators, module specific features should be described, examples of which are:

Accuracy and resolution;

system if applicable;

internal coordinate system if applicable.

24

For sensors: sensitivity, sensing range, frequency response if any, and pose in internal coordinate

For actuators: accuracy, maximum and rated power/torque, maximum and rated speed, and pose in

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=27805c8a85bdc758278475169fb474d5

IS0 22166-1:2021(E)

7 Software aspects in module design

7.1 General

This clause describes the requirements and guidelines that are designed to enable the interoperability
and reusability of modules with software aspects, considering the special needs of software modules
that can be used in a service robot system. An information model is used to achieve interoperability
and reusability. Therefore, an appropriate information model should be provided with a module. As the
internal details of such modules are not in the focus of this document, this clause focuses on interfaces
between modules, which define the external inputs and external outputs of modules. As different
mo(lules with the same runctionality should be interchangeable, the types of data flowig into and
out|of such modules needs to be defined by specifying which communication models aye allowed for
the[used application layer services. Examples of the communication models are the publish/subscribe
mogel; the client/server model; and the blackboard shared memory model (seerTable 4]. Software
modlules for robots can be developed based on a middleware framework, examples of whijich include
, OpenRTM, OPRoS, and OROCOS. Safety and security aspects of modules with software

ROS{ ispects are
prepented in Clause 5.

Table 4 — Software communication interface models fordifferent purposes

NQ. Information type Supported information Note
exchange model
Publish/subscribe model “|Data can be transmitted via ofe or
Client/server model more communication models.
1 Data Data is exchanged between m¢dules,
Black board (sh(;lrled between integrated developmgnt
memory) niode environment (or tools) and mqdule.
Files are exchanged between
2 Package Client/server model integrated development envirpnment
(or tools) and module.
7.2| Information model
7.2]1 General

e to access
y provides
format, or

Modlules with software aspects for service robot system shall provide the software interfag
inpuit/output data, inveke services, or process events. Hence a software component internal
sonje functionalitieS-such that data can be modified via a communication API or message

a rq
occ
conj

Als

mote serviceyis/invoked, and the results are returned; and the proper process is operg
irrence of events, where the remote data and the remote service are provided by othd
ponents:

b, modules with software aspects can have access to hardware components and be able

mo

1iules’ profiles to initialize and properly operate them. This can be directly, or via a devid

ting at the
r software

Lo read the

e driver or

a HAT which allows software modules access to the hardware components without modification of the
module’s code.

In addition, message formats are provided for the control and maintenance of software, such as the
downloading and uploading of files (e.g., software, profile, and application packages), and execution

control of software modules (e.g., start, stop, suspend, resume, and so on).

NOTE

Software modules can be defined using existing specifications such as OMG RolS (Robotic Interaction

Service) for service interface or OMG RLS (Robotic Localization Service) for representing locations and coordinate
systems.
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7.2.2 Model for exchange of information among modules

This model shall be used to exchange information among modules, where information includes the
values of variables, invocation of services, process of events, and the contents of files such as the
executable code of software components, a profile, or a package. The variables, the services, and the
events are defined in modules with software aspects. The type of variables is classified into periodic
variables or aperiodic variables and the type of services is classified into blocking (or synchronous)
services or nonblocking (or asynchronous) services.

The protocols among two or more modules with software aspects are not specified because many
internationally standardized and de-facto communication protocols exist. Note that remote access

to the rempte hosts is performed using the message format in this clause which is provided by

middlewar
local host.

NOTE 1
into at preg

respectively.

The mode
following:

a)
b)
‘)
d)

Invoksd
Enroln

Qualit
securi

The respo|
invocation

The model
instances

Reque

Subscr

e. The middleware can also support exchange of information among software modulés,in

ocal host and remote host here means the computing module as a software module/ that is log
ent and other computing module the software wants to connect to via communication proto

for exchange of information among modules with software aspects shall support

Read and write data;

services;
ent and processing of events;

 of Services as required for items a) to ¢). (e.g. safety-related values, real-time characteris
y)-

hse time in real-time cases should include the overall data transmission and ser

times.

should support at least one of the following preferred methods to read and write dat
f other software modules:

5t with response, requestwithout response;

ibe/publish;

Black

oard (via shared:memory).

Manufactufers can adeptother methods as they emerge, but interoperability requirements shal

provided

ithin the-module template.

The module mamufacturer should design the message format for the exchange of information to saf]
the followihgs:

the
the

ged
Cols,

the

[ics,

Vice

h in

be

isfy

Support a middleware.

— Support the encoding/decoding rules for exchange of information among two or more middleware.

7.2.3

Support information for this Sub-clause can be found in 7.2.3, 7.2.4 and 7.4.2.

Model for access to properties and its access

A module with software aspects shall use its properties’ values for proper execution and the setting of
values for its initialization. The module shall have the following properties:

a) Manufacturer’s information for the module;

26
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Execution environment, for example, OS type, execution type (periodic, sporadic, non-

real-time, etc), execution period if execution type is periodic, etc.;
Supported communication mode (e.g., publish/subscribe, client/server, black board, etc.);
Security level (confidentiality, Integrity, Authentication, the numbers of bits in the key);

Safety-related information (e.g. required PL or SIL markings).

In addition, the module should have following properties:

)

(R]n(‘king ar nnnhlm‘king) service invocations prnvidpd externally:

g)
h)

i)

If amodule requires a specific sequence of events and/or commands to beconte properly init
mo]iules require a specific sequence of switching-on events, a module such as a supervisor module shall

ma

EXA
are

EXA

Thd
intq

A
pro
spe
the
Thi

7.2

Err
lead
pos

Information provided externally;
Initialization values necessary for proper execution; and

Appropriate software and hardware requirements for ensuring module opernation and sh

age those sequences.

put into operation.

grator and may be controlled by a module suchas a supervisor module.

file to the software components, and write the modified properties to a profile, where pro

5 module shall support the following:
Set property value(s)

Get property value(s)

4 Model for.ervor handling and recovering

arobotservice to a hazardous situation. To avoid such scenarios, faults shall be detectec
sible,.and it shall be ensured they are corrected and hazardous situations are prevented.

NOTI

E-1) * Anerror is the explicit representation of a fault.

real-time,

fety.

alized or if

MPLE1  All wheel modules should be put into correct operationvbefore the upper parts of the rpbot system

MPLE 2 A laser sensor module or a camera module should be initialized and operational befgre it can be
usedl for safe navigation.

se sequences at the service robot level need £6 be implemented and configured by the system

odule with software aspects shall provide the functions to read a profile, set propertig¢s from the
perties are
cified The module shall use functions:defined by the model to read the profile in order fo initialise
software components, provide the services of the software components, and access data stored.

brs in modulés can cause a service robot to malfunction or not operate normally. These|errors can

aS soon as

Failures shall be separated into safety-related ones and non-safety-related ones, as shown in Figure 4;
this can be carried out via the safety/security manager. Note that safety-related failures can occur as a
result of non-safety-related ones, depending on the application and operational environments.
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Failure (e.g.
loose contact,
EM disturbance)

Hardware fault error

Safety-related

I Active

Software fault
(design/programming)

Error error

<

Security-related

I Dormant

Software fault

Other errors

NOTE )i
Faults can H

combinatiof of system states.

A module V
error situa

Send a
a safet

Classif]
applicg

NOTE 7

Suppo

(compiler/ (effecting
interpreter inserted) performance/
— functionality)

rrors can be caused by software or hardware faults; the latter being caused by hardware-faily
e dormant, that is not affecting system operation, until activated by some trigger, such as’a spe

Figure 4 — Safety-related and non-safety-related failures
Vith software aspects handling errors shall support the following te-handle and recover f
fkions:

hd receive, error status and error recovery data to/from external modules (Figure 6) suc
y manager module (see 7.4);

ition;
Non-safety errors are included in other errors:

't the execution life cycle (Figure 6) for safety (see 7.3);

Provi

Module d

safety-relal
manager 1
manager 1

Modules d
level of suc
associated

If there arg
priorities s

7.2.5

lntern}r_\nrnfinn of software modules

e handling methods for unknown.efpors.

igners should define appropriate reactions according to the classified error types.
ed errors it can be required:to propagate promptly the error to the system level (e.g. a sa

odule). Other errors are-Handled on the lower level as possible (e.g. in the module itself).

bsignated to identify; and handle errors should have sufficient reliability. The performd
h a module shouldbe at least as high as the required performance level of any safety func
with handle@errors.

e two ormore external modules able to handle the same errors, those modules should h
et for-sending of the response/command to the errors.

res.
cific

fom

h as

y errors into safety-related errors, security-related and other errors. which are specifieql by

For
fety

odule). Also, security-related errors can require handling on the system level (e.g. a seculrity

nce
Fion

ave

Modules should be able to communicate and interact with modules developed by different

manufactu

rers.

The following items shall be provided in a module data sheet for ensuring effective interoperability
between service robot modules:

a)
b)
‘)
d)

28

Information exchanged among modules when needed (see 7.2.2);

Information for management of the module (see 7.4.2);
Information used in the property profile for the module (see 7.2.3); and

Information for error handling and recovering (see 7.2.4).
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The following item should be provided for ensuring effective interoperability and reusability between
service robot modules:

e)

Defined information model between modules and middleware (see 7.2.2).

The following item can be provided for ensuring effective interoperability and reusability between
service robot modules:

)

Defined model for the hardware abstraction layer or device driver.

NOTE The property profile is stored in the profile repository.

7.3

7.3

An prchitectural model for software modules shall include execution context‘and control
mogel used for safety and security should include a safety manager and arseeurity manage

mo
intd
are
whi
not]
con
driy
sep
reld

Architectural model for software modules

1 General

ules and their interrelationships are illustrated in Figure 5, which~shows an example
rconnected software modules. Some of the modules are basic software modules, whe
composite as they can be decomposed into smaller modules. Two execution contexts
ch are essentially isolated threads of control which can be‘hosted on different pro
. A separate security and safety manager observes the belaviour of the module as a
munications with other modules takes place through the"hardware abstraction interf}
rer and the communication middleware. The safety: or security managers are imn
hrately as independent modules. The safety manager'shall only receive relevant data fi
ted software modules.

tasks. The
. Software
of several
eas others
hre shown,
fessors (or
whole, and
ace/device
plemented
om safety-
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Application

Safety/
Security

Execution Context

Control Task g

manager

Execution Context

: Control Task

BSM [« [BSM

Profile ‘

/ Exchange of Data
/' Invoke Service

BSM > BSM

Profile | Profile
a

A A

A /

A

y

Communication Middleware

Har@ware Abstraction Layer

Device Driver

U

U

Robpts, Servers, Sensors, Actuator,
Integrfated development Environments

Sensors, Actuators

Key
BSM  Bas]c Software Module
CSM  Conjposite Software Module

______ —control path

Figure 5 = Software framework architecture for service robot modularity

A profile r¢pository manages the profiles used by modules.

An executi
task. The control task coordinates the software modules in the executlon context and manages their
real-time constraints if any.

An application is an element which controls the robot system according to user needs and consists of
one or more execution contexts. The application utilizes the application package, which includes the
software modules, the values and steps for initialization, and related-resources for execution of the
application.

Abstraction mechanisms, such as the hardware abstraction interface, help software modules access
the hardware independently of hardware-dependent characteristics. Software modules can read/write
data from/to the corresponding hardware through the abstraction mechanism, which enables the
portability of the software modules. The modules including the software modules access the sensing/
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actuating parts using the abstraction mechanism to get data from the devices and pass data to other
modules.

The communication middleware empowers software modules and software components to exchange
information. The middleware can look after files related to the software modules, components and
application and upload/download relevant needed files from/to the server and/or the robot. The
communication middleware is able to be implemented in the execution context according to the
information exchange model shown in Table 4. Note that the middleware is not defined in this document.

The security manager shall manage security issues which have occurred in both the software modules
as well as in other parts as needed. For example, the security manager can monitor and control risks

suc

Thd
oth

modlules, detect whether a limit is violated or if the robot is entering into a hazardous situ

thig

7.3

Modlules with software aspects comprise executable code and a profile, where the profile st

of t

EXA

typé
Mod
mod

EXA
dist]
an i
cony
med
(can

EXA
of H
kind
Thd
a)
b)

c)

N as access by unauthorized users.

safety manager shall manage safety-related issues which occur in all software module
br parts as needed. For example, the safety manager should monitor the executieh.State

is the case, bring the robot into a safe state.

2 Requirements for software modules

ne module properties for supporting the module’s proper execution.

MPLE 1
such as periodic execution, sporadic and non-real-time and relevant hardware-related modulg
ule properties’ values examples: values for initialization,\values necessary for execution of t
ule such as OS type, supported communication protocols, and supported service types and evenf

MPLE 2 A basic software module example: distance calculation module, which reads th
ance data via the hardware abstraction interface from appropriate hardware (such as an ultras

rerted data to other software modules. An"example of more complex modules would be a stej
suring module or an object detection module running on top of an image stream received fro
hera) module.

MPLE 3 A typical example of a.composite software module is a manipulation software modul
asic software modules sucheas. actuator controlling modules, axis synchronization module,
matics module, and a path planning module, which are described as examples in Annex B.
software module shall be designed to satisfy the following requirements:

Support exchange of information with other modules via a defined information model (g

Support Quality of Service (e.g. real-time characteristics) provision if specified;

and interoperability;

EXAMPLE 4 Information for reusability, interoperability, and composability of the softw]

b as well as

;I:f software

ion, and if

bres values

Module properties examples: version number, QS,'type, service methods provided, execution

properties.
he software

types.

b measured
onic sensor,

hfrared sensor, or a laser sensor), converts thé'data to data with the correct standard format, gnd send the

eo distance
n a sensing

e consisting
an inverse

ee 7.2.2);

Have a‘umique identifier and obtain values of module properties necessary for proper ¢perational

are module

d)
e)
f)

g)
h)

i)

examples are OS type, communication protocol type, the interface type for the service and the dat

atype used.

Create one or more instances with unique identifiers for each software module in the application;

Be controlled by the control task which manages its execution life cycles as shown in Figure 6;

Support modular-level safety depending on error types likely to occur in the software module, its

module properties profile and its connection with other modules;
Support modular-level security if the module can access the external modules;
Have a profile which includes values of module properties defined in 7.2.3;

Support software platform-independence.
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NOTE1 This document allows software modules or software components within modules to be executed via
a variety of programming languages, under different operating systems, with different document file formats or
databases.

. . External Module
creation of instance

SNJe)s J0.L1g
- — — — — —=»

AI19A009Y J0117

l— — — — — — —

=y

igure 6 — Execution life cycle of a software module inclading error handling

Software modules should comply with the execution life cycle shown in Figure 6 which is operaging
the following behaviours: When a software module is created, the module enters into the ’creve;[;)ed’
state. Event ‘initialize’ occurs when the software module-is initialized. Event ‘start’ occurs en
the executjon of the software module is started. Event ‘stop’ occurs when execution of the software
module is [stopped and event ‘run’ occurs at every given period. Event ‘destroy’ occurs when|the
software module is unloaded from memory after the completion of its execution or removed. Eyent
‘error’ is generated when an error occurs at anyxstate of the software module. Events ‘recoverlnlfle’,
and ‘recoverinExecuting’ are generated for theterror to be recovered in the corresponding statels of
created, id|e, or executing. In particular, 2 types of events, ‘recoverIinldle’ and ‘recoverInExecuting’|are
designed for the error recovery operation. Note that each event causes the related function to be calfled;
periodicallly a real-time module performs the related functions using the event ‘run’.

NOTE 2 hen a safety-related software module is in an ‘error’ state, safety-related errors driving safety-
related failfires are sent to other €xternal modules which process the errors and return the proper recoyery
values. An gxample of an externalmodule can be a software module or a module that can handle errors to apoid
entrance info hazardous situdtions. The typical example is a safety manager as shown in Figure 5.

For errors| processed i-the safety-related part of the control system, error recovery procedures
(especially| recoverinExecuting) should follow ISO 12100 and ISO 14118 to prevent hazards dug¢ to

unexpectegl startup.

7.4 Safety/Security-related requirements for modules with software aspects

7.4.1 General

The safety-related software modules shall be designed based on Clause 5. The security of such modules
is related to cyber security and is described in 5.7 to 5.10. This Sub-clause describes the safety/security
manager module (see Figure 5) to manage safety/security issues that cannot be handled inside the
module. Note that the safety/security manager module can be implemented as one integrated module
or two independent modules, namely a safety module and a security module. The modules can also be
implemented as redundant architectures to satisfy the relevant PL/SIL.

The security manager module is a module that manages the security of the robot and its modules and
can set or implement the security policy to manage responses to security problems. Note that security
problems can occur when one module exchange data, such as values and files, with the external modules
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or when unauthorized users gets the right to be able to access the robot without valid permission, etc.
When one module exchanges data with an external or internal module, the corresponding data should
not be eavesdropped on nor modified by appropriate cyber security measures such as encryption and
authentication. When programs or profiles are downloaded or control commands are received from
message senders outside the robot, authorization of message senders shall be monitored and controlled
by the safety/security manager module.

7.4.2 Interaction with safety/security manager modules

Safety-related modules shall provide the following information to the safety manager module to handle

1 £+ £or
modulal SUILVVdAdArT ocucl,_y.

Error information provided by the module

Error recovery information that the module receives

The safety manager module comprehensively shall handle the error information received|from each
safgty-related module and provides information to perform a stop or safe,dperations for eaich module.
The stop operation can be divided into stopping the robot operation and-stopping the opergtion of the
modlules related to a specific event. Stopping and restarting should fellow applicable safety] standards

such as ISO 12100 (general) and IEC 60204-1 (for stopping), and ISO 14118 (for start-up).
Wh

inte
ver
cas
aut
the

Thd
acc

denfial of service attacks or{other similar problems. Hence the safety/security manager mog

hav

8

le one module exchanges data with an external or internalmiodule using communicatio
grity and authentication should be verified. In particularintegrity and authentication
fied while communicating between external development/monitoring tools and serv
e of using a fieldbus that does not support security;physical security should guarante
horized users can physically access the fieldbuses.dn addition, the cyber security should
transmission of the following data if necessary:

Package, software modules, and their profilés
Control of the execution status of eachiseftware module
Input and output data of modules

security manager should betwperated in conjunction with the safety manager so that it g
rding to the robot’s ownpelicy even if the robot does not communicate with the out

e the following functions:

The security manager sends safety-related information to the safety manager if t}
manager detects safety-related security problems.

The safetymanager controls modules according to the specified safety policy, which is

Infermation for use

n methods,
should be
ers. In the
b that only
guarantee

an operate
bide due to
lule should

e security

re-set.

8.1

General

Module manufacturers shall provide sufficient documentation with their modules, such that third
parties can make use of the module (such as integrate into a larger system, or create other modules that
interoperate with the provided module) based on the provided documentation. Module manufacturers
should provide list of standards the module complies with and provide all documentation required
by those standards. This Clause contains the requirements for additional documentation to support
modularity.

The service robot integrator should complete the information for use for the service robot system with
all information necessary for the user of the system. This should include the following:

Providing manuals for the complete system.
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— Adding or replacing warning signs and other markings and indications on the robot.

Providing a system plan which indicates all modules from which the robot is built with t
connections.

heir

Service robot integrators should make the information for use of each module in the robot available to

the user of the service robot system.

Service robot integrators shall state in their documentation, which modifications (e.g. exchang
modules) of the service robot system are allowed by the user.

Informatiof HSe 0 ormation—fe Hse—of3 o-perform—its ded
with the njodule. The user may be, but is not limited to, a robot manufacturer, a module design¢
module tedter, or involved in module maintenance.

Markings,
details of t

symbols and written warnings should be understandable and unambiguous“to proj
he module. For basic modules, information should include type of module (input, comput]

processing
and comm

Signs such
operating ¢

infrastructure and output). For composite modules, sufficient detail on,the different b
nly used modules used should be provided.

as pictograms can be used for explicit representation warnings or for illustrating
bnvironments. All printed markings should be legible and durable. Marking regarding sa

shall follow
be preferre

I respective requirements and guidelines from existing safety standards. Pictograms shg
d over written warnings, if possible, to make easier use ofthe module in different region

The module manufacturer should provide both printed and electronic versions of the information
use, and consider human factors and usability of the documents.

e of

sks
T, a

ride
ing,
hsic

the
fety
uld
S.

for

The description of a module should use the Robot Modulé.Template specified in Annex A. Additi¢nal

informatiop not covered by the template should be presented in a similar format, where applicable.

Where ind
documentd

ications are provided, they shall be described either by markings on the module or in
tion of the module.

8.2 Markings or Indications

Markings ¢n the module should exist'with recognizable patterns on the outside of the module.

marking sHould be as detailed as needed but as a minimum, should comprise the name or the equiva
mark of th¢ module supplier, andth€ model or type number of the module and markings for normal

including alll markings or indi€ations required by published and relevant safety standards.

For a modiile with hardware aspects, the marking should be visible, legible, and indelible and sha
least compfise the following:

Manufpcturer’s. name

Serial humber

the

The
lent
Lise,

I at

— Certification Markings for safety and security, if appropriate

Software modules shall at least contain the following information in their documentation, such as user

manual or text files on electronic storage media used in distribution of the software module:
— Manufacturer’s name

Software module type and version number
Operating system type

Serial number

34
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8.3 Information for users

The Information for users for the module should be provided for its proper and intended usage. The
Information for users should comprise the following:

a) Detailed description of the module

Instruction for use of the module

Brief description of basic modules and/or composite modules contained

Descrintion foramaodule with hardware acnacte
g PO T OO a e e e et e 2

— Manufacturer’s name and contact details, Country of manufacturer

— Module type and version number

— Inter-connectivity features included in the module (direction of conn

assignments, etc.)

— Serial number, if necessary

— Rated values for supplies (e.g., electricity voltage-supply or rated range in

AC), rated frequency if necessary, pneumatic pressure, etc.)
— Rated power in watts or rated current in ampéres
— Type of communication if used
— Safety Certification Markings, if appropriate
— Security features, if appropriate
— Mass (in kg) and 3D dimensions (in mm)
— Description for a module\with software aspects
— Manufacturer’ssname and contact details, Country of manufacturer
— Software module type and version number
— Operating system type and details

Serial number, if necessary

Checkilist for usage of the module. e.g. type of modules suitable for interfacing,
hardware modules (e.g. for appropriate mechanical/electrical interfacing) or

soffware modules

Operating environments for modules

bctors, pin

volts (DC/

supported
rompatible

Installation method for software modules, if any
Details for connecting to other modules

List of principles from Clause 4 followed by the module

b) Suitable use case applications, including their safety and security-related information, if any

c) Details for setting and adjusting module property values

d) Listof replaceable basic modules and composite modules, if any

e) List of known faults or errors
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f) Battery charging method, if relevant
g) Information to handle and transport module with details of grasping and handling points
h) List of expendables and their maintenance cycles

Safety-related information necessary for maintaining safe function when integrating modules should
be provided, if appropriate, in a structured and well-defined format.

8.4 Information for service

The infornfation for service should include instruction for maintaining correct operation of the modlule
with details of tasks requiring specific technical knowledge or specialist skills, and hence neéd,t¢ be
carried ou§ by appropriate persons (e.g. maintenance staff, specialists, etc).

The infornjation for service should include the following:
a) Detailed description of the module and its maintenance requirements

b) Infornjation on the physical operational environment as appropriate (e.g{ luminous intensity| for
vision module, contaminants in atmosphere, extreme in temperature, et¢)

c) Infornjation (as applicable) on:
— Ingtructions for setting up, maintenance schedule and nominal operational parameters
— Sefuence of operation(s) to check for maintenance
— Frequency of inspections
— Frequency and method of functional testing ofithe modules
— Gyidance on the adjustment, maintenancefand repair when needed
— Rdgcommended spare parts list for modules with hardware aspects
— List of tools required and supplied
d) Detail¢d mechanical diagrams.and electrical block diagram
e) List oflknown faults or errors)and their description

f) List offexpendables and-their maintenance cycles
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Annex A
(informative)

Robot module template

I e =TT ERIIERE

FCITEITT ) o

Varjous modules are introduced within this document, and for the sake of unifermify, module
destriptions should follow a common module template so that a normative format may|evolvg. Table A.1
shows the Robot Module Template which should be used by manufacturers to describe details of their
modlules. In Table A.1, italicized text indicates information which should be inéluded in epch part of
the [template. Manufacturers should use the template to describe details of\their modules.|Additional
infqrmation may also be provided as appropriate.

Table A.1 — Description of the standard Robot Module Template

Module name:

A nfitural language name of a specific module or class of modules.

Description:

Ovdrview of module, what the module is, what it does and how: it can be used in intended application scefarios:
destribe the application scenarios of the robotic module, so_that validation tests can be performed, if negessary.

Mapufacturer:

Contact information for the developer(s) of the module. This can include details of the designer, the manufacturer,
or the vendor organisations.

Module ID:

Manufacturer’s unique product referende number for module

Exgmples:

Typical use case examples of theimodule

Hardware aspects:

Summary details regarding hardware aspects, see Clause 6 (via examples if possible)

Sonare aspects:

Summary details‘reégarding software aspects, see Clause 7 (via examples if possible)
Morule properties:

List of madule properties (see Clauses 6 and 7)

Inpluts:

List of module inputs

Outputs: List of module outputs

Function/Functionality: A description of the way that the module accepts inputs, and processes them to
determine its outputs. The use of suitable diagrams (using for example the line, circle or SysML methods
presented in Annex C) to illustrate the functionality is recommended.

Infrastructure: The type of infrastructure support and/or the environmental protection provided (e.g., power
lines, database management system, data bus with or without safety/security, IP protection, etc)

Safety: Safety-related requirements for module level and system level safety (e.g., to meet required
performance levels) (See Clauses 5.1-5.3)
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Table A.1 (continued)

Security:

Security requirements for module level and system level security (e.g. against unauthorized access, or to guarantee
an appropriate level of privacy, etc.). This security requirements should include hardware and software
perspectives. (See

Clauses 5.1, 5.4-5.7)

Modelling:
module model)

Mathematical or physical description of module applied to various test scenarios (e.g. virtual

A.2 Hardware-specific extensions to the robot module template
For the common template description, see Table A.1; Table A.2 shows additional information that shquld
be providef for modules with hardware aspects.
Table A.2 — Additional information for modules with hardware aspects

Properties:

List of propgrties of modules with hardware aspects, such as physical size, interface type \mechanical and electrical
characteristics

Input:

List of inputs, such as digital/analogue sensor and command signals, as well as"other communications between
modules, etf.

Output:

List of outplits, such as digital/analogue outputs, angle/position/speéd/torque outputs, etc.

Functionality:

For modulef with hardware aspects, this relates mainly to intepchangeability and interoperability. It is suggeste{l
that the mogule should be divided according to functional viewpoints such as its internal elements/structures,
connectivity to external modules and to relevant features-in the operational environment including people.
Infrastrucgure:

Infrastructiyire requirements: The module’s requirements from the rest of the system, like available power,
structural Jupport, heat dissipation, etc.

Environmental constraints: The module’s [imits for external conditions such as temperature, humidity, maximuni
allowed mefhanical shock, etc., both when turned off and when under operation.

Modelling

Mathematigal or physical desdziption of module dynamics applied to various purposes, such as performance
simulation, functional evaluation and validation scenarios.
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Annex B
(informative)

Robot module examples

B.1 Exvamnles of modules with hardware asnects
o A— 1eS atHes Vo LS

Ry o A" arvrava-a- 22— YV Ier ooy TeaopT

B.1}1 Actuated rotating joint

Mo[dule name:

Actjuated rotating joint

Description:

Th¢ modular robot joint connects two consecutive links and offers one rotational degree of freedom| motion.
Th¢ modular joint consists of motor, reduction gear, power line, signal ling, 'and control circuit. The jpint can be
driyen by electrical power. The joint can perceive its rotational angle andthe torque with internal s¢nsors.

Mahufacturer:

ISO|Inc.
Module ID:

Joint JOO1
Exgmples:

The joint can be used for moving a sensor or can be.€ombined with other joints (e.g. 6 or 7 degrees of freedom)
to fprm a manipulator.

Hardware aspects:
— | Connection Flange type 001B on both.ends with connectors for power, CAN-bus, Safety-Torque{Off

— | Service port for direct USB aceess to the integrated electronics

— | IP-Rating: IP 54
Soffware aspects:

Corhmunication protocolCANOpen
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— Size: @

— Maxim

Module properties:

80 mm x 70 mm

— Weight:1,2 kg
— Reducer ratio: 1:30
— Jointrange: +270°

— Maximum joint speed: 90°/s

um torgue: 100 Nm’/')n Nm in Fnr\/\mrd,/hnrl(\/\mrd directions

— Joints
— Rated

— Currer
— Power
— Accurd
— Repea

— Limits

iffness: max. 0,5 mm/1° shift at maximum load
forque: 10 Nm

t rating of connector: 10 A

consumption: 50 W

cy: £0,5°

ability: £0,3°

[torque (Nm), position (rad), speed (rad/s)]

Inputs:
— Positig

— Signal

— Contrd

n (rad), speed (rad/s), torque (Nm) command
for safe functions

| related parameters

Outputs:
— Actual

— Status

position (rad), speed (rad/s), torque (Nm)

warnings, error, current, voltages, temperature, diagnostic information

Functiona

The joint c3
stop mode
limits, etc.)

ity:

can be accessed via USB:

n be used in position mode,velocity or force modes. It can be set to provide warnings to go into
when limits are exceeded (ng-safety function). Internal configuration (CAN ID,

Infrastruc

— Power

— Operat

ture:
supply: 24 V dc(18V-30V), 50 W

ional conditiens: +5 ° to +35 °Celsius. Humidity <90 % non-condensing

Safety:

Safe functi

nsdre provided according to IEC 61800-5-2.

For protect

ion.of the module (no safety function), the module stops and goes to an error state in case of:

overload (mechanical, electrical) failure, encoder sensor failure, overheating.

Electrical power supply for service robot for warehouse logistics should be validated to check if it complies
with the basic principles of integrability, interchangeability and safety, etc.

Security:

Flange 001B and the cover of the USB port require standard tools for access.

Modelling:

See model files for kinematic and dynamic models. The static model parameters include holding, rated, and
stalling torques; the dynamic model parameters include speed, acceleration, and bandwidth.

40

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=27805c8a85bdc758278475169fb474d5

B.1

.2 Power supply

IS0 22166-1:2021(E)

Mo

dule name:

Power supply battery module

Description:

Battery module with power management system, providing 24 V DC output.

Ma
ISO

nufacturer:

Inc.

Mo

Poyj

lo 1)
UuicT 1.

ver supply P001

Ex4
Thg

mples:

power supply can be used in a mobile robot platform or on an exoskeleton

Ha
Poy
Dat
IP-}

"dware aspects:

ver connector (2 pin)

a [/O-connector (4 pin)
Rating: [P65

Coqf

Soffware aspects:

hmunication protocol: RS232, Battery management SW includingalarm

Mogdule properties:

Rated specifications: 24 V, 5 A continuous, 20 A max.
Capacity: 5 Ah
Power output: 25 V (full), 21 V (power management switches off)

Charging: 28 Vto 35 V, up to 5 A current fntake

Ch{
Bat]

Inputs:

rging power input

tery on/off

Ou
Poy

Bat

fputs:
ver output

tery error

Bat
wa

Functionality:

ming and\eprors

tery needs torbe switched on via digital input to provide power. Digital output signals for low poyver

Inf

rastruceture:

Operational conditions: +5 ° to +35 °Celsius. Humidity <90 % non-condensing

Saf

ety:

For protection of the module (no safety function), the module stops and goes to an error state in case of:
overload, overheating, low power, deeply discharged

Security:
N/A

Mo

delling:

Please visit the website (with URL link provided) to download the behaviour model for use case scenarios.

©IS
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B.2 Examples of modules with software aspects

B.2.1 Recognition

Module name: Vision recognition module

General description:

This module can be used for face recognition. Often building a database is included within an enhanced face
recognition module. In a dynamic module, hardware, such as cameras and, 3D scanners are used for providing
an on-the-fly data stream. The result of the module varies, such as a matched ratio between the given goal
data and the registered data in the database, or ID numbers or the name of the best item matched from the
database.

Manufactuyrer:
ISO Inc.

Module ID
VRM0001

Examples:

Face recognition

Hardwarelaspects:

None

Software gspects:

Get data (ijput image), face recognition, put the result (name of recognized face)

Module prpperties:
— The dqtabase location, e.g. path, IP and Port number, or a URL

— Types pf used recognition categories, e.g. eye, frontalface, full body, upper-body, etc
— Imagelsize (pixels)

— Numbgr of image frames per second (if inputis’a kind of moving image)

Inputs:

Image or inpage stream

Outputs:

Result of the visual recognition with specified confidence (or accuracy), e.g., name of recognised person suc
as James, Eye, Adam, etc. (in face-recognition)

=}

Function/Functionality:

Vision Recognition

— Getimpge (or image Stream) data from the camera module for
Module

humar] recognition

— Detect]a face from the image data; Take a picture of the face with
its identification number; Extract feature points of the faces;

Compute the distances hetween them ] 4k

—  Find the face photo (or feature points of faces) from the databfase Face Recognition Image Sensing/Re
having the closest match to this computed value; Return the Module Module

ading

ID number of the selected face photo

Infrastructure:

Middleware, databases

Safety:

Not applicable to intended use case scenarios

Security:

Authentication, confidentiality of database for privacy

Modelling: Not applicable
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B.2.2 Localisation

Module name: Localisation Module

Description:

A personal robot has to know its own pose (position and orientation) within the reference coordinate system,
a process, which is called localisation. The localisation module uses a laser scanning module in order to get
the pose.

Manufacturer: ISO Inc.

Module ID: ID provided by manufacturer

Examples: Laser scan-based localisation

Hardware aspects: None

Software aspects:

Getldata (input image), computing and comparing with references such as land marks, put'the pose Filtering
soffware

Prgperties:

— | The number and types of sensing modules used in the module (e.g. angle and number of beams ¢f the laser
scanner, etc.)

— | Location for landmarks or map information or hazardous zone infofrnation, e.g. path, IP and Poft number,
or a URL

In:]:ts:
Scanning data (from laser scanning module)

Motion data from a wheel control module such as distancelmoved and orientation

Oufputs: Pose of the robot with confidence (or accuracy)

Function/Functionality:

— | Get data from laser scanning module Localization Module

— | Get data from wheel control module T 1

— | Get the estimator of pose using data'and filter oL 1

— | Compare the estimator with.the reference poses Scanning data Reading Filtpring SW
— | Update the pose Component Component

Infrastructure: Middleware

Safety: Warning or step according to applicable standard, if the robot enters into a hazardous zone

Sedurity: Authentication

Mohelling: Net@applicable

B.3 Examples of commonly used composite modules

B.3.1 General

All service robots have high-level functionalities that can be identified. These functionalities include
human-robot interfaces, navigation and localization, manipulation, travelling from one place to another,
and ensuring safety according to applicable safety standards. Robot modules can be commonly used to
composite modules implementing such typical high-level functions. This Clause presents modules at
a higher level not previously discussed but considered important to realise a wide variety of service
robot applications.

Composite modules are a combination of modules containing mechanical, electronics, and software
parts. Such modules generally have a more complex nature like for example a modular manipulator
with multiple degrees of freedom and integrated controllers, actuators, sensors, control software,
safety functions, etc.
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For any composite module, the minimal functions presented in the template should be specified in the
module’s property profile and in the module’s input and output definitions. Inputs and outputs are
generally data communicated to/from the module. The template for every commonly used module
should provide a brief overview and minimal specification. Every manufacturer of such modules may
add more functions as needed.

B.3.2 Manipulator module

Manipulation is a complex motion that can involve different levels of modularity such as individual joint
control, coordinating manipulation with travel and use of different end effectors.

Manipulatd

Module Name:

r module

An assemb
end effecto
manufactu
required in|

Description:

y of rigid link segments connected via joints forming an articulated system for mafipulation of t
r with all parts connected with defined mechanical interfaces. If it is the intention‘of the

"er to use a module in a collaborative application, then additional safety-relatéd finctions may b
the device, for example to deal with elderly people or in a professional envyirgnment.

Manufactyrer:

Contact infprmation

Module ID

Manufactufers unique product reference numbers for this module configuration

Example:

A 6 degree pf freedom robot manipulator to which a 2-finger end(effector can be attached. Modular design
enables usqrs to reconfigure a manipulator to have 4-7 degrees of freedom to meet specific requirements. Tihe
manipulatdr in this example has an ultrasonic sensor capabte of detecting objects at a distance of 20 cm or 1¢ss.
Hardware|Aspects:

— Mountfing, casing, motors, mechanical interface

Software gspects:

— Kinemftic module

— Commpnication protocol implementation

— Arm c¢ntrol module

— Joint cpntrol coordination'module

Module prpperties:

— Degre¢ of freedom:.types of joints (2D, 3D, rotary/prismatic), manipulator configuration

— Joint rgnges: motion range, motion tolerances

Lengt}[ arid\ocation (or type) of link module that links the joints

Operational range of the arm (m x m x m) relative to the arm reference

Maximal speed (m/s) and acceleration (m/s2) at end effector (may depend on pose)

Payload at a range of poses: Allowable weight (kg) or force (N) at end effecter under static and dynamic
conditions

Inputs:

The manufacturer should define an enumerated list of commands for example:

Command operational position for pose, velocities
Move to spatial pose specified in quaternion

Force/speed limiting at end effecter
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Outputs:
Actual spatial pose defined in x, y, z (meters) and orientation in quaternions

Actual spatial velocity of the end effecter

Actual and projected spatial envelope

Actual joint velocities, acceleration and force (torque) of individual (m/s, rad/s)

Operational status, warnings, errors, actual currents, voltages, temperatures

Function/Functionality:

Forward kinematics, inverse Kinematics, motion planning,

dynamics
— | Start/stop motion (enable, disable) Kinematics . ﬁl(‘:m Contrpl Module
Control withhCemmurfication comp.
— | Overload detection, status detection (OK/error), brake/hold, Module
enable/disable functions

Joint Control coordinatio
— | Provide, stop, homing position interfaces Module
— | Provide set/get force/torque, set/get position, set/get velocity 1 "
interfaces based on an abstract interface L.
. C oint Module
— | Send force/torque values for all joints periodically to the J

joints, if required

Motion and envelope forecasting from trajectory generator for
improved performance

Infrastructure:

Link/joint frames to provide mechanical support
Quicklock to attach a gripper

Power supply

Communications databus

Local and/or distributed centrollers of the manipulator

Safety: The module follows applicable safety standards, as stated in Clause 5 (for example IEC 6150
IEQ60204-1).

The protective stop funietion of the module complies with PL d according to ISO 13849-1.

Mogule safety: The module provides the following safety functions

Collision fopee limiting having PL b (sensitive skin)

Overload limiting

B-3 or

Speed limiting control according to ISO 10218 with respect to speed control

System safety: The module provides the Tollowing safety-related information:
Module Status

Motion and envelope forecasting from trajectory generator for reducing collision risk (PL a)
Stopping distance to be calculated in 3D space at rated speeds

End effector speed to be set

Specification of internal errors likely to cause major breakdowns or performance degradation
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Accept

Security: The module can provide one or more of the following security functions

All module-module communications following the guidelines presented in Clause 7

All inputs using error detection mechanisms

ing goal inputs only from authorized providers

Motion command information for use including authorization

Modelling:

Virtual static and dynamic model of manipulator including end effectors, joint dynamics and envelope

B.3.3 Mg

Mobility is
configurat

bile platform module

a complex motion that can involve different level of modularity such as different {oeomo
ons, different traveling behaviours, and coordinating manipulation with travel,

Fion

Mobile plat]

Module Najme:

form module

General de

A locomoti
The m

Paylod

Locom
config

scription:
n module includes:

htion system can contain a suspension system, steering system, drive mechanism system
d compartment

otion methods: traditional wheels, omni-wheels, ball wheels, a variety of legs and legged
irations, hybrid locomotion methods, climbing, crawling, swimming, etc.

Manufactuy

Contact inf

rer:

brmation

Module ID

Manufactu

‘er’s unique product reference numbers for this module configuration

Examples:
Wheeled m

obile base with emergency buttons, laser rangefinder and bumpers

Hardware

Bumpg
Batter

Mobildg

Actuatjor module

aspects:
Laser rangefinder module

r module — Structural part module
y module — Hardware aspects of communication module
base control hardware

Software 4
Mobile

spects:

base.control software Actuator control module

Position sensing software
Communication software

Battery management module

Touch sensing software
Coordination module

Safety manager
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Mo

dule properties:

Mechanical configuration: Type/number of wheels, wheel arrangement and configuration and overall

dimensions

Payload: limits of load that can be carried within specified environmental conditions (e.g. mass,

dimensions, temperature, etc.)

Travel speeds: maximum speeds in foreseen operational scenarios, straight, turning, flat/slopes,

unloaded, fully loaded

Weight, centre of gravity (COG) in the unloaded condition

Maximum slope angle and maximum step height in the unloaded and fully loaded conditions

Battery duration and recharge time for full service

Thg

Inputs:

manufacturer should provide an enumerated list for commands to be used for a mobile module:

Motion speed and direction
Control related parameters: surface conditions, obstacles, and environment
Obstacle detection (digital and/or analogue)

Protective and/or emergency stop

[puts:

Actual spatial pose defined in x, y, z (metres) and orientation in quaternions

Motor rotational information: direction, angular

Acceleration, motor torque/currents

Status (OK/error), warnings, current, voltages, temperature

Errors, safety-related operational conditions

Safety performance level (PL leveldepending on the suggested use case application)
Non-safe ultrasonic short-range obstacle detection

Status of obstacle detection

Status of pinching\d€tection

Status of protéctive and/or emergency stop

Function/Funtctionality:

Communication | | Saffty Module |
— | Local.motion control and kinematics Module | |
. . Power and battery Localization
— | Enable/disable functions management | Module |— Lasel | [ o oer
Sensdr Mod
Modu odule
— Emergency braking mobile control
Kinematics Control MOd‘lﬂi
— Status check of internal modules Module =
Wheel Module
— Power- and battery management
Infrastructure:
— Chassis frame to provide mechanical support
— Power supply rail
— Communication
© IS0 2021 - All rights reserved 47
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Safety:
The module follows applicable safety standards, as stated in Clause 5 (for example IEC 61508-3 or IEC 60204-1).

— Selectable stopping distances at specific velocities for configured system
— The robot provides integrated safety circuits to connect safety-related sensors and modules.
— PLato e for each safety function provided by the module

— Performance levels provided by the module: Emergency stop (PL d), Protective stop input (PL d)

Security: All module to module communications should follow guidelines presented in Clause 5

— Error ¢letection mechanism to ensure communication data integrity
— Goal ldcations are only accepted from authorized providers/modules

— Motio) command has to include authorization information for use
Modelling

Virtual stafic and dynamic model of mobile platform

B.3.4 Human robot interaction module

Human rohot interaction (HRI) modules provide a means for humans to,interact with the robot, becpme
aware of r¢bot’s intentions, and provide commands or information to-tlfe robot.

Module NJ:le:

Human robot interaction module

Descriptio|n:
The HRI m¢dule can have the following functions:

— Detectfion/Identification of a person

— Intera¢tion with the person (user) via speech, sound, light, touch screens

Manufactyrer:

Contact infprmation
Module ID

Manufactufer’s unique product reference numbers for this module configuration

Examples:
Only spokeh messages and irformation is sent to a user who is first recognized and identified by the camerd.

— HRImpdule can havé€siitb-modules including a face recognition module, a speaker module
— A coorfinationsoftware module is used to manage the sequence of the sub-modules’ interfaces or data

— The TTS module translates text to speech

— nghtf indicate status andintended maotion

Hardware aspects:

— Speaker module — Touch screen

— Light

Software aspects:

— Coordination software module — TTS software module

— Touch screen interaction software — Facerecognition/identification module

48 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=27805c8a85bdc758278475169fb474d5

IS0 22166-1:2021(E)

Module properties:

TTS software module, message format to play on speaker
Face recognition module, database format
API for touch screen

Status and error information

Operating conditions such as environment temperature and humidity range

Inputs:

Message to play in the speaker

User inputs from touch screen

[puts:

Result of person detection/identification
Status (connected to database and to recognition server)
Errors (system or person detection)

Pass-through of inputs from user on touch screen

Fad

Function/Functionality:

e recognition module, via the recognition module:

Operational mode

Speech software module, convert text into speech viafhe speaker

Communication Mod

hle

Human robot interactlion

Assessment®©fthe development of the module for functional safety (IEC 61508 series)

Alert méssages for the user (according to relevant ISO standards)

Huwinan factors and usability

Coordination Module
— | Coordination software module, manages the sequence the
interfaces and data. Text to speech
) ) ) Module
— | Process user interaction via touchscreen
— | Gesture identification module Speaker Recqgnition
Module Mpdule
— | Voice command identificationgnodule
Infrastructure:
Middleware, external recognition server, database with pictures and messages
Safpty:
Th¢ module follows.applicable safety standards, as stated in Clause 5 (for example IEC 61508-3 or [E[ 60204-1).

Sedurity:

Module only accessible via secured data

Means to prevent abuse of the face recognition by ensuring a minimum confidence level

Access to database and recognition server via secure connection

Modelling: Not applicable
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Annex C
(informative)

Use case examples of modularity for service robots

C.1 General

In the follgpwing sections, typical examples for the modular design of service robots are presenfted,
which adopt the concepts and guidelines presented in this document; these cover hardware degign,
software design as well as the safety and security aspects presented in Clauses 5 to 7. In ,Clause C|2, a
basic mobile robot system which adopted modular design is presented and the concepts-of modulafrity
are used td include advanced functionalities such as mobile manipulation to provide-d variety of seryice
features. I addition, a physical assistant robot in personal care application is presénted in C.3.

The conngctivity issues when configuring modules with hardware aspects can be preseijted
diagrammatically. Two example methods, namely the line and circle methods based on Virk[3¢l, and,
Norman[37] respectively, are shown in Figure C.1 and can be used to illustrate connectivity between
modules ir] the design of a service robot. Here a set of commonly used module icons are defined pnd
connected [to form application specific designs.
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12
34
5
6
SU Ul
[
a) Line method b) Circle method
Key]
1 environment 4 power
2 mechanics 5 security
3 data 6 safety
C) sensor (S) . computing'module with software (CS
Q) sensor with processing . power supply (P)

software (SW) @ supervisor (SU)

actuator (A) D user interface (UI)

. actuator with processing

The line method présents the defined module icons whose connectivity to other modules is

Figure C.1 — Connectivity diagrams for robot modularity and example modules

illustrated

as donventional databus line diagrams via the specified interaction variables; these comprise safety,
seclirity, poweg.data communications (represented in various ways such as a specific digitpl databus,

or ds simple‘analogue or digital signal lines), mechanical interfaces and appropriate protect
operational environment (e.g., water, dust, vibrations, etc.). The circle method also presen

ons for the
s modular

conpectivity details via a circular format. Both methods are interchangeable and allqw specific

fungtionalities to be designed and presented by connecting individual blocks via interfa

res for the

relevant interoperability requirements.

Many modules can comprise intelligent features in which case they should require a range of data
connectivity functionalities for the interoperability requirements; For example, the power supply

module can have intelligent power management features and so data connectivity is likely to
this can be achieved via a range of protocols (e.g. CAN, I2C, TCP/IP, USB).

be needed;

There are other methods and approaches to represent the modularity aspects within a system

depending on application (e.g. SysML).
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C.2 Modularity for mobile robot systems

An example of a service robot with modular design is a delivery robot based on a mobile platform that
can operate in crowded environments to hand objects to humans and is composed of a mobile platform
and various sensors used to identify objects. Its main behaviours using Brook’s approachl38l, are the

following:

Move to a specific desired location

Identify objects and avoid potential hazards during travel

Figure C.2
service ro

ensuring s
a visual ex
and safety
should alld
in the app
aspects, co
infrared cz
are install
traveling 1
safety, sec
of the deliy
ensure prd
for deliver)
in the opel
turning toy

aj Shows a configuration of modutes Witlr Tardware and Software aspects for a dety
bot that can navigate with an obstacle avoidance behaviour in crowded facilities, Wi
pcurity of data being accessed by unauthorised persons via encryption. Figure C.2'b) 'sh
hmple. This use case scenario should foresee safety considerations, security considerat
-related security considerations. To meet the safety requirement, the modules util
w the needed safety requirements to be satisfied for the resulting delivety service rq
ication sector. The delivery service robot has different types of modiles with hardw
mprising wheel modules, actuator modules, a LIDAR module, a 2D image’camera modulg
mera module, a computing module, and a power supply module. Fhe’four actuated wh
bd on a mobile platform and controlled by a computing module, for’performing the des
notions. Note that modules should follow the procedures suggested in Clause 5 where
irity and safety-related security risk assessment correspending to the specific applica
rery robot. The hardware aspect-related information (or)properties) should be provide
per operation of the corresponding software modules. In particular, mechanical mod
F of packages should be well-organized to allow easy«ré-configuration. Static objects pre
ational environment should be identified for carfying out appropriate behaviours suc
vard the goal or obstacle avoidance. Dynamic safety-related objects (such as humans) sh

involve mofre stringent safety requirements.

Figure C.2

c) illustrates a configuration of software modules that can achieve the desired behavig

using mo
between
functiona

Figure C.2
1y
2) oneor

3) asecu
4)

5)

anavig

an obs

ery
hile
DW'S
ons
zed
bot
are
,an
pels
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[ion
 to
1les
ent
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uld

urs

les with hardware aspects, shown it Figure C.2 a). Note for convenience, the mapping

rdware and software aspects of(modules is not focused upon here. Rather the ove

§Ey of the various software modules needed within use case scenario are highlighte

C). Software modules for a delivery service robot can be largely classified as follows:

an identification module,

more data exchangingmodules,
ity module,
ration module,

tacle aveidance module,

6)

rall
1 in

a mobillity control module, and

7)

a safety module.

The identification module can consist of a personal identification module for face recognition of
authorised individuals and an object identification module for recognising safety-related objects. The
data exchange module is used to exchange data among modules within the delivery robot, servers, and
other robots as appropriate. Commands such as movement to a target location and identification of
a specific person are received via the data exchange module. Hence commands should be encrypted/
protected and have an authority to be delivered and read by modules having the correct authority. If
the decryption fails or the authority to the given command is incorrect, the security module should
raise alerts, monitor progress of the operations, and perform suitable security measures. If the
occurred security situation can lead to safety issues, the module should notify the safety module to
ensure appropriate safety measures can be implemented. The navigation module consists of a mapping
module, a localization module, and a path planning module. The navigation module sends the next
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waypoint to the mobility control module. In addition, the navigation module checks whether or not
the robot is operating in a hazardous area and then should send the alarm notifications to the safety
module if the robot entered into a hazardous situation. The obstacle avoidance module should provide
the navigation module with information about obstacles for the robot to avoid. Of course, the obstacle
avoidance module can be included in the navigation module. The safety module should manage the
safety related hazards for the robot including those related to security as determined by the safety and
security risk considerations. The safety module should collect and analyse safety-related data from the
identification module, the data exchange modules, the security module, the navigation module, and the
mobility control module. A mobility control module includes the software module for controlling the four
actuators (A;_4) in the wheel modules. According to the analysed results, appropriate security, safety
and eEHFHS erateo arety—theastte FOHTa—O€ orsidered—andperformed- R ..Oandule
genprates the current pose of the robot using sensing modules, which are chosen here-to.romprise a
LIDAR sensing module, a 2D camera sensing module, and an Infrared camera sensing imigedule to obtain
the[needed sensing information using appropriate software modules. Note that the propdrty files of
the|software modules used for the delivery service robot should be provided to ensure operation as
ned. The shading in boxes shown in Figure C.2 c) represents software mgdules comunicating
with modules having hardware aspects.
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a) Modules with hardware aspects b) Example-of image of delivery robot

SW module for
Delivery Robot

| 1..n | | 1.n
Identification Data Exchange - Security Navigation N Obstacle avoidance Safety | | Mobile Contrpl
Module Module Module Module Module Module Module
¢ | |
Mapping Localization Path planning
Module Module Module
Ln [ L. | Ln |
Personld. || | Objectld. Lid%Sensin 2D Camera [nfrared Cameral
Module Module Morule & Sensing Sensing

Module Module

c) Software modules

Key

1 wheel

2 infrared camera
3 LIDAR sensor

4 2D camera

Figure C.2 — Example of design of delivery robot with a mobile platform

To expand the mobile delivery robot platform to carry out mobile manipulator behaviours, it is possible
to include pick-and-place operations to the mobility operations so that enhanced robot can take objects
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