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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria needed{or
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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[SO 21549 consists of the following parts, under the general title Health informatics — Patient healthcard

data:
— Part1:
Part 2:
Part 3:
Part 4:

Part 5:

General structure
Common objects
Limited clinical data
Extended clinical data

Identification data
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— Part 6: Administrative data
— Part 7: Medication data

— Part 8: Links
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Introduction

This part of ISO 21549 provides data structures and definitions for limited clinical data for use within
patient-held healthcare data cards.

With a more mobile population, greater healthcare delivery in the community and at patients’ homes,
together with a growing demand for improved quality of ambulatory care, portable information
systems and stores have increasingly been developed and used. Such devices are used for tasks ranging
from identification, through portable medical record files, and on to patient-transportable monitoring

systems.

The functi
themselveg
with many

Healthcarg
instance p

bns of such devices are to carry and to transmit person-identifiable information betw
and other systems; therefore, during their operational lifetime they may share infepma
technologically different systems which differ greatly in their functions and capabilities

administration increasingly relies upon similar automated identification-systems.
Fescriptions may be automated and data exchange carried out at a number of sites u

een
fion

For
bing

patient trapsportable computer readable devices. Healthcare insurers and providers are increasipgly

involved i1
dissimilar

The advent
“Healthcar
digital sign

With the g
standardiz

The persor
(of the dev
[t is impor;
identificati
Device dat
— identif]
— identif
Identificat

unique
device

Administra

cross-region care, where reimbursement may require automated ‘data exchange betw
healthcare systems.

of remotely accessible data bases and support systems has léd to the development and u{
e Person” identification devices that are also able to perform)security functions and trans
atures to remote systems via networks.

‘owing use of data cards for practical everyday healthcare delivery, the need has arisen f
led data format for interchange.

-related data carried by a data card can be ¢ategorized in three broad types: identifica
ce itself and the individual to whom the data it carries relates), administrative and clin
tant to realize that a given healthcare data card “de facto” has to contain device data
on data and may in addition contain'ddministrative, clinical, prescription and linkage da

h is defined to include:

ication of the device itself;

ication of the functions‘and functioning capabilities of the device.
on data may include:

identificationmof the device holder or of all other persons to whom the data carried by
are related:

itive data may include:

compld

een

e of
mit

oI' a

fion
cal.
and
fa.

the

bmentary person(s)-related data;

insurer(s), contract(s) and policy(ies) or types of benefits;

delivery.

Clinical data may include:

— items that provide information about health and health events;

— their appraisal and labeling by a healthcare provider (HCP);

— related actions planned requested or performed.

Vi

identification of the funding of healthcare, whether public or private, and their relationships i.e.

other data (distinguishable from clinical data) that are necessary for the purpose of healthcare

© ISO 2014 - All rights reserved
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Because a data card essentially provides specific answers to definite queries while having at the same
time a need to optimize the use of memory by avoiding redundancies, “high level” Object Modeling
Technique (OMT) has been applied with respect to the definition of healthcare data card data structures.

Data in the four categories above share many features. For instance, each may need to include ID
numbers, names and dates. Some information may also have clinical as well as administrative uses.
Therefore it has been considered inadequate to provide a simple list of items carried by healthcare data
cards without applying a generic organization, based upon the existence of basic data elements. These
may be defined by their characteristics (e.g. their format), and from them compound data objects may
be constructed; several such objects may also share attributes.

Thip part of ISO 21549 describes and defines the Common Data objects used within or neferenced by
patlent held health data cards using UML, plain text and Abstract Syntax Notation (ASN.1).

These data objects are utilized in all forms of healthcare data cards and are used to conStruct{compound
data objects as defined in Parts 3 to 8 of ISO 21549.

© 1S0O 2014 - All rights reserved vii
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The

Scope

5 part of ISO 21549 establishes a common framework for the content and the structure
cts used to construct data held on patient healthcare data cards. It is also applicable 1
cts referenced by other data objects.

5 part of ISO 21549 is applicable to situations in which such data is recorded on or tran|
ent healthcards compliant with the physical dimensions of ID-1 cards.defined by ISO/IE(

5 part of ISO 21549 specifies the basic structure of the data, but doesnet specify or mandatg
h-sets for storage on devices.

detailed functions and mechanisms of the following servi€es'are not within the scope of
21549, (although its structures can accommodate suitable data objects elsewhere specif]

the encoding of free text data;

security functions and related services whichare likely to be specified by users for
depending on their specific application, fortexample: confidentiality protection, dat
protection, and authentication of persons and devices related to these functions;

access control services which may, depend on active use of some data card class
microprocessor cards;

the initialization and issuing‘process (which begins the operating lifetime of an indiy

according to this part of ISO 21549).
following topics areltherefore beyond the scope of this part of ISO 21549:

physical or logicdl solutions for the practical functioning of particular types of data card

the form'Which data takes for use outside the data card, or the way in which such daf
represented on the data card or elsewhere.

bf common
0 common

sported by
7810.

particular

this part of
ied):

data cards
h integrity

bs such as

ridual data

card, and by which the data\card is prepared for the data to be subsequently communjicated to it

s

)

how the meSsage is processed further ‘downstream’ of the interface between two systens;

a is visibly

2

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO

3

For

©IS

21090:2011, Health informatics — Harmonized data types for information interchange

Terms and definitions

the purposes of this document, the following terms and definitions apply.

02014 - All rights reserved
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31
country
code that identifies the country of origin of the device issuer

Note 1 to entry: This may not necessarily be the same as the nationality of the device holder.

3.2
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO 7498-2:1989]

3.3
data objedt
collection ¢f data that has a natural grouping and may be identified as a complete entity

3.4
data sub-gbject
componen{ of a data object that itself may be identified as a discrete entity

3.5
device holder
individual transporting a data card which contains a record with themselves identified as the mpjor
record perfon

3.6
entity authentication
corroboratfion that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010]

3.7

erasure
process whereby access to a data entity after@ 'given point in time is permanently removed or acg¢ess
denied thereafter to all parties

Note 1 to erftry: This may not involve physical removal from the device and may merely be the result of altefing
security sudh that access is permanentl§ denied to all parties.

3.8
healthcard holder
individual transporting a-r¢althcare data card which contains a record with themselves identified as
the major fecord person

3.9
healthcare data‘card
machine rdadable card conformant to ISO/IEC 7816 intended for use within the healthcare domain

3.10
record
collection of data

3.11
record person
individual about whom there is an identifiable record containing person-related data

3.12
security
combination of confidentiality, integrity and availability

2 © ISO 2014 - All rights reserved
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Symbols and abbreviated terms

ASN.1 Abstract Syntax Notation version 1

HCP  Healthcare person

UML Unified Modeling Language

UT

5

object structure

C  Universal Time Coordinated

RBacicdata oahiact modal for 2 haaltheara data card - Patiant hasalthear
Bd51c-Gdtd-09je e 0681+ 0 dnedrtitdire-adtd A ra -t Rt nedr it

data

Asdtofbasicdataobjectshavebeendesigned to facilitate the storage of clinical datainaflexibl¢ structure,
allowing for future application specific enhancements. These tools should help the impl¢mentation

of dJommon accessory characteristics of stored data in a way that allows effidient use of 1
important feature for many types of data cards.

The tools consist of a generic data structure based on an object-oriented model represented

cla

Th

use|of data objects not defiried within this part of ISO 21549.

NO

confaining financiahand healthcare reimbursement data are not defined within this International St

NO

and|to definexnéw objects, while still preserving interoperability.

In
thi

4s diagram as shown in Figure 1.

PatientHealthcardData

lemory, an

as an UML

DeviceData IdentificationData| | ClinicalData i PatientHealthcardSecurityData

0.1

AdministrativeData

LimitedClinicalData

| ExtendedClinicalData

Figure 1 — Patient healthcard data: overall structure

g content of this object-driented structure is described below and intrinsically will also
TE1  This part 6f1SO 21549 is purely applicable to patient healthcards containing health data.

TE 2  Itispossible to take the data objects and recombine them while preserving their context-g

require the
Data objects
indard.

pecific tags,

ing blocks,

jddition to the capability of building complex aggregate data objects from simpler build

be shared.

This feature is mainly used to allow, for example, a set of accessory attributes to be used as services to
several stored information objects.

6

Basic data objects for referencing

6.1 Overview

A series of generally useful data type definitions have been made that have no intrinsic value in
themselves, but which are used to define other objects within this multi-part standard. Operations may
be performed with these objects in association with other information objects to “add value”.

©lI
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Internal links

6.2.1 General

A number of objects in the data model of this part of ISO 21549 are used mainly as a reference to other
objects. In many situations constructed objects contain a general pointer called a RefPointer that is a
sequence of tags allowing a reference to any object, including sub-objects that can only be referenced as
part of a constructed object, using an application-specific tag and a number of context-specific tags to
sufficient depth.

6.2.2 Thp

A general 1
the object

“ReterencePointer” and "Referencelag” data objects

eference pointer is defined in this part of ISO 21549 as an ordered list of tags pointing to
pr sub-object that is referenced. The data object “RefPointer” shall consist of axsequende of

“RefTag” (df integer type). The “RefTag” is the application-specific tag of the object as definedin this part

of ISO 21549. Each following “RefTag” in Table 1 specifies the context-specific tag in incréasing depf

'Ilable 1 — The specification of individual entities within the object RefPointer

h.

Object nadm Data Multiplicity Comments
Type
RefTag Integer |1.* This is a sequence of references to other objects. The Refer-
ence is the ASN.1 Tag @f danother data object.

6.3 Coded data

6.3.1 Ge

Coded val;tes are understood by reference to theycoding scheme to which they apply. The gengral
this part of ISO 21549 is that it is ngt mandatory to use a particular coding scheme, unfess

principle i

heral

specified within this part of ISO 21549, when/stich codes act as parameters. One example is the ude of

ISO 3166-1]

for country codes.

When a cdding scheme is exclusivelysspecified within this part of ISO 21549 no alternative coding

scheme sh4
the future

6.3.2 The data object CodingSchemesUsed

A coding s¢
unambiguc

Il be allowed. Any references to coding schemes not so specified may however be modifield in
ndependent of the rest of this part of [SO 21549.

heme in accordance with ISO 21090 shall be referred to by a unique identifier, which allpws
us referenge to standard code systems and other local code systems. Where either ISO or

HL7
d thewunique identifiers to coding schemes, then these identifiers shall be used. Otherwise

implementptions shall use an appropriate ISO Object Identifier (OID) or UUID to construct a globally

have assigEe

unique locglleoding scheme identifier.

Thedataobject CodingSchemesUsed shall consistofan ordered sequence ofthe sub-object CodingScheme,
which shall itself consist of a code identifier, a code length (of integer type), and an optional free text
comment (an octet string with a length of between 1 and 20 characters). Figure 2 and Table 2 define
CodingScheme data object.

© ISO 2014 - All rights reserved
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CodingSchemesUsed

1"*
CodingScheme

+codeldentifier : Uid [1]
+codeLength : INTEGER [1]
+comment : OCTET STRING(SIZE(20)) [0..1]

Figure 2 — The structure of CodingScheme

Table 2 — The specification of individual entities within the object'CodingScheime

Object name Data Type |Multiplicity |Comments

codeldentifier OCTET 1 This identifies the particular coding scheme|being
STRING referenced.
(SIZE (64))

codeLength INTEGER |1 This identifies the length of the code.

comment OCTET 0.1 This optional element of free text allows thelqualifica-
STRING tion in text of the coding scheme.
(SIZE(20))

6.3]3 The data object CodedData

The data object CodedData shall include both a reference to coding schemes used and a code{data value
as well as optional free text.

The object codingSchemeRefis a RefPginter pointing at a value that identifies a particular coding scheme
within the object coding schemes used. If codingSchemeRef = 0 then the coding scheme is impglicit in this
parf of ISO 21549.

Theg object codeDataValue has been defined to indicate the actual code value in a particular coding
scheme. Figure 3 and Tablé 3 define CodedData data object.

CodedData

+codeDataValue : OCTET STRING [1]
+codeDataFreeText : OCTET STRING [0..1]

O“*

+codingSchemeRef |1

CodingScheme

Figure 3 — The structure of CodedData

© IS0 2014 - All rights reserved 5
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Table 3 — The specification of individual entities within the object CodedData

Object name Data Type Multiplicity |Comments

codingSchemeRef |RefPointer 1 This is a reference pointer to a value that identifies

a particular coding scheme within the data object
CodingSchemesUsed. If CodingSchemeRef = 0 then the
following code set is used: A = Admininstrative-data
free text, C = Clinical-data free text.

codeDataVa

lue OCTET STRING |1 This string contains the value of the coded data.

codeDataFr

eeText |OCTET STRING |0..1 This optional element of free text allows the qualifica-

tion 1n text of the coding scheme.

6.4 Acce

ssory attributes

The data opject “AccessoryAttributes” shall consist of an ordered set of data that is essential to redord

an audit tr
recipient. |

— datel
interfg

— date2

— placel

“personl”;

— place2

— person]
inform

— securi
and sh
within

— compr
Annex
within
contai

— object

The object
as well as 4

None of th{

il regarding both the originator of the information and the means via which it arrives to|the
L shall consist of:

which shall represent the time/date of data being communicated to-the data card across|the
ce;

which shall represent the time/date of data being availableto(the originator of the message;

which shall represent the identity/locator of the sender*of the message and is linked with

which shall represent the identity/locator of the‘original author of the data;

id3 shall be either the code or representation;of the person/device/system that provided|the
ation that was added to a system to become the data within the “message”;

yLevels which shall be constructed dccording to the ASN.1 definition contained in Anng¢x A
hll represent the rights in relationtoreading, writing, updating and erasing the data contained
the data object to which these aeeessory attributes are attached;

pssionMethodData shall bevconstructed according to the ASN.1 definition contained in
|A and shall consist of @ reference pointer pointing at a defined compression methodology
a compression methodology table. This represents the methodology applied to the data
hed within the datd-object to which the accessory attributes are attached;

security attributes.

securityattributes “SecurityServices” shall each consist of a sequence of digital signatufres,
lgorithims’and keys for signature and encryption.

e above attributes is mandatory, however all are highly desirable. It is recommended thaf all

(with the p

Alist of priorities in groupings follows and in principle should be followed as groups:

{datel, dat

e2, placel, place2, personid3, SecurityLevels, CompressionMethodData, objSecAttributes}

{datel, placel, place2, SecurityLevels, CompressionMethodData, objSecAttributes}

{datel, place2, SecurityLevels, CompressionMethodData, objSecAttributes}

{datel, Sec

{SecurityL

urityLevels, CompressionMethodData, objSecAttributes}

evels, CompressionMethodData, objSecAttributes}

© ISO 2014 - All rights reserved
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{objSecAttributes}
NOTE This “AccessoryAttributes” data object can be associated to any other data object.

Figure 4 and Table 4 define AccessoryAttributes data object. Table 5 defines PersonCode data object.
Figure5and Table 6 define SecurityServices dataobject. Table 7, Table 8, and Table 9 define SecurityLevels,
CompressMethodData, and SecAttData data object respectively.

AccessoryAttributes

+datel : UTCTime(SIZE(6..12)) [0..1]
0 |+date2 : UTCTime(SIZE(6..12)) [0.1] 0.

J.pnvcnnir]’l : PersonCode. [n 1]
+objectSecAttributes : SecurityServices [0..*]

+placePersonl |0.*  +placePerson2 |0.*

+compressionMethodData {0..1

ConipressMethodData

0.1 PlacePerson Ol +compressMethodData : CodedDatd [1..*]

rsecurityLevelPointer| 0..1

SecurityLevels

+readSecAttribute : SecAttData [0..1]
+writeSecAttribute : SecAttData [0..1]
+updateSecAttribute : SecAttData [0..1]
+eraseSecAttribute : SecAttData [0..1]

Figure 4 — The structure of Accessory Attributes

Table 4 — The specification ofindividual entities within the object AccessoryAttrjbutes

Object name Data Type Multiplicity Comments

datpl UTCTime 0.1

datp2 UTCTime 0.1

pergonid3 PersonCode 0..1

obj¢ctSecAttributes SecurityServices 0.*

secfirityLevelPointer RefPointer 0..1 This is a reference pointgr to an

object SecurityLevels.

plagePersont RefPointer 0.1 This is a reference pointgr to an
object PlacePerson.

plateRerson?2 RefPointer 0.1 Thisis a reference pointér to an
object PlacePerson.

compressionMethodData |RefPointer 0..1 This is a reference pointer to an
object CompressionMethodData.

Table 5 — The specification of individual entities within the object PersonCode

Object name Data Type Multiplicity Comments
personCode RefPointer 1
personText OCTET STRING 0.1

© ISO 2014 - All rights reserved 7
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+signatureVerificatio

AlgorithmID +signatureAllgorithmID

«dataType»
SecurityServices
0.* 0.*
+digitalSignature : BIT STRING [0..1]
0.* 0.*
nKeyID Key +encryptionKeylD +encryptionAlgorithmID
0.1 1

0.1 0.1

Figure 5 — The structure of SecurityServices

Table 6 — The specification of individual entities within the object SecurityServices

Object name Data Type Multiplicity Comments

digitalSignature BIT STRING 0.1 This contains the computed bit
stringef the digital signature.

signatureAjgorithmID RefPointer 0.1 This is a reference pointer to a lifie
in/the signature algorithm table.

signatureVegrificationKeyID RefPointer 0.1 This is a reference pointer to a lihe
in the signature verification key [D
table.

encryptionfAlgorithmID RefPointer 0.1 This is a reference pointer to a lifie
in the Encryption Algorithm ID
table.

encryptionKeyID RefPointer 0.1 This is a reference pointer to a lihe
in the encryption key table.

Ta?le 7 — The specification of.individual entities within the object SecurityLevels

Object nar‘le Data Type Multiplicity Comments

readSecAttyibute SeCAttData 0.1 This attribute sets a rule for read-
ing an object.

writeSecAtfribute SecAttData 0.1 This attribute sets a rule for wrifing
data to an object.

updateSecAttribute SecAttData 0..1 This attribute sets a rule for updpt-
ing object data.

eraseSecAtfribqte SecAttData 0.1 This attribute sets a rule for eraging
object data.

Table 8 — The specification of individual entities within the object CompressMethodData

Object name Data Type Multiplicity Comments

compressMethodData CodedData 1.* This contains coded data value
representation of the compression
methodology utilized.

8 © ISO 2014 - All rights reserved
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Table 9 — The specification of individual entities within the object SecAttData

Obj

ect name Data Type Multiplicity Comments

always

BOOLEAN 1

underlying parameters.

True = always available, if false
functionality is protected and is
controlled by one or more of the

extAuth

BOOLEAN True = requires external

cation.

authenti-

holdAg

BOOLEAN True = requires data-car

d holder

agreement.

orig

rAg

BOOLEAN True = can only be/done

tor of data element;

by origina-

7

7.1

Dat
ISO
for

par
the

applropriate security functions and mechanisms within the data card.

Suc
priv
hea
ap

The
fun
the
of d
to g
Thi

7.2

7.2

Allt
by ¢

Device and data security attributes

General

h stored in data cards used in healthcare may be personally sehsitive. For this reason f{
21549 provides a series of security attributes in the form{of data objects that may b
the provision of security functions. The actual data contént (value) is not within the sg
[ of [SO 21549, nor are the mechanisms that make use.of‘these data elements. It is emph
security attributes cannot satisfy given security requirements without the implementg

h access privileges are attributable to specificindividuals with respect to discrete data it
ileges will be defined by application developers and can be controlled by automated syste
thcare professional cards. The privileges'may be defined at the application level thereby
ication and potential country specificity:

data object SecurityServices provides for the storage of data required to deliver the
Ctions and mechanisms. These data can be “attached” to individual data elements thereby
original author’s security requirements when the data object is transferred between diffe
ata card. This mechanism’may therefore ensure that in the process of transferring data
assive media and then'back to active media, the original security requirements are re
5 ability also allows exact replication of a data card such as on regeneration after failure.

Specific data-cards’ security services-related data objects

1 Genéral

he seclirity service objectsrequired to deliver security related to patientdataheld onand t
|ata cards shall be constructed according to the following definitions.

his part of
e required
ope of this
hsized that
tion of the

ems. These
ms such as
r providing

be security
preserving
rent forms
rom active
generated.

fansmitted

7.2.

2 Patient devices security-related data

Patient-held data cards may require the following security services:

The

©IS

authentication of the device;

authentication of the data card holder;

authentication of the HCP attempting to access data contained in the data card.
se services shall be provided by the objects:

data card holder verification and its associated data PatCardHolderVer;
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— data card Authentication and its associated DevClassAuthenticateData;

— data card Authenticating HCP-class for access control and its associated HCPAuthenticateData.

7.2.3 Data from data cards held by healthcare persons

Data objects from data cards held by healthcare persons shall provide for the functions of identification,
access control and signature. These functions are provided by a discrete number of sub-objects. The
identification information related to a healthcare person and his or her responsible agency shall be
provided by the data object HcpData. This data object shall be constructed as an implicit sequence
of healthcare person identification data of healthcare site location data and of npfinn;\] accessory

attributes.

7.2.4 Patient healthcard security-related data

Healthcarg cards require security services to control access to the medical data contained within them.
These seryices are determined and controlled by PatientHealthcardSecurityData. Figure 6 and Table
10 define the PatientHealthcardSecurityData data object. Table 11, Table 12, Table. 13, Table 14, Table
15, Table 16 and Table 17 define DevClassAuthenticateData, HcpAuthenticateData, PatCardHoldenVer,
PatSignatu'reFunctionData, PatEncryptionData, Keytable and AlgorithmTabledata objects respectiyely.

PatientHealthcardSecurityData

HepAuthenticateData

+hepAuthentMethod : CodedData [1]
+hepIntlKeys : HepIntKeys [1]
+hcpNatKeys : HcpNatKeys [1]

DevClassAuthenticateData

+devAuthenticationKey : BIT STRING [1]
+authenticateMethod : CodedData [1]

PatCardHolderVer

+verificationMethod : CodedData [1]
+verificationData : BIT STRING [1]

1
AlgorithmTable

1 PatSignatureFunctionData PatEncryptionData
KeyTable

tpatSignKeylD +patEncAlgorithmID

AlgorithmID

1 ¥ +patEncKeyID +patSignAlgorithmID 1

Figure 6 — The structure of PatientHealthcardSecurityData
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Table 10 — The specification of individual entities within the object PatientHealthcardSecurity

Object name Data Type Multiplicity |Comments
DevClassAuthenticateData Class 1
HcpAuthenticateData Class 1
PatCardHolderVer Class 1
PatSignatureFunctionData Class 1
PatEncryptionData Class 1
KeyTahle Class 1
AlgprithmTable Class 1

Table 11 — The specification of individual entities within the object DevClassAuthenticateData

Object name Data Type Multiplicity |Comments
devAuthenticationKey BIT STRING 1 Contains the device authentication|Key.
authenticateMethod CodedData 1 Coded data-specifying the methodg¢logy to be

used to authénticate the card.

Table 12 — The specification of individual entities within the object HcpAuthenticateData

Object name Data Type Multiplicity »{ Comments

hcpAuthentMethod CodedData 1 Coded Data specifying the authent]cation
methodology to be used to authentjicate a
Healthcare Person.

hcpintKeys HcplntKeys 1 Containing a set of International adcess keys.

hcpNatKeys HcpNatKeys 1 Containing a set of national access keys.

NOTE The national access keys are|limited to
use within the country of issue of the health-
care card.

Table 13 — The specification of individual entities within the object PatCardHolderVer

Object name Data Type Multiplicity |Comments

verjficationMethod CodedData 1 Contains coded data specifying thd methodol-
ogy to be used in conjunction with[the data
contained within verificationData fo obtain
verification that the identity of thefrecord
person is as claimed.

verfficationData BIT STRING 1

Table 14 — The specification of individual entities within the object PatSignatureFunctionData

Object name Data Type Multiplicity |Comments
patSignAlgorithmID RefPointer 1 This points to a line in the algorithm table.
patSignKeyID RefPointer 1 This points to a line in the key table.

Table 15 — The specification of individual entities within the object PatEncryptionData

Object name Data Type Multiplicity |Comments
patEncAlgorithmID RefPointer 1 This points to a line in the algorithm table.
patEncKeyID RefPointer 1 This points to a line in the key table.
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