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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governfentar, in_fiaison with 150, also take part In the Work. 150 collaborates closely with] the
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
Internationgl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart’2.

The main thsk of technical committees is to prepare International Standards. Draft International Standards
adopted byl the technical committees are circulated to the member bodies for voting. -Publication ag an
Internationgl Standard requires approval by at least 75 % of the member bodies casting avote.

Attention is|drawn to the possibility that some of the elements of this document miay be the subject of pgtent
rights. ISO ghall not be held responsible for identifying any or all such patent rights.

ISO 21549 was prepared by Technical Committee ISO/TC 215, Health-informatics.

ISO 21549 ronsists of the following parts, under the general title Health informatics — Patient healthcard data:
— Part 1:|General structure

— Part 2:{Common objects

— Part 3:|Limited clinical data

— Part 4:|Extended clinical data

— Part 5:|ldentification data

— Part 6:|Administrative data

— Part 7:|Electronic prescription (medication data)

— Part 8:|Links

At the time pf publication of this part of ISO 21549, some of these parts were in preparation.

This work i deing carried out by ISO/TC 215 in collaboration with CEN/TC 251, Medical informatics, under
the Vienna Agreement-with1SO-havingtheleadrole—Thisrew-seriesoHniernational-Standardsis-ntended to
replace the European Prestandard ENV 12018 ratified by CEN in 1997.

iv © ISO 2004 — All rights reserved
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With a more mobile population, greater healthcare delivery in the community and at patients' homes, together
with a growing demand for improved quality of ambulatory care, portable information systems and stores have
increasingly been developed and used. Such devices are used for tasks ranging from identification, through

port

able medical records, and on to patient-transportable monitoring systems.

The)
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hea

The)

functions of such devices are to carry and to transmit person-identifiable information between
other systems; therefore, during their operational lifetime they may share information
nologically different systems which differ greatly in their functions and capabilities.

Ithcare administration increasingly relies upon similar automated identificationxsystems. F
criptions may be automated and data exchange carried out at a number of sites us
sportable computer-readable devices. Healthcare insurers and providers lare increasingly
s-region care, where reimbursement may require automated data__exchange betweer
thcare systems.

advent of remotely accessible data bases and support systems has led to the development

“healthcare person” identification devices that are also able to péerform security functions and tra

sigr

atures to remote systems via networks.

themselves
with many

br instance,
ng patient-
involved in

dissimilar

and use of
hsmit digital

With the growing use of data cards for practical everyday healthcare delivery, the need has arisen for a

stan
The)
dev
real
add

DeVv

Iden

dardized data format for interchange.

person-related data carried by a data card can’be categorized into three broad types: identific
ce itself and the individual to whom the data-it carries relates), administrative and clinical. It is
ze that a given healthcare data card de facto has to contain device data and identification data
tion contain administrative and clinical'data.

ice data is defined to include:

identification of the device (tself;
identification of the functions and functioning capabilities of the device.
tification data may-include:

unique identification of the device holder or of all other persons to whom the data carried by
are related,

Adninistrative data may include:

htion (of the
mportant to
and may in

the device

complementary persan-related data;

Clin

identification of the funding of healthcare, whether public or private, and their relationships, i.e. insurer(s),

contract(s) and policy(ies) or types of benefits;

other data (distinguishable from clinical data) that are necessary for the purpose of healthcare
ical data may include:

items that provide information about health and health events;

their appraisal and labelling by a healthcare person (HCP);

related actions planned, requested or performed.
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Because a data card essentially provides specific answers to definite queries, whilst at the same time there is
a need to optimize the use of memory by avoiding redundancies, a “high-level” object-modelling technique
(OMT) has been applied with respect to the definition of healthcare data card data structures.

Data in the
names and

four categories above share many features. For instance, each may need to include ID numbers,
dates. Some information may also have clinical as well as administrative uses. Therefore, it has

been considered inadequate to provide a simple list of items carried by healthcare data cards without applying

a generic o

rganization, based upon the existence of basic data elements. These may be defined by their

characteristics (e.g. their format), and from them compound data objects may be constructed. Several such
objects may also share attributes.

This part of
health data

These data
objects as ¢

ISO 21549 describes and defines the common data objects used in or referenced by patient-held
cards using UML, plain text and abstract syntax notation (ASN.1).

objects are utilized in all forms of healthcare data cards, and are used to construct compound gata
efined in Parts 3 to 8 of ISO 21549.

vi
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Health informatics — Patient healthcard data —

Part 2:
Common objects

1

This
use

It is
phy

Thig
data

The)
ISO

The)

Scope

d to construct or referenced by other data-object data held on patient health€are data cards.

applicable to situations in which such data are recorded on or transported by patient healthc
Sical dimensions are compliant with those of ID-1 cards as defined by ISO/IEC 7810.

part of ISO 21549 specifies the basic structure of the data, but does not specify or manda
-sets for storage on devices.

detailed functions and mechanisms of the following services are not within the scope of
21549 (although its structures can accommodate suitable data objects specified elsewhere):

the encoding of free text data;

security functions and related services whichiare likely to be specified by users for data cards
on their specific application, for example confidentiality protection, data integrity prot
authentication of persons and devices-related to these functions;

access control services which ‘may depend on active use of some data card classs
microprocessor cards;
by which the data card-is.prepared for the data to be subsequently communicated to it in acco
this part of ISO 21549):

following topics are therefore beyond the scope of this part of ISO 21549:

physical erl0gical solutions for the practical functioning of particular types of data card;

how the message is processed further “downstream” of the interface between two systems;

part of ISO 21549 establishes a common framework for the content and the ;stfucture of common objects

ards whose

e particular

this part of

depending

bction, and

s such as

the initialization and issuing”process (which begins the operating lifetime of an individual data card, and

rdance with

the’ form which data take for use outside the data card, or the way in_which such data

are visibly

2

represented on the data card or elsewhere.

Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ENV 1068:1993, Medical informatics — Healthcare information interchange — Registration of coding
schemes

© 1SO 2004 - All rights reserved
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ISO 3166-1, Codes for the representation of names of countries and their subdivisions — Part 1. Country
codes

ISO 7498-2:1989, Information processing systems — Open systems interconnection — Basis reference
model — Part 2: Security architecture

ISO/IEC 7810, Identification cards — Physical characteristics

ISO/IEC 9798-1:1997, Information technology — Security techniques — Entity authentication — Part 1:
General

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31
country
code that identifies the country of origin of the device issuer

NOTE This may not necessarily be the same as the nationality of the device holder.

3.2
data integnty
the property that data have not been altered or destroyed in an unauthorized manner

[1SO 7498-2:1989]

3.3
data objec
collection of data that has a natural grouping and may(be identified as a complete entity

3.4
data sub-opject
component|of a data object that itself maybe identified as a discrete entity

3.5
device holger
individual transporting a data card-which contains a record with the individual identified as the major regord
person

3.6
entity authpntication
corroboratign that an.entity is the one claimed

[ISO/IEC 9798-1+1997]

3.7

erasure

process whereby, after a given point in time, access to a data entity is permanently removed or access
permanently denied to all parties

NOTE This may not necessarily involve physical removal from the device, but may merely be the result of altering
security such that access is permanently denied to all parties.

3.8

healthcard holder

individual transporting a healthcare data card which contains a record with the individual identified as the
major record person

2 © ISO 2004 — All rights reserved
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Ithcare data card

machine-readable card, conformant to ISO/IEC 7810, intended for use within the healthcare domain

3.10
major industry identifier

code that identifies the sector/industry within which the data card is intended for use

NOTE The designated MII for healthcare is 80.

31

major record identifier

identifier linked to a primary record relating to a record person in a data card and a given healthcpre delivery

system

3.1

record

coll
3.13
rec
indi
3.14

secC
com

ASN

EN

HCH

ICC

IEC

ISO

Ml

UM

ction of data

brd person
idual about whom there is an identifiable record containing person-related data

l:)rilrf:)::tion of confidentiality, integrity and availability

Symbols and abbreviated terms

1.1 Abstract syntax notation, version.1
European Standard

P Healthcare person
Integrated-circuit-card
International-Electrotechnical Commission
International Organization for Standardization
Maijor industry identifier

| Unified modelling language

UTC Coordinated universal time

5

Basic data object model for a healthcare data card — Patient healthcard data

object structure

A set of basic data objects has been designed to facilitate the storage of clinical data in a flexible structure,
allowing for future application-specific enhancements. These tools should help the implementation of common
accessory characteristics of stored data in a way that allows efficient use of memory, an important feature for
many types of data card.

© 1SO 2004 - All rights reserved 3
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The tools consist of a generic data structure based on an object-oriented model represented as a UML class

diagram as

shown below in Figure 1.

Patient healthcard data

1 0...1 0...1 0...1 0...1 0...1
Identificati IAdministrati Electronic Patient
Device data | | Corioaton | AAMINISTERVE | Clinical data Links hoh healthcard
data data PIESETIREET 1 | securityidata
0...1 0...1
Limited Extended
clinical data clinical data
Figure 1 — Patient healthcard data — Overall stfucture
The content of this object-oriented structure is described below andintrinsically will also require the use of

data object

NOTE1
containing fin

NOTE 2 |
define new o

In addition
Internations

feature is npainly used to allow, for example,”a set of accessory attributes to be used as services to sey

stored infor

6 Basid

6.1 Over
A series of
but which a
objects in a

not defined in this part of ISO 21549.

[his part of ISO 21549 is solely applicable to patient healthcards containing health data. Data ob|
ancial and healthcare reimbursement data are not defined in this International Standard.

bjects while still preserving interoperability.

to the capability of building complex-aggregate data objects from simpler building blocks,
| Standard allows associations between certain objects, so that information can be shared.

mation objects.

data objects for_referencing
view
generally,useful data type definitions have been made that have no intrinsic value in themsel

re used+to define other objects in this multi-part standard. Operations may be performed with th
ssociation with other information objects to “add value”.

ects

is possible to take the data objects and recombine them whilst preserving their context-specific tags, and to

this
This
eral

ves,
ese

6.2

6.2.1

Internal links

General

A number of objects in the data model of this part of ISO 21549 are used mainly as a reference to other
objects. One example is the RecordPerson data object that defines the basic identification information of a
person to whom records on the device relate. Since this is a part of an aggregate object containing information
on all record persons in a sequential order, the pointer may be a simple one-dimensional integer number. This
type of pointer has the name RecPersPointer and is used extensively to indicate the record person to whom a
certain information object is related.

© ISO 2004 — All rights reserved
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NOTE This internal link RecPersPointer is especially useful where the healthcard contains records in relation to more
than one identifiable individual.

In other situations, constructed objects contain a more general pointer called a RefPointer that is a sequence
of tags allowing a reference to any object, including sub-objects that can only be referenced as part of a
constructed object, using an application-specific tag and a number of context-specific tags to sufficient depth.

A RefPointer to the name of a healthcare person may contain the following information with the appropriate
tags (here represented by their symbolic names):

HealthCarePersons [7] HealthCarePerson No. 7 [1] HcpName

Application tag Context level 1 Context level 2
Thefe is also a third possibility that allows the creation of linkages between all objects 'using the Linkages
objgct 5. This is an ordered list of link associations. All entries in this list are a sequential‘list of other objects,
each defined with a RefPointer.

EXAMPLE Link No. 2 may link four objects:

1

2 RefPointer1  RefPointer2 RefPointer3 RefPointer4

3

An pxample of this process could be the linkage of the following objects as utilized in a patient data card
conjaining clinical data:

Diagnosis RefPointer1
MedicationPrescription RefPointer2
MedicationNote RefPainter3
MedicationDispensed RefPointer4

Thig linkage table entry may be)pointed to by the ClinRefPointer of each ClinDat object.
NOTE Even though theLinks” object itself is openly available, the linked objects may have restricted acgess.

The following reference objects may be associated with other information objects defined. This relation is not
an gggregationThe reference object is not a part of the information object but stays independent and may be
referenced by several objects. The concept used in this part of ISO 21549 is to reference (point at) the
appfopriatesrecord person as well as a healthcare provider and relevant accessory attributes. Thgse linkages
add|value\to the data and may be used to provide context specificity.

6.2.2 The “Links” data object

The “Links” object is used to create internal references or linkages between any other defined data objects
stored in the healthcard. It shall be constructed as a sequence of “Link” sub-objects. The data object “Link”
shall consist of a sequence of references to other objects in the form of a sequence of “RefPointer” objects.
This is pointed to by a “LinkagePointer” object.

© 1SO 2004 - All rights reserved 5


https://standardsiso.com/api/?name=99bb70429d07b3b6e24e24f942b53008

ISO 21549-2:2004(E)

Links

Link

Figure 2 — The structure of the “Links” data object

Table 1 — The specification of individual entities within “Links”

Data type NuTtiplicity Cink Comments
Link Integer 1..M This is a sequence of references to other.objefts.
6.2.3 The|“ReferencePointer” and “ReferenceTag” data objects
A general r¢ference pointer is defined in this part of ISO 21549 as an ordered list of tags pointing to the ohject
or sub-object that is referenced. The data object “RefPointer” shall consist of a sequence of “RefTags| (of
integer typd). A “RefTag” is an APPLICATION-SPECIFIC tag of the object as defined-in this part of ISO 21549.
The following “RefTags” specify the CONTEXT-SPECIFIC tags in increasing depth:
Table 2 — The specification of “RefPointer”
Data type Multiplicity Length Comments
RefPointer Integer 1..M This is a sequence of references to other objgcts.
The reference is the ASN.1 tag of another gata
object.
6.2.4 The|“RecordPersonPointer” data object
The data |object “RecPersPointer” is used-“\to reference one of the record persons stored in|the
“RecordPersons” data object and shall be of .the’integer type.
NOTE The object RecordPersons is defined in part 5 (Identification data) of this International Standard.
Table-3 — The specification of “RecPersPointer”
Data type Multiplicity Length Comments
RecPersPoipter Integér 1 The data object “RecPersPointer” is used to
reference one of the record persons stored in|the

“RecordPerson” data object.

6.3 Coded-data

6.3.1

General

Coded values are understood by reference to the coding scheme to which they apply. The general principle in
this part of ISO 21549 is that it is not mandatory to use a particular coding scheme, unless specified in this
part of ISO 21549, when such codes act as parameters. One example is the use of ISO 3166-1 for country

codes.

When a coding scheme is exclusively specified in this part of ISO 21549, no alternative coding scheme shall
be allowed. Any references to coding schemes not so specified may, however, be modified in the future,
independently of the rest of the standard.

© ISO 2004 — All rights reserved
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6.3.2 The “CodingSchemesUsed” data object

Coding schemes not specified in this part of ISO 21549 may themselves be the subject of a registration within
the coding schemes procedure as defined in ENV 1068:1993, and shall then be interpreted, if intepretation is
necessary, in accordance with all conditions of that registration. ENV 1068:1993 specifies a procedure for
registration of coding schemes and the allocation of a healthcare coding scheme designator (HCD). It is
possible to reference both internationally registered coding schemes and unregistered coding schemes as
defined in Clause 5 of ENV 1068:1993. The use of such private Codeldentifiers may, however, create the
potential risk of ambiguity if a device should be used in an open environment.

Code values from unregistered schemes (or registered schemes outside the scope of a particular application)
canpot be understood, unless the recipient of information is party to an agreement with the originator to use
addjtional or non-registered coding schemes.

The| data object “CodingSchemesUsed” shall consist of an ordered sequence compfising the sub-object
“CoflingScheme”, which shall itself consist of a code identifier (an octet string of 6 characters), a pode length
(of integer type), and an optional free-text comment (an octet string with a dength of between 1 and
20 gharacters).

CodingSchemesUsed

Codeldentifier
CodeLength
FreeTextComment

Figure 3 — The structure of “CodingSchemesUsed”

Table 4 — The specification of individual entities within “CodingSchemesUsed”

Data type | Multiplicity Length Comments
CodingSchemesUsed Class 1 N/A
Codeldentifier Octet 1 6 This identifies the particular coding s¢heme being
string referenced.
CodeLength Integer 1 This identifies the length of the code.
FrepTextComment Octet 0...1 This optional element of free text| allows the
string qualification in text of the coding scheme.

6.3.3 The “CodedData” data object

Thel data ‘object “CodedData” shall include both a reference to coding schemes used and a code data value as
well| as, ‘optional free text and shall be constructed as a set of the sub-objects “Coding%hemeRef”,
“CO‘ il - H ’“ !1‘

The object “CodingSchemeRef” is a RefPointer pointing at a value that identifies a particular coding scheme
within the object coding schemes used. If CodingSchemeRef = 0, then the coding scheme is implicit in this
International Standard.

The data type “CodeDataValue” has been defined to indicate the actual code value in a particular coding
scheme. If the length of “CodeDataValue” is one OCTET, the following CodeDataValues are defined: “A”
means “Administrative free text entry”, “C” means “Clinical free-text entry”. In other circumstances, where the
octet length is greater than one then the CodeDataValue is the representation of an actual code value.

© 1SO 2004 - All rights reserved 7
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CodedData

CodingSchemeRef
CodeDataValue
CodeDataFreeText

Figure 4 — The structure of “CodedData”

Table 5 — The specification of individual entities within “CodedData”

Data type | Multiplicity Length Comments
CodedData Class 1 N/A
CodingSchgmeRef Integer 1 This is a RefPointer pointing:at a value fhat
identifies a particular coding’scheme within|the
data object coding schemes used.
CodeDataValue String 1 This string containS-the value of the coded data.
If the length is ene.octet and the values are A or
C, then A = Admininstrative-data free text pnd
C = Clinical-data free text.
CodeDataFieeText String 0.1 80 This dptiohal element of free text allows |the
qualification in text of the coding scheme.
6.4 Accdssory attributes
The data opject “AccessoryAttributes” shall consist of an‘ordered set of data that is essential to record an
audit trail rggarding both the originator of the information and the means via which it arrives at the recipienpt. It
shall consist of the following:
— Date1,|which shall represent the time/date’ of data being communicated to the data card across| the
interfage.
— Date2,|which shall represent the/time/date of data being available to the originator of the message.
— Place1} which shall represent’ the identity/locator of the sender of the message and is linked with
“Person1”.
— Place2| which shall reépresent the identity/locator of the original author of the data.
— Personid3, which“shall be either the code or the representation of the person/device/system that prov|ded
the infgrmation that was added to a system to become the data within the “message”.
— Securitytevets,—whith—sthatt—be—constructed—im—accordance with—the— ASNt—definitiom—comntaimed in

Clause A.6 and shall represent the rights in relation to reading, writing, updating and erasing the data

contain

ed within the data object to which these accessory attributes are attached.

— CompressionMethodData, which shall be constructed in accordance with the ASN.1 definition contained
in Clause A.6 and shall consist of a RefPointer pointing at a defined compression methodology within a
compression methodology table. This represents the methodology applied to the data contained within
the data object to which the accessory attributes are attached.

— ObjectSecurityAttributes.

© ISO 2004 — All rights reserved
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The “AccessoryAttributes” data object shall be constructed as a set of the following optional data objects:
— “Date1” and “Date2” (of “Date” type);
— “Place/Person1” and “Place/Person2” (of “RefPointer” type);

— “Personid3” (a set of “PersonCodes” of RefPointer type, and free “PersonText” with a length of up to
30 characters);

— “ObjectSecAttributes” (a set of “SecurityServices”).

Thel data objects “SecurityServices” shall each consist of a sequence of digital signaturesy|as well as
algqrithms and keys for signature and encryption.

None of the above attributes is mandatory. However, all are highly desirable. It is recommeénded that all (with
the [possible exception of Personid3) should be delivered every time that the media/system alloys. A list of
priofities in groupings follows and, in principle, should be followed as groups:
{Date1,Date2,Place1,Place2,Personid3,SecurityLevels,CompressionMethadData, ObjSecAttrijutes}
{Date1,Place1,Place2,SecurityLevels,CompressionMethodData,ObjSecAttributes}
{Date1,Place1,Place2,SecurityLevels,CompressionMethodData,0ObjSecAttributes}
{Date1,Place2,SecurityLevels,CompressionMethodData,ObjSecAttributes}
{Date1,SecurityLevels,CompressionMethodData,ObjSecAttributes}

{SecurityLevels,CompressionMethodData,ObjSecAttributes}

{ObjSecAttributes}
NOTE This “AccessoryAttributes” data object can be associated to any other data object.
AccessoryAttributes
Date1
Date2

Place/Person1
Place/Person2
Place/Person3
Place/Person3Text
SecurityLevelPointer
CompressionMethod
ObjectSecurityAttributes

Figure 5 — The structure of “AccessoryAttributes”
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Table 6 — The specification of “AccessoryAttributes”

of the compression methodology utilized.

Data type Multiplicity Length Comments

AccessoryAttributes Class 1 N/A

Date1 UTC Time 1 8 This is a RefPointer pointing at a value that
identifies a particular coding scheme within the
data object coding schemes used.

Date2 UTC time 0...1 8

Place/Person1 Integer 1

Place/Person2 Integer 0.1

Place/Person3 Integer 0.1

Place/Person3Text String 0...1

SecurityLevelPointer Integer 0.1

CompressiopnMethod Integer 0.1

ObjectSecurityAttributes Class 0.1 Set of SecurityServices.

SecuritySeryices Class 0..M

SignatureAlgorithmID Integer 0.1 This is a’ reference pointer to a line in|the
signature\algorithm table.

SignatureVgrificationKeyID Integer 0..1 This is a reference pointer to a line in|the
signature verification key ID table.

DigitalSignafure Bit string 0...1 This contains the computed bit string of|the
digital signature.

EncryptionAlgorithmID Integer 0.1 This is a reference pointer to a line in|the
EncryptionAlgorithmID table.

EncryptionKleylD Integer 0..1 This is a reference pointer to a line in|the
encryption key table.

SecurityLevels Class Sequence of Boolean.

ReadSecAtfribute Boolean 0.1 If Boolean equals true, the object can be repd.

WriteSecAttfibute Boolean 0...1 If Boolean equals true, the object can have
data written to it.

UpdateSecAttribute Bool€an 0...1 If Boolean equals true, the object can| be
updated.

EraseSecAtfribute Boolean 0...1 If Boolean equals true, the object shall| be
interpreted by an application as erased.

CompressMethodData Coded data 0..M This contains coded data value representgtion

7 Device and data security attributes

71

General

Data stored in data cards used in healthcare may be personally sensitive. For this reason, this part of
ISO 21549 provides a series of security attributes in the form of data objects that may be required for the
provision of security functions. The actual data content (value) is not within the scope of this International
Standard, nor are the mechanisms that make use of these data elements. It is emphasized that the security
attributes cannot satisfy given security requirements without the implementation of the appropriate security
functions and mechanisms in the data card.

10
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Such rights of “access” are attributable to specific individuals with respect to discrete data items. These rights
will be defined by application developers and can be controlled by automated systems such as healthcare
professional cards. The rights may be defined at the application level, thereby providing application and
potential country specificity.

The “SecurityServices” data object provides for the storage of data required to deliver these security functions
and mechanisms. These data can be “attached” to individual data elements, thereby preserving the original
author's security requirements when the data object is transferred between different forms of data card. This
mechanism may therefore ensure that, in the process of transferring data from active to passive media and
then back to active media, the original security requirements are re-generated. This ability also allows exact
replication of a data card, such as on re-generation after failure.

7.2| Data objects related to specific data-card security services

7.21 General

All the security service objects required to deliver security related to patient data held on and transmitted by
data cards shall be constructed in accordance with the following definitions:

7.2.2 Data related to patient-device security

Patient-held data cards may require the following security services:
— |authentication of the device;

— |authentication of the data-card holder;

— |authentication of the HCP (healthcare person) attempting to access data contained in the datal card.
Thesse services shall be provided by the following objects:

— | data-card-holder verification, and its @ssociated PatCardHolderVer;

— | data-card authentication, and its'associated DevClassAuthenticateData;

— | data-card-authenticating/HEP class for access control, and its associated HcpAuthenticateDafa.

7.2.3 Data from data cards held by healthcare persons

Data objects from“data cards held by healthcare persons shall provide for the functions of identification,
access controleand signature. These functions are provided by a discrete number of sub-opjects. The
identificationdnformation related to a healthcare person and his or her responsible agency shall pe provided
by the data-ebject “HcpData”. This “HcpData” data object shall be constructed as an implicit Sequence of
healthcare person identification data, of healthcare site location data, and of optional accessory attfibutes.

7.2.4 Data related to patient healthcard security

Healthcare cards require security services to control access to the medical data contained in them. These
services are determined and controlled by PatientHealthcardSecurity.

© 1SO 2004 — Al rights reserved 1
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PatientHealthcardSecurity

PatCardHolderVer DevClassAuthenticateData PatEncryptionData PatSignatureFunctData HcpAuthenticateData
VerificationMethod | | AuthenticationMethod PatEncAlgorithmID PatSignAlgorithmID HepAuthentMethod
VerificationQata DevAuthenticationkey PatEnckeyiD PatSionkeytD Hepintkeys
HcpNatKeys
Figure 6 — The structure of “PatientHealthcardSecurity”
Table 7 — The specification of “PatientHealthcardSecurity”
Data type Multiplicity Length Comments

PatientHealthcardSecurity Class 1 N/A

PatCardHolgerVer Class 1 N/A

Verificationlethod Coded data 1 Contains coded data specifying |the
methodology to be used in conjundtion
with  the data  contained  within
VerificationData to obtain verification fhat
the identity of the record person is| as
claimed.

Verificationata Bit string 1

DevClassAdthenticateData Class 1 N/A

AuthenticatipnMethod Coded data 1 Coded data specifying the methodology to
be used to authenticate the card.

DevAuthent|cationKey Bit string 1 Contains the device-authentication key

PatEncryptipnData Class 1 N/A

PatEncAlgofithmID Bit string Contains the OID of the encryption
algorithm.

PatEncKeylp Bit-string 1 Contains the ID of the encryption key.

PatSignatureFunctData Class 1 N/A

PatSignAlggrithmID Bit string 1 Contains the signature algorithm OID.

PatSignKey|D Bit string 1 Contains the signature key ID.

HcpAuthent|cateData Class 1 N/A

HcpAuthentMethed Coded data 1 Coded data specifying the authentication
methodology to be used to authenticate a
healthcare person.

HcplntKeys Class Containing a set of international access
keys.

HcplntKey Bit string 1..8 A bit string containing an international
access key.

HcpNatKeys Class Containing a set of national access keys.
NOTE The national access keys are
limited to use within the country of issue of the
healthcare card.

HcpNatKey Bit string 1..8 A bit string containing a national access
key.
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Annex A
(normative)

ASN.1 data definitions

A.1 “Links”
LinKs == SEQUENCE OF Link
-- This is a sequence of references to otherebjec
LinK ::= SEQUENCE OF LinkagePointer
LindagePointer == INTEGER
A.2 The “ReferencePointer” and “ReferenceTag” data objects
RefPointer == SEQUENCE OF RefTag
Reflrag = INTEGER
-- This object can held the ASN.1-tag of another olpject
A.3 The “RecordPersonPointer” data object
RedPersPointer ::= INTEGER
A.4 The “CodingSchemesUsed” dataobject
CodingSchemesUsed ::= SEQUENCE OFR-CodingScheme
CodingScheme ::= SEQUENCE
{
Codeldentifier [0L.OCTET STRING (SIZE 6)),
CodelLength 1] INTEGER,
Comment [2] OCTET STRING (SIZE(1...20)) OPTIONAL
}

A.5 The “CodedData” data object

CodedData = SET

{

CodingSchemeRef [0] RefPointer,
CodeDataValue [1] OCTET STRING,

CodeDataFreeText [2] OCTET STRING OPTIONAL

}

CodingSchemeRef is a RefPointer pointing at a
value that identifies a particular coding scheme
within the object coding schemes used.

© 1SO 2004 - All rights reserved
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