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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are

not co

nsidered binding on any Agency.
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Recommended Standard is issued by, and represents the consensus of, the CCSI
ers.  Endorsement of this Recommendation is entirely voluntary. Endefseme
er, indicates the following understandings:

Whenever a member establishes a CCSDS-related standard, this standard will be
accord with the relevant Recommended Standard. Establishing, such a standa
does not preclude other provisions which a member may develop-

provide other CCSDS members with the following information:
-- The standard itself.
-- The anticipated date of initial operationak'capability.

-- The anticipated duration of operatignal service.

this Recommended Standard nor any ensuing standard is a substitute for
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FOREWORD

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS has processes for identifying patent issues and for securing
from the patent holder agreement that all licensing policies are reasonable and non-
discriminatory. However, CCSDS does not have a patent law staff, and CCSDS shall not be
held responsible for identifying any or all such patent rights.

on, or
madification of this document may occur. This Recommended Standard is therefare qubject
to|CCSDS document management and change control procedures, which are\defined in
Ornganization and Processes for the Consultative Committee for SpacenData Systems
(CICSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the QCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document.should be sent to the GCSDS
Segretariat at the e-mail address indicated on page i.
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— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
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— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space ResearchyOrganization (ISRO)/India.

— | Institute of Space.Research (IKI)/Russian Federation.

— | KFKI Researchiinstitute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.
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— | Natignahnstitute of Information and Communications Technology (NICT)/Japan.
— | National Oceanic and Atmospheric Administration (NOAA)/USA.

- Nat|onal Space Agency of the Republlc of Kazakhstan (NSARK)/Kazakhstan

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.
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1 INTRODUCTION
1.1 PURPOSE

This document defines a Recommended Standard for the CCSDS Bundle Protocol (BP),
based on the Bundle Protocol of RFC 5050 (reference [1]), which defines end-to-end
protocol, block formats, and abstract service descriptions for the exchange of messages
(bundles) that support Delay Tolerant Networking (DTN). BP provides Network Layer

sepviceto npplir‘nfinnc nlln\/\/ing them to utilize BP’s r‘alnnhilifinc'

— custody-based retransmission;
— ability to cope with intermittent connectivity;

— ability to take advantage of scheduled, predicted, and opportunistic connectiviity (in
addition to continuous connectivity);

— notional data accountability with built-in status reporting.

1.2 SCOPE

THis Recommended Standard is designed to be applicable to any kind of space misgion or
infrastructure that is communication-resource poefcand is subject to long latencies gnd/or
temporary network partitions, regardless of complexity. It is intended that this Recomnjended
Standard become a uniform standard among all CCSDS Agencies. In addition, this
specification exists to utilize the underlying service of various internetworking prqtocols
both onboard and in transit between ground and space-based assets.

THis Recommended Standard is intended to be applied to all systems that claim conformance
to|the CCSDS Bundle Protocel. It is agnostic to the choice of underlying transmission
protocol in that BP can function over AOS, Space Packet, Proximity-1 Space Link Prgtocol,
and various Internet and ground based protocols.

ThHe CCSDS believes it is important to document the rationale underlying the
regommendationS chosen, so that future evaluations of proposed changes or improvaments
will not losessight of previous decisions. The concept and rationale for the use of a bundle
protocol in‘space links may be found in reference [H1].

1.3 cORGANIZATION OF THIS RECOMMENDED STANDARD

This Recommended Standard is organized as follows:

— Section 2 contains an overview of the Bundle Protocol and the references from which
it is derived.

— Section 3 contains the CCSDS modification to RFC 5050.
— Section 4 contains the service descriptions.

— Section 5 contains services BP requires of the system.

CCSDS 734.2-B-1 Page 1-1 September 2015
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— Section 6 contains conformance requirements.

— Annex A contains the Implementation Conformance Statement for the protocol.
— Annex B contains the Convergence Layer Adapters (CLAS).

— Annex C contains the Extended Class of Service specification.

— Annex D contains the Aggregate Custody Signal specification.

— Annex E contains the Delay Tolerant Payload Conditioning specification.

— [ Annex F contains BP managed information.

— | Annex G contains Security, Space Assigned Numbers Authority (SANA), and Patent
Considerations.

— | Annex H contains Informative References.

— | Annex | contains abbreviations and acronyms used in this documient.

1.4 PEFINITIONS

1.4.1 | DEFINITIONS FROM OPEN SYSTEMS INTERCONNECTION (OSI)
SERVICE DEFINITION CONVENTIONS

This Recommended Standard makes use of a number of terms defined in reference [2]. [As
used ip this Recommended Standard those terms-are to be interpreted in a generic sense, ile.,
in the [sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

— | indication;
— | primitive;
— | request;

— | response.

1.4.2 | DEFINFTFIONS FROM OSI BASIC REFERENCE MODEL

This Recammended Standard makes use of a number of terms defined in reference [3]. As
used ip‘this Recommended Standard those terms are to be understood in a generic sense, ile.,
in the sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

entity;
Protocol Data Unit (PDU);

service;
Service Data Unit (SDU).

CCSDS 734.2-B-1 Page 1-2 September 2015
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1.4.3 DEFINITIONS FROM RFC 5050
1.4.3.1 Overview

This Recommended Standard makes use of a number of terms defined in reference [1].
Some of the definitions needed for section 2 of this document are reproduced here for
convenience.

A graphical representation of a bundle node is given in figure 1-1. A bundle node is any
entity that can send and/or receive bundles.

Each bundle node has three conceptual components described in more detail” below: a
‘bundle protocol agent’, a set of zero or more ‘convergence layer adapters’, and an
‘application agent’. The major components are illustrated in figure 1-1-and inclugde the
addition of storage for enqueued traffic and a Management Information Base (MIB) elgment.

Bundle Node
Application Agent
| Storage | - : p— Bundle Protocol Agent M|Ej
—_— Administration | Appllcgt.lon g
1 Specific
Convergence Conyergence Convergence
Layer Adapter Layer Adapter Layer Adapter

Figure 1-1: Graphical Representation of a Bundle Node

It should be noted that there“is one application agent per conceptual bundle node.| That
application may register in’multiple endpoints (may provide multiple endpoint identifjiers to
the bundle protocol agent, requesting delivery of bundles to any of those endpoints).

1.4.3.2 RFC%050 Terms

buyndle; A-protocol data unit of the DTN Bundle Protocol.

NOQTE - Each bundle comprises a sequence of two or more ‘blocks’ of protoco] data,
which serve various purposes. Multiple instances of the same bundle (the same
unit of DTN protocol data) might exist concurrently in different parts of a
network, possibly in different representations, in the memory local to one or
more bundle nodes, and/or in transit between nodes. In the context of the
operation of a bundle node, a bundle is an instance of some bundle in the network
that is in that node’s local memory.

CCSDS 734.2-B-1 Page 1-3 September 2015
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bundle node (also simply ‘node’ or ‘BP node’): Any entity that can send and/or receive
bundles.

NOTE - In the most familiar case, a bundle node is instantiated as a single process
running on a general-purpose computer, but in general the definition is meant to
be broader: a bundle node might alternatively be a thread, an object in an object-
oriented operating system, a special-purpose hardware device, etc. Each bundle

node has three conceptual components, defined below: a ‘bundle protocol agent’,
a set of zero or more ‘r‘nn\/prgpnr‘p Iaypr ndalntprc’, and an ‘nlnplir‘minn ngpnf’

bundle protocol agent, BPA: Node component that offers the BP services and executes the
procedures of the Bundle Protocol.

NOTH - The manner in which it does so is an implementation matter. BPA-functionaljity
can be coded into individual nodes, as a shared library that, is”shared by gny
number of bundle nodes on a single computer, as a daemon, whose services are
invoked via inter-process or network communication by ‘one or more bungle
nodes on one or more computers, or in hardware.

appligation agent, AA: Node component that utilizes* the BP services to effect
commpnication for some purpose.

NOTH - The AA has an application-specific element and administrative element. The
application-specific element of an AA‘constructs, as defined in section 5 of RFC
5050, requests transmission of, accepts delivery of, and processes applicatign-
specific application data units;“the only interface between the BPA and the
application-specific elementCof the AA is the BP service interface. The
administrative element 6f 'an AA constructs and requests transmission |of
administrative recordstas-defined in section 6 of RFC 5050. It accepts delivery
of and processes any)custody signals that the node receives. In addition to the
BP service interface, there is a (conceptual) private control interface between the
BPA and the-administrative element of the AA that enables each to direct the
other to takeaction under specific circumstances. For a node that serves simply
as a ‘router’ in the overlay network, the AA may have no application-specific
element at all. The application-specific elements of other nodes’ AAs njay
petform arbitrarily complex application functions, perhaps even offering
multiplexed DTN communication services to a number of other applications. JAs

with the BPA, the way AA performs its functions is wholly an implementatjon
— - cta—the-admministrative et : 'III'I'lhe

library or daemon or hardware that implements the BPA, and the application-
specific element of an AA might be implemented either in software or in
hardware.

convergence layer adapter, CLA: Adapter that sends and receives bundles on behalf of the
BPA.
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NOTE - A CLA enables the BPA to interact with an underlying data transport mechanism

such as a link or network to send and receive bundles. The manner in which a
CLA sends and receives bundles is an implementation matter and is unique to the
underlying transport mechanism. Therefore the BPA may utilize CLAs from a
number of different underlying transport mechanisms subject to the routing of

traffic.

1.5 REFERENCES

The following publications contain provisions which, through reference in-thig text,

copstitute provisions of this document. At the time of publication, the edjtions indicated

wgre valid. All publications are subject to revision, and users of thiS document are
enpouraged to investigate the possibility of applying the most recent-editions pf the
publications indicated below. The CCSDS Secretariat maintains a register of currently valid

CCSDS publications.
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OVERVIEW

2.1 GENERAL

Delay Tolerant Networking is an end-to-end network service providing communications in

an

d/or through environments characterized by one or more of the following:

— intermittent connectivity;

- vadl id.luit' dbiclyb, Vv;lib;l Iray IUC id.lgb dlld il IUguicll,
— high bit error rates;

— asymmetric and simplex links.

One core element of DTN is the BP. BP provides end-to-end networkiservices, opgrating

abpve the data transport services provided by links or networks aceessed via the CLA

fo

The Bundle ProtocelZuses the ‘native’ local protocols for communications within a
nefwork. The interface between the Bundle Protocol and a specific lower-layer protocol §
knpwn as a convergence layer. Figure 2-1 shows an example configuration with the Bundle
Prptocol andya convergence layer adaptor running above a transport protocol (intended
interpreted-in the context of the Internet stack) on the left, and running directly over
Lipk £ayer on the right. The *‘CL B’ on the right could, for example, be the interface
Lickhider Transmission Protocol with the “Link B1” representing LTP running over one

Rdference [H1] contains descriptions of these capabilities and rationale for the
ar

ming a store-and-forward network. Key capabilities of the Bundle Protocol include:
— ability to cope with intermittent connectivity;

— ability to take advantage of scheduled and oppertunistic connectivity (in addi
‘always up’ connectivity);

— custody transfer;
— hop-by-hop security (authentication_@f transmitting entity);
— end-to-end security (confidentiality, integrity) for data;

— late binding of names to addresses.

¢hitecture.

s, and

ion to

DTN

given
uite is

to be
n Data
to the
of the

CCSDS Data Link Layer protocols. Alternatively BP could be used to connect together two
internets that may exist, such as an on-orbit (or lunar) network and a ground network.
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Figure 2-1: The Bundle Protocol Provides an End-to-End-Delivery Service

partici

ocument describes the format of the messages (called btindles) passed between nog
pating in bundle communications. In addition, this*document addresses endpo

naming for the purpose of bundle header compression and:describes how the protocol may
extended to support new capabilities while maintaining<«compatibility with the base protoc

This document does not address the bundle routing.algorithm or mechanisms for populati

the roditing or forwarding information bases of bundle nodes.

The IETF’s classification of the Bundlé-Protocol RFC as ‘experimental’ should

consid
Intern
as sca
other

ered in the context of deployment on the global Internet. In fact it is not viewed as
bt Standard nor is it proposed farany specific application. In the Internet, issues sy

es
int
be
ol.

g

>

be
an
ch

ability to millions of nodesjy.congestion control, and non-destructive coexistence wjith

pstablished protocols (in(particular the Transmission Control Protocol [TCP]), are

extrenmpe importance. Because’the Bundle Protocol has NOT been deployed on a scale

thousa
Resea
and sh
scales
makes
envirg

nds of nodes, andbecause the specification was the result of an effort by an Inter
rch Task Force (JIRTF) working group, the protocol’s status for global deployment
ould be experimental until it is determined to be suitable for deployment on Inter

However;;the applicability of the Bundle Protocol in the harsh environment of spd

of
of
net
IS
het
Ice

it an.excellent technological innovation allowing multiple internetworking

nments'to interact.

C YT AR lana Ao afiy ciderad thoa neatacal cnacificd REC EAEN

The SIS

tho 1 mn
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nd

has determined that it is suitable for adoption, together with the modifications in section 3 of

this document, for use in CCSDS missions.

In particular, CCSDS missions do not have the

same scalability issues as the Internet, and testing has demonstrated that the profile defined

in this

document is suitable for CCSDS environments.
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2.2 IMPLEMENTATION ARCHITECTURES

There are many ways in which a bundle node can be instantiated. The following are some
examples:

— asingle process running on a general-purpose computer;
— athread running as a background process;

— an object in an object-oriented operating system;

— aspecial-purpose hardware device.

NOTE - No specific instantiation is defined or expected; these decisions-are purgly an
implementation issue.

2.3 SERVICES PROVIDED BY BP

BR provides a data transmission service to move ‘bundles’-(eontiguous groups of octgts) of
data from one BP node to another:

a) commencing a registration (registering a node‘in’an endpoint);
b) terminating a registration;

c) switching a registration between Active and Passive states;

d) transmitting a bundle to an identified bundle endpoint;

e) canceling a transmission that*has been requested,;

f) polling a registration that is in the Passive state;

g) delivering a received bundle;

h) reporting bundle status.

2.

[

| QUALITIES OF SERVICE NOT PROVIDED BY BP

THhe Bundle Protocol as specified in this document does not provide the following serviges:

T ralor Aol snn s ~F Ly o
a) nrruruct ucrively Ul

h Al .
DUTIUITS,

b) complete delivery of sequences of bundles.

These services may be provided by a layer above BP yet below the end-system applications.
These services can exist as shims. Such a shim provides the logic to accomplish the desired
functions and is inserted between BP and the Application Layer. This would leave the
existing network protocol stack intact. Such a layer is described in annex E of this
document.
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3 CCSDS PROFILE OF RFC 5050
3.1 GENERAL

This document adopts the Bundle Protocol as specified in Internet RFC 5050 (reference [1]),
with the constraints and exceptions specified in section 3 of this document.

3.2 USE OF THE IPN NAMING SCHEME FOR ENDPOINT IDENTIFIERS

3.2.1 Implementations shall support the ‘IPN’ naming scheme defined in sectiom|2.1 of
RREC 6260, Compressed Bundle Header Encoding (CBHE) (reference [4]).

NQTE - The scheme-specific part of an IPN name consists of:

1) a sequence of ASCII numeric digits representing an integer in the range 1 to
2%—1, termed the ‘node number’ of the URI;

2) an ASCII period (“.”) character;

3) a sequence of ASCII numeric digits representing an integer in the range 0 to
2%-1, termed the ‘service number’ of the.URI.

3.2.2 The IPN node numbers used shall be assighed by SANA from the CCSDS CBHE
N@de Number Registry.

3.2.3 The Service Numbers used shall be assigned by IANA / SANA from either the |ANA
CBHE Service Numbers registry or the, SANA CBHE Service Numbers Registry.

NOTES
1 CBHE is the compression mechanism enabled by the IPN naming scheme.

2 The SANA CBHE Node Number registry is a portion of the IANA registry that has
been delegated-to SANA for management by CCSDS.

3.3 BUNDLE PROTOCOL EXTENDED CLASS OF SERVICE

Canformant implementations of the CCSDS Bundle Protocol shall implement the ‘Extended
Clpssof 'Service (ECOS)’ block defined in annex C.

NOTE - Spacecraft operations may require additional features beyond those identified in
RFC 5050. One such feature is the expansion of the bundle process control flags
designated as ‘class-of-service’. ECOS provides the capability to prioritize or
extend the service classes. Such uses include:

— the creation of emergency or critical traffic;
— expansion of traffic priorities reflective of a diverse user environment;
— special handling of bundles.
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3.4 USE OF TIME IN SECTION 6.1 OF RFC 5050

Where the spacecraft time system does not provide sufficient precision to support the
requirements of RFC 5050 section 6.1, the precision of the onboard system shall be used.

NOTE - Section 6.1 of RFC 5050 specifies that the time fields in administrative records
use seconds and nanoseconds since the start of year 2000. Spacecraft time
systems may not be able to provide meaningful values for the nanoseconds fields
of these entries. In such a case the administrative time field is required to
support the precision of the clock rate to the significant digits of the Commgnd
and Data Handling (C&DH) subsystem and will not drive requirements~on the
precision of the spacecraft clock.

3.5 PANA REGISTRY CONSIDERATIONS

3.5.1 | CBHE NODE NUMBERS

3.5.1.1 General

SANA has established the registry
http://sanaregistry.org/r/bp_cbhe_node_numbers/bp_cbhe_node_numbers.html

to manage CBHE Node Number assignments. Theé registry shall be used to catalog agengy-
managed BP CBHE Node Numbers and LTP@ngine IDs that are coincident.

NOTH - The purpose of this registry.is‘to ensure uniqueness of BP CBHE Node Numbers
used in space missions.
3.5.1.2 Value Range for SANA BP CBHE Node Numbers

The value range for BP-€BHE Node Numbers shall be as assigned by IANA.

3.5.1.3 SANABP CBHE Node Number Registration Policy

The rggisttation policy for the registry shall be: no engineering review required; request mpst
come |from an identified CCSDS representative of a member, observer, or affiliate
organization.

NOTE - For missions utilizing LTP and BP protocols, requests to SANA should attempt to
utilize identical numbers for LTP Protocol Engine Identifiers and BP CBHE IPN
Node Numbers. This allows BP implementations to forego having a CBHE ID-to-
LTP Engine ID mapping table for those cases where they know that the two
identifiers are the same. Synchronizing the CBHE and LTP Engine identifiers is
purely an optimization to aid implementations and is not a requirement.
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3.5.2 CBHE SERVICE NUMBERS

3.5.2.1 General

SANA has established the registry
http://sanaregistry.org/r/bp_cbhe_service_numbers/bp_cbhe_service_numbers.html

to manage CBHE Service Number assignments. The registry shall be used by CCSDS to
catalog BP CBHE Service Numbers that denote different bundle services.

NQTE — The purpose of this registry is to ensure uniqueness of the CBHE Service
Numbers used in space missions.
3.%.2.2 Value Range for BP CBHE Service Numbers assigned via the SANA Regjstry

The value range for BP CBHE Service Numbers shall be as assigrned by IANA.

3.5.2.3 CCSDS BP CBHE Service Numbers Registration Policy

THhe registration policy for the registry shall be: no€ngineering review required; requegt must
come from an identified CCSDS representative of a member, observer, or affiliate
organization.
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4 SERVICE DESCRIPTION
41 SERVICES AT THE USER INTERFACE

4.1.1 The services provided by the Bundle Protocol shall be made available to bundle
protocol users and include the following:
a) initiate a registration (registering a node in an endpoint);

h ¢
Ul C

anraouctratinn-
o U |\JS|~JLI UuLrvTt,

c) switch a registration between Active and Passive states;
d) transmit a bundle to an identified bundle endpoint;

e) cancel a transmission;

f) poll aregistration that is in the Passive state;

g) deliver a received bundle.

4.1.2 The BP node shall be implemented such that virtually any number of transactions may
be[conducted concurrently in various stages of transmissien‘or reception at a single BP ngde.

NOQTE — To clarify: the implementation needscto be able to accept a primitive, and
thereupon initiate a new transaction® prior to the completion of preyiously
initiated transactions. The requirement for concurrent transaction support
therefore does not necessarily imply that the implementation needs to be able to
begin initial transmission of ‘data for one transaction while initial transmisgion of
file data for one or mare other transactions is still in progress. (But neither is
support for this functiénal model precluded.)

42 SUMMARY OF PRIMITIVES

4.2.1 The BP servige:shall consume the following request primitives:
— Register.aegquest;
— Deregister.request;

— ChangeRegistrationState.request;

£+ Send.request;

— Cancel.request;
— Poll.request.
4.2.2 The BP service shall deliver the following indication primitives:

— LocalBundlelD.indication;

— BundleDelivery.indication.
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43 SUMMARY OF PARAMETERS

43.1

DESTINATION COMMUNICATIONS ENDPOINT ID

The destination communications endpoint ID parameter shall identify the communications

endpo

int to which the bundle is to be sent.

NOTE - One can think of a DTN communications endpoint as an application, but in
general the definition is meant to be broader. For example, a single BPA (with a

43.2

The
comm

4.3.3

The r

endpojnt to which any bundle status reports pertaining to,the bundle are sent.

4.3.4

The IS
asing

435

435.1
to be followed when trarismitting and delivering the bundle.

4352

single endpoint ID) could service other local nodes such as elements of a sen
network using private protocols.

SOURCE COMMUNICATIONS ENDPOINT ID

source  communications endpoint ID parameter shall uniquely identify {
Linications endpoint from which the bundle was sent.

REPORT-TO COMMUNICATIONS ENDPOINT 1D

pport-to communications endpoint ID parameter shall identify the communicatig

ISSINGLETONEID

eton, i.e., if there is at most one BP.node that is a member of the endpoint identified.

CLASS-OF-SERVICE.PARAMETER

The class-of-service parameter shall indicate which class of standard procedures

The valuexof'the class-of-service parameter shall be one of the following:
bulk;

normal;

SingletonEID parameter shall be “True” if the referenced Endpoint IDentifier (EID) i

bor

ns

S

4.3.6

expedited.

DELIVERY OPTIONS PARAMETER

4.3.6.1 The delivery options parameter shall indicate what optional procedures are
additionally to be followed when transmitting and delivering the bundle.
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4.3.6.2 The value of the delivery options parameter shall be a combination of zero or more

of

the following:
a) bundle is a fragment;
b) application data unit is an administrative record;
c) bundle must not be fragmented,;

d) custody transfer is requested;

Th
bu

THh
stg

4.3

e) destination endpoint is a singleton;

f) acknowledgement by application is requested;
g) class of service;

h) request reporting of bundle reception;

i) request reporting of custody acceptance;

J) request reporting of bundle forwarding;

k) request reporting of bundle delivery;

1) request reporting of bundle deletion;

m) extended class of service.

3.7 LIFETIME PARAMETER

e lifetime parameter shall indicate the length of time, following initial creation tin
ndle, after which bundle proetocol agents may discard the bundle.

3.8 APPLICATION DATA UNIT PARAMETER

e application, data unit parameter shall indicate the location (in memory or non-\
rage, a local-implementation matter) of the application data conveyed by the bundle.

9 “"LOCAL BUNDLE ID

e of a

olatile

The Local Bundle ID parameter shall identify a particular bundle within the context of a
given bundle protocol agent.
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NOTE - This identification is provided to the user of the bundle service on submitting a
bundle for transmission so that the user may later reference that bundle in other
requests, such as cancellation. The form of this identifier is entirely
implementation-specific and should not be confused with the Source EID and
Creation Timestamp combination (global Bundle I1D) used to uniquely identify

bundles in the network.

4.3.10 DELIVERY FAILURE ACTION

4.3.10[1 The Delivery Failure Action parameter shall identify the response the node“is

to

take op receipt of a bundle that is deliverable subject to the registration when the registratijon

is in the Passive state (see 4.3.11).

4.3.1012 The Delivery Failure Action parameter shall signal one of the-following possi
resporjses:

— | defer delivery of the bundle;

— | abandon delivery of the bundle.
NOTH - RFC 5050 section 3.1 contains more on when-deferred bundles may be delivel
to receiving applications.
4.3.11) REGISTRATION STATE

The Registration State is the state machiné-characterization of a given node’s membership
a given endpoint. A registration state jmust at any time be in one of two states: Active
Passive.

O

the action to _be taken upon receipt of a bundle that is deliverable subject to
registration.when the registration is in the Passive state (refer to 4.3.10). Furt
definitionof Registration can be found in section 3.1 of RFC 5050.

4.3.12l HEAPER INFORMATION

NOTH - A registration always has an associated ‘delivery failure action” which deno’{es

The Header Information parameter shall uniquely identify the delivered bundle and indicate

delivered bundle’s remaining time to live and the time of delivery to the application agent.

e

n
or

he
er

he
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44 BP SERVICE PRIMITIVES

4.4.1 Register.request

44.1.1 Function

The Register.request primitive shall be used to notify the BP agent of the node’s
membership in a communications endpoint.

4.4

Re

4.

[N

Re

4./

4.4

registration in the indicated endpoint.

N(
4.4
thi
4.4

NG

|.1.2  Semantics
gister.request shall provide parameters as follows:
Register.request (delivery failure action,

destination communications endpoint 1D)
|.1.3  When Generated

gister.request may be generated by any BP application at any time.

|.1.4 Effect on Receipt

].1.4.1 Receipt of Register.request-shall cause the BP agent to declare the

DTE — The registration is initially in Passive state.
|.1.4.2 The indicated faiure action shall be taken upon arrival of any bundle destir
s endpoint, as long as the registration remains in Passive state.
|.1.5 Discussion—Additional Comments

ne.

hode’s

ed for

CCSDS 734.2-B-1 Page 4-5 September 2015

©1S0 2016 -

All rights reserved


https://standardsiso.com/api/?name=08caf16bc9b9d61aaf67347cb7e33742

ISO 21323:2016(E)
CCSDS RECOMMENDED STANDARD FOR CCSDS BUNDLE PROTOCOL SPECIFICATION

4.4.2

Deregister.request

4.4.2.1 Function

The Deregister.request primitive shall be used to notify the BP agent of the end of the
node’s membership in the indicated endpoint.

4.4.2.2 Semantics

Dereg

De

ister.request shall provide parameters as follows:

register.request (destination communications endpoint ID)

4.4.2.3 When Generated

Dereglister.request may be generated by any BP application at any time when the nodq is
registered in the indicated endpoint.

4.4.2.4 Effect on Receipt

Receipt of Deregister.request shall cause the node’s registration in the indicated endpojint
to be rescinded.

4.4.2.% Discussion—Additional Comments

Multiple nodes can be members of the same endpoint. One node deregistering from the
endpojnt does not affect other nedes’ delivery or delivery failure behavior.
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4.4.3 ChangeRegistrationState.request
4.4.3.1 Function

The ChangeRegistrationState. request primitive shall be used to notify the BP agent of a
desired change in the registration state.

4.4.3.2 Semantics

ChangeRegistrationState. request shall provide parameters as follows:

ChangeRegistrationState.request (destination communications/endpoint
registrationState)

D,

4.

[

|.3.3  When Generated
ChiangeRegistrationState.request may be generated byany BP application at any time
when the node is registered in the indicated endpoint.
4.4.3.4 Effect on Receipt

4.4.3.4.1 Receipt of ChangeRegistrationState.request shall cause the BP agent to
chinge the state of the registration to the requested state.

=0

4.4.3.4.2 If the new state is Active; receipt of this request shall additionally cause the
bundle protocol agent to deliver(to the application all bundles, destined for the indicated
enfpoint, for which delivery was deferred.

>

4.4.35 Discussion—Additional Comments

Naone.
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4.4.4 Send.request
4.4.4.1 Function

The Send.request primitive shall be used by the application to request transmission of an
application data unit from the source communications endpoint to a destination
communications endpoint.

4442 Semantics
Send.request shall provide parameters as follows:

Send. request (source communications endpoint ID,
destination communications endpoint ID,
report-to communications endpoint ID,
class-of-service,

IsSingletonEID,

delivery options,

lifetime,

application data unit)

4.4.4.3 When Generated

Send.[request may be generated by the source BP application at any time.

4.4.4.4 Effect on Receipt
Receipt of Send.request shall cause the BP agent to initiate bundle transmissjon
procedures.

4.4.4% Discussion—-Additional Comments

None.
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445 Cancel.request

4.45.1 Function

The cancel .request primitive shall be used by the application to request termination of
transmission of an application data unit for which the application previously requested
transmission.

o

4.

[

415.2 Semantics

cel .request shall provide parameters as follows:

Cancel .request (Local Bundle ID)

|.5.3 When Generated

Cancel .request may be generated by the application.‘at any time after requesting

tra

4./
Rg
dis
4./

If
tak
of

nsmission of a bundle.

|.5.4 Effect on Receipt

ceipt of Cancel.request shall cause the BP agent to stop attempting to transmit pnd to

card the target bundle, if possible.

|.5.5 Discussion—Additional Gomments

the bundle has already been:transmitted, there is no obligation on the sending BP agent to
e any further action. It’isan implementation matter whether a bundle that is in the process

being transmitted when'a Cancel . request is received is terminated.
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4.4.6 Poll.request
4.4.6.1 Function

The Poll.request primitive shall be used by the application to request immediate delivery
of the least-recently received bundle that is currently deliverable subject to the node’s
registration in the indicated endpoint.

4.4.6.2 Semantics
Poll.Jrequest shall provide parameters as follows:

Poll 1 .request (destination communications endpoint 1D)

4.4.6.3 When Generated
Poll_Jrequest may be generated by any BP application at _aay time when the node| is
registgred in the indicated endpoint and that registration is in Passive state.
4.4.6.4 Effect on Receipt

Receipt of Poll.request shall cause the BP agent to deliver to the BP application the legst-
recent]y received bundle, destined for the destination communications endpoint 1D, for
which|delivery was deferred.

NOTH - Prioritization applies only to forwarding of a bundle. Deferred bundles are
delivered in the order in which they were received.
4.4.6.% Discussion—Additional Comments

None.
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447 LocalBundlelD.indication

4.4.7.1 Function

The LocalBundlelD.indication primitive shall be used to provide the application a
reference to a particular bundle of which the application requested transmission.

4.47.2 Semantics

Lo

Lo
Se

calBundlelD. indication shall provide parameters as follows:

LocalBundlelD.indication (Local Bundle ID)

4.7.3 When Generated

calBundlelD.indication shall be generated by a BP ageft once it has consu
nd. request from the application.

4.7.4 Effect on Receipt

med a

THhe effect on receipt of LocalBundlelD. indication by a BP application is undefined|
4.4.75 Discussion—Additional Comments

On receiving this notice the sending application can, for example, release resources of its
own that are allocated to the bundles being transmitted, or remember the Local Bundlg ID so
that transmission can be caneeled in the future if necessary.
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4.4.8 BundleDelivery.indication
4.4.8.1 Function
The BundleDelivery.indication primitive shall be used to indicate to the bundle service

user that a bundle has been delivered to the application.

4.4.8.2 Semantics

BundleDelivery. indication shall provide parameters as follows:

BundleDelivery.indication (header information,
application data unit)
4.4.8.3 When Generated

BundlgDelivery. indication shall be generated by a BP agentwpon delivery of a bundle,
either jon reception of bundles destined for active registrations)or’in response to poll requegts
referencing passive registrations.

4.4.8.4 Effect on Receipt

The efffect on receipt is defined by the application.

4.48.% Discussion—Additional Camments

None.
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5 SERVICES BP REQUIRES OF THE SYSTEM
5.1 RELIABLE STORAGE REQUIREMENTS

BP nodes shall have access to a reliable storage service.
NOTES

1 This storage mechanism may be in dynamic memory or via a persistent mechanism such
as a solid-state recorder and may be organized by various means to include file systems.

2 The implementation of this storage can be shared among multiple eléments |of the
communication stack so that reliability mechanisms at multiple layers do not Have to
maintain multiple copies of the data being transmitted.

3 Volume of storage required and duration of storage are mission and implementation-
dependent.
52 UNDERLYING COMMUNICATION SERVICEREQUIREMENTS

5.2.1 The following information shall be available t0 BP, either from the local opgrating
enyironment or from the underlying communication-service provider:

>

— forward advancing time that can be.fépresented as ‘DTN time’ as defined by RFC
5050 (reference [1]);

— at least one long-lived singleterEID of which the node is a member;

— aunique creation time for BP traffic.

NOTE - The means by‘which this information is accessed by BP is implementation-
dependent.

5.2.2 Each convergence layer adapter is expected to provide the following services|to the
BR agent:

a) sending a bundle to all bundle nodes in the minimum reception group of the endpoint
tdentified by a specified endpoint ID that are reachable via some convergencg layer
protocol; and

b) acquiring a bundle that was sent by a remote bundle node via some convergence layer
protocol.

NOTE - The convergence layer adaptor service interface specified here is neither
exhaustive nor exclusive. That is, supplementary DTN protocol
specifications (including, but not restricted to, the Bundle Security Protocol
[BSP]) may expect convergence layer adapters that serve BP implementations
conforming to those protocols to provide additional services.
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5.2.3 The service provided by the protocols beneath BP (not necessarily by the
convergence layer protocol itself) shall deliver only complete layer-(N—1) service data units
(bundles) to the receiving BP Node.

5.2.4 The service provided by the underlying protocols (not necessarily by the convergence
layer protocol itself) shall provide integrity checking of the layer-(N—1) service data units
(bundles) and shall discard layer-(N—1) service data units that are determined to be
corrupted.

5.2.5 | The convergence layer adaptor service may provide a cap on the rate at whiel) a
sendirjg BP engine can inject data into the layer-(N—1) service.

NOTH - |If such a capability is needed and is not provided by the layer-(N--1)-service| it
may be possible to provide it as part of the BP interface to.the layer-(N—1)
service.

5.2.6 | Delivery of duplicate BP PDUs to a BPA by the underlying layer shall be acceptable.

D
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6 CONFORMANCE REQUIREMENTS
6.1 GENERAL REQUIREMENTS
6.1.1 PROTOCOL IMPLEMENTATION

A conforming implementation of this protocol shall:

— conform to the BP specification (RFC 5050, reference [1]);

— conform to the ECOS specification of annex C;
— conform to the CBHE specification (RFC 6260, reference [4]);
— implement the modifications in section 3 of this document;

— implement the services described in section 4 of this document.

6.1.2 PICS PROFORMA

An implementer shall prepare a Protocol Implementation Conformance Statement (PICS)
baped on the defined proforma in annex A of this doctmment.

6.2 BUNDLE PROTOCOL REQUIREMENTS
6.2.1 MAJOR CAPABILITIES
6.2.1.1 All Bundle Protocol Implementations

All BP implementations for CESDS shall implement and/or conform to the following:
a) bundle structure-as-described in RFC 5050 sections 3.1, 4.0, 4.2, 4.4,5.8, and 8
b) block structure-as described in RFC 5050 sections 4.1, 4.5,4.5.1,4.5.2,45.3,4.6|4.7;

¢) administrative record generation and structure as described in RFC 5050 secti¢n 5.1,
6.0,6.1, and 6.2;

d), administrative record processing as described in RFC 5050 sections 6.1.1, 6.1{2, and
6.3;

e) CBHE in accordance with RFC 6260 and section 3 of this document:

1) BP nodes shall use CBHE endpoint identifiers obtained from SANA;

2) BP nodes shall use CBHE service numbers obtained from SANA or, in the case of
mission-private services, may use service numbers from the range reserved for
private/experimental use;

f) ECOS in accordance with annex C and section 3 of this document.
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6.2.1.2 Bundle Protocol Senders

6.2.1.2.1 A conforming BP implementation shall support the following in accordance with
the base standard:

a) bundle transmission as described in RFC 5050 sections 3.3, 4.3, 5.15, and 5.2;

b) bundle forwarding as defined in RFC 5050 sections 4.2, 5.1, 5.3, 5.4, 5.4.1,5.4.2, and
5.5).

in

6.2.1.2.2 In addition, a BP sender shall also support the following capabilities
accordance with the base standard:

a) | intermittent connectivity conditions specified in RFC 5050 section 1;
b)| late binding as described in RFC 5050 section 1;
c)| bundle delivery failure as defined in RFC 5050 section 3.1;

d)| bundle priority as defined in RFC 5050 section 4.2 and{the ECOS specification|of
annex C;

e) | bundle deletion procedures as defined in RFC 5050 sections 3.1, 4.2, 5.13, and 5.14;
f) | dictionary byte array and revision per RFC 5050 sections 4.4 and 4.7.

6.2.1.3 Bundle Protocol Receivers

A confforming BP implementation shall‘support the following in accordance with the base
standard:

a)| bundle acceptance in ageordance with RFC 5050 sections 4.2, 4.5.1, 4.5.2, 5.6, 5.7,
5.9,5.10,and 5.13;

b

N—r

processing of custody signals as described in RFC 5050 sections 3.1, 4.2, 5.4, 5.4.1,
5.4.2,5.10.1,5:10.2,5.11,5.12, 6.1, 6.1.2, and 6.3;

¢) | node registration as defined in RFC 5050 sections 3.3 and 5.16.
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ANNEX A

PROTOCOL IMPLEMENTATION CONFORMANCE
STATEMENT PROFORMA

(NORMATIVE)

Al OVERVIEW

THis annex provides the Protocol Implementation Conformance Statement (PICS)
Rdquirements List (RL) for CCSDS-compliant implementations of BP. _The PICS ffor an
implementation is generated by completing the RL in accordance with-'the instryctions
below. An implementation shall satisfy the mandatory conformance requirements of the base
stgndards referenced in the RL.

An implementation’s completed RL is called the PICS. The PICS states which capabilities
anf options of the protocol have been implemented. The fallowing can use the PICS:

>

a) the protocol implementer, as a checklist to reduce the risk of failure to conform|to the
standard through oversight;

b) the supplier and acquirer or potential acquirer of the implementation, as a detailed
indication of the capabilities of the:implementation, stated relative to the common
basis for understanding provided by the standard PICS proforma;

c) the user or potential user of the implementation, as a basis for initially checking the
possibility of interworking with another implementation (it should be noteg that,
while interworking can never be guaranteed, failure to interwork can offen be
predicted from incompatible PI1CSes);

d) a protocol tester, as the basis for selecting appropriate tests against which to [assess
the claim for-Cenformance of the implementation.

A2 INSTRUCTIONS FOR COMPLETING THE RL

An implémenter shows the extent of compliance to the protocol by completing the RL; that
is,| éampliance to all mandatory requirements and the options that are not supported are
shown. The resulting completed RL is called a PICS. In the Support column, each response
shall be selected either from the indicated set of responses, or it shall comprise one or more
parameter values as requested. If a conditional requirement is inapplicable, N/A should be
used. If a mandatory requirement is not satisfied, exception information must be supplied by
entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the
noncompliance.
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A3 NOTATION

A3.1 The symbols in table A-1 are used in the RL to indicate the status of features.

Table A-1: PICS Notation

Symbol \ Meaning

)\ Mandamry

D Optional

0.xn> Optional, but support of at least one of the group of options labeled by the
same numeral <n> is required

A3.2 | The symbols in table A-2 shall be used in the “‘Support’ column ef.the PICS.

Table A-2: Symbols for PICS ‘Support’Column

Syrnbol Meaning
Y Yes, the feature is supported by the implementation.
N No, the feature is not supported by the\implementation.
N/A The item is not applicable.

A4 REFERENCED BASE STANDARDS

A4.1 | The base standards referenced in the RL shall be:
a)| CCSDS BP (this document);
b)[ RFC 5050 (refergnce [1]);
c)| RFC 6260 (reference [4]).

A4.2 | In thefables below, the notation in the Reference column combines one of the shart-
form document identifiers above (e.g., RFC 5050) with applicable subsection numbers in the
referenced document. RFC numbers are used to facilitate reference to subsections within the

HE H P
Internét-spectfications:
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A5 GENERAL INFORMATION

A5.1 IDENTIFICATION OF PICS

Ref Question Response
1 Date of Statement (DD/MM/YYYY)

PICS serial number

3 System conformance statement cross-

£
ITCTICTTTIUT

NO
P
A%.2 IDENTIFICATION OF IMPLEMENTATION UNDER TEST (I}{P

Question Response
1 Implementation name (.A
Implementation version X\J
Name of hardware (machine) used in << o)
test Re)
4 Version of hardware (machine) used in \({ -
test “&
5 Name of operating system used during QO -
test RO
6 Version of operating system used . ®®
during test N
7 Additional configuration information \O
pertinent to the test N~
8 Other information ('}\V

A5.3 IDENTIFICATIQ)
. .

Question Response

Supplier -

Point.ofcontact for queries

Ir@?nentation name(s) and version(s)

Qﬁer information necessary for full

é identification (e.g., name(s) and
version(s) for machines and/or

operating systems

AWM
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A54 PROTOCOL SUMMARY

Ref Question Response
1 Protocol version
2 Addenda implemented
3 Amendments implemented
4 Have any exceptions been required? a) Yes
NOTE - A YES answer means that b) No
theimptementationdoes ot
conform to the protocol. ,\Q)
Non-supported mandatory Q
capabilities are to be q/
identified in the PICS, with ('{/b
an explanation of why the y\(b
implementation is non- q,
conforming. O
5 | | Date of statement (DD/MM/YYYY) N2
O\
A6 BASIC REQUIREMENTS QQ
N
Protocol
Feature Status Suppt
IHN_naming Use of ‘IPN’: EID | RFC 6260 ection 2.1 M
Naming Scheme K\
CHBHENodeNo Use IPN node This &@Jment: 3.2.2 M
numbers assigned | Q)
by SANA (\\
CBHE Service No Use CBHE service “This document; 3.2.3 M
numbers as@d
by IANA/ A
CBHE Encoding of | Encodi Jof BP RFC 6260 section 2.2; this ¢}
EIDs by CLAs en S via document section B2.2
bpECOS xtended Class of | This document: 3.3,C2,C3 O
??'  Service Block as
Q defined in
SN reference [4]
b%ﬁ(ﬁ'e Precision of RFC 5050 section 6.1; this M
onboard time document: 3.4
LTP ‘raw’ CL adaptor This document: B3.1.2.1 0.1
LTP SDA CL adaptor This document: B3.1.2.1 0.1
UDP CL adaptor This document: B4 0.1
bpInitRegistration BP registration This document: 4.1 M
initialization
service
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Protocol
Item Feature Reference Status Support
bpTerm Registration | BP terminate This document: 4.1 M
initialization
service
bpSwitchRegistration | BP switch This document: 4.1 M
registration state
service
1InTmn<mirR||nde BP transmit a This document: 41 M
bundle to an
identified bundle
endpoint service
bpCancelTransmission | BP cancel a This document: 4.1 M
transmission
service
ppPollRegistration Poll a registration | This document: 4.1 M
that is in Passive
state
bppPeliverRecvdBundle | Deliver received This document: 4.1 M
bundle service
bpBundle Bundle structure RFC 5050: sections*3:1, 4.0, M
4.2,4.4,and 5.8.8
bpBlock Primary Bundle RFC 5050:$éctions 4.1, 4.5, M
Block structure 451,452
bpBlockPayload Payload Bundle RFC 5050: sections 3.1, 4.5, M
Block Structure 4.5.3,and 4.7
SDNV Self-Delimiting RFC 5050: section 4.1 M
Numeric Values
SDNVLargeValue SDNV encoded RFC 5050: section 4.1 o]
value largérthan
2%-1
bpPriority Bundle' Priority RFC 5050: section 4.2; this M
document: annex C
bpAccept Bundle RFC 5050: sections 4.2, 4.5.1, M
Acceptance 45.2,5.6,5.7,5.9,5.10, 5.13
bpTransmission Bundle RFC 5050: sections 3.3, 4.3, M
Transmission 5.15,5.2
Service
bpForward Bundle RFC 5050: sections 4.2, 5.1, M
Forwarding 5.3,5.4,5.4.1,5.4.2,5.5
bpDelete Bundle deletion RFC 5050: sections 3.1, 4.2, M
procedures 5.13,and 5.14
DictionaryArray Dictionary byte RFC 5050: sections 4.4 and 4.7 M
array
bpExtnBlk Implementation RFC 5050: section 4.6 M
supports extension
blocks
CCSDS 734.2-B-1 Page A-5 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=08caf16bc9b9d61aaf67347cb7e33742

ISO 21323:2016(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS BUNDLE PROTOCOL SPECIFICATION

Item

Admin Record
Structure

Protocol
Feature

Administrative
Record Definition

Reference

RFC 5050: sections 5.1, 6.0,
6.1, and 6.2

Status

M

Support

Admin Record
Processing

Administrative
Record Processing

RFC 5050: sections 6.1.1, 6.1.2,
and 6.3

M

Admin Record
Generation

Administrative
Record Generation

RFC 5050: sections 5.1 and 6.2

M

o aRo

Cpnnectivity

tntermittent
connectivity
conditions

A4
L\

-

hteBinding

Late Binding

RFC 5050: section 1

bpDeliveryFail

Bundle delivery
failure

RFC 5050: section 1

CugtodySigProc

Custody Signal
Processing

This document: 6.2.1.3b)

Custody
countdown timer

Custody transfer
failure action

EIDRegisterNode

Registration of
node in an
endpoint

RFC 5050: section 3.3

EIDTlerminateNode

Termination of
node in an
endpoint

RFC 5050; section 3.3.

ElIQSwitchNode

Switching node
registration
between Active &
Passive

REC5050: section 3.3

ElDPolINode

Polling node
registration

RFC 5050: sections 3.3 and
5.16

HIDFormat

EIDs'may be
éxpressed in some
internationalized
manner (IRI)

RFC 5050: section 4.4

BIKFwdError

Blk forward w/o
processing flag
may be optionally
cleared by another

RFC 5050: section 4.6

node that receives
the bundle and can
process that block

Dictionary revision

Modification of
the BP dictionary
to support changes
in custodian

RFC 5050 section 4.7; this
document: 6.2.1.2.2
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Fragmentation

Splitting a bundle
into multiple
fragments (each of
which is a bundle
in its own right)

RFC 5050 section 5.8

Reassembly

Reassembly of
bundle fragments

RFC 5050 section 5.9

into the original
bundle (performed
at the destination)

6

MIB_state

Bundle State
Information

This document: table F-1

MIB_errors

Error and
Reporting
Information

This document: table F-2

N

MIB_registration

Registration
Information

This document: table F-3

o

MIB_CL_info

Convergence-
Layer Information

N,
This document: tableQw
N

MIB_Config

General
Configuration
Information

This document(:zjéﬁ'?ex F

O
A0
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ANNEX B
CONVERGENCE LAYER ADAPTERS

(NORMATIVE)

Bl OVERVIEW

THis annex describes various Convergence Layer Adapters (CLAS) to suppert.n
opgrations both in space and on the ground. There are many possible convérgencs
protocols to support the various communications interfaces with which thecBundle Pr
may interact. This annex is in no manner comprehensive or rigorous but-¢ontains G
supported CLAs that have been demonstrated under various environments, have

re

W
lay

Cad
me
B3
B3

B3

uested to be included at the time of this writing, and appear applicable to CCSDS ug

nen a specific CLA appears to contradict the specification for that specific conve

er or the Bundle Protocol specification, the CLA will be<assumed to be invalid.
CONVERGENCE LAYER ADAPTERS

.1 AVAILABLE CL ADAPTERS

mpliant implementations shall implement at least one of the CLAs in this section.

.2 COMPRESSED BUNDLE’HEADER ENCODING
nvergence Layer Adapters shall support the compressed bundle header en
chanisms of RFC 6260.
LTP CONVERGENCE LAYER ADAPTER
1 ENCAPSULATION OF BUNDLES IN LTP BLOCKS

1.4 ¥ General

ission
layer
otocol
CSDS
been
ers.

rgence

coding

w

shall be encapsulated in LTP blocks as described in the following subsections.

B3.1.2 RELIABLE TRANSMISSION VIALTP

hen sending/receiving bundles using LTP (reference [9]) at the convergence layer, bundles

B3.1.2.1 For reliable bundle transmission, bundles shall be encapsulated in LTP blocks
containing only red-part (reliable) data.
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B3.1.2.2 Bundles shall be encapsulated either

a) as a single bundle per LTP block with no leading or trailing bytes: in this case the
Destination LTP Client Service ID shall be the service ID for ‘Bundle Protocol’ as
specified in the SANA LTP Client Service ID Number Registry (reference [5]);

b) according to the Client Operations section (section 7) of the LTP-for-CCSDS Book
(reference [6]): the Destination LTP Client Service ID provided by the LTP CLA to
the LTP service shall be the service ID for ‘Bundle Protocol’ as specified in the
SANALTP Client Service 1D NUMDer Registry (Teference [5])-

NOTE - In this case the LTP SDA service will use Client Service ID 2 (Service Data
Aggregation) as the client service ID for the LTP block; the transmitted L|TP
block will contain the LTP Client Service ID for ‘Bundle Protocol’ as the
first bytes of the payload.

B3.1.3 UNRELIABLE TRANSMISSION VIALTP

For urreliable bundle transmission, bundles shall be encapsulated into LTP blocks containing
only j&?en-part (unreliable) data. In this case one bundle shall be encapsulated in each L|TP

block |with no leading or trailing bytes. The LTP Client'Service ID shall be the service [ID
for ‘Blundle Protocol’ as specified in the SANA LTP-Client Service ID Number Regisfry
(refergnce [5]).

B4 UDP CONVERGENCE LAYER ADAPTER—ENCAPSULATION OF
BUNDLES IN UDP DATAGRAMS

When| sending/receiving bundlestusing UDP at the convergence layer, bundles shall |be
encapsulated in UDP datagrams as follows:

a) | UDP checksums shall be enabled;

b)[ each bundle shall ‘be encapsulated into one UDP datagram with no additional bytes;

NOTE - Ifithe bundle to be encapsulated is larger than the maximum UDP MTU siy
the bundle needs to be fragmented at the bundle layer before transmission.

)
o

c)| allimplementations should use UDP port 4556/UDP;

d) all implementations should ensure that the traffic sent by the UDP convergence layer
adaptor does not adversely affect other traffic on the network;

NOTE - Network characteristics can best be managed on a closed network or a
network with reserved bandwidth; or the utilization of congestion control
procedures as described in RFC 5405 (reference [7]) can be adopted.

e) bundle protocol agents should endeavor to send bundles of such a size as not to
require fragmentation by the IP layer.
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NOTE - In practice this generally means keeping the size of the IP datagram
(including the IP and UDP headers, plus the bundle) to less than 1500 bytes.
When using UDP as the convergence layer protocol, bundles are limited to a
maximum size of 65,535 bytes (including all of the bundle blocks, the 8-byte
UDP header, and the IP header (20 bytes for IPv4, 40 bytes for IPv6).

B5 CCSDS ENCAPSULATION SERVICE CONVERGENCE LAYER ADAPTER—
ENCAPSUL ATION OF BUNDLES VIA THE CCSDS ENCAPSUL ATION
SERVICE

When sending/receiving bundles using the CCSDS Encapsulation Service (reference [8]) at
the convergence layer, bundles shall be encapsulated via the Encapsulation. Service spgcified
in[the SANA Protocol Identifier for Encapsulation Service Registry™(reference [B]) as
follows:

a) each bundle shall be presented as the data unit af“one invocation df one
ENCAPSULATION.request function of the Encapsulation Service with no addjtional
leading or trailing bytes;

b) the Data Unit Loss Flag (if present at the receiver) may be used by the receiving CLA
in an implementation-specific manner.
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ANNEX C
EXTENDED CLASS OF SERVICE EXTENSION SPECIFICATION

(NORMATIVE)

Cl INTRODUCTION

Cl1 OVERVIEW

THis annex describes an extension to the DTN BP (reference [1]) that marks>bundles with
clgss-of-service designators beyond those defined for the BP primary block.” The extended
clgss-of-service designators consist of an ‘ordinal’ number that_provides fine-grained
prioritization of bundles, a ‘critical’ flag, a ‘best-efforts’ flag, and an optional flow labgl.

=

Cl2 BACKGROUND

EXtended Class of Service (ECOS) is an extension to the DTN BP that marks bundlgs with
clgss-of-service designators beyond those defined for, the BP primary block.

The Bundle Protocol specification defines a single designator for a bundle’s class of sefvice:

— Priority, a value in the range 0 _through 2, with higher values indicating greater
urgency: 0 = ‘bulk’, 1 = *normal’; 2 = *expedited’. Priority level 3 is reserved for
future use.

Far some applications, such asispace flight operations, additional variation in class of gervice
may be required:

— Many more levels of priority may be needed, enabling more fine-grained contrgl over
the precedence® of user-selected application data types in the progress of bundles
through the network.

— A way-of indicating ‘emergency’ traffic may be needed. Emergency traffic|is not
merely high-priority: it is so important that the user is willing to incur the ng¢twork
overhead of transmitting the bundle along every potential route to its destipation,
rather than only on the route that would normally be selected as the ‘best’ route
according to the applicable routing value function. This expedient ensures that the
bundle arrives at its destination in the least possible time, regardless of how
accurately the routing system reckons end-to-end latency on any given route: the
bundle arrives by whatever turns out to be the fastest route, as well as by all others.

— There may be a need to request that all nodes forwarding the bundle use convergence
layer protocols that perform retransmission upon detected loss of data.
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There may alternatively be a need to request that all nodes forwarding the bundle use
convergence layer protocols that do not perform retransmission upon detected loss of
data. This designation may be important for bundles carrying application data for
which timeliness of delivery is more important than certainty: retransmitted ‘old data’
may be a waste of bandwidth that could instead be used to convey new data of greater
value, or the out-of-order arrival of retransmitted data may degrade the usefulness of
streaming data such as audio or video.

There may be a need for an opaque ‘flow label’ that can be used by the application to

The B
servic
servic
and re

C2 |

The E
constr

a)
b)

N(

pass a variety of transmission control parameters to the convergence layer protocol,

COS extension to Bundle Protocol is designed to provide these additional class-pf-
b designators. This specification defines the BP extension block in which-the ECQOS
e class designators are conveyed, and the procedures to be performed.on origination
ception of a bundle containing an ECOS block.

FCOS BLOCK FORMAT

FCOS extension block shall conform to sections 4%.2" and 4.6 of reference [{L],
hined as follows:

Block type code shall be as assigned by IANA«

The following block processing control flag'shall be set to “1’:
Bit 0: block shall be repticated in every fragment.

DTE — The setting of other hlock processing control flags, where not mandated [by
the Bundle Protocal specification, is an implementation matter.

The block shall contain'ne EID references.

Block data length-shall be 2 + N, where N is zero if the ECOS block contains no flpw
label (as described below) and is otherwise the length of the SDNV in which that
flow label is‘represented.

The black'data of the ECOS block shall comprise at least two and possibly three field.
The'first field of the block data shall be an 8-bit “flags” byte. The bits of the flags

byte shall signify the following conditions:

1) The 0x01 bit, if “True’, shall indicate that the bundle is ‘critical’: the bundle
protocol agent is requested to forward one copy of the bundle along every path
that might get it to its destination.

2) The 0x02 bit, if “True’, shall indicate that the bundle is ‘streaming’: the bundle
protocol agent is requested to forward the bundle on a “best-efforts’ basis, without
retransmission.
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3) The 0x04 bit, if “True’, shall indicate that the ‘ordinal’ byte of this ECOS block
(the byte immediately following the flags byte) is followed by a numeric ‘flow
label” in SDNV representation.

4) The 0x08 bit, if ‘True’, shall indicate that the bundle requires reliable
transmission: the bundle protocol agent is requested to forward the bundle using a
convergence layer protocol that automatically detects data loss and retransmits
lost data.

5] Attother bits of the ffags byte are reserved for fOture Use.

g) The flags byte shall be followed by an 8-bit ‘ordinal’ byte, containing-an unsigned
‘ordinal’ number in the range 0-255. For a bundle whose standard class-of service is 2
(“‘expedited’), the ordinal number shall indicate the relative priority-of this bundle
among all other expedited bundles: ordinal value 100 indicatescgreater urgency than
ordinal value 99, and so on. Ordinal value 255 is reserved for(Custody signals.

NOTE - For a bundle whose standard class of service is net-2, the ordinal value has no
significance.

h) If the 0x04 bit of the ECOS block’s flags byte is: False’ then the ordinal byte shall be
the last field of the block data. Otherwise, the-third and final field of the blogk data
shall be a numeric “‘flow label” value in SDNV/ representation.

NOTE - The significance of the flow label is an implementation matter. Notipnally,
the flow label is intended to-be used to convey quality-of-service information
to the convergence layer adapter.

C3 ECOSBLOCK PROCEDURES

C3.1 STRUCTURAL CONSTRAINTS

C3.1.1 Whenever.abundle contains an ECOS block, the ECOS block shall precede the
payload block.

C3.1.2 No.bundle shall ever contain more than one ECOS block.

C3.1.3 "71f the ECOS block contains a flow label, then the 0x04 bit of the block’s flags byte
shall-be set to ‘1’ (“True’), and the flow label shall be a numeric value represented as a valid
SDNV. Otherwise the Ux04 bit of the block’s Tlags byte shall be setto "0 ("False”).

C3.1.4 The ordinal byte of the ECOS block shall contain an unsigned integer in the range
0-255. If the bundle of which the ECOS block is a part is a custody signal, then the value of the
ordinal byte shall be 255; otherwise, the value of the ordinal byte shall be in the range 0-254.
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C3.2

BUNDLE ORIGINATION

Inclusion of an ECOS extension block in a newly originated bundle is optional; the decision
on whether or not to insert an ECOS block into a new bundle is an implementation matter. In
the event that a new ECOS block is inserted into a forwarded bundle, the values of the block
data fields of that ECOS block are likewise an implementation matter, provided that they
conform to this specification.

NOTE_—

Some or all of those values might be communicated to the bundle protocol agent

C3.3

C3.3.]
but co
block
block
block
specif

C3.3.7
origin
constr,

a)

by the application on whose behalf the bundle is being originated. In this ca
the manner in which the application communicates those values is likewise
implementation matter.

BUNDLE FORWARDING

Inclusion of an ECOS extension block in a received bundle that is to be forwarg
htains no ECOS block is optional; the decision on whether or rot to insert a new EC
into a forwarded bundle is an implementation matter. In'the event that a new EC
is inserted into a forwarded bundle, the values of the Block data fields of that EC(

are likewise an implementation matter, provided that they conform to t
cation.

hted or locally inserted upon reception from another bundle protocol agent, shall
hined as follows:

If the 0x01 bit of the ECOS block’s flags byte is set to “1” (“critical’):

1) Exactly one copy of thé&bundle shall be forwarded to every neighboring node t
has some plausible prospect of being able to forward the bundle toward its fi
destination without'returning it to the local node, as determined by the bun
protocol agent’s-route computation mechanism.

NOTE - A _conformant bundle protocol agent can at any time arbitrarily dec
that there is only one neighboring node that has some plausible prosp

without returning it to the local node, in effect disabling this feature

5€,
an

ed
DS
DS
DS
Nis

The forwarding of a bundle that contains a valid ECOS block, whether locally

be

hat
nal
ile

de
pct

of being able to forward a given bundle toward its final destination

of

ECOS. Such an implementation decision should not be taken lightly,
I it : isk—th . I IIﬂbe

avoided unless necessary to preserve the continued operation of the

bundle protocol agent.

2) The bundle shall be queued for transmission as if its class of service were 2

(“‘expedited’) and its ordinal value were 254, regardless of the actual values of
these fields.
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3) The bundle shall not be reforwarded in response to custody refusal, the expiration
of a custody transfer timer, the presence of a routing loop in the network, or any
other condition. The manner in which this constraint is enforced is an
implementation matter.

NOTES
1 Such reforwarding could result in unbounded bundle transmission explosions.
2 One possible implementation approach is to manage a list of the 4D)s and

expiration times of all critical bundles received, removing bundles frgm the
list only as the associated expiration times are reached; since “critical’ bundles
should be issued rarely; managing such a list should not”'be a pevere
processing burden.

b) If the 0x02 bit of the ECOS block’s flags byte is set to ‘1. (*streaming’), then the
bundle protocol agent shall forward the bundle by invoking an adapter|for a
convergence layer protocol that does not perform retransmission of data lost in
transit, provided the bundle protocol agent has access to such a convergence layer
adapter; otherwise, this flag shall be ignored.

NOTE - Inability to accommodate this request for streaming transmission may| cause
application data units to arrive out of transmission order at the destination
(possibly degrading application performance) and/or cause transmission
bandwidth to be wasted on unnecessary retransmission, reducing the effective
throughput of the network.

c) If the 0x08 bit of the ECOShilock’s flags byte is set to “1” (‘reliable’), then the bundle
protocol agent shall forward the bundle by invoking an adapter for a convefgence
layer protocol that dees:perform retransmission of data lost in transit, provided the
bundle protocol agent’has access to such a convergence layer adapter; otherwige, this
flag shall be ignored.

d) If the Ox02-bit"and 0x08 bit of the ECOS block’s flags byte are both set to “1f, then
the bundle’ protocol agent shall forward the bundle by invoking an adapter for a
convergence layer protocol that functions as a ‘bundle streaming service’, provided
the“hundle protocol agent has access to such a convergence layer adapter: whenever
foss is detected in ‘best-efforts’ transmission, the lost data are retransmitted for
eventual out-of-order delivery in background. If the bundle protocol agent has no
aCCESS t0 SUCT & CONVETYENCE fayer adapter ther the tundte protocot—adapter shall
forward the bundle using a ‘best-efforts’ convergence layer protocol if one is
available, otherwise using a ‘reliable’ convergence layer protocol.

e) If the bundle’s class of service is 2 (expedited), then:

1) The effective ordinal byte value of a given bundle is zero if the bundle has no
ECOS block; otherwise it is the ordinal byte value in the bundle’s ECOS block.
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2) The bundle protocol agent shall forward this bundle only after forwarding all other
bundles that are to be forwarded to the same node and have class of service 2 and
have effective ordinal byte value that is higher than or equal to the ECOS block’s

ordinal byte value.

3) The bundle protocol agent shall forward this bundle before forwarding any other
bundle that is to be forwarded to the same node and either (a) has class of service 2
and effective ordinal byte value lower than the ECOS block’s ordinal byte value

or (b) has class of service less than 2.

C4 |
When
ECOS
C5 1

The o
increa
availa

The ECOS block of a received bundle that is to be forwarded to another node.sh
not be deleted from the bundle.

BUNDLE DELIVERY

a bundle that contains an ECOS block is delivered to its final destination, the values
block fields shall have no impact on bundle delivery procedures.

DISCUSSION—SECURITY CONSIDERATIONS

5e the impact of a denial of service attack. Aswith all such attacks, probably the b
ble defense is to require valid Bundle Authentication Blocks on all received bundles.

all

of

rigination of bundles whose ECOS blocks have.the “critical’ flag set to “True’ codlld

oSt

C6 |ANA CONSIDERATIONS

This dpecification requests that IANA allocate a codepoint from the Bundle Block Types

registiy defined in RFC 6255 (reference [10]) for the ‘Extended Class of Service Blog¢k’

defined in this annex.
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ANNEX D
AGGREGATE CUSTODY SIGNAL SPECIFICATION

(NORMATIVE)

D1 OVERVIEW

D11 GENERAL

TRis annex defines a new administrative bundle type and a complementary bundle blogk that
cafries extra information and enhances custody transfer of BP as defined in RFC|5050.
Enhanced custody transfer is particularly important with asymmetric_routing and datg rates
befween forward (uplink) and return (downlink) paths in many-environments including
human and robotic spaceflight.

D12 INTRODUCTION

Inforder to guarantee delivery of data, BP provides for the capability to positively ideptify a
bundle and acknowledge the receipt of that buadle. This capability is provided fof each
bundle discretely. For links with asymmetric data rates, the acknowledgement on a bundle-
bytbundle basis with link asymmetries of two-or three orders of magnitude may be onerous.
By the aggregation of custody signals, link efficiencies of more than one order of magnitude
caf be realized.

An Aggregate Custody Signal (ACS) is similar to a normal custody signal in that it gignals
acgeptance or rejection of custody and a reason for this acceptance or rejection. Ap ACS
extends the BP custody mechanism by identifying one or more bundles in a compressed
format.

The identification #s)in the form of blocks or fills, like TCP selective acknowledgments. The
ACS block is.@eontiguous sequence of custody IDs that identify specific bundles. [These
cuptody IDs.are provided in each bundle’s Custody Transfer Enhancement Block (QTEB).
An aggregate custody signal is the payload of a bundle with the *Administrative Recorg’ flag
sef. As\@payload, it is contained inside a payload block. The aggregate custody signal is a
nepW-Administrative Record, number 4.

D2 DEFINITION OF TERMS

A pending ACS is a logical entity that shall contain the following:
a) custodian EID;

b) reason code;
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)
d)

e)

‘successful’ flag;
ACS generation countdown timer;

bundle IDs.

An Aggregate Custody Signal is an administrative record that shall have:

a)

an administrative record type 4 for ‘Aggregate Custody Signal’;

b)

D3 /4
D3.1

An A(
custod

Administrative Record Flag “record Is Tor a fragment” cleared.

ACS COMPONENT FORMATS
OVERVIEW

LS function is similar to a normal custody signal in signaling aceeptance or rejection
y and a reason for this acceptance or rejection. An ACS proevides additional benef

of
its

by prgviding custody signals for one or more bundles in a compréssed format.
The identification is in the form of blocks or fills, like TCP.selective acknowledgments. | A
block Jis a contiguous sequence of custody IDs that identify bundles. The custody IDs come
from Qustody Transfer Enhancement Blocks.
All blpck formats and behavior are consistent with’RFC 5050.
D3.2 | AGGREGATE CUSTODY SIGNAL
D3.2.1 An aggregate custody «signal shall be the payload of a bundle with the
‘Administrative Record’ flag set:
NOTH - As a payload, it is contained inside a payload block.
D3.2.2 The aggregate-custody signal shall be the Administrative Record, number 4.
0x04 Status
Left edge of first fill* Length of first fill*
Difference between right edge of first fill Length of second fill*
and left edge of second fill*
Difference between right edge first N-1 Length of fill N*
and left edge of fill N*
* Field is an SDNV
Figure D-1: ACS Payload Block Definition
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D3.2.3 The first field shall identify administrative record type 4.

D3.2.4 The second field shall be a “Status’ byte encoded in the same way as the status byte
for administrative records in RFC 5050, using the same reason codes.

D3.2.5 The third field shall be the custody ID of the left edge of the first fill, encoded as an
SDNV.

D3.2.6 _ The fourth field shall be the length of the first fill, encoded as an SDNV, indicating
th¢ number of contiguous custody IDs described by this fill.

NOTE - All fields beyond this are optional: if there is only one fill in this ACS, then the
payload block ends. After this, fills continue with a difference field and a|length
field.

D3.2.7 The next field shall be the difference between the right edge’of the first blogk and
the left edge of the second block. It is encoded as an SDNV.

D3.2.8 The next field shall be the length of the second black; encoded as an SDNV.

D3.3 CUSTODY TRANSFER ENHANCEMENI BLOCK

D3.3.1 A CTEB is required for each bundle:that is to be supported by ACS and|is the
regponsibility of the accepting bundle protocefagent that supports ACS processing.

D3.3.2 For bundle protocol agents-in the network which are not ACS aware, the|block
flags must be set to ensure that the-block is passed through the network unimpeded.

O0x0a Block Flags* Block Length*
CustodyID* CTEB Creator Custodian EID'
* Field-is’an SDNV " Field is variable length

Figure D-2: CTEB Block Definition

D3.3.3 < There shall be only one CTEB per bundle.

D3.84" The first field shall identify block type 0x0a.

D3.3.5 The second field shall be block flags encoded as an SDNV.
D3.3.6 The third field shall be the block length encoded as an SDNV.

D3.3.7 The fourth field shall be a non-negative integer, an identifier encoded as an SDNV,
which uniquely identifies a bundle for this custodian at this instant in time.

D3.3.8 The fifth field shall be the custodian ID of the creator of the CTEB.

CCSDS 734.2-B-1 Page D-3 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=08caf16bc9b9d61aaf67347cb7e33742

ISO 21323:2016(E)
CCSDS RECOMMENDED STANDARD FOR CCSDS BUNDLE PROTOCOL SPECIFICATION

D4 ACSBEHAVIOR

D4.1

Custody signals are a verbose form of bundle acknowledgement.

DISCUSSION

Whereas a minimum

custody signal is composed of 43 bytes, of which 20 bytes are the primary bundle block, 22
bytes are custody signal for a single bundle, and a single byte can represent a scheme specific
node, as defined by RFC 5050.

Theu
from &
signal
appro

Additional bundles aggregated will increase the compression by only adding the aggregat

bundlg

Fragm
fragm
ACS

‘Succt

e of ACS allows for a high degree of compression because of two factors: Custody.
CTEB, and the exclusion of the overhead of a primary bundle block for eachcustg
Time is omitted since it is not used for processing but is logged andl-can

1 byte for the Administrative Record Type and Flags per RFC 5050,

1 byte for status per RFC 5050;

10 bytes for the left edge of the first fill assuming that 2°%<1 is the largest Custody ID
1 byte for the length of the first fill of a single aggregated bundle.

b custody signal without the overhead of the grimary bundle block.

entation of a bundle creates additionah bundles of a smaller size with proportion
ent offsets and fragment lengths as-identified in RFC 5050. Therefore a fragment
s consistent with a fragmented:bundle where the payload is the ACS ‘Failed’
peded” list fragment.

1D

dy
be

imated by the ACS bundle creation time. Therefore an ACS bundle single
acknoyvledgement is at most 13 bytes:

ed

hte
ed
or

D4.2 | ACS IMPLEMENTATION
D4.2.1 Discussion
There[are four passibilities when a bundle protocol agent accepts a bundle with a CTEB.

a) | For an-intermediate node which is not ACS capable and accepts custody, the bunglle
protocol agent ignores the CTEB and updates the custodian field in the primary
bundle block  Since the CTER custodian is nat updated, the CTER is invalid, and the
next ACS-capable bundle protocol agent will delete the CTEB.

b) For an intermediate node which is not ACS capable and does not accept custody, the
bundle protocol agent forwards the bundle without change. The CTEB is not
recognized.

c) For an intermediate node which is ACS capable and does not accept custody,
possibility b) is the mode of operation. A node may not accept a bundle for any of a
number of reasons as defined in RFC 5050.
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d) For an intermediate node which is ACS capable and accepts custody, the bundle
protocol agent compares the CTEB custodian with the primary bundle block
custodian. If they are different, the CTEB is invalid and deleted. For identical
custodians, the primary bundle block and CTEB are updated with the new custodian
by the bundle protocol agent, and custody aggregation is utilized to improve link
efficiency.

Item d) bounds the defining set of capabilities unique to ACS. By accepting a bundle for
cucfndy transfer _an A(‘Q-r‘nlnahlp bundle pmtnr‘nl agent will process the bundle per RFC
5060, section 5.10.1. However, instead of the normal custody signaling, the CTEB, idgntifies
in[shortened form the specific bundle by custody ID. Figure D-3 features a détailed ACS
prpcessing flow of the following requirements.

D4.2.2 Requirements

D4.2.2.1 Non-ACS-aware bundle protocol agents shall process“ACS-supporting bundles
pef RFC 5050 section 5.10.

D4.2.2.2 For ACS-aware bundle protocol agents which do not accept custody of ACS:

a) for bundles without a valid CTEB block as identified in RFC 5050 section 5.10, the
bundle protocol agent shall generate a “Failed’ status;

b) for bundles with a valid CTEB:

1) the bundle protocol agent shall aggregate ‘Failed’ status into a single burdle as
identified in D3.2:

i) the aggregation of “Failed’ status shall not exceed the maximum allowed
bundle size;

i) the time. period for aggregation of bundle status shall not exceed the
maximum allowed,;

2) the bundle protocol agent shall transmit an ACS as identified in RFC 5050 gection
540;

3)—the bundle protocol agent shall delete, upon successful transmission of an ACS
signal, the associated timer and pending ACS “Failed’.

D4.2.2.3 For ACS-aware bundle protocol agents which do accept custody of ACS:

a) the bundle protocol agent shall generate a ‘Succeeded’ status for bundles without a
valid CTEB block as identified in RFC 5050 section 5.10;

b) the bundle protocol agent shall update the custodian of the Primary Bundle Block and
the CTEB as identified in D3.3;

c) for bundles with a valid CTEB:
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1) the bundle protocol agent shall aggregate ‘Succeeded’ status into a single bundle
as identified in D3.2:

1) the aggregation of ‘Succeeded’ status shall not exceed maximum allowed
bundle size;

i) the time period for aggregation of bundle status shall not exceed the
maximum allowed,;

2) _the hundle prnfnr‘nl ngnnf shall r*lnlm‘n, upon successful transmission-of an ACS

signal, the associated timer and pending ACS “Succeeded’.

D4.2.2.4 A non-ACS-aware bundle protocol agent shall forward unchanged anACS to the
origingting Custody EID.

D4.2.2.5 An ACS-aware bundle protocol agent that receives an ACS-shall retrieve edch
bundl¢ ID associated with each Custody ID.

D4.2.2.6 An ACS-aware bundle protocol agent that receives @an ACS shall execute RFC

5050 gection 6.3 for each bundle ID of the ACS signal.

D4.2.2.7 An ACS-aware bundle protocol agent shall «wtilize the ACS bundle timestamp
time ap the “Time of Signal’ when executing RFC 5050 Gection 6.3.
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ANNEX E

DELAY-TOLERANT PAYLOAD CONDITIONING
SPECIFICATION

(NORMATIVE)

E1l OVERVIEW
E11l GENERAL

THis annex describes an application service that utilizes the Delay-Tolerant Netwprking
(DITN) Bundle Protocol in order to provide DTN end-to-end services that-are similar tq those
provided by ‘transport’ protocols such as the Transmission Control-Protocol (TCP) |of the
Infernet.

BR accomplishes source-to-destination bundle delivery, )possibly over heteroggneous
nefworks, in a manner that is functionally analogous to.the Internet Protocol (IP); as $uch it
supports neither end-to-end acknowledgment and retransmission nor delivery of data in
transmission order without omission or duplication. The Delay Tolerant Payload
Cqnditioning (DTPC) protocol offers delay-tolerant support for these services.

E12 INTRODUCTION

A core principle of the design of the Internet architecture is the ‘End to End Argument’ first
arficulated by Salzer, Reed, and-Clark in 1981 (reference [H2]). The Argument, in egsence,
is that functionality requiredshy the applications at the endpoints of a data exchange should
nofmally be provided by ,-mechanisms implemented at those endpoints rather tihan at
intermediate points in the end-to-end path. This is not only because it is inefficient to impose
the costs of those mechanisms on all applications (by requiring that shared intermediate
nogdes support them) when only a subset benefit from them, but also because no standard
infrastructural<mechanisms can be guaranteed to offer all required levels of performgnce to
allfimaginablé applications, so the mechanisms will in some cases need to be implemented at
the endpoints anyway.

THe*Argument has been validated countless times throughout the history of the Intérnet’s
development and deployment. Nonetheless it is qualified:

Sometimes an incomplete version of the function provided by the communication
system may be useful as a performance enhancement.

In a network that includes links that are subject to extremely long signal propagation delays
and/or transient but frequent and lengthy lapses in connectivity, the end-to-end data
interchange required to implement such functions may be so time-consuming as to impose
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unacceptable performance degradation. In that case—that is, in a delay-tolerant network—it
may in practice be mandatory to implement functions such as acknowledgment and
retransmission at layers of the stack below the Network Layer. The resulting performance
enhancement is not merely advantageous; it is a precondition to effective operation of the
network.

However, even in a delay-tolerant network some end-to-end functionality may be possible,
and where possible it may be highly desirable. This annex describes Delay Tolerant Payload
Conditioni icati i = for
severgl end-to-end services to applications that may require them:

— | delivery of application data items in transmission (rather than reception) order;
— | detection of reception gaps in the sequence of transmitted application data‘items;
— | end-to-end positive acknowledgment of successfully received data;

— | end-to-end retransmission of missing data, driven by timer expiration;

— | suppression of duplicate application data items;

— | aggregation of small application data items into large bundle payloads, to redyce
bundle protocol overhead;

— | application-controlled elision of redundant, data items in aggregated payloads, |to
improve link utilization.

The hjgh round-trip data exchange latencies-that characterize delay-tolerant networks njay
result in DTPC data delivery that is neither as efficient nor as timely as the delivery of data
by ‘raw’ BP. The purpose of the present specification is to provide standardized support for
those [DTN applications that require Transport Layer services and can tolerate thgse
performance limits.

E1.3 | DEFINITIONS.OF TERMS
E1.3.1 DTPC Eqdpoint

DTPQ is a BR-application; more precisely, each DTPC protocol entity is one component|of
the application-specific element of some BP node’s application agent. As such:

— “ADTPCprotocotentity sendsdata by requesting—thatits node’s BPagentsend a
bundle whose payload is a DTPC protocol data unit.

— When requesting this transmission, the DTPC protocol entity must identify the BP
endpoint that is the destination of the bundle. That destination BP endpoint should be
a DTPC endpoint, i.e., a BP endpoint that is configured such that delivery of a bundle
subject to the delivering node’s membership in this endpoint will result in reception
of the bundle’s payload by a DTPC protocol entity.

CCSDS 734.2-B-1 Page E-2 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=08caf16bc9b9d61aaf67347cb7e33742

ISO 21323:2016(E)
CCSDS RECOMMENDED STANDARD FOR CCSDS BUNDLE PROTOCOL SPECIFICATION

— A DTPC protocol entity receives data when a bundle whose payload is a
protocol data unit is delivered at its BP node, subject to the node’s membership
BP endpoint that was identified as the bundle’s destination.

DTPC
in the

At most one (1) DTPC protocol entity may reside in the application-specific element of any
single BP node’s application agent.

E1.3.2 Topic

A
idg

during the operation of DTPC user applications. They are globally defired; all

de

El

ATl
en

indlicated topic. DTPC communication is initiated wheran application data item is pre|

to

us
dig
a

w

El

A

da
sa
trg

El

A
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topic is a semantic association between peer instances of DTPC user applic
ntified by a single number called a topic ID. Topics characterize types of ddta-exch

finitions must be provided to all DTPC protocol entities.

.3.3 Application Data Item

application data item is a bounded array of octets, characterized by a topic I
codes some data item of significance to user applications that have an interest

DTPC by some DTPC user application instance for transmission to a specified peer
er application instance (implicitly identifiedxhy a destination DTPC endpoint

discussed below).

3.4 DTPC Payload

DTPC payload (or, for this specification, simply ‘payload’) is a collection of appl
fa items, possibly on a-variety of topics, that were all presented for transmission
me BP node and are-alt”destined for the same DTPC endpoint and subject to the
nsmission profile,

3.5 DTRCPDU

DTPEProtocol Data Unit (DPDU) is a unit of DTPC protocol activity, the excha
'PC data between two DTPC protocol entities.

ations,
anged
topic

D, that
in the
sented
DTPC
D, as

cussed below), subject to a specified transmission profile (identified by a profile nymber,

cation
at the
same

nge of

DPDUs are of two types: data and acknowledgment. A data PDU contains a single DTPC
payload. An acknowledgement PDU serves to announce reception of a single data PDU.

Each data PDU is tagged with a DTPC payload sequence number, assigned by the ‘payload
aggregator’ (discussed below) that created the DPDU.

Every DPDU is encapsulated in a single BP bundle.
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E1.3.6 Supported DTPC Services

The conduct of each DTPC transmission is constrained by the services requested for that
transmission. The two supported DTPC services are:

— Transport service: data are delivered in transmission order without duplications or
omissions, except that under extreme conditions some data omissions may be
unavoidable.

- Optimization-—service: app“\.atiuu tata—ttems—are agglcgatcd into ialgm payiuado to
reduce bundle protocol overhead, and redundant application data items nn-jan
aggregated DTPC payload are deleted under application control to reduce-waste|of
transmission bandwidth.

Either| one, or both, of the supported DTPC services may be requested- whenever |an
applicption presents an application data item to DTPC for transmission’in the context of a
given fransmission profile, as discussed below.

Whengver transmission is requested in the context of a transmission profile that requests
transpprt service, as discussed below, the destination endpeint must be a ‘singletgn
endpojnt.

Ackngwledgment PDUs are transmitted only upon-feception of data PDUs for which
transpprt service was requested, which for brevity are here termed transport PDUSs.

The operation of DTPC’s optimization serviee*may result in the aggregation of multiple

applicption data items in the payload of a single data PDU.

E1.3.4 Transmission Profile

A tranismission profile (or, forthis specification, simply ‘profile’) is a set of BP transmissijon
requegt parameter values and-DTPC control parameter values. Included in the definition|of
each grofile is a number,“termed a ‘Profile ID’, which uniquely identifies this profile.

Value$ for the following BP transmission request parameters are included in edch
transmission profite:

— | Custedy Transfer Requested (a Boolean value);

— | Lifetime (in seconds);

— Report-to Endpoint ID;
— BP Class-of-service;
— BP Extended Class-of-Service;

— Types of Status Reports that are requested.
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These profile values will constrain bundle issuance whenever DTPC asks BP to transmit a
data PDU in the context of this profile.

Values for the following DTPC control parameters are also included in each transmission
profile:

— Retransmission Limit. The maximum number of times any single DTPC data PDU
may be retransmitted by the DTPC entity. A value of zero indicates that DTPC

transport service is not requested.

E]

A
ing
co
as

El
A

m4
no,

— Aqareqgation Size Limit. The size threshold for concluding aggregation of a

DTPC payload equals or exceeds this limit, aggregation of that payload must
and the aggregated PDU must be handed down to BP for transmission. A vé
zero indicates that DTPC optimization service is not requested.

— Aqgaregation Time Limit. The time threshold for concludingraggregation of a

that have elapsed since initialization of an aggregated DTPC payload equ

the aggregated payload) and the aggregated PDU must be handed down to |
transmission. A value of zero indicates that DTPC optimization service
requested.

.3.8 Topic Registration

topic registration is a state machine that characterizes a given DTPC user appl
tance’s claim in a given topic.\In each bundle node, any number of registrations n
hcurrently associated with_a.given application, but no more than one registration n
ociated with a given topiC at any time.

3.9 Topic Aggregator

topic aggregator is a notional element of a payload aggregator (explained belov
inages outbound application data items. A topic aggregator is characterized by a tof
two topic aggregators in any single payload aggregator may share the same topic.

DTPC

payload and requesting transmission of that payload: when the size of an‘aggrggated

cease
lue of

DTPC

payload and requesting transmission of that payload: when the number of s¢conds

als or

exceeds this limit, aggregation of that payload must-cease (regardless of the $ize of

BP for
is not

cation
nay be
nay be

/) that
ic ID;

A

topic aggregator manages a conceptual list, for its associated topic, of all applicatid

n data

items that have been presented to the payload aggregator for transmission to a specified
destination endpoint, subject to a specified transmission profile, and have not yet been
transmitted.
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E1.3.10 Payload Aggregator

A payload aggregator is a notional DTPC protocol entity element that controls the
transmission of application data items. A payload aggregator is characterized by a
destination DTPC endpoint ID and a transmission profile ID; no two payload aggregators in
any single DTPC protocol entity may share the same destination endpoint and profile.

Each payload aggregator constructs a series of DTPC payloads, one at a time. When an
application data item is presented to DTPC for transmission, it is passed to the payload
aggregator for the destination endpoint and profile that are specified for that application;data
item. | The aggregator in turn passes the item to the topic aggregator for the topic that is
specifled for that application data item, effecting insertion of the application data item ifto
the payload that is currently under construction at this payload aggregator.

If the[size of the payload (the sum of the lengths of all application data“items currengly
manaded by all topic aggregators for this payload aggregator) exceeds-the aggregation s|ze
limit for the payload aggregator’s transmission profile, the payload‘aggregator encapsulates
the palyload in a DTPC data PDU, asks BP to transmit a bundle ¥vhose payload is that POU,
and bdgins constructing its next payload.

E1.3.11 Data PDU Collector

A datgq PDU collector (or simply “collector’) is anotional DTPC protocol entity element that
contrgls the delivery of application data items.” A collector is characterized by a soufce
endpojnt ID and a profile ID; no two collectars in any single DTPC protocol entity may share
the same source endpoint and profile.

Each ¢ollector manages a list of received transport PDUs and has a payload sequence counter
that indicates the payload sequence number of the next transport PDU that is to be delivered
to usef applications from thisCatlector.

Whenl|a received data PRDU is delivered to DTPC by the BP agent, it is passed to the collecfor
for thg source endpointdD and profile ID that characterize the PDU. If transport service was
not refluested for €Ris’ PDU, then the collector immediately delivers to user applications Jall
applicption data\items in the PDU. Otherwise, the collector inserts the data PDU into [its
transpprt PDU~list, in payload sequence number order (unless the PDU for that payldad
sequemce‘number is already in the list, in which case the data PDU is simply discarded af a
duplic’LtQ). If the payload sequence number of the oldest transport PDU in the list matches
the current value of the collector’s payload sequence counter, then the collector delivers to

user applications all application data items in the oldest transport PDU in the list and all
subsequent transport PDUs that are in numerically uninterrupted sequence.
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E1.3.12 Elision Function

An elision function is an application callback function which is provided by an application in
the course of a topic registration. When an application data item is presented to a payload
aggregator whose associated profile ID indicates that optimization service is requested, the
elision function for the data item’s topic is invoked after the data item has been inserted into
the payload, prior to the check for payload size in excess of the profile’s aggregation size
limit, to give the application an opportunity to manage the application data items in the

pa

Joad It should be noted that only the data items for the applicable topic are expgsed to

the
to,

EZ
EZ

TH

elision function; the intent of the elision callback capability is to enable the appl
for example, delete or replace time-sensitive payload records which are no-longe
d meaningful.

SERVICE DESCRIPTION
.1 SERVICES PROVIDED TO THE APPLICATION
1.1 SUMMARY OF PRIMITIVES

.1.1.1 DTPC shall consume the following request primitives:
a) Register.request;
b) Unregister.request;

c) Send.request.

.1.1.2 DTPC shall deliver the-following indication primitives:
a) Item.indication;

b) Fault.indication.

1.2 SUMMARY OF PARAMETERS

1.21 Overview

pr

mitives below, where optional parameters are identified with square brackets [thus

cation
- valid

e availability and use of parameters for each primitive are enumerated in the definit]ons of

. The

fol

lowing parameter definitions apply.

E2.1.2.2 User Application

The user application parameter shall be a reference to an instance of a user application, such
as a task, thread, or process. The syntax of such references is an implementation matter.
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E2.1.2.3 TopicID

The topic ID parameter shall be a number that uniquely identifies a defined DTPC topic, as
noted in E1.3.2 above.

E2.1.2.4 Elision function

The elision function parameter shall be a reference to an elision function, as defined in
E1.3.12 above.

E2.1.2.5 Application data item
The application data item parameter shall be an application data item as defined in E1.8.3
above
E2.1.32.6 Application data item length
The application data item length parameter shall be the length, in octets, of the applicatijon
data item.

E2.1.4.7 Destination endpoint ID

The destination endpoint ID parameter shalkbe the ID of the BP endpoint containing the BP
node(3) hosting the user application instance(s) to which the application data item is to |be
deliveyed, as described in E1.3.1 above.
E2.1.3 Profile ID

The pfofile ID parameter-shall be a number that uniquely identifies a defined transmissijon
profilg, as noted in E1.327 above.

E2.1.4 Source endpoint ID

E2.1.4.1- "General

The source endpoint ID parameter shall be the ID of the BP endpoint containing the BP node(s)
hosting the user application instance(s) from which the application data item was sent.
E2.1.4.2 Fault expression

The fault expression parameter shall indicate the nature of an operational fault encountered
by DTPC. The syntax of fault expressions is an implementation matter.
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E2.1.5 SERVICE PRIMITIVES
E2.1.5.1 Register.request
E2.1.5.1.1 Function

The Register.request primitive shall be used to establish the user application as the sole
authorized client for application data items on a specified topic.

EZ.1.5.1.2 Semantics
Rdgister.request shall provide parameters as follows:
Register.request (user application,
topic 1D,
[elision function])

EZ4.1.5.1.3 When Generated

Rdgister.request may be generated at any time.

EZ.1.5.1.4 Effect on Receipt

Rdceipt of Register.request shall, if appraved, cause the DTPC entity to register the indicated
user application as the sole associated client for the indicated topic and link the indicated
elision function (if any) to that togic.

EZ4.1.5.1.5 Additional Comments

Only one user application shall be the registered client for a given topic at any time.
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E2.1.5.2 Unregister.request
E2.1.5.2.1 Function
The Unregister.request primitive shall be used to terminate the user application’s association

with a specified topic.

E2.1.5.2.2 Semantics

Unregtster.request shall provide parameters as follows:

Unregister.request  (topic ID)

E2.1.83.2.3 When Generated

Unregjister.request may be generated by any DTPC application at any:time.

E2.1.5.2.4 Effect on Receipt

Receipt of Unregister.request shall, if approved, cause’the DTPC entity to disassociate the
indicated topic from its current registered client, if any, and detach the current elision
functipn (if any) from that topic.

E2.1.8.2.5 Discussion—Additional Comments

Unregjistering from a topic enables another user application to register as the client for that
topic.
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E2.1.5.3 Send.request

E2.1.5.3.1 Function

The Send.request primitive shall be used to present an application data item to DTPC for
transmission.

E2.1.5.3.2 Semantics

Se

R4

nd.request shall provide parameters as follows:
Send.request (application data item,
topic 1D,
destination endpoint 1D,
profile ID)
.1.5.3.3  When Generated

hd.request may be generated by any DTPC applicatiofat any time.

.1.5.3.4 Effect on Receipt

ceipt of Send.request shall, if approved; cause the DTPC entity to insert the ing

icated

application data item into the current payload of the payload aggregator identified py the
inglicated destination endpoint ID andprofile ID.

EZ3.1.5.3.5 Discussion—Additional Comments

Ngne.
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E2.1.5.4 Item.indication
E2.1.5.4.1 Function
The Item.indication primitive shall be used to deliver an application data item that has been

received by DTPC.

E2.1.5.4.2 Semantics

Item.ipdication shall provide parameters as follows:
Item.indication (application data item,
topic 1D,
source endpoint ID)

E2.1.83.4.3 When Generated

Item.ipdication shall be generated by a payload collector upon-extraction of an application
data item from a DTPC payload whose payload sequence number exceeds by one the paylgad
sequemce number of the previously received payload (from-the indicated source endpoint ID)
that wps most recently delivered by this payload collector.
E2.1.5.4.4 Effect on Receipt

The efffect on reception of Item.indicationtby a user application is undefined.

E2.1.8.4.5 Discussion—Additional Comments

None.
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E2.1.5.5 Fault.indication
E2.1.5.5.1 Function

The Fault.indication primitive shall be used to indicate a DTPC fault condition to the user
application.

E2.1.5.5.2 Semantics

Fault.indication shall provide parameters as follows:

Fault.indication (fault expression)

EZ4.1.5.5.3 When Generated

Faplt.indication shall be generated when DTPC encounters a fault.condition.

EZ3.1.5.5.4 Effect on Receipt

The effect on reception of Fault.indication by a user@pplication is undefined.

EZ2.1.5.5.5 Discussion—Additional Comments

Naone.
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E2.2 SERVICES REQUIRED OF BP

The service primitives and parameters required to access the services of the Bundle Protocol
are:

BP.request  (Source EID,
Destination EID,
Report-to Endpoint ID,
application data unit,
‘custody transfer requested’ flag,
lifetime,
class of service,
extended class of service,
types of Status Reports that are requested)

BP.indication (Source EID,
creation time timestamp,
remaining time to live,
application data unit)

E3 PROTOCOL SPECIFICATION

E3.1 | GENERAL

E3.1.1 AIll DTPC Protocol Data Units (BPDUSs) shall be transmitted using the Bungle
Protodol.

E3.1.7 Reception of a DPDU which is determined to be ill-formed or inappropriate shall
cause that DPDU to be discarded.immediately and processed no further.

E3.1.3 An ‘ill-formed’ DPDU shall be one whose structure and/or content do not confoym
to the| DTPC specification. An ‘inappropriate’ DPDU shall be an acknowledgment PU
whosg profile ID and~Ssequence number do not identify a payload that (a) was transmitted |by
the regeiving DTPC-entity and (b) has not yet been acknowledged by its destination DTPC
entity,|

E3.2 | REGISTRATION PROCEDURES

E3.2.1 Register

Upon reception of a Register.request primitive:

a) If some user application other than the indicated user application is currently
associated with the indicated topic, then a Fault.indication primitive shall be issued.
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b) Otherwise, the DTPC entity shall associate the indicated user application with the

indicated topic and shall link the indicated elision function to that topic.

E3.2.2 Unregister

Upon reception of an Unregister.request primitive, the DTPC entity shall

a) detach the indicated topic from the user application with which it is currently

EJ

Ui
ap

ES
E3]
pr
ing

E3

EJ

pa
tra

assocrated; T any;and

blication data item as follows.

3.2 Payload Aggregator Instantiation

.3.2.1 If no payload aggregator identified by the indicated destination endpoint I
pfile 1D exists within the DTPC eatity, then such a payload aggregator sh
tantiated.

.3.2.2 In the course of instantiating the payload aggregator,
a) the payload counteror this payload aggregator shall be initialized to “1’;

b) an initial currént payload of length zero shall be instantiated for this p
aggregator;-and

c) the aggregation deadline for this payload shall be computed and noted.

.3.2.3. > Fhe aggregation deadline for the payload shall be the sum of the time at wh

nsmission profile.

b) detach the indicated topic from the elision function to which it is currently linked, if
any.
.3 TRANSMISSION PROCEDURES
3.3.1 General
on reception of a Send.request primitive, the DTPC_entity shall handle the outbound

D and
all be

hyload

ch the

yloadvwas instantiated and the aggregation time limit for the payload aggregfator’s

NOTE - The payload aggregator is an architectural concept, described here as an aid in
expressing DTPC operational requirements; the instantiation and operation of

payload aggregation are implementation matters.
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E3.3.3 Topic Aggregator Instantiation

E3.3.3.1 If no topic aggregator identified by the indicated topic ID exists within the current
payload of the payload aggregator for the indicated destination endpoint ID and profile 1D,
then such a topic aggregator shall be instantiated.

E3.3.3.2 In the course of instantiating the topic aggregator, an empty (conceptual) list of
application data items shall be instantiated for this topic aggregator.

NOTH - The topic aggregator is an architectural concept, described here as an aid|in
expressing DTPC operational requirements; the instantiation and operation |of
topic aggregation are implementation matters.

E3.3.4 Payload Aggregation

The indicated application data item shall be appended to the apphcation data item |[ist
manaded by the topic aggregator for the indicated topic, within, the payload aggregator for
the inglicated destination endpoint and transmission profile.

E3.3.§ Elision

If an dlision function is currently linked to the indicated topic, then the list of application data
items ffor that topic shall be passed to that function and processing shall be suspended until
the copclusion of the elision function.

NOTH - The intent of elision function-support is to enable the user application currethIy

registered for the indicated-topic to examine the currently aggregated application
data items and delete.those that are now redundant or invalid. However, the
operation of elision.functions is opaque to DTPC and the processing performied
by an elision function need not be limited to (or even include) the deletion|of
currently aggregated application data items.

E3.3.6 Payload-Size Limit Check

E3.3.4.1 . Eollowing conclusion of the elision function (as applicable), the revised size|of
the cufrent-payload, for the payload aggregator for the indicated destination endpoint ID gnd
pI’Of” P PDe-Computet: his-size-shaHbe-the M € ROtNA spheation
items in lists managed by all topic aggregators for this payload aggregator.

U \J U U v U o AV A U ata

E3.3.6.2 If the computed revised size of the current payload exceeds the aggregation size
limit for the payload aggregator’s transmission profile, then the payload shall be deemed
‘complete’ and the payload completion procedure described in E3.4 below shall be
performed.
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