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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

“Communications Access for Land Mobile” (CALM) is the acronym used to refer to ISO TC204 WG16
work items. This acronym is used in the titles of the set of International Standards on communication
for “Intelligent Transport Systems” (ITS). These International Standards focus on specifying open
interfaces with regard to the functionalities required for all relevant layers and entities of the ITS station
reference architecture specified in this International Standard. Note that these International Standards
may also specify implementation details in situations where such specifications are deemed essential to

inter

operability of interface protocols.
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bns which are based on the concept of abstracting applications and services from, thq

com{Funication layers of the ITS station. This abstraction and the functionalities. @nd s

e easily implemented make the ITS station architecture described herein also well-{
opment and deployment of ITS applications and services that share information ar
" to improve the safety, sustainability and efficiency of transport systems.

et of CALM International Standards include specifications for
TS station management,

TS communications security,

TS station facilities layer protocols,

TS station networking and transport layer protocols,

ommunication interfaces (Cls) designed specifically for ITS applications and services s

1

This

esigned specifically for safety of life and property,

interfacing existing access technologies into ITS stations,

istributed implementations of ITS.Stations, and

interfacing ITS stations to existing communication networks and communicating

hereon.

International Standard ‘describes the common architectural framework around which
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bn managementiand security standards. It also describes the general architecture of
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INTERNATIONAL STANDARD IS0 21217:2014(E)

Intelligent transport systems — Communications access
for land mobiles (CALM) — Architecture

1 Scope

This International Standard describes the communications reference architecture of nodes called “ITS
stati i i g i fcatign networks.
The ITS station reference architecture is described in an abstract way. While this Internatiomal Standard
describes a number of ITS station elements, whether or not a particular element is implenpented in an
ITS station unit depends on the specific communication requirements of the implementatign.

This| International Standard also describes the various communication ,medes for peer-to-peer
comimunications over various networks between ITS communication nodés,, These nodes| may be ITS
statipn units as described in this International Standard or any other reachable nodes.

This|International standard specifies the minimum set of normative requirements for a physical
instgntiation of the ITS station based on the principles of a bounded'secured managed domgin.

2 Normative references

The following documents, in whole or in part, are npfmatively referenced in this docunient and are
indigpensable for its application. For dated references, only the edition cited applies. For undated
referjences, the latest edition of the referenced document (including any amendments) applies.

Nonsd.

3 Terms and definitions
For the purposes of this document,the following terms and definitions apply.

3.1
acceps technology
technology employed in"@>communication interface to access a specific medium

3.2
appljcation dataunit
datafunit exchanged between ITS-S application processes

3.3
communication adaptation layer
set of protocols and functions to adapt access teCNNologies to the 1TS-S Networking and transport layer

3.4
communication interface
instantiation of a specific access technology and ITS-S access layer protocol

3.5

communication path

directed sequence of nodes connected by links, starting at a source node and ending at one or more
destination nodes

3.6
FA interface
interface between the ITS-S facilities layer and the ITS-S applications entity

© ISO 2014 - All rights reserved 1
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IN interface
interface between the ITS-S access layer and the ITS-S networking and transport layer

3.8

in-vehicle network
generic term for a network in a vehicle which is not an ITS station-internal network

3.9

ITS application
instantiation of an ITS service that involves an association of two or more complementary ITS-S

application
Note 1 to ent

3.10
ITS messag

PIULTOOCOS

Fy: Fragments of an application may also reside in nodes that are not ITS stations.

e set

set of messages designed for an ITS-related purpose

3.11

ITS service
functionalit
sustainabili

3.12

ITS station
functional ¢
access layer,
services

Note 1 to en
term is often
interpretatio

unit (ITS-SU).

3.13

ITS-S acces
protocol lay
protocols fo

3.14
ITS-S acces
protocol dat

3.15
ITS-S acces

y provided to users of intelligent transport systems desjgned e.g. to increase si
Ly, efficiency, or comfort

ntity comprised of an ITS-S facilities layer, ITS-S’networking and transport layer,

[ry: From an abstract point of view, the texni*“ITS station” refers to a set of functionalitieq

h is obvious from the context. The propername of the physical instantiation of an ITS-Sis ITS st

5 layer
er in the ITS-S referefice architecture containing the OSI physical and data link
I ITS communications

5 layer protocol data unit
a unit exchanged between peer ITS-S access layers

5 layer-service data unit

service datd

nfety,

TS-S

ITS-S management entity, ITS-S security entityyand ITS-S applications entity providing ITS

. The

used to refer to an instantiation of these*functionalities in a physical unit. Often, the appropriate

ation

layer

unit'exchanged between ITS-S access layer and ITS-S networking and transport layer

3.16

ITS-S access router
ITS-S border router with additional functionality that provides other ITS communication nodes a point
of attachment to an external network

3.17

ITS-S access technology
access technology dedicated to operation in an ITS-S

3.18

ITS-S application
ITS-S application process residing in the ITS-S application entity

© ISO 2014 - All rights reserved
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3.19

ITS-S application process

element in an ITS station that performs information processing for a particular application and uses
ITS-S services to transmit and receive information

3.20

ITS-S border router

ITS-S router with additional functionality that provides connectivity to other ITS communication nodes
over external networks

3.21

o = 2 iy
ITS-\ CUIIIITITUITICAUIVUII UIIIc

physijcal unit in an ITS-SU containing a part or all of the functionality of an ITS-S

Note|l to entry: In case an ITS-SU consists of a single physical unit, the ITS-SU and the ITS-SCU ar¢ identical. In
case an ITS-SU consists of more than one ITS-SCU, then these ITS-SCUs are interconnected via the¢ ITS station-
interpal network of the ITS-SU.

3.22
ITS-$ facilities layer
layer| in the ITS-S reference architecture containing OSI layers 5, 6, and-7 that connects applications to
the IT'S-S networking and transport layer

3.23
ITS-$ facilities layer protocol data unit
protdcol data unit exchanged between peer ITS-S facilitytlayers

3.24
ITS-$ facilities layer service data unit
service data unit exchanged between ITS-S facilities layer and ITS-S application entity

3.25
ITS-$ facility application
ITS-§ application process residing in the'[TS-S facilities layer

3.26
ITS-$ gateway
ITS-$ node used to interconnect two different OSI protocol stacks at layers 5 through 7

Note[l to entry: An ITS-S gateway may convert between different protocols.

3.27
ITS-$ host
ITS-$ node cemprised of ITS-S functionalities other than the functionalities of an ITS-S fouter, ITS-S
border router; ITS-S mobile router, or an ITS-S gateway

3.28
ITS-SHitternal reuter

ITS-S router that connects two or more ITS station-internal networks

3.29
ITS-S management application
ITS-S application process residing in the ITS-S management entity

3.30

ITS-S mobile router

ITS-S border router with additional functionality that allows a change of point of attachment to an
external network while maintaining session continuity

3.31
ITS-S networking and transport layer protocol data unit
protocol data unit exchanged between peer ITS-S networking and transport layers

© ISO 2014 - All rights reserved 3
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ITS-S networking and transport layer service data unit
service data unit exchanged between ITS-S networking and transport layer and ITS-S facilities layer

3.33

ITS-S networking and transport layer
layer in the ITS-S reference architecture containing OSI layers 3 and 4 that connects the ITS-S facilities
layer to the ITS-S access layer

3.34
ITS-S node

3 A | £ 4 £.£ 43 lasa H ITC bt bl ot o tad & £l 1ITC ot
LOoCU Ul d SUL Ul TUIICTIVUIIJIILITS 11T dI1 11 9 SUdllIUIl UIlit tiidt IS5 CUIITITCTLITU LU LIIU 11TV ot

tion-

node comp
internal net

3.35

ITS-S route
ITS-S node @
to forward j

3.36
ITS-S secur]
ITS-S applic

3.37

ITS-S servig¢

communicat

3.38
ITS station
implementa

3.39

MA interfa¢

interface be

3.40

medium
physical en
communicaf
that suppor

3.41
MF interfad
interface be

3.42
MI interfac

work or comprises an entire ITS station unit

r
omprised of routing functionalities of an ITS station unit used to connect,twe network
ackets not explicitly addressed to itself

ity application
htion process residing in the ITS-S security entity

e
ion functionality of an ITS-S that provides the capability to connect to other nodes

unit
tion of an ITS-S

e
fween the ITS-S management entity and ITS-S applications

tity that supports the’transmission of signals carrying information between
ion nodes, e.g. a setof wires supporting Ethernet signals or the space between two ante
s electromagnetic; eptical, or acoustical transmissions

e
tween the ITS-S management entity and the ITS-S facilities layer

e

5 and

ITS
nnas

interface between the ITS-S management entity and the ITS-S access layer

3.43

MN interface
interface between the ITS-S management entity and the ITS-S networking and transport layer

3.44

MS interface
interface between the ITS-S management entity and the ITS-S security entity

3.45

NF interface
interface between the ITS-S networking and transport layer and the ITS-S facilities layer

© ISO 2014 - All rights reserved
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3.46
SA interface
interface between the ITS-S security entity and ITS-S applications

3.47
SF interface
interface between the ITS-S security entity and the ITS-S facilities layer

3.48
Sl interface
interface between the ITS-S security entity and the ITS-S access layer

3.49

SN interface

interfface between the ITS-S security entity and the ITS-S networking and transportlayer
4 $ymbols and abbreviated terms

ADU Application Data Unit

API Application Programming Interface

BSMI| Bounded Secured Managed Domain

BSMH Bounded Secured Managed Entity

CAL Communication Adaptation Layer

CALM Communications Access for Land Mobiles

CI Communication Interface

C-ITS Cooperative ITS

DSRA Dedicated Short-Range Communication

ETSI European Telecommunications Standards Institute

FA name of interface between ITS-S facilities layer and ITS-S application entity
IN nameef interface between ITS-S access layer and ITS-S networking and transpoift layer
IP Internet Protocol

IPv6 IP version 6

IR Infra-Red

ISO International Standards Organization

ITS Intelligent Transport Systems

ITS-APDU ITS Station Access layer Protocol Data Unit

ITS-ASDU ITS Station Access layer Service Data Unit

ITS-FPDU ITS Station Facility layer Protocol Data Unit

ITS-FSDU ITS Station Facility layer Service Data Unit

© IS0 2014 - All rights reserved 5
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ITS-NTPDU

ITS-NTSDU

ITS-S

ITS-SCU

ITS-SU

IVN

LCH

LTE

MA

MAE

MAP

MF

MI

MIB

MN

MS

NF

PCH

PDM

PDU

POI

PVD

SA

SAP

SDU

SF

SI

SMIB

SN

ITS Station Networking and Transport layer Protocol Data Unit

NOTE The deprecated term ITS-NPDU is in use in published standards with the same mean-
ing as ITS-NTPDU.

ITS Station Networking and Transport layer Service Data Unit
ITS Station
ITS-S Communication Unit

ITS-S Unit

In-Vehicle Network

Logical Channel

Long Term Evolution

name of the interface between the ITS-S management entity and ITS-S-applications
Management Adaptation Entity

name of an ITS message set used to carry information on digital maps covering the area pf
intersections

name of the interface between the ITS-S managemententity and the ITS-S facilities layer
name of the interface between the ITS-S management entity and the ITS-S access layer
Management Information Base

name of the interface between the ITS-S management entity and the ITS-S networking and
transport layer

name of the interface between-the ITS-S management entity and the ITS-S security entity

name of the interface between the ITS-S networking and transport layer and the ITS-S facili-
ties layer

Physical Channel

Probe Data Management; name of an ITS message set
Protocol Pata Unit

Point,of Interest

Probe Vehicle Data; name of an ITS message set

name of the interface between the I'T5-5 security entity and I'TS-S applications
Service Access Point

Service Data Unit

name of the interface between the ITS-S security entity and the ITS-S facilities layer
name of the interface between the ITS-S security entity and the ITS-S access layer
Security Management Information Base

name of the interface between the ITS-S security entity and the ITS-S networking and trans-
port layer

© ISO 2014 - All rights reserved
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SOA Service Oriented Architecture

SPaT Signal Phase and Timing; name of an ITS message set

SRM Signal Request Message; name of an ITS message set

SSM Signal Status Message; name of an ITS message set

TOPO name of an ITS message set used to carry information on digital maps covering the area of
intersections

UMTS Universal Mobile Telecommunication System

5 Requirements

A physical instantiation of an ITS-S shall provide as a minimum

— the functionality of an ITS-S host specified in 7.2.2, i.e. acting as a terminal only or

— the functionality of an ITS-S host and ITS-S router specified in 7.2.2:

This|includes a minimum set of related security procedures and principles that can be verified by an

apprppriate ITS-related authority described in Reference [54]. Thése security procedures ard principles

are ysed to allow the BSME to assert a level of trust to other BSMEs in the communication network.

6 Overview of ITS communications

6.1 | ITS services and applications

The Wide variety of services and applicationsto be deployed in the ITS sector and the global tjme-varying

natufe of transportation itself lead to chdllenges in the design of communication system§$ to support

thesg¢ services and applications. One-of\the challenges is to support widely disparate comimunication

requjrements with respect to reliability, security, latency, and other performance parametgrs.

Furthermore,the possibility of having multiple applicationsinan TS station unit (ITS-SU) simfultaneously

competing for communication resources leads to the need for a controlled access to thesg resources.

Usef‘£1 means for addressing this issue are e.g. application and message prioritization|and logical

chanpels.

6.2 | ITS communication means

ITS dommunieations involves communications between a wide variety of ITS communication nodes on

diffefent platforms, e. g vehicles, road51de equipment portable devices, Control centres, using various

example, any of the vehicles in Figure 1 connected to an RSE via 5 GHz or IR could communicate with the
vehicle connected to the wireless LAN hotspot.

© ISO
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*  Satellite e . ! GPS/GALILEO
Broadcast .t

Terrestrial
Broadcast

—

RSE to
vehicle

ad-lroc dommunication vehicle-to-vehicle - ()
(e.g. 5 GHz, 60 GHz, IR) o

+ ':'- ‘b,:&?
e 1"ds A

,‘_': D portable-to- /

' vehicle
{e.g. Bluetooth)

Figure 1 — Examples of ITS communications

6.3 ITS communication characteristics
Characterisfics of ITS communiedtions are presented in the following list:

— station mobility leads€ojcomplex time-varying networking topologies and time-varying propgrties
of wireless communic¢ation channels (fading, hidden-nodes, etc.);

— variety pf stations‘connected via various networking and access technologies including the Intdrnet,
various|public-and private networks, Bluetooth and WiFi, dedicated technologies, such as 5,4 GHz
DSRC folr road tolling:

— a station with multiple access and networking technologies can maintain session continuity
through a change of either or both;

— two stations with different access technologies can establish end-to-end connectivity

— variety of communication requirements resulting from different ITS applications with different
priorities, e.g. road safety, traffic efficiency, mobility and infotainment, e.g. with respect to
communications capacity (data rate), communications reliability, communications availability;

— variety of communication requirements resulting from user needs, e.g. with respect to
communications cost (in terms of money), communications privacy, communications security;

— variety of communication requirements resulting from regional regulations and policies;

8 © ISO 2014 - All rights reserved
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— global applicability, where intended.

6.4 ITS communication networks

An illustration of the various networks used in ITS communications is presented in Figure 2.

Private
Access

Figu

NOTE

q

Network

Core
Networks

Public
Access
Network

ocal Data Network

Figure 2 — Networking-view of ITS communications

e 2 illustrates the following networks:

gn ITS infrastructure network comprised of ITS-SUs with a (quasi-) static topology, e.g

froadside stations connected-wvia a fibre backbone;

n ITS ad hoc network comprised of ITS-SUs in which the topology may change rapidly
etwork of (vehicle) stations connected via microwave technologies;

local data network, e.g. a proprietary in-vehicle network based on CAN bus tech
LoWPAN wireless sensor network;

public aceess network, e.g. WiFi hotspot or cellular networks;

private access network, e.g. a proprietary road operator network;

a collection

, e.g. a mesh

nology or a

catre network, e.g. the Internet, a virtual private network

illustrated in Figures 14 and 15.

AnITS station-internal networkisnotpresentedin Figure 2; however,itisnecessaryinimplementations

ITS infrastructure and ITS ad hoc networks are networks specifically designed to accommodate and
implement ITS services and applications. They are connected to each other and to public access, private
access, and local data networks through an ITS-SU as shown in Figure 2. The concept of an ITS-SU is
described in Clause 7.

© IS0 2014 - All rights reserved
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6.5 ITS station interconnection scenarios

Four basic ITS station unit interconnection scenarios are identified as illustrated in Figures 3, 4, 5, and
6. The distinction between these scenarios is based on two criteria:

— whether ITS station units connect to peer stations with or without a network;

— whether a peer station unit is a BSME presented in 7.1 or not.

This classification of scenarios does not consider any details of the network(s) between the peer station

units.

Single-hopc
a link betw
personal BS

Figun

Communica
example, a }
a cellular ne
established,

pmmunication between two BSMEs isillustrated in Figure 3. This can represent, for exal

ben two vehicle BSMEs, or between a vehicle BSME and a roadside BSME, or bétwg
ME and a vehicle BSME.
ITS-SU ITS-SU
(BSME) (BSME)
| |

e 3 — BSME to BSME communication without an external network (single-hop)

peer-to-peer communication involving a single-hop link from a BSME to a base stati
twork which is connected to the Internet through which connection to a central BS]

ITS-SU ITS-SU
(BSME) (BSME)

A A

Network
/
Multiple hops

mple,
ben a

fion between two BSMEs over a network isillustrated in Figure 4. This can represent, for

bn of
VIE is

Figur

f — BSME-to-BSME . , I trmttipte ops)

Single-hop communication between a BSME and an ITS station unit not implementing the principles of a
BSMD isillustrated in Figure 5. This can represent, for example, a link between a 5,8 GHz DSRC on-board
unit implemented in a vehicle BSME, as specified in Reference [43], and a 5,8 GHz DSRC roadside unit.

10
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ITS-SU Station in ITS
(BSME) (No BSME)
A A
| |

Figure 5 — BSME to ITS station unit (no BSME) communication without an external network
{sinmgte=hop)

Communication between a BSME and an ITS station unit (no BSME) involving netwdrk connectivity is
illustrated in Figure 6. This can represent, for example, a single-hop link from a BSME to a pase station
of a ¢ellular network which connects to the Internet through which connection to an ITS stfation unit is
established.

ITS-SU Station in ITS
(BSME) (No BSME)

A A

Network
/
Multiple hops

Higure 6 — BSME to ITS stationunit (no BSME) communication over an external network
(multiple hops)

An ITS-SU (with or without implementing the principles of a BSMD) may have multiple simultaneously
activie sessions involving any-or all of these basic communication scenarios.

6.6 | ITS concept of paths and flows

The ¢oncept of paths and flows in ITS is very beneficial in describing the abstraction of ITS-$ application
processes[52lfrom the communications services available in an ITS-S. This concept is based on similar
concepts inIPv6 networking.[103] Procedures for ascertaining available communicatio*: paths and

for mapping flows to those paths are divided into distinct functions within the ITS-S management as
specified in Reference [35].

A communication path is defined as a directed sequence of nodes connected by links, starting at a
source node (VCI which connects to the next hop node) and ending at one or more destination nodes.
Note that for bidirectional communications, two such paths exist, i.e. one at each peer station. Note
further that there could be multiple paths between a source and its destination.

A flow type is a set of communication requirements and characteristics associated with a specific flow.

A flow is an identifiable sequence of packets of a given flow type to be transmitted to one or more
entities over a communication path. Each flow is identified by a FlowID which is unique in an ITS-SU and
is mapped to a given communication path or a set of available communication paths.

© ISO 2014 - All rights reserved 11
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Categories of communication requirements and objectives requested by an ITS-S application process
to select an appropriate communication profile and communication path include e.g. operational,

destination type, performance, financial, security, and protocol requirements.[35]

Note that, in general, it cannot be ensured that the communication requirements will be met all along a
communication path as there may be no knowledge of the capabilities of all the nodes along a particular

path.

Figure 7 illustrates the architectural components (building blocks and management data flows)
of the ITS-S which are involved in the path selection process. The same architecture applies to the

communication profile selection process[55] introduced in 7.1.

Applications 1)
r\/\ )
API

n'\v

v
Facility

Layer

é Protocols

Communication
profile selection

XS

- -
s Path selection Communication ITS-S N&T
e pl.Il)iremen ts prototols Layer
quireme stétus Protocols
and objectives *
Set of rules .
(regulations, N ITS-S Access
policies) KO Layer
N~ Protocols
ITS-S Management X
. r\\o
O N .
Communications
&S

“Communic

the vari

Figure 7 — Architecture of communication profile and path selection

us CIs and¥Cls in the ITS-S access layer,

ntion protocolsstatus” contains continuously updated properties and status of

— protocols and parameters in the ITS-S networking and transport layer, and

— protocolsAfunctions, and parameters in the ITS-S facilities layer.

It is updated via MI-SAP, MN-SAP, and MF-SAP.

Requirements and objectives obtained from ITS-S application processes, e.g. from ITS-S applications
via the API or from ITS-S facility applications via the MF-SAP,[55] are maintained in “ITS-S application

requirements and objectives”.

NOTE

12

The path selection process requires maintenance of further tables[35] not illustrated in Figure 7.
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7 ITS station overview

7.1 ITS station concept

The ITS station concept is based on the abstraction of ITS application processes from communication
protocols serving these ITS application processes along with the ability to securely manage those
application processes and communications. It is embodied in the abstract definition of an ITS station
(ITS-S) as a “Bounded Secured Managed Domain” (BSMD), i.e. a trusted ITS-S described in this
International Standard. An instantiation of a trusted ITS-Sis referred to as a “Bounded Secured Managed
Entity” (BSME) if the trust nature of the implementation is relevant. In general, an instantiation of an

ITS-Sdsreferred toas an “ITS station unit” (]'T'Q-Q”)

NOTH
princ
stand

The

cominunication systems is that application processes are abstracted from.both the access {

that

sour
netw
throt

While the aforementioned abstraction is generally useful foramost application processes, this

does
cons
on a

ard. A general high-level description of communications in cooperative ITS is presented in Re

salient feature of the ITS-S concept that distinguishes it from the concépt behind

provide the wireless connectivity and the networks that transport the informati
Ce to the destination(s). ITS-Ss are not limited to either a single aecéss technology or
orking and transport protocol. ITS-SUs can implement any of those technologies that ay
1gh appropriate adaptation specifications.

not prevent application processes from requesting'a specific communication p
dered in the communication profile selection process[>5] or specifying communication|
packet-per-packet basis.[25][42][95]

The
(co

communications and applications. The means for (dynamically) assigning ITS-S applicatid

n:E\l
to co

[35],
hand

1

q

1

of access technology) because ITS-SUs may have multiple communication interfaces usi
gccess technology,

flexibility that ITS-S management has toGmake optimal use of all available ITS-
unication media and higher layer protocols) is one of the key enabling feat

munication media and networking;and transport layer protocols is specified in Refg
[54], and [55]. To exploit this flexibility, BSMD-compliant systems provide the abilit
over of different types including

hose involving a change of “Communication Interface” (CI) (which may or may not invo

hose involving reconfiguration or change of the network employed to provide connect

hose involvirg both a change in communication interface and network reconfiguratio

In this International Standard, the acronym ITS-S is used to indicate an ITS station pased on the
iples of the BSMD. A general classification of stations used in ITS is outside the scopefof-this [nternational

erence [14].

traditional
echnologies
n from the
to a specific
e supported

abstraction
rofile to be
parameters

S resources
ires of ITS
n processes
rences [25],
y to support

lve a change
ng the same

ivity, and

1.

sses related

munications

between entltles that are themselves capable of bemg secured and remotely managed Wh11e this is an
abstract definition, it has very specific physical consequences. The bounded nature is derived from the
requirement for ITS-Ss to be able to communicate amongst themselves, i.e. peer-to-peer, as well as with
devices thatare not secured. Realizing that to achieve this in a secure manner often requires distribution
and storage of security-related material that must be protected within the boundaries of the ITS-S leads
to the secured nature of the entity. As there is great flexibility to achieve desired communication goals,
there is a requirement that this flexibility be managed. Thus, ITS-Ss are referred to as bounded secured
managed domains (BSMD).
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7.2 ITS-S architecture

7.2.1 Generalized OSI model

The “ISO Open Systems Interconnect Reference Model”[47] is used in a number of figures within this
International Standard with reference to the ITS-S communications architecture that embody the ITS
station concept. Several levels of abstraction will be used to illustrate different points of view.

Figure 8 shows the general ITS-S reference architecture, including interfaces (IN, NF, FA, ;I, MN, MF,
MA, SI, SN, SF, SA, MS, API) between the various blocks with informative details. Such interfaces may
be partly non-observable and thus non-testable service access points (SAPs), or observable and testable
interfaces (g.g. plug-and-play), or application programming interfaces (APIs).

A
=
Applications A
Road Traffic Other (1/'\
safety efficiency applications (1/'\

Facilities
Application support

Information suppordy® |
Session / communication support

management

management

Netivorking & Transport

e O ransport protocols e e
' Networking protocols

Security

Management
Firewall and Intrusion management

management

Authentication, authorization, profile management
Security Management Information Base (SMIB)
(Identity, crypto-key and certificate managment)

Management Information Base (MIB)

Access

Statlon-extemal Stahon internal

Hardware
Security Module
(HSM)

Figure 8 — ITS-S reference architecture

A simplified presentation of the ITS-S reference architecture is shown in Figure 9.
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Figure 9 — Simplified ITS-S reference architecture
NOTH The interfaces MA, FA, and SA are not shown-explicitly in Figure 9, as the functionality of these
interfaces is provided in the AP

The blocks in Figures 8 and 9 contain the follewing functionality:

— ITS-S access layer, referred to as “Aceess”, comprised of OSI layers 1 (Physical) and 2 (IData Link) of
the OSI communication protocol stack;

— ITS-S networking and transport layer, referred to as “Networking & Transport”, comgrised of OSI
layers 3 (Network) and 4 (Tsansport) of the OSI communication protocol stack;

— ITS-S facilities layer, referred to as “Facilities”, comprised of OSI layers 5 (Session), 6 (Piesentation),
gdnd 7 (Application)‘efithe OSI communication protocol stack;

— ITS-S management entity, referred to as “Management”, containing station rpanagement
functionalities;

— ITS-S security entity, referred to as “Security”, comprised of security services providgd to the OSI
¢ommunication protocol stack and to the ITS-S management entity;

protocol stack.

The functional blocks presented in Figures 8 and 9 are interconnected either via observable interfaces
or via service access points (SAPs) as specified in e.g. References [25], [32], and [42] or via an API. The
identifiers of these interfaces are shown in Figures 8 and 9.

Implementations of ITS stations, referred to as ITS station units (ITS-SU), constitute “endpoints” of a
communication path. An ITS-SU designed and configured to provide one or several specific ITS services
toits useris expected to provide those functionalities of the blocks in Figures 8 and 9 necessary for these
ITS services . Some of the functionalities in the various blocks may not be applicable and therefore do
not need to be implemented. For example, some ITS-S application processes might not require specific
support from the ITS-S facilities layer or from the ITS-S security entity. The requirement to instantiate
certain functionalities does not imply anything about the actual implementation. These functionalities
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(blocks) may be spread over several physical devices or they may be implemented inside a single device,
as illustrated in this International Standard.

7.2.2 ITS station nodes

An ITS-SU comprises ITS-SCUs connected via an ITS station-internal network as illustrated in 7.2.4. The
functionality contained in an ITS-SCU may be expressed by the functionalities of one or several ITS-S
nodes as illustrated in Annex B. The following ITS-S nodes are identified:

a) ITS-Srouter

1) ITSfSborderrouter
— | Access router
— | Mobile router
2) ITS}S internal router
b) ITS-S hast
c) ITS-S gdteway
The following definitions apply.

— An ITS-S router is an ITS-S node comprised of routing functienalities of an ITS-S used to connect
two netiworks and to forward packets not explicitly addressed to itself as illustrated in Figure 10
with th¢ example of an ITS station-internal network and aiwexternal network B.

- Ne klng

o onallty -
£ =
o . 5
= § o
© ( Q
& »

I Access
network A (ITS station- network B

internal network)

Figure 10 — ITS-S router

— An ITS-S border router is an ITS-S router with additional functionality that provides connectivity
to other ITS communication nodes over external networks (network B in Figure 10).

— An ITS-S access router is an ITS-S border router with additional functionality that provides other
ITS communication nodes a point of attachment to an external network.

— AnITS-S mobile router is an ITS-S border router with additional functionality that allows a change
of point of attachment to an external network while maintaining session continuity.

— AnITS-Sinternal routerisanITS-S router that connects two or more ITS station-internal networks.
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— An ITS-S host is an ITS-S node comprised of ITS-S functionalities other than the functionalities
of an ITS-S router, ITS-S border router, ITS-S mobile router, or an ITS-S gateway, i.e. not capable to
forward packets not explicitly addressed to itself.

NOTE Being an ITS-S node, an ITS-S host obviously contains the communication functionality to connect to
at least one network, although routing functionality is not part of the ITS-S host functionality.

— An ITS-S gateway interconnects an “external protocol stack” to the ITS-S management entity, or
to the ITS-S facilities layer, or to the ITS-S networking and transport layer, and thus supports also
direct routing on a default path to Internet which enables end-to-end communications. An ITS-S
gateway may convert between different protocols. The protocol stack on the right hand side in

icure 11 isconnecte ton-Hrterpalnetw helaft-hand side

a dtao tha an atazn hao nratacao an
— S S S SE e BHo+66 o S

i Figure 11 is connected to an external network. ,\b&

NOTH The external network may be a proprietary network, i.e. its technical specificatiqﬂ%ay njot be publicly
availgble. :

ITS-S station-internal
network

F@ 11 — Example of an ITS-S gateway at the ITS-S facilities layer

7.2.3 P@ol and service data units in the ITS-S protocol stack

Figu QZ shows the data unit transfer, i.e. service data units (SDU) and protocol data yinits (PDU),
through the ITS-S communication stack of two peer ITS stations communicating with each other and
the grouping of protocol layers as used in ITS:

— Session, presentation, and application OSI layers 5 through 7 comprise the “ITS-S facilities layer”.
— Network and transport OSI layers 3 and 4 comprise the “ITS-S networking & transport layer”.
— Physical interface and link control OSI layers 1 and 2 comprise the “ITS-S access layer”.

The naming and usage of service data units (SDU) and protocol data units (PDU) follows the principles
outlined in Reference [47].
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Figure 12 — OSI datawnit transfer in an ITS station

PDUs exchapged between peer ITS-S-aceess layers are named ITS-APDUs. PDUs exchanged between
peer ITS-S networking and transportlayers are named ITS-NTPDUsY. PDUs exchanged between|peer
ITS-S facility layers are named I'TS<EPDUs. Data units exchanged between ITS-S applications are ngmed
ADUs. Similarly, service data umits are introduced for ITS communications with the names ITS-HSDU,
ITS-NTSDU,[and ITS-ASDU.

7.2.4 Distributed implementations of ITS-S roles

An implemeptatiofrof the functionality of an ITS station is named “ITS-S Unit” (ITS-SU).

NOTE Tllle ferm ITS-S quite often is used synonym to ITS-SU.

The roles of an ITS-S can be implemented in physical units, which are interconnected via an ITS station-
internal network presented in Figure 2. Such a physical unit is named “ITS station communication
unit” (ITS-SCU). Every ITS-SCU can be addressed uniquely inside an ITS-SU. Typically an ITS-SCU is
an implementation of e.g. an ITS-S host, an ITS-S router, an ITS-S gateway, an ITS-S border router, or
a mixture of these functional elements, i.e. each ITS-SCU constitutes an ITS-S node specified in 7.2.2.
Details of ITS-SCUs are specified in Reference [33].

Distributed and combined implementations of ITS-S roles are illustrated for the roles ITS-S host and
ITS-S router in the following Figures 13, 14, and 15.

Figure 13 shows two ITS-SUs without ITS station-internal networks. The two ITS-SUs are interconnected
via a wireless ITS link.

1) The deprecated term ITS-NPDU is in use in published standards with the same meaning as ITS-NTPDU.
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Figure 14 shows two ITS-SUs with ITS station-internal networks. The two lTS-SUsfa@int
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Figufe 15 shows mg_%s-su& where the ITS-SU A has an ITS station-internal network, ang
SU Blhas no ITS s@_ n-internal networks. The two ITS-SUs are interconnected via a wirelg

brconnected

| where ITS-

ss ITS link.
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8 Detail
8.1 ITS-S

8.1.1 Imp

The interfad
Interface” (4

ITS-S host A
Applications ITS-S router A

< Facilities layer e

] - > ] - >
qEJ Networking & transport = g Networking & transport =
o layer 3 = layer 3
5 B B B
= Access layer (LAN CI) = LAN CI Other Cls

A

*

Combined ITS-S router / host B

ITS station-internal network A *

P TR
PO

Facilities layer

ITS-SUs

Networking & transport
layer

Management
Security

Access layer
(Cls)

’

Figure 15 — Implementation architecture III

Communication link petween

bd illustrations of implementation details are provided imAnnhex B.

5 of elements of ITS-S reference architecture
interfaces

lementation habits

e towards the ITS-S applications-typically is implemented as an “Application Program
API). All other interfaces typically-are implemented as a “Service Access Point” (SAP).

ming

NOTE An API depends on the operating'system it is designed for.

8.1.2 ITS-S management intetfaces

ITS-S management interfacesare specified in Reference [32], and are listed below.

— MI: Enaples the ITS-Simanagement entity to interact with the ITS-S access layer (0SI layers 1 and 2).

— MN: Engbles thelTS-S management entity to interact with the ITS-S networking and transport Jayer
(OSI layprs,3 ‘and 4).

— MF: Endbles the ITS-S management entity to interact with the ITS-S facilities layer (OSI layers 5

through to 7).

8.1.3 ITS-

ITS-S securi

MS: Enables the ITS-S management entity to interact directly with the ITS-S security entity.

S security interfaces

ty interfaces are listed below.

MA: Enables the ITS-S management entity to interact directly with the ITS-S application entity.

SI: Enables the ITS-S security entity to interact with the ITS-S access layer (OSI layers 1 and 2).

— SN: Enables the ITS-S security entity to interact with the ITS-S networking and transport layer (OSI

layers 3

20

and 4).
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— SF: Enables the ITS-S security entity to interact with the ITS-S facilities layer (OSI layers 5 through

to 7).

— SA: Enables the ITS-S security entity to interact with the ITS-S application entity.

8.1.4 ITS-S communications interfaces

ITS-S communications interfaces are specified in Reference [25] and [42] and other standards on
communication protocols and are listed below.

— IN: Allows the ITS-S networking and transport layer and the ITS-S access layer to interact with each

1
gtirer:

— INF: Allows the ITS-S facilities layer and the ITS-S networking and transport layerto i

¢ach other.

— IrA: Allows the ITS-S facilities layer to interact with ITS-S applications.

8.1.3 ITS-S application programming interface

An “ppplication Programming Interface” (API) is an implementation of the MA, FA and S

which connect ITS-S applications to the ITS-S facilities layer and,the ITS-S security and

entitfes.

8.2 | ITS-S access layer

8.2.1 Access technologies

hteract with

A interfaces
hanagement

The JTS-S access layer is part of the ITS station reference architecture as illustrated in Figulre 16.

Applications \C\)j‘~
| API |

Station-external Station-internal
interfaces interfaces

M

e.g. IR, 60 GHz, 5 GHz, 2G/3G, WiFi, 802.15.x,
Ethernet

t

Bl

A4

Communications

4
;H Vol

Figure 16 — ITS-S reference architecture - ITS-S access layer

The ITS-S access layer provides means for communication between entities both inside and outside a
station through interfaces. The following four classes of interfaces are distinguished:

a) Wireless interfaces out of an ITS-S.

b) Wired interfaces out of an ITS-S.

c) Wireless interfaces for station-internal communications.

d) Wired interfaces for station-internal communications.
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The following wireless access technologies

“Infrared light” (IR),[22]

— “Microwaves at 5 GHz, based on IEEE Std 802.11” (M5),[23] (ITS-G5),[64] (WAVE),[96] and

“Millimeterwaves” (MM) at 60 GHz,[24]

shown in Figure 1 have been developed specifically for ITS applications and services and are specified in

various ITS

standards. Such access technologies are named “ITS-S access technologies”.

Other access technologies shown in Figure 1 that are specified by reference to the standards according

to which thd
— Satellitg
2G cellu
3G celly
4G celly
IEEE 80
HC-SDM
IEEE 80

For these ac
to the ITS-S
layer (see th

Regionally 4§
[43]. Servicsg
in Referencg

Positioning
provided to

The access t
well suited
technologie

8.2.2 Det{

Figure 17 sh

y operate are the following:
networks;[31[44]

lar systems;[20]

lar systems (UMTS);[21]

lar systems (LTE);[15]

2.16;[39]

A;[40]

2.15.[99][100]

cess technologies, an adaptation as specified in Reference [25] may be required to inte
management entity, to the ITS-S security entity, and to the ITS-S networking and tran
e ITS station reference architecture illustratéd in Figure 8).

pecified DSRC systems may be supparted in ITS-SUs as specified in References [36
s based on the DSRC standards[>1[52]ican be supported in the ITS environment as spe(
[43].

data from satellite networks ‘such as GPS, GALILEO, or GLONASS may be received
the related ITS-S applicatioiprocesses.

echnologies illustrated in’Figures 1, 8, and 16 and listed above are examples of technol
for ITS-Ss. The ITS-station architecture is compatible with a wide variety of other a
E which are not méntioned herein.

hils of the ITS-S access layer

ows details of the ITS-S access layer.

rface
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Figure 17 — Elements of the ITS-S access layer
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ITS-S access layer consists of

an OSI physical (PHY) layer and an OSI data link layer (DLL),
the adaptation elements (MAE, SAE, CAL), if necessary, and
the following interfaces

MI to the ITS-S management entity,[32]

SI to the ITS-S security entity,[32] and

1

I derariel TQ Q 4o Lo 14 ol 201
T IN LU LIIT 11070 IICTLVWUIL l\llls dlliu tl dllbl}Ul L ldyCl,L“—J

1
istrated in Figure 17.

datalink layer consists of a MAC sub-layer and an LLC sub-layer, as specified in'Referenc
nerally, a dedicated MAC sub-layer for every PHY layer. Details of MAC Sub-layers a

fied together with the associated PHY layer standards.

«

Communication Adaptation Layer” (CAL) provides the IN-SAP as specified in Reference
ntiation of a data link layer. The CAL can be interpreted as an exténsion of an existing

Implementations of the CAL and MAE are access technology.dependent.

role of the security adaptation entity (SAE) is to provide a:common interface to the seg

bmentations of the SAE are access technology dependent.

stantiation of an access technology is called a cdmmunication interface (CI). The conc
fied in Reference [25]. An ITS-SU contains one-or more Cls.

heed to support single-hop links with different physical characteristics, e.g. transmit
hme Cl leads to the concept of virtual communication interfaces (VClIs). Details of VCIs 4
ference [25].

Logical channels

following is a list of some potentially useful LCHs in a communication system:

¢ontrol channel (CCH) on which basic channel control information, communication, and
management information is disseminated or exchanged;

q

gervice advertisement channel (SaCH), where applications and services currently being

b [25]. There
re generally

[25] for any
LLC or MAC
n Reference

urity entity.

ept of a Cl is

power, over
re specified

ral channels
fthe logical
PCH.

application

r offered are

idvertised by a station with service provider role;[34]

q

service channels (SCHs), where peer to peer ADU exchanges take place and message dissemination

may take place;

safety channels (SfCHs), where safety of life and property critical information is disseminated or

exchanged.

The concept of logical channels provides increased flexibility in application and message prioritization.
[54][55] For example, creation of a logical safety channel (SfCH) allows a regulatory agency to specify
that such a channel is reserved for safety-related exchanges only, and then give characteristics of the
physical channels to which the SfCH can be mapped (e.g. dedicated to safety only), providing system
designers the flexibility to maximize channel capacity by appropriately configuring the RF parameters.
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As described in 6.6, ITS-S application processes are assigned one or more flows that are used to identify
the communication resources to be used when transmitting a data packet (PDU). A given flow may be
mapped to only one logical channel.

8.2.4 Prioritization

Prioritization of transmissionrequestsinthe ITS-Saccesslayerisused tohandle multiple flows associated
with ITS application processes in an ITS-S contending for access to the same physical communication
channel in an ITS-S. In an ITS-S, prioritization can take place in the CAL, the LLC sublayer and the MAC
sublayer, and where it takes place depends on the details of the ITS-S access layer and the implemented
CAL. Implementation inside the CAL is necessary when neither the MAC nor LLC sublayers provides

a prioritization mechanism. Nothing prevents prioritization from occurring in multiple layers
cumulative pffect is equivalent to (possibly multiple layer) buffering of packets for transmission,
possibly different criteria for packet transfer between the buffers in the sublayers.

8.24.1 St

Station-inte
implementa
used to exc
(buffers full

tion-internal contention

'nal contention for resources is largely an implementation dssue. In distril
Lions of ITS-Ss, there may be contention for access to a medium (station-internal ethe
hange information between ITS-S nodes and there may be limited ability to store
. The resolution of such issues is implementation dependentand’can use various stand

8.2.4.2 StI

The final ar
responsible
given access
is made ava
also be con
for creating
[25] specifig
priority sch
only four le
implementa

8.3 ITS-S

8.3.1 ITS-

The ITS-S n
Figure 18.

tion-external contention

iter in the chain of prioritization mechanisms from.,the CAL to the PHY is the one ultim|
for mediating physical channel access. Generally, this will occur in the MAC sublayel
technology because therein, information about the current activity on the physical chg
ilable. Furthermore, prioritization of PDUs being sent by ITS-S application processes
sidered. Because there is no globally harmonized scheme for such prioritization, m
mappings between various prioritizatioh schemes are necessary. For example, Refef
s a 256-level priority scheme in the ITS-S access layer, Reference [48] specifies an 8
bme for data transmission requests'in the OSI data link layer, and Reference [97] spe
vels in the OSI medium access-sublayer. Mapping of the 256 and 8 levels to the 4 lev
tion dependent (though defaults are given).

networking and transport layer

S networking and transport layer details

btworking and transport layer is part of the ITS-S reference architecture as illustrat
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Figufe 19 shows details of the ITS-S networking and tr

N
Figure 18 — ITS-S reference architecture - ITS-S networkingélgl'transport 13
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Figure %@- Elements of the ITS-S networking and transport layer
N\

HLoWFAN)

e.g. an IPv6 adaptation agent,[12] and

hannnwing interfaces
— MN to the ITS-S management entity,[32]
SN to the ITS-S security entity,[32]

IN to the ITS-S access layer,[25] and

NF to the ITS-S facilities layer, [42]

as presented in Figures 8, 18, and 19.

© IS0 2014 - All rights reserved

25


https://standardsiso.com/api/?name=2e517304b73d1d961b14761356bfdcbd

ISO 21217

:2014(E)

8.3.2 Networking protocols

The OSI network layer connects the OSI data link layer to the OSI transport layer. Multiple optional and
complementary network protocols running independent of each other may be supported.

Two classes

of network protocols are identified.

— Internet protocols

— IPv4 is the IP protocol version most widely deployed. However, the [IPv4 address space is

exh

austed, and IPv4 does not fully meet deployment requirements of Cooperative ITS.

— [Pv
unl
and

— To s
use

— 6Ld
— Otherp

— Thd
pro
relg
cap

technologies for identifying nodes in the network.

— The
wit

appllications as illustrated in Reference [69]:

— Geg
stat

A priori, ng
equivalently
GeoNetworl

8.3.3 Trampsport protocols

The OSI tra
transparent

Various traif

b provides features in support of Cooperative ITS requirements, and has a pract
mited address space. Details on usage of IPv6 for ITS are found in Reference [11], [12]
[117].

upport communication with [Pv4-based systems, IPv4 - IPv6 transition mechanisms c
d.

WPAN
rotocols

“Fast Networking & Transport Layer Protocol” (FNTP)[42}is‘designed for ITS-S applic
cesses with severe time constraints and low latency requiréments, e.g. time-critical s
ted applications as illustrated in Reference [69]. FNTP does not provide netwol
nbilities at the ITS-S networking and transport layer, but uses MAC addresses of a

“WAVE Short Message Protocol” (WSMP)[25Lis designed for ITS-S application proc
h severe time constraints and low latency~requirements, e.g. time-critical safety re

NetworkinglZ5] uses geo-coordinates to identify target areas of possible destin
ions. The basics of GeoNetworking'were developed in the EU research project GeoNet.

thing prevents the tunnelling of networking protocol A over networking protod
encapsulating networking protocol A into networking protocol B, e.g. tunnelling IPv6
ing.[75]

nsport layer«connects the OSI network layer with the ITS-S facilities layer and pro
transferof\data between the communicating entities.

sportprotocols may be used to meet ITS-S communication requirements, e.g.:

— “UserD

cally
[19],

hn be

ption
hfety
'king
Ccess

bsses
lated

htion
[116]

ol B,
over

rides

htagram Protocol” (UDP);

— “Transmission Control Protocol” (TCP);

— “Fast Networking & Transport Layer Protocol” (FNTP);[42]

— “Basic Transport Protocol” (BTP).[Z5]

8.4 ITS-S

facilities layer

8.4.1 ITS-S facilities layer details

The ITS-S fa

26

cilities layer is part of the ITS-S reference architecture as illustrated in Figure 20.
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Figure 20 — ITS-S reference architecture - ITS-S facilities layer

1 shows details of the ITS-S facilities layer.
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Figure 21 — Elements of the ITS-S facilities layer

The ITS-S facilitiesdayer consists of

— an OSI session, presentation, and application layer, providing application support,
gupport,.cemmunication support, and session support and

— thefollowing interfaces

information

MF to the ITS-S management entity,[32]
SF to the ITS-S security entity,[32]
FA to the ITS-S application entity (via an API), and

NF to the ITS-S networking and transport layer.[42]
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8.4.2 ITS-S Facilities

ITS-S facilities may include the following functions that map to the OSI application layer, presentation
layer, and session layer:

— Support for:

— Generic HMI for presentation of information to a human user of the system, e.g. to the car driver,
via the HMI hardware and firmware.

— Data presentation to encode and decode messages according to a formal language being used
(e.g. ASN.1).

— Proyiding information on the geographical position (longitude, latitude, altitude) of an.IT
and the actual time.

— Location referencing and time stamping of data.

— Local dynamic map (LDM)[53][56][65] which involves a cooperative systém for road s

5-SU,

hfety

critfical applications and involves support for combining and fusing data(ftom different sofirces

and keeping them up to date.

— Maintenance of ITS-S application processes including the download and activation of|

ap
— SOA

SOA-based web services. This facility supports applications using backend services
feafures such as establishing a session with the backend, handling unexpected session 1
due|to the mobility of an ITS-SU, and maintenanceof-a session during handover.

— Pro

ication software and the update of installed software.[54]

cessing and transfer of information between TS stations.[13]

new

| application protocols for loosely coupled, business-aligned and networked serviceg, e.g.

with
hsses

— Common message distribution by ITS-S application processes residing in the ITS-S facilities

laye¢r (ITS-S facility applications)

— Event njessages are triggered following the detection of some events. Rules to define dissemin
coverage, repetition or cancelation«®fievent messages depend on specific events. Examples are

“De
_ llTr

— “Signal Phase and‘Timing” (SPaT) message,

— MA

— in-yehiclesignage message,[57]

— conkextual speed message,[58]

centralized Environmental Notification Message” (DENM),[63]

insport Protocol Expert Group - Road Traffic Messages” (TPEG-RTM),[118]

P and ToPe 'messages containing digital map information of intersections,

htion

— “Probe Data Management” (PDM) message,

— “Probe Vehicle Data” (PVD) message,

— “Signal Request Message” (SRM),

— “Signal Status Message” (SSM), and

— messages from the Probe Data Message set[26][46]

— Messages to be sent periodically. Examples are

«CO

28

operative Awareness Message” (CAM),[62]
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“Basic Safety Message” (BSM),[114]

“Service Advertisement Message” (SAM),[34] e.g. Point of Interest (POI) notifications,

— “WAVE Service Advertisement” (WSA) message.[23]

— Messages to manage establishment of a session. Examples are SAM and CTXI[34]

— repetitive transmission of messages,

location rather than a physical device address or addresses,

geodissemination of messages,[Z] i.e. dissemination of messages to a defined geographical

8.5

8.5.1
The ]

— relevance checking of received information, ,\b‘

— 5,8 GHz DSRC-based services,[36][43] e.g. to enable efficient coexistent be \49&1 DS
communciations[50][51][52] and ITS access technologies communications,[22][23][24]
supporting also smooth migration from DSRC communications to ITs\ghnmunicat

— selection of addressing modes at lower layers. O(l/
[onnecting to the ITS-S application entity by providing the FA int&e ace to the API.

®)
[onnecting to the ITS-S networking and transport layer b@ng services of the NF-SA

L

Dther functionality.

o
ITS-S management entity %)
o)
Management entity details . \@$
3
TS-S management entity is part of theJ\U-S reference architecture as illustrated in Fig
O
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The ITS-S management entity consists of e.g.

various

management protocols as illustrated below,

a “Management Information Base” (MIB),

support of ITS station-internal management communications between ITS-SCUs,[33] and

the following interfaces[32]

— Ml to the ITS-S access layer,

— MN
— MF
— MS
— MA

ITS-S manag

remote
local IT
— mal

— mnaj

8.5.2 Mar

tothe 1 FS=Srretworkingand-transportiayer;
to the ITS-S facilities layer,

to the ITS-S security entity,

to the ITS-S application entity (via API).
rement distinguishes

[TS-S management,[31] and

8-S management(30][35]

nagement inside an ITS-SCU

nagement in a whole ITS-SU, covering several ITS-S€Us.

lagement functionality

Managemenit includes protocols for

30

manage
privacy

manage
registrg
harmfu

manage

commu
selectio

manage

ment of “Regulatory Information” (RL) and policies[25][30][54] related to e.g. radio reguls
issues,

ment of ITS-S application_processes, e.g. installation, configuration, and station-int
tion[541[55] and update 0f ITS-S application processes, safeguard mechanisms allevi
behaviours of ITS-S application processes,

ment of service advertisement,[34]

hication system/configuration and update management including communication pj
n and flowand path management,[35][54][55]

ment 6f communication interfaces (Cls) and VCIs,[25][30]

manage

tion,

brnal
pting

rofile

nient of channel congestion, e.g. “Distributed Congestion Control” (DCC),[22]

“Radio Frequency” (RF) interference management,[30]

protection of DSRC systems,[30]

maintenance of a local node map containing information on neighbouring stations, e.g.
communications parameters (e.g. MAC addresses, networking addresses), kinematic state vector of
stations (e.g. position, speed, and heading),

recording and forwarding of usage billing events, particularly for third-party usage of chargeable
communication services accessed vehicle to vehicle communications, and holding of license
agreements to confirm that an ITS-SU is authorized to use a communications service,

fault management, e.g. to deactivate a local faulty communications system,
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— monitoring of service level, and
— communications system performance recording.

Management protocols are specified e.g. in References [25], [30], [31], [32], [33], [34], [35], [54], [55],
[90], and [92].

8.6 ITS-S security entity

8.6.1 Security entity details

The ITS-S security entity is part of the ITS-S reference architecture as illustrated in Figu& 23.

Applications

\J
profile managem

Security Management Information Base (SMm
(Identity, crypto-key and certificate managment)

Networking &
Transport

Management
Firewall and Intrusion mana@!ﬁe t

Authentication, authorization,

Hardware
Security Module
(HSM)

Figu§~ — ITS-S security entity as part of the ITS-S reference architecture

ITS-§ se&@ entities may consist of

— ydrious security and privacy functionalities,

— firewall and intrusion management,
— authentication, authorization and profile management,
— identity, crypto key and certificate management,

— “Hardware Security Modules” (HSMs),

— a “Security Management Information Base” (SMIB), and

— the following interfaces

— Sl to the ITS-S access layer,[32]
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SN to the ITS-S networking and transport layer,[32]
SF to the ITS-S facilities layer,[32]
MS to the ITS-S security entity,[32] and

SA to the ITS-S application entity (via API).

8.6.2 Functionality

The security entity provides

security

r functionality

— compmunication security and

— sys
— and priy

Communica
in Referencd
specificatio}

System sec
configuratid

Functionalif

There may |

8.7 ITS-S

8.7.1 ITS-

ITS-S applic
NOTE IT|

application p
security entif

fem security
racy functionality.

fions between ITS-SUs, and ITS station internal management comfmunications as speq
[33], may be secured at various OSI layers. End-to-end security built into the standard
1s for applications allows usage of non-secured communication‘channels.

urity essentially is lifecycle management. It covers <means to ensure proper sg
n and operation of an ITS-SU.

y to ensure privacy of data are provided accordingto regional regulation.

e ITS-S security application processes.
applications

S applications details
htions are part of the ITS-S réference architecture as illustrated in Figure 24.

S-S applications are ITS-S(@application processes residing in the ITS-S application entity. Other
Focesses may reside e.grin.the ITS-S facilities layer or in the ITS-S management entity, or in the

y.

ified
5 and

cure

[TS-S
[TS-S

32
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( NF )
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Figure 24 — ITS-S reference architecture - applications

The ITS-S applications entity consists of
— QJuthorized ITS-S applications,[54] e.g. for

1+ road safety,

— traffic efficiency,

— permitted ITS-S applications,[54]

— an “Application Programming Interface” (API).
All infteractions of an ITS-S application with

— the ITS-S managément entity,

— the ITS-S security entity, and

— the ITS-Sfacilities layer

go vip the API. Details are defined by standards related to the ITS-S management entity,[541(55] the ITS-S
security’entity, and the ITS-S facilities layer.

Applications which are not designed to operate in a BSMD may use some restricted communication
functionality of an ITS-S via an application adaptation interface providing ITS-S gateway functionality.
An example is the DSRC support specified in Reference [43] A general classification of sources of
messages to be transmitted using the communications tools of an ITS-SU is specified in Reference [55].

8.7.2 ITS service
The term “ITS service” refers to a service provided by an ITS application to a user of an ITS-SU. The ITS

application itself may consists of two or more complementary ITS-S application processes. Pairs of ITS-S
application processes may be classified, for example, as client applications and server applications.
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A client station can identify available user services in the two following ways:

Acl

User service discovery.

ient station actively tries to discover user services.

User service notification.

A server station is actively broadcasting service advertisement messages (SAMs) to notify user services.
These service advertisementsare managed through various processes, including application registration
and announcement requests, and construction of such announcement messages is to be transmitted
over the air with an appropriately chosen access technology.

Details may

NOTE
message”.

The “Fast S¢
Networking
A client stat

use this|
service

reply to
upon w

run the

ITS applicat]
References

NOTE IT
data exchang
applications

ITS-Sapplic
or to other

The term “service announcement message” is used synonymously to the term “servicejqadvertise

depend on networking protocols used.

rvice Advertisement Protocol (FSAP) specified in Reference [34] which may use the
& TransportLayer Protocol” (FNTP) specified in Reference [42] provides service notificg
on receiving an announcement message can either

announcement message as an information message, in case it-already contains the com
information, e.g. traffic situation alert message,

the notification with a privately addressed frame containhing service context informs
hich the server runs the service transaction in the corréct context, or

service transaction directly.

ions are identified by a globally unique “ITS)Application Identifier” (ITS-AID) specifi
54] and [80].

es between applications occur until'such time as the session is complete or the link betweg

s broken.

htion processes use ITS-S sexvices to connect to one or more other ITS-Sapplication proc

interface, q

supported. The term “ITS-S setvice” refers to a communication functionality of the ITS-S provid
ITS-S applicption processes.(Parts of this ITS-S service are under direct control of an ITS-S applic
process. OtHer parts runautonomously without control by or feedback to the ITS-S application prg

9 Typic3dl implementations of ITS station units

The four typical*implementations of ITS station units that are illustrated in Figure 25 and fu

application processes. dh;implementations with more than one wireless communic
asi-simultaneous provision of ITS-S services with data streams via different (

ment

‘Fast
tion.

plete

tion,

ed in

S-SUs communicate in a peer-to-peer made where, once the application association has been ade,

n the

PSses
htion
Is is
bd to
htion
cess.

Fther

3 3 A A L. £.11 3
described itAfnexA-are-thefoHow g

34

an ITS-SU installed in a vehicle, e.g. passenger car, bus, truck, or motor-cycle;
an ITS-SU installed at the side of a road, e.g. on a gantry;
an ITS-SU installed in a portable device;

an ITS-SU installed in an office, e.g. a traffic management centre.
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ITS-SU in a vehicle
ITS-SCU (ITS-S host)

ITS-SU in central office. 1\

ITS-SCU (ITS-S host)

ITS-5CU
(Central TS-S gateway) | |

ITS peer-to-peer
communications
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Annex A
(informative)

Illustration of typical ITS-SU implementations

Figures A.1, A.2, A.3, and A.4 illustrate the four typical ITS-SU implementations presented in Figure 25
and distinguish the split of an ITS-SU into ITS-S nodes with several roles specified in 7.2.2.

TlLe ITS-SU implementations illustrated in this Annex may have different roles (private usage; }Lolice

NOTE
usage, military usage, etc.).
A.1 Implementation in a vehicle
The implemgentation presented in Figure A.1 contains an ITS-SU in a vehicle whichis physically splif into
an ITS-SCU ith ITS-S host role, an ITS-SCU with ITS-S router role, and an ITS*SCU with a vehicle |TS-S
gateway rolg. A passenger may use a personal ITS-SU, as presented in FigureA.3, which uses an HMJl and
forms an integral part of the vehicle ITS-SU.
The ITS-SCUwith vehicle ITS-S gateway role connects the ITS station-iternal network with a proprig¢tary
in-vehicle n¢twork. The part of the vehicle ITS-S gateway which connects to the proprietary in-vehicle
network is qutside the scope of this International Standard.
ITS-SU in a vehicle A
ITS-SCU (185S host)
G’S—SCU (Vehicle ITS-S gatewab ,-w{‘f""}"”"'
e el ‘
.:. 8.,?‘, 11 ]]
) | —o—
I (.:r;*‘. — ——‘ I:
K Communications
ECU ITS station-internal network )
21 D\
I Proprietary in- veh»cle network
ECU / \

Figure A.1 — ITS-SU in a vehicle

NOTE The presentation in Figure A.1 does not imply a restriction to passenger cars. A vehicular ITS sub-
system is also given for any other kind of vehicle, e.g. trucks and buses, including motorcycles and special vehicles,
e.g. military equipment.

A.2 Implementation at the road side

The implementation presented in Figure A.2 contains an ITS-SU at the road side which is physically split
into an ITS-SCU with ITS-S host, an ITS-SCU with ITS-S router, an ITS-SCU with a roadside ITS-S gateway
role, and an ITS-SCU with an ITS-S border router role.
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The ITS-SCU with roadside ITS-S gateway role connects the ITS station-internal network with a roadside
network. The part of the vehicle ITS-S gateway which connects to the roadside network is outside the
scope of this International Standard.

ITS-SU at the road side
ITS-SCU (ITS-S host)

ITS-SCU ™\
(Roadside ITS-S gateway)

Applications

’7 (*Er [FEEEU{ITEEC IR0 ITS-SCU (ITS-S border router)
—p— BN peeeeeeen B
; H H

K ﬁ_ / UEWU # s“j |
JE

L ITS station-internal network \ a—
Roadside network .
VMS
/‘\
o0

—— - ——— — —— —— — ————— — ——— —— - - - o = = A - - ——

Figure A.2 — I'TS-SU at the road side

A.3 | Implementation in a personal device

The Jmplementation presented in Figure A.3 provides the ITS-S functionality in consumer electronic
deviges such as PDAs and mobile* phones. It contains a personal ITS-SU. Portable devicep, e.g. PDAs,
cellular phones, with ingress—connectivity (provided by Bluetooth, for example), in [addition to
connectivity to public wireless network services, may be used as egress access technologies|{for ITS-SUs.
Portable devices, e.g. laptops and media players, can use the vehicle as an access point for longer range
connectivity. This is bandled by the ITS-S router or gateway functionality and may use IPy6 protocols
specified in Referefices [11], [12], and [19].

Perspnal area~nétwork devices, such as those using Bluetooth,[981[99] may be used to provide local
connfectivity-for portable devices.
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ITS-SU in personal device h

Figure A.3 — ITS-SU in a personal d

N\
O
A.4 Implementation in an office \%\@

The implemgntation presented in Figure A.4 contains.a%\lﬁ’S—SU in a central office which is physjcally
split into an|ITS-SCU with ITS-S host role, an ITS-SCU vﬁt a central ITS-S gateway role, and an IT§-SCU
with an ITS{S border router role. xO

The ITS-SCY with central ITS-S gateway role ects the ITS station-internal network with a local data
network pr¢sented in Figure 2. The part of central ITS-S gateway which connects to the local{data
network is qutside the scope of this Intt@ational Standard.
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Annex B
(informative)

ITS-S configurations

B.1 General
This annex gives a non-exhaustive sequence of examples of differently configured implementts\&blns of
ITS-SUs. q/
&
B.2 Advanced configuration in a vehicle q/r\q/
B.2.1 Building blocks %O
AS
Figure B.1 shows an advanced ITS-S configuration in a vehicle, i.e. a simple éhicular ITS sub-systgm.
ITS-S Host ITS-S Host Owewall Sensors
atewa and Control
ITS-$ Application ITS-S Application ?\ y
\\'QQ In-vehicle
o3 Facilities o Facilities $ application
5> - 5> - NZ :
£ £ | [Networking & £ £'| Networking & 1\ Networking /
g 3| | Transport g 3| TransportxO) Routing
g o 2w CI\)J; LAN VN CI
@ @ :
= LAN CI = LP@B ol |VNCl
1 Dl | 11
O'?’ OEM in-vehicle network
ITS-S Rguter ITS-S Router ITS-S Router
Q’ o o
<> -E‘ Networking & 5 %‘ Networking & 5 %‘ Networking &
] § Transport E § Transport E § Transport
A %cn %m %m
c LAN = LAN = LAN
C) g ol M5 Cl g cl 3G Cl g o1 IR Cl

! ! !

ITS station-internal network

Figure B.1 — Advanced ITS-SU configuration in a vehicle
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