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Foreword

ISO (the Inte

rnational Organization for Standardization) is a worldwide federation of national standards bodies

(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental, in liaison with 1SQ _ also take part in the work 1SO collaborates closely with the

International
International
The main ta
adopted by

International

Attention is
rights. ISO s

ISO 21217 w

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.
5k of technical committees is to prepare International Standards. Draft International Stangards
the technical committees are circulated to the member bodies for voting. ‘Publication gs an

Standard requires approval by at least 75 % of the member bodies casting-a Vote.

rawn to the possibility that some of the elements of this document may be the subject of gatent
nall not be held responsible for identifying any or all such patent rights.

as prepared by Technical Committee ISO/TC 204, Intelligent trahsport systems.
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Introduction

This International Standard is part of a family of International Standards based on the communications access

for land mobiles (CALM) concept. These International Standards specify a common architect
protocols and communication interface definitions for wired and wireless communications u

ure, network
sing various

access technologles mcludlng cellular 2nd generahon cellular 3rd generation, satelhte infra-red, 5 GHz micro-

This [International Standard describes the common architectural framework around which CAl
communication entities called ITS stations (ITS-Ss) are instantiated, and provides the architectu

for use by the CALM family of International Standards, including the lower 'ayer service
specifications described in 1SO 21218, network protocol specificationsCdescribed in ISO
networking) and 1SO 29281 (non-IP networking), and the ITS-S management specifications
ISO 24102.

The relationship between the members of the CALM family of Int€rnational Standards is shown i

The pumbers in the boxes are references to the International Standard in which the indicated fi
specified.
The functional requirements for information transmissioriin the ITS sector over large distances u

acce
range
inforn
and

comn
one fi
quas
of hig

Es technologies may be very different from the réguirements for, for example, European de
communication (DSRC). In ITS, large volumes’ of data are required for purposes such as

nation and management, video downloads.to0 mobile stations for tourist information and ¢
havigation-system-updates. In order to ‘support such services, mobile stations need tg
hunicate over longer ranges with fixed(stations, and the system must be able to hand over s
xed station to another. Thus, the CALM family of International Standards is explicitly design
-continuous communications, communications of protracted duration, and short messages
h priority with stringent time eenstraints.

CALM-complaint systems provide the ability to support handover of different types. One of

gies that can
Wween mobile
bort systems

L M-compliant
ral reference
Access point
1210 (IPv6
described in

h Figure A1,
nctionality is

S5ing wireless
dicated short
safety, traffic
ntertainment

be able to
essions from
ed to enable
and sessions

he essential

features of the CALM concept is the ability to support media independent handover (MIH), also

ferred to as

heterpgeneous handover, between the various access technologies supported by CALM, e.g. cellular, satellite,

micrgwave, mobile ,wireless broadband,

infra-red, DSRC. With this flexibility, CALM-complaint systems

provifle the abilitydo use the most appropriate access technology for message delivery. Selectjon rules that

are supported_igelude user preferences and access technology capabilities in deciding

hich access

techrfology to use for a particular session, and when to handover between access technologies or between
servige providers on the same access technology. It is also important to note that communication between
ITS-$s_is\ peer-to-peer, regardless of the networks providing the connectivity. This provideq flexibility in
designing applications for the ITS sector. While this flexibility is very important in providing quasgi-continuous
connectivity, applications may be restricted to specific access technologies and operational frequency bands,

if required.

A fundamental advantage of the CALM concept over traditional systems is that applications are abstracted
from the access technologies that provide the wireless connectivity and the networks that transport the
information from the source to the destination(s). With reference to Figure A.1, this means that ITS-Ss are not

limited to a single access technology and networking protocol, and can implement any of those

supported; it

also means that the ITS-S management can make optimal use of all these resources. To exploit this flexibility,
CALM-complaint systems provide the ability to support handover of different types, including those involving a
change of communication interface (which may or may not involve a change of access technology, since
ITS-Ss may have multiple communication interfaces using the same access technology), those involving
reconfiguration or change of the network employed to provide connectivity, and those involving both a change

in communication interface and network reconfiguration.

© 1SO 2010 — All rights reserved
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The architecture specified within this International Standard makes provision for rapid session initialization,
where this is required, e.g. for road safety applications.

The architecture specified within this International Standard supports a variety of different ITS-S
implementations, ranging from “simple single-box implementations” up to “complex distributed
implementations” where the complete ITS-S functionality is distributed in several physical boxes
interconnected with wired or wireless local networks. The instantiation of access technologies used for these
local station-internal networks follows the same principles as the instantiation of access technologies used to
connect to external networks.

Vi © 1SO 2010 — All rights reserved
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Intelligent transport systems — Communications access for
land mobiles (CALM) — Architecture

1

This |International Standard specifies the architectural communications framework offintellig
systegms (ITS) for the family of CALM-related International Standards. The architecture’ is des
abstrpct way with several graphical views and examples. The graphical representations partly fq

Ope

Interpational Standard, a number of notes and examples are provided to illustrate the CALM cond

Whe
Inter
regu

2

Conf
CALM-related International Standards.

3 Normative references

The following referenced documents are indispensable for the application of this documen
refergnces, only the edition cited \applies. For undated references, the latest edition of th
document (including any amendmeénts) applies.

ISO 21210, Intelligent trahsport systems — Communications access for land mobiles (CA
Netwprking

ISO 21218, Intelligent’ transport systems — Communications access for land mobiles (CALM
servite access points

ISO 24102, Intelligent transport systems — Communications access for land mobiles (CALM) —

cope

Systems Interconnection (OSI) principles. In addition to the requirements specifieq

ever practicable, this International Standard has been developed“by reference to su
ational Standards, adopted by selection. The architecture provides for regional vari
btions differ in different countries and regions.

n
I

Conformance

brmance declarations for the various parts of a CAEM-compliant system shall be based on

ent transport
cribed in an
llow the ISO

within this
ept.

itable extant
tions where

the relevant

t. For dated
b referenced

LM) — IPv6

— Medium

\lanagement

4 Terms, definitions and abbreviated terms

4.1
Fort

411

Terms and definitions

he purposes of this document, the following terms and definitions apply.

access technology
technology employed in a communication interface to access a specific medium

© 1SO 2010 — All rights reserved
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41.2
CALM-aware application
ITS-S application which is capable of supporting features specific to CALM

NOTE Cl selection management is an example.
41.3
central ITS-S

central ITS station
implementation of an ITS-S in a central ITS subsystem

414
FA interface
interface betyeen the facilities layer and the ITS-S applications entity

NOTE THe FA interface is presented in Figure 14.

41.5
geo-networking
geo-routing
network layef protocol using addresses in the form of geo-coordinates which identify target areas of possible
destination stations

4.1.6
heterogenegus handover
process by which a communication link is switched from one virtual cOmmunication interface to another dne of
a different medium type

41.7
homogeneous handover
process by which a communication link is switched from-~one virtual communication interface to another dne of
the same mgdium type

41.8
IN interface
interface betyveen the access layer and thé:hetworking and transport layer

NOTE THe IN interface is presented in-Figure 14.

41.9
ITS service
service provifled by a set of-lTS-S applications

41.10
ITS-S

ITS station
entity in a [communication network, comprised of application, facilities, networking and access [layer
components specified in this International Standard that operate within a bounded secure management
domain

41.11
ITS-S application
functionality in an ITS-S that uses ITS-S services to connect to one or more other ITS-S application

4112

ITS-S gateway
gateway functionality provided in the facilities layer of an ITS-S

2 © 1SO 2010 — All rights reserved
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4113

ITS-S host

application and facilities functionality provided in an ITS-S together with a minimum communication
functionality to connect to the ITS-S internal network

4.1.14
ITS-S router
routing functionality provided in an ITS-S

4.1.15
ITS-S service

Comr-\nninnﬁr\n finatinmalibhg ~AffArAAd Iy AN ITQ Q 4+~ A1 TS
rorCatorTroarCtormanty O CreCoyarrT oo t0ar T oo

4.1.1p
MA interface
interface between the communication and station management entity and the ITS-S applications gntity

NOTE The MA interface is presented in Figure 14.

4117
medium
any gntity upon which a signal is impressed or from which a signal is received, e.g. wireless or onla wire, radio
wavess or light, low or high frequency band, modulation scheme

411
MF interface
interface between the communication and station management entity and the facilities layer

NOTEH The MF interface is presented in Figure 14.

4.1.1p
Ml interface
interface between the communication and station management entity and the access layer

NOTE The Ml interface is presented in Figure 14.

41.2D
MN interface
interface between the communication and station management entity and the networking and trarsport layer

NOTEH The MN interface is presented in Figure 14.

4.1.2
MS interface
interface between the communication and station management entity and the security entity

NOTH The MS interface is presented in Figure 14.

4.1.22
network-based multi-hopping
multi-hopping from ITS-S to ITS-S performed by a networking protocol

4.1.23
NF interface
interface between the networking and transport layer and the facilities layer

NOTE The NF interface is presented in Figure 14.

© 1SO 2010 — All rights reserved 3
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personal ITS-S
personal ITS station

implementati

4.1.25

on of an ITS-S in a personal ITS subsystem

roadside ITS-S
roadside ITS station

implementati

4.1.26
SA interface

on of an ITS-S in a roadside ITS subsystem

interface bet
NOTE TH

4.1.27
SF interface
interface bet

NOTE TH

4.1.28
Sl interface
interface bet

NOTE TH

4.1.29
SN interface
interface bet

NOTE TH

4.1.30
vehicle ITS-

veen the security entity and the ITS-S applications entity

e SA interface is presented in Figure 14.

veen the security entity and the facilities layer

e SF interface is presented in Figure 14.

veen the security entity and the access layer

e Sl interface is presented in Figure 14.

veen the security entity and the networking andAransport layer

e SN interface is presented in Figure 14.

5

vehicle ITS station

implementati

4.2 Abbrg

API
CAL
CALM
CCK
Cl
DSRC
ECU
HMI
IPv6
ITS
LLC
PDA
SAP
VMS

pn of an ITS-S in a vehicular 1S subsystem

viated terms

ppplication programming interface
communication_adaptation layer
communicafions access for land mobiles
CALM.communications kernel

communication interface

dedicated short range communication
electronic control unit
human-machine interface

Internet protocol version 6

intelligent transport systems

logical link control

personal digital assistant

service access point

vehicle motion sensor

© 1SO 2010 — All rights reserved
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5 Requirements

5.1

Principles for CALM-related International Standards

CALM-related International Standards shall focus on specifying open interfaces with regard to the
functionalities required for all relevant layers of the OSI reference model.

CALM-related International Standards shall not specify implementation aspects, except in situations where

such
5.2

5.21

Figun
It sha
betw

NOTE

specification is deemed essential to interoperability of the interface protocol.

Wireless links

e 1 illustrates the global ITS scope to be considered by the set of CALM-related 'nternation
ws several types of access technologies for wireless communication links between individua
ben ITS-Ss and legacy stations which can be expected to be present in ITS environments.

The CALM concept is not limited to the access technologies presented inEigure 1.

F N

Terrestrial
cast
Portable
Inte wlar :m.b" Cellular
Hot-Spot 4 |
(Wireless

Satellite GPS/GALILED

bl Standards.
| ITS-Ss and

©I1SO

Figure 1 — Examples of wireless links employing various access technologies
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5.2.2 Acce

2010(E)

ss technologies

The access technologies shown in Figure 1 with an asterisk are each fully specified by a CALM International
Standard, e.g. M5 (ISO 21215), IR (ISO 21214) and MM (ISO 21216). These access technologies have been

developed w

ith a specific focus on ITS deployment.

The other access technologies shown in Figure 1 are examples of legacy access technologies. Legacy access
technologies are specified by reference to the standards according to which they operate (see, for example,
ISO 25111). For these legacy access technologies, an adaptation as specified in ISO 21218 can be required
in order to fit to the communication and station management entity, to the security entity and to the networking
and transport layer; see Figure 14.

Regionally s
Applications
environment

Positioning d
to the related

pecified DSRC systems may be supported in ITS-Ss as specified in 1ISO 24103 and 1SO.2
based on the DSRC standards ISO 15628:2007 or EN 12795:2003 can be supported-in‘th
as specified in 1ISO 29281.

ata from satellite networks such as GPS, GALILEO or GLONASS may be received and pro
applications, e.g. via the ITS station-internal network presented in Figure 2¢

5.2.3 Communication interface

An implementation of an access technology is called a communication interface (Cl). The concept of a G
its virtual commmunication interfaces (VCls) are specified in ISO 21218.

5.2.4 Logig¢al channel types

Logical communication channels are a key element of CALM'S. abstraction of ITS-S applications fror
physical confmunication channels used to transport the information. ITS-S applications communicate th

logical chanr]els which are mapped by the ITS-S management to physical channels in Cls. Automatic ma
of ITS-S applications on specific Cls, referred to as “Cl selection management”, is specified in ISO 24102
Definitions of logical channel types are provided in SO 21218.

5.3 Handover

5.3.1 Gengqral

The essentig| feature of the CALM-concept that distinguishes it from traditional communication systems i

applications [are abstracted ffem the access technologies that provide the wireless connectivity an

D281.
b |TS

vided

| and

h the
ough
bping

5 that
1 the
ingle
TS-S
tems

since

y,

those involving reconfiguration or change of the network employed to provide connectivity, and

those involving both a change in communication interface and network reconfiguration.

The following examples illustrate the various types of handover that are possible.

Homogeneous handover:

Maintaining a session between an ITS-S application in a vehicular ITS subsystem and an ITS-S
application in a central ITS subsystem using subsequent roadside ITS-Ss along the road of the same
roadside subsystem, using the same access technology in the various ITS-Ss.

© 1SO 2010 — All rights reserved
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— Heterogeneous handover:
Maintaining a session between an ITS-S application in a vehicular ITS subsystem and an ITS-S

application in a central ITS subsystem by switching from a dedicated CALM access technology, e.g. M5
or IR, to a public cellular network.

5.3.2 Network domains

The top-level point of view of networking supported by ITS is presented in Figure 2.

Private

ITS Domain Access

Core
Networks
(e.g. Interne

Local Data
Network

Access
Network

Generic
Domain

Figure 2 — Top-level networking view

Two gomains are distinguished, i.e.
— the ITS demain, and

— the generic domain.

Possibteetworksimthe TS domaimare
— the ITS station-internal network,
— the ITS ad-hoc network, and

— the ITS access network.
NOTE 1 The concept of an ITS-S is presented in Figure 14.

NOTE 2 The ITS station-internal network may be realized simultaneously with different access technologies, both wired,
e.g. Ethernet, or wireless, e.g. Bluetooth. See also ISO 21210 and ISO 29281.

© 1SO 2010 — All rights reserved 7
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Possible networks in the generic domain are

— the local data network (typically a private network),

— the public access network,
— the private access network, and

— the core networks.

The boundary of an ITS-S is indicated in Figure 2. The ITS-S connects to the local proprietary data network

via an ITS-S[gateway, as presented in Figure 15, i.e. the vehicle gateway in Figure 4, the roadside gateWay in
Figure 5 and the central gateway in Figure 7. The ITS-S connects to the access networks via ITS:S-border

routers, as pfesented in Figure 17, i.e. the routers presented in Figures 5 and 7.

5.4 ITS sybsystems and ITS-Ss

5.4.1 Peerjto-peer communication

Figures 4, 5,|6 and 7 present four ITS subsystems, i.e. vehicular ITS subsystem, ‘roadside ITS subsyptem,
personal ITS|subsystem and central ITS subsystem.

The essentigl element in every ITS subsystem is the ITS-S compliant with”"the ITS-S reference architgcture
presented inf Figures 13 and 14. ITS-S subsystems are introduced for the sole purpose of illustrating the
different imglementation possibilities of ITS-Ss. All communications’ between ITS-Ss is peer-to-pedr, as

illustrated in Figure 3, regardless of the ITS-S locations relative to-thé networks involved in the connection.

Personal ITS subsystem

QGGGF\\\}

Vehicle ITS-S gateway

Vehicle ITS station
ITS-S host

ITS station-internal network

Proprietary in-vehicle network

'y

Vehicular ITS subsystem

ITS peer-to-peer

communications

Central ITS station
ITS-S host

Central ITS-S g

Roadside ITS subsystem

Roadside ITS-S gateway

=1 | !

Roadside ITS station
ITS-S host

ITS station-internal network

00000000
00000000

Central System

LICCY T T]CCIC

Central ITS subsystem

=

115-5 router
S5 router ITS-S border router

=]
e

Proprietary roadside network

Figure 3 — ITS subsystems and peer-to-peer communications
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Figures 4, 5, 6 and 7 distinguish ITS-S hosts and ITS-S routers in accordance with Figure 16, although this
functionality is completely covered by the concept of an ITS-S. This distinction illustrates that in an
implementation, the overall functionality of an ITS-S may be provided in several distinct physical units, where
several physical units with the same functionality may also exist.

ITS-S gateways in accordance with Figure 15 and ITS-S border routers in accordance with Figure 17 are

presented in order to show that the interconnection with proprietary and public networks is not CALM
compliant.

5.4.2 Vehicular ITS subsystem

The fehicular TS subsystem presented In Figure 4 contains a vehicle 11S-S. The vehicle 11S-S may be
physically split into ITS-S hosts, ITS-S routers and the CALM-compliant part of the vehicle ITS-$ gateway. A
passg¢nger may use a personal ITS-S, as presented in Figure 6, which uses an HMI and forms ar] integral part
of the vehicular ITS-S.

The yehicle ITS-S gateway supports functionality in order to connect to the ITS-S.\hest and the|lITS-S router
via the ITS station-internal network presented in Figure 2. The part of the vehicle ITS-S gdteway which
connects to the proprietary in-vehicle network and the ECUs is outside. the scope of this [International
Standlard.

Vehicle 1TS station )
ITS-S host )

Vehicle ITS-S gateway ‘ \\‘

ITS-S router

ECU — :l ITS station-internal network )

—I—d—a. e

e Proprietary in-vehicle network; 4

ECU \\

0 [ ]

Figure 4 —Vehicular ITS subsystem

5.4.3] Roadside ITS subsystem

The roadside ITS cnhcyei‘nm presented in Figllrn 5 contains a roadside ITS-S. The roadside ITS-S may be

physically split into ITS-S hosts, ITS-S routers and the CALM-compliant parts of roadside ITS-S gateways and
ITS-S border routers. In this context, the ITS-S router is also called access router.

The roadside ITS-S gateway supports functionality in order to connect to the ITS-S hosts, the ITS-S routers
and the ITS-S border routers via the ITS station-internal network presented in Figure 2. The part of the
roadside ITS-S gateway which connects to the proprietary roadside network and the roadside components
such as VMS, inductive loops, etc., is outside the scope of this International Standard.

© 1SO 2010 — All rights reserved 9
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[

Roadside ITS-S gateway

~

Facilities

.

Access

g
g
H

Roadside ITS station

ITS-S host

Applications

I Networking & 2z

=

ITS-S router

ITS-S border router

~

Networking &

I Transport osl|
Access

Technologies

layer 3

Proprietarly roadside network

g

............................

5.4.4 Pers¢

devices such
phones, with
wireless net

The persongl ITS subsystem presented in Figure 6 provid he ITS-S functionality in consumer electronic
nal ITS-S. Portable devices, e.g. PDAs, cgllular

ingress connectivity (provided by BIuetoeSh, for example), in addition to connectivity to public

cess technologies for ITS-Ss. Portable devices} e.g.

laptops and

bnal ITS subsystem

vork services, may be used as egre
media players, can use the vehicle

Figure 5 — Roadside ITS subsys%

as PDAs and mobile phones. It contains a pe

it

n access point for longer range connectivity. This is

QO
2\

N¢
QQ

handled by the ITS-S router functionality and t@e of IPv6 protocols specified in ISO 21210.

Personal are
IEEE 802.15

a network devices, such as
4:2006 compliant platfor

([ Personal ITS station

@sé using Bluetooth in accordance with IEEE 802.15.2:2003 and
ay be used to provide local connectivity for portable devices.

J

Figure 6 — Personal ITS-S (portable device)

5.4.5 Central ITS subsystem

The central ITS subsystem presented in Figure 7 contains a central ITS-S. The central ITS-S may be
physically split into ITS-S hosts and the CALM-compliant part of central ITS-S gateways and ITS-S border

routers.

10
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The central ITS-S gateway supports functionality in order to connect to the ITS-S host and the central ITS-S
border router via the local data network presented in Figure 2. The interface to the central system is outside
the scope of this International Standard.

( Central ITS station )
ITS-S host

4 N

Central ITS-S gateway Applications

Facilities I Facilities IIl
osl|
Networking &

layer 7 I Networking & I E
I Transport I Transport
Access I I

Access

/ ITS-S hnrder_mmier

Networking &

Transport D~
A E
Acces >

Techrio'ogies

layer 1

Management
Management

Management

ITS station-internal network

O® Figure 7 — Central ITS-S

5.5 | Communication scenarios and classes
5.5.1 Communica'@on)scenarios

Four |basic co§§i~cation scenarios are identified, as illustrated in Figures 8, 9, 10 and 11. The distinction
betwgen the enarios is based on two criteria:

a) W@X}he CALM-compliant ITS-S is connected to the final peer station

1) with a single-hop link, or
2) via a network;
b) whether the final peer station is
1) also a CALM-compliant ITS-S, or
2) alegacy station.

NOTE 1 This classification of scenarios does not consider any details of the network between CALM-compliant ITS-S
and peer station.
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NOTE 2  These communication scenarios are in no way restricted to a specific communication mode, i.e. broadcast,
multicast or unicast mode.

NOTE 3  The ITS-S connecting to the peer station may be either the original source of a data packet or may act as a
forwarding station.

Single-hop communication between two CALM-compliant ITS-Ss is presented in Figure 8. This can represent,
for example, a link between two vehicle stations, or between a vehicle station and a roadside station, or
between a personal station and a vehicle station.

ITS Station ITS Station N
D
Applications Applications
Facilities Facilities l~‘
. Pq . a
g Networking & g Net vr.iing & i
% Transport § ‘iracsport
Access -~ Access
)
l L\\\
%
)
Figure 8 — Scenario | — ITS-S to I'@- via single-hop link

N

O
Communicatjon between two CALM-compliant ITS s\mvolving network connectivity is illustrated in Figyire 9.
This can repfesent, for example, a peer-to-peer %@3 unication involving a single-hop link from the ITS-$ to a

base station fof a cellular network which is com@p ed to the Internet which also provides the connection {o the
ITS-S of a cgntral subsystem. @ .

ITS Station QO ITS Station

Applications

Applications

F acilities
P‘ X Pq
Networking & Networking &

Ti

Management
Management

F
u ransport I I Transport I ]
! Access > = Access

Network
/
Multiple hops

Figure 9 — Scenario Il — ITS-S to ITS-S via network (multiple hops)

12 © IS0 2010 — All rights reserved


https://standardsiso.com/api/?name=a9c68ecf49609b303c36838e26a3aeac

ISO 21217:2010(E)

Single-hop communication between a CALM-compliant ITS-S and a legacy station is illustrated in Figure 10.
This can represent, for example, a link between a DSRC CI implemented in a vehicle ITS-S, as specified in
ISO 29281, and a legacy DSRC roadside station.

ITS Station Legacy Station
! ! ¢
¢
{
| |
Figure 10 — Scenario lll — ITS-S to legacy peer station via single-hop link

Cominunication between a CALM-compliant ITS-S and a legacy-station involving network connectivity is
illustiated in Figure 11. This can represent, for example, a single-hop/link from the ITS-S to a basg station of a
cellular network which connects to the Internet which also provides'the connectivity to the legacy gtation.

ITS Station Legacy Station

Network
/
Multiple hops

Figure 11 — Scenario IV — ITS-S to legacy peer station via network (multiple hops)

An ITS-S may have multiple simultaneously active sessions involving any or all of these basic communication
configurations.

A further illustration of scenarios by means of examples is provided in Annex B.

5.5.2 Communication classes

Table 1 gives a general classification of communications in the ITS environment with respect to multi-hopping,
networking, handover and internet access, and the relation to CALM-related International Standards.

An ITS-S may support several communication classes in a sequence or simultaneously.
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Table 1 — Communication classes

Comm.2 | Multi-hop® | Networking® Handover Internet Related International Standard/comment
class support type support access
1 no non-|Pd no no ISO 29281
2 no non-IPd yes no ISO 29281
3 no IPv6 no no ISO 21210
4 no IPv6 yes no ISO 21210
5 no non-IPd no yes ISO 24103
6 no non-IPd yes yes Standard not yet under development
7 no IPv6 no yes ISO 21210
8 no IPv6 yes yes ISO 21210
9 yes non-IPd no no ISO 29281
10 yes non-IPd yes no ISO 29281
11 yes IPv6 no no Standard not yet underdevelopment
12 yes IPv6 yes no Standard not yet under development
13 yes non-IPd no yes Standard not yet under development
14 yes non-IPd yes yes Standard.not yet under development
15 yes IPv6 no yes Standard not yet under development
16 yes IPv6 yes yes Standard not yet under development
a8  “Comm.” gtands for communication.
b Refers to multi-hop from ITS-S to ITS-S performed by the networking protocol.
¢ Indicates the networking protocol used in the air-link.
d  Refers to protocols specified in ISO 29281.

5.6 ITS-S

5.6.1

The “ISO Of
number of f
ITS-Ss that g
of view.

architecture

Gengdral

en Systemsdnterconnect Reference Model” (i.e. OSI, see ISO/IEC 7498-1:1994) is used

in a

gures within~this International Standard with reference to the communications architectyre of
mbody the/CALM concept. Several levels of abstraction will be used to illustrate different points

5.6.2 Data

flow in the OSl protocol stack

Figure 12 shows the general case of flow of data, i.e. service data units (SDU) and protocol data units (PDU),
through the OSI layers of two peer stations communicating with each other, and the grouping of protocol

layers as used in ITS:

— Session, presentation and application OSI layers 5-7 comprise the “Facilities layer”.

— Network and transport OSI layers 3-4 comprise the “Networking & transport layer”.

— Physical interface and link control OSI layers 1-2 comprise the “Access layer”.

14
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NOTE In a draft of this International Standard, the groups of OSI layers identified for ITS were given different names.
“Facilities layer” was called “CALM service layer”, “Networking & transport layer” was called “CALM networking”, and
“Access layer” was called “CALM CI layers”.

The naming and usage of service data units (SDU) and protocol data units (PDU) follows the principles

outlined in ISO/IEC 8802-2:1998.

ITS-S ITS-S
Application ADU Application
(Service Provider) data (Service User)

[

A

ASDU API to applications ASDU
Y
Application APDU Application
Layer (7) data Layer (7)
A $
PSDU PSDU( ) >
Presentation PPDU Presentation é
Layer (6) data Layer (6) =
N 8
SSDU SSDU
Session SPDU Session
Layer (5) data Layer (5)
A
TSDU TSDU
Transport TPDU Transport
w —
Layer (4) segment Layer (4) =0
A £ =
NSDU NSDU % *CgL
Network NPDU Network % %
Layer\(3) packet Layer (3) |€ &
A
LSDU LSDU
Data Link LPDU Data Link
Layer (2) frame Layer (2) E
A E
PSDU PSDU o
Physical Physical §
Layer (1) Layer (1) <
| stream +
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Figure 13 illustrates a simplified view of the communications architecture of an ITS-S embodying the CALM
concept, where

— the security functionality and,
— the management functionality

are added to the OSI layers and the ITS-S applications; see also the ITS-S reference architecture in Figure 14.

Abpplications

T -

acilities I /V N
Pq 2
: Vv
Networking & g O
Transport \%
S
Pq ¢
Access

\4
o)
Figure 13 — Simplified ITS-i@?rence architecture

Management

The functionglity of all blocks presented in Figure 13 s@ll be provided by an ITS-S that is compliant with this
International|Standard.

’\\0
This requirement does not imply anything abo,u(the implementation; these blocks may be spread over sgveral
physical devices, or they may be implemented inside a single device.

5.6.3 ITS-§ reference architectureC)

5.6.3.1 General %\%

Figure 14 shows the ge ITS-S reference architecture, including interfaces between the various hlocks
with informatfive detail ?(mh interfaces may be partly non-observable and thus non-testable service agcess
points (SAPSY), or o able and testable interfaces.

v
%&
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Applications

Road Traffic Other
safety efficiency applications
FA

Facilities
Application support

Application
management

Information support

Session support

Station management

Networking & Transport

ITS Transport TCP/UDP

CALM Geo- Other I\I/IF;T:SI |+
FAST | Routing | protocols
exten

Access

Station-externaIA’ 0 Station-internal
interfaces O interfaces

Management
Security

Firewall and Intrusi
(Identity, crypto-key and certificate management)

=
aQ
=
=
o
@
©
m
(=
kel
=
£
el
£
=
C
5]
£
5]
o
]
c
]
=

Security Management Information Base (S-MIB)

management

Regulatory
management

Hardware Sdcurity
Module (HEM)

Five

5.6.3|2 Interfv?? towards the management entity

O .~ Figure 14 — ITS-S reference architecture

Categories of inte&are described in detail in 5.6.3.2 to 5.6.3.6.

W %Q

En I&“ the management entity to interact with the access layer (OSI layers 1 and 2/cdmmunication
interfaces).

NOTE 1  This interface was formerly known as “M-SAP”.

MN:
Enables the management entity to interact with the networking and transport layer (OSlI layers 3 and 4).

NOTE 2  This interface was formerly known as “N-SAP”.

MF:

Enables the management entity to interact with the facilities layer (OSI layers 5 through to 7).
NOTE 3  This interface was formerly known as “A-SAP”.

MA:
Enables the management entity to interact directly with ITS-S applications.
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Interfaces towards the security entity

Enables the security entity to interact with the access layer (OSl layers 1 and 2/communication interfaces).

the security entity to interact with the networking and transport layer (OSI layers 3 and 4).

the security entity to interact with the facilities layer (OSI layers 5 through 7).

the security entity to interact directly with ITS-S applications.

lerface between access layer and networking and transport layer

Allows the metworking and transport layer and the access layer to interact with-eath other. Tyg

5.6.3.3
— Sl
— SN:
Enables
— SF:
Enables
— SA:
Enables
5.6.34 In
IN:
implemented
NOTE Th
5.6.3.5 In
NF:
Allows the fa
as a SAP.
NOTE Th
5.6.3.6 In
FA:
Allows the fa
NOTE A

according to a

5.6.4 Host

Following the
its subsets is

An ITS-
applicati

as a SAP.

is interface was formerly known as “C-SAP”.

lerface between networking and transport layer and facilities layer

cilities layer and networking and transport layer to interact with each other. Typically implem

is interface was formerly known as “T-SAP”.

ferface between facilities layer and ITS-S applications

cilities layer to interact with ITS=S applications. Typically implemented as an API.

valid implementation option~is-to merge the IN, Ml and Sl interfaces into a plug-and-play interface
system specification.

router and gateway architecture

identified as follows.

b hastiprovides the functionality, as presented in Figure 13. It provides, as a minimum, the
pns)and the means to connect to the ITS-S-internal network.

ically

ented

, eg.

principles of'the ITS-S reference architecture presented in Figures 13 and 14, the functionality of

TS-S

protocol

protocol

NOTE

18

stacks at layers 5 through to 7. It shall be capable of converting protocols.

stacks at layer 3. It may be capable of converting protocols.

A router implementation can contain more functionality than presented in Figure 16.

An ITS-S gateway provides the functionality, as presented in Figure 15. It interconnects two different OSI

An ITS-S router provides the functionality, as presented in Figure 16. It interconnects two different CALM
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Facilities

Networking &
Transport

Management
Security

Access

Figure 15 — ITS-S gateway (1/

Networking &
Transport

Security

Access
Technologies

Management

Figure 16 — ITS-S router
o

An ITS-S border router, as pr ed in Figure 17, basically provides the same functionality gs the ITS-S
router presented in Figure 16.@1e difference is that the protocol stack related to the external network might
not fgllow the management@d security principles of CALM.

Networking &

I Transport

. Access .

Technologies

Manzgement

Figure 17 — ITS-S border router
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5.7 CALM communications kernel

Figure 18 illustrates the concept of a CALM communications kernel (CCK), as specified in ISO 24102.

NOTE 1 The term CCK was introduced at an early stage of CALM standardization. Following the latest terminology
applied in this International Standard, the CCK provides the functionality of an ITS-S router. An instance of the ITS-S
router functionality is referred to as a CCK, which can be identified by means of a CCK-ID, unique in an ITS-S.

NOTE 2 From an IP point of view, a CCK acts as a “node”. However, the IP term “node” does not sufficiently specify
the functionality of a CCK.

ITS=SApptications
ITS-S host
CALM- Non-CALM CALM-
aware non- aware aware
IP based IP-based
"‘éhl'l {[%
o | Facilities layer
g \5)
g f
& / NF l
g %\ ‘§ |: A
\ I
[0} w \ L 7 A4
5 :3: Networking & transport layer:
g 8 TC'/
£ o P/IP suite
= c |Z Y Z\
(<} ® 22 Geo-
£ g “,‘g,v Z/ FAST routing
& & ]
£ js)
[} ©
g & S
5 = ’\Q
= 3
- N
Access layer
[ 7\ Communication Interfaces (Cl),
(<] * ‘I wireless and wired technologies,
\= =} for communication with other CALM stations,
\ j and for in-station networking
ITS-S router l l l
NOTE THe elements shown~inFigure 18 inside the blocks “Facilities layer”, “Networking & transport layef” and
“Access layer]are considered to-be‘examples of optional elements.

Figure 18 == CALM communications kernel (CCK) as an instance of an ITS-S router

5.8 Serviges

5.8.1 ITS service

The term “ITS service” in the context of CALM refers to a service provided by an ITS application to a user of
an ITS-S. The ITS application itself consists of two or more complementary ITS-S applications. Pairs of ITS-S
applications may be classified as, for example, server/client applications.

A client station can identify available user services in the two following ways.

— User service discovery.

A client station actively tries to discover user services.
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— User service notification.

A server station is actively broadcasting service notification messages in service announcements. These
service announcements are managed through various processes, including application registration and
announcement requests, and construction of such announcement messages is to be transmitted over the
air with an appropriately chosen access technology.

Details may depend on networking protocols used.

FAST communications, as specified in 1SO 29281, are based on service notification. The details of these
procedures are specified in ISO 24102. A client station receiving an announcement message can either

— L||se this announcement message, as it already contains the complete service informatiop, e.g. traffic
gituation alert message,

— teply to the notification with a privately addressed frame containing service context inforfnation, upon
which the server shall run the service transaction in the correct context, if applicable, or

— 1un the service transaction.

NOTEH ITS-Ss communicate in a peer-to-peer mode where, once the application association has be¢n made, data
exchgnges between applications occur until such time as the session is complete or the link between the jJapplications is
brokeh.

ITS-$ applications use ITS-S services in order to connect. o one or more other ITS-S application. In

implgmentations with more than one wireless communication‘interface, quasi-simultaneous provigsion of ITS-S
serviges with data streams via different Cls is supported.

5.8.2| ITS-S service
The ferm “ITS-S service” in the context of CALM-refers to a communication functionality offered by an ITS-S to

an IT[S-S application. An ITS-S service provides the complete communication link through all tHe OSI layers
(facilities, networking) down to a communication interface and via the medium to a peer station.

5.9 | Details related to the access layer

Figure 19 shows elements of the access layer. The access layer is part of the ITS-S referencg architecture
presgnted in Figure 14.

Access layer

Communication adaptation
sub-layer (CAL)

Security
adaptation
lentity (SAE)

Data Link Layer (DLL)

Layer manag¢ment

Physical Layer (PHY)

adaptation
entity (MAE)

Management

Figure 19 — Elements of access layer
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The access layer consists of

— aphysical (PHY) layer and a data link layer (DLL), as illustrated in Figure 12,
— layer management,

— optional elements for adaptation needed for legacy access technologies,

— the interfaces

— Ml to the communication and station management,

— Sl tp the security entity, and
— IN tp the networking and transport layer,
as illustrated|in Figure 14.

The ITS architecture accommodates several distinct PHY layers. Three different groups are distinguished.

modes ¢f cellular 2nd generation, cellular 3rd generation, infra-red, 5 GHz,_and 60 GHz are shown in
Figure 1| Each of these uses different frequency bands in the electromagnetic spectrum and different
commurjication interface deployment strategies. See the CALM International Standards on specific
access fechnologies, such as 1SO 21212, ISO 21213, 1SO 21214,430'21215 and 1SO 21216 for |more
detail.

a) The firs{ group deals with wireless interfaces out of the vehicle or out from infrastructure. The wi:F/less

b) The se¢ond group of interfaces are wired interfaces, efg; internally in a vehicle or conngcting
infrastructure equipment. These wired interfaces are used for station-internal networking; see th¢ ITS
station-internal network in Figure 2.

c) The third group of interfaces are wireless interfaces for station-internal networking, i.e. functipnally
equivalent to the wired interfaces.

This list of agcess technologies is not complete~Standards at other frequencies may be added, as appropriate.
Other wirelegs access technologies standardized by other bodies may be added in a similar manner s for
cellular. Cerfain minimum protocol functions and performance yield are required to work seamlessly|as a
CALM-compliant access technology; se€ 1ISO 21218.

NOTE W}llred interfaces work totheir own protocols, which can conform to International Standards or can be
proprietary. There is no intention to@evelop International Standards for these wired interfaces as part of CALM. Jertain
protocol functipns and minimum perfermance requirements apply to achieve overall performance; see 1ISO 21218.

The data linK layer consists‘ef'a MAC sub-layer and an LLC sub-layer, as specified in ISO 21218.

There is a d¢dicated\MAC sub-layer for every PHY layer. Details of the MAC layer will be specified together
with the related PHY-\layer in future International Standards and will be referenced in the appropriate a¢cess
technology standards. Legacy MAC layers do not need to be modified in order to be used as part of a CALM-
compliant communication interface.

Adaptation is an optional functionality, the implementation of which is necessary only for legacy access
technologies.

The roles of the CALM communication adaptation layer (CAL) and the management adaptation entity (MAE)
specified in ISO 21218 are to provide a common interface between each specific data link layer and the
common functionality of the networking and transport layer. CAL and MAE are dedicated to a specific access
technology. CAL provides the IN interface to the networking and transport layer following the principles
determined in ISO/IEC 8802-2:1998. CAL can be interpreted as an LLC extension of existing communication
technologies.

The role of the security adaptation entity (SAE) is to provide a common interface to the security entity.
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5.10 Details related to the networking and transport layer

Figure 20 shows elements of the networking and transport layer. The networking and transport layer is part of
the ITS-S reference architecture presented in Figure 14.

Networking &

T rt L
ransport Layer @

Transport Layer Protocols
(e.g. ITS-specific, UDP, TCP)

Network layer protocols
(e.g. ITS Station-internal Network, Geo-
Routing, IPv6, CALM FAST)

>

Figure 20 — Elements of the networking and transport layer

Layer manggement

The metworking and transport layer consists of

I network layer and a transport layer, as illustrated in Figure 12,
— I|ayer management, and
— the interfaces

— MN to the communication and station management,

— SN to the security entity,

+ IN to the access layer, and

— NF to the facilities layer,
as presented in Figure 14.

The petwork layer connects the data link layer to the transport layer. Multiple optional and complementary
network protocols rupnibg independent of each other may be supported.

At this time, the two following classes of network protocols are identified.
— Internetiprotocol

In@rder to achieve Internet-based communications, version 6 of the Internet protocol (IPv6) $hall be used.

IPv6 protocols are required for Internet connectivity, session continuity and seamless communications.
Details shall be as specified in ISO 21210.

— Non-IP protocols
Protocol functionality as specified in ISO 29281.

— FAST is designed for ITS applications with severe timing constraints and low latency requirements,
e.g. time-critical safety related applications as illustrated in Reference [16].

— Geo-routing/geo-networking uses the geo-coordinates to identify target areas of possible destination

stations. Road safety and traffic efficiency applications, as illustrated in Reference [1], depend on this
protocol functionality.
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The transport layer connects the network layer with the facilities layer and provides transparent transfer of
data between the communicating entities.

Several transport protocols may be needed to serve different functional needs:

— In addition to IPv6 networking, user datagram protocol (UDP), and optionally transmission control protocol
(TCP), may be useful; see ISO 21210.

— In addition to the FAST networking protocol, a dedicated FAST transport protocol as specified in
ISO 29281 may be used, also optionally supporting connection-oriented data transfer, reliable data
transfer, and multiplexing/de-multiplexing functionality.

5.1 Detaills related to facilities layer

Figure 21 shpws elements of the facilities layer. The facilities layer is part of the ITS-S reference-architdcture
presented in|Figure 14.

Facilities Layer

>

Application Support

Information Suppest

Communicatien/ Session
Support

>

Layer management

Figure 21.— Elements of the facilities layer

The facilities|layer consists of

— a sessign layer, presentation layer and application layer, as illustrated in Figure 12, providing appligation
support,|information\support and communication/session support,

— layer mgnagement,

— the interfaces

— MF to the communication and station management,
— SF to the security entity,

— FAto the ITS-S applications, and

— NF to the networking and transport layer.

Details on application support, information support and session/communication support will be provided in a
future edition of this International Standard.

24 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=a9c68ecf49609b303c36838e26a3aeac

ISO 21217:2010(E)

5.12 Details related to ITS-S applications

5.12.1 CALM-aware applications

“CALM-aware ITS-S applications” are ITS-S applications that can interact with the ITS-S management by:

See
The

a)

b)

5.12.

“‘NontCALM-aware ITS-S applications’~are ITS-S applications that can not interact with

man

assumption that a specific transportinetworking protocol is used, e.g. a UDP/IP or TCP/IP conne

esta

restricted to a particular lower fayer protocol and access technology.

NOT

ISO 15628:2007/EN 12795:2003, as specified in ISO 29281.

5.13| Management elements

ITS-

ITS-

NOTE

responding to requests from the communication and station management entity for registration

information,

requesting registration at the communication and management entity upon initialization, and

passing service level requirements to the communication and management entity.
also 1SO 24102.

following two types of CALM-aware ITS-S applications are distinguished.

I[TS-S applications that get real-time access to pre-selected parameters of

+ specific communication interfaces in line with applicable regulations; and

— the networking and transport layer.

in order to control the real-time behaviour of the communication link. These parameters it
gettings, channel settings and beam steering angles. These ITS-S applications typically u
metworking or geo-routing protocol specified in ISO 29281.

Other ITS-S applications that, typically, use IPv6;networking; see ISO 21210.

P Non-CALM-aware applications

ggement as CALM-aware ITS-S ‘applications can do. These ITS-S applications operat

hlished for communication. Suich applications may obviate the abstraction from lower layers

B Examples of f©en-CALM-aware applications are legacy IP applications, and those

$ management (see Figure 14) includes functions such as

clude power
5e the FAST

the ITS-S
e under the
ction is being
and may be

puilt  following

OSfcross-layer management, including regulatory information management,

management of communication links, and
ITS application support.

S management is specified in ISO 24102.

ITS management, are not covered in this International Standard, but might be considered in a future edition.
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5.14 Secur

The security
functionality.

Communicati

ity

entity presented in the ITS-S reference architecture (see Figure 14) takes care of overall security

ons between ITS-Ss and “Inter-CCK communications”, as specified in 1SO 24102, may be

secured at various OSI layers, and as end-to-end security built into the standards and specifications for the
ITS applications.

All 1SO standards conforming to the CALM architecture shall ensure the availability/applicability of the
necessary mechanisms to satisfy security requirements.

NOTE Dg
standards, sug

6 Declarn

The following
(pending or
Standard (or

An electroni
http://www.is

bvelopment of security functionality is being considered by ISO/TC 204 (WG 16); upon availability of.sgcurity
h information could be incorporated into a future edition of this International Standard.

ation of patents and intellectual property

form is to be used to record the statement of a patent holder whose patented device or design
bpproved) might have to be used by a person or organization complying with an International
other ISO or ISO/IEC deliverable).

C copy can be downloaded from the ISO/IEC Information. Technology Task Force (I[TTF):
p.org/ittf.

For further rg

quirements, see the related CALM International Standards.
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Internfitional Telecommunication Union 1 Chemin de la Voie-Creuse
Union| Place des Nations CH-1211 Geneva 20

Place fles Nations CH-1211 Geneva 20, Switzerland

CH-1211 Geneva 20, Switzerland Fax: +41 22 733 3430
Switzg¢rland Fax: +41 22 730 5785 Email: patent.statemet§@iso.org
Fax: #41 22 730 5853 Email: brmail@jitu.int
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Patgnt Holder:
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Contact for license application:
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E-mail

URL{(optional)

Docpment type:

[ ] ITUT Rec. () ] ITU-R Rec. () [ ]1S0 Deliverable ()
(please return the form to the relevant Organization)

return the form to each of the three Organizations: ITU-T, ISO, IEC)
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[ T1EC Deliverable (¥)
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|:| ISO/IEC Deliverable (*) (for ISO/IEC Deliverables, please return the form to both ISO and IEC)
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Licensing declaration:

The Patent Holder believes that it holds granted and/or pending applications for patents, the use of which
would be required to implement the above document and hereby declares, in accordance with the Common
Patent Policy for ITU-T/ITU-R/ISO/IEC, that (check one box only):

|:| 1. The Patent Holder is prepared to grant a free of charge license to an unrestricted number of
applicants on a worldwide, non-discriminatory basis and under other reasonable terms and
conditions to make, use, and sell implementations of the above document.

Negotiations are left to the parties concerned and are performed outside the ITU-T, ITU-R, ISO or
IEC.

Also mark here __ if the Patent Holder’s willingness to license is conditioned on reciprocity for the
allove document.

Also mark here __ if the Patent Holder reserves the right to license on reasonablesermg and
conditions (but not free of charge) to applicants who are only willing to license' their patent
claims, whose use would be required to implement the above document, ‘on ‘reasonable
terms and conditions (but not free of charge).

|:| 2.| The Patent Holder is prepared to grant a license to an unrestricted number, of applicants jon a
warldwide, non-discriminatory basis and on reasonable terms and conditions’to make, use and sell
implementations of the above document.

Negotiations are left to the parties concerned and are performed outside the ITU-T, ITU-R, ISP, or
IEC.

Also mark here __ if the Patent Holder’s willingness to license’js~conditioned on reciprocity for the
alove document.

|:| 3. The Patent Holder is unwilling to grant licenses in accordance with provisions of either 1|or 2
alove.

In]this case, the following information must be provided to ITU, and is strongly desired by 1ISQ and
IECC, as part of this declaration:

- | granted patent number or patent applicatien number (if pending);
- | anindication of which portions of the:dbove document are affected;
- | adescription of the patent claims-cevering the above document.

Free of charge: The words “free of charge”,do.not mean that the Patent Holder is waiving all of its rights| with
respect to the essential patent. Rather, “free of charge” refers to the issue of monetary compensation] i.e.,
that the Pajent Holder will not seek-any monetary compensation as part of the licensing arrangement
(whether such compensation is called-a royalty, a one-time licensing fee, etc.). However, while the Patent
Holder in this situation is committing’ to not charging any monetary amount, the Patent Holder is still enfitled
to require that the implementer-of the above document sign a license agreement that contains ¢ther
reasonable {erms and conditions such as those relating to governing law, field of use, reciprocity, warranties,
etc.

Reciprocity: |As usedsherein, the word “reciprocity” means that the Patent Holder shall only be required to
license any prospective licensee if such prospective licensee will commit to license its essential patent(s) or
essential pafent.claim(s) for implementation of the same above document free of charge or under reasorable
terms and copnditions.

Signature:

Patent Holder

Name of authorized person

Title of authorized person

Signature

Place, Date

FORM: 1 March 2007
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Patent Information (desired but not required for options 1 and 2; required in ITU for option 3 (NOTE))

No. Status Country Granted Patent Title
Number
[granted/ pending] or
Application Number
(if pending)

1

2

3
NOTH For option 3, the additional minimum information that shall-also be provided is listed in the [‘option 3" box
abovg.
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Annex A
(informative)

CALM standards reference
Figure A.1 presents an overview of standards developed by ISO/TC 204 for ITS and their scope with respect

to the ITS-S reference architecture. The numbers in the boxes are references to the International Standard,
future International Standard or other standards, in which the indicated functionality is specified.
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Figure A.1 — Relation between standards and the ITS-S reference architecture
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