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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

GG“:-‘ tS€6 O—GEVE16P A o ehRt3 v G106 v 3
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria nep

..... i her—matntenance are
ded for the

different types of ISO documents should be noted. This document was drafted in acéordapce with the

editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or

on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any
constitute an endorsement.

frade name used in this document is information given for the-éonvenience of users gnd does not

For an explanation on the voluntary nature of standards, the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see the following

URL{www.iso.org/iso/foreword.html.

This
SC 2,(Security.

This
revided, and incorporates ISO 157821:2009 and ISO 15782-2:2001.

The main changes to the previous\edition are:

document was prepared by Technical Comxmittee ISO/TC 68, Financial services, Subcommittee

second edition cancels and replaces the first edition, ISO 21188:2006, which has beer technically

(lause 2, ISO/IEC 7811 rfemoved as it is a standard for magnetic stripes;
3.21, ‘hold’ removedArom definition of ‘certification authority’;
T.3.6 and D.4, réferences to ISO 15782-1, Annex ] removed;

T.4.1, “be performed by authorized personnel” changed to “be performed in a process|initiated by
quthorized’personnel”;

gllinstances of ‘shall’, ‘should’ and ‘may’ checked and updated if necessary;

paragraph added to 5.4:

“Two or more CAs can join a common scheme for mutual recognition, e.g. implemented by a trust
list. Certificates issued by one CA can then be validated by relying parties who are customers of
another CA belonging to the scheme.’;

control added to 7.2.2:

‘Responsible management of the CA should be able to demonstrate that the information security
policy is implemented and adhered to.’;

proposal added to 7.2.2:

‘Procedures should exist to carry out a risk assessment to identify, analyse and evaluate trust
service risks, taking into account business and technical issues. The results of the risk assessment

© ISO 2018 - All rights reserved v
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shall be communicated to a management group or committee responsible to information security
and risk management.’;

— general editorial changes.
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Introduction

Institutions and intermediaries are building infrastructures to provide new electronic financial
transaction capabilities for consumers, corporations and government entities. As the volume of
electronic financial transactions continues to grow, advanced security technology using digital
signatures and trust services can become part of the financial transaction process. Financial
transaction systems incorporating advanced security technology have requirements to ensure the
privacy, authenticity and integrity of financial transactions conducted over communications networks.

The f1nanc1a1 services 1ndustry relles on several tlme honoured methods of electronlcally identifying,

authg
but
(MA

hire not limited to, personal 1dent1f1cat10n numbers (PINs) and message autheritig
[s) for retail and wholesale financial transactions, user IDs and passwords (for

computer access, and key management for network connectivity. Over the past 30 years t

Serv

ces industry has developed risk management processes and policies to support the

techmologies in financial applications.

The
indu
have
cryp
(a py
ident
Systq
a PK

ibiquitous use of online services in public networks by the financial(industry and the
5try in general to provide safe, private and reliable financial transaction and compuf]

given rise to advanced security technology incorporating public key cryptography.

fography requires a business-optimized infrastructure of/technology, management
blic key infrastructure or PKI, as defined in this document) to satisfy requirements
ification, authentication, message integrity protection and authorization in financia
ms. The use of standard practices for electronic identification, authentication and aut}
ensures more consistent and predictable security in these systems and confidence i

communications. Confidence (e.g. trust) can be achieyed when compliance to standard prac

ascel

Appl
capa
and
systd
(e.g.
prac

tained.

cations serving the financial services industry can be developed with digital signat
bilities. The safety and the soundness af.these applications are based, in part, on impl

hods include,

ation codes
etwork and
he financial
use of these

needs of the
ing systems
Public key
and policy
bf electronic
application
lorization in
n electronic
tices can be

ure and PKI
bPmentations

bractices designed to ensure the overall integrity of the infrastructure. Users of authority-based

ms that electronically bind the identity of individuals and other entities to cryptograp}
cryptographic keys) benefit from’ standard risk management systems and the base
ices defined in this document:

Mempers of ISO/TC 68 have made a commitment to public key technology by developi

stan
encr
certi

lards and guidelines for digital signatures, key management, certificate managemse
ption. This documént provides a framework for managing a PKI through certific

ic materials
of auditable

hg technical
nt and data
ate policies,

fication practice-Statements, control objectives and supporting procedures. For implementers of

this

ocument, the degree to which any entity in a financial transaction can rely on the imp

of pyblic key infrastructure standards and the extent of interoperability between PKI-ba
using this ddcument will depend partly on factors relative to policy and practices def]

doc

ent;

lementation
sed systems
ined in this
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Public key infrastructure for financial services — Practices
and policy framework

1 Scope

This document sets out a framework of requirements to manage a PKI through Certlflcate policies and

or ke
man

This
envil
accej
to dg
signd

This
the 1
this

is no
key d

This
doc

Bu
in th

Tech
certi

Oper

the H

y establishment, it does not address authentication methods, non-repudiationyrequire
hgement protocols.

document draws a distinction between PKI systems used in clo$ed, open and
onments. It further defines the operational practices relative to financial-servic
pted information systems control objectives. This document is\intended to help in
fine PKI practices that can support multiple certificate policies that include the u
ture, remote authentication, key exchange and data encryptien.

document facilitates the implementation of operational,"baseline PKI control practiceq
equirements for the financial services industry in a contractual environment. While
locument is on the contractual environment, application of this document to other ef
t specifically precluded. For the purposes of thisidocument, the term “certificate” refi
ertificates. Attribute certificates are outside the scope of this document

document is targeted for several audiences with different needs and therefore thd
ent will have a different focus for each.

sl:[nness managers and analysts are those who require information regarding using PK

bir evolving businesses (e.g. electronic commerce); see Clauses 1 to 6.

nical designers and implementers are those who are writing their certificate
fication practice statement(s); see Clauses 6 to 7 and Annexes A to G.

ational management and auditors are those who are responsible for day-to-day o
KI and validating compliance to this document; see Clauses 6 to 7.

The
cons

ormativereferences

ollowing documents are referred to in the text in such a way that some or all of t
itutes requirements of thlS document For dated references, only the edition cited

contractual
es-industry-
hplementers
se of digital

that satisfy
the focus of
lvironments
brs to public

use of this

technology

bolicies and

perations of

heir content
applies. For

hts) applies.

ISO/IEC 9594-8, Information technology — Open Systems Interconnection — The Directory — Part 8:

Publi

c-key and attribute certificate frameworks

ISO 13491-1, Financial Services — Secure cryptographic devices (retail) — Part 1: Concepts, requirements
and evaluation methods

ISO/IEC 19790, Information technology — Security techniques — Security requirements for
cryptographic modules

ISO/IEC 18032, Information technology — Security techniques — Prime number generation

ISO/IEC 18033-1, Information technology — Security techniques — Encryption algorithms — Part 1: General
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ISO/IEC 18033-2, Information technology — Security techniques — Encryption algorithms — Part 2:

Asymmetric

ciphers

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers

ISO/IEC 18033-4, Information technology — Security techniques — Encryption algorithms — Part 4:
Stream ciphers

3 Terms

and definitions

For the pury
[SO and IEC
ISO Onl

IEC Eled

31

access point

point at whi

3.2

activation data

data values,
Note 1 to ent
EXAMPLE

3.3
authenticat
provision of]

Note 1 to enf]
that it is corn
and credenti

3.4
authenticat
information
corporation

3.5
CA certificd
public key d

oses of this document, the following terms and definitions apply.

maintain terminological databases for use in standardization at the following address

ne browsing platform: available at https://www.iso.org/obp/3.1

tropedia: available at http://www.electropedia.org/

ch the user may connect to the network or facility

other than keys, which are required to operate cryptographic modules
'y: These data values should be protected.
A PIN, a pass phrase, a biometric or a manuallyheld key share.
ion
assurance that a claimed identity of an entity is correct

ry: a) at registration, the act oftevaluating an end entity’s (i.e. subscriber’s) identity and ver
ect for issuing of a certificate;b) during use, the act of comparing electronically submitted idg
s (i.e. user ID and password) with stored values to prove identity.

ion data
used to verify)the claimed identity of an entity, such as an individual, defined
or institution

ite

fying
entity

role,

ertificate whose subject is a CA (3.21) and whose associated private key is used to

CRI_QOCCD )

sign

certificates

3.6

q o+l LA oo d i C 43 L
dllU ULIICTT WA TUCIAdlCU ITTIUT ITTIAatIiUll LC-B. GINL, ULJI 1 CD}JUIIDCD)

card bureau
agent of the CA (3.21) or RA (3.49) that personalizes an ICC (3.35) containing the subscriber’s private
key (as a minimum)

3.7
cardholder

subject to whom the integrated circuit card containing private and public key pair and certificates (3.8)

has been iss

ued

© ISO 2018 - All rights reserved
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3.8

certificate

public key and identity of an entity (authentication data (3.4)), together with some other information,
rendered unforgeable by signing the certificate information with the private key of the certifying
authority that issued that public key certificate

3.9

certificate suspension

certificate hold

suspension of the validity of a certificate (3.8)

3.10
certificate issuer
orgahization whose name appears in the issuer field of a certificate (3.8)

3.11
certificate management
management of public key certificates covering the complete life cycle from)the initializatjon phase to
the i$suing phase to the cancellation phase

3.12
certificate manufacturer
agent who performs the tasks of applying a digital signature to@acertificate signing request{on behalf of
the certificate issuer (3.10)

3.13
certificate policy
CP
named set of rules that indicates the applicability of a certificate to a particular commynity and/or
class|of application with common security requirements

3.14
certificate profile
specification of the required formadt (including requirements for the usage of standard fields and
extensions) for a particular type of certificate (3.8)

3.15
certificate rekey
process whereby an entity-with an existing key pair and certificate (3.8) receives a new certificate for a
new public key, followingthe generation of a new key pair

3.16
certificate renewal

rolloyer

issuipg an\entity with a new version of an existing certificate with a new validity period

3.17
certificate revocation list
CRL

list of revoked certificates (3.8)

3.18

certificate validation service

service provided by the CA (3.21) or its agent which performs the task of confirming the validity of a
certificate (3.8) to a relying party (3.52)

3.19

certificate validation service provider

CVSP

entity (3.32) that provides certificate validation services to its relying party customers

© ISO 2018 - All rights reserved 3
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certification
creation of a public key certificate for a subject (3.58)

3.21

certification authority

CA

entity (3.32) trusted by one or more entities to create, assign and revoke public key certificates

3.22

certification path

ordered seq
path, can be

3.23

£ £ L3 i £ At Licle & +lo atla 1o Llicl £l o o 1 it 3
CIILT U LTT LITICALU S UL TIILILITS VVIIIUIL, LUECLIICI VVILIT LIIT PuUll\, I\C_y Ul LT TI1ILIdrl CllLlLy 1

processed to obtain the public key of the final entity in the path

certification practice statement

CPS

statement o
and renewi
satisfy the r

3.24

[ the practices which a certification authority (3.21) employs in issuing,anaging, revq
g certificates and which defines the equipment, policies and procedures the CA us
equirements specified in the certificate policies that are supported®dy it

certification request

submission
register a sy

3.25

of a validated registration request by an RA (3.49), its agent or a subject to a CA (3.2
bject's public key to be placed in a certificate (3.8)

certification response

message ser|

3.26
certificate
validity
applicabilit)
certificate (

3.27

compromise

violation of
of sensitive

3.28
cross certif
mutual cert

Note 1 to ent

t, following certification, from a CA (3.21) in-response to a certificate request

yalidity

i/ (fitness for intended use) and status (valid, unknown, revoked or expired)
B.8)

the security of a system such that an unauthorized disclosure modification or falsific
nformation canhave occurred

ication
fication‘of'each other’s public keys by two CAs (3.21)

'y This process may or may not be automated.

the

king
es to

1) to

of a

htion

3.29

cryptographic hardware
cryptographic device
hardware security module
hardware cryptographic module
hardware which provides a set of secure cryptographic services, e.g. key generation, cryptogram
creation, PIN translation and certificate signing

3.30
digital sign

ature

cryptographic transformation that, when associated with a data unit, provides the services of origin
authenticity data integrity and signer non-repudiation
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3.31
end entity
certificate subject that uses its private key for purposes other than signing certificates

3.32
entity
person, partnership, organization or business that has a legal and separately identifiable existence

EXAMPLE Alegal entity or an individual or end entity (3.31), such as certification authority (3.21), registration
authority (3.49) or end entity (3.31).

3.33

audif journal
audif log
evenf journal
chrohological record of system activities which is sufficient to enable the reconstyuction| review and
exanjination of the sequence of environments and activities surrounding or leading to each|event in the
path|of a transaction from its inception to the output of the final results

3.34
functional testing
portion of security testing in which the advertised features of a system are tested for correfct operation

3.35
integrated circuit card
ICC
card|into which has been inserted one or more electronic components in the form of micfocircuits to
perform processing and memory functions

3.36
issuing CA
CA (3.21) that issued the certificate in the coitext of a particular certificate (3.8)

3.37
key ¢scrow
management function that allows.aecess by an authorized party to a replicated private encipherment key

3.38
key recovery
ability to restore an entity’s private key or a symmetric encipherment key from secure stprage in the
evenf that such keys-are lost, corrupted or otherwise become unavailable

3.39
multiple control
cond{Ftion under which two (dual) or more parties separately and confidentially have| custody of

components of a single key that, individually, convey no knowledge of the resultant cryptographic key

3.40
object identifier

OoID

unique series of integers that unambiguously identifies an information object

3.41

online certificate status mechanism

mechanism that allows relying parties (3.52) to request and obtain certificate status information
without requiring the use of CRLs (3.17)

© IS0 2018 - All rights reserved 5
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online certificate status protocol

(0108

protocol for determining the current status of a certificate in lieu of or as a supplement to checking
against a periodic CRL (3.17) and which specifies the data that need to be exchanged between an
application checking the status of a certificate and the server providing that status

3.43

operating period
period of a certificate beginning on the date and time it is issued by a CA (3.21) (or on a later date and
time, if stated in the certificate), and ending on the date and time it expires or is revoked

3.44

PKI disclos
document t}
and practicsd

Note 1 to en
covered in de

3.45
policy auth
PA

party or bd
ensuring C4
certificate p

3.46

policy map
recognition
policy (3.13)
(but not necd

Note 1 to ent

3.47

policy qual
policy-depe
certificate

3.48

public key §
PKI
structure o
technology {
key pair wit]

ire statement
jat supplements a CP (3.13) or CPS (3.23) by disclosing critical information about the po
sofa CA (3.21)/PKI (3.48)

ry: A PKI disclosure statement is a vehicle for disclosing and emphasizing ihformation nor
tail by associated CP and/or CPS documents. Consequently, it is not intendédyto replace a CP o}

prity

dy with final authority and responsibility for specifying certificate policies (3.13)
(3.21) practices and controls as defined by the CRS\(3.23) fully support the spec
olicies

ping

that when a CA (3.21) in one domain certifiesa CA in another domain, a particular certij
in the second domain can be consideredcy the authority of the first domain to be equivj
essarily identical in all respects) to aparticular certificate policy in the first domain

Fy: See cross certification (3.28).

fier
ndent information that-accompanies a certificate policy (3.13) identifier in an X

nfrastructure
f hardware, software, people, processes and policies that employs digital sign

ha specific subscriber that possesses the corresponding private key

icies

mally
CPS.

and
ified

icate
alent

(.509

iture

o facilitate a verifiable association between the public component of an asymmetric public

Note 1 to entry: The public key may be provided for digital signature verification, authentication of the subject in

communicati

3.49

on dialogues, and/or for message encryption key exchange or negotiation

registration authority

RA

entity whose primary functional role and responsibilities include identity validation of the subject for
approving certificate requests (3.24) submitted to a CA (3.21)

Note 1 to entry: An RA can assist in the certificate application process, the revocation process or both. The RA
does not need to be a separate body, but can be part of the CA.

© ISO 2018 - All rights reserved
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3.50
registration request
submission by an entity to an RA (3.49) (or CA (3.21)) to register the entity’s public key in a certificate

3.51
registration response
message sent by an RA (3.49) (or CA (3.21)) to an entity in response to a registration request

3.52
relying party
RP

L i £ PRy o i Lo £ 3 1s oot PR o i ph LY | 3 i £ 3
reciprefreoracertrrcare-wno—actsHrrerrante- o —trat Certreatre, atgtrar sigiratutres—verted using that

certificate, or both

3.53
relying party agreement
RPA
legally binding statement provided by the CA (3.21) of the expected responsibilities betweeq the relying
party, the subject and the CA

Note |l to entry: The RPA might be included in the CPS (3.23) or provided as‘one or more external dgcuments.

3.54
repgsitory
systdm for storage and distribution of certificates and relatéd information

EXANPLE Certificate storage, certificate distributiony, certificate policy (3.13) storage apd retrieval,
certificate status.

3.55
root(CA

trust anchor

CA (3.21) at the apex of the CA hierarchy,

3.56
signature validation
verification and confirmation that a digital signature is valid

Note |l to entry: See also cer¢ificate validity (3.26).

3.57
signature verification
check of the cryptographic value of a signature using data

3.58
subject
entitlythat owns the asymmetric key pair and may also be a relying party (3.52)

3.59

subject CA

CA (3.21) that is certified by the issuing CA (3.36) and hence complies with the certificate policy (3.13) of
the issuing CA

3.60

subordinate CA

sub-CA

intermediate CA

CA (3.21) that is lower relative to another CA in the CA hierarchy

3.61
subscriber
entity subscribing with a certification authority (3.21) on behalf of one or more subjects
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superior CA
CA (3.21) that is higher relative to another subordinate CA (3.60) in the CA hierarchy, but is not a root

CA (3.55)
3.63

tamper-evident
provides evidence that an attack has been attempted

3.64
tamper-res

istant

provides pa

3.65

trusted rol
job function
impact upor

3.66
trust servig
TSP
approved o
through a n
relying parti

Note 1 to ent

3.67
validation s
enquiry by {

4 Abbre

ASN.1 A

CA of:

CM of:

CP of:

CPS of:

CRL C¢

CVSP of:

: L : 1 i 43 3 4 raal
STvephaysStcar protettioiagarirStalr attacy

W

that performs critical functions which, if performed unsatisfactorily, can have an adjy
the degree of trust provided by the CA (3.21)

es provider

rganization (as determined by the contractual participants)’ providing trust sery
Lmber of certification authorities (3.21), to their customerS'who may act as subscribg
es (3.52)

y: A trust services provider can also provide certificate validation services.

jervice request
he relying party (3.52) to a validation servigé’to check the validity of a certificate (3.8)

viated terms

bstract Syntax Notation One
rtification authority

brtificate manufacturer
rtificate policy
rtification'\practice statement
brtificate revocation list

r'tificate validation service provider

yerse

rices,
r's or

EMV
CPS
FI
FIPS
FQDN
FTP
HSM

Eurocard MasterCard Visa

certification practice statement

financial institution

Federal Information Processing Standard
fully qualified domain name

file transfer protocol

hardware security module
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HTTP hypertext transfer protocol

ICC integrated circuit card

ID identifier

IEC International Electrotechnical Commission
IETF Internet Engineering Task Force

ISO International Organization for Standardization
ITU International Telecommunications Union

MAC message authentication code

MITM man-in-the-middle attack

OCSH online certificate status protocol
OID object identifier

PA policy authority

PIN personal identification number
PKI public key infrastructure

PKIX] Public Key Infrastructure (X.509) (IETF.Working Group)

RA registration authority

RFC request for comment

RP relying party

SAN storage area network

TLS transport layer,security

TSA time stamping-authority

TSP trust s€rvices provider

URL uniform resource locator

UTC universal time coordinated (zulu or Greenwich Mean Time, Time GMT)

5 Public key infrastructure (PKI)

5.1 General

Before addressing the details of PKI policy and practices requirements, this document provides some
background information in order for the reader to better understand the context in which these policies
and practices are used within a PKI.
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5.2 Whatis PKI?

5.2.1 General

This subclause describes the components of a PKI and illustrates the roles with responsibilities
undertaken by the various entities within the PKI. The rapid growth of electronic commerce has
brought with it the desire to conduct business-to-business, business-to-consumer, and government-
to-consumer transactions across open networks such as the Internet. The design of the network
transmission protocols creates problems for financial institutions and their customers conducting
business transactlons who require the electronlc ldentlflcatlon and authentlcatlon of the transacting

consumer p

PKIs are a

r
are becomillg trust services providers (TSPS), to take advantage of the growing maxKet for sec

and authenti

to validate ¢
one or more
authority tr
certificates
core functi
financial in{
CA function

Public key {
With public
and the puh
The subject
Certificates
private key.

Financial in|
depending u

a) Closed
financig
Table 1.
for itsel
may be

documsd

Contra¢
are bou

b)

If or on behalf of other certificate subjects. In this case, subscribers and certificate sulh

trusted services, e.g. a certification authority or a valldatlon service-A TSP is a recog
usted by one or more relying parties to create and sign certificates. A TSP can also rg
t has created and issued. A TSP operates one or more certification authorities (CAs) W

titution, a CA is not necessarily a business entity but cat’bé a unit or a function prov
5 that may be trusted by relying parties and subscribing.parties.

echnology is used to support confidentiality, intégrity and authentication requirem
key cryptography, two keys are created (privaté.and public). The private key is kept s
lic key can be made publicly available in a certified form which protects its authent
s public key and identifying data are signed by the CA’s private key to create a certif
are created under certificate policies, Revealing the public key does not compromis

stitutions may use a PKI to service their business needs in the following environm
pon their relationship with the'relying party. Examples of each are provided in Tables 1

environment: all entities) (certificate subjects and relying parties) adhere to a s
An entity adheringto-@'trust service may act as a relying party or subscriber for certifi

distinct entities”bound by a business relationship which is outside the scope of
nt.

‘tual environment: certificate subjects and relying parties can have separate TSPs.
hd byidiffering forms of contract covering certificate use. These forms comprise:

1) mu

| institution’s trust service, and shall share at least one certificate policy. See Figure 1

ns are certificate issuing, certificate distribution and (certificate validation. Within a

iding

ents.
bcret
icity.
cate.
e the

ents,
to 3.

ingle
and
Cates
jects

this

[TSPs

tilateral, under agreed rules, with a single certificate policy;

2) bila

3)

teral cross certification that can use different certificate policies;

accreditation bridge that can recognize different certificate policies through central

organization or entity. This can be realized by the central organization publishing a trust
list of certificate policies, or of certification authorities, which conform to common policy
requirements.

See Figure 2 and Table 2.

Open environment: the financial institution can act as a TSP issuing certificates to the public

and permits validation of certificates in an open network environment. TSPs can operate under
voluntary TSP accreditation schemes or within an indigenous regulatory framework. Typically,

10
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there is no formal contract between the subscriber's TSP and the relying party. See Figures 3 and 4
and Table 3.

A PKI comprises technical, process and people components that shall harmonize into an effective
infrastructure. As with any infrastructure, the business requirements shall be initially determined.

Thes

e requirements can be met by the deployment of a PKI.

5.2.2 Public key infrastructure process flow

The responsibilities, services and procedures required by a public key infrastructure are as follows:

1
—
— 1

—

— 1

—

— ]

5.3

5.3.1

This
conti
requ
ther

5.3.2

This
purp

ey gereration;
egistration;

ertification;

— Iistribution;

sage;

X piry;

enewal;

ekey;

evocation management;

evocation status checking.
Business requirement impact on PKI environment

General

clause uses business scenatios to illustrate the key differences between the close
ractual environments. Tables 1 to 3 describe typical business scenarios, sampl
rements, and the associated PKI operations that would be performed if PKI was utilize
equirements.

Illustratiomof'certificate application in a closed environment

subclause ‘describes several scenarios where the financial institution can use PKI
oses and'to support its services and communications internally or to its customers.

Financial institution

d, open and
e (security)
d to address

for internal

© ISO

Certificationm autihority

Customer and/or staff

Certification subject

Figure 1 — Two entities in a closed environment
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Table 1 — Certificate application scenarios in a closed environment

Typical scenarios Sample requirements PKI operations
The financial institution (FI) — .A.uthentlcatlon of sender for |— Sender creates digital signature.
d it t recipient. . L lid der’ s

1 |sends an email to a customer Recipient validates sender’s cer
(e.g. notification of depositrate |— Message integrity for sender |tificate.
change). and recipient. — Recipient verifies digital signature.

— Authentication of sender for |— Recipient validates sender’s cer-

recipient. tificate.

— Message integrity for sender |— Sender creates digital signature.

and recipient. . - . .
Exchanle of sensitive emails — Recipient verifies digital signafture.

2 be_tw_een employees contained | — Confidentiality protection |— Sender fetches recipient’s)cerfifi-
within fhe FI's network bound- | for message contents. cate from directory.
aries.

— Sender encryptspniessage with
recipient’s publickey.
— Recipientdecrypts message with
recipient’s priyate key.
The intbrnal network distri- — Rroof that the software -that — -FI digitally signs software appli-
. , is being loaded into the device |cations.
bution pf the FI's software to .

3 ; ; comes from an authentic source. L T, .
customier facing devices (e.g. —) ‘Recipient verifies digital signgture
ATM software). >— Recipient validates FI's certificate.

5.3.3 Illustration of certificate application in a contractual PKI environment

This subclause describes the financial institution using the PKI for support transactions f
customers within a scheme or where a contract with-#ules has been established between the pa
onding PKI might be open or closedyand when closed the PKI is a third party se
provider. It will provide either certificate issuanceor certificate validation services, or both servic

The corresy

its customefs.

FI #1

FI #2

Certification authority

Certification validation
service provider

Customer

A

Customer

A

Certification subject

Relying party

0 its
rties.
rvice
LS, to

Figure 2 — Four entities in a contractual environment

12

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

1SO 21188:2018(E)

Table 2 — Certificate application scenarios in a contractual environment

Typical scenario

Sample requirements

PKI operations

FI employee sends an email via

— Authentication of sender for
recipient.

— Recipient validates se
tificate.

nder’s cer-

— Message integrity.

— Customer checks digital signature.

— Confidentiality protection

— Sender fetches recipient’s certifi-

1 |the Internet to a customer that |for message contents. cate from directory.
uses another TSP. — Sender encrypts message using
recipient’s public key.
— Recipient decryptsmessage using
recipient’s private key:
— Customer authorizes pur- — Customer digjtally signs purchase
chase order. order with private‘key.
5 [Customer submits a purchase | — Authentication of customer |— Recipientvalidates sepder’s cer-
order to a merchant. by merchant. tificate.
— Transaction message integ- | — Merchant verifies digital signature.
rity.
3 Customer receives invoice from |— Message authentication. =2 Check digital signatuie and vali-
merchant. date certificate.
— Strong mutual authentiea-~ |— Customer validates FI's server
tion. certificate.
— Message integrity: — Flvalidates customer(s certificate.
o ) — Confidentiality. — Flverifies digital signfature.
An existing customer using an ; -
4 |e-banking service to send high — Customer fetches FI's|certificate
value payment instructions to FI. from directory.
— Customer encrypts mpssage using
FI's public key.
— FI decrypts message ysing FI's
private key.
— Authentication of ICC by — ICC creates digital sighature.
5 |EMV purchase by a cardholder terminal off-line. — Terminal checks ICC quthenticity
at point of sale. using ICC issuer public ke certified
by scheme CA.
5.3.4 Illustration"of certificate application in an open environment
This| subclause’ describes the financial institution’s possible use of PKI to enable open external

communjcation for itself, its own customers and external trading partners. The financial inj
trust services to its customers, such as “certificate validation service provider” or “certi

offer

titution can
ficate issuer.

© ISO

rl

Certificate validation

service provider

Customer

Relying party

Figure 3 — FI acting as certificate validation service provider in an open environment
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FI

Certificate Issuer

A

Customer

A

Certificate subject

Figure 4 — FI acting as certificate issuer in an open environment

Table 3 — Certificate application scenarios in an open environment

Scenario Sample requirements PKI operations
Website visitor downloads ex- |— Authentication of FI. — User validates FI's certificate.
1 |ecutable code while browsinga | — [ntegrity of FI executable — Userwerifies FI's digital signafure.
financigl institution’s website. |code.
- . — Authentication of an official |—=< User validates FI's server certjifi-
2 |A customer visits an FI website. o
FI website (i.e. not spoofed). cate.
— Authentication of senderfor |— Each FI employee validates thle
Exchanjge of emails between two recipient. sender's certificate.
3 employges from different Fls via | — Message integrity ahd — Each FI employee verifies digjtal
the Intgrnet where there is no non-repudiation proef: signature.
formal pgreement in place. — Confidentiality protection |— Each FI employee fetches recipi-
for message contents. ent’s certificate from directory.
) ) — Authentication of source and |— The user validates the FI's cdr-
An impprtant electronic docu- |integrity-of content. tificate.
4 |ment (¢.g. financial results) is . o
publishied. — The user verifies the digital
signature.
=~ Authentication of sender for |— Each customer validates the send-
N _ recipient. er's certificate.
Exchange of sensitive emal!s — Message integrity. — Each customer verifies the digital
5 |betweep two customers-sing signature on the message receivef
different TSPs. g g -
— Confidentiality protection |— Each customer fetches the redipi-
for message contents. ent’s certificate from the directorjy.

In these sce
as certificat|
she can use

narios the users, FI employees or customers’ certificates can be provided by the FI a
pdssuer, and whenever a user, FI employee or customer needs to validate a certificate,

cting
he or

5.4 Certification authority (CA)

acertificate vatidation service provided by the r'i acting as CVSP:

A CA has a public/private key pair and uses a digital signature algorithm to produce certificates.

The binding of the entity’s public key to its identity is accomplished by having the CA generate the
certificate, thereby attesting to the relationship of the information therein and providing assurances of
its integrity.

14
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The binding of an entity’s public key and identity is validated by using the public key of one or more
CAs. A CA can issue certificates to any entities, including CAs.

Entities (including CAs) can use these certificates to authenticate themselves to relying parties.
Hence, authentication can involve a chain of certificates. The verification of a chain of certificates
begins with the trusted CA public key and ends with the certificate being validated. The trusted CA
public key shall be obtained and authenticated by some means other than by the use of certificates.
This is to ensure that the process begins securely. See ISO/IEC 9594-8.

Once a certificate has been generated, the integrity of its contents is protected. This document does
not require that certificates be given confidentiality protection. A valid copy of the CA’s public key

¢ntity, this permits the validation of the binding between an entity’s public key, its
¢ther needed information.

» . A & d v

is a trusted
dentity and

In general, there are several PKI architectures that are available, including hierarchical, non-

hierarchical and bridge. In a hierarchical architecture, authorities are arranged under
that issues certificates to subordinate CAs. These subordinate CAs cdn, issue certific
jubordinate to them or to end entities. In a hierarchical architecturé, the public key of

a “root” CA
ates to CAs
the root CA

lunctions as the trusted CA public key and is known to every entity_Any entity’s certificate can be
ralidated by validating the certification path of signature certificates that leads from the certificate
being validated back to the trusted CA public key of the root{CA:In this architecture, the root CA is

3 mutual point of trust for all entities.

o communicate outside the root CA’s domain, the root CA shall cross-certify with
remote domain. Certification path validation then invelves building a chain of certifica
remote entity to the root CA by way of the cross:certified remote CA.

[n a non-hierarchical architecture, independent CAs can cross-certify each other by is

the desired
kes from the

suing public

key certificates to each other. This results.ira general network of trust relationships Hetween CAs

dnd allows each group (such as a retail €vedit authorization network, a clearing housg
institution or a subgroup thereof) tofhave its own CA. An entity uses the public key

, a financial
f a selected

[ A for its trusted CA public key. Theeertification path consists of those certificates thgt chain back

irom the certificate being validated to the trusted CA of the relying party.

In a bridge architecture, tw@ or more independent hierarchical architectures are int
by a common bridge CA which cross certifies with each root CA. The separate root CAs

brconnected
are peers to

¢ach other and the bridge CA such that they do not need to cross certify with each other. The bridge

CA allows a relying-party in one hierarchical architecture to validate the certificatg
another hierarchieal architecture.

A bridge can<¢be realized by a common trusted authority issuing a list of trusted
juthorities.

A compromise of the private key of a CA compromises all entities certified by that CA,
holder of that private key can generate fraudulent certificates and then masquerade as

chain from

rertification

because the
one or more
mpromise of

transactions in a financial network can have catastrophic effects on financial institutions and their

customers.

Two or more CAs can join a common scheme for mutual recognition, e.g. implemented by a trust list.
Certificates issued by one CA can then be validated by relying parties who are customers of another

CA belonging to the scheme.

5.5 Business perspectives

5.5.1 General

A financial institution’s future ability to participate in an online global economy depends on the
existence of a trusted and secure environment in which to conduct business in the electronic medium.

© ISO 2018 - All rights reserved
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The ideal goal of any financial institution is to establish a security infrastructure for an online
marketplace that will allow it an opportunity to support internal security needs, to enhance and service
its customer base as well as to enter new markets for the provision of trust services. In defining the
business operations of the financial institution, many issues will be addressed.

5.5.2 Business risks

There is a business need to manage risks in conducting electronic commerce. PKI is one such control
mechanism that can provide appropriate protection to manage those risks. PKI is a control mechanism
that can be used for many different applications and can be seen as a common, reusable infrastructure.

5.5.3 App

The parties
application

5.5.4 Leg

The legal pe
by the certi
the CPS) es
warranties
be assumed|
specify any
parties perr
transaction
procedures
party shoul
certificate a

The respon
involved, ar
scale of cor
especially fq

5.5.5 Reg

The regulat
the conduct
functions.

5.5.6 Bus

Business us
certificate s

licability

involved shall determine whether the certificate policy is appropriate to the-bus
hind associated risks.

hl issues

fication authority about the subject to the relying party. The GP (perhaps augmentg
tablishes what assertions the certification authority is making. It can also specify
the certification authority offers, that these assertions afe)true, and what liabilitieq
or allocated by the certification authority in the event'that an assertion is untrue. I
limitations to these liabilities, such as specifying a group whose members are the
hitted to act as relying parties. It can specify the maximum liabilities per certificate o
and specifies the types of transaction in whickh’the warranties are in effect. It spe
for submission of claims and for resolution of disputes. It specifies any conditions a re
d fulfil or actions a relying party should. perform before being authorized to rely
Ind its assertions.

sibilities and liabilities relating tonNa PKI, particularly where different businesse
e commonly a major issue for a-contractual PKI environment. The responsibility foj
hmercial liability will be a sighificant factor in setting out the business requirem
r trust services.

ulatory issues

bry perspective conisiders differences in the acceptability of PKI processes and servig
of business related in alternative jurisdiction, industry standards and/or industry

iness usage issues

agenas described in 5.3, is between the entities defined in the environment (i.€.

ness

rspective considers the public key certificate as an assertion or a.$evies of assertions made

d by
what
will
t can
only
I per
rifies
lying
on a

are
and
ents,

es in
hudit

the

l]‘\lﬂPf or, where nhn]lhnh]n the subscriber and the rn]vlnn‘ pnrf‘ﬂ Both narhnc shall

fulfil

their obhgatlons set forth in the CP or the agreement that deflnes these obllgatlons The certificate
subject or, where applicable, the subscriber can then use the digital signature process to authorize
a message or transaction and subsequently the relying party can then rely upon the authenticated
signature.

Optionally, under a warranty scheme, a reliance limit can be established by the CP or by separate
agreement. Where this is the case, the relying party can choose to seek a guarantee for that transaction,
up to a specific limit.

5.5.7 Interoperability issues

The disparate business practices and related policies are often a further challenge in an open PKI

environment from business and technological perspectives. However, in a contractual PKI environment,
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rules of operation are established specifically to overcome interoperability issues. In a closed
environment, where the certificate issuer and the relying party are the same financial institution, it is
up to that organization to resolve any interoperability issues. The disparate policies regarding use of
the PKI need to be considered in setting out the business requirements for trust services.

The interoperability of trust services for financial institutions requires a governance framework that

addresses the issues of:

Non-

rule

the b

The
one
com

indugtry or global basis.

A CA with a single CPS can support multiple certificate policies (e.g. used for different
purploses and/or by different certificate user communities). In addition, different CAS
identical certification practice statements, can supportthe same CP.

legal jurisdiction and responsibilities;

commercial risk management considerations;

lechnical recognition of the certificate and operational processing aspects;

policy and trust scheme obligations.

technical interoperability issues are resolved by adherence and by conform@ance to thej
of the environment that describe the business contract responsibilities and'liabilities
usiness application under the certificate policy interpretation.

R

letailed CPS by itself does not form a suitable basis for interoperahility between CAs
d

on interoperability standards, certificate requirements afid common assurance cr

contractual
hccording to

operated by

r by different organizations. Rather, certificate policies best serve as the vehicle on which to base

teria for an

application
, with non-

a) CP can apply more broadly than to just assingle organizational unit or single orgpnization. If
particular CP is widely recognized, it has'great potential as the basis of automatefl certificate
cceptance in many systems.

b) Financial institutions that operate‘public or inter-organizational certification authprities shall

ocument their own practices ih_CPSs. The CPS is one of the organization's means of protecting
itself and positioning its relationships with subscribers and other entities.

c) Technical implementatipn:can differ due to interpretation of standards and protocol$ by the PKI
ﬂztegrators. A technical comparison shall take place within the PKI environment to ensyre technical
interoperability.

For interoperability of'PKIs operated by different CAs, there is a need for a trusted path to enable a
relyihg party to<erify the certificates issued by another CA. This trusted path can be provided by
one (A issuing. & cross-certificate to another. This can even involve other third party CAf that assist
in prjoviding axtrusted path through a chain of cross-certificates. Care needs to be taken in the policy
implicatiows of such cross-certificates and in particular that the implied trust relationship is matched
by an appropriate business relationship.

CAs can be organized in a hierarchy with a “root” CA that is trusted by all relying parties to issue “CA”
certificates for subordinate CAs. Special attention needs to be paid to the security controls applied
to such root CAs since the impact of any successful attacks on such root CAs can be very significant.
Furthermore, the needs for some areas of the policies and practices of such a root CA with regards to
functions such as registration are likely to significantly differ.

Where interoperability is required or anticipated between PKIs operated by different CAs under
different certificate policies, either:

— relying parties operating under one PKI shall accept policies used by its own CA and that of
another CA;
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or

— there shall be a recognized equivalence mapping from the policy used by the external CA to that
used by the relying party’s own CA; this equivalence mapping needs to be established by the relying
party’s CA to provide a one-way mapping to the external policy. However, in practice, mutual
equivalence is established between CAs by bilateral agreement.

5.5.8 Auditjournal requirements

5.5.8.1 General

shall keep audit journals that provide sufficient detail to reconstruct events and prgvide
equirements. All entries in audit journals shall be marked with a precise time~The|time
rd events as required in the audit log shall be synchronised with UTC at least pnce 4 day.
journals will normally be created and maintained by the CA management‘'system, some
Is can out of necessity be manual. The audit requirements shall be spetified in thel CA’s
practice statement.

CA systems
“due care” 1
used to recq
While audit
audit journd
certification

CA audit jo
generation,
operation a

irnal entries shall include all certificate and key management @perations, such af
backup, recovery and destruction, together with the identity of¢the person authorizin
hd persons handling any key material (such as key fragments$_or keys stored in por

key
o the
table

devices or media). Changes in the custody of private keys and associated‘parameters, and of deviq
media holdihg keys, shall be recorded in the audit journals. Audit joutnals shall not record the plair
values of any private keys but can hold hash values as a means of:identifying keys and validating
correctness|as well as that of public keys derived from private kéys by means of a one-way functio

es or
| text
their
n.

A list of aud|]t journal contents is provided in Annex F.

tion.
ind a
used
uals

Audit journ
Automated
digital signd
for any othd
for valid buj

ils shall be maintained in a form that prevents unauthorized modification or destrug
hudit journals shall be protected from maodification or substitution. The use of a hash §
ture can be used. The private key pairwsed for signing the audit journal shall not be
r purpose. In addition, the audit jotrnal shall only be retrieved by authorized indivi
iness or security reasons.

Confidentiality and the need for access €ontrol to audit journal records shall be noted at all times.

5.5.8.2 Sdcurity quality assurance

Documgnted security quality assurance processes and procedures are required as part of the
system |of internal security control over certificate management. The audit journal shall be
reviewqd regularly (e:g. daily) by a security quality assurance function. In some organizationg, this
function can be fulfilled by the audit department. The review shall include the validation of the pudit
journals integrity, and the identification and follow-up of exceptional, unauthorized or suspifious
activity|(e.g: digital signature failures, access at unusual times or from unusual sources, unexp¢cted

increas¢sin volume or saturation of system resources).

The extent and frequency of review and management escalation requirements shall be determined
by a threat/risk evaluation. In high-risk applications and for legal purposes, CA systems can require
end entities and relying parties to maintain an audit journal.

5.6 Certificate policy (CP)

5.6.1 General

A CP is a common set of rules with regard to the level of trust that shall be met by associated certificates
used for a particular purpose. The CP also specifies the criteria that shall be agreed upon and complied
with by a certification authority before certificates issued by such a certification authority may be
accepted by arelying party. It is developed by a policy authority. The policy authority writing the CP can
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range from a single business entity to a collection of entities such as a payment association established
to interchange transactions between the member entities.

As an example, a company wishing to transact with another company can require for business reasons
the use of digitally signed messages. Each party would need to define their business requirements and
adopt a certificate policy that meets those requirements. Both parties need to obtain a certificate from
a certification authority that supports that certificate policy.

The purpose of a CP includes:

to define and limit the use of certificates;

1
[(

o specify requirements and obligations of certificate subject and, where applicable, su
ertification authority and relying parties;

bscriber, the

o define liabilities for certificate subject and, where applicable, subscriber,”the tertification

quthority and relying parties;

q

flo specify policy administration process;

fo specify governing law.

A CPH shall be represented by a unique registered object identifier~-which needs to be re
mempers of the contractual environment. The PA that registéns the object identifier als
a textual specification of the CP for examination by certificate users. (See Annex C fo
information.)

cognized by
o publishes
ir additional

The
spec

CP focuses on what the certificate is to be used for-atid is defined independently of the details of the

fic operating environment of a certification autherity.

5.6.1 Certificate policy usage

t. There can
any certificate policies within onge-root hierarchy, each defining the business/policy requfirements for

Certificate policies are created for specificpurposes within a PKI and business environmen
be m|

grou
the 5
auth

bs of certificates sharing commonpolicy requirements. In each case, the policy authority {
pecific certificate policy and\.ehsure that the certificate practices statement of the
prity creating the certificates'adequately address the requirements of each certificate pg

hall develop
certification
licy.

Examples of different certificate policy usage would include, but not be limited to:

a) (ertificate policyfor specific functional applications (e.g. server identification ceftificate for
¢ustomer to authenticate their online banking service provider);

b) gubscriptien to the certificate policy that matches the business application (e.g. custonjer signing a
purchasing order from a merchant);

c) dubseription to the certificate policy that matches a generic security application with a defined
environment within prncpprifipd restrictions (p g prnviding r‘rmfir]pnfin]ify protection on all
message types to certificate subject across the Internet).

5.6.3 Certificate policies within a hierarchy of trust

PKIs are commonly structured into a hierarchy with the top or apex of the hierarchy being a root. The
root delegates a portion of its trust to subordinate CAs based upon the organizational needs. The root
and intermediate levels primarily authenticate and sign the digital certificates of subordinate levels
and provide the structuring of business requirements by differentiating between organizational
needs (e.g. between geopolitical or organizational regions, countries or states, organizational units).
As illustrated in Clause 6, the hierarchies permit the use of multiple certificate policies, each defining
the different business requirements of facets of the business environment. With a hierarchy, each level
is more granular or homogenous in its specificity of requirements to a “smaller” group of certificates
issued to end-entities. Each group of certificate end-entities share a common set of certificate policies.

© ISO 2018 - All rights reserved 19


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

ISO 21188:2018(E)

For example, the root level at the highest level of the hierarchy by definition shall use a self-si

gned

certificate and can only be used to sign subordinate certificates. A subordinate CA shall be defined
based upon geopolitical, organizational or other requirements. The subordinate CAs may cascade into

multiple levels based upon multiple structural needs or it may issue certificates to end-entities.

In a hierarchy, the root shall be the most trusted point. Each subordinate level shares the trust between

their peers, but each shall trust the superior point from which they have been delegated responsib

Examples of different certificate policy usage include, but are not limited to:

ility.

a) certificate policy for identifying the root CA with its implied self-signed certificate (certificates

issued under Policv A in Ficure ';),-

b) certificate policy for identifying a subordinate CA established under the root CA or"an
subordinate CA. To sign the public keys of the subordinate or intermediate CAs, the root €A a
as the ultimate parent in the CA hierarchy in the FI (certificates issued under Policy.Blin Figur

In Figure 6, the policy authority issues the root policy and all subordinate policies within the hierg

of trust.

(Root policy)
Root CA
(Policy A) (Policy A)
Certificate issuing
Sub-CA
CA
.(l?olicy_B) . (Policy C)
Certificate-ssuing .
End entity
CA

(Policy D) (Policy E)
End entity End entity

pther
cting
e 5).

rchy

Figure 5 — Root hierarchy creates a hierarchy of trust

5.6.4 Certificate status

A policy authority shall specify the conditions applicable to the states of a certificate issued under a

specific CP.

A certificate may be in one of the following states:
a) pre-valid - not operational;

b) live - operational;

c) suspended - not operational;
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d)
e)

Once a certificate is revoked or has expired it cannot return to an operational state. Once a revoked
certificate has expired, it no longer needs to be on a CRL.

revoked - not operational;

expired - not operational.

The policy authority shall specify the conditions applicable to the states of a certificate issued under a
specific CP.

5.7

Certification practice statement (CPS)

5.7.1

The
empl]

The

prac
certi
by-st
funcf

As irf
2) cd
resp
forth
and f
shall

A CP
prac
certi

The 1

5.7.2

A pg
that

distn
finarn
of itg
or m
ofter

General

certification practice statement describes the necessary and sufficient procedures 4§
oyed by the CA to meet the requirements of the certificate policies.

purpose of the certification practice statement is to clearly definé |the CA’s proc

nd controls

edures and

ices to manage the risks associated with certificate policies. A usefulapproach in completing the

fication practice statement is to follow the outline provided in Annex B and clearly def
ep practices from certificate request/issuance, certificate verification and required
ions.

dicated earlier, the CA is the entity responsible for performing the five roles of 1)
rtificate manufacturer, 3) certificate issuer, 4) repository and 5) validation service
bnsible for clearly defining the controls to accomplish these roles in meeting the requ
in the CP. The controls are documented in the'Certification practice statement (CP§
unctions of a CA can be securely delegated in any manner it desires, but all the roles a1
be completed and the CPS shall be written.dnd maintained by the CA.

S can take the form of a declaration bjzthe CA of the details of its trustworthy sys
ices it employs in its operations fe-securely issue and manage its certificates. P
fication practice statement can alsg-be part of the contract between the CA and the sul

oles of the certificate policy and certification practice statement are illustrated in 5.7.]

Authority

licy authority specifies the certificate policy that is adopted by the certification|
have their controls described in certification practice statements. A CP is created,
ibuted and interpreted by the policy authority. The policy authority can either re
cial institution or be shared by a number of major stakeholders. A certification authorit
operation/prepares a CPS or an equivalent document as evidence of its ability to com
any certificate policies. A formal CPS is not compulsory in a contractual PKI environ
determined by either the rules of the community or the policy authority. In any event,

ne the step-
supporting

registration,
5. The CA is
rements set
). The roles
hd functions

fem and the
brtions of a
bscriber.

B and 5.7.6.

authorities
maintained,
present one
y in support
bly with one
ment and is
the CA shall

have

decumented its practices. While a simple compliance statement can suffice with a

contractual

PKI environment, a CPS, nevertheless, provides guidance for both internal processing and processing
completed by delegated roles.

5.7.3 Purpose

The purpose of a certificate policy is to state “what is to be adhered to” by the CA, the subject and the
relying parties, while a CPS states “how the certificate policy is adhered to” by the CA (i.e. the control
processes the CA will use in creating and maintaining the digital certificate). The CP is included by
reference in the digital certificate. The relationship between the CP and CPS is similar in nature to the
relationship of other business policies that state the requirements of the business, while operational
units define the practices and procedures of how these policies are to be carried out.
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5.7.4 Level of specificity
A certificate policy is prescriptive.

A certification practice statement is descriptive and detailed. Such documents are generally defined as
internal operating procedure documents that can describe specific tasks and responsibilities within an
organization. Such documentation can be used in the daily operation of the CA and reviewed by those
performing a process review or audit. In an open environment, the trusted service provider shall publicly

disclose its certification practice statement through an online means that is available on a 24/7 basis.

5.7.5 Approach

The CP is bg
A CPS is tg

sed upon known business requirements.

ilored to the organizational structure, operating procedures, facilities and leomp

environment of a certification authority.

5.7.6 Aud

In general,

widely dissg
of public, s
appropriate

A CPS is a

certificates
its nature a
restricted, f]
the controlfd
trusted sery
means that

For exampl§
and for reas
storage. The
during tran
The CPS car
the access c
the CP or CH
control mec

5.8 Agres

In order to
issuer and t

ience and access

the CP is managed as public information in the contractual envitonment, and ther
minated by the PA to all participants. The CP shall clearly identify the distribution p
pnsitive and confidential information both within the coftractual environment af
external parties.

statement by a CA as to the control practices it will\follow in issuing and mainta
and clearly defines how its practices fully support the CP identified. It is therefoj
sensitive document which can be considered cenfidential. If the circulation of the C
inancial institutions can use a PKI disclosure $tatement, indicating the type and naty
without disclosing specific control details.£0 support the CP. In an open environmen
rice provider shall publicly disclose its certification practice statement through an o
s available on a 24/7 basis.

e, the CP can state that all certificate registration transactions are considered senj
ons of individual privacy, all such’transactions will be protected during transmissioj
CPS can then further identify:that all certificate registration transactions will be encry
smission and list the businéss divisions that are allowed access to the stored inform4

bntrol mechanism used for storage. The CA's confidential operating procedures, rather
S, would typicallyin€lude more detailed information about the administration of the a
hanisms.

bments

formalize the relationships, there shall be a subscriber agreement between the certif
he _subscriber. The subscriber agreement describes the terms and conditions of se

provision ar

iting

cfore
olicy
1id to

ning
e by
PS is
re of
[, the
nline

itive
1 and
pted
tion.

also specify the algorithins and key lengths used for encryption during transmission and

than
Ccess

icate
rvice

dalca hindc +ho cobhcormibhnwe 0 140 Al ligatian e o fin ntho coriifiootn nolinygy Tha

a d3
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authority shall make the certificate policy available to the subscriber.

olicy

There shall be a relying party agreement between the certificate validation service provider and the
relying party. The policy authority shall make the certificate policy available to the relying party and
the CVSP.

Typically, there will be no contract between the subscriber and the relying party.

The CPS shall be made available by the certificate manufacturer to the certificate issuer and to the
policy authority. Typically, the CPS will not be made available to subscribers and relying parties or the
CVSP. Typically, a PKI disclosure statement can be used for this purpose or, alternatively, an independent
assessment can be used to determine the suitability of the controls described in the CPS. However, at its
discretion, the certification authority can provide copies of its CPS to the CVSP. The contents of the PKI
disclosure statement are determined at the discretion of the CA.
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When a PKI operates within a scheme, the scheme will typically specify requirements that should be
met by entities within the PKI. The policy authority is responsible for ensuring that the CP complies
with the scheme rules. For purposes of interoperability each respective CA’s CPS or PKI disclosure
statement can be made available to the respective CAs prior to cross-certification.

Figure 6 provides an overview of the typical control documents within the standard financial PKI model.

Creates and rules

Certificate Y
manufacturer maintains Scheme
accreditation
Policy
authority Contract
Subscribes
. Creates or
. Ce.rtlflcate approves _ CVSP (FI)
Publishes Issuer Complies y__ Complies
cp Relyihg
Complies Complies pal;:E’
agreenpent
Consults
Subscriber No contrag Relying party

Figure 6 — Control documents within standard financial PKI model

5.9 | Time-stamping

The timing of events from a trusted time source (i.e. a time source known to be synchrpnized with
universal coordinated time (UTC)) can'be an important adjunct to the security services pyovided by a
PKI. Not only is this necessary to_place secured events within context (e.g. for dispute reqolution) but
also ps a means of assurance of trust services.

Therge are two aspects of certificate usage where timing is of particular importance. Hirstly, trust
services are based on certificates which have a validity period. If a signature is verified aftgr the expiry
of the signing key certificate, the validity of the certificate cannot be ensured. Secondly, ifja certificate
is reyoked then any~use of the certificate after the time that it is revoked could be cons{dered to be
invalid. Thus, if there is significant time between the application of a certificate in securing data and
the dhecking of the validity of the protection, for example when applying a digital signature to stored
datajit is important to be sure of the time at which the signature was applied. If it can be confirmed that
a sighaturie-was created before the supporting certificate expired or was revoked, then the validity of
determine
n revoked in

A method of providing assurance of the time that a signature was created is to employ a trusted third
party, commonly called a time-stamping authority (TSA) to bind a time to the digital signature on or
near the time that the signature was created. This technique is commonly called time-stamping. An
example time-stamping protocol is defined in ISO 18014. This time-stamping protocol uses a hash
digest of the data to be time-stamped (e.g. signed data) along with a trusted source of time digitally
signed by the trusted authority.

This time-stamping service may be used, for example, by the signatory immediately after signing or
before being placed in long-term storage. Once time-stamped, the data can be assumed to be valid even
if the supporting certificate subsequently expires or is revoked. Where data are to be archived over
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very long periods, for example beyond the validity period of TSA’s own certificate, further time-stamps
can be applied to ensure the ongoing protection of the signed data.

Such an application of time-stamping can also be used to protect a signatory “repudiating” a signature
by subsequently claiming to have the signing key compromised and so causing the certificate to be
revoked. If the signed data are time-stamped on or near the time that the signature was created it can
be shown to have been valid at that time even though the certificate could subsequently have been
revoked.

A variation of the time-stamping mechanism is to link together a time-stamp token with others
previously 1ssued by a time- stamplng authorlty to prov1de greater assurance in the securlty of a
single time-g : : y
authorities dnd SO aV01d dependence ona smgle trusted authorlty

5.10 Trust models

5.10.1 Trust model considerations

The trustwprthiness of CA by a relying party can be achieved by variousCttust models; for more
information| see Annex G.

— first pafty trust model

— second party trust model

— third pgrty trust model
CA
CA Auditor
CA Assessor Ap.p
Provider
Relying Cert Relying Cert Relying Cert
Party OWneL Party Owner Party Ownel

Figure 7 — CA trust models

validates itg tristworthiness of the CA, so the CA is a first party to the relying party. The second party
trust model|iswhere the relying party’s confidence of the CA is based on an evaluation provided by an
assessor. The third party trust model is where the relying party actually puts its trustworthiness on
the application developer, whose acceptance of the CA is based on the findings of the auditor, so the CA
is a third party to the relying party.

Figure 7 shqws several alternative trust models. The first party trust model is where the relying Earty

The WebTrust for CA and EV audits are examples of a third party trust model. The second party
assessor can be a licensed WebTrust auditor or equivalent assessor. Applications shall recognize the
policy qualifier type id-qt-ev:: = iso (1) identified-organization (3) dod (6) internet (1) security (5)
mechanisms (5) pkix (7) kp (3) qt (2) qt-ev (3) as follows:

a) Each EV certificate in the validation certificate chain shall contain the policy qualifier type id-qt-
ev including the root CA certificate.

b) Any EV certificate without the policy qualifier type id-qt-ev shall be invalid.
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c) Anapplication certificate practices shall include error handling of invalid certificates.

5.10.2 Wildcard considerations

Wildcard certificates allow the same certificate to be used for difference systems. For example, the
three domain names alice.example.com, bob.example.com and cortez.example.com can be services
by the same certificate with the common name *.example.com. However, any illicit system inserted
into the same domain such as rogue.example.com could reuse the same certificate and private key.
Further, without using fully qualified domain names (FQDN) the certificate validation and system
trust is weakened. An application only wanting to connect to alice.example.com would validate the
server name against the wildcard “*” name such that any illicit connection to bob.example.com, cortez.
exanpple.com or any rogue name would appear valid. Wildcard certificates are not allowed by some
finarfcial institutions.

a) (ertificates shall only use fully qualified domain names (FQDN).

b) The subject alternate name (SAN) certificate extension shall be used for multiple domdin names.
5.10}3 Relying party considerations

5.10{3.1 General

RelyIng parties are dependent on certificates but typically do not have a direct business [relationship
with|the certificate authority (CA). The relying party validates signatures and certificates according to
a sighature validation policy which can imply trust in the‘certificate authority itself, or as 4 participant
in a ycheme of mutual recognition (i.e. a commonly acegpted “qualified level” or being certified under a
bridge-CA). Another possibility is that the relying party accepts the CA’s relying party agre¢ment (RPA)
explicitly or implicitly, regardless of whether the*relying party has read or acknowledged the RPA.
Consequently, actions taken by the relying party'shall include the following.

5.10}3.2 Certificate validation

The relying party shall perform certificate validation consisting of the following steps:

1) determine the complete certificate chain, consisting of the subject certificate, typicallyone or more
intermediary (subordinate) CA certificates, and the trust anchor (the root CA certificate);

2) authorize the subjectceértificate;

3) Qquthorize the trust anchor and intermediary CA certificates;

4) vyerify thevalidity dates and operation period;

5) yerify-the key usage and extended key usage for each certificate;

6) veérify the CA signature for each certificate;

7) verify the status (e.g. revoked or suspended) for each certificate.

The certificate validation is only successful if all of the steps have been successfully completed.
Otherwise, the certificate chain is invalid and the relying party shall reject the subject certificate. The
first failure negates the need to continue processing all of the steps. Most browsers allow users to
accept invalid certificates and bypass certificate validation.

5.10.3.3 Certificate revocation or suspension
Actions taken by relying parties shall include the following.
— reject any signed message received after the revocation date requiring the use of the revoked

certificate;
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— reject any signed message received after the suspension date and prior to its release date requiring

the use

of the suspended certificate;

— immediately discontinue any keying material established or protected by revoked certificate and

corresp

onding asymmetric private key;

— update an audit journal to reflect the actions taken and the reasons for the actions.

Actions taken by relying parties shall include the following.

— provide

notification to other entities (e.g. subject, relying parties);

— investid

6 Certificate policy and certification practice statement requirements

6.1 Certi

Certificates

ficate policy (CP)

shall be issued under at least one CP. A certificate issued in the X509 v3 format shd
sociated with one certificate policy.

describe the conditions for applicability of the certificates iSsued by the CA, including
cific permitted uses for the certificates if such use is limited to specific applications;
tations on the use of certificates if there are specified prohibited uses for such certific

in accordance:

explicitly as
a) CP shall
— spe
— lim
b) CP shall
— be

niquely identified;

— contain its name;

— identify where the document can be-agquired (e.g. URL, email address, OID).

c¢) CP shal
those d{

d) CP shal

order tq:

provide a definition of terms tused within the policy (where such definitions differ
fined in Clause 3).

| provide procedures~for administration. CP shall include administrative procedur

— ide

tify policy authority;

— identify progedtires for publication, change and subsequent notification;

— identify the version number and effective date;

ate the security incident and take appropriate supplementary actions to limit exposurje.

[}

1l be

ates.

from

es in

— include@an expiry date if applicable.

e) CP shall identify subscriber obligations and liabilities. CP shall include subscriber obligations and
liabilities in order to:

— provide information in certificate request that is accurate and that the act of accepting the
certificate guarantees that information contained is accurate;

— guarantee that if the subscriber or the certificate subject generates the public key pairs, it will
be done in a manner appropriate to the control objectives;

— protect the access to the private key associated with certificate;

— notify the issuer of private key compromise or change of status within the timeframe specified
in the CP;
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restrict the use of the certificate to the usage specified.

f) CP shall identify issuer obligations and liabilities. CP shall include issuer obligations and liabilities
in order to:

notify the subject and, where applicable, the subscriber of the certificate that the ce
been issued;

rtificate has

notify the subject and, where applicable, the subscriber whose certificate has been revoked,

suspended or unsuspended;

make available to relying parties the certificate status in accordance with the CP (i.e. by posting

certificate status information in a repository available to participating subscribers
parties);

comply with the CP identified and its associated certification practice statentent;

provide notification of any disclaimers of liability (e.g. for misuse oficertificate fo
applications);

provide confidentiality protection to non-public subscriber andTelying party infor

g) (P shall identify relying party obligations and liabilities. CP shal include relying party

and liabilities in order to:

restrict usage to applications identified;

provide notification regarding any disallowance’of claims of liability for misuse of t
on excluded applications;

check digital signature;
validate certificate content and status;

provide notification of applicable’liability caps and warranties.

h) (P shall identify any applicable reliance or financial limits for certificate usage.

i) (P shall state the minimum-requirements for:

subscriber identification and authentication;
certificate status publication;
subscriber private key protection;

CAwprivate key protection.

and relying

" disallowed

mation.

r obligations

e certificate

j)  CRshall state the minimum requirements for the mandatory X.509 v3 fields:

version number;

serial number;

signature algorithm;

issuer;

valid from and valid to dates;

subject;

public key algorithm and minimum key length;

required extensions.
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See Annex A for additional information on certificate policies.

6.2 Certification practice statement (CPS)

a) A certification authority shall document its certification practices.

b) A CPS or equivalent shall support each CP under which the CA issues or manufactures certificates.

c¢) The CA’s certification practices shall address the contents provided in Annex B that include the
following high-level components to the level of detail required by the policy authority with
reference to the relevant certificate policies:

1) inty

2) gen‘rral provisions;

3) ide
4) op¢g
5) phy

6) technical security controls;

7) cer
8) pra
d) ACA'sc
e) A CA's g
are app

certificd

See Annex B

7 Certification authority control procedures

7.1 Gene

Control objg
and certifig
control crit
Such an eva
methodolog

oduction;

tification and authentication;
rational requirements;

sical, procedural and personnel security controls;

ificate and CRL profiles;
Ctices administration.
ertification practices shall comply with the conttel objectives in 7.2.

ertification practices shall include those céntrol procedures specified in Clause 7,
Fopriate based on the CA's assessment of risks and meet the requirements of the supp
ite policies.

for additional information on certification practice statements.

ral

ctives in the areas of CA environmental controls, CA key life cycle management con
ate life cyclelmanagement controls are presented in 7.2 to 7.6, representing bag
pria with-which a CA shall comply and against which a CA can be evaluated or aud
uation can take the form of an internal audit or external audit using any appropriate
v as,canbe defined by the rules of the contractual environment.

rhich
rted

trols
eline
ited.
hudit

A number o

[ the control objectives are regarded as optional and would only be applicable if supp¢rted

by the CA. T

hese include:

— CA-provided subject key generation services;

— CA-provided subject key storage, recovery and escrow services;

— integrated circuit card (ICC) life cycle management;

— certificate renewal;

— certificate suspension.

The control procedures described in this clause represent recommended practices for business,
operational and technical use by a certification authority. Certain control procedures (i.e. control
procedures using the word “shall”) are required for compliance with this document.
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A CA's CPS shall contain only the control procedures that are appropriate based on the CA's assessment
of risks in order to support the certificate policies under which certificates are issued.

In assessing the CA's compliance with the CA control objectives and procedures, the reviewer should
review the CA's CPS, supported certificate policies, other CA business practices disclosures and other
relevant CA documentation (e.g. CA operating procedures, security policies, network architecture
diagrams and audit logs).

7.2 CA environmental controls
7.2. Certification prnrﬁr‘n statement and certificate pnliry managnmnnf
Control objectives:

The

The
cies

(CPS) and certificate policy (CP) management processes are effective.

CA shall maintain controls to provide reasonable assurance that its certification practice statement

policy authority (PA) shall have the responsibility of defining the business requiremerts and poli-
for using digital certificates and is specified in a certificate policy (CR) and supporting 4greements.

Control procedures: AO‘
Policy authority (PA) management \\\<

1 |The PA should be responsible for ensuring that the GA’S control processes, as stated in a certifica-
tion practice statement (CPS) or equivalent, fully-¢omply with the requirements of thg CP.

2 |The PA shall have final authority and responsibility for specifying and approving certjficate
policies.

3 |The PA shall have final authority and responsibility for approving the CA's certification practice
statement (CPS).

4 |The PA shall ensure a certificationpractice statement (CPS) or equivalent document ig in place at
least describing the following:

a) CA environmental contrels;
b) key life cycle management controls;
c) certificate life cycle management controls.

5 |The PA or delegdted representative shall ensure the business service application is using the
appropriate cértificate policy.

6 |The PA shallkmaintain procedures for the termination of certificate policies, notifyingjthe affect-
ed parties! The PA shall notify, in the first instance, those CAs that support its certificate policies
in order that appropriate actions can be undertaken expeditiously.

7  |The'PA shall maintain procedures in the event of its termination. In this event, affected parties

hall benotified and the transference ofrelevan hived recordsto odian-shal take place.
Certificate policies management

8 |Certificate policies shall be approved by the policy authority in accordance with a defined review
process, including responsibilities for maintaining the certificate policies.

9 |A defined review process shall exist to ensure that certificate policies are capable of support by
the controls specified in the CPS.

10 |The PA shall make available the certificate policies supported by the CA to all appropriate sub-
scribers and relying parties.

11 |The PA shall periodically conduct assessments to determine the adequacy of the CP to address
business risks.

Certification practice statement (CPS) management by CA
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12

The CA's CPS shall be approved by the PA and modified in accordance with a defined review pro-
cess, including responsibilities for maintaining the CPS.

13

The CA shall make available its certification practice statement (CPS) to all appropriate parties.

14

Revisions to the CA's CPS shall be made available to appropriate parties.

15

The CPS shall contain an explanation of the controls to ensure compliance with:
a) legislative requirements;
a) contractual requirements;

b) educational and notification requirements;

c) prepention and detection of virus and other malicious software;
d) buginess continuity requirements;
e) escplation requirements from the consequences of security policy violations or,

securify incidents.

CA mahagement r\( b

16

The CA’s controls shall be described in the CPS or equivalent documentatien:

7.2.2 Security management

Control objectives:

The CA shall maintain controls to provide reasonable assurance‘that:
security is planned, managed and supported within the:érganization;
identified risks are managed effectively;

the secyrity of CA facilities, systems and information assets accessed by third parties is maintained;

outsourced|to another organization or entity;

the security of information is maintained when the responsibility for CA sub-functions has been

Control procedures: C)

U

Information security poligo .

An infgrmation security policy document, that includes physical, personnel, procedural and tech-
nical cpntrols, shall be approved by management, published and communicated to all employges.

Responsible managément of the CA should be able to demonstrate that the information securjity
policy |s implemented and adhered to.

The informagtion security policy shall include the following:

a) adefinition of information security, its overall objectives and scope and the importance of
securityasanm enabting Mecanism for iInformation Sharing;

b) astatement of management intent, supporting the goals and principles of information security;

c) an explanation of the security policies, principles, standards and compliance requirements of
particular importance to the organization;

d) adefinition of general and specific responsibilities for information security management,
including reporting security incidents;

e) references to documentation that supports the policy.

There shall be a defined review process for maintaining the information security policy, includ-
ing responsibilities and review dates.

Information security infrastructure

30
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5 |Senior management and/or a high-level management information security committee shall have
the responsibility of ensuring there is clear direction and management support to manage risks
effectively.

6 |Procedures should exist to carry out a risk assessment to identify, analyse and evaluate trust
service risks, taking into account business and technical issues. The results of the risk assess-
ment shall be communicated to a management group or committee responsible to information
security and risk management.

7 |Responsibilities for the protection of individual assets and for carrying out specific security pro-
cesses shall be clearly defined.

8 |Amanagement authorization process for new information processing facilities shall exist and be
followed.

Security of third party access nQ'\

9 |Procedures shall exist and be followed to control physical and logical access to, CA facilities and
systems by third parties (e.g. on-site contractors, trading partners and jointventures).

10 [If there is a business need for the CA to allow third party access to CA facilities and syftems,
arisk assessment shall be performed to determine security implications and specific ¢ontrol
requirements.

11 |Arrangements involving third party access to CA facilities and systems shall be based|on a for-
mal contract containing all necessary security requirementss
Outsourcing Q\)

12 |If the CA outsources the management and control of alller some of its information systems, net-
works, and/or desktop environments, the security requirements of the CA shall be adfiressed in
a contract agreed between the parties.

13 |If the CA chooses to delegate a portion of the €A roles and respective functions to another party,
the CA shall be ultimately responsible for thé& completion of the outsourced functions aind the
definition and maintenance of a statementof its CPS.

7.2.3 Asset classification and management

Control objective:

The|CA shall maintain controls to provide reasonable assurance that CA assets and informpation

receiive an appropriate level'of protection based upon the requirements of all supported certificate

poli¢ies and risk analysis.

Control procedures:

1 |Ownerssshall be identified for all CA assets and assigned responsibility for the maintepance of
appropriate controls.

2 |Inventories of CA assets shall be maintained.

3 |The CA shall have implemented information classification and associated protective controls for
information based on business needs and the business impacts associated with such needs.

4 |Procedures shall be defined to ensure that information labelling and handling is performed in

accordance with the CA’s information classification scheme.

7.2.4 Personnel security

Control objective:

The CA shall maintain controls to provide reasonable assurance that personnel and employment
practices enhance and support the trustworthiness of the CA’s operations.
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Control procedures:

1 |The CA shall employ personnel who possess the relevant skills, knowledge and experience appro-
priate for the job function.

2 |Security roles and responsibilities, as specified in the organization's security policy, shall be
documented in job descriptions. Trusted roles, on which the security of the CA's operation is
dependent, shall be clearly identified.

3 |Trusted roles shall at least include roles that involve the following responsibilities:

woll o Barcihilitir far o daa it o aain o bl ot an aat ot o Ol o C A £icoa
a overarrt CSPOTSTOTIICY TOT atTrScCT gt prementatro Ot errs—security practrces

b) approval of the generation, revocation and suspension of certificates;

c) installation, configuration and maintenance of the CA systems;

d) day-to-day operation of CA systems and system back-up and recovery;

e) viewing and maintenance of CA system archives and audit logs;

f) cryptographic key life cycle management functions (e.g. key componenteustodians);

g) CAl|systems development.

4 |The CA's policies and procedures shall specify the background cheéks and clearance procedufes
required for trusted roles and non-trusted roles. As a minimum;werification checks on perma-
nent stiaff shall be performed at the time of job application and periodically for those individiyals
undertaking trusted roles.

5 |Anindjvidual’s trusted status shall be approved prior to-gdining access to systems/facilities ¢r
performing actions requiring trusted status.

6 |CA employees and trusted roles shall sign a confidéntiality (non-disclosure) agreement as a cpn-
dition pf employment.

7 |Contractors who perform trusted roles shall be subject to at least the same background check
and pefsonnel management procedures asiemployees.

8 |Any contract arrangement between contractors and CAs shall allow for the provision of tem-
porary contract personnel which exXplicitly allows the organization to take measures against
contraft staff who violate the organization’s security policies. Protective measures may include:

a) bornding requirements on.contract personnel;
b) indemnification for damages due to contract personnel wilful harmful actions;

c) fingncial penalties.

9 |Aformpl disciplinaty process shall exist and be followed for employees who have violated organ-
izationjal security)policies and procedures.

10 |Appropriate;and timely actions shall be taken when employment is terminated so that contrdls
(e.g. access'controls) are not impaired.

11 D 1 Lallls idad £ 1 L iabitlbatlha £ of H
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12 |All employees of the organization and, where relevant, third party contractors shall receive ap-
propriate training in organizational policies and procedures.
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7.2.5 Physical and environmental security

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

physical access to CA facilities is limited to authorized individuals;
CA facilities are protected from environmental hazards;

loss, damage or compromise of assets and interruption to business activities are prevented;

compromise of information and information processing facilities is prevented.

Control procedures: Aﬂ)’
CA facility physical security k(b\o

1 |Physical protection should be achieved through the creation of restricted\security pejjimeters
(e.g. physical and logical barriers). The CA's certificate manufacturing facility shall be|protected
with its own unique physical perimeter.

2 |The perimeter of the building or site containing the CA's certifi¢ate manufacturing fadility shall
have a minimal number of controlled access points.

3 |A manned reception area or other means of controlling physical access should be in place to re-
strict access to the building or site housing CA operatiens to authorized personnel onlly.

4 |Physical barriers shall be in place (e.g. solid walls thatextend from real floor to real c¢iling) to
prevent unauthorized entry and environmental.contamination to the CA's certificate jnanufac-
turing facility.

5 |Physical barriers should be in place (e.g. Faraday cage) to prevent electromagnetic radiation
emissions for all root CA operations (e.g. key generation and certification of CA certififates) and
where certificate policies dictate.

6 |Fire doors on security perimetersatound CA operational facilities shall be alarmed.

7 |Intruder detection systems shall Be installed and regularly tested to cover all externall doors of
the building housing the CA gperational facilities.

8 |CA operational facilities shall be physically locked and alarmed when unoccupied.

9 |All personnel shall berequired to wear visible identification. Employees should be en¢ouraged to
challenge anyone not-wearing visible identification.

10 [Access to CA operational facilities shall be controlled and restricted to authorized perjsons
through the use’of authentication controls.

11 |All personnel entering and leaving CA operational facilities shall be logged (i.e. an audjit trail of
all access.is securely maintained).

12 [Visitets to CA facilities shall be supervised and their date and time of entry and depgrture
réeorded.

13 [Third party support services personnel shall be granted restricted access to secure CA opera-
tional facilities only when required and such access is authorized and accompanied.

14 |Access rights to CA facilities shall be regularly reviewed and updated.

Equipment security

15 |The CA shall maintain an equipment inventory.

16 |Equipment should be sited or protected in order to reduce the risks from environmental threats
and hazards, and opportunities for unauthorized access.

17 |Equipment shall be protected from power failures and other electrical anomalies.

18 |Power and telecommunications cabling carrying data or supporting CA services shall be protect-
ed from interception or damage.
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19 |Equipment shall be maintained in accordance with the manufacturer’s instructions and/or other
documented procedures to ensure its continued availability and integrity.

20 |All items of equipment containing storage media (fixed and removable disks) shall be checked to
ensure that they do not contain sensitive data prior to their disposal. Storage media containing
sensitive data shall be physically destroyed or securely overwritten prior to disposal or reuse.

General controls

21 |Sensitive or critical business information shall be locked away when not required and when the
CA facility is vacated.

22 |Procedures shall require that personal computers and workstations be logged off or protected

b k 1 ] pa | £l £ 1 L 3
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23 |Procedures shall require that equipment, information and software belonging to the organiza-
tion cajnnot be taken off-site without authorization.

24 |Physical access to the cryptographic module shall be limited to authorized entities-sitider dugl
control.

7.2.6 Opedrations management

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
— the cortect and secure operation of CA information processing facilities is ensured;
— the risk of CA systems failure is minimized;

— the integrity of CA systems and information is protected(against viruses and malicious software;

— damagg from security incidents and malfunctions issminimized through the use of incident re
porting and response procedures;

— media qre securely handled to protect them from damage, theft and unauthorized access.

Control procedures: R
Operatjional procedures and rqusibilities
1 |CA opdrating procedures shall be documented and maintained for each functional area.

Formal| management responsibilities and procedures shall exist to control all changes to CA
equipment, softwareand operating procedures.

3 |Duties|and areas ofesponsibility shall be segregated in order to reduce opportunities for unjau-
thoriz¢d modification or misuse of information or services.

4 |Development and testing facilities shall be separated from operational facilities.

Systen] @s}ling and acceptance

5 |Capacity demmands strattbe momnitoredand projections of future tapacity TEQUITENTENtS ITade to
ensure that adequate processing power and storage are available.

6 |Acceptance criteria for new information systems, upgrades and new versions shall be estab-
lished and suitable tests of the system carried out prior to acceptance.

Protection against viruses and malicious software

7 |Detection and prevention controls to protect against viruses and malicious software shall be
implemented. Appropriate employee awareness programmes should be in place.

Incident reporting and response

8 |A formal security incident reporting procedure shall exist setting out the actions to be taken on
receipt of an incident report. This should include a definition and documentation of assigned re-
sponsibilities and escalation procedures. Any incidents shall be reported to responsible manage-
ment as a matter of urgency.
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to a security incident.

Users of CA systems with trusted roles shall be required to note and report observed o
ed security weaknesses in, or threats to, systems or services to ensure an appropriate response

I suspect-

10

Procedures shall exist and be followed for reporting hardware and software malfunctions.

11

Procedures shall exist and be followed to ensure that faults are reported and correct
is taken.

ive action

12

of incidents and malfunctions to be documented, quantified and monitored.

A formal problem management process shall exist which allows the types, volumes and impacts

Media handling and security

13

Procedures for the management of removable computer media shall require the follov

a) ifno longer required, the previous contents of any reusable media that are tobe're
from the organization are erased or media is destroyed;

b) authorization is required for all media removed from the organization.and a recor
such removals to maintain an audit trail is kept;

c) all media are stored in a safe, secure environment, in accordance" with manufactur
cations.

hing:

moved
d of all

ers' specifi-

14

Equipment containing storage media (i.e. fixed hard disks) shallbe checked to determ
er they contain any sensitive data prior to disposal or reusetStorage devices containif
information shall be physically destroyed or securely overwritten prior to disposal or

ine wheth-
1g sensitive
reuse.

15

Procedures for the handling and storage of information.shall exist and be followed in
protect such information from unauthorized disclostre or misuse.

brder to

16

System documentation should be protected fromunauthorized access.

7.2.

System access management

Con

trol objectives:

The
auth

and

CA shall maintain controls to protvide reasonable assurance that CA system access is li
orized individuals. Such controls-shall provide reasonable assurance that:

bperating system access islimited to authorized individuals with predetermined task

hccess to network segments housing CA systems is limited to authorized individuals, a
services;

A application ugelislimited to authorized individuals.

mited to

privileges;

pplications

Con

trol pl@’dures:

U’s:é(YE‘cess management

Business requirements for access control shall be defined and documented in an acces

s control

policy which includes at least the following:
a) roles and corresponding access permissions;
b) identification and authentication process for each user;

c) segregation of duties;

resents the number of key shareholders required to perform an operation and n repre
total number of key shares).

d) number of persons required to perform specific CA operations (i.e. m of n rule where m rep-

sents the

There shall be a formal trusted role user registration and deregistration procedure fo
access to CA information systems and services.

r granting

The allocation and use of privileges shall be restricted and dual controlled.
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The allocation of passwords shall be controlled through a formal management process.

5 |Access rights for users with trusted roles shall be reviewed at regular intervals.

Network access control

6 |CA employed personnel shall be provided with direct access only to the services that they have
been specifically authorized to use. The path from the user terminal to computer services is
controlled.

7 |Remote access to CA systems, made by CA employees or external systems, if permitted, shall
require mutual authentication.

8 |Connections made by CA employees or CA systems to remote computer systems shall be mutual-
ly authfenticated.

9  |Access|to diagnostic ports shall be securely controlled.

10 |Contrd|ls (e.g. firewalls) shall be in place to protect the CA’s internal network domain from anjy
unauthorized access from any other domain.

11 |Contrd|ls shall be in place to limit the network services (e.g. HTTP, FTP) available.to authorizgd
users ih accordance with the CA’s access control policies. The security attributes of all network
servicgs used by the CA organization shall be documented by the CA.

12 |Routing controls shall be in place to ensure that computer connectionstand information flows do
not brgach the CA’s access control policy.

13 |The CA shall ensure that local network components (e.g. firewalls.and routers) are keptin a
physically secure environment and their configurations periodi€ally audited for compliance yith
the CAls configuration requirements.

14 |Sensitive data shall be encrypted when exchanged over public or untrusted networks.

Operatling system access control A\}

15 |Operating systems shall be configured in accordanice with the CA’s operating system configura-
tion standards and be periodically reviewed.

16 |Operatfing system patches and updates shallibe applied in a timely manner when deemed necgs-
sary based on a risk assessment.

17 |Automptic terminal identification shall'‘be used to authenticate connections to specific locati¢ns
and to [portable equipment.

18 |Access|to CA systems shall require a protected log-on process.

19 |All CA personnel users shallhave a unique identifier (user ID) for their personal and sole use o
that acftivities can be tracéd to the responsible individual. Where shared or group accounts afe
required, other monitofing controls shall be implemented to maintain individual accountabiljity.

20 |Uses of system utility'programmes shall be restricted to authorized personnel and be tightly
controlled.

21 |Inactivie terminals serving CA systems shall require re-authentication prior to use.

22 |Restrig¢tions'on connection times should be used to provide additional security for high-risk
applicdtiens.

23 |Sensitive operating system data shall be protected against disclosure to unauthorized users.

Application access control

24 |Access to information and application system functions shall be restricted in accordance with
the CA’s access control policy.

25 |CA personnel shall be successfully identified and authenticated before using critical applications
related to certificate management.

26 |Sensitive systems (e.g. root CA) shall require a dedicated (isolated) computing environment.
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7.2.8 Systems development and maintenance

Control objective:

The CA shall maintain controls to provide reasonable assurance that CA systems development and
maintenance activities are authorized to maintain CA system integrity.

Control procedures:

1

COMLIo! requirernents. |

Business requirements for new systems, or enhancements to existing systems, shall specify the

2 |Software testing and change control procedures shall exist and be followed for the imblementa—
tion of software on operational systems, including scheduled software releases; modifications
and emergency software fixes.

3 |Change control procedures shall exist and be followed for the hardware, network component and
system configuration changes.

4 |Control shall be maintained over access to program source librarigs:

5 |Systems shall be reviewed and tested when operating system changes occur.

6 |Modifications to software packages should be discouraged and-all changes shall be strictly con-
trolled.

7 |The purchase, use and modification of software shall be controlled and checked to prgtect
against possible covert channels and Trojan code. Thissshould include the authenticatnilf)n of the
source of the software. These controls apply equally to outsourced software development. This
should include accreditation to common criteriaas defined by ISO 15408 or similar.

7.2.9 Business continuity management

Control objectives:

The|CA shall maintain controls to provide reasonable assurance of continuity of operations in the

evenjt of a disaster. Such controls shall include at a minimum:

— the development and testing'of a CA disaster recovery plan;

— the storage of required cryptographic materials (i.e. secure cryptographic device and activation

materials) at an alternative' location;

— the storage of baek-ups of systems, data and configuration information at an alternative location;

— the availability-6f an alternative site, equipment and connectivity to enable recovery.

The|CA shalldnaintain controls to provide reasonable assurance that potential disruptions|to sub-

scrilpers and Telying parties are minimized as a result of the cessation or degradation of the CA’s

servjices.
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Control procedures:

1 |The CA shall have a managed process for developing and maintaining its business continuity
plans. The CA shall have a business continuity planning strategy based on an appropriate risk
assessment.

2 | The CA shall have a business continuity plan to maintain or restore the CA’s operations in a
timely manner following interruption to, or failure of, critical CA processes. The CA’s business
continuity plan shall address the following:

a) the conditions for activating the plans:

b) emprgency procedures;

c) fallpack procedures;

d) resumption procedures;

e) amaintenance schedule for the plan;

f) awdqreness and education requirements;
g) theresponsibilities of the individuals;
h) recovery time objective (RTO);

i) regplar testing of contingency plans.

3 |The CA’s business continuity plans shall include disaster recovery processes for all critical co&n—
ponents of a CA system, including the hardware, software.and keys, in the event of a failure o
one or more of these components. Specifically:

a) cryptographic devices used for storage of baek-up CA private keys shall be securely
stored|at an off-site location in order to be recovered by the CA in the event of a disaster at thie
primaty CA facility;

b) the requisite secret key shares or. keycomponents needed to use and manage the disgster
recoveyy cryptographic devices shall also-be securely stored at an off-site location.

4 |Back-up copies of essential business.information shall be regularly taken. The security require-
ments pf these copies shall be consistent with the controls for the information backed up.

5 |The CA shall identify and arrafige for an alternative site where core PKI operations can be re
stored|in the event of a disaSter at the CA's primary site. Fallback equipment and back-up medlia
shall b sited at a safe distdance to avoid damage from disaster at the main site.

6 |The CA’s business continuity plans shall include procedures for securing its facility to the extent
possible during the{period of time following a disaster and prior to restoring a secure environ-
ment efther at the\original site or a remote site.

7 | The CA’s business continuity plans shall address the recovery procedures used if computing
resourgesgsaftware and/or data are corrupted or suspected to be corrupted.

8 |Businelssicontinuity plans shall be tested regularly to ensure that they are up to date and effective.

9 |Business continuity plans shall be maintained by regular reviews and updates to ensure their
continuing effectiveness.

7.2.10 Monitoring and compliance

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
— it conforms with the relevant legal, regulatory and contractual requirements;

— compliance with the CA’s security policies and procedures is ensured;

— unauthorized CA system usage is detected.

38 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

1SO 21188:2018(E)

Control procedures:

Compliance with requirements

1 |The CA shall have implemented procedures to ensure compliance with restrictions on the use
of material with respect to intellectual property rights, and on the use of proprietary software
products.

2 |Controls shall be in place to ensure access to or use of cryptographic hardware and software.

3 |Procedures shall exist to ensure that personal information is protected.
Theimformatiomsecurity poticy shattaddress the foltowing:

a) the information that shall be kept confidential by CA or RA;

b) the information that is not considered confidential;

c) the policy on release of information to law enforcement officials;

d) information that can be revealed as part of civil discovery;

e) the conditions upon which information can be disclosed with thesubject’s consent);
f) any other circumstances under which confidential information can be disclosed.

5 |Important records of the CA shall be protected from loss, destruction and falsification.
Review of security policy and technical compliance \QV

6 [|Managers should be responsible for ensuring that sectirity procedures within their arga of re-
sponsibility are carried out correctly.

7 |The CA’s operations shall be subject to regular, review to ensure compliance with its CPS.

8 |CA systems shall be periodically checked for,compliance with security implementation|standards.
Monitoring system access and use r\Q\

9 |Procedures for monitoring the use ofi CA systems shall be established and the results ¢f the
monitoring activities reviewed regilarly. Alerting mechanisms shall be implemented fo detect
unauthorized access.

7.2.11 Auditlogging

Control objectives:

The|CA shall maintain-controls to provide reasonable assurance that:

— (A environmental, key management and certificate management events are accurately and ap-

propriately logged;

— the confidéntiality and integrity of current and archived audit logs are maintained;

— audit logs are completely and confidentially archived in accordance with disclosed bufiness

pradtices;

— audit logs are reviewed periodically by authorized personnel.

Control procedures:

Audit logs

The CA shall generate automatic (electronic) and manual audit logs as required by the certifi-

cate policy.
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2 |All journal entries shall include the following elements:
a) date and time of the entry;
b) serial or sequence number of entry (for automatic journal entries);
c) kind of entry;
d) source of entry (e.g. terminal, port, location, customer, etc.);
e) identity of the entity making the journal entry.
Events logged

3 |The CAshalllog the following CA and subject (if applicable) key life cycle management relat-
ed evepts:
a) CAlkey generation;
b) insfallation of manual cryptographic keys and its outcome (with the identity of-the‘operator);
c) CAkey back-up;
d) CAlkey storage;
e) CAleyrecovery;
f) CAKey escrow activities (if applicable);
g) CAlkey usage;
h) CAlkey archival;
i) withdrawal of keying material from service;
j) CAkey destruction;
k) ideptity of the entity authorizing a key management operation;
1) identity of the entities handling any keying material (such as key components or keys storgd
in portable devices or media);
m) cuptody of keys and of devices or niedia holding keys;
n) cormpromise of a private key.

4 |The CA shall log the following criyptographic device life cycle management related events:
a) device receipt and instalation;
b) plafing into or removing a device from storage;
c) deviice activationand usage;
d) device deinstallation;
e) designationof a device for service and repair;
f) devlicé retirement.
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5 |Ifthe CA provides subject key management services, the CA shall log the following subject key
life cycle management related events:

a) key generation;

b) key distribution (if applicable);
c) key back-up (if applicable);

d) key escrow (if applicable);

e) key storage;

f) key recovery (if applicable);

g) key archival (if applicable);
h) Kkey destruction;
i) identity of the entity authorizing a key management operation;

j) key compromise.

6 |The CA shall record (or require that the RA record) the following(certificate applicption in-
formation:

a) the method of identification applied and information used tomeet “know-your-cugtomer”
requirements;

b) record of unique identification data, numbers or a combination thereof (e.g. applicant's driv-
ing license number) of identification documents, if applicable;

c) storage location of copies of applications and idéntification documents;
d) identity of entity accepting the application;

e) method used to validate identification d6¢uments, if any;

f) name of receiving CA or submitting R, if applicable;

g) the subject’s acceptance of the subscriber agreement;

h) the subscriber’s consent to, allow the CA to keep records containing personal data pnd pass
this information to specifiedithird parties, and publication of certificates.

7 |The CA shall log the following certificate life cycle management related events:

a) receipt of requestsyfor certificate(s) — including initial certificate requests, renewal requests
and rekey requests;

b) submissioms,ef public keys for certification;
c) changeofiaffiliation of an entity;
d) generation of certificates;

e) Adistribution of the CA’s public key;

f) certificate revocation requests;

g) certificate revocation;
h) certificate suspension requests (if applicable);

i) certificate suspension and reactivation;

j) generation and issuance of certificate revocation lists.
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8 |The CA shall log the following security-sensitive events:

a) security sensitive files or records read or written, including the audit log itself;
b) actions taken against security sensitive data;

c) security profile changes;

d) use of identification and authentication mechanisms, both successful and unsuccessful (in-
cluding multiple failed authentication attempts);

e) security-sensitive non-financial transactions (e.g. account or name/address changes);

f) system crashes, hardware failures and other anomalies;

g) actjons taken by individuals in trusted roles, computer operators, system administratorsfand
systen] security officers;

h) chgnge of affiliation of an entity;
i) decj]sions to bypass encryption/authentication processes or procedures;

j) accéss to the CA system or any component thereof.

9 |Audit Ipgs shall not record the private keys in any form (e.g. plaintext or-€nciphered).

10 |CA conpputer system clocks shall be synchronized for accurate recording as defined in the CP|or
CPS that specifies the accepted time source.

Audit lpg protection QV

11 |Currert and archived audit logs shall be maintained in a form that prevents their modificatioh or
unauthorized destruction.

12 |Digitalfsignatures shall be used to protect the integrity<of'audit logs where applicable or requjred.

13 |The prjvate key used for signing audit logs shall not:be used for any other purpose. This should
apply gqually to a symmetric secret key used with'a symmetric MAC mechanism.

xO
14 |The CA shall archive audit log data on a pefiodic basis.

Audit Ipg archival

15 |In addition to possible regulatory stipulation, a risk assessment shall be performed to deternjine
the appropriate length of time for retention of archived audit logs.

16 |The CA should maintain archived audit logs at a secure off-site location for a predetermined peri-
od as determined by risk assessment.

Review of audit logs ‘G’U

17 |Currerft and archived audit logs shall only be retrieved by authorized individuals for valid busi-
ness oy security reasons.

18 |Audit Ipgs shall be reviewed according to the practices established in the CPS.

19 |The reyiew ofcufrent and archived audit logs should include a validation of the audit logs’ integ-
rity, and the\identification and follow-up of exceptional, unauthorized or suspicious activity.

Exampjlesof conditions requiring analysis and possible action include unusual saturation of gys-
tem resources, sudden and unexpected increases in volume and access at unusual times or from
unusual places.

7.3 CAKey life cycle management controls

7.3.1 CAKey generation

Control objective:

The CA shall maintain controls to provide reasonable assurance that CA key pairs are generated in
accordance with defined key generation ceremony scripts and the requirements of the CPS.
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Control procedures:

Generation of CA keys, including root CA keys

eration script shall include the following:
a) definition of roles and responsibilities;

b) approval for conduct of the key generation ceremony;

1 |CAkey generation shall be performed in accordance with a detailed CA key generation ceremony
script that specifies the steps to be performed and participant responsibilities. The CA key gen-

c) cryptographic hardware and activation materials required for the ceremony;

d) specific steps performed during the key generation ceremony;

e) procedures for secure storage of cryptographic hardware and activation‘‘aterialg following
the key generation ceremony;

f) sign-off from participants and witnesses indicating whether key generation cerempony was
performed in accordance with the detailed key generation ceremony script;

g) notation of any deviations from the key generation ceremony script.

Refer to Annex D for additional discussion of CA key generation ceremonies.

2 |Generation of CA keys shall occur within a cryptographi©module meeting the requirements of
ISO 19790 and ISO 13491-1 and the business requirements in accordance with the CP§. Such
cryptographic devices shall perform key generationising a random number generator (RNG) or
pseudo random number generator (PRNG) as specified in ISO/IEC 18032.

3 |Generation of CA keys shall be undertaken in a physically secured environment (see 7]2.5) by
personnel in trusted roles (see 7.2.4) under ¢the principles of multiple control and splitlknowl-
edge. (See Annex D)

4 |The CA shall generate its own key pair'in the same cryptographic device in which it wjll be used
or the key pair is injected directly ffom the device where it was generated into the deyice where
it will be used.

5 |CA key generation shall generate keys which:

a) are appropriate for the intended application or purpose and commensurate with the identi-
fied risks;
b) use an approvedalgorithm as specified in ISO/IEC 18033, parts 1 to 4;
c) have a keydength that is appropriate for the algorithm and for the validity period qf the CA
certificate;
d) takednto account requirements on parent and subordinate CA key sizes;
e) ate-in accordance with the CP.
6 |Generation of CA keys shall result in key size in accordance with the CP. The public key length to

be certiffed by a CAShati be tess tham or equat to that of the CA S private Signing Rey.

ware/software shall be tested before production usage.

7 |The integrity of the hardware/software used for key generation and the interfaces to the hard-

7.3.2 CA key storage, back-up and recovery

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
— CA private keys remain confidential and maintain their integrity;

— access to CA cryptographic hardware is limited to authorized individuals.
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Control procedures:

1

The CA’s private (signing and confidentiality) keys shall be stored and used within a secure cryp-
tographic device meeting the appropriate ISO 15408 protection profile, [SO 19790 or FIPS 140-2
level requirement based on a risk assessment and the business requirements of the CA and in
accordance with the CA’s CPS and applicable certificate policies.

If the CA’s private keys are not exported from a secure cryptographic module, then the CA pri-
vate key shall be generated, stored and used within the same cryptographic module.

If the CA’s private keys are exported from a secure cryptographic module to secure storage for
purpodes of offline processing or back-up and recovery, then they shall be exported within-a
secure|key management scheme that can include any of the following:

a) cipher text using a key which is appropriately secured;
b) endrypted key fragments using multiple control and split knowledge/ownership;

c) andther secure cryptographic module, such as a key transportation device using multiple
contro.

If the JA’s private keys are backed up, they shall be backed up, stored and.recovered by authgr-
ized parsonnel in trusted roles, using multiple controls in a physically(Secured environment. [Che
number of personnel authorized to carry out this function shall bekept to a minimum.

If the JA’s private keys are backed up, back-up copies of the CA{private keys shall be subject t
the sarhe or a greater level of security controls as keys currently in use. The recovery of the GA's
keys shall be carried out in as secure a manner as the back-up process.

=

CA cryptographic device life cycle management \‘QU

Upon the receipt of CA cryptographic hardware fromithe manufacturer, acceptance testing and
verification of firmware settings shall be performed. Upon the receipt of CA cryptographic hgrd-
ware that has been serviced or repaired, acceptance testing and verification of firmware settings
shall bg performed.

To preyent tampering, CA cryptographie-hardware shall be stored and used in a secure site, with
access [limited to authorized personnel with the following characteristics:

a) inventory control processes and-procedures to manage the origination, arrival, condition
departjure and destination of each/device;

b) acclss control processes$ and procedures to limit physical access to authorized personnel;

c) recprding of all suceessful or failed access attempts to the CA facility and device storage
mechapism (e.g. a safe))in audit logs;

d) incjdent handling processes and procedures to handle abnormal events, security breache
and inyestigation/and reports;

2]
~

e) audit processes and procedures to verify the effectiveness of the controls.

When potiattached to the CA system, the CA cryptographic hardware shall be stored in a tam
per-resistant container that is stored securely under multiple controls (i.e. a safe).

The handling of CA cryptographic hardware, including the following tasks, shall be performed in
the presence of no less than two trusted employees:

a) installation of CA cryptographic hardware;
b) removal of CA cryptographic hardware from production;

c) servicing or repair of CA cryptographic hardware (including installation of new hardware,
firmware or software);

d) disassembly and permanent removal from use.

10

Devices used for private key storage and recovery and the interfaces to these devices shall be
tested before usage for integrity (e.g. following manufacturer’s instructions).
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CA public key distribution

Control objective:

The CA shall maintain controls to provide reasonable assurance that the integrity and authenticity
of the CA public key and any associated parameters are maintained during initial and subsequent
distribution.

Control procedures:

1 [TheCAshattprovide amecianis for vatidating the authenticity and Imtegrity of the CA\'s public
keys. Where a self-signed certificate is used for any CA, then the CA shall provide a meéc¢hanism to
verify the authenticity of the self-signed certificate (e.g. publication of the certificate’s fingerprint).
For subsequent and/or subordinate CA public keys, these shall be validated;;by uising 4 chaining
method or similar process, to link back to trusted root certificate. For a néw-root certificate, an
out-of-band process can be required.

2 |The initial distribution mechanism for the CA’s public key shall be controlled as documented
in the CA’s CPS. CA public keys shall be initially distributed withina/certificate using gne of the
following methods in accordance with the CA's CPS:

a) machine readable media (e.g. smart card, CD ROM) from\an authenticated source;
b) embedding in an entity’s cryptographic module;
c) other secure means that ensure authenticity and‘ntegrity.

3 |The CA's public key shall be changed (rekeyed) périodically according to the requiremlents of the
CPS. Sufficient advance notice shall be provided to avoid disruption of the CA services

4 |The subsequent distribution mechanism foréthe CA’s public key shall be controlled as locument-
ed in the CA’s CPS.

5 |If an entity already has an authenticdted copy of the CA’s public key, a new CA public key shall be
distributed using one of the following methods in accordance with the CA’s CPS:

a) direct electronic transmission from the CA;

b) placing in a remote cache or directory;

c) loading into a cryptographic module;

d) any of the methods used for initial distribution.
7.3.4 CAKey usage

Control objective:

The|CAshall maintain controls to provide reasonable assurance that CA keys are used only for their

intepded functions in their predetermined locations.

Control procedures:

1 |The activation of the CA private signing key shall be performed using multi-party control (i.e. m
of n) with a minimum value of three recommended for m.

2 |If necessary, based on a risk assessment, the activation of the CA private key should be performed
using multifactor authentication (e.g. smart card and password, biometric and password).

3 |CAsigning key(s) used for generating certificates and/or issuing revocation status information,
shall not be used for any other purpose.

4 |The CA’s private keys shall only be used within physically secure premises (see 7.2.5).
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5 |The CA shall cease to use a key pair at the end of the key pair’s defined operational lifetime or
when the compromise of the private key is known or suspected.

6 |Correct processing of CA cryptographic hardware should be verified on a periodic basis.

7 |An annual review should be required by the PA on key lengths to determine the appropriate key
usage period and the recommendations shall be acted upon.

7.3.5 CAKkey archival and destruction

Control objectives:

The CA shaftmmaimtaimcontrots to provide Teasomable assurarce that

— archived CA keys remain confidential and secured in the event that they are put back inta pra
duction;

o

— CA keyq are completely destroyed at the end of the key pair life cycle as determinedby the CP

Control procedures: . \‘O
CA keylarchival , o

1 |Archived CA keys shall be subject to the same or a greater level of security controls as keys clir-
rently |n use.

2 |The CA's private keys shall not be destroyed until the business purpose or application has ceased
to have value or legal obligations have expired.

3 |Archived keys shall only be put back into production when a security incident results in a losy
of production keys or where historical evidence requires validation. Control process shall be
required to ensure the integrity of the CA systems'and the key sets.

4  |Archived keys shall be recovered for the shortest possible time period to meet business re-
quirenpents.

CA key|destruction C)\\v

5 |Authotjization to destroy a CA private key and how the CA’s private key is destroyed (e.g. tokgn
surrenfier, token destruction or key-overwrite) shall be limited in accordance with the CA’s CPS.

6 |All coplies and fragments of the 0A’s private key shall be destroyed in a manner such that the
privat¢ key cannot be retriéved.

7 |Ifa CA|cryptographic device is being permanently removed from service, then any key con-
tained|within the device'that has been used for any cryptographic purpose shall be erased ffom
the deyice.

7.3.6 CA key coimpromise

Control objective:

The CA shall maintain controls to provide reasonable assurance that continuity of operations is main-
tained in the event of the compromise of the CA’s private keys.

Control procedures:

1 |The CA’s business continuity plans shall address the compromise or suspected compromise of a
CA's private keys as a disaster.

2 |In the event of the compromise or suspected compromise of a CA's private signing key, disaster
recovery procedures including the revocation and reissue of all certificates that were signed
with that CA's private key shall exist.
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3 |Therecovery procedures used if the CA's private key is compromised shall include the following

actions:

a) how to secure key usage in the environment is re-established;

b) how the CA’s old public key is revoked;

c) the notification procedures for affected parties (e.g. impacted CAs, repositories, subscribers
and CVSPs);

d) how the CA’s new public key is provided to the end entities and relying parties together with
the mechanism for their authentication;

e how thesubject s pubtickeysare recertified: |

4 |In the event that the CA has to replace its root CA private key, procedures shall be fin pllace for the

secure and authenticated revocation of the following:

a) the old CA root public key;

b) the set of all certificates (including any self-signed) issued by a rootCA or any CA hased on
the compromised private key;

c) any subordinate CA public keys and corresponding certificatesthat require recert|fication.

5 |The CA’s business continuity plan for key compromise shall addryess who is notified arjd what ac-
tions are taken with system software and hardware, symmetric and asymmetric keyd, previous-
ly generated signatures and encrypted data.

6 |The CA business continuity plan should consider key teplication techniques.

7.4 | Subject key life cycle management controls
7.4.1 CA-provided subject key generation services (if supported)

Control objectives:

If the CA provides subscriber key management services, the CA shall maintain controls to provide

reasonable assurance that:

— s$ubject keys generated by the'CA (or RA or other authorized third party) are generated in accord-

ancg with the CP;

— s$ubject keys generatéd by the CA (or RA or other authorized third party) are securely distributed

to the subject by the CA(or RA or other authorized third party).

Control pl@e}fures:

CA{&%A or other authorized third party) provided subject key generation

1 |Subject key generation performed by the CA (or other authorized third party) shall ocgur within
a secure cryptographic device, meeting the appropriate ISO 19790 security level 1 requirements
based on a risk assessment and the business requirements of the CA and in accordance with the
applicable CP. Such cryptographic devices shall perform subject key generation using a random
number generator (RNG) or pseudo random number generator (PRNG) as specified in [SO/

IEC 18032.

2 |Subject key generation performed by the CA (or other authorized third party) shall use a key
generation algorithm as specified in the CP.

3 |Subject key generation performed by the CA (or other authorized third party) shall result in key
sizes in accordance with the CP.
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4 |Subject key generation performed by the CA shall be performed in a process initiated by author-
ized personnel in accordance with the CA’s CPS.

5 |When subject key generation is performed by the CA (or other authorized third party), the CA (or
other authorized third party) shall securely (confidentially) deliver the subject key pair(s) gener-
ated by the CA (or RA or other authorized third party) to the subject in accordance with the CP.

6 |Subject key generation shall not be performed by the RA.

7.4.2 CA-provided subject key storage and recovery services (if supported)

Control objectives:

If the CA prpvides subject confidentiality key storage, recovery or escrow services, the CA shall mpin-
tain controls to provide reasonable assurance that:

subject|private keys stored by the CA remain confidential and maintain their integrity;
subject|private keys archived by the CA remain confidential;

subject private keys stored by the CA are completely destroyed at the end of the key pair life cycle;

subject|private keys escrowed by the CA remain confidential.

Control procedures: \\Y )

CA-prgvided subject key storage, back-up and recovery 9\0\

Subject private keys stored by the CA (or trust service provider for key storage) shall be storgd in
encryfted form using a cryptographic algorithm and key length based on a risk assessment gnd
requir¢ments of the CP.

If the A generates key pair(s) on behalf of a subscriber, the CA (or trust service provider for key
storage) shall ensure that subject's private keys'are not disclosed to any entity other than theg
owner|(i.e. the subject) of the keys.

If the A (or trust service provider for key storage) generates public/private signing key pair(s),
it shalllnot maintain a copy of any subject’s private signing key, once the subject confirms recgipt
of that|key.

If the A (or trust service provider for key storage) provides subject (confidentiality) key storage,
back-up and recovery, subjectprivate (confidentiality) key back-up and recovery, then these der-
vices shall only be perforimed by authorized personnel.

If the A (or trust serVice provider for key storage) provides subject key storage, back-up and
recovely, controls Shall exist to ensure that the integrity of the subject's private (confidentiality)
key is naintained throughout its life cycle.

CA-provide@‘fect key archival

Subject
crypto

private (confidentiality) keys archived by the CA shall be stored in encrypted form using
aphic algorithm and key le ase a risk asse ent and the requi e 0

If the CA provides subject (confidentiality) key archival, all archived subscriber keys shall be
destroyed at the end of the archive period.

CA-provided subject key destruction

If the CA provides subject (confidentiality) key storage, authorization to destroy a subject's pri-
vate key and the means to destroy the subject's private (confidentiality) key (e.g. key overwrite)
shall be limited in accordance with the CP.
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9 |Ifthe CA provides subject (confidentiality) key storage, all copies and fragments of the subject's
private key shall be destroyed at the end of the key pair life cycle.
CA-provided subject key escrow

10 |Subject private (confidentiality) keys escrowed by the CA for purposes of access by law enforce-
ment shall be stored in encrypted form using a cryptographic algorithm and key length based on
arisk assessment and the requirements of the CP.

7.4.3 Integrated circuit card (ICC) life cycle management (if supported)

Control nh}'nr‘fivnc-

If the CA (or RA) distributes subject key pairs and certificates using integrated circuit eards (ICCs),

the CA (or RA) shall maintain controls to provide reasonable assurance that:

othdr authorized third party);

CC procurement, preparation and personalization are securely controlled by‘the CA (a

CC usage is enabled by the CA (or RA or other authorized third party) ptior to ICC issu
CCs are securely stored and distributed by the CA (or RA or other @uthorized third pa
CCs are securely replaced by the CA (or RA or other authorized-third party);

CCs returned to the CA (or RA or other authorized third party) are securely terminate

r RA or

ance,;

"ty);

d.

Con

2

trol procedures:

i
N

ICC procurement

If the CA or RA engages a card bureau then aformal contract shall exist between the 1
parties. While card issuing functions may be delegated to third parties, the CA shall r
sponsibility and liability for the ICCs.

elevant
btain re-

ICCs shall be logically protected.during transport between the card manufacturer ang
issuer through the use of a secrettransport key or pass phrase.

the card

ICCs issued to subject shallimeet the appropriate ISO/IEC 15408 protection profile, IS
standard [e.g. ISO/IEC 7810, 1SO/IEC 7813, ISO/IEC 7816 (parts 1-12 and 15), ISO 102
FIPS 140-2[12] level requirement based on a risk assessment and the requirements of {

D card
D2] or
he CP.

The card bureau shall-verify the physical integrity of ICCs upon receipt from the card mz:

inufacturer.

ICCs shall be secubely stored and under inventory control while under the control of the

card issuer.

Card prepzy@{n and personalization

ICC prepaxation processes and procedures, including the following, shall exist and be

a) leading of the card operating system;

followed:

b)~creation of logical data structures (card file system and card security domains);

c) loading of applications;

tem, card file system, card security domains and applications.

d) logically protecting the ICC to prevent unauthorized modification of the card operating sys-
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7 |ICC personalization processes and procedures, including the following, shall exist and be followed:

a) the loading of identifying information on to the card;

b) generation of subject key pair(s) in accordance with 7.4.1 and the CP;

c) loading subject private key(s) on to the ICC (if generated outside the card) in encrypted form;
d) loading subject certificate(s) on to the ICC;

e) loading the CA and other certificates for the contractual environment on to the ICC;

f) logically protecting the ICC from unauthorized access.

8 |The capdbureauor CA{or RA} shalllog ICC preparationand personalizationinanauditlog.

9 |An ICC|shall not be issued unless the card has been prepared and personalized by the card by-
reau, the CA or the RA.

10 |An ICC|[shall be unusable unless in an activated state.

ICC disttribution N

11 |Processes and procedures shall exist and be followed for the distribution, tracking and accoujnt-
ing for|the safe receipt subscriber ICCs to subjects.

12 |ICC initial activation data (initializing PIN) shall be securely communicated to the subject or,
where ppplicable, the subscriber using an out-of-band method. The subject shall be encourage¢d
to change the initial activation data upon receipt to make the card-dctive.

13 |ICC disftribution shall be logged by the card bureau CA (or RA) inan audit log.

Subject ICC usage 5\0\

14 |The supject shall be provided with a mechanism that pretects the access to the card data in-
cluding the private keys stored on the ICC during use by the subscriber (i.e. PIN access contrdl
mechahism - cardholder verification method).

15 |The supject private keys on the ICC shall not be exported to an application to undertake crypt
tographic (i.e. signing) functions.

16 |The supject shall be required to use a mut@al authentication mechanism for cryptographic agpli-
cation pnd card functions to ensure system integrity.

17 |The supject shall be required to usevan application that displays the message or the message’s
digest o the subject prior to signing message (or transaction) data. The subject ICC applicatign
shall produce audit logs of all @ses of the ICC. This also includes all attempts in the private key
owner|verification process.(This evidence can be presented by the subject or, where applicable,
the subpscriber, should relying parties dispute the authenticity and/or integrity of a transacti¢n.

18 |The ICC shall be usedsby-the subject or, where applicable, the subscriber in accordance within the
terms of the CP.

ICC req lacemem\r

19 |Procesfses and\procedures shall exist and be followed for replacement of a subject's lost or dam-
aged I(C,

20 |In the eventofcardle anage, sy -
ance with the CP (see 7.5.2 and 7.5.3).

21 |ICC replacement shall be logged by the card bureau or CA (or RA) in an audit log.

ICC termination

22 |All ICCs returned to the ICC or CA (or RA) shall be deactivated or securely destroyed to prevent
unauthorized use.

23 |ICC termination shall be logged by the card bureau or CA (or RA) in an audit log.

7.4.4 Requirements for subject key management

Control objective:

The CA shall prescribe the means to securely manage subject keys throughout the key life cycle.
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Control procedures:

Subject key generation

1 |The CP shall specify the appropriate ISO 19790 (FIPS 140-2) security level requirements for
cryptographic modules used for subject key generation.

2 | The CP shall specify the key generation algorithm(s) that can be used for subject key generation.

3 | The CP shall specify the acceptable key sizes for subject key generation.

Subject key storage, back-up and recovery

4 |The CA or RA shall provide or make available the mechanisms to allow the subscriber|to access
(i.e. private key owner verification method), manage and control the usage of theit\private keys.

5 |The CP shall specify the private key protection requirements for stored subject private keys.

6 |The CP shall state the circumstances and authority of when the subject's private key will be re-
stored and the control processes.

7 |The CP shall specify the private key protection requirements for back-up copies of suhject pri-
vate keys stored by the subject.

Subject key usage r‘\\\

8 |Banking terms and conditions (or separate subscriber agreéments) shall describe the required
processes to be followed by the subscriber (and where applicable the subjects) of any pise of the
cryptographic mechanism (e.g. HSM or ICC and software‘application).

9 |The CP shall specify the acceptable uses for subject kKey pairs.

10 |The CP shall specify the requirements for subject-key usage.

Subject key archival A@ -

11 |The CP shall specify the private key protegtion requirements for archived subject private keys.

12 |The CP shall specify the requirementsfor destruction of archived subject keys at the gnd of the
archive period.

Subject key destruction C)\\v

13 |The CP shall specify the means through which subject key destruction can be performnied.

14 |The CP or CPS shall specifyjthe requirements for destruction of all copies and fragments of the
subject's private key at'the end of the key pair life cycle.

Subject cryptogra@&&hardware life cycle management

15 [Ifrequired, the CP'shall specify the requirements for use and handling of cryptograpHic hard-
ware and subject authentication processes (and subsequent actions) where the cryptdgraphic
hardware is:in other physical locations (i.e. an HSM attached to a mainframe or remote server).
Subje@ compromise

16 |The CP-shall specify the requirements for notification of the CA or RA in the event of subject key

compromise.

7.5 Certificate life cycle management controls

7.5.1 Subjectregistration

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

— subjects (or where applicable the subscribers) are accurately identified in accordance with the
applicable “know-your-customer” requirements;

— subjects' (or where applicable the subscriber's) certificate requests are accurate, authorized and
complete.
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Control procedures:

Identification and authentication

The CA shall verify or require that the RA verify the credentials presented by a subject as evi-
dence of identity or authority to perform a specific role in accordance with the certificate policy:

a) Forindividual end entity certificates, the CA or RA shall verify (as determined by the CP) the
identity of the person whose name is to be included in the subject distinguished name field of
the certificate. An individual name which cannot be verified shall not be included in the subject
distinguished name

b) Foilorganizational certificates (including role based, server, network resource or code. sign-
ing), the CA or RA shall verify (as determined by the CP) the legal existence of the organizatign’s
name to be included in the organization attribute in the subject distinguished namefield of the
certifi¢ate and the authority of the requesting party. An unauthenticated organization name
shall npt be included in a certificate.

c) For|organizational certificates containing a domain name of an organization, the CA or R4
shall verify (as determined by the CP) the organization’s ownership, contfe] or right to use tt{

domain name included in the common name attribute of the subject distinguished name field of
the cerjtificate and the authority of the requesting party. An unauthenticated domain name shall
not be jncluded in a certificate.

The CA or RA shall verify the accuracy of the information included in the requesting entity’s ¢er-
tificatq request in accordance with the CP.

The CA or RA shall check the certificate request for errorsor omissions in accordance with the CP.

For endl entity certificates, the CA shall use the RA's public key contained in the requesting ernti-
ty’s certificate request to verify signature on the certificate request submission.

The CA shall verify the uniqueness of the subject’s fully qualified distinguished name (FQDN}
and puplic key within the boundaries or community defined by the CP.

Encryption and access controls shall be used to protect the confidentiality and integrity of regis-
tration data in transit and in storage.

At the point of registration (before certificate issuance) the RA or CA shall inform the subject or,
where ppplicable, the subscriber{of the terms and conditions regarding use of the certificate.

Certifigate request AU

The CA shall require that@nentity requesting a certificate shall prepare and submit the apprjo-
priate tertificate requestdata (registration request) to an RA (or the CA) as specified in the ({P.

The CA shall requir@that the requesting entity submit its public key in a self-signed message[to
the CAlfor certification. The CA shall require that the requesting entity digitally sign the regig-
tration requestusing the private key that relates to the public key contained in the registratipn
requestt in order to:

a) alldwithe detection of errors in the certificate application process;

b) prove possession of the companion private key for the public key being registered;

c) verify the integrity of the entity’s distinguished name, public key and other information in the
certificate signature request (CSR).

10

The certificate request shall be treated as acceptance of the terms of conditions by the request-
ing entity to use that certificate as described in the subscriber agreement.

11

The CA shall validate the identity of the RA authorized to issue registration requests under a
specific CP.

12

The CA shall require that RAs submit the requesting entity’s certificate request data to the CA
in a message (certificate request) signed by the RA. The CA shall verify the RA's signature on the
certificate request and submit a certification response.

52

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

1SO 21188:2018(E)

13 |The CA shall require that the RA secure that part of the certificate application process for which
it (the RA) assumes responsibility in accordance with the CA’s CPS.

14 |The CA (or RA) shall record the success or failure of the registration even in an audit log.
15 |The CA shall verify the authenticity of the submission by the RA in accordance with the CA’s CPS.

7.5.2 Certificate renewal (if supported)

Control objective:

If certificate renewal is supported under the CP, the CA shall maintain controls to provide reasonable
assyrance thrat certificate Temewat TeqUEStS are accurate, authorized and complete:

Control procedures: kQD‘O i

Certificate renewal request n'\\

1 |The certificate renewal request shall include at least the subject’s distinguished name|and the
serial number of the certificate (or other information that identifiesithe certificate). (The CA will
only renew certificates that were issued by itself.)

2 |The CA shall require that the requesting entity digitally sigi.the certificate renewal r¢quest
using the private key that relates to the public key contained in the requesting entity's existing
public key certificate.

3 |The CA shall issue a new certificate using the subject's'previously certified public keylonly if its
cryptographic security is still sufficient for the new certificate's intended lifetime and no indica-
tions exist that the subject's private key has been'compromised.

4 |The CA or the RA shall process the certificate renewal data to verify the identity of th¢ request-
ing entity and identify the certificate to be‘renewed.

5 |The CA or the RA shall validate the signhature on the certificate renewal request.

6 |The CA shall verify the existence and validity of the certificate to be renewed. No rengwal shall
be permitted unless the existing.certificate status is live (i.e. not revoked or suspended).

7 |The CA or the RA shall verify:that the request, including the extension of the validity period,
meets the requirements defined in the CP.
The start date in therenéwed certificate should be the same as in the original certificate.

8 |Ifan RA is used, the’CA shall require that the RAs submit the certificate renewal data fto the CA
in a message (certificate renewal request) signed by the RA.

9 |The RA shallsecure that part of the certificate renewal process for which it (the RA) assumes
responsijbility in accordance with the CP.

10 |The CA-shall require that external RAs record their actions in an audit log.
11 |The.CA shall verify the authenticity of the submission by the RA.

12 The CA shall verify the RA's signature on the certificate renewal request.

13 |The CA shall check the certificate renewal request for errors or omissions. This function can be
delegated explicitly to the RA.

14 |The CA or RA shall notify subjects or, where applicable, subscribers prior to the expiration of
their certificate of the need for renewal in accordance with the CP.

15 |The CA shall issue a signed notification indicating the certificate renewal has been successful.

16 |The CA shall make the new certificate available to the end entity in accordance with the CP.
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7.5.3 Certificate rekey

Control objective:

The CA shall maintain controls to provide reasonable assurance that certificate rekey requests are
accurate, authorized and complete.

Control procedures:

1 |The CA shall require that the requesting entity digitally sign using the existing private key the
certifiqate TEREY TEqUEST CONMtAITITE thE TEW pubiic REY.

2 |The CA or the RA shall verify that the certificate rekey request meets the requirements defined
in the relevant CP.

3 |Ifan RAis used, the CA shall require that RAs submit the entity's certificate rekey@éequest to|the
CA in g message signed by the RA.

4 |Ifan RAis used, the CA shall require that the RA secure that part of the certificate rekey progess
for which it (the RA) assumes responsibility.

If an RA is used, the CA shall require that external RAs record their actions in an audit log.

If an RA is used, the CA shall verify the RA's signature on the certificate rekey request.

The CA or the RA shall check the certificate rekey request for epsors or omissions.

The CA or RA shall notify subscribers prior to the expiration of\their certificate of the need to rekey.

O |0 (3O | U1

Prior tp the generation and issuance of new certificates, the'CA or RA shall verify the following:
a) the[signature on the certificate rekey data submission;
b) the|existence and validity supporting the rekeyarequest;

c) thafthe request meets the requirements defined in the CP.

[¢7]

10 |Where|a new certificate is required by the stibscriber, following revocation, the entity shall b
required to apply for a new certificate imaccordance with the CP.

11 |Where|a new certificate is required by the subscriber following expiration of the entity’s certif-
icate, the certificate can be automatically generated or the entity shall be required to requesta
new certificate in accordance with' the CP.

7.5.4 Certificate issuance

Control objective:

The CA shal]l maintain'¢ontrols to provide reasonable assurance that certificates are generated arld
issued (manufactured) in accordance with the CP.

Control procedures:

1 |The CA shall generate certificates using certificate request data and manufacture the certificate
as defined by the appropriate certificate profile in accordance with ISO 9594-8 formatting rules.

2 |Validity periods shall be set in the CP and are formatted in accordance with ISO 9594-8.
3 |Extension fields shall be formatted in accordance with ISO 9594-8.
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4 |The CA shall sign the end entity's certificate public key and other relevant information with the

CA's private signing key:

a) The CA shall verify its own digital signature

b) The CA shall not issue a failed signature

c) The CA shall record the event in an audit log

Delivery of the private key material shall be authenticated:
a) The recipient shall authenticate the electronic delivery.
b) The recipient shall authenticate the physical delivery.

5 |Certificates shall be issued based on approved subject registration, certificate renewdl or certifi-
cate rekey requests in accordance with 7.5.1 to 7.5.3.

6 |The CA shall issue a signed notification to the RA when a certificate is issued+o.d subjgct for
whom the RA submitted a certificate request.

7 |The CA shall issue an out-of-band notification to the subject when a certificate is issudd. Where
this notification includes initial activation data, then control processes shall ensure sdfe delivery
to the subject.

8 |Whether certificates expire, are revoked or are suspended, copies of certificates shall|be re-
tained for the appropriate period of time specified in the CR

7.5.8 Certificate distribution

Control objective:

The|CA shall maintain controls to provide reasonable’assurance that, upon issuance, compjete and

accyrate certificates are available to any entity as,defined in the CP.

Control procedures: (-‘\\\)

1 |The CA shall make the certificates issued by the CA available to relevant parties usingan es-
tablished mechanism (e.g. axepository such as a directory) in accordance with the CP|{Trusted
mechanisms include:

a) collection - repository or online directory service;
b) delivery - distributed using protected media (e.g. CD-ROM or ICC).

2 |Only authorjzed CA personnel shall administer the CA’s repository or alternative distifibution
mechanism,

3 |The perfermance of the CA’s repository or alternative distribution mechanism shall b¢ moni-
tored-and managed.

4 |The'integrity of the repository or alternative distribution mechanism shall be maintajned and

Aainictranad

5 |Where required, certificates shall be made available for retrieval only in those cases for which
the subject’s consent is obtained.

6 |When cryptography is used to protect the CA public key, the private key used to generate the

other purpose.

digital signature or the secret key used to compute the MAC or HMAC shall not be used for any

7.5.6 Certificate revocation

Control objective:

The CA shall maintain controls to provide reasonable assurance that certificates are revoked in a
timely manner as dictated by risk, based on authorized and validated certificate revocation requests.
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Control procedures:

1 |The CA shall provide a means of rapid communication to facilitate the secure and authenticated
revocation of the following:
a) one or more certificates of one or more subjects;
b) the set of all certificates issued by a CA based on a single public/private key pair used by a CA
to generate certificates;
c) all certificates issued by a CA, regardless of the public/private key pair used.

2 |The CA shall verify or require that the RA verify the identity and authority of the entity requést-
ing reviocation of a certificate in accordance with the CP.

3 |Ifan RA accepts revocation requests, the CA shall require that the RA submit signed. certificafte
revocation requests to the CA in an authenticated manner in accordance with the CB

4 |Ifan RA accepts and forwards revocation requests to the CA, the CA shall proyide a signed ag-
knowl¢dgement of the revocation request and confirmation of actions to the.requesting RA.

5 |The CA shall update the certificate revocation list (CRL) online certificaté&status protocol (O(SP)
respoHder or other certificate status mechanisms in the timeframes specified within the CP gnd
in accardance with the format defined in ISO 9594-8.

6 |The CA shall record all certificate revocation requests and their-6utcome in an audit log, as spec-
ified in Annex F.

7 |The CA or RA can provide an authenticated acknowledgement (signature or similar) of the reyo-
cation fo the entity who perpetrated the revocation requést.

8 |Where|certificate renewal is supported, when a certificate is revoked, all valid instances of the
certifigate shall also be revoked and shall never begeinstated.

9 |The supject (and where applicable, the subscriber) of a revoked or suspended certificate shall| be
informled of the change of status of its certificate.

10 |The supject (or RA) shall perform the follewing actions:

— pravide notification to other entities”(e.g. relying parties, regulatory agencies);

— investigate the security incident:and take appropriate supplementary actions to limit expopure

7.5.7 Certificate suspension (ifisupported)

Control objective:

If certificate suspensionds-supported, the CA shall maintain controls to provide reasonable assurance
that certifigates aresuspended in a timely manner as dictated by risk, based on authorized and v4li-
dated certificate suspension requests.

Control procedures:

1 |Inaccordance with the CA’s CPS, the CA provides a means of rapid communication, in place to
facilitate the secure and authenticated suspension of the following:
a) one or more certificates of one or more subjects;
b) the set of all certificates issued by a CA based on a single public/private key pair used by a CA
to generate certificates;
c) all certificates issued by a CA, regardless of the public/private key pair used.

2 |The CA shall verify or require that the RA verify the identity and authority of the entity request-
ing suspension and reactivation of a certificate in accordance with the CP.

56 © IS0 2018 - All rights reserved


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

1SO 21188:2018(E)

3 |Ifan RA accepts suspension requests, the RA shall submit signed certificate suspension requests
to the CA in an authenticated manner in accordance with the CP.

4 |The CA or RA shall notify the subject and, where applicable, the subscriber in the event of a cer-
tificate suspension.

5 |Certificate suspension requests shall be processed and validated in accordance with the require-
ments of the CP.

6 |The CA shall update the certificate revocation list (CRL) and other certificate status mechanisms
upon certificate suspension. Changes in certificate status shall be completed in a timeframe
determined by the CP.

7 CCI t;f;\,atco oha}} bC DUD}JClldCd Ull}_y fUl thc Cl}}UVV ab}c }Cllsth Uf t;lllC ;ll dllVUl dau\.c VV; h the CP-

8 |Once a certificate suspension (hold) has been issued, the suspension shall be handled|in one of
the following three ways:

a) an entry for the suspended certificate remains on the CRL with no furthefaction;

b) the CRL entry for the suspended certificate is replaced by a revocation entry for the same
certificate;

c) the suspended certificate is unsuspended and the entry removed from the CRL.

9 |A certificate suspension (hold) entry shall remain on the CRL until the expiration of the under-
lying certificate or the expiration of the suspension, whichever is first. The CP can sp€cify the
maximum number of occasions when the certificate status.éan be suspended and the maximum
periodicity for this status. If the limit is reached the PA.can be notified for further inve¢stigation.

10 |The CA shall update the certificate revocation list (CRL) and other certificate status mechanisms
upon the lifting of a certificate suspension in accefdance with the CA's CP.

11 |The CA shall verify or require that the RA verify the identity and authority of the entify request-
ing that the suspension of a certificate be lifted.

12 |Certificate suspensions and the lifting of certificate suspensions shall be recorded in an audit
log, as specified in Annex F.

7.5.8 Certificate validation services

Control objective:

The|CA shall maintain contrels to provide reasonable assurance that timely, complete and pccurate

certjficate status information (including certificate revocation lists and other certificate status mech-

anisms) is made availahle to relevant entities (subscribers and relying parties or their agents, i.e.

CVSPs) in accordance-with the CP.

Con tro)d?}cedures:

1 |The CA shall make certificate status information available to relevant entities [relyin|g par-
ties or their agents) using an established mechanism in accordance with the CP. This can be
achieved using:

a) request response method - a request signed by the relying party to the certificate status pro-
vider’s responder; in turn, the certificate status provider's responder responds with the certifi-
cate status duly signed (OCSP is an example protocol using this method);

b) delivery method - a CRL signed by the CA and published within the policy's timeframe.
Applicable control procedures where CRLs are used

2 |The CA shall digitally sign each CRL that it issues so that entities can validate the integrity of the
CRL and the date and time of issuance.

3 |The CA shall issue CRLs at regular intervals, as specified in the CP, even if no changes have oc-
curred since the last issuance.
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4 |Ataminimum, a CRL entry identifying a revoked certificate shall remain on the CRL until the
end of the certificate's validity period. A retrospective view of a certificate status, at a given
point in time, can be required. Therefore, CRL entries may need to be held beyond the life of a
certificate validity period to prove its validity at the time of use.

5 |If certificate suspension is supported, a certificate suspension (hold) entry, with its original ac-
tion date and expiration date shall remain on the CRL until the normal expiration of the certifi-
cate or until the suspension is lifted.

6 |CRLs shall be archived in accordance with the requirements of the CP, including the method of
retrieval.

7 |The CRL.shall contain entries for all revoked unexpired certificates issued by the CA. A retro-
spective view of a certificate status, at a given point in time, could be required. Therefore, CR[L
entrie§ may need to be held beyond the life of a certificate validity period to prove its validity at
the time of use.

8 |0ld CR[Ls shall be retained for the appropriate period of time specified in the CA's CB
Applicable control procedures where online certificate status mechanisms (e.&'&(?SP) are us

9%
(oH

9 |Upon the receipt of a certificate status request (e.g. an OCSP request) from @xelying party or|its
agent, the CA shall return a definitive response to the relying party or itstagent if:

a) the|request message is well formed;
b) the|certificate status provider responder is configured to proyide the requested service;

c) the|request contains the information (certificate identity,.e.g>serial number, OID) needed py
the cerftificate status provider responder in accordance with.the CP;

d) the certificate status provider's responder is able.tg-locate the certificate and interprét
its status.

Where|these conditions are met, the CA or certificaté status provider shall produce a signed
response message indicating the certificate's status in accordance with the CP. If any of these
conditions are not met then a status of “unknown” can be returned.

10 |All response messages shall be digitallysighed and include all required data in accordance
with the CP.

7.6 Controlled CA termination

Control objective:

The CA shall maintain contrels to provide reasonable assurance that timely, complete and accurate
information (including certificate revocation lists and other certificate status mechanisms) is magle
available to relevant entities (subscribers and relying parties or their agents, i.e. CVSPs) in accordance
with the CPin the event of the termination of the CA for whatever reason

Control procevdures:
Applicable control procedures where a CA is terminated

1 |Establish an advisory board at the initiation of the Certification Authority with the responsibility
of overseeing the termination of the CA or the termination of relationships with any other CA.

Address the termination of any back-up site used for business resumption

Ensure that the CA’s public key and certificate are escrowed

Provide a capability to re-validate any subscriber’s digital signature after the CA is terminated

[S2 B OSSR N\S)

Develop a termination plan to minimize disruption, including notification to subscribers, pre-
serving records, transferring business to a reliable successor

o)}

Retention of the root CA database for a year
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CA certificate life cycle management controls - subordinate CA certificate

Control objectives:-

The

and

ties

stat

— subordinate CA certificate requests are accurate, authenticated and approved;

— subordinate CA certificate replacement (renewal and rekey) requests are accurate, authorized

— new, renewed and rekeyed subordinate CA certificates are generated and issued in accordance
with the CP;

parent CA shall maintain controls to provide reasonable assurance that:

complete;

reqyests;

— timely, complete and accurate certificate status information (includingCRLs and other] certificate

Ipon issuance, complete and accurate subordinate CA certificates are available to réleyant enti-
(subscribers and relying parties) in accordance with the CP;

bubordinate CA certificates are revoked based on authorized and validated certificate fevocation

1s mechanisms) is made available to any entity in accordance with the)CP.

Control procedures: O
Subordinate CA (sub-CA) registration \\\<

1 |The parent CP shall specify the requirements for submission of sub-CA certification r¢quests.

2 |The parent CA shall authenticate the sub-CA certificate request in accordance with the parent's CP.

3 |The parent CA shall audit the sub-CA certificate applicant’s compliance with the requirements
of the parent CA’s CP before approving a sub-CA certificate request, or alternatively the sub-CA
shall present its CPS for audit.
Sub-CA renewal ,-\5\

4 |Where sub-CA certificate renewal\s permitted, the parent CA’s CP shall specify the requirements
for submission of sub-CA renewal requests.

5 [|Where sub-CA certificate fenewal is permitted, the parent CA shall authenticate the spb-CA cer-
tificate renewal request-in-accordance with the CA’s CP.
Sub-CA rekey ‘OY

6 |The parent CA’s CR’shall specify the requirements for submission of sub-CA rekey reqpiests.

7 |The parent CA shall authenticate the sub-CA certificate rekey request in accordance with the CP.
Sub-CA certificate issuance

8 |The parent CA shall generate certificates:
a) Ausing the appropriate certificate profile in accordance with the CP and ISO 9594-§ format-
ting rules;
b) with the validity periods formatted in accordance with ISO 9594-8 and the CP;
c) where extensions are used, with extension fields formatted in accordance with ISO 9594-8
and the CP.

9 |The parent CA shall sign the sub-CA certificate with the parent CA's private signing key.
Sub-CA certificate distribution

10 |The parent CA shall make sub-CA certificates available to relevant entities (e.g. relying parties)
using an established mechanism (e.g. a repository such as a directory) in accordance with the
parent CA’s CP.
Sub-CA certificate revocation

11 |The parent CA shall verify the identity and authority of the entity requesting revocation of a sub-

CA certificate in accordance with the parent CA’s CP.
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12 |The parent CA shall update the certificate revocation list (CRL) and other sub-CA certificate sta-
tus mechanisms upon certificate revocation in accordance with the parent CA’s CP.

Sub-CA certificate status information processing

13 |The parent CA shall make sub-CA certificate status information available to relying parties using
an established mechanism (e.g. CRL, OCSP) in accordance with the parent CA's CP.
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Annex A
(informative)

Management by certificate policy

Introduction and purpose of certificate policies

annex describes certificate policies and identifies how they can be implemented‘t
hge the risks of parties in a PKI with its focus on a contractual environment. This_ann
B647[11], its predecessor RFC 252719], and provides further clarification ondhe’use
ies in a financial services environment.

ficate policies play a critical role in the administration of trusted transactions. The m
P is to enable the relying party to determine whether the certificaté.and its underlyin|

are dcceptable for a given transaction. Equally, the subscriber has clear-guidance upon wh

use

A.2
A CP

heir private key to sign transactions and place reliance on the certification service to §

Definition of a certificate policy

community and/or class of application. A CP actsjas~a record of permitted usage anc

prov

sions in terms of respective obligations, including liability and governance, between

parties. A certificate policy is published under theéresponsibility of a policy authority.

The
betw
ident

The

certi
none
ident

The |
subs
can
valid

A3

[P should be used by various users of the)certificate to decide whether or not to accept
een the subject (of the certificate) ahd-the public key. The CP is represented by a regis|
ifier (OID) in the X.509, version 3-certificate.

CP object identifier can be ingluded in the following extensions in the X.509, version 3
ficate policies, policy mappings and policy constraints. The object identifier(s) ca

some or all of these fi€lds” The certificate policy can also be retrieved using a URL v
ified in the certificatepolicies extension.

bolicy authority ©rits agents can provide signed paper copies of the certificate policy
cribers as a fotm of contractual binding or to relying parties. Relying parties on thd

ate certificates as well as the applicability of the associated certificate policy.

b effectively

Eex draws on

f certificate

ain purpose

g conditions

bre they can
upport it.

is a unique named set of rules which describes the applicability of a certificate within a specified

| associated
all involved

the binding
tered object

certificates:
n appear in
rhich can be

to potential
other hand

se electroniclinks to locate the certificate policy. A CVSP can supply a service to relyipg parties to

Establishing policies in certificates

OIDs are used to unambiguously identify certificate policies and policy qualifiers so that they can be
processed by automated means in certificate-using applications and systems. These policies and policy
qualifiers are listed in the certificate policies certificate extension by the issuing CA and are defined as:

certificatePolicies EXTENSION:: = ({
SYNTAX CertificatePoliciesSyntax

IDENTIFIED BY id-ce-certificatePolicies

}

In the certificatePolicies certificate extension, the object identifier id-ce-
certificatePolicies identifies a value of ASN.1 type CertificatePoliciesSyntax, which is
defined as:

CertificatePoliciesSyntax::

SEQUENCE SIZE(1l..MAX) OF PolicyInformation
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PolicyInformation:: = SEQUENCE ({
policyIdentifier CertPolicyld,
policyQualifiers PolicyQualifiers OPTIONAL

}

CertPolicyId:: = OBJECT IDENTIFIER

PolicyQualifiers::

SEQUENCE SIZE(1..MAX) OF PolicyQualifierInfo

When a certificatePolicies certificate extension is present in a certificate, it shall have at least
one value of type PolicyInformation. Each instance of type PolicyInformation shall contain
a value of type CertPolicyId, an object identifier that identifies a CP. The policyQualifiers

component
component

The certific
recognized

by a relying
can require

for a particylar use. Typically, a CP can be associated with a set of application pregrams which c3

used by the

A criticality
or non-criti

the certificate should only be used by a relying party for the purpose®implied by its certificate pol

A particulay
way, to furtl

If the certif
constrain cq
certificate.

in order to Qise the certificate. Policy qualifiers canyat the option of the relying party, be process

ignored.

s optional and need not be included.

ate policies listed in a certificatePolicies certificate extension are these“tha
by the issuing CA as being applicable to that certificate. This policy informatiéiycan be

a particular policy to be present in this extension before it accepts thecertificate as

owner of the certified key only when the CP is present.

indicator in each certificatePolicies certificate extensiofican be set to either cr
cal by the certificate issuer. If this extension is set to critiead, the extension indicateq

CP can require the certificate-using system to process\any qualifier values in a parti
ner restrict or to expand the valid uses of a certificate;

icate policies extension is set to non-critical, use of this extension does not necesg
rtificate-using systems to use the certificatelin accordance with the policies listed i
But a relying party or computer application-can require that a specific policy be pr

of type Po
PolicyQu

When CP (},

PolicyQualj
policyQ
qualified

}

SupportedP

Type Polid
which are s

alifiers are associated with a given CP, the optional policyQualifiers compq
icyInformation is present and contains at least one CP qualifier, a value of
lifierInfo defined as:

fierInfo:: SEQUENCEN\_{

alifierId CERT-POLIGY-QUALIFIER.&id ({SupportedPolicyQualifiers}),

CERT-PORICY-QUALIFIER. &Qualifier (
{SupportedPolicyQualifiers}

{@policyQualifierId}) OPTIONAL

licyQualififers CERT-POLICY-QUALIFIER::

{

yQualifierInfo is composed of two components, policyQualifierId and quali

This

[t are
used

party to determine the appropriate use of the key pair certified by the CA\ A'relying party

valid
in be

itical
that
licies.
rular

arily
h the
esent
bd or

nent
type

fier,
LRT -

pecified in terms of the &id and &Qualifier fields of the information object class C¥

POLICY-QUALIFIER. This classis defined as:

CERT-POLICY-QUALIFIER:: = CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL

}

WITH SYNTAX { POLICY-QUALIFIER-ID &id

[QUALIFIER-TYPE &Qualifier] }

The policyQualifierId component of PolicyQualifierInfo is defined in terms of the &id field
and shall contain an object identifier value. The optional qualifier component is defined in terms of
the &Qualifier field and can contain the value of any ASN.1 type.
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A value of the PolicyInformation type identifies and conveys qualifier information for one CP. The
component policyIdentifier contains an identifier of a CP and the component policyQualifiers
contains policy qualifier values for that element.

Policy qualifier types can be registered by any organization. The following policy qualifier types are
defined in IETF RFC 245918], certificate and CRL profile:

a) The certification practice statement pointer qualifier contains a pointer to a certification practice
statement (CPS) published by the CA. The pointer is in the form of a uniform resource locator (URL).

b) The user notice quallfler contams atext string that is to be dlsplayed toa certlflcate user (including
S n be an [A5
gtring or a BMP string - a subset of the ISO/IEC 10646-1 multiple octet coded chargeter set. A CA
¢an invoke a procedure that requires that the certificate user acknowledges that‘thle applicable
tterms and conditions have been disclosed or accepted.

A.4 | Certificate applicability under a named certificate policy;,

Once parties are able to identify and locate the CP relating to a certificate, the user shall be able to
determine what a certificate can be used for and any constraints. Palicy authorities have the option of
asking CAs to either:

a) issue one certificate with restricted association to one specific CP;
or
b) 4llow one certificate to be associated with many CPs.

Therg are several issues here that require discussion. This is considered against the backgfound of the
following basic assumptions:

— (ertificate policies are customer oriented in that certificates provide a control mechanism to help
manage risks related to services provided to customers.

— (ertificate policies and the applicability of a certificate need to be recognized by all partjes including
the issuer, the subscriber,-the relying party and possibly the relying party's validaftion service
provider.

— Intheemerging trustservices marketplace, itappears that there will be a proliferation of certificates
by various trust,service providers. The variety of naming conventions, in combination with the
proliferation of certificates, can create confusion for an ‘uneducated’ consumer base|as to which
¢ertificate to‘use for a particular application.

While customer knowledge on the management of certificates requires enhancing, and it cgn be argued
that [certificates should be transparent to some users, financial institutions can consider one-to-one
as a rudent strategy 1n1t1ally This will mlnlmlze confu51on and fac111tate learning on thv part of the
aplications to

handle multlple certlflcates more effectlvely

One certificate with one CP will also minimize the level of consumer education for “how and why” a
certificate can be used for particular applications. It is also essential that certificate policies are written
in such a way that they are “customer friendly,” unambiguous and clear in terms of responsibilities and
liabilities. These are the terms and conditions for the subscriber’s use of the certificate and shall be
clearly understood by them. Additionally, the relying party or their trust services provider will have
definitive information as to which CP applies to the certificate presented. Unless this is stated explicitly
in the transaction or predetermined, there shall be a reliable mechanism to determine which is the
applicable CP.

Additionally, for cross-certification it will be essential to have clarity regarding which CP applies to
extend the use of a certificate. The one CP for one certificate strategy will minimize the technical,
organizational and operational requirements of cross-certification.
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Some PKI domains restrict the use of the certificate policy extension. For example, the CA Browser
Forum prohibits the use of the certificatePolicies extension in root CA certificates, and provides explicit

OIDs inits b

aseline requirements and for extended validation (EV) Certificates.

See https://cabforum.org for further information.

A.5 Cross-certification, certificate chains, policy mapping and certificate policies

A.5.1 Cross-certification

Cross-certif
different po
different po

Cross-certif
given CP. Cr
of policy bef

A.5.2 Cer

When valid
sequence of
respective @

An acceptah
or the ident

Setting the
certificate
policies extq
policyConst
Recommengd

A.5.3 Cer

This extensi
its certificat
mappings is
through the
the OIDs of {

The syntax

policyMappd
SYNTAX
IDENTIF]

licy authorities. Cross-certification enables the reciprocal use of the certificates owiig
icy authorities.

cation increases the usage and acceptability range of the subscriber’s cergtificate un
hss-certification requires a degree of conformity or equivalence in terms of\interopera
ween the policy authorities and the controls implemented by the issuing CAs.

Lificate chains

hting the acceptability of a certificate it can be necessary to hot only validate the ¢
certificates from the end entity using the certificate up tothe'root certificate, but also
ertificates policies.

le policy identifier is the identifier of the CP requiréd-by the user of the certification
fier of a policy that has been declared equivalenttg-it through policy mapping (see A.5

certificate policies extension field as critical forces the application to check that accep
policies in the chain are present. It is\‘therefore recommended that the certif
ension be implemented as a critical extension. This field is processed in concert wit
Faints extension (A.5.4) during the cettification path validation, as described in I
ation X.5009.

Lificate policy mapping

on allows the policy authaority, through its certificate issuers, to indicate that one or mg
e policies is considered equivalent to another CP used in that domain. The assignment
restricted to the policy authority and certification authority, and can be further inhi
policyConstraints extension. This extension will support cross-certification by speci
pquivalent certificate policies.

bf this extension is:

ngs, EXTENSION:: = {
PolicyMappingsSyntax

id-ce-policyMappings }

EDJBY

ore
ed by

Her a
hility
ntire

their

path
.3).

table

icate
h the
TU-T

re of
of CP
bited

fying

PolicyMappingsSyntax::
issuerDomainPolicy
subjectDomainPolicy

SEQUENCE SIZE (1..MAX)
CertPolicyld,
CertPolicyId }

OF SEQUENCE {

This extension can, at the discretion of the certificate issuer and as stated in the CP, be either critical or
non-critical.

CAs should generate this extension for CA digital signature certificates where policy mapping is
applicable and include a combination of issuerDomainPolicy field(s) and subjectDomainPolicy field(s)
with the applicable CertPolicyld field(s).

Relying parties should interpret the combination(s) of issuerDomainPolicy and subjectDomainPolicy
CP object identifiers as equivalent.
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A.5.4 Policy constraints

The policy constraints extension supports two optional features. The first is the ability for a
certification authority to require that explicit CP indications be present in all subsequent certificates in
a certification path. Certificates at the start of a certification path can be considered by a certificate user
to be part of a trusted domain (i.e. certification authorities are trusted for all purposes so no particular
CP is needed in the certificate policies extension). Such certificates need not contain explicit indications
of CP. However, when a certification authority in the trusted domain certifies outside the domain, it can
activate the requirement for explicit CP in subsequent certificates in the certification path. When used,
the requireExplicitPolicy constraint requires that all certificates include an acceptable policy, not just
those that follow the certificate that asserts the requirement.

The pther optional feature in the policy constraints field is the ability for a certification’puthority to
disable policy mapping by subsequent certification authorities in a certification path,\lt can be prudent
to dipable policy mapping when certifying outside the domain. This can assist incontrolling risks due
to transitive trust (e.g. a domain A trusts domain B, domain B trusts domain C,But domain A does not
want to be forced to trust domain C).

The $yntax of this extension is:

polifyConstraints EXTENSION:: = {
SENTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }
PoligyConstraintsSyntax:: = SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
iphibitPolicyMapping [1] SkipCerts OPTIONAL }
Skipferts:: = INTEGER (0..MAX)

This|extension should be flagged critical.

A.6 | Types of certificate

The type of certificate that can be géquired is complex, with a wide variety of user needls requiring
a rampge of different solutions. The policy authority can adopt a general-purpose strateggy for a CP
withput usage restriction. Alternatively, a policy authority can construct certificate policies for specific
purploses to restrict inappropriate usage or to limit liability.

Consequently, the main types of end-entity certificate are:

— application-specific (attribute-based) certificates: these certificates are issued to support specific
pplications, proeducts and/or services where the requirements for authorization are explicit;

— generic cértificates: a single certificate based on the authenticity of specific informatioh proves the
identit{of the holder of a public key, which constitutes the basis for authorization.

A single-certificate can be used to support multiple applications. The use of a single certificgte will need
to meetthe requiremnents of thre most ighty classified apptication:

It is assumed that general-purpose certificates will predominate for subscribers because:
— ID-only based certificates are likely to become a commodity in the medium-to-long term;
— inthe medium-to-long term, attribute-based or customized certificates can be a source of added value;

— the uses for digital signatures and certificates both internally and externally have yet to be fully
exploited or developed.

The amount of assurance required directly correlates to the business risks for each entity in a
transaction. The degree of assurance will more often than not vary according to the party's role and the
appetite for risk. A “fit-for-purpose” approach is discussed in A.7. The early state of a market for trust
services in general, combined with the technological immaturity of the marketplace, suggest that initial

© IS0 2018 - All rights reserved 65


https://standardsiso.com/api/?name=5901798fa81ff73c8fa6c581b3c43bf1

ISO 21188:2018(E)

efforts to define an all-encompassing system allowing for policy granularity is not a feasible option for
the initial deployment.

It is recommended that generic certificates be issued to subscribers utilized to establish a system of
minimum requirements for all categories of services for the initial stages for a PKI deployment. This
approach takes into consideration the subsequent supplemental requirements that can be drawn up by
the market for further categories of certificate policies and related trust services.

There are other types of certificate policies designated for specific purposes, such as server certificates
and using certificates to create a PKI hierarchy.

A.7 Certificate classes and naming

The use of ¢ertificate classes can be to distinguish between the different level of assurdnce and for
describing sppecific third party obligations for issuing, managing, suspending and revokingcertifiqates.
Each level or class of certificate provides specific functionality and security features,

A critical isque for the relying party and to a degree the subscriber is ascertainingthe’level of assutance
a particular|certificate provides issued under a CP.

The identifi¢d options for policy authorities include the following.

— CP clasgifications based upon arbitrary values, such as bronze, silver, gold: it should be noted that
this wotild make it difficult to provide any linear measure of the specific security service capability.
Differerces between classes can be multidimensional and eah'contain distinct attributes that are
not pre¢isely comparable to other classes. The use of certificate class names is perceived to have a
“relative value” for their use and functionality.

— CP clasdifications based on recognized standards for’contractual environment: for the end usdr the
use of these certificate classes project an “absolutevalue” on the type of security and liability igsues
associated with their usage.

The following assumptions also require consideration by policy authorities:
— Digital ¢ertificates can represent familiar brand names in the electronic marketplace.

— Consunjer and business confidence’is a measure of the recognition of brand(s) attached to security
productls and services, includingthe level of functionality and applicability of a certificate.

— Other ngming conventions'could be used which have no implicit value (e.g. 1, 2, 3) and concentrate on
establishing usage difféxences rather than relative merit. However, it seems unlikely in the coptext
of finangial services‘thdat these would be deemed appropriate to engender trust.

— The usq of standards serves as a universally understood benchmark. However, care needs o be
exercised ontlevel of prescription to avoid placing any restriction on usage.

Certificate ¢lassifications based on absolute values such as low, medium and high cannot projedt the
type of image that financial institutions require for the development of electronically based trust
services.

To promote wider acceptability and possibly reduce the level of end-user confusion for certificate
usage, the recommendation is for certificate policies to conform with standards that are recognized or
specifications agreed upon by all the parties in the contractual environment.

A.8 Certificate policy provisions

A.8.1 General

This clause briefly describes the terms of a CP.
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A.8.2 Interpretation

The CP should outline in its preamble what the CP is for in terms of service provision, the preconditions
for the community and the relating legally binding contractual conditions. This can also include any
regulatory requirements that are applicable to the community and use of the certificates under the CP.

This section should describe the intended community for the certificates and where appropriate their
intended usage (e.g. whether the certificate can be used for remote authentication purposes, digital
signing or data confidentiality). It can also state any requirements for membership of the community
(e.g. certificates might be issued to private account holders only, relying parties shall have signed a

relying party agreement with an approved or licensed entity as approved by the policy authority).

A.8.]

B Obligations

The main responsibilities for each entity are stated in terms of their respective roles ~ poli
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The liabilities to the relying party are potentially more complicated. As stated previously, the relying
party can have no contractual relationship with any of the CA/RA/repository, but can use the services
of a known and trusted certificate validation service provider. The following three simple examples
serve to illustrate the various ways in which liability could be controlled or limited.

— The CP can identify the circumstances in which the relying party needs to do no more than check
the validity of the certificate’s signature and that it is within its validity period. In such a case,
analogous to a cheque guarantee card, the authenticity of the certificate is itself sufficient to rely on,
although the policy can limit the liability on any particular “transaction.” The value of the certificate,
therefore, is seen by the relying party to be in that “guaranteed,” yet limited, liability.

In other circumstances the CP can require (but cannot force) the relying party to obtain an online
validation of the certificate from the CA/RA (via a repository) before acceptance. In this way the
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certificate acts purely as a means of identification with no inherent value. Each transaction is

effectiv

ely authorized online, and there is no liability for unauthorized transactions.

Where the relying party has control over the software/environment in which the relying party will

use the certificate, a relying party agreement can be presented, which shall be actively accepted
before the certificate can be used. Until this becomes a standard means of using certificates and is
widely implemented in the commercial and freeware products such as browsers and email packages,

this wil

| not be a reliable way to limit liability.

A.8.6 Operational requirements
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ite suspension and revocation together with reasons for ceptificate revocation
ion (including who authorized, procedures described and notification).

should be made on how certificate rollover will be managed (e.g. automatic or reverific
or whether new key pairs shall be generated. A statemeént should also be made on

brder to modify the information in an existing certificate).
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confidentiality of policy information;
change control process;
notification of changes;

identification credentials and registration process.

A CP should have a start date and, where possible, an expiry date. It can be difficult to manage issued
certificates with various expiry dates without a policy expiry date.

It should als

o state where paper and electronic copies of the CP might be obtained.

The CP should describe the processes the policy authority invokes to check that a CA's CPS is capable of
supporting the requirements of the CP.
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The policy authority shall ensure that the controls specified in the CA's CPS are appropriate to
support the CP.

A formal method of auditing the CA against its CPS within specified time periods (e.g. two years) should
be agreed upon between the policy authority and the CA. If the CA wishes to vary the clauses in its CPS
then this and an agreed method of dispute resolution is advised in order to resolve issues promptly.
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Annex B
(informative)

Elements of a certification practice statement

B.1 General

A certification practice statement (CPS) should contain a reference to all components| and
subcompong¢nts contained in this annex.

It is not nedessary for a CPS to include a definitive statement for every such topic. AGparticulag CPS
can state “rjot in practice” for a component, subcomponent or element on which_the*particulag CPS
imposes no requirements. This will indicate to the reader that a conscious decision was made to in¢lude
or exclude that topic. This facilitates comparison of certification practice statements when making
decisions o1} the suitability of the practices to business applications. This annex follows the stru¢ture
of RFC 2527[2], which has been superseded by RFC 3647[11]. A table cross-referencing the changes from
RFC 2527 tg RFC 3647 can be found in Annex E.

B.2 Intrgduction

B.2.1 Gerneral

The introduftion component of a CPS has the following.sibcomponents:
— overview;

— identifi¢ation;

— commuhity and applicability;

— contact|details.

B.2.2 Overview
This subcomiponent provides-a general introduction (e.g. general purpose of the practice statement).

B.2.3 Identification

This subcomponent provides any applicable names or other identifiers, including ASN.1 object
identifiers.

B.2.4 Community and applicability

This subcomponent describes the types of entities that issue certificates or that are certified as subject
CAs, the types of entities that perform RA functions and the types of entities that are certified as subject
end entities or subscribers.

NOTE Examples of entities for subject CAs include subordinate organizations such as banks, bank
branches or divisions, government agencies or departments. For example, suppose a bank claims that it issues
CA certificates to its branches only. Then the user of a CA certificate issued by the bank can assume that the
subject CA in the certificate is a branch of the bank. Examples of subject RA entities are customer service or data
security departments. Examples of subject end entities include retail or wholesale bank customers, cardholders,
individual investors, policyholders and employees.
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This subcomponent also contains:
— alist of applications for which the issued certificates are suitable;

— a list of applications for which use of the issued certificates is limited, or a list of applications for
which use of the issued certificates is prohibited.

B.2.5 Contact details

This subcomponent includes the name and mailing address of the authority that is responsible for the
registration, maintenance and interpretation of this CPS. It also includes the name, electronic mail

address—telephoepe-numberandfanumberforal-appropriate-contactpersens
S5terepaohe- s e e hdmBer—+1eroir apPproepHiate-contactePpersSohs:

B.3 | General provisions

B.3.1 General

This|component specifies any applicable presumptions on a range of legal\and general prdctice topics,
including:

— o¢bligations;

— liability;

— interpretation and enforcement;
— publication and repositories;

— ¢ompliance audit;

— ¢onfidentiality.

Each|subcomponent may need to separately state provisions applying to the entity types: CA, repository,
RA, qubscriber and relying party.

B.3.2 Obligations

This|subcomponent contains; for each entity type, any applicable provisions regarding|the entity’s
obligations to other entities. Such provisions can include:

— (€A and/or RA ercertificate status provider obligations:

— notificationyef issuance of a certificate to the subscriber who is the subject of th¢ certificate
eing issued;

— notification of issuance of a certificate to parties other than the subject of the certificate;

— notification of revocation or suspension of a certificate to the subscriber whose certificate is being
revoked or suspended;

— notification of revocation or suspension of a certificate to parties other than the subject whose
certificate is being revoked or suspended;

— subscriber obligations;
— accuracy of representations in certificate application;
— protection of the entity's private key;

— protection of the mechanism to enable the use of the private key (i.e. cardholder verification
method);
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B.3.3 Lia]Iility

This subco
of liability, s

B.3.4 Inte

This subcon
the CP or CH

restrictions on private key and certificate use;

notification upon private key compromise;

relying party obligations:

purposes for which certificate is used;

digital signature verification responsibilities;

revocation and suspension-checking responsibilities;

acknow
reposit(
timely g
certificy
to maks

to valid

edgemrentofapplicabte tabitity capsamd-warranttes;

ry obligations;

ublication of certificates and revocation information;

ite status provider:

validation service available and responsive within service level agreement levels;

hte certificate accurately.

warran

kinds of damage covered (e.g. indirect, special\consequential, incidental, punitive, liquid

damage
loss lim

other ey

corpordte security policy and procedures;

governi

severarn

ponent contains, for each entity type, any applicable provisions regarding apportion
uch as:

[ies and limitations on warranties;

negligence and fraud) and disclaimer;
jtations (caps) per certificate or per‘transaction;

clusions (e.g. acts of God, other party responsibilities).

rpretation and enforcement

hponent contains any-applicable provisions regarding interpretation and enforcemg
S, addressing suehtopics as:

hg law;

ce of provisions, survival, merger and notice;

ment

lated

nt of

dispute

TESOIUtION procedures:

B.3.5 Publication and repositories

This subcomponent contains any applicable provisions regarding:

72

CA obligations to make available information regarding its practices, its certificates and the current
status of such certificates;

frequen

cy of publication;

classification of published information including CP definitions, CPS, certificates, certificate status
and CRLs;
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— requirements pertaining to the use of repositories including online certificate status verification (if
supported).

B.3.6 Compliance audit
This subcomponent addresses the following:
— frequency of compliance audit for each entity;

— auditor's relationship to the entity being audited (i.e. a statement that the auditor shall be
independent);

— i;eneral list of topics covered under the compliance audit including CA environmental-gontrols, key
anagement controls and certificate life cycle management controls.

B.3.7 Confidentiality
This|subcomponent addresses the following:
— types of information that should be kept confidential by CA or RA;
— fypes of information that are not considered confidential;
— ho is entitled to be informed of reasons for revocation anid suspension of certificates;
— policy on release of information to law enforcement officials;
j)nformation that can be revealed as part of civil discévery to conform with regulatory requirements;
— ¢onditions upon which CA or RA can disclose and to whom upon owner's request;

— any other circumstances under which confidential information can be disclosed.

B.4 | Identification and authentication

B.4.1 General

Thislcomponent describes theprocedures used to authenticate a certificate applicant to a CA or RA prior
to cefrtificate issuance. [t also describes how parties requesting rekey or revocation are authenticated.
This|component also-addresses naming practices, including name ownership recognitioh and name
displiite resolution.

This|componenthas the following subcomponents:
— initialregistration;

— 1foutine rekey;

— rekey after revocation;
— revocation request;

— suspension request.

B.4.2 Initial registration

This subcomponent includes the following elements regarding identification and authentication
procedures during entity registration or certificate issuance:

— types of names assigned to the subject;

NOTE1 Examplesinclude X.500 distinguished name, Internet email address and URL.
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— whether names shall be meaningful or not;

NOTE 2

The term “meaningful” means that the name form has commonly understood semantics to determine

identity of the person and/or organization. Directory names and RFC 822[Z] names can be more or less

meaningful.

rules for interpreting various name forms;
whether names shall be unique;
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may be accomplished using the techniques for initial identification and authorization or using digitally
signed requests.

B.4.4 Rekey after revocation — no key compromise

This subcomponent describes the identification and authentication procedures for rekey for each
subject type (CA, RA, CVSP and end entity) after the subject certificate has been revoked. If a certificate
has been revoked then its status shall not be changed.

This identification and authentication practice should be the same as that for initial registration.
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B.4.5 Revocation request

This subcomponent describes the identification and authentication procedures for a revocation request
by each subject type (CA, RA and end entity) or other authorized party (as stated in the CP) or by a
regulatory authority.

NOTE The identification practices for revocation request could be the same as that for initial registration
since the same subject certificate needs to be revoked. The authentication practices could accept a revocation
request digitally signed by subject. The authentication information used during initial registration could be
acceptable for revocation request. Other less stringent authentication practices could be defined.

B 4 o CSucnancion raaguact
TP PEIOTOIT T Ut

Thissubcomponent describes the identification and authentication procedures for a suspension request
by each subject type (CA, RA and end entity) or other authorized party (as stated in thel CP) or by a
regulatory authority.

NOTH The identification practices for suspension request could be the same @as that for initia| registration
since|the same subject certificate needs to be suspended. The authentication praeticés could accept|a suspension

requgst digitally signed by subject. The authentication information used during initial registration could be
accefjtable for suspension request. Other less stringent authentication practices could be defined.

B.5 | Operational requirements

B.5.1 General

This|component is used to specify requirements impesed upon issuing CA, subject CAs, RAs, CVSP or
end ¢ntities with respect to various operational activities.

This [component consists of the following subcomponents:
— (ertificate application;

— (gertificate issuance;

— (ertificate acceptance;

— (ertificate validation;

— (¢ertificate suspension and revocation;

— gecurity auditprocedures;

— 1records archival;

— key,chdngeover;

— CA termination.

Within each subcomponent, separate consideration may need to be given to issuing CA, repository,
subject CAs, RAs and end entities.

B.5.2 Certificate application

This subcomponent is used to state requirements regarding subject enrolment and request for
certificate issuance.
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B.5.3 Certificate issuance

This subcomponent is used to state requirements regarding issuance of a certificate and notification to
the applicant of such issuance.

B.5.4 Certificate acceptance

This subcomponent is used to state requirements regarding acceptance of an issued certificate and for
consequent publication of certificates.

B.5.5 Certificate suspension, revocation and status management

This subcon]lponent addresses the following:

— conditigns to be fulfilled under which a certificate may be revoked;

— who canp request the revocation of the entity certificate;

— procedyres used for certificate revocation request;

— revocatjon request grace period, if any, available to the subject;

— conditigns to be fulfilled under which a certificate may be suspended;

— who can request the suspension of a certificate;

— procedyres to request certificate suspension;

— how lonlg the suspension may last;

— conditigns to be fulfilled under which a suspended certificate may be returned to a live status
— ifa CRL{mechanism is used, the issuance availability and frequency of updates;
— requirements on relying parties to check-CRLs;

— online status checking availability afitd guaranteed response times;

— requirements on relying partiestoperform online status checks;

— requirements on the certificate status provider to enable the authentication of a status resporse to
arelying party;

— other forms of official-sGspension, revocation or certificate status notices available;

— a requifement-on’ validation authorities and relying parties to check other forms of official
suspengion, revocation or certificate status notices;

— any varjations on these stipulations when the suspension or revocation is the result of privatg key
compromise (as opposed to other reasons for suspension or revocation).

B.5.6 Security audit procedures

This subcomponent is used to describe event logging and audit systems. Elements include the following:
— types of event recorded;

NOTE Examples of audit events include requests to create a certificate, requests to suspend or revoke
a certificate, key compromise notification, creation of a certificate, revocation of a certificate, issuance of a
certificate, issuance of a CRL, issuance of key compromise CRL, establishment of trusted roles on the CA, actions

of trusted personnel and changes to CA keys.

— frequency with which audit logs are processed or audited;
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— period for which audit logs are kept;

— protection of audit logs;

— who can view audit logs and under what authority;

— protection against modification of audit log;

— protection against deletion of audit log;

— audit log back-up procedures;

B.5.]
This

vhrether-theaudit lus aecumutation systenrisinter natorexternattothe entity;
vhether the subject who caused an audit event to occur is notified of the audit action;
rulnerability assessments.

/ Records archival

subcomponent is used to describe general records archival (o5 Tecords retenti

including the following:

— 1
NOTH
comp
a CRI

— 1

ypes of event recorded;

Examples of archive events include requests to create.acertificate, requests to revokeac
romise notification, creation of a certificate, revocation af.aycertificate, issuance of a certificatj
, issuance of key compromise CRL and changes to CA keys:

etention period for archive;

— Jrotection of archive;

—

who can view the archive;

I q

— 1

—

— Irotection against modification ¢f archive;

rotection against deletion eflarchive;
irchive back-up procedures;
equirements for tifme-stamping of records;

wvhether the archive collection system is internal or external;

brocedures to obtain and verify archive information.

n) policies,

brtificate, key
e, issuance of

B.5.9 Compromise and disaster recovery

This subcomponent describes requirements relating to notification and recovery procedures in the
event of compromise of a CA’s private key or disaster. Disaster recovery includes the revocation and
reissue of all certificates that were signed with the CA's private key. Each of the following circumstances
may need to be addressed separately.

— The recovery procedures used if computing resources, software and/or data are corrupted
or suspected of being corrupted: these procedures describe how a secure environment is re-
established, which certificates are revoked, whether the entity key is revoked, how the new entity
public key is provided to the users and how the subjects are recertified.
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— The recovery procedures used if the entity public key is revoked: these procedures describe how a
secure environment is re-established, how the new entity public key is provided to the users and
how the subjects are recertified.

The recovery procedures used if the entity key is compromised: these procedures describe how

a secure environment is re-established, how the new entity’s public key is obtained and how the
entity is recertified.

B.5.10 CA termination

This subcomponent describes requirements relating to procedures for termination and for notification

of terminatj

Considerati
perspective

B.6 Phys

B.6.1 Gen

This compagnent describes physical, procedural and personnel controls aised by the issuing (

perform sec
revocation,

This compo
The control

These contr]
security ma|
with errone

This compo

— physica

— procedy

Within each|

i.e. issuing (

B.6.2 Phy
In this subc

NOTE E3

personij

n should be given to what information should be retained from a regulatory jand

ical, procedural and personnel security controls

eral

urely the functions of key generation, subject authenticationgcertificate issuance, certif
hudit and archival.

hent can also be used to define controls on repository;'subject CAs, RAs and end enf]
5 for the subject CAs, RAs, and end entities can vary,by entity.

ols are crucial to trusting the certificates since lack of physical, procedural and pers
[y compromise CA operations resulting, for example, in the creation of certificates or
pus information or the compromise of the-CA private key.

hent consists of three subcomponents:
security controls;

ral controls;

el security controls.

subcomponent, separate consideration will, in general, need to be given to each entity
A, repository, subject CAs, RAs and end entities.

sical security controls
pmponeiit, the physical controls on the facility housing the entity systems are describg

amples of physical access controls include monitored facility, guarded facility, locked facility, 4

ords.

A to
icate

ities.

nnel
CRLs

type,

d.

CCeSS

controlled us

ITTZ tOKETTS, aCTeSS COMIrotted USIg biometTics and access Comtrotted througir am access Hst:

Topics addressed can include:

physica

78

site location and construction;

] access;

cryptographic hardware;
power and air conditioning;
water exposures;

fire prevention and protection;
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electromagnetic protection;
media storage;
waste disposal;

off-site back-up.

B.6.3 Procedural controls

In this subcomponent, requirements for recognizing trusted roles are described, together with the

resp

nsibilities for each role

NOTH
The (
the s
syste

For ¢
perfq
be dg

B.6.4
This

— Ihackground checks and clearance procedures required for the personnel filling the trul

The |
and t
chec
addr
trust

— Ihackground checks and clearance procedures requirements for other personnsg

J
NOTH
respq

1

— disciplinary procedures to be followed as a result of unauthorized actions, unautho

q

Each

[(

Examples of the roles include system administrator, system security officer and\sy
uties of the system administrator are to configure, generate, boot and operate the system.
stem security officer are to assign accounts and privileges. The duties of the system atditor
Im audit profile, perform audit file management and conduct audit review.

ach task identified for each role, it should also be stated how many individuals are
rm the task (n out of m rule). Identification and authentication requirements for each }
fined.

I Personnel security controls

subcomponent addresses the following:

packground checks can include clearance level (e:g. none, sensitive, confidential, secref
he clearance granting authority name. In lieu¢for in addition to a defined clearance, the
ks can include types of background information (e.g. name, place of birth, date of
bss, previous residences, previous empléyment and any other information that can hel
worthiness). The description should'dlso include which information was verified and h

Anitorial staff;

For example, the CP ganimpose personnel security requirements on the network system g
nsible for a CA network.aceess.

raining requirements and training procedures for each role;

iuthority afidunauthorized use of entity systems by personnel;
authpfized person should be accountable for his/her actions.

ontrols on contracting personnel;

ttem auditor.
The duties of
are to set up

required to
ole can also

sted roles;

, top secret)
background
birth, home

p determine

PW.

1, including

dministrator

rized use of

— documentation (e.g. operations or training manual) to be supplied to personnel.

B.7

Technical security controls

B.7.1 General

This component is used to define the security measures taken by the issuing CA to protect its
cryptographic keys and activation data (e.g. PINs, passwords or manually held key shares). This
component can also be used to impose constraints on registration authorities, repositories, subject
CAs and end entities to protect their cryptographic keys and crucial security parameters. Secure key
management is crucial to ensure that all secret and private keys and activation data are protected and
used only by authorized personnel.
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This component also describes other technical security controls used by the issuing CA to perform
securely the functions of key generation, user authentication, certificate registration, certificate
revocation, audit and archival. Technical controls include life-cycle security controls (including software
development environment security, trusted software development methodology) and operational
security controls.

This component can also be used to define other technical security controls on repositories, subject
CAs, RAs and end entities.

This component has the following subcomponents:

— key pairgeneration and installation:

— private
— distriby
— other aj
— activati
— comput
— life cycl
— networl
— cryptog
B.7.2 Key
Key pair ger
RAs and sulj
to be answe
— Who ge
— How is
— How is

— Ifthe e]f
certificd

— What aj
— Who ge

key protection in its storage and use;

tion of the private key where created by the CA or card bureau;
pects of key pair management;

bn data;

eT security controls;

P security controls;

¥ security controls;

raphic module engineering controls.

pair generation and installation

eration and installation need to be considered for the issuing CA, repositories, subject]
ject end entities. For each of these types’of entity, the following questions potentially
red.

herates the end entity’s public, private key pair?
he private key stored andprovided securely to the end entity?
he entity's public keyprovided securely to the certificate manufacturer?

tity is a CA or certificate status provider (issuing or subject) how is the entity's publi
ite securely provided to the end entities?

e the algorithms used and what are key sizes?

herates:the public key parameters?

CAs,
need

c key

— Istheqi

hality of the parameters checked during key generation?

— Is the key generation performed in hardware or software?

— For what purposes may the key be used, or for what purposes should usage of the key be restricted?
(For X.509 certificates, these purposes should map to the key usage flags in the Version 3, X.509
certificates.)
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B.7.3 Private key protection

Requirements for private key protection need to be considered for the issuing CA, repositories, subject
CAs, RAs and subject end entities. For each of these types of entity, the control requirements can be
different and to enable this to be determined the following questions potentially need to be answered.

— What standards, if any, are required for the module used to generate the keys? For example, are the

The

tom
havij

A ke

a ke
escr

with
the Key in case of the destruction of the key. The purpose ofarchive is to provide for reuse

futu

B.7.

keys certified by the infrastructure required to be generated using a module compliant with the

FIPS 140-2? If so, what is the required FIPS 140-2 level of the module?

[s the private key under n out of m multi-person control? If yes, provide n and m (two-person control

iC"\C‘Y\OI‘i’\] ValaNo¥al I'\F" ot nFm ‘A7hﬂ1‘0"— m—')\
is-a-special-case-efn-out-ofm-wheren—=m—=23-
1 out of m rule allows a key or key activation data to be split in m parts. The m patts
different individuals. Any n parts out of the m parts may be used to fully recorstitute
1g any n-1 parts provides one with no information about the key:.

Is the private key escrowed? If so, who is the escrow agent, what form is the Key escrowed
include plaintext, encrypted, split key) and what are the security contrels‘on the escrow

y can be escrowed, backed up or archived. Each of these functions-has a different pu
' may go through any subset of these functions depending on(the requirements. Thg
w is to allow a third party (such as an organization or,gevernment) to legally obf
but the cooperation of the subject. The purpose of back-up-s to allow the subject to

X

1fe (e.g. use the private key to decrypt a document).

Is the private key backed up? If so, who is the back-up.agent, what form is the key backed up
include plaintext, encrypted, split key) and whatare the security controls on the back-up

Is the private key archived? If so, who is the archival agent, what formis the key archived
include plaintext, encrypted, split key) and what are the security controls on the archiy

Who enters the private key in the-ctyptographic module? In what form (i.e. plaintext, g
gplit key)? How is the private key'stored in the module (i.e. plaintext, encrypted or spli

Who can activate (use) theprivate key? What actions shall be performed to activate thg
e.g. login, power on, supply PIN, insert token/key, automatic)? Once the key is activate

gctive for an indefiniteperiod, active for one time or active for a defined time period?

Who can deactivate the private key and how? Examples of how might include logou
femove token/key, automatic or time expiration.

Who can.destroy the private key and how? Examples of how might include token surr
estruetion or key overwrite.

Other aspects of key pair management

hay be given
the key, but

n (examples
system?

rpose. Thus,
purpose of
ain the key
reconstitute
pf the key in

in (examples
system?

n (examples
ral system?

ncrypted or
key)?

private key
d, is the key

[, power off,

ender, token

Other aspects of key management need to be considered for the issuing CA, repositories, subject CAs,
RAs and subject end entities. For each of these types of entity, the following questions potentially need
to be answered.

[s the public-key archived? If so, who is the archival agent and what are the security controls on the
archival system? The archival system should provide integrity controls other than digital signatures
since the archival period may be greater than the cryptanalysis period for the key and the archive

requires tamper protection, which is not provided by digital signatures.

— What are the usage periods, or active lifetimes, for the public and the private key respectively?
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B.7.5 Activation data

Access to the private key needs to be protected initially and throughout its continued use while it is
still valid. Activation data are used in the authentication mechanism to validate the private key owner.
Activation data refer to data values other than keys that are required to operate cryptographic modules
and that need to be protected. Protection of activation data potentially needs to be considered for the
issuing CA, subject CAs, RAs and end entities. Such consideration potentially needs to address the entire
life cycle of the activation data from generation through archival and destruction. For each of the entity
types (issuing CA, repository, subject CA, RA and end entity) all of the questions listed in B.7.2 to B.7.4
potentially need to be answered with respect to activation data rather than with respect to keys.

NOTE Eyamptesof activatiom dataare a PN, pass phrase or biometric:

B.7.6 Computer security controls

This subconiponent is used to describe computer security controls such as use of the trusted comppting
base conceppt, discretionary access control, labels, mandatory access controls, object reuse, qudit,
identificatign and authentication, trusted path, functional testing, security testing and penetrption
testing. Progluct assurance may also be addressed.

B.7.7 Life cycle security controls
This subcomponent addresses system development controls and secufiity management controls.

System devielopment controls include development environment" security, development pers¢nnel
security angl configuration management security during product maintenance, software engineering
practices, spftware development methodology, modularity<and layering, use of failsafe design and
implementation techniques (e.g. defensive programming) and development facility security.

Security majnagement controls include execution of toels and procedures to ensure that the operatjional
systems and networks adhere to configured security! These tools and procedures include checking the
integrity of the security software, firmware andhardware to ensure their correct operation.

B.7.8 Network security controls

This subcomponent addresses networksecurity related controls, including firewalls.

B.7.9 Cryptographic mechanism engineering controls

This subcomponent addresses the following aspects of a cryptographic module: identification qf the
cryptographic module boundary, input/output, roles and services, finite state machine, physical
security, sqftware security, operating system security, algorithm compliance, electromagpnetic
compatibiliffy and s€lf tests. Requirements can be expressed through reference to a standard sufh as
FIPS 140-2.

A cryptographic mechanism is a combination of hardware and software and, where specific devices are
used, associated firmware. The compliance description should be specific and detailed. For example,
for each FIPS 140-2 requirement, describe the level and state whether an accredited laboratory has
certified the level.

B.8 Certificate and CRL profiles

B.8.1 General

This component is used to specify the certificate format and, if CRLs are used, the CRL format.
Assuming use of the X.509 certificate and CRL formats, this includes information on profiles, versions
and extensions used and whether they need to be digitally signed.
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component has three subcomponents:

— certificate profile;

— CRL profile;

— OCSP profile.

B.8.2 Certificate profile

This

subcomponent addresses such topics as:
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B.8.
This

B.8.1
If ap}

ersion number(s) supported;

ertificate extensions populated and their criticality;

ryptographic algorithm object identifiers;

ame forms used for the CA, RA and end entity names;

ame constraints used and the name forms used in the name constraints;
pplicable certificate policy object identifier(s);

sage of the policy constraints extension;

olicy qualifiers syntax and semantics;

rocessing semantics for the critical certificate peliey extension;

ontents and usage of non-standard extensious.

B3 CRL profile

subcomponent addresses such topics'as:
rersion numbers supported for'CRLs;

he availability and frequency of CRL updates;
vhether the CRLs require to be digitally signed;

[RL and CRL entryextensions populated and their criticality.

I OCSP prefile

blicable).this subcomponent addresses such topics as:

DCSP request requirements;

— definitive response message requirements;

— the availability and guaranteed response times;

— whether the status responses require to be digitally signed;

— error message requirements.

B.9

Practices administration

B.9.1 General

This

© ISO

component is used to specify how practices will be maintained.
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he following subcomponents:

change procedures;

— publication and notification procedures;

B.9.2 Cha

CP compliance.

nge procedures

It will occasionally be necessary to change certlflcate p011c1es and certlflcatlon practlce statements.

) ation
provides, and will be ]udged by the pohcy admlnlstrator as not changlng the acceptablhty of certififates
asserting the policy for the purposes for which they have been used. Such changes to certificate policies
and certification practice statements need not require a change in the CP object identifiet |or the CPS
pointer (URL). Other changes to a CP and CPS will change the acceptability of certificates for spgcific
purposes, a:-Id these changes will require changes to the CP object identifier or CPS pointer (URL).

This subcomponent contains the following information.

— A list qf components, subcomponents and/or elements thereof that can be changed without
notificafion and without changes to the CP object identifier or CPS pointer (URL).

— A list ¢f components, subcomponents and/or elements thereof/that can change following a
notificafion period without changing the CP object identifier ox CPS pointer (URL). The procedures
to be uged to notify interested parties (e.g. relying parties;Certification authorities) of the CP or
certificgtion practice statement changes are described. The description of notification procedqures
includes the notification mechanism, notification period for comments, mechanism to regeive,
review and incorporate the comments, mechanism for final changes to the policy and the period
before final changes become effective.

— A list of components, subcomponents and/or ‘eléments, changes to which require a change in CP
object idlentifier or CPS pointer (URL).

B.9.3 Publication and notification procedures

This subcomponent contains the following elements:

— alist of components, subconiponents and elements thereof that exist but that are not made publicly
available;

An organizgtion may choese not to make public some of its security controls, clearance procedures or

some otherq elements, dile to their sensitivity.

— descriptions ofmechanisms used to distribute the CP or make it available, including access controls.

B.9.4 CP ¢ompliance

This subcomponent describes the processes to check that a CPS complies with the requirements of the CP.
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Annex C
(informative)

Object identifiers (OID)

Why have an OID?

An OJID is required so that relying party software can mechanically identify a CP (e.g. thé-Q
applicable to the root CA, which establishes one or more of the policy domains). Eachsub|

woul

C.2

An o
obje(
defin

d need an OID to identify their CPS.

What is an OID?

bject identifier (OID) is a unique series of integers that unambiguously identifies an
t. The ASN.1 standards define an information object as a “well-defined piece of
ition or specification which requires a name in order to identify its use in an

communication.” Object identifiers can be used to provide a-hame for anything, includin
fographic algorithm, business, organization, file format, role, product, device, document version or

cryp
stan

The

“arc’
assig
TC 6
regis
assig

The s
OID ¥
on p
The

prog
tc68
XML

Itisd
entit
gene
prac

lard.

SO/TC 68 organization is identified by the objeet\identifier value 1.3.133. This value
the OID value which TC 68 controls as registrat and under which TC 68 is authoriz
n object identifiers. TC 68 member countries are identified under the OID 1.3.133.]
8 member country has been assigned their own OID, for which they are the solely
trar. OIDs can be obtained from the T 68 Secretariat or from member countries 1
n values.

P document
ordinate CA

information
nformation,
instance of
g a CP, CPS,

is the TC 68
bd by ISO to
6, and each
responsible
hat elect to

et of all ISO/TC 68 standards is identified by the OID 1.3.133.17. This document is idenftified by the

ralue 1.3.133.17.21188. OIDs ¢an'be communicated in any number of ways, by voice, by |
hper or by a computer program, so the form of representation of these values can
DID for this document dan be represented in a binary format convenient for use by ar
ram, or represented( using the ASN.1 basic value notation as “iso(1) identified-org
[133) standard(17) pki-cp-cps(21188)”, or represented using the ASN.1 XML value not
markup value “<pki-cp-cps> 1.3.133.17.21188 </pki-cp-cps>".

nvisaged that policy OIDs will be embedded in digital certificates so that PKI service pr
jes and others can determine the set of rules under which an issuer/certificate manu
rated.acertificate. A standard set of CP OIDs could enable the automated processing ¢
iceinformation by digital certificate application programs. An object identifier should

handwriting
bary widely.
application
hnization(3)
ation as the

oviders, end
facturer has
f policy and
be obtained

and 1

egistered for each certificate policy to uniquely identify that certificate policy. The ty|

ical way to

obtain an OID is to go to the appropriate national registration authority for OIDs.

C3

Registration of OIDs

Recommendation X.660 of ISO/IEC 9834-1:1993 defines the general procedures for the operation of
registration authorities. The current International Standard was approved jointly by the International
Organization for Standardization (ISO), the International Electrotechnical Commission (IEC) and the
International Telecommunication Union (ITU).

These international standards organizations control all of the top level OID arcs, the values that can
appear in the first position of any OID integer series. These values are represented as the OID values
itu-t(0), “iso(1)” and “joint-iso-itu-t(2)” and form the root of a registration-hierarchical-name-tree (RH-
name-tree) of all possible OID values. The leaf and non-leaf nodes of this tree correspond to objects that
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are registered. Non-leaf nodes correspond to registration authorities whose registration responsibility
has been delegated to them by their superior node.

The international standards organizations delegate the management of assigned arcs to other
responsible bodies who serve as registrars. ISO has done so by assigning an arc to TC 68. To guarantee
that no OID was assigned more than once, TC 68 then designed a schema for managing the OIDs that it
would assign under its arc. TC 68 then formed an object identifier tree by assigning OID values under its
arc. It chose to delegate management of registration responsibility to nodes under its arc by assigning
an arc to each of its member countries. This ensures that OID assignments by member countries are
unique and never collide with assignments made by other registration authorities, and that each
member country can assign OIDs independent of TC 68 and of all other member countries.

C.4 Why|do you need an OID and how should they be managed?

An OID plus other components are used to manage access to directory resources. The’ OID is| also
embedded ih a certificate extension. However, a challenging issue is how to manage change to the CP
document. 4s a hash is involved, each time the CP document is changed then the/QID that names the
CP document could be changed. This is not very satisfactory. Alternatively, as the hash identifies the
version of the CP document, then the same OID could be kept and the hash changed.
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