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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental,_in liaison with 1SQ _ also take part in the work 1SO collaborates closely with the

International

International

The main tagk of technical committees is to prepare International Standards. Draft International Stan
adopted by fhe technical committees are circulated to the member bodies for voting. ‘Publication 2

International

Attention is @

rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 21188 was prepared by Technical Committee ISO/TC 68, Financial' services, Subcommittee

Security mar

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.

Standard requires approval by at least 75 % of the member bodies casting-a Vote.

rawn to the possibility that some of the elements of this document may be the subject of

agement and general banking operations.
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atent
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Introduction

Institutions and intermediaries are building infrastructures to provide new electronic financial transaction
capabilities for consumers, corporations and government entities. As the volume of electronic financial
transactions continues to grow, advanced security technology using digital signatures and authority systems
can become part of the financial transaction process. Financial transaction systems incorporating advanced
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ity technology have requirements tao ensure the privacy authenticity and integrity of financia

transactions

icted over communications networks.

financial services industry relies on several time-honoured methods of electronically
rizing and authenticating entities and protecting financial transactions. These meéthods inc
mited to, Personal Identification Numbers (PINs) and Message AuthenticationnCodes (MA
vholesale financial transactions, user IDs and passwords for network ang,computer acc
gement for network connectivity. Over the last twenty years the financCial services
oped risk management processes and policies to support the use of-these technologie
Cations.
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g¢xpanded use of Internet technologies by the financial services-industry and the needs of tf]
ral to provide safe, private and reliable financial transaction”and computing systems have
nced security technology incorporating public key cryptography. Public key cryptograph
ess-optimized infrastructure of technology, managemerit'and policy (a public key infrastructd
bd in this document) to satisfy requirements of electranic identification, authentication, mess
ction and authorization in financial application systems. The use of standard practices 1
fication, authentication and authorization in a RKI ensures more consistent and predictab
systems and confidence in electronic commuhications. Confidence (e.g. trust) can be ac
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compliance to standard practices can be ascertained.
Applications serving the financial services' industry can be developed with digital signaty
capabilities. The safety and the soundnéss of these applications are based, in part, on implementations and
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tlces designed to ensure the oyerall integrity of the infrastructure. Users of authority-based
onically bind the identity of individuals and other entities to cryptographic materials (e.g.
benefit from standard risk_management systems and the base of auditable practices d

ational Standard.

bers of the International Organization of Standardization Technical Committee 68 h
hitment to publie-key technology by developing technical standards and guidelines for digit
nanagementcertificate management and data encryption. 1SO 15782 parts 1 and 2 define
gement system for financial industry use, but does not include certificate policy and
ces requitements. This International Standard complements ISO 15782 parts 1 and 2 by
worksfor managing a PKI through certificate policies, certification practice statements, cont

1
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systems that
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efined in this
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| signatures,
a certificate
certification
providing a
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ch any entity

%upporting procedures. For implementers of these International Standards, the degree to wh
nancial transaction can rely on the implementation of public key infrastructure standards a

hd the extent

of interoperability between PKIl-based systems using these International Standards will depend partly on
factors relative to policy and practices defined in this document.
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Public key infrastructure for financial services — Practices and

pol

icy framework

1
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This |nternational Standard sets out a framework of requirements to manage a PKI through certificate policies

and ¢ertification practice statements and to enable the use of public key certificates in(the finan

indu
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envir
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PKI practices that can support multiple certificate policies that include. the use of digital signa
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Technical Designers and Implementers are those who are writing their certificate po

certif]

Operational Management’and Auditors are those who are responsible for day-to-day operatio

and v

try. It also defines control objectives and supporting procedures to manage risks.

International Standard draws a distinction between PKI systems used imnopen, closed an
bnments. It further defines the operational practices relative to financial services indus
nation systems control objectives. This International Standard is intended to help implemen

ntication and data encryption.
International Standard facilitates the implementation of operational, baseline PKI control
y the requirements for the financial services industry in @ contractual environment. While the
ational Standard is on the contractual environment, application of this document to other en
pecifically precluded. For the purposes of this document, the term “certificate” refers f
cates. Attribute certificates are outside the scope'of this International Standard.

nternational Standard is targeted for several audiences having dissimilar needs and therefd
ocument will have a different focus for gach.

hess Managers and Analysts are¢ those who require information regarding using PKI techn
ing businesses (e.g., electronic commerce) and should focus on Clauses 1 to 6.

cation practice statement(s) and should focus on Clauses 6 to 8 and Annexes A to F.

alidating complianee to this document and should focus on Clauses 6 to 8.
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2 ormative references

The fallewing referenceq. docqments are indispensable for the application of this_ _documen
:jecfgt';ment (’including any amendments) applies. ’

ISO/IEC 7810, Identification cards — Physical characteristics

ISO/IEC 7811, Identification cards — Recording technique (parts 1 to 5)

ISO/IEC 7813, Identification cards — Financial transaction cards

ISO/IEC 7816, Identification cards — Integrated circuit cards (parts 1 to 12 and 15)

ISO/IEC 9594-8:1995, Information Technology — Open Systems Interconnection —

Authentication Framework
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ISO/IEC 9834-1:1993, Information technology — Open Systems Interconnection — Procedures for the
operation of OSI Registration Authorities: General procedures — Part 1

ISO 10202, Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit cards (eight parts)

ISO/IEC 10646-1, Information technology — Universal Multiple-Octet Coded Character Set (UCS) — Part 1:
Architecture and Basic Multilingual Plane

ISO/IEC 15408, Information technology — Security techniques — Evaluation criteria for IT security (three
parts)

ISO 15782-1[2003, Certificate management for financial services — Part 1: Public key certificates
ISO 15782-2| Banking — Certificate Management — Part 2: Certificate Extensions

ISO/IEC 177B9, Information technology — Security techniques — Code of practice for information sefurity
managemen

ISO 18014-2} Information technology — Security techniques — Time-stamping services — Hart 2:
Mechanisms|producing independent tokens

ISO 18014-3} Information technology — Security techniques — Time-stamping services— Hart 3:
Mechanisms|producing linked tokens

ISO/IEC 180B2, Information technology — Security techniques — Primie number generation

ISO 18033, Information technology — Security techniques — Encryption algorithms (parts 1 to 4)

3 Terms|and definitions
For the purpgses of this document, the following-terms and definitions apply.

3.1
activation data
data values,|other than keys, which ‘are required to operate cryptographic modules and which need fo be
protected (e.g. a PIN, a pass phrase,)a biometric, or a manually held key share)

3.2
authenticatipn
verification of an individual's claimed identity:

a) at registfation;.the act of evaluating end entities' (i.e., subscribers') credentials as evidence for| their
claimed jidentity;

b) during use, the act of comparing electronically submitted identity and credentials (i.e., user ID and
password) with stored values to prove identity

3.3

authentication data

information used to verify the claimed identity of an entity, such as an individual, defined role, corporation or
institution

3.4

card bureau

agent of the CA (3.18) or RA (3.46) that personalizes an ICC (3.32) containing the subscriber’s private key (as
a minimum)

2 © I1SO 2006 — All rights reserved
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3.5

cardholder

subject to whom the integrated circuit card containing private and public key pairs and certificates (3.6) has
been issued

3.6

certificate

public key and identity of an entity together with some other information, rendered unforgeable by signing the
certificate information with the private key of the certifying authority that issued that public key certificate

3.7
certificate-hold
certificate suspension

suspension of the validity of a certificate (3.6)

3.8
certificate issuer
organization whose name appears in the issuer field of a certificate (3.6)

3.9
certificate manufacturer
agenf who performs the tasks of applying a digital signature to a certificate signing request on |behalf of the
certificate (3.6) issuer

3.10
certificate policy
CcP
named set of rules that indicates the applicability of a“certificate to a particular community and/or class of
appli¢ation with common security requirements

3.11
certificate profile
specification of the required format (including requirements for the usage of standard fields ang extensions)
for a particular type of certificate (3.6)

3.12
certificate re-key
procgss whereby an entity with-an existing key pair and certificate (3.6) receives a new certificate for a new
publi¢ key, following the generation of a new key pair

3.13
certificate renewal
rolloyer

procgss whereby an entity is issued a new instance of an existing certificate with a new validity pgriod

3.14
certificate revocationlist
CRL

list of revoked certificates (3.6)

3.15

certificate validation service

service provided by the CA (3.18) or its agent which performs the task of confirming the validity of a
certificate (3.6) to a relying party (3.49)

3.16

certificate validation service provider

CVSP

entity (3.29) that provides certificate validation services to its relying party customers

© I1SO 2006 — All rights reserved 3
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3.17
certification
process of creating a public key certificate for an entity (3.29)

3.18

certification authority

CA

entity trusted by one or more entities to create, assign and revoke or hold public key certificates

certification path
ordered sequenrce—of-certificates—ofentites—which—togetherwith-thepubliekey-of-theinitial-entity-irthepath,

can be procgssed to obtain the public key of the final entity in the path

3.20
certification|practice statement
CPS
statement off the practices which a certification authority (3.18) employs in issuing certificates and Which
defines the gquipment, policies and procedures the CA uses to satisfy the requiréments specified ih the
certificate policies that are supported by it

3.21
certification|request
submission df a validated registration request by an RA (3.46), its agent ©r a’subject to a CA (3.18) to repister
a subject's puiblic key to be placed in a certificate (3.6)

3.22
certification|response
message sent, following certification, from a CA (3.18) in response to a certificate request

3.23
certificate VJaIidity

validity

applicability (fitness for intended use) and status (live, suspended, revoked or expired) of a certificate (3/6)
3.24
compromise
violation of the security of a system.such that an unauthorized disclosure of sensitive information may|have
occurred

3.25
cross certification
process by which two €As (3.18) mutually certify each other’s public keys

NOTE THis process may or may not be automated.

3.26
cryptographic hardware
cryptographic device
hardware security module
hardware cryptographic module

3.27

digital signature

cryptographic transformation that, when associated with a data unit, provides the services of origin
authentication, data integrity and signer non-repudiation

3.28

end entity
certificate subject that uses its private key for purposes other than signing certificates

4 © I1SO 2006 — All rights reserved
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3.29
entity
CA (3.18), RA (3.46) or end entity (3.28)

3.30

event journal

audit journal

audit log

chronological record of system activities which is sufficient to enable the reconstruction, review and
examination of the sequence of environments and activities surrounding or leading to each event in the path
of a transaction from its inception to the output of the final results

3.31
functional testing
portign of security testing in which the advertised features of a system are tested for correct,opergtion

3.32
integrated circuit card
ICC
card jnto which has been inserted one or more electronic components in thejform of microcircuits to perform
procgssing and memory functions

3.33
issuing certification authority

issuing CA

in thg context of a particular certificate, the issuing CA (3.18)’is-the CA that issued the certificate

3.34
key g@scrow
management function that allows access by an authorized party to a replicated private encipherment key

NOTH This may be a legal requirement to.allow law enforcement officials to gain access to an entify and/or CA’s
private confidentiality key.

3.35
key rlecovery
ability to restore an entity’s priyate key or a symmetric encipherment key from secure storage in the event that
such|keys are lost, corrupted. or-0therwise become unavailable

3.36
multiple control
condftion under whieh"two (dual) or more parties separately and confidentially have custody of cgmponents of
a single key that,\individually, convey no knowledge of the resultant cryptographic key

3.37

objec¢t identifier
oID
unique series of integers that unambiguously identifies an information object

3.38

online certificate status mechanism

mechanism that allows relying parties (3.49) to request and obtain certificate status information without
requiring the use of CRLs (3.14)

3.39

online certificate status protocol

OCSP

protocol for determining the current status of a certificate in lieu of or as a supplement to checking against a
periodic CRL (3.14) and which specifies the data that need to be exchanged between an application checking
the status of a certificate and the server providing that status

© I1SO 2006 — All rights reserved 5
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3.40

operating period
period of a certificate beginning on the date and time it is issued by a CA (3.18) (or on a later date and time, if

stated in the

3.4

certificate), and ending on the date and time it expires or is revoked

PKI disclosure statement
document that supplements a CP (3.10) or CPS (3.20) by disclosing critical information about the policies and
practices of a CA (3.18)/PKIl (3.45)

NOTE A PKI disclosure statement is a vehicle for disclosing and emphasizing information normally covered in detail

by associated

3.42

policy authd
PA

party or body
(3.18) practiq

3.43

policy mapp
recognition t
policy (3.10
(but not nece

NOTE S¢
3.44

policy qualit
policy-depen

3.45

CP_and/or CPS documents. (‘nnenqunn’rly‘ a PDS is notintended-to rnplnr\n a CPorCPS

rity

with final authority and responsibility for specifying certificate policies (3.10)\and ensurin
es and controls as defined by the CPS (3.20) fully support the specified certificate policies

ing

nat, when a CA (3.18) in one domain certifies a CA in another,démain, a particular certificate

in the second domain may be considered by the authority of-the first domain to be equi
ssarily identical in all respects) to a particular certificate policy-in the first domain

e 3.25, cross certification.

ier
dent information that accompanies a certificate-policy (3.10) identifier in an X.509 certificat

public key infrastructure

PKI

structure of hardware, software, people, processes and policies that employs digital signature technolg

facilitate a
specific subs

NOTE TH
communicatio

3.46
registration
RA

entity that is
and hence d

erifiable association between-the public component of an asymmetric public key pair y
criber that possesses the corresponding private key

e public key may be._provided for digital signature verification, authentication of the subjd
h dialogues, and/or for message encryption key exchange or negotiation.
authority

responsible for identification and authentication of subjects of certificates, but is not a CA (
bes not sign or issue certificates

alent

%4

gy to
ith a

pct in

3.18),

NOTE An RA may assist in the certificate application process or revocation process or both. The RA does not need
to be a separate body, but can be part of the CA.

3.47
registration

request

submission by an entity to an RA (3.46) [or CA (3.18)] to register the entity’s public key in a certificate

3.48
registration

response

message sent by an RA (3.46) [or CA (3.18)] to an entity in response to a registration request

© I1SO 2006 — All rights reserved
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3.49
relying party
RP

recipient of a certificate who acts in reliance on that certificate, digital signatures verified using that certificate,
or both

3.50

repository

system for storage and distribution of certificates and related information (i.e., certificate storage, certificate
distribution, certificate policy (3.10) storage and retrieval, certificate status, etc.)

3.51
root CA
CA (3.18) at the apex of the CA hierarchy

3.52
signature verification
(in rejation to a digital signature) accurate determination:

a) that the digital signature was created during the operational period of atvalid certificate by the private key
¢orresponding to the public key listed in the certificate (3.6);

b) that the message has not been altered since its digital signature was created.

3.53
subject
entity whose public key is certified in a public key certificate

3.54
subject CA
CA (B.18) that is certified by the issuing CA_and hence complies with the certificate policy |(3.10) of the
issuing CA

3.55
subject end entity
end ¢ntity that is the subject of a certificate (3.6)

3.56
subdrdinate CA

sub-CA

CA (3.18) that is lowerrelative to another CA in the CA hierarchy

3.57
subsicriber
entity subscribing with a certification authority (3.18) on behalf of one or more subjects

3.58
superior CA
CA (3.18) that is higher relative to another [subordinate CA (3.56)] in the CA hierarchy, but is not a root CA

3.59
tamper evident
possessing a characteristic that provides evidence that an attack has been attempted

3.60

tamper resistant
possessing a characteristic that provides passive physical protection against an attack

© I1SO 2006 — All rights reserved 7
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3.61

trusted role

job function that performs critical functions which, if performed unsatisfactorily, may have an adverse impact
upon the degree of trust provided by the CA (3.18)

3.62

trust services provider

TSP

approved organization (as determined by the contractual participants) providing trust services, through a
number of certification authorities (3.18), to their customers who may act as subscribers or relying parties
(3.49)

NOTE A frust services provider may also provide certificate validation services.
3.63
validation service request
enquiry by thie relying party (3.49) to a validation service to check the validity of a certificate. (3.6)
4 Abbreyiated terms
Abbreviation Meaning
ASN.1 Abstract Syntax Notation One
CA Certification Authority
CM Certificate Manufacturer
CP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
CVSP Certificate Validation Service Provider
EMV Eurocard MasterCard Visa
Fl Financial Institution
FIPS FederalInformation Processing Standard
FTP File. Jransfer Protocol
HSM Hardware Security Module
HTTP Hypertext Transfer Protocol
ICC Integrated Circuit Card
ID Identifier
IEC International Electrotechnical Commission
IETF Internet Engineering Task Force
ISO International Organization for Standardization

8 © I1SO 2006 — All rights reserved
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ITU International Telecommunications Union
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code

OCSP Online Certificate Status Protocol
oIb Object Identifier

PA Policy Authority

PIN Personal Identification Number

PKI Public Key Infrastructure

PKIX Public Key Infrastructure (X.509) (IETF Working Group)
POS Point Of Sale

RA Registration Authority

RFC Request For Comment

RP Relying Party

SSL Secure Sockets Layer

TLS Transport Layer Security

TSA Time stamping Authority

TSP Trust Services Provider

TTP Trusted Third Party

URL Uniform Resource Locator

5 Public key infrastructure (PKI)

5.1 | General

som

Before addressing the details of PKI policy and practices requirements, this International Standard provides
el.l background information in order for the reader to better understand the context in which these policies

and practices are used within a PKI.

5.2 What is PKI?

This subclause describes the components of a PKI and illustrates the roles with responsibilities undertaken by
the various entities within the PKI. The rapid growth of electronic commerce has brought with it the desire to
conduct business-to-business, business-to-consumer, and government-to-consumer transactions across open
networks such as the Internet. The design of the network transmission protocols creates problems for financial
institutions and their customers conducting business transactions, who require the electronic identification and
authentication of the transacting parties, proof of origin, message integrity protection and confidentiality
services. Electronic authentication also raises significant issues with respect to evidence and contract, liability,
privacy, consumer protection and trade.

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=c5c44953c0c4f0edc401dc8f331469aa

ISO 21188:2006(E)

PKls are a practical technical solution to the problems posed by open networks. Financial institutions are
becoming trust services providers (TSPs), to take advantage of the growing market for security and
authentication in online communications. Relying parties, as recipients of information, use TSPs to validate
certificates used to authenticate on-line communications. A TSP is a recognized authority trusted by one or
more relying parties to create and sign certificates. A TSP may also revoke certificates it has created and
issued. A TSP operates one or more certification authorities (CAs) whose core functions are certificate issuing,
manufacturing and certificate validation. Within a financial institution, a CA is not necessarily a business entity
but may be a unit or a function providing CA functions that may be trusted by relying parties and subscribing
parties.

Public key technology is used to support conf|dent|al|ty, mtegrlty and authentlcat|on requwements With public
key cryptograp A = k S ic key
can be made publlcly avallable ina certlfled form which protects its authent|C|ty The subjects publlc key and
identifying data are signed by the CA’s private key to create a certificate. Certificates are created
certificate policies. Revealing the public key does not compromise the private key.

Financial insjitutions may use a PKI to service their business needs in the following environments depehding
upon their refationship with the relying party. Examples of each are provided in Tables 1 to' 3.

a) Closed [environment: all entities (certificate subjects and relying parties) adhere!) to a single fingncial
institution’s trust service, and must share at least one certificate policy. See kigure 1 and Table 1.

b) Contragtual environment: certificate subjects and relying parties may.have separate TSPs. TSPs are
bound by differing forms of contract covering certificate use. These forms comprise:

1) mullilateral, under agreed rules, with a single certificate policy;
2) Dbilateral cross certification that may use different certificatepolicies;

3) accfeditation bridge that may recognize different cettificate policies through central organizatipn or
entify.

See Figure 2and Table 2.

c) Open enpvironment: the financial institutionnmay act as a TSP issuing certificates to the publi¢ and
permits yalidation of certificates in an open network environment. TSPs may operate under voluntary TSP
accredit@tion schemes or within an indigenous regulatory framework. Typically, there is no formal coptract
between the subscriber's TSP and the relying party. See Figures 3 and 4 and Table 3.

A PKI is comprised of technical, (process and people components that must harmonize into an effg¢ctive
infrastructurgd. As with any infrasfructure, the business requirements must be initially determined. These
requirementd may be met by thé)deployment of a PKI.

5.3 Business requirement impact on PKI environment

5.3.1 Gendral

This clauseluses business scenarios to illustrate the key differences bhetween the closed, open and
contractual environments. Tables 1 to 3 describe typical business scenarios, sample (security) requirements,
and the associated PKI operations that would be performed if PKI was utilized to address the requirements.

5.3.2 lllustration of certificate application in a closed environment

This subclause describes several scenarios where the financial institution may use PKI for internal purposes
and to support its services and communications internally or to its customers.

1) An entity adhering to a trust service may act as a relying party or subscriber for certificates for itself or on behalf of
other certificate subjects. In this case, subscribers and certificate subjects may be distinct entities bound by a business
relationship which is outside the scope of this International Standard.
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Financial institution

Certification authority

Customer and/or staff

Certificate subject

Figure 1 — Two entities in a closed environment

Table 1 — Certificate application scenarios in a closed environment

Typical scenarios

Sample requirements

PKI operation

The financial institution (FI) sends
an e-mail to a customer (e.g.
notification of deposit rate change).

Authentication of sender for
recipient.

Message integrity for sender
and recipient.

Sender creates digital gignature.

Recipient validates sender’s

certificate.

Recipient verifies digitg] signature.

Exchange of sensitive e-mails
between employees contained
within the FI's network boundaries.

Authentication of sender for
recipient.

Message integrity for sender
and recipient.

Confidentiality protection for
message contents.

Recipient validates sender’s

certificate.

Sender creates digital gignature.
Recipient verifies digitg] signature.

Sender fetches recipient’s certificate

from directory.

Sender encrypts messgge with

recipient’s public key.

Recipient decrypts megsage with

recipient’s private key.

Travelling sales forCe with FI
laptops need to €xeghange
customer and‘sales information
with centralized support systems.

Mutual authentication of
employee by the Fl and server
by employee.

Confidentiality protection for
data.

Provision of employee
certificates.

Provision of server ID dertificate.

Invoke SSL encryption,
Invoke SSL encryption,

dentification

The internal network distribution of

Proof that the software that is
being loaded into the device

FI digitally signs softwafe

applications.

the FI's software to customer
facing devices (e.g. ATM software).

comes from an authentic
source.

Recipient verifies digital signature

Recipient validates FI’s certificate.

Customer using a remote banking
service where the server and
browser application are provided
by the FI.

Mutual authentication of client
(customer) by the FI and
server by customer software.

Confidentiality protection for
customer data.

Customer authenticates to service

using client certificate.

Server authenticates to customer

using server certificate.

Invoke SSL encryption.

© I1SO 2006 — All rights reserved
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5.3.3

lllustration of certificate application in a contractual environment

This subclause describes the financial institution using the PKI for support transactions to its customers within
a scheme or where a contract with rules has been established between the parties. It will provide either
certificate issuance or certificate validation services, or both services, to its customers.

FI #1

Certification authority

Fl #2

Certificate validation

service provider

Customer

Certificate subject

Customer

Relying party

Figure 2 — Four entities in a contractual environment

Table 2 — Certificate application scenarios in a contractual environment

Typical scenario

Sample requirements

PKI operations

Fl emplpyee sends an e-mail via
1 [the Intefnet to a customer that uses
another|TSP.

Authentication of sender fot
recipient.

Message integrity.

Confidentiality-protection for
message.contents.

Recipient validates sender’s
certificate.

Customer checks digital signature.

Sender fetches recipient’s certif|cate
from directory.

Sender encrypts message using
recipient’s public key.

Recipient decrypts message using
recipient’s private key.

Customr submits a purchase

Customer authorizes purchase
order.

Authentication of customer by

Customer digitally signs purchage
order using certificate demonstrpating
mandated authority.

merchant!

2 order toja merchant. merchant. Recipient validates sender’s
. . . certificate.
Transaction message integrity.
Merchant verifies digital signatufe.
3 Customgr receives invoice from Message authentication. Check digital signature and valiglate

certificate.

An existing customer using an
4 | e-banking service to send high
value payment instructions to FI.

Strong mutual authentication.
Message integrity.

Confidentiality.

Customer validates Fl's server
certificate.

Fl validates customer's certificate.
FI verifies digital signature.

Sender fetches recipient’s certificate
from directory.

Sender encrypts message using
recipient’s public key.

Recipient decrypts message using
recipient’s private key.

12
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Typical scenario Sample requirements

PKI operations

e Authentication of sender
(account holder) for recipient.

e Message integrity and non-
repudiation proof.

e Confidentiality protection for
message contents.

Corporate customer sends o
e Dual customer authorization.

Clearing house validates customer's

certificate.

Clearing house verifies
signature.

Customer fetches clearing house’s
certificate from directory.

Sender encrypts message using

digital

5 Baveaantfilacdi $hy to o
payraCr S amretty toart

automated clearing house.

recipient’s public key;

Recipient decrypts mes
recipient’s private key.

Two individuals digitally
payment files.

Clearing house verifies
signatures.

sage using

sign the

both digital

e Authentication of ICC by

EMV purchase by a cardholder at terminal off-line.
point of sale.

ICC creates digital sign

Terminal checks ICC a
using ICC issuer public
by scheme CA.

ature.

Lthenticity
key certified

5.3.4| lllustration of certificate application in an openh-environment

This pubclause describes the financial institution’s_possible use of PKI to enable open external co
for itgelf, its own customers and external trading, partners. The financial institution may offer tru

its customers.

Fl

Certificate validation
service provider

Customer

— Relying party

mmunication
bt services to

Figure 3 — Fl acting as certificate validation service provider in an open environment

© I1SO 2006 — All rights reserved
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Fl

Certificate issuer

Customer

Certificate subject

Figure 4 — Fl acting as certificate issuer in an open environment

Table 3 — Certificate application scenarios in an open environment

Scenario

Sample requirements

PKI operations

Web sitg visitor downloads
1 | executaple code while browsing a
financia institution’s Web site.

Authentication of FI.

Integrity of FI executable code.

Uservalidates Fl's certificate.

User verifies FI's digital signatufe.

2 | A custoner visits an FI Web site.

Authentication of an official El
Web site (i.e., not spoofed);

User validates Fl's server certifi

Cate.

Exchange of e-mails between two
employges from different Fls via

Authentication of senderfor
recipient.

Message integrity>and non-

Each Fl employee validates the
sender's certificate.

Each Fl employee verifies digitg

(e.g. finfincial results) is published.

The user verifies the digital
signature.

3 the Intefnet where there is no repudiation proof. signature.
formal ggreement in place. i \ . .
Confidentiality protection for Each Fl employee fetches recipjent’s
message contents. certificate from directory.
Authentication of source and The user validates the Fl's
4 |Animpgrtant electronic document integrity of content. certificate.

Exchange of sensitive,e-mails
5 [between two custemers using
differenf TSPs.

Authentication of sender for
recipient.

Message integrity.

Confidentiality protection for
message contents.

Each customer validates the
sender's certificate.

Each customer verifies the digitgl

signature on the message recei

Each customer fetches the
recipient’s certificate from the

ved.

directory.

5.4 Functional perspectives

PKI may be viewed from a number of different perspectives. The hardware, software and security procedures
provide a rich set of PKI functions that can be logically grouped into PKI roles that are specified below. The
subclauses that follow describe the policy authority (a), the components of a certification authority (b to g),
subjects (h) and relying parties (i). A typical allocation of functions to roles is provided below though specific
functions may be undertaken by different roles. Multiple roles may be undertaken by the same organization.

Figure 5 is a high-level representation of the functional elements within a PKI and their relationships.

14
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CPS boundary

Certification authority

(Revoke
(Certificate request management) =_.re_q.uis.t) Authorized
i X
~/(Revoke
Certificate |~ reduest)
issuer
(Subscriber Certificate
device) manufacturer
(Certificate status
. updates) (Certificate status
Repository and/or CRLs) Internal
validation
service
(Certif|cate
validalion)
(CRL) \ External
(OCSP) validation
service
v | B
ﬂ;s_m‘ End-entities ;/R—eTying
Isubject B relationship 'wtz—/

Figure 5 — Policy authority, certification authority and end-user relationships

The term “certification authority” is used in this International Standard to reflect the aggregate of

the following

PKI roles specified above, including: certiificate issuer, ceriificale manufacturer, registrafion authority,
repository, certificate validation service provider, and subject cryptographic mechanism provider. The policy
authority is ultimately responsible for the effectiveness of the controls, management and operations of the CAs
authorized to issue certificates under its certificate policies. The controls that the CA uses are defined within

its certification practice statement.

a) Policy authority (PA) performs the following management functions:

— creates, maintains and approves the certificate policies;

— specifies the content of public key certificates as described by a certificate policy;

— distributes and promotes certificate policies;

© I1SO 2006 — All rights reserved
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b)

16

interprets adherence to its certificate policies;

authorizes parties to act as certification authorities under the certificate policies;
approves certification practice statements for authorized CAs;

resolves or causes resolution of disputes related to certificate policies;

ensures regulatory compliance;

ensures that the provisions of the CP remain valid with regard to potential security threats;

receives and reviews reports of CA security incidents and actions taken;

approvep and documents within the CP the procedures for revocation of certificates, including:
— whq@ may submit revocation requests and reports;

— how they may be submitted;

— any|requirements for subsequent confirmation of revocation reports and-requests;

— whagther and for what reasons certificates may be suspended;

— the mechanism used for distributing revocation status information;

specifies the maximum delay between receipt of a revogation request or report and the change fo the
revocatipn status information available to all relying parties based on a risk analysis.

Certificate issuer (Cl) performs the following management functions:

managep the processes for issuing public key:certificates;
issues and manages certificate status;

enters into a contractual arrangement with a subscriber under a subscriber agreement or banking ferms
and conglitions;

issues cprtificates to certificate subjects under one or more certificate policies;
provide§ a means fér-subjects or, where applicable, subscribers to request revocation;

arrange$ and manages the processes to revoke public key certificates;

owns and controls its signing key(s) and therefore can switch certificate manufacturers;

maintains ownership and control of its business records;
subscribes to a CPS;
processes upon receipt requests and reports relating to revocation;

authenticates source for requests and reports of certificate revocation (i.e., checked to be from an
authorized source);

notifies the subject and, where applicable, the subscriber of a revoked or suspended certificate;

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=c5c44953c0c4f0edc401dc8f331469aa

ISO 211

provides directly or approves of the mechanisms of performing cryptographic signing
applicable, decipherment functionality, under the terms of the certificate policy;

manages the obligations and liabilities as stated in the CP.

Certificate manufacturer (CM) performs the following CA operational functions:

creates and maintains its own CPS;

operates within the bounds of its CPS;

generates and distributes public key certificates;

generates and manages certificate signature asymmetric key pairs consistent with\the 5
provided by a certificate issuer;

distributes the certificate issuer’s public key(s) certificates;

generates information on certificate status (such as CRLs);

provides out-of-band notifications of certificate issuance and revocation where required;
mMaintains separation between different hosted certificate issuéers;

iMaintains security, availability and continuity of the certificate signing function as specified in

periodically demonstrates audited compliance with,the certification authority control objective
Clause 7;

g¢nsures regulatory compliance;

ensures that the provisions of the CRS:remain valid with regard to potential security threats;

Registration authority (RA) performs the following operational functions:

mManages a public keygertification request from a subject or, where applicable, a subscriber;

anages the distribution of subscriber key pairs where the CM has generated the key pairs
y the CP;

performs. the registration process by:

optionally generates subscribertkey pairs at the request of the RA where permitted by the CR.

88:2006(E)

and, where

pecifications

its CPS;

5 specified in

as permitted

+—"checking the subject's credentials evidencing claimed identity in line with regulator

know-your-

customer requirements (e.g., money-laundering requirements);
— verifying that identifying data provided by the certificate subject is valid;
— verifying that the identifying data pertain to the certificate subject;

— verifying that the certificate subject is entitled to obtain a public key certificate under t
policy;

he certificate

— verifying that the certificate subject possesses the asymmetric private key corresponding to the

public key;

© I1SO 2006 — All rights reserved
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e)

g)

h)
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manages the submission of certificate requests to the certificate manufacturer;
records the binding of the certificate subject’s identification data to the certificate subject’s public key;

receives and processes certificate subject or, where applicable, subscriber requests to revoke certificates,
suspend certificates and reinstate suspended certificates;

operates within the bounds of the applicable certificate policies and where applicable the CM’s CPS.

Repository performs the following technological functions:

stores and distributes public key certificates;
stores and distributes information on certificate status (such as CRLs and/or online certificaterstatus)
stores apd distributes PKI public information (e.g., certificate policy).

Certificate validation service provider (CVSP) performs the following functions:

enters imto a contractual arrangement with the relying PARTY, and whencundertaken formally, pprties
sign a rglying party agreement;

enters into a contractual arrangement with the policy authority to «€ollect information on the certificate
policies pnd update the status of the associated certificates;

operateg within the bounds of its own organizational policies ahd applicable certificate policies;

maintairls the status of certificates where the CVSP holds certificates on behalf of other trust sgrvice
providerg in accordance with the certificate policy;

seeks tg obtain the current status on certificatesfrom other trust service providers;
validates$ the status of a certificate and provides a response to the requestor.

Subject cryptographic mechanism-provider (SCMP) performs the following function:

supplies| a mechanism that consists of a physically secure-signature-creation device (e.g. an ICC) or
alternatiyely a software emulation that provides comparable functionality in order to:

— seclrely store the-Subject’s private key and associated certificates;
— enaple securé activation and deactivation of the private key;

— proyide‘a 'secure initial activation mechanism.

Subject or, where applicable, subscriber (S) performs the following functions:

presents their credentials as evidence for claimed identity in accordance with the relevant certificate
policy;

generates or causes to be generated one or more asymmetric key pairs;
presents the public key certification request to the registration authority;

complies with the asymmetric private key protection requirements (i.e., key storage and cardholder
verification);

reports loss or compromise of private key(s) and inaccuracy of certificate information;
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uses their key pair(s) in conjunction with authorized business applications in compliance wi
policies and in accordance with the CP;

uses their own private key (signing) to cryptographically sign message digests or similar data

uses their own private key (encipherment) to decrypt messages.

Relying party (RP) performs the following functions:

th applicable

elements;

validates subject public key certificates or requests the validation of certificate subject public key

certificates through a CVSP;

Jlses the public key in the subject's certificate for authorized business applicationscand
¢ryptographic functions (e.g. digital signature verification, key exchange, etc.) ,in com
applicable policies and in accordance with the CP;

yises the subject’s public key to check the validity of the digital signature;

:Lses the subject’'s public key (confidentiality) and appropriate cryptodraphic mechanism
essages to provide confidentiality protection (optional).

izations, either directly or indirectly; nevertheless, it is the responsibility and liability of t
r to manage the associated CP risks.

Business perspectives

General

A financial institution’s future ability to participate in an on-line global economy depends on the ¢

truste
finan

oppo

new
man

5.5.2

d and secure environment in which to conduct business in the electronic medium. The idea
Cial institution is to establish a security infrastructure for an on-line marketplace that wi
rtunity to support internal securityneeds, to enhance and service its customer base as we
markets for the provision of trust.services. In defining the business operations of the financ

y issues will be addressed, including the consideration of 5.5.2 t0 5.5.7.

Business risks

Ther¢ is a business need’ to manage risks in conducting electronic commerce. PKI is one

mech

may

5.5.3

The
and

anism that may-proevide appropriate protection to manage those risks. PKIl is a control me
be used for many different applications and can be seen as a common, re-usable infrastructt

Applicability

parties' involved must determine whether the certificate policy is appropriate to the busines

appropriate
pliance with

to encipher

bossible for any or all of the certification authority roles to be, delegated to one or moie third party

he certificate

Xistence of a
| goal of any
| allow it an
Il as to enter
al institution,

such control
chanism that
re.

s application

sSociated risks.

4
q

5.5.4 Legal issues

The legal perspective considers the public key certificate as an assertion or a series of assertions made by the
certification authority about the subject to the relying party. The CP (perhaps augmented by the CPS)
establishes what assertions the certification authority is making. It may also specify what warranties the
certification authority offers, that these assertions are true, and what liabilities will be assumed or allocated by
the certification authority in the event that an assertion is untrue. It may specify any limitations to these
liabilities, such as specifying a group whose members are the only parties permitted to act as relying parties. It
may specify the maximum liabilities per certificate or per transaction, and specifies the types of transaction in
which the warranties are in effect. It specifies procedures for submission of claims and for resolution of
disputes. It specifies any conditions a relying party should fulfil or actions a relying party should perform before
being authorized to rely on a certificate and its assertions.
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The responsibilities and liabilities relating to a PKI, particularly where different businesses are involved, are
commonly a major issue for a contractual PKI environment. The responsibility for and scale of commercial

liability will be a significant factor in setting out the business requirements, especially for trust services.

5.5.5 Regulatory issues

The regulatory perspective considers differences in the acceptability of PKI processes and services in the
conduct of business related in alternative jurisdiction, industry standards and/or industry audit functions.

5.5.6 Business usage issues

Business us@ge, as described in 5.3, is between the entities defined in the environment (i.e., the certi

subject or, W
forth in the (
the subscrib
subsequently

Optionally, u
Where this is
limit.
5.5.7 Interq
The dispara
environment
of operation
the certificat

resolve any
setting out th

The interope
the issues of

legal jur

commer

Non-technics
of the enviro
application u

The detailed

here applicable, the subscriber and the relying party). Both parties must fulfil their obligatior
P or the agreement that defines these obligations. The certificate subject or, where) applid
er may then use the digital signature process to authorize a message or tfansaction
the relying party may then rely upon the authenticated signature.

nder a warranty scheme, a reliance limit may be established by the CP or-by 'separate agree
the case, the relying party may choose to seek a guarantee for that transaction, up to a sp

bperability issues

fe business practices and related policies are often a. further challenge in an open
from business and technological perspectives. However, ih a contractual PKI environment,
are established specifically to overcome interoperability issues. In a closed environment, V
b issuer and the relying party are the same finanGial institution, it is up to that organizati

-

e business requirements for trust services.

sdiction and responsibilities;

Cial risk management considerations;

technical recognition of the cértificate and operational processing aspects;

policy and trust scheme.obligations.

| interoperability issues are resolved by adherence and by conformance to the contractual
hment that'describe the business contract responsibilities and liabilities according to the bus
hder the certificate policy interpretation.

ficate
s set
able,

and

ment.
ecific

PKI
rules
vhere
pon to

nteroperability issues. The disparate policies regarding use of the PKI need to be considefed in

rability of trust services for financial institutions requires a governance framework that addrg¢sses

rules
ness
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1€ or

by different organizations. Rather, certificate policies best serve as the vehicle on which to base common
interoperability standards, certificate requirements and common assurance criteria for an industry or global
basis.

A CA with a single CPS may support multiple certificate policies (e.g. used for different application purposes
and/or by different certificate user communities). In addition, different CAs, with non-identical certification
practice statements, may support the same CP.

a) A CP may apply more broadly than to just a single organizational unit or single organization. If a particular
CP is widely recognized, it has great potential as the basis of automated certificate acceptance in many
systems.
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b) Financial institutions that operate public or inter-organizational certification authorities shall document
their own practices in CPSs. The CPS is one of the organization's means of protecting itself and
positioning its relationships with subscribers and other entities.

c) Technical implementation may differ due to interpretation of standards and protocols by the PKI

integrators. A technical comparison must take place within the PKI environment to ensure technical

interoperability.

For interoperability of PKIs operated by different CAs there is a need for a trusted path to enable a relying
party to verify the certificates issued by another CA. This trusted path can be provided by one CA issuing a

cross-certifica

ates and in particular that the implied trust relationship is matched by an appropri

As since the impact of any successful attacks on such root CAs can be Very significant.

e interoperability is required or anticipated between PKls operated by different CAs un
cate policies, either:

felying parties operating under one PKI must accept policies used by its own CA and that g
CA;

or

ere must be a recognized equivalence mapping from the policy used by the external CA to
e relying party’s own CA, this equivalencé mapping needs to be established by the relying
rovide a one-way mapping to the external policy, however, in practice, mutual equivalence i
etween CAs by bilateral agreement:

5.6 | Certificate policy (CP)

5.6.1| General
ACP
for a
certif]
party
busin
trans

is a common set of fules with regard to the level of trust that shall be met by associated cer;
particular purpose./The CP also specifies the criteria that shall be agreed upon and compl
cation authority before certificates issued by such a certification authority may be accepted

It is developed by a policy authority. The policy authority writing the CP may range f
ess entity )to a collection of entities such as a payment association established to
bctions between the member entities.

te to another. This may even involve other third party CAs that assist in providing a

trusted path
such cross-
hte business

D issue “CA”
blied to such
Furthermore,

eeds for some areas of the policies and practices of such a root CA wijthyregards to functions such as

der different

f the another

that used by
party’s CA to
5 established

ificates used
ed with by a
by a relying
rom a single
interchange

As an ‘example, a company wishing to transact with another company may require for businesg

reasons the

use of digitally signed messages. Each party would need to define their business requirements

and adopt a

certificate policy that meets those requirements. Both parties need to obtain a certificate from a certification

authority that supports that certificate policy.
The purpose of a CP includes:

— to define and limit the use of certificates;

to specify requirements and obligations of certificate subject and, where applicable, su
certification authority and relying parties;

relying parties;
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to specify policy administration process;

to specify governing law.

A CP shall be represented by a unique registered object identifier which needs to be recognized by members
of the contractual environment. The PA that registers the object identifier also publishes a textual specification
of the CP, for examination by certificate users. (See Annex C for additional information.)

The CP focuses on what the certificate is to be used for and is defined independently of the details of the
specific operating environment of a certification authority.

5.6.2 Certificate policy usage

Certificate p¢licies are created for specific purposes within a PKI and business environment. There m
te policies within one root hierarchy, each defining the business/policy requirements’ for g
of certificatep sharing common policy requirements. In each case, the policy authority piust develo
specific certfficate policy and ensure that the certificate practices statement of the cértification aut
creating the gertificates adequately address the requirements of each certificate policy,

by be
oups
D the
nority

Examples of|different certificate policy usage would include but not be limited to:

certifica er to

authenti

a) policy for specific functional applications (e.g. server identification certificate for custoni

cate their on-line banking service provider);
b) subscrip
purchas

tion to the certificate policy that matches the business)application (e.g. customer sign
ng order from a merchant);

ng a

fined
fypes

subscrip
environn
to certifi

tion to the certificate policy that matches av\generic security application with a de
nent within prespecified restrictions, (e.g. providing confidentiality protection on all message
cate subject across the Internet).

5.6.3 Certificate policies within a hierarchy of frust

PKIls are comnmonly structured into a hierarchy with the top or apex of the hierarchy being a root. The root

delegates a
intermediate

portion of its trust to subordinate CAs based upon the organizational needs. The roo
levels primarily authenticate_and sign the digital certificates of subordinate levels and provid

structuring o¢f business requirements’ by differentiating between organizational needs (e.g. bet

geopolitical g
the hierarchi
of facets of

specificity of
end-entities s

For example
and may on

r organizational regjons/ countries or states, organizational units, etc.). As illustrated in Clad
ps permit the use of\multiple certificate policies, each defining the different business requirer
he business envirenment. With a hierarchy, each level is more granular or homogenous
requirements to¥a “smaller” group of certificates issued to end-entities. Each group of certi
hare a common set of certificate policies.

the root level at the highest level of the hierarchy, by definition must use a self-signed certi
y-be 'used to sign subordinate certificates. A subordinate CA must be defined based

and
e the
ween
se 6,
nents
in its
ficate

ficate
upon

geopolitical,

organizational or other requirements. The subordinate CAs must cascade into multiple

evels

based upon multiple structural needs or it may issue certificates to end-entities.

In a hierarchy, the root must be the most trusted point. Each subordinate level shares the trust between their
peers, but each must trust the superior point from which they have been delegated responsibility.

Examples of different certificate policy usage include but are not limited to:

a) certificate policy for identifying the root CA with its implied self-signed certificate (certificates issued under
Policy A in Figure 6);

b) certificate policy for identifying a subordinate CA established under the root CA or another subordinate
CA. To sign the public keys of the subordinate or intermediate CAs, the root CA acting as the ultimate
parent in the CA hierarchy in the FI (certificates issued under Policy B in Figure 6).
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In Figure 6, the policy authority issues the root policy and all subordinate policies within the hierarchy of trust.

(Root policy)

Root CA
. (Policy A)
(Policy A) o S
Sub-CA Certlflcagilssumg
(Policy B) (Polic
e L y C)
Certlflca(l:tilssumg End entity
(Policy D) (Policy E)
End entity End entity

Figure 6 — Root hierarchy creates a hierarchy of trust

5.6.4| Certificate status

A policy authority shall specify the conditions applicable to the states of a certificate issued under a specific
CP.

As dgfined in ISO 15782-1, a.certificate may be in one of the following states:
a) ljve — operational;
b) guspended (state called “on hold” in ISO 15782-1);

c) nevoked;

d) efxpired.

Once a certificate is revoked or expired it cannot return to a live state. Refer to ISO 15782-1 for further
discussion of certificate management.

The policy authority shall specify the conditions applicable to the states of a certificate issued under a specific
CP.

5.7 Certification practice statement (CPS)

The certification practice statement describes the necessary and sufficient procedures and controls employed
by the CA to meet the requirements of the certificate policies.
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The purpose of the certification practice statement is to clearly define the CA’s procedures and practices to
manage the risks associated with certificate policies. A useful approach in completing the certification practice
statement is to follow the outline provided in Annex B and clearly define the step-by-step practices from
certificate request/issuance, certificate verification and required supporting functions.

As indicated earlier, the CA is the entity responsible for performing the five roles of 1) registration,
2) certificate manufacturer, 3) certificate issuer, 4) repository and 5) validation services. The CA is responsible
for clearly defining the controls to accomplish these roles in meeting the requirements set forth in the CP. The
controls are documented in the certification practice statement (CPS). The roles and functions of a CA may be
securely delegated in any manner it desires, but all the roles and functions shall be completed and the CPS
shall be written and maintained by the CA.

A CPS may 1lake the form of a declaration by the CA of the details of its trustworthy system and the practices it
employs in ifs operations to securely issue and manage its certificates. Portions of a certification-practice
statement mpay also be part of the contract between the CA and the subscriber. When the legal relatiophship
between a CA and subscriber is consensual, (e.g. in a case of a home banking relationship betwgen a
consumer off corporation and a bank), a contract, such as a subscriber or account agreement, would|be a
means of givjng effect to the contents of the CPS.

5.8 Relationship between certificate policy and certification practice statement

5.8.1 Gengdral

The roles of the certificate policy and certification practice statement are.illustrated in 5.8.2 to 5.8.6.

5.8.2 Authprity

A policy authority specifies the certificate policy that is adopted by the certification authorities that have their
controls desgribed in certification practice statements. A CR\is created, maintained, distributed and intergreted
by the policy authority. The policy authority may eitherepresent one financial institution or be shared| by a

number of n
equivalent dq
not compulsq
or the policy
statement m
internal proc

najor stakeholders. A certification authority in support of its operation prepares a CPS
cument as evidence of its ability to.comply with one or many certificate policies. A formal C

authority. In any event, the CA shall have documented its practices. While a simple compl
by suffice with a contractual PKI environment, a CPS, nevertheless, provides guidance for
bssing and processing completed by delegated roles.

Dr an
PS is

ry in a contractual PKI environmehtjand is often determined by either the rules of the comnunity

ance
both

5.8.3 Purppse

The purpose|of a certificate‘policy is to state “what is to be adhered to” by the CA, the subject and the r¢lying
parties, whilg a CPS states_ “how the certificate policy is adhered to” by the CA (i.e., the control process{s the
CA will use in creating~and maintaining the digital certificate). The CP is included by reference in the digital

certificate. T
policies that
procedures g

ne relationship between the CP and CPS is similar in nature to the relationship of other bus
state/the requirements of the business, while operational units define the practices
f how these policies are to be carried out.

ness
and

5.8.4 Level of specificity

A certificate policy is prescriptive.

A certification practice statement is descriptive and detailed. Such documents are generally defined as internal
operating procedure documents that may describe specific tasks and responsibilities within an organization.
Such documentation may be used in the daily operation of the CA and reviewed by those performing a
process review or audit.
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Approach

The CP is based upon known business requirements.
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A CPS is tailored to the organizational structure, operating procedures, facilities and computing environment
of a certification authority.

5.8.6

Audience and access

In general, the CP is managed as public information in the contractual environment, and therefore widely
disseminated by the PA to all participants. The CP should clearly identify the distribution policy of public,

sens
partig

A CF
and
docu
may
contr

For 4
reasd
CPS
and |
the 4
used

inclugle more detailed information about the administratiom™of the access control mechanisms.

5.9

In or

and the subscriber. The subscriber agreement describes the terms and conditions of service

also
the c

Ther¢ shall be a relying party_agreement between the certificate validation service provider an

party
Typid

The
authd
Typid
asse
discr

tlearly defines how its practices fully support the CP identified. It is therefore byyits natur
ment which may be considered confidential. If the circulation of the CPS is restricted, financi
ise a PKI Disclosure Statement, indicating the type and nature of the controls without disclg
bl details to support the CP.

xample, the CP may state that all certificate registration transactiens are considered sen
ns of individual privacy, all such transactions will be protected,during transmission and
may then further identify that all certificate registration transactions will be encrypted during
st the business divisions that are allowed access to the stofed information. The CPS may
Igorithms and key lengths used for encryption during transmission and the access contro
for storage. The CA's confidential operating procedures, rather than the CP or CPS, w

Agreements

ive and confidential information both within the contractual environment and to appropliate external
S.
S is a statement by a CA as to the control practices it will follow in issuing and maintainin

g certificates
E a sensitive
bl institutions
sing specific

Sitive and for
storage. The
transmission
also specify
| mechanism
buld typically

ler to formalize the relationships, there shall be a subscriber agreement between the ce

binds the subscriber to its obligations' specified in the certificate policy. The policy authori
prtificate policy available to the subscriber.

The policy authority shall.make the certificate policy available to the relying party and the C
ally there will be no.cehtract between the subscriber and the relying party.

CPS shall be_made available by the certificate manufacturer to the certificate issuer and
rity. Typically-"the CPS will not be made available to subscribers and relying parties o
ally, a ‘PKI disclosure statement may be used for this purpose or alternatively an
ssment.may be used to determine the suitability of the controls described in the CPS. Hg
ptiony, the certification authority may provide copies of its CPS to the CVSP. The conten

disclq

rovision and
shall make

r{:‘icate issuer

d the relying
VSP.

to the policy
r the CVSP.
independent
wever, at its
s of the PKI

sure statement are determined at the discretion of the CA.

When a PKI operates within a scheme, the scheme will typically specify requirements that should be met by
entities within the PKI. The policy authority is responsible for ensuring that the CP complies with the scheme
rules. For purposes of interoperability each respective CA’s CPS or PKI disclosure statement may be made
available to the respective CAs prior to cross-certification.
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Figure 7 provides an overview of the typical control documents within the standard financial PKI model.

Scheme
rules

Certificate /'y
Creates and
manufacturer intai Schgmg
maintains accreditation
Approves
Policy
authority \ Contract
Subscribes
N Creates or
Cgrtlflcate approves CVSP\(FI)
Publish iIssuer . ?
ublishes Complies Y Complies
cP Relyling
PDS Complies ) paity
> Complies | agreement
Consults No contract
Subscriber Relying party

Figure 7 — Control documents within standard financial PKI model

5.10 Time-stamping

The timing of events from a trusted time source(i.e., a time source known to be synchronized with uniyersal
coordinated {ime (UTC) can be an important adjunct to the security services provided by a PKI. Not only is this
place secured events within, context (e.g. for dispute resolution) but also as a meaps of

aspects of certificate"usage where timing is of particular importance. Firstly, trust servicgs are
based on ceftificates which havé-avalidity period. If a certificate is used to protect data outside that geriod
then the valiglity of the certificate cannot be assured. Secondly, if a certificate is revoked then any use ¢f the
certificate affer the time that.it)is revoked may be considered to be invalid. Thus, if there may be a significant
time between the application of a certificate in securing data and the checking of the validity of the proteftion,
e.g. when applying addigital signature to stored data, it is important to be assured of the time at which the
signature wals appliedxIf it can be assured that a signature was created before the supporting certificat¢ had
expired or was reveked, then the validity of signature can be assured long after either of those events. It|is for
the relying panty-to determine whether they accept the risk associated with a certificate that may have expired

or may have ‘beenrevokednthe-interim pet tod:

A method of providing assurance of the time that a signature was created is to employ a trusted third party,
commonly called a time-stamping authority (TSA) to bind a time to the digital signature on or near the time
that the signature was created. This technique is commonly called time-stamping. An example time-stamping
protocol is defined in ISO 18014-2. This time-stamping protocol uses a hash digest of the data to be time-
stamped (e.g. signed data) along with a trusted source of time digitally signed by the trusted authority.

This time-stamping service may be used, for example, by the signatory immediately after signing or before
being placed in long-term storage. Once time-stamped, the data can be assumed to be valid even if the
supporting certificate subsequently expires or is revoked. Where data are to be archived over very long
periods, for example beyond the validity period of TSA’s own certificate, further time-stamps may be applied to
ensure the ongoing protection of the signed data.
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Such an application of time-stamping may also be used to protect a signatory “repudiating” a signature by
subsequently claiming to have the signing key compromised and so causing the certificate to be revoked. If
the signed data are time-stamped on or near the time that the signature was created it can be shown to be

valid

at that time even though the certificate may subsequently have been revoked.

A variation of the time-stamping mechanism described above is to link together a time-stamp token with
others previously issued by a time-stamping authority to provide greater assurance in the security of a single
time-stamp (see 1SO 18014-3). Another variation is to employ several independent time-stamping authorities
and so avoid dependence on a single trusted authority.

6 (

6.1

Certificates shall be issued under at least one CP. A certificate issued in the X509 v8 fermat sha

asso

a)

q

ertificate oot Fcertificati " | .

Certificate policy (CP)

ciated with one or more certificate policies as defined in 8.2.6 of ISO 15782-1:2003.

— specific permitted uses for the certificates if such use is limited to’specific applications;

P shall in accordance:
— be uniquely identified;
— contain its name;

— identify where the document may be-acquired (e.g. URL, e-mail address, OID, etc.).

efined in Clause 3).

— identify policy authority;
— identify procedures for publication, change and subsequent naotification;
— identify the version number and effective date;

— “include an expiry date if applicable.

e) CP shall include disclosure of governing law or how the governing law is determined.

CP shall describe the conditions for applicability of the certificates issued-by the CA, including:

— limitations on the use of certificates if there are specified{prohibited uses for such certificptes.

P shall provide procedurés;for administration. CP shall include administrative procedures inforder to:

| be explicitly

P shall provide a definition of terms used within the policy (where such definitions diffgdr from those

f) CP shall identify subscriber obligations and liabilities. CP should include subscriber obligations and
liabilities in order to:

guarantees that information contained is accurate;

done in a manner appropriate to the control objectives specified (see 8.3.4);

— protect the access to the private key associated with certificate;

©I1SO
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guarantee that if the subscriber or the certificate subject generates the public key pairs, it will be
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9)

h)

k)

28

— notify the issuer of private key compromise or change of status within the time frame specified in the

CP;

— restrict the use of the certificate to the usage specified.

CP shall identify issuer obligations and liabilities. CP should include issuer obligations and liabilities in

order to:

— notify the subject and, where applicable, the subscriber of the certificate that the certificate has been
issued;

— noti
sus

—  mal

y the subject and, where applicable, the subscriber WhOS€ certificate has been rev
bended or unsuspended;

e available to relying parties the certificate status in accordance with the CP (i:€.,"by p¢

certfficate status information in a repository available to participating subscribers and-relying parj

— conj

— pro
app

— pro

CP shall
liabilitied

ply with the CP identified and its associated certification practice statement;

ide notification of any disclaimers of liability (e.g. for misuse of\certificate for disall
ications);

ide confidentiality protection to non-public subscriber and relying party information.

identify relying party obligations and liabilities. CP sheuld include relying party obligation
in order to:

— resfrict usage to applications identified;

—  pro
exc

— che

— vali

—  pro

CP shou

CP shall

— sub

ide notification regarding any disallowange of claims of liability for misuse of the certifical
uded applications;

Ck digital signature;

Hate certificate content and status;

ide notification of applicable liability caps and warranties.

d identify any applicable reliance or financial limits for certificate usage.
state the minimum requirements for:

scribersdentification and authentication;

bked,

sting

ies);

pwed

5 and

te on

— cerlfficate status publication;

— subscriber private key protection;

— CA

CP shall

private key protection.

state the minimum requirements for the mandatory X.509 v3 fields:

— version number;

— serial number;

— signature algorithm;
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— issuer;

— valid from and valid to dates;

— subject;

— public key algorithm and minimum key length;
— required extensions.

See Annex A for additional information on certificate policies.

6.2 | Certification practice statement (CPS)
a) A certification authority shall document its certification practices.
b) A CPS or equivalent shall support each CP under which the CA issues or manufactures certificates.

'he CA’s certification practices shall address the contents provided in Annex B that include|the following
high-level components to the level of detail required by the policy authority with reference tq the relevant
¢ertificate policies:
) introduction;

) general provisions;

AO-

3) identification and authentication;

4) operational requirements;

%) physical, procedural and personnel security controls;

@) technical security controls;

T) certificate and CRL profiles;

8) practices administration.

d) A CA's certification’practices shall comply with the control objectives specified in Clause 7.
e) A CA's certification practices should include those control procedures specified in Clause 8, which are
appropriaterbased on the CA's assessment of risks and meets the requirements of the supported

¢ertificatexpOlicies.

See fAnnex B for additional information on certification practice statements.

7 Certification authority control objectives

7.1 General

Control objectives in the areas of CA environmental controls, CA key life cycle management controls, and
certificate life cycle management controls are presented in 7.2 to 7.6, representing baseline control criteria
with which a CA shall comply and against which a CA may be evaluated or audited. Such an evaluation may
take the form of an internal audit or external audit using any appropriate audit methodology as may be defined
by the rules of the contractual environment.
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A number of the control objectives are regarded as optional and would only be applicable if supported by the

CA. These in
CA-prov

CA-prov

— certifica
7.2 CAen
7.2.1 Certi

Control obje

practice statgment (CPS) and certificate policy (CP) management processes are effective. The policy aut
ave the responsibility of defining the business requirements and ‘policies for using digital

(PA) shall h
certificates a

See 8.2.1 for

7.2.2 Secu
Control objeq

security

the sec

the sec
outsourd

See 8.2.2 f
managemen

7.2.3 Asse

Control obje
information r
policies and

identified risks are managed effectively;

clude:
ided subject key generation services;

ided subject key storage, recovery and escrow services;

integrated circuit card (ICC) life cycle management;

certificate renewal;

e suspension.
vironmental control objectives

fication practice statement and certificate policy management

ctives: the CA shall maintain controls to provide reasonable assurance that its certifig

nd is specified in a certificate policy (CP) and supporting agreements:.

control procedures to be considered for these control objectives.

ity management
tives: the CA shall maintain controls to provide reasonable assurance that:

is planned, managed and supported within the organization;

rity of CA facilities, systems and information assets accessed by third parties is maintained;

Lrity of information is maintained when the responsibility for CA sub-functions has
ed to another organization-or entity.

pr control procedures to be considered for these control objectives. Guidance on se
may be found in\[SO/IEC 17799.

t classification and management

ctive:\the CA shall maintain controls to provide reasonable assurance that CA assets
beeive an appropriate level of protection based upon the requirements of all supported certi

ation
nority

been

curity

and
ficate

iclk’analvucic
ISRy SiS-

See 8.2.3 for control procedures to be considered for this control objective.

7.2.4 Personnel security

Control objective: the CA shall provide reasonable assurance that personnel and employment practices
enhance and support the trustworthiness of the CA’s operations.

See 8.2.4 for control procedures to be considered for this control objective.
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7.2.5 Physical and environmental security

Control objectives: the CA shall maintain controls to provide reasonable assurance that:

See

7.2.6| Operations management

Control objectives: the CA shall maintain controls to provide reasonable assurance that:

See

7.2.7] System access management

Control objectives: the CA shall maintain controls to provide reasonable assurance that CA syst
limitegd to authorized individuals.(Such controls shall provide reasonable assurance that:

See

physical access to CA facilities is limited to authorized individuals;
CA facilities are protected from environmental hazards;
loss, damage or compromise of assets and interruption to business activities are prevented;

compromise of information and information processing facilities is prevented.

EL.2.5 for control procedures to be considered for these control objectives.

the correct and secure operation of CA information processing facilities is-ensured;
the risk of CA systems failure is minimized,;

the integrity of CA systems and information is protected against Viruses and malicious softwa

flesponse procedures;
Iwedia are securely handled to protect them fromydamage, theft and unauthorized access.

2.6 for control procedures to be consideréd for these control objectives.

operating system access)is limited to authorized individuals with predetermined task privilegg

dccess to network’segments housing CA systems is limited to authorized individuals, app
gervices;

CA application use is limited to authorized individuals.

re;

damage from security incidents and malfunctions is minimized through the use of incident feporting and

BM access is

2

lications and

T.2.7 for control procedures to be considered for these control objectives.

7.2.8 Systems development and maintenance

Control objective: the CA shall maintain controls to provide reasonable assurance that CA systems
development and maintenance activities are authorized to maintain CA system integrity.

See

8.2.8 for control procedures to be considered for this control objective.
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7.2.9 Business continuity management

Control objectives: the CA shall maintain controls to provide reasonable assurance of continuity of operations
in the event of a disaster. Such controls shall include at a minimum:

the development and testing of a CA disaster recovery plan;

at an alternate location;

the storage of back-ups of systems, data and configuration information at an alternate location;

the storage of required cryptographic materials (i.e., secure cryptographic device and activation materials)

the avai

The CA shal
relying partig

See 8.2.9 for
7.2.10 Moni
Control objeq

it confor

unautho

See 8.2.10 fq

7.2.11 Audi
Control objeq

CA envi
logged;

the conf
audit log

audit log

ability of an alternate site, equipment and connectivity to enable recovery.

maintain controls to provide reasonable assurance that potential disruptions to subscCriber
S are minimized as a result of the cessation or degradation of the CA’s services,

control procedures to be considered for these control objectives.

toring and compliance

tives: the CA shall maintain controls to provide reasonable assurance that:

ms with the relevant legal, regulatory and contractual requitements;

compliamce with the CA’s security policies and procedures is €nsured;

fized CA system usage is detected.

r control procedures to be considered for these control objectives.

logging
tives: the CA shall maintain conirols to provide reasonable assurance that:

onmental, key management and certificate management events are accurately and appropr

dentiality and intégprity of current and archived audit logs are maintained;

s are completely and confidentially archived in accordance with disclosed business practices;

s aregeviewed periodically by authorized personnel.

See 8.2.11 {q

5 and

ately

rcontrol procedures to be considered for these control objectives.

7.3 CA key life cycle management control objectives

7.31

CA key generation

Control objective: the CA shall maintain controls to provide reasonable assurance that CA key pairs are

generated in

accordance with defined key generation ceremony scripts and the requirements of the CPS.

See 8.3.1 for control procedures to be considered for this control objective.
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7.3.2 CA key storage, back-up and recovery

Control objectives: the CA shall maintain controls to provide reasonable assurance that:
— CA private keys remain confidential and maintain their integrity;

— access to CA cryptographic hardware is limited to authorized individuals.

See 8.3.2 for control procedures to be considered for these control objectives.

7.3.3 CA public key distribution

Control objective: the CA shall maintain controls to provide reasonable assurance that the’fintegrity and
authgnticity of the CA public key and any associated parameters are maintained during initial and subsequent
distribution.

See 8.3.3 for control procedures to be considered for this control objective.

7.3.4] CA key usage

Control objective: the CA shall maintain controls to provide reasonable assurance that CA keys gre used only
for their intended functions in their predetermined locations.

See 8.3.4 for control procedures to be considered for this controhobjective.

7.3.5| CA key archival and destruction

Control objectives: the CA shall maintain controls to provide reasonable assurance that:
— archived CA keys remain confidential andssecured in the event that they are put back into prgduction;
— €A keys are completely destroyed at\the end of the key pair life cycle as determined by the GPS.

See 8.3.5 for control procedures to be ¢onsidered for these control objectives.

7.3.6| CA key compromise

Control objective: the CA shall maintain controls to provide reasonable assurance that continuity pf operations
is mgintained in the event of the compromise of the CA’s private keys.

See 8.3.6 for contrel procedures to be considered for this control objective.

7.4 | Subject key life cycle management control objectives

7.4.1—CA-provided subject key generation services (if supported)

Control objectives: if the CA provides subscriber key management services, the CA shall maintain controls to
provide reasonable assurance that:

— subject keys generated by the CA (or RA or card bureau) are generated in accordance with the CP;

— subject keys generated by the CA (or RA or card bureau) are securely distributed to the subject by the CA
(or RA or card bureau).

See 8.4.1 for control procedures to be considered for these control objectives.
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7.4.2 CA-provided subject key storage, recovery and escrow services (if supported)

Control objectives: if the CA provides subject confidentiality key storage, recovery or escrow services, the CA
shall maintain controls to provide reasonable assurance that:

subject private keys stored by the CA remain confidential and maintain their integrity;
subject private keys archived by the CA remain confidential;

subject private keys stored by the CA are completely destroyed at the end of the key pair life cycle;

See 8.4.2 for

7.4.3

Control objeq
(ICCs), the G

ICC pro
bureau);

ICC usa

ICCs ret

See 8.4.3 for

744 Requ

Control obje
cycle.

See 8.4.4 for
7.5 Certif

7.51

subject private keys escrowed by the CA remain confidential.

control procedures to be considered for these control objectives.

Integrated circuit card (ICC) life cycle management (if supported)

tives: if the CA (or RA) distributes subject key pairs and certificates using-integrated circuit

A (or RA) shall maintain controls to provide reasonable assurance that;

curement, preparation and personalization are securely controlled by the CA (or RA or

he is enabled by the CA (or RA or card bureau) prior to ICE€.issuance;
ICCs arg¢ securely stored and distributed by the CA (or RA or.¢ard bureau);
ICCs arg¢ securely replaced by the CA (or RA or card bureau);

urned to the CA (or RA or card bureau) are securely terminated.

control procedures to be considered:for these control objectives.

irements for subject key management

tive: the CA shall prescribe the means to securely manage subject keys throughout the ke

control procedures)to be considered for this control objective.

cate life_cycle management control objectives

Subject registration

cards

card

y life

tHW) stha ON hal maintain abl o that:
Uveo. Uic o orian VIC doourarive uiat.

Control objec

nicaleta-nranada rao 0
manndinm CUTTIH U tU PYTUVIUGS TTAaoUlTd

“know-your-customer” requirements;

complete.

See 8.5.1 for

34

control procedures to be considered for these control objectives.

subjects (or, where applicable, the subscribers) are accurately identified in accordance with the applicable

subjects' (or, where applicable, the subscribers') certificate requests are accurate, authorized and
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7.5.2 Certificate renewal (if supported)

Control objective: if certificate renewal is supported under the CP, the CA shall maintain controls to provide
reasonable assurance that certificate renewal requests are accurate, authorized and complete.

See

8.5.2 for control procedures to be considered for this control objective.

7.5.3 Certificate re-key

Control objective: the CA shall maintain controls to provide reasonable assurance that certificate re-key
requests are accurate, authorized and complete.

See

J3.5.3 for control procedures to be considered for this control objective.

7.5.4| Certificate issuance

Control objective: the CA shall maintain controls to provide reasonable assurance that ce
genefated (manufactured) and issued in accordance with the CP.

See

8.5.4 for control procedures to be considered for this control objective.

7.5.5| Certificate distribution

Control objective: the CA shall maintain controls to provide\reasonable assurance that, up
complete and accurate certificates are available to any entity’as’defined in the CP.

See

8.5.5 for control procedures to be considered for this\¢ontrol objective.

7.5.6| Certificate revocation

Control objective: the CA shall maintain controls to provide reasonable assurance that certificateg
in a timely manner as dictated by risk, based on authorized and validated certificate revocation re

See

8.5.6 for control procedures to be ¢onsidered for this control objective.

7.5.7| Certificate suspension.{if supported)

Control objective: if certificate suspension is supported, the CA shall maintain controls to provid

assu
valid

See

ance that certificates are suspended in a timely manner as dictated by risk, based on au
Ited certificate suspension requests.

.5.7 for-Cantrol procedures to be considered for this control objective.

7.5.8| Certificate validation services

rtificates are

DN issuance,

are revoked
juests.

b reasonable
thorized and

Control objective: the CA shall maintain controls to provide reasonable assurance that timely, complete and
accurate certificate status information (including certificate revocation lists and other certificate status
mechanisms) is made available to end entities (subscribers and relying parties or their agents — i.e., CVSPs)
in accordance with the CP.

See

8.5.8 for control procedures to be considered for this control objective.
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7.6 CA certificate life cycle management controls

7.6.1

Subordinate CA certificate life cycle management

Control objectives: the parent CA shall maintain controls to provide reasonable assurance that:

subordinate CA certificate requests are accurate, authenticated and approved;

complete;

the CP;

upon is
(subscri

subordir

requesty;

timely, @
mechan

See 8.6.1 for

8 Certifi

8.1 Gene

The control procedures described in this clause représent recommended practices for business, operat

and technicd
word “shall”)

A CA's CPS
risks in order

In assessing
the CA's CP

documentatipn (e.g. CA operating procedures, security policies, network architecture diagrams and audit

Refer to 5.6
details regar

new, refiewed and re-keyed subordinate CA certificates are generated and issued in accordancs

subordinate CA certificate replacement (renewal and re-key) requests are accurate, authorized and

pers and relying parties) in accordance with the CP;

ate CA certificates are revoked based on authorized and validateds cértificate revod

omplete and accurate certificate status information (including CRLs and other certificate 3
sms) is made available to any entity as defined in the CP.

control procedures to be considered for these control objectives.

cation authority control procedures

al
| use by a certification authority. (Certain control procedures (i.e., control procedures usin
are required for compliance with this International Standard.

should contain only the control procedures that are appropriate based on the CA's assessm
to support the certificate‘policies under which certificates are issued.

the CA's complianee-with the CA control objectives and procedures, the reviewer should r

5, supported certificate policies, other CA business practices disclosures, and other releva

3 for a discussion of how to construct a CA hierarchy using certificate policies. For addi
ling trust models, the reader should review Annex G of ISO 15782-1:2003.

with

suance, complete and accurate subordinate CA certificates are available -fgyend entities

ation

tatus

onal,
g the

ent of

Bview
t CA
logs).

tional

8.2 CAen

8.21

lvironmental controls

Certification practice statement and certificate policy management

Control objectives:

(CPS)and ¢

using digital

The CA shall maintain controls to provide reasonable assurance that its certification practice statement

ertificate policy (CP) management processes are effective.

The policy authority (PA) shall have the responsibility of defining the business requirements and policies for

certificates and is specified in a certificate policy (CP) and supporting agreements.

36
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Control procedures:

Policy authority (PA) management

The PA should be responsible for ensuring that the CA’s control processes, as stated in a certification
practice statement (CPS) or equivalent, fully comply with the requirements of the CP.

2 | The PA should have final authority and responsibility for specifying and approving certificate policy(ies).

3 The PA should have final authority and responsibility for approving the CA's certification practice
statement (CPS).

4 | The PA shall ensure a certification practice statement (CPS) or equivalent document is in place at least
describing the following:

a) CA environmental controls;
b) key life cycle management controls;
c) certificate life cycle management controls.

5 |The PA or delegated representative should ensure the business service application is using the
appropriate certificate policy.

6 |The PA should maintain procedures for the termination of certificate policies, notifying [the affected
parties. The PA shall notify, in the first instance, those CAs that support its certificate poligies in order
that appropriate actions may be undertaken expeditiously.

7 | The PA should maintain procedures in the event of its terniination. In this event, affected [parties shall
be notified and the transference of relevant archived recards to a custodian should take plage.
Certificate policies management

8 |Certificate policy(ies) should be approved by the\ policy authority in accordance with a defined review
process, including responsibilities for maintaining the certificate policy(ies).

9 | A defined review process should exist to.énsure that certificate policy(ies) are capable of sypport by the
controls specified in the CPS.

10 |The PA should make available th€ certificate policies supported by the CA to all appropriatg subscribers
and relying parties.

11 | The CPS should contain an“explanation of the controls to ensure compliance with:

a) legislative requirements;

b) contractualrequirements;

c) educational and notification requirements;

d) preyention and detection of virus and other malicious software;

e) \business continuity requirements;

fY = escalation requirements from the consequences of security policy violations| or security
incidents.

12 |The PA shall periodically conduct assessments to determine the adequacy of the CP to address
business risks.

Certification practice statement (CPS) management by CA

13 |The CA's CPS should be approved by the PA and modified in accordance with a defined review
process, including responsibilities for maintaining the CPS.

14 | The CA should make available its certification practice statement (CPS) to all appropriate parties.

15 |Revisions to the CA's CPS should be made available to appropriate parties.

CA management
16 | The CA’s controls shall be described in the CPS or equivalent documentation.
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8.2.2 Security Management

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
e security is planned, managed and supported within the organization;
e identified risks are managed effectively;
o the security of CA facilities, systems and information assets accessed by third parties is maintained;

e the security of information is maintained when the responsibility for CA sub-functions has been
outsourced to another organization or entity.

Control procedures: _ ,\'\U

Informition security policy

1 An infgrmation security policy document, that includes physical, personnely procedural and techpical
controlg, should be approved by management, published and communicated-to all employees.

2 | The infprmation security policy should include the following:

a)| a definition of information security, its overall objectives*“and scope and the importange of
security as an enabling mechanism for information sharing;

b)| a statement of management intent, supporting the goals and principles of information secufrity;

c)| an explanation of the security policies, principlés, standards and compliance requirements of
particular importance to the organization;

d)| a definition of general and specific responsibilities for information security management,
including reporting security incidents;

e)| references to documentation that-supports the policy.

3 |There phould be a defined review process for maintaining the information security policy, inclyding
responkibilities and review dates.

Information security infrastructure

4 | Senior|management and/of-a-high-level management information security committee should hav¢ the
respongibility of ensuringthere is clear direction and management support to manage risks effectivgly.

5 |A marnagement group” or security committee should exist to coordinate the implementation of
information security’controls and the management of risk.

6 |Responsibilities=for the protection of individual assets and for carrying out specific security processes
should [be glearly defined.

7 |A management authorization process for new information processing facilities should exist and be
followed.

Security of third party access

8 Procedures should exist and be followed to control physical and logical access to CA facilities and
systems by third parties (e.g. on-site contractors, trading partners and joint ventures).

9 |If there is a business need for the CA to allow third party access to CA facilities and systems, a risk
assessment should be performed to determine security implications and specific control requirements.

10 [Arrangements involving third party access to CA facilities and systems should be based on a formal
contract containing all necessary security requirements.
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Control procedures:

Outsourcing

11 |If the CA outsources the management and control of all or some of its information systems, networks,
and/or desktop environments, the security requirements of the CA should be addressed in a contract
agreed between the parties.

12 |If the CA chooses to delegate a portion of the CA roles and respective functions to another party, the
CA should be ultimately responsible for the completion of the outsourced functions and the definition
and maintenance of a statement of its CPS.

8.2.3] Asset classification and management

Control objective:

The [CA shall maintain controls to provide reasonable assurance that CA assets andyinformatiop receive an
apprppriate level of protection based upon the requirements of all supported gertificate poligies and risk
analysis.

Control procedures:

1 Owners should be identified for all CA assets and assigned ‘responsibility for the maintenance of
appropriate controls.

Inventories of CA assets should be maintained.

The CA should have implemented information classification and associated protective [controls for
information based on business needs and the business impacts associated with such needs.

4 |Procedures should be defined to ensure that information labelling and handling is performed in
accordance with the CA’s information classification scheme.

8.2.4| Personnel Security

Control objective:

The CA shall maintain controls to-provide reasonable assurance that personnel and employment|practices
enhgnce and support the trustworthiness of the CA’s operations.

Control procedures:

1 The CArshould employ personnel who possess the relevant skills, knowledge and| experience
appropriate for the job function.

2 |Secturity roles and responsibilities, as specified in the organization's security policy] should be
documented in job descriptions. Trusted roles, on which the security of the CA's pperation is
dependent, should be clearly identified.

3 |Trusted roles shall at least include roles that involve the following responsibilities:

a) overall responsibility for administering the implementation of the CA’s security practices;
b) approval of the generation, revocation and suspension of certificates;

c) installation, configuration and maintenance of the CA systems;

d) day-to-day operation of CA systems and system back-up and recovery;

e) viewing and maintenance of CA system archives and audit logs;

f)  cryptographic key life cycle management functions (e.g. key component custodians);

g) CA systems development.
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Control procedures:

4 |The CA's policies and procedures should specify the background checks and clearance procedures
required for trusted roles and non-trusted roles. As a minimum, verification checks on permanent staff
should be performed at the time of job application and periodically for those individuals undertaking
trusted roles.

5 |An individual's trusted status shall be approved prior to gaining access to systems/facilities or
performing actions requiring trusted status.

6 |CA employees and trusted roles shall sign a confidentiality (non-disclosure) agreement as a condition of
employment.

7 | Contragtors who perform trusted roles shall be subject to at least the same background cheek| and
personpel management procedures as employees.

8 |Any cdntract arrangement between contractors and CAs should allow for the provision. ofl.tempgrary
contragt personnel which explicitly allows the organization to take measures against centract stafffwho
violate [the organization’s security policies. Protective measures may include:

a) bonding requirements on contract personnel;
b) indemnification for damages due to contract personnel willful harmful actiofis;
c) financial penalties.

9 |A fornlal disciplinary process should exist and be followed for-~&mployees who have violated
organigational security policies and procedures.

10 |Approgriate and timely actions should be taken when employment is terminated so that controls
(e.g. agcess controls) are not impaired.

11 |Duresg alarms should be provided for personnel who might.be the target of coercion.

12 |All employees of the organization and, where relevant, third party contractors should regeive
appropriate training in organizational policies and procedures.

8.2.5 Physjcal and environmental security

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
e physical access to CA facilities is limited to authorized individuals;
e CAfacilities are protected from environmental hazards;
e los§, damage or'¢ompromise of assets and interruption to business activities are prevented;

e compromise of information and information processing facilities is prevented.

Control procedures:

CA facility physical security

Physical protection should be achieved through the creation of restricted security perimeters
(i.e., physical and logical barriers). The CA's certificate manufacturing facility shall be protected with its
own unique physical perimeter.

2 | The perimeter of the building or site containing the CA's certificate manufacturing facility shall have a
minimal number of controlled access points.

3 |A manned reception area or other means of controlling physical access should be in place to restrict
access to the building or site housing CA operations to authorized personnel only.
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Control procedures:

4 Physical barriers should be in place (e.g. solid walls that extend from real floor to real ceiling) to prevent
unauthorized entry and environmental contamination to the CA's certificate manufacturing facility.

5 |Physical barriers should be in place (e.g. Faraday cage) to prevent electromagnetic radiation emissions
for all root CA operations (e.g. key generation and certification of CA certificates) and where certificate
policies dictate.

6 Fire doors on security perimeters around CA operational facilities should be alarmed and conform to
local fire regulations.

7 Intruder detection systems should be installed and reqularly tested to cover all external doors of the
building housing the CA operational facilities.

8 | CA operational facilities should be physically locked and alarmed when unoccupied.

9 | All personnel should be required to wear visible identification. Employees sheuld’ be encouraged to
challenge anyone not wearing visible identification.

10 |Access to CA operational facilities should be controlled and restricted to authoerized persong through the
use of authentication controls.

11 |All personnel entering and leaving CA operational facilities should<bée logged (i.e., an audlit trail of all
access is securely maintained).

12 |Visitors to CA facilities should be supervised and their date and.time of entry and departure [recorded.

13 |Third party support services personnel should be granted restricted access to secure CA operational
facilities only when required and such access is authorized and accompanied.

14 |Access rights to CA facilities should be regularly reviewed and updated.

Equipment security

15 |The CA should maintain an equipment inventory.

16 |Equipment should be sited or protected in order to reduce the risks from environmental|threats and
hazards, and opportunities for unauthorized access.

17 |Equipment should be protected from power failures and other electrical anomalies.

18 |Power and telecommunications cabling carrying data or supporting CA services should Ipbe protected
from interception or damage.

19 |Equipment should (be~“maintained in accordance with the manufacturer's instructions @nd/or other
documented procedures to ensure its continued availability and integrity.

20 |All items of €quipment containing storage media (fixed and removable disks) should be| checked to
ensure thatthey do not contain sensitive data prior to their disposal. Storage media containjng sensitive
data should be physically destroyed or securely overwritten prior to disposal or re-use.

General controls

21 |Sensitive or critical business information should be locked away when not required and when the CA
facility is vacated.

22 |Procedures should require that personal computers and workstations be logged off or protected by key
locks, passwords or other controls when not in use.

23 |Procedures shall require that equipment, information and software belonging to the organization cannot
be taken off-site without authorization.
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8.2.6 Operations management

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
e the correct and secure operation of CA information processing facilities is ensured;
e the risk of CA systems failure is minimized,;
o the integrity of CA systems and information is protected against viruses and malicious software;

e damage from security incidents and malfunctions is minimized through the use of incident reporting
andl response procedures;

e media are securely handled to protect them from damage, theft and unauthorized access:

N\
Control procedures: q'\

2

Operat|onal procedures and responsibilities

1 CA opgrating procedures should be documented and maintained for each fanctional area.

2 Formall management responsibilities and procedures should exist<io control all changes tq CA
equipnlent, software and operating procedures.

3 Duties| and areas of responsibility should be segregated insorder to reduce opportunitieg for
unauthprized modification or misuse of information or services.

4 Development and testing facilities should be separated from.operational facilities.

Systen} planning and acceptance

5 |Capacity demands should be monitored and projeetions of future capacity requirements made to erfsure
that adequate processing power and storage are available.

6 |Accepthnce criteria for new information systéms, upgrades and new versions should be established and
suitabltf tests of the system carried out prier to acceptance.

Protectlion against viruses and malicious software

7 Detectipn and prevention conftrols to protect against viruses and malicious software should be
implemented. Appropriate employee awareness programmes should be in place.

Incident reporting and respense

8 | A formal security incident reporting procedure should exist setting out the actions to be taken on reeipt
of an ipcident rep@rt.” This should include a definition and documentation of assigned responsibllities
and esgalation procedures. Any incidents should be reported to PA as a matter of urgency.

9 Users pf CA\Systems with trusted roles should be required to note and report observed or suspgcted
security sveaknesses in, or threats to, systems or services to ensure an appropriate response|to a
SeCUrit_ reident:

10 |Procedures should exist and be followed for reporting hardware and software malfunctions.

11 |Procedures should exist and be followed to ensure that faults are reported and corrective action is
taken.

12 |A formal problem management process should exist which allows the types, volumes and impacts of
incidents and malfunctions to be documented, quantified and monitored.
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Control procedures:

Media handling and security

13 |Procedures for the management of removable computer media should require the following:

a) if no longer required, the previous contents of any re-usable media that are to be removed
from the organization are erased or media is destroyed;

b) authorization is required for all media removed from the organization and a record of all such
removals to maintain an audit trail is kept;

c) all media are stored in a safe, secure environment, in accordance with manufacturers'

B H LTy
LpLLnivatvlio.

14 |Equipment containing storage media (i.e., fixed hard disks) should be checked to detérnjine whether
they contain any sensitive data prior to disposal or re-use. Storage devices containihg sensitive
information should be physically destroyed or securely overwritten prior to disposal-or re-use.

15 |Procedures for the handling and storage of information should exist and be follewed in order to protect
such information from unauthorized disclosure or misuse.

16 |System documentation should be protected from unauthorized access¢

8.2.7| System access management

Control objectives:

The [CA shall maintain controls to provide reasonable~assurance that CA system access |s limited to
authprized individuals. Such controls shall provide reasonable assurance that:

e operating system access is limited to authdrized individuals with predetermined task priyileges;

e access to network segments housing-CA systems is limited to authorized individuals, |applications
and services;

e CA application use is limited to authorized individuals.

Control procedures:

User access management

1 Business requirements for access control should be defined and documented in an actess control
policy which<neludes at least the following:

a) .<roles and corresponding access permissions;

B)~ identification and authentication process for each user;

c) segregation of duties;

d) number of persons required to perform specific CA operations (i.e., m of n rule where m
represents the number of key share holders required to perform an operation and » represents
the total number of key shares).

2 [There should be a formal trusted role user registration and de-registration procedure for granting
access to CA information systems and services.

The allocation and use of privileges should be restricted and dual controlled.

4 | The allocation of passwords should be controlled through a formal management process.

5 [Access rights for users with trusted roles should be reviewed at regular intervals.
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Control procedures:

Network access control

6 |CA employed personnel should be provided with direct access only to the services that they have been
specifically authorized to use. The path from the user terminal to computer services is controlled.

7 |Remote access to CA systems, made by CA employees or external systems, if permitted should require
mutual authentication.

8 |Connections made by CA employees or CA systems to remote computer systems should be mutually
authenticated.

9 | Accesqto diagnostic ports should be securely controlled.

10 |Controls (e.g. firewalls) should be in place to protect the CA’s internal network domain~from| any
unauthprized access from any other domain.

11 |Controls should be in place to limit the network services (e.g. HTTP, FTP, etc.) available to authofized
users in accordance with the CA’s access control policies. The security attributes of all network seryices
used by the CA organization should be documented by the CA.

12 |Routing controls should be in place to ensure that computer connections and-information flows d¢ not
breach|the CA’s access control policy.

13 |The CA shall ensure that local network components (e.g. firewalls and‘routers) are kept in a physically
secure| environment and their configurations periodically audited\ for compliance with the [CA’s
configyration requirements.

14 |Sensitiye data shall be encrypted when exchanged over public ‘er‘untrusted networks.

Operat|ng system access control

15 |Operat|ng systems should be configured in accordaneg with the CA’s operating system configurption
standafds and be periodically reviewed.

16 |Operat|ng system patches and updates should be applied in a timely manner when deemed necegsary
based pn a risk assessment.

17 | Automatic terminal identification should be-tused to authenticate connections to specific locations apd to
portable equipment.

18 |Accesq to CA systems should require a protected log-on process.

19 |[All CA personnel users should have a unique identifier (user ID) for their personal and sole use sqd that
activitigs can be traced toe the responsible individual. Where shared or group accounts are required,
other mponitoring controls-Should be implemented to maintain individual accountability.

20 |Uses o¢f system utility programmes should be restricted to authorized personnel and be tightly
controlled.

21 |Inactivg terminals serving CA systems should require re-authentication prior to use.

22 |Restricliohs on connection times should be used to provide additional security for high-risk applicatipns.

23 | Sensitive operating system data shall be protected against disclosure to unauthorized users.
Application access control

24 | Access to information and application system functions should be restricted in accordance with the CA’s
access control policy.

25 | CA personnel shall be successfully identified and authenticated before using critical applications related
to certificate management.

26 |Sensitive systems (e.g. root CA) should require a dedicated (isolated) computing environment.
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Systems development and maintenance

Control objective:

The CA shall maintain controls to provide reasonable assurance that CA systems development and
maintenance activities are authorized to maintain CA system integrity.

Control procedures:

1

Business requirements for new systems, or enhancements to existing systems shall specify the control

requirements.

2 |Software testing and change control procedures should exist and be followed for the(mplementation of
software on operational systems including scheduled software releases, modifications and emergency
software fixes.

3 |Change control procedures should exist and be followed for the hardware,\network component and
system configuration changes.

4 | Control should be maintained over access to program source libraries,

5 |Systems should be reviewed and tested when operating system changes occur.

6 |Modifications to software packages should be discouraged and all changes shall be strictly gontrolled.

7 | The purchase, use and modification of software should:be ‘controlled and checked to prgtect against
possible covert channels and Trojan code. This shouldjinclude the authentication of the source of the
software. These controls apply equally to outsourced software development. This sheuld include
accreditation to common criteria as defined by 1ISO“15408 or similar.

8.2.9] Business continuity management

Control objectives:

The |CA shall maintain controls to_provide reasonable assurance of continuity of operations in tHe event of a

disagter. Such controls shall incltide at a minimum:

e the development and:testing of a CA disaster recovery plan;

e the storage of.réequired cryptographic materials (i.e., secure cryptographic device and activation
materials) at'an alternate location;

e the storage-of back-ups of systems, data and configuration information at an alternate Igcation;

The
relyi

e the-availability of an alternate site, equipment and connectivity to enable recovery.

CA shall maintain controls to provide reasonable assurance that potential disruptions to sub|

g parties are minimized as a result of the cessation or degradation of the CA’s services.

scribers and
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Control procedures:

1 The CA should have a managed process for developing and maintaining its business continuity plans.
The CA should have a business continuity planning strategy based on an appropriate risk assessment.

2 | The CA should have a business continuity plan to maintain or restore the CA’s operations in a timely
manner following interruption to, or failure of, critical CA processes. The CA’s business continuity plan
should address the following:

a) the conditions for activating the plans;

b) emergency procedures;
b llla 1 al
C) TamoaCRProceaurcs;
d)| resumption procedures;
e)| a maintenance schedule for the plan;

f) | awareness and education requirements;
g)| the responsibilities of the individuals;
h)| recovery time objective (RTO);

i) | regular testing of contingency plans.

3 |The CA’s business continuity plans should include disaster recaovery processes for all cijitical
compopents of a CA system, including the hardware, software andkeys, in the event of a failure of one
or mor¢ of these components. Specifically:

a)| cryptographic devices used for storage of back-up CA-private keys should be securely sfored
at an off-site location in order to be recovered by the CA in the event of a disaster af the
primary CA facility;

b)| the requisite secret key shares or key comp6ohents, needed to use and manage the disgster
recovery cryptographic devices, should also be securely stored at an off-site location.

4 Back-up copies of essential business informatien should be regularly taken. The security requirements
of thesg copies should be consistent with thé.controls for the information backed up.

5 |The CA should identify and arrange for'an alternate site where core PKI operations can be restorgd in
the evédnt of a disaster at the CA's primary site. Fallback equipment and back-up media should be pited
at a safe distance to avoid damage.from disaster at the main site.

6 |[The Cp's business continuity ‘plans should include procedures for securing its facility to the ektent
possible during the period.6ftime following a disaster and prior to restoring a secure environment gither
at the qgriginal or a remote-site.

7 |The CA’s business.eontinuity plans should address the recovery procedures used if comppting
resourges, software;, and/or data are corrupted or suspected to be corrupted.

8 |Busineps continuity plans should be tested regularly to ensure that they are up-to-date and effective.

9 |Busineps_continuity plans should be maintained by regular reviews and updates to ensure |their
Contin N affoctivanacc

g Tty T ooT

8.2.10 Monitoring and compliance

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:
e it conforms with the relevant legal, regulatory and contractual requirements;
e compliance with the CA’s security policies and procedures is ensured;

e unauthorized CA system usage is detected.
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Control procedures:
Compliance with legal requirements
1 The CA should have procedures to ensure that all relevant statutory, regulatory and contractual
requirements are explicitly defined and documented for each information system.
2 [The CA should have implemented procedures to ensure compliance with legal restrictions on the use of
material with respect to intellectual property rights, and on the use of proprietary software products.
3 [Controls should be in place to ensure compliance with national agreements, laws, regulations or other
instruments to control the access to or use of cryptographic hardware and software.
4 Procedures should exist 10 ensure that personal information 1S protected in accordance With relevant
legislation.
5 |The information security policy should address the following:
a) the information that must be kept confidential by CA or RA,;
b) the information that is not considered confidential;
c) the policy on release of information to law enforcement officials}
d) information that can be revealed as part of civil discovery;
e) the conditions upon which information may be disclosed with the subject’'s consent
f) any other circumstances under which confidential iobformation may be disclosed.
6 |Important records of the CA should be protected from lass, destruction and falsification.
Review of security policy and technical compliance
7 Managers should be responsible for ensuring that security procedures within their area of fesponsibility
are carried out correctly.
8 |The CA’s operations should be subject te tegular review to ensure compliance with its CPS
9 | CA systems should be periodically chécked for compliance with security implementation standards.
Monitoring system access and use
10 |Procedures for monitoring-the use of CA systems should be established and the regsults of the
monitoring activities reyiewed regularly. Alerting mechanisms should be implemented to detect
unauthorized access.
8.2.11 Audit logging

Control objectives:

The

CA6hall maintain controls to provide reasonable assurance that:

e _/ CA environmental, key management and certificate management events are accuratelyland
appropriately logged;

e the confidentiality and integrity of current and archived audit logs are maintained;

e audit logs are completely and confidentially archived in accordance with disclosed business
practices;

e audit logs are reviewed periodically by authorized personnel.
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Control procedures:

Audit logs

The CA shall generate automatic (electronic) and manual audit logs as required by law and the
requirements of the certificate policy.

2 | All journal entries shall include the following elements:
a) date and time of the entry;
b) serial or sequence number of entry (for automatic journal entries);
c) _kind of entry:
d)| source of entry (e.g. terminal, port, location, customer, etc.);
e)| identity of the entity making the journal entry.
Events|logged
3 |The CA should log the following CA and subject (if applicable) key life cycle management related
events
a)| CA key generation;
b)| installation of manual cryptographic keys and its outcome (with,the’identity of the operator]};
c)| CA key back-up;
d)| CA key storage;
e)| CA key recovery;
f) | CA key escrow activities (if applicable);
g)| CAkey usage;
h)| CA key archival;
i) | withdrawal of keying material from service;
j) | CA key destruction;
k)| identity of the entity authorizihg a key management operation;
) | identity of the entities handling any keying material (such as key components or keys storgd in
portable devices or media);
m) custody of keys and)of devices or media holding keys;
n)| compromise ofaprivate key.
4 | The CA should logithe following cryptographic device life cycle management related events:
a)| devicexeceipt and installation;
b)|[ placing into or removing a device from storage;
c) Ldevice-asctivationand-dusage;
d) device de-installation;
e) designation of a device for service and repair;
f)  device retirement.
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Control procedures:

5 |If the CA provides subject key management services, the CA should log the following subject key life
cycle management related events:

a) key generation;

b) key distribution (if applicable);
c) key back-up (if applicable);

d) key escrow (if applicable);

e) key storage;

f)  key recovery (if applicable);

g) key archival (if applicable);

h) key destruction;

i) identity of the entity authorizing a key management operation;

i)  key compromise.

6 | The CA should record (or require that the RA record) the following certificate application infgrmation:

a) the method of identification applied and information, used to meet “know-your-customer”
requirements;

b) record of unique identification data, numbers or.a_combination thereof (e.g. appligant's driving
license number) of identification documents, ifiapplicable;

c) storage location of copies of applications and-identification documents;
d) identity of entity accepting the application;

e) method used to validate identification*documents, if any;

f)  name of receiving CA or submitting RA, if applicable;

g) the subject’'s acceptance of'the subscriber agreement;

h) where required under ‘privacy legislation, the subscriber’'s consent to allow the [CA to keep
records containingspersonal data and pass this information to specified third jparties, and
publication of certificates.

7 | The CA should log the following certificate life cycle management related events:

a) receipt of‘requests for certificate(s) — including initial certificate requests, renewal fequests and
re-keyrequests;

b) submissions of public keys for certification;
¢)_\change of affiliation of an entity;

d) " generation of certificates;

e) distribution of the CA’s public key;

f)  certificate revocation requests;
g) certificate revocation;
h) certificate suspension requests (if applicable);

i) certificate suspension and re-activation;

j)  generation and issuance of certificate revocation lists.
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Control procedures:

8 | The CA should log the following security-sensitive events:
a) security sensitive files or records read or written including the audit log itself;
b) actions taken against security sensitive data;
c) security profile changes;
d) use of identification and authentication mechanisms, both successful and unsuccessful
(including multiple failed authentication attempts);
e) _security-sensitive non-financial transactions (e.g. account or name/address changes, etc.);
f) | system crashes, hardware failures and other anomalies;
g)| actions taken by individuals in trusted roles, computer operators, system administrators| and
system security officers;
h)[ change of affiliation of an entity;
i) | decisions to bypass encryption/authentication processes or procedures;
j) | access to the CA system or any component thereof.
9 |Audit lags should not record the private keys in any form (e.g. plaintext or €énciphered).
10 |CA computer system clocks should be synchronized for accurate recérding as defined in the CP or|CPS
that specifies the accepted time source.
Audit Iqg protection
11 |[Current and archived audit logs should be maintained in(a form that prevents their modificatign or
unauthprized destruction.
12 |Digital signatures should be used to protect the integrity of audit logs where applicable or requir¢d to
satisfy Jegal requirements.
13 |The private key used for signing audit logs should not be used for any other purpose. This should apply
equallyl to a symmetric secret key used wjth>a symmetric MAC mechanism.
Audit lag archival
14 |The CA should archive audit log data on a periodic basis.
15 |In addition to possible regulatory stipulation, a risk assessment should be performed to determing the
appropriate length of time forretention of archived audit logs.
16 |The CA should maintain, archived audit logs at a secure off-site location for a predetermined periqd as
determjned by risk assessment and legal requirements.
Review of audit{ogs
17 |Current and ‘archived audit logs should only be retrieved by authorized individuals for valid businegs or
security reasons.
18 |Audit logs should be reviewed according o the practices established in the CPS.
19 | The review of current and archived audit logs should include a validation of the audit logs’ integrity, and
the identification and follow-up of exceptional, unauthorized or suspicious activity.
Examples of conditions requiring analysis and possible action include unusual saturation of system
resources, sudden and unexpected increases in volume and access at unusual times or from unusual
places.
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8.3 CA key life cycle management controls

8.3.1 CA key generation

Control objective:

The CA shall maintain controls to provide reasonable assurance that CA key pairs are generated in
accordance with defined key generation ceremony scripts and the requirements of the CPS.

Confrotprocedures:
Generation of CA keys including root CA keys

1 CA key generation shall be performed in accordance with a detailed CA key generation cergmony script
that specifies the steps to be performed and participant responsibilities. The CA)key gengration script
shall include the following:

a) definition of roles and responsibilities;

b) approval for conduct of the key generation ceremony;

c) cryptographic hardware and activation materials required for the ceremony;
d) specific steps performed during the key generation,ceremony;

e) procedures for secure storage of cryptographic hardware and activation materials following the
key generation ceremony;

f) sign-off from participants and witnesses\indicating whether key generation cefemony was
performed in accordance with the detailed key generation ceremony script;

g) notation of any deviations from the key generation ceremony script.

Refer to Annex D for additional discussiofn:-ef CA key generation ceremonies.

2 Generation of CA keys shall occur’within a cryptographic module meeting the reqdirements of
ISO 15782-1 and the business requirements in accordance with the CPS. Such cryptographic devices
should perform key generation using a random number generator (RNG) or pseudo ranglom number
generator (PRNG) as specifiedtin ISO/IEC 18032.

3 |Generation of CA keys.shall be undertaken in a physically secured environment (sge 8.2.5) by
personnel in trusted(rolés (see 8.2.4) under the principles of multiple control and split| knowledge.
(See Annex D)

4 | The CA should.generate its own key pair in the same cryptographic device in which it will bg used or the
key pair is injected directly from the device where it was generated into the device where it Will be used.

5 |CA key-generation should generate keys which:

)~ are appropriate for the intended application or purpose and commensurate with the identified
risks;

b) use an approved algorithm as specified in ISO/IEC 18033, parts 1 to 4;

c) have a key length that is appropriate for the algorithm and for the validity period of the CA
certificate;

d) take into account requirements on parent and subordinate CA key sizes;

e) are in accordance with the CP.

6 | Generation of CA keys should result in key size in accordance with the CP. The public key length to be
certified by a CA shall be less than or equal to that of the CA's private signing key.

7 |The integrity of the hardware/software used for key generation and the interfaces to the
hardware/software should be tested before production usage.
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8.3.2 CA key storage, back-up and recovery

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

e CA private keys remain confidential and maintain their integrity;

e access to CA cryptographic hardware is limited to authorized individuals.

Control proPedmes:

1 The CA’s private (signing and confidentiality) keys should be stored and used within_&\sgcure
cryptodraphic device meeting the appropriate 1SO 15408 protection profile or FIPS 140-2 [evel
requirement based on a risk assessment and the business requirements of the CA anddn, accordance
with th¢ CA’s CPS and applicable certificate policy(ies).

2 |If the QA’s private keys are not exported from a secure cryptographic module, then the CA privatg key
should [be generated, stored and used within the same cryptographic module.

3 |If the CA’s private keys are exported from a secure cryptographic module’ to secure storage for
purposgs of offline processing or back-up and recovery, then they shall be(exported within a securg key
management scheme that may include any of the following:

a)| cipher-text using a key which is appropriately secured;
b)| encrypted key fragments using multiple control and split'knowledge/ownership;

c)| another secure cryptographic module such as. a'‘dkey transportation device using multiple
control.

4 If the QA’s private keys are backed up, they should b&sbacked up, stored and recovered by authofized
personhel in trusted roles, using multiple controls in‘a physically secured environment. The number of
personpel authorized to carry out this function shalWbe kept to a minimum.

5 |If the QA’s private keys are backed up, back<up copies of the CA private keys should be subject tp the
same qr greater level of security controls as' keys currently in use. The recovery of the CA's keys [shall
be carrjed out in as secure a manner as'the back-up process.

CA cryptographic device life cycle management

6 Policie$ and procedures should require that CA cryptographic hardware be sent from the manufagturer
via registered mail (or equivalent) using tamper-evident packaging. Upon the receipt off CA
cryptodraphic hardware from the manufacturer, authorized CA personnel should inspect the tamper-
eviden{ packaging to détermine whether the seal is intact.

7 |Upon the receiptvefs CA cryptographic hardware from the manufacturer, acceptance testing|and
verific%on of firmware settings should be performed. Upon the receipt of CA cryptographic hardare

that hals been“serviced or repaired, acceptance testing and verification of firmware settings should be
performed:

with

access Ilmlted to authorlzed personnel havmg the foIIowmg characterlstlcs

a) inventory control processes and procedures to manage the origination, arrival, condition,
departure and destination of each device;

b) access control processes and procedures to limit physical access to authorized personnel;

c) recording of all successful or failed access attempts to the CA facility and device storage
mechanism (e.g. a safe) in audit logs;

d) incident handling processes and procedures to handle abnormal events, security breaches,
and investigation and reports;

e) audit processes and procedures to verify the effectiveness of the controls.
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Control procedures:

9 | When not attached to the CA system, the CA cryptographic hardware should be stored in a tamper-
resistant container that is stored securely under multiple controls (i.e., a safe).
10 | The handling of CA cryptographic hardware, including the following tasks, should be performed in the
presence of no less than two trusted employees:
a) installation of CA cryptographic hardware;
b) removal of CA cryptographic hardware from production;
c) servicing or repair of CA cryptographic hardware (including installation of new hardware,
fiIIIIVVdIC Ul DUftVVdIU),
d) disassembly and permanent removal from use.
11 |Devices used for private key storage and recovery and the interfaces to these devices’should be tested
before usage for integrity (e.g. following manufacturer’s instructions).
8.3.3| CA public key distribution

Control objective:

The
publ

CA shall maintain controls to provide reasonable assurance‘that the integrity and authentic
c key and any associated parameters are maintained during initial and subsequent distributi

ty of the CA
DN.

Control procedures:

1

The CA should provide a mechanism for validating the authenticity and integrity of the CA's
For the root CA the distribution process(€.g. using a self-signed certificate), an out-of-ban
mechanism shall be used. Where a self-signed certificate is used for any CA, then CA sh
mechanism to verify the authenticity~of the self-signed certificate (e.g. publication of the
fingerprint).

public keys.
i notification
bll provide a
certificate’s

For subsequent and/or subordinate CA public keys, these shall be validated, by using a chaining
method or similar process{ to'link back to trusted root certificate. For a new root certificatg, an out-of-
band process may be required.

2 | The initial distributionmechanism for the CA’s public key should be controlled as documgented in the
CA’s CPS. CA public keys should be initially distributed within a certificate using one of the following
methods in accordance with the CA's CPS:

a) machine readable media (e.g. smart card, CD ROM) from an authenticated source
b).~embedding in an entity’s cryptographic module;
c) other secure means that ensure authenticity and integrity.

3 HheCA's—publickey-should-be—changed{rekeyed)periodicallyaccerdingto-the—regquirements of the
CPS. Sufficient advance notice should be provided to avoid disruption of the CA services.

4 | The subsequent distribution mechanism for the CA’s public key should be controlled as documented in
the CA’s CPS.

5 [If an entity already has an authenticated copy of the CA’s public key, a new CA public key should be

distributed using one of the following methods in accordance with the CA’s CPS:

a) direct electronic transmission from the CA;

b) placing in a remote cache or directory;

¢) loading into a cryptographic module;

d) any of the methods used for initial distribution.
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8.3.4 CA key usage

Control objective:

The CA shall maintain controls to provide reasonable assurance that CA keys are used only for their
intended functions in their predetermined locations.

Control procedures:

1

The activation of the CA private signing key should be performed using multi-party control (i.e., m of n)

W|th a aly ofthroa racammandad far
MR- vYarde-ethfreefrecommenaea—+or+i-

2 |If necepgsary, based on a risk assessment, the activation of the CA private key should be péerfoermed
using multifactor authentication (e.g. smart card and password, biometric and password, etc:):
3 | CA sighing key(s) used for generating certificates and/or issuing revocation status information, shall not

be used for any other purpose.

The CA’s private keys shall only be used within physically secure premises. (Refer't0.8.2.5)

The CA should cease to use a key pair at the end of the key pair's defined operational lifetime or when
the compromise of the private key is known or suspected.

Correct processing of CA cryptographic hardware should be verified on4 periodic basis.

An annual review should be required by the PA on key lengths to determine the appropriate key upage
period Bnd the recommendations shall be acted upon.

8.3.5 CA kpy archival and destruction

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

e archived CA keys remain confidentialnand secured in the event that they are put back] into

e CAkeys are completely destroyed.\at the end of the key pair life cycle as determined by the CP

prdduction;

UJ

Control procedures:

CA key archival

Archivgd CA keys should be subject to the same or greater level of security controls as keys currently in
use.

2 | The CA's private keys shall not be destroyed until the business purpose or application has ceasg¢d to
have v1a|ue or legal obligations have expired.

3 ss of
productlon keys or where hlstorlcal evidence requires valldatlon Control process should be required to
ensure the integrity of the CA systems and the key sets.

4 | Archived keys should be recovered for the shortest possible time period to meet business requirements.
CA key destruction

5 |Authorization to destroy a CA private key and how the CA’s private key is destroyed (e.g. token
surrender, token destruction or key overwrite) should be limited in accordance with the CA’s CPS.

6 | All copies and fragments of the CA’s private key should be destroyed in a manner such that the private
key cannot be retrieved.

7 |If a CA cryptographic device is being permanently removed from service, then any key contained within
the device that has been used for any cryptographic purpose should be erased from the device.
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8.3.6 CA key compromise

Control objective:

The CA shall maintain controls to provide reasonable assurance that continuity of operations is maintained in
the event of the compromise of the CA’s private keys.

Control procedures:

1 The CA’s business continuity plans should address the compromise or suspected compromise of a
CA's private keys as a disaster.

2 In the event of the compromise or suspected compromise of a CA's private signing Key, disaster
recovery procedures including the revocation and re-issuance of all certificates that-were| signed with
that CA's private key shall exist.

3 | The recovery procedures used if the CA's private key is compromised should include the following
actions:

a) how to secure key usage in the environment is re-established:
b) how the CA’s old public key is revoked,;

c) the notification procedures for affected parties (e.g{ impacted CAs, repositories,| subscribers
and CVSPs);

d) how the CA’s new public key is provided to the)end entities and relying parties tpgether with
the mechanism for their authentication;

e) how the subject’s public keys are recertified.

4 In the event that the CA has to replace its rogt CA private key, procedures should be in place for the
secure and authenticated revocation of the.following:

a) the old CA root public key;

b) the set of all certificates((including any self-signed) issued by a root CA or any GA based on
the compromised private key;

c) any subordinate CGA public keys and corresponding certificates that require recertification.

5 |The CA’s business continuity plan for key compromise should address who is notified and vhat actions
are taken with system_software and hardware, symmetric and asymmetric keys, previously generated
signatures and epcrypted data.

6 | The CA business continuity plan should consider key replication techniques such as those [described in
Annex J of §SO 15782-1:2003.

8.4 | Subject key life cycle management controls

8.4.1 CA-provided subject key generation services (if supported)

Control objectives:

If the CA provides subscriber key management services, the CA shall maintain controls to provide
reasonable assurance that:

e subject keys generated by the CA (or RA or card bureau) are generated in accordance with the CP;

e subject keys generated by the CA (or RA or card bureau) are securely distributed to the subject by
the CA (or RA or card bureau).
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Control procedures:

CA (or RA or card bureau) provided subject key generation

Subject key generation performed by the CA (or RA or card bureau) should occur within a secure
cryptographic device, meeting the appropriate 1SO 15782-1 level requirement based on a risk
assessment and the business requirements of the CA and in accordance with the applicable CP. Such
cryptographic devices shall perform subject key generation using a random number generator (RNG) or
pseudo random number generator (PRNG) as specified in ISO/IEC 18032.

2 |Subject key generation performed by the CA (or RA or card bureau) should use a key generation
algorithm as specified in the CP.

3 |Subject key generation performed by the CA (or RA or card bureau) should result in key siz¢s in
accordance with the CP.

4 | Subject key generation performed by the CA (or RA) should be performed by authorized ‘personnel in
accordgnce with the CA’s CPS.

5 |When $ubject key generation is performed by the CA (or RA or card bureau), the, CA (or RA or|card

bureau) should securely (confidentially) deliver the subject key pair(s) generated, by the CA (or RA or
card byreau) to the subject in accordance with the CP.

8.4.2 CA-provided subject key storage and recovery services (if supported)

Control obchtives:

If the CA pllovides subject confidentiality key storage, recovery_or escrow services, the CA shall mai
controls to provide reasonable assurance that:

e subject private keys stored by the CA remain confidential and maintain their integrity;
e subject private keys archived by the CA remain’ confidential;
e subject private keys stored by the CA ate.completely destroyed at the end of the key pair life cyj

e subject private keys escrowed by the CA remain confidential.

htain

O

€,

Control procedures:

CA-provided subject keyrsterage, back-up and recovery

1 Subject private keyssstored by the CA (or RA) should be stored in encrypted form using a cryptogra
algoritm and key length based on a risk assessment and requirements of the CP.

phic

2 |If the QA generatés key pair(s) on behalf of a subscriber, the CA (or RA) should ensure that subj
private|keys are not disclosed to any entity other than the owner (i.e., the subject) of the keys.

ect's

3 If the JA“(or RA) generates public/private signing key pair(s), it shall not maintain a copy of any pr

vate

signing key, once the subject confirms receipt of that key.

4 |If the CA (or RA) provides subject (confidentiality) key storage, back-up and recovery, subject private
(confidentiality) key back-up and recovery then these services shall only be performed by authorized
personnel.

5 If the CA (or RA) provides subject key storage, back-up and recovery, controls should exist to ensure
that the integrity of the subject's private (confidentiality) key is maintained throughout its life cycle.
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Con

trol procedures:

CA-provided subject key archival

6 |Subject private (confidentiality) keys archived by the CA should be stored in encrypted form using a
cryptographic algorithm and key length based on a risk assessment and the requirements of the CP.

7 |If the CA provides subject (confidentiality) key archival, all archived subscriber keys should be
destroyed at the end of the archive period.
CA-provided subject key destruction

8 If the CA provides subject (confidentiality) key storage, authorization to destroy a subject's private key
and the means 1o destroy the subject’s private (confidentiality) Key (€.g. key overwrite) shogld be limited
in accordance with the CP.

9 |If the CA provides subject (confidentiality) key storage, all copies and fragments of the sublect's private
key should be destroyed at the end of the key pair life cycle.
CA-provided subject key escrow

10 |Subject private (confidentiality) keys escrowed by the CA for purposes/of access by law pnforcement
should be stored in encrypted form using a cryptographic algorithmtand key length bas¢d on a risk
assessment and the requirements of the CP.

8.4.3| Integrated circuit card (ICC) life cycle management (if supported)

Con

Frol objectives:

If th«la CA (or RA) distributes subject key pairs and cettificates using integrated circuit cards (IJCs), the CA
(or RA) shall maintain controls to provide reasonableiassurance that:

e |CC procurement, preparation and personalization are securely controlled by the CA (of RA or card
bureau);

e ICC usage is enabled by the CAor RA or card bureau) prior to ICC issuance;
e |ICCs are securely stored and-distributed by the CA (or RA or card bureau);
e |CCs are securely replaced by the CA (or RA or card bureau);

e |ICCs returned to the CA (or RA or card bureau) are securely terminated.

Con

trol procedures:

ICC procurement

If the\CA or RA engages a card bureau then a formal contract shall exist between the relejant parties.
While card issuing functions may be delegated to third parties, the CA shall retain respdnsibility and
frabitity for the 1CCs:

ICCs should be logically protected during transport between the card manufacturer and the card issuer
through the use of a secret transport key or pass phrase.

ICCs issued to subject should meet the appropriate ISO/IEC 15408 protection profile, ISO card
standard [e.g. ISO/IEC 7810, ISO/IEC 7811 (parts 1-5), ISO/IEC 7813, ISO/IEC 7816 (parts 1-12
and 15), 1SO 10202] or FIPS 140-2[12] |evel requirement based on a risk assessment and the
requirements of the CP.

The card bureau should verify the physical integrity of ICCs upon receipt from the card manufacturer.

ICCs should be securely stored and under inventory control while under the control of the card issuer.
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Control procedures:

Card preparation and personalization

6 ICC preparation processes and procedures, including the following, should exist and be followed:
a) loading of the card operating system;
b) creation of logical data structures (card file system and card security domains);
c) loading of applications;
d) logically protecting the ICC to prevent unauthorized modification of the card operating system,
card file system, card security domains and applications.

7 ICC pefsonalization processes and procedures, including the following, should exist and be followed:

a)| the loading of identifying information on to the card;

b)[ generation of subject key pair(s) in accordance with 8.4.1 and the CP;

c)| loading subject private key(s) on to the ICC (if generated outside the card)-in‘encrypted foqm;
d)| loading subject certificate(s) on to the ICC;

e)| loading the CA and other certificates for the contractual environment'on to the ICC;

f) | logically protecting the ICC from unauthorized access.

8 | The cafd bureau or CA (or RA) should log ICC preparation and personalization in an audit log.

9 |An IC({ should not be issued unless the card has been preparedyand personalized by the card bufeau,
the CAlor the RA.

10 |An ICQ should be unusable unless in an activated state.

ICC digtribution

11 |Procespges and procedures should exist and be fallowed for the distribution, tracking and accounting for
the safg receipt subscriber ICCs to subjects.

12 |ICC inifial activation data (initializing PIN) should be securely communicated to the subject or where
applicable the subscriber using an out-of-band method. The subject shall be encouraged to changg the
initial activation data upon receipt tosmake the card active.

13 |ICC digtribution should be logged by the card bureau CA (or RA) in an audit log.

Subject ICC usage

14 |The supject shall be provided with a mechanism that protects the access to the card data including the
private| keys stored on. the ICC during use by the subscriber (i.e., PIN access control mechanigm —
cardholder verification method).

15 |The supject private keys on the ICC shall not be exported to an application to undertake cryptographic
(i.e., signing)functions.

16 |The subjett shall be required to use a mutual authentication mechanism for cryptographic applicption
and card functions to ensure system integrity.

17 |The subject shall be required to use an application that displays the message or the message’s digest
to the subject prior to signing message (or transaction) data. The subject ICC application shall produce
audit logs of all uses of the ICC. This also includes all attempts in the private key owner verification
process.

NOTE This evidence may be presented by the subject or where applicable the subscriber, should relying
parties dispute the authenticity and/or integrity of a transaction.

18 |The ICC shall be used by the subject or where applicable the subscriber in accordance within the terms
of the CP.
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Control procedures:

ICC replacement

19

Processes and procedures should exist and be followed for replacement of a subject's lost or damaged
ICC.

20

In the event of card loss or damage, subject certificates should be renewed or re-keyed in accordance
with the CP (see 8.5.2 and 8.5.3).

21 |ICC replacement should be logged by the card bureau or CA (or RA) in an audit log.
ICC termination

22 |All ICCs returned to the ICC or CA (or RA) should be deactivated or securely destroyefl to prevent
unauthorized use.

23 |ICC termination should be logged by the card bureau or CA (or RA) in an audit log;

8.4.4] Requirements for subject key management

Control objective:

The

CA shall prescribe the means to securely manage subject keysthroughout the key life cycle

Control procedures:

Subject key generation

The CP shall specify the appropriate 1SO\15782-1/FIPS 140-2 level requirement for cryptographic
modules used for subject key generation.

2 | The CP shall specify the key generation-algorithm(s) that may be used for subject key genefation.

3 | The CP shall specify the acceptable key sizes for subject key generation.
Subject key storage, back-up.and recovery

4 | The CA or RA shall proyide-or make available the mechanisms to allow the subscriber to [access (i.e.,
private key owner verijfication method), manage and control the usage of their private keys.
The CP shall specify_the private key protection requirements for stored subject private keys
The CP shall state the circumstances and authority of when the subject's private key willlbe restored
and the controlprocesses.

7 | The CPshall specify the private key protection requirements for back-up copies of subject|private keys
stored by the subject.
Subject key usage

8 Banking terms and conditions (or separate subscriber agreements) shall describe the required
processes to be followed by the subscriber (and where applicable the subjects) of any use of the
cryptographic mechanism (e.g. HSM or ICC and software application).

9 | The CP shall specify the acceptable uses for subject key pairs.

10 | The CP shall specify the requirements for subject key usage.
Subject key archival

11 | The CP shall specify the private key protection requirements for archived subject private keys.

12 | The CP shall specify the requirements for destruction of archived subject keys at the end of the archive
period.
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Control procedures:

Subject key destruction

13 |The CP shall specify the means through which subject key destruction may be performed.

14 |The CP or CPS shall specify the requirements for destruction of all copies and fragments of the
subject's private key at the end of the key pair life cycle.

Subject cryptographic hardware life cycle management

15 |If required, the CP shall specify the requirements for use and handling of cryptographic hardware and
subject authentication processes (and subsequent actions) where the cryptographic hardware is in
other ppysicalTocations (I.€., an HSM attached 0 a mainirame or remote Server).

Subject key compromise

16 |[The CPP shall specify the requirements for notification of the CA or RA in the event of subjec] key
comprgmise.

8.5 Certifjcate life cycle management controls

8.5.1 Subject registration

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

e subjects (or where applicable the subscribers) are ‘accurately identified in accordance with the
applicable “know-your-customer” requirements;

e subjects' (or where applicable the subscriber's)*certificate requests are accurate, authorized| and
complete.

Control procedures:

Identifigation and authentication

1 The CA shall verify or requiré that the RA verify the credentials presented by a subject as evidenge of
identity] or authority to perform a specific role in accordance with the certificate policy and approgriate
regulatpry and legal requirements.

a)| For individdal-end entity certificates, the CA or RA shall verify (as determined by the CPJ) the
identity ef\the person whose name is to be included in the subject distinguished name figld of
the ceértificate. An unauthenticated individual name shall not be included in the supject
distinguished name.

b)| “For organizational certificates (including role based, server, network resource, code signing
efc.), the CA or RA shall verily (as determined by the CP) the legal existence of the
organization’s name to be included in the organization attribute in the subject distinguished
name field of the certificate and the authority of the requesting party. An unauthenticated
organization name shall not be included in a certificate.

c) For organizational certificates containing a domain name of an organization, the CA or RA
shall verify (as determined by the CP) the organization’s ownership, control or right to use the
domain name included in the common name attribute of the subject distinguished name field
of the certificate and the authority of the requesting party An unauthenticated domain name
shall not be included in a certificate.
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Control procedures:

2 | The CA or RA should verify the accuracy of the information included in the requesting entity’s certificate
request in accordance with the CP.

The CA or RA should check the certificate request for errors or omissions in accordance with the CP.

4 For end entity certificates, the CA should use the RA's public key contained in the requesting entity’s
certificate request to verify signature on the certificate request submission.

5 |The CA should verify the uniqueness of the subject's distinguished name within the boundaries or
community defined by the CP.

6 [Encryption and access controls should be used 1o protect the confidentiality and integrity.of registration
data in transit and in storage.

7 |At the point of registration (before certificate issuance) the RA or CA should inform the subject or,
where applicable, the subscriber of the terms and conditions regarding use of the, certificate

8 |Before certificate issuance, the CA should inform the subject or, where applicable, the subsgriber, of the
terms and conditions regarding use of the certificate.

Certificate request

9 | The CA should require that an entity requesting a certificate must prepare and submit thel appropriate
certificate request data (registration request) to an RA (or the CA) as specified in the CP.

10 |The CA should require that the requesting entity submit itS\public key in a self-signed megsage to the
CA for certification. The CA should require that the requesting entity digitally sign thel registration
request using the private key that relates to the public’ key contained in the registratiop request in
order to:

a) allow the detection of errors in the certificate application process;
b) prove possession of the companionprivate key for the public key being registered.

11 | The certificate request shall be treated as-acceptance of the terms of conditions by the reqyesting entity
to use that certificate as described in the subscriber agreement.

12 |The CA shall validate the identity~of the RA authorized to issue registration requests under a specific
CP.

13 |The CA should require that RAs submit the requesting entity’s certificate request data to|the CA in a
message (certificate request) signed by the RA. The CA should verify the RA's signgture on the
certificate request.

14 |The CA should fequire that the RA secure that part of the certificate application procesg for which it
(the RA) assuimes responsibility in accordance with the CA’s CPS.

15 |The CA should require that RAs record their actions in an audit log.

16 |The CAshould verify the authenticity of the submission by the RA in accordance with the C’s CPS.

8.5.2 Certificate renewal (if supported)

Control objective:

If certificate renewal is supported under the CP, the CA shall maintain controls to provide reasonable
assurance that certificate renewal requests are accurate, authorized and complete.
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Control procedures:

Certificate renewal request

The certificate renewal request should include at least the subject’'s distinguished name, the serial
number of the certificate (or other information that identifies the certificate), and the requested validity
period. (The CA will only renew certificates that were issued by itself).

2 | The CA should require that the requesting entity digitally sign the certificate renewal request using the
private key that relates to the public key contained in the requesting entity's existing public key
certificate.

3 |The CA shall issue a new certificate using the subject's previously certified public key, only if its
cryptodraphic security 1S Still sufficient for the new certificate’s intended lifetime and no indications exist
that the subject's private key has been compromised.

4 | The CA or the RA should process the certificate renewal data to verify the identity of the|requepting
entity gnd identify the certificate to be renewed.

The CA or the RA should validate the signature on the certificate renewal request.

6 |The CA should verify the existence and validity of the certificate to be renewed. No renewal shdll be
permitted unless the existing certificate status is live (i.e., not revoked or suspended).

7 | The CA or the RA should verify that the request, including the extension of the validity period, meetk the
requirements defined in the CP.

NOTE ISO 15782-1:2003, 6.3.9 also requires that the start date be theysame in the renewed certificate af it is
in the ofiginal certificate.

8 |If an RA is used, the CA should require that the RAs submit the-certificate renewal data to the CA in a
message (certificate renewal request) signed by the RA.

9 |The RA should secure that part of the certificate rengwal process for which it (the RA) assymes
respongibility in accordance with the CP.

10 |The CA should require that external RAs record their actions in an audit log.

11 | The CA should verify the authenticity of the submission by the RA.

12 |The CA should verify the RA's signature @n the certificate renewal request.

13 |The CA should check the certificate‘\renewal request for errors or omissions. This function maly be
delega]ed explicitly to the RA.

14 |The C;t or RA should notify subjects or, where applicable, subscribers prior to the expiration of |their
certificate, of the need for renewal in accordance with the CP.

15 | The CA should issue a _signed notification indicating the certificate renewal has been successful.

16 |The CA shall make the-new certificate available to the end entity in accordance with the CP.

8.5.3 Certificatere-key

Control objective:

The CA shall maintain controls to provide reasonable assurance that certificate re-key requests are accurate,
authorized and complete.

Control procedures:

1

The CA should require that the requesting entity digitally sign using the existing private key the
certificate re-key request containing the new public key.

The CA or the RA should verify that the certificate re-key request meets the requirements defined in the
relevant CP.
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Control procedures:

3 |If an RA is used, the CA should require that RAs submit the entity's certificate re-key request to the CA
in a message signed by the RA.

4 |If an RA is used, the CA should require that the RA secure that part of the certificate re-key process for
which it (the RA) assumes responsibility.

5 [If an RA is used, the CA should require that external RAs record their actions in an audit log.

6 If an RA is used, the CA should verify the RA's signature on the certificate re-key request.

7 | The CA or the RA should check the certificate re-key request for errors or omissions.

8 | The CA or RA should notify subscribers prior to the expiration of their certificate of the need|for re-key.

9 |Prior to the generation and issuance of new certificates, the CA or RA should verify the-following:

a) the signature on the certificate re-key data submission;
b) the existence and validity supporting the re-key request;
c) that the request meets the requirements defined in the CP.

10 |Where a new certificate is required by the subscriber, following revocation, the entity shall be required
to apply for a new certificate in accordance with the CP.

11 |Where a new certificate is required by the subscriber followingyexpiration of the entity’s cgrtificate, the
certificate may be automatically generated or the entity should be required to request a ngw certificate
in accordance with the CP.

8.5.4| Certificate issuance

Con

Frol objective:

(ma

The’lCA shall maintain controls to providesreasonable assurance that certificates are generated and issued

ufactured) in accordance with the CP.

Con

trol procedures:

The CA should generate certificates using certificate request data and manufacture the ¢ertificate as
defined by the appropriate certificate profile in accordance with ISO 9594-8 and 1ISO 1578211 formatting
rules.

2 |Validity perieds should be set in the CP and are formatted in accordance with 1ISO[9594-8 and
ISO 157821.

Extension fields should be formatted in accordance with ISO 9594-8 and 1ISO 15782-1.

4 |The CA should sign the end entity's public key and other relevant information with the [CA's private
signing key.

5 |Certificates should be issued based on approved subject registration, certificate renewal or certificate
re-key requests in accordance with 8.5.1 to 8.5.3.

6 |The CA should issue a signed natification to the RA when a certificate is issued to a subject for whom
the RA submitted a certificate request.

7 | The CA should issue an out-of-band notification to the subject when a certificate is issued. Where this
notification includes initial activation data, then control processes shall ensure safe delivery to the
subject.

8 |Whether certificates expire, are revoked or are suspended, copies of certificates should be retained for
the appropriate period of time specified in the CP.
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8.5.5 Certificate distribution

Control objective:

The CA shall maintain controls to provide reasonable assurance that, upon issuance, complete and accurate
certificates are available to any entity as defined in the CP.

Control procedures:

1

The CA should make the certificates issued by the CA available to relevant parties using an established
mechahism (e.g. a repository such as a directory) in accordance with the CP. Trusted mechanjsms
includet

a)| collection — repository or on-line directory service;
b)| delivery — distributed using protected media (e.g. CD-ROM or ICC).

2 |Only guthorized CA personnel should administer the CA’s repository or altérnative distribption
mechahism.

3 | The pefformance of the CA’s repository or alternative distribution mechanismishould be monitored and
managgd.

4 |The integrity of the repository or alternative distribution mechafism should be maintained|and
administered.

5 |Where|required under privacy legislation, certificates should«be made available for retrieval orly in

those dases for which the subject’s consent is obtained.

8.5.6 Certificate revocation

Control objpctive:

The CA shdll maintain controls to provide reasonable assurance that certificates are revoked in a timely
manner as dictated by risk, based on authorized and validated certificate revocation requests.

Control procedures:

1

The CA shall provide~a—means of rapid communication to facilitate the secure and authentigated
revocation of the following:

a)| one or.more certificates of one or more subjects;

b)| thesset of all certificates issued by a CA based on a single public/private key pair used by § CA
to'generate certificates;

ifl whifs 4 + ol oA oLl £ Ll Lblial H 4 L + al
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2 | The CA should verify or require that the RA verify the identity and authority of the entity requesting
revocation of a certificate in accordance with the CP.

3 If an RA accepts revocation requests, the CA should require that the RA submit signed certificate
revocation requests to the CA in an authenticated manner in accordance with the CP.

4 |If an RA accepts and forwards revocation requests to the CA, the CA should provide a signed
acknowledgement of the revocation request and confirmation of actions to the requesting RA.

5 |The CA should update the certificate revocation list (CRL) and other certificate status mechanisms in
the time frames specified within the CP and in accordance with the format defined in 1SO 9594-8 and
ISO 15782-1.
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Control procedures:

6 The CA should record all certificate revocation requests and their outcome in an audit log, as specified
in Annex F of ISO 15782-1:2003.

7 | The CA or RA may provide an authenticated acknowledgement (signature or similar) of the revocation
to the entity who perpetrated the revocation request.

8 |Where certificate renewal is supported, when a certificate is revoked, all valid instances of the certificate
should also be revoked and shall never be reinstated.

9 |The subject (and where applicable, the subscriber) of a revoked or suspended certificate shall be
informed of the change of status of its certificate

8.5.7| Certificate suspension (if supported)

Control objective:

If cel
certi
certi

rtificate suspension is supported, the CA shall maintain controls to provide reasonable asgurance that
icates are suspended in a timely manner as dictated by risk, baseéd on authorized apd validated
icate suspension requests.

Control procedures:

1

In accordance with the CA’s CPS, the CA provides, a means of rapid communication,| in place to
facilitate the secure and authenticated suspension:of the following:

a) one or more certificates of one or more subjects;

b) the set of all certificates issued by.a CA based on a single public/private key pair used by a CA
to generate certificates;

c) all certificates issued by a‘GA] regardless of the public/private key pair used.

2 |The CA should verify or require that the RA verify the identity and authority of the entity requesting
suspension and reactivationef\a certificate in accordance with the CP.

3 |If an RA accepts suspension requests, the RA should submit signed certificate suspensior] requests to
the CA in an authenticated manner in accordance with the CP.

4 |The CA or RA shodld notify the subject and, where applicable, the subscriber in thel event of a
certificate suspension.

5 |Certificate ¢suspension requests should be processed and validated in accordande with the
requiremients of the CP.

6 | The CA'should update the certificate revocation list (CRL) and other certificate status mech@nisms upon
certificate suspension. Changes in certificate status shall be completed in a time frame dgtermined by
the’CP

7 |Certificates should be suspended only for the allowable length of time in accordance with the CP.

8 |Once a certificate suspension (hold) has been issued, the suspension should be handled in one of the

following three ways:
a) an entry for the suspended certificate remains on the CRL with no further action;

b) the CRL entry for the suspended certificate is replaced by a revocation entry for the same
certificate;

c) the suspended certificate is explicitly released and the entry removed from the CRL.
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Control procedures:

9

A certificate suspension (hold) entry should remain on the CRL until the expiration of the underlying
certificate or the expiration of the suspension, whichever is first. The CP may specify the maximum
number of occasions when the certificate status may be suspended and the maximum periodicity for
this status. If the limit is reached the PA may be notified for further investigation.

10

The CA should update the certificate revocation list (CRL) and other certificate status mechanisms upon
the lifting of a certificate suspension in accordance with the CA's CP.

11

The CA should verify or require that the RA verify the identity and authority of the entity requesting that
the suspension of a certificate be lifted.

12

Certificate suspensions and the lifting of certificate suspensions should be recorded in an auditdog, as
specifigd in Annex F of ISO 15782-1:2003.

8.5.8 Certificate validation services

Control objpctive:

The CA shpll maintain controls to provide reasonable assurance that timely, complete and acclrate
certificate stptus information (including certificate revocation lists and other certificate status mechanisnjs) is
made available to relevant entities (subscribers and relying parties of ‘their agents — i.e., CVSP§) in
accordance |with the CP.

Control procedures:

1

The CA should make certificate status information available to relevant entities (relying parties or|their
agents) using an established mechanism in accordance with the CP. This may be achieved using:

a)| request response method — a request signed by the relying party to the certificate sjatus
provider's responder; in turn, thescertificate status provider's responder responds with the
certificate status duly signed (OCSP is an example protocol using this method);

b)|[ delivery method —a CRL signed by the CA and published within the policy's time frame.

Applicgble control procedures where' CRLs are used

2 | The CA shall digitally sign each CRL that it issues so that entities can validate the integrity of the [CRL
and thg date and time of iSsuance.

3 |The CA shall issue CRLs at regular intervals, as specified in the CP, even if no changes have occiirred
since trpe last issuance.

4 | At a minimum, a'‘CRL entry identifying a revoked certificate shall remain on the CRL until the end df the
certificgte's, validity period. A retrospective view of a certificate status, at a given point in time, mdy be
required ~Therefore CRL entries may need to be held beyond the life of a certificate validity peri<|>d to
prove its validity at the time of use

5 |If certificate suspension is supported, a certificate suspension (hold) entry, with its original action date
and expiration date should remain on the CRL until the normal expiration of the certificate or until the
suspension is lifted.

6 |CRLs should be archived in accordance with the requirements of the CP including the method of
retrieval.

7 | The CRL should contain entries for all revoked unexpired certificates issued by the CA. A retrospective
view of a certificate status, at a given point in time, may be required. Therefore CRL entries may need
to be held beyond the life of a certificate validity period to prove its validity at the time of use.

8 | Old CRLs should be retained for the appropriate period of time specified in the CA's CP.
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Control procedures:

Applicable control procedures where online certificate status mechanisms (e.g. OCSP) are used

If an online certificate status collection method (e.g., OCSP) is used, the CA should require that
certificate status inquiries (e.g. OCSP requests) contain all required data in accordance with the CP.

10 |Upon the receipt of a certificate status request (e.g. an OCSP request) from a relying party or its agent,
the CA should return a definitive response to the relying party or its agent if:

a) therequest message is well formed;

b) the certificate status provider responder is configured to provide the requested service;

Where these conditions are met, the CA or certificate status provider should produce a signed response
message indicating the certificate's status in accordance with the CP. If any of the above conditions are
not met then a status of “unknown” may be returned.

c) the request contains the information (i.e., certificate identity — serial number, OID,, etc.) needed
by the certificate status provider responder in accordance with the CP;

d) the certificate status provider's responder is able to locate the certificate’ and|interpret its
status.

11 |All response messages should be digitally signed and include all\required data in accqrdance with
the CP.

8.6

8.6.1

CA certificate life cycle management controls

Subordinate CA certificate life cycle management

Control objectives:

The parent CA shall maintain controls to previde reasonable assurance that:

subordinate CA certificate requests are accurate, authenticated and approved,;

subordinate CA certificatetreplacement (renewal and re-key) requests are accurate, authorized and
complete;

new, renewed and. re-keyed subordinate CA certificates are generated and issued in[accordance
with the CP;

upon issuanée) complete and accurate subordinate CA certificates are available to relgvant entities
(subscribers,and relying parties) in accordance with the CP;

subordinate CA certificates are revoked based on authorized and validated certificate revocation
requests;

timely, complete and accurate certificate status information (including CRLs and other certificate
status mechanisms) is made available to any entity in accordance with the CP.
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Control procedures:

Subordinate CA (sub-CA) registration

1 The parent CP should specify the requirements for submission of sub-CA certification requests.

2 | The parent CA should authenticate the sub-CA certificate request in accordance with the parent's CP.

3 | The parent CA should audit the sub-CA certificate applicant’'s compliance with the requirements of the
parent CA’'s CP before approving a sub-CA certificate request, or alternatively the sub-CA should
present its CPS for audit.

Sub-CA renewal

4 Where [sub-CA certificate renewal is permitted, the parent CA’s CP should specify the requireménts for
submigsion of sub-CA renewal requests.

5 |Where|sub-CA certificate renewal is permitted, the parent CA should authenticate the subsCA certificate
renewd| request in accordance with the CA’'s CP.

Sub-CA re-key

6 | The parent CA’s CP should specify the requirements for submission of sub-CA-re-key requests.

7 | The parent CA should authenticate the sub-CA certificate re-key request in-accordance with the CP|

Sub-CA certificate issuance

8 | The parent CA should generate certificates:

a)| using the appropriate certificate profile in accordanee with the CP and ISO 9594-8| and
ISO 15782-1 formatting rules;

b)| with the validity periods formatted in accordance with ISO 9594-8, ISO 15782-1 and the CP;

c)| where extensions are used, with extension\fields formatted in accordance with 1SO 9594-8,
ISO 15782-1 and the CP.

9 | The parent CA should sign the sub-CA certificate with the parent CA's private signing key.
Sub-CA certificate distribution

10 |The pafent CA should make sub-CA certificates available to relevant entities (e.g. relying parties) dsing
an established mechanism (e.g. d repository such as a directory) in accordance with the Parent CA’s
CP.

Sub-CA certificate revocation

11 |The parent CA should~verify the identity and authority of the entity requesting revocation of a sub-CA
certificate in accordance’with the parent CA’s CP.

12 |The pgrent CA should update the certificate revocation list (CRL) and other sub-CA certificate sjatus
mechahisms upon certificate revocation in accordance with the parent CA’s CP.

Sub-CA cétiificate status information processing

13 |The parent CAshould make sub-CA certificate status information avaitable to relying parties using an
established mechanism (e.g. CRL, OCSP, etc.) in accordance with the parent CA's CP.
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Annex A
(informative)

Management by certificate policy

Introduction and purpose of certificate policies

This pnnex describes certificate policies and identifies how they may be implemented to effecti
the risks of parties in a PKI with its focus on a contractual environment. This annex draws an\RF(
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Definition of a certificate policy

is a unique named set of rules which describes the*applicability of a certificate withir
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of respective obligations, including liability and,governance, between all involved parties.
is published under the responsibility of a policy’authority.
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Establishing policies in certificates

OIDs are used to unambiguously identify certificate policies and policy qualifiers so that they can be
processed by automated means in certificate-using applications and systems. These policies and policy
qualifiers are listed in the certificate policies certificate extension by the issuing CA and are defined in
ISO 15782-2 as:

certificatePolicies EXTENSION ::

{

SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies
}
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In the certificatePolicies certificate extension, the object identifier id-ce-certificatePolicies
identifies a value of ASN.1 type CertificatePoliciesSyntax, which is defined as:

CertificatePoliciesSyntax

PolicyInformation
policyIdentifier
policyQualifiers

}

CertPolic

SEQUENCE SIZE(l..MAX) OF PolicyInformation

SEQUENCE {
CertPolicyId,

PolicyQualifiers OPTIONAL

yId ::= OBJECT IDENTIFIER

PolicyQual

When a cen
value of typq
type CertP
PolicyInfq
need not be

The certificafe policies listed in a certificatePolicies certificate extensién are those that are recog
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lifiers SEQUENCE SIZE (1. .MAX) OF PolicyQualifierInfo

tificatePolicies certificate extension is present in a certificate, it must have at leas|
PolicyInformation. Each instance of type PolicyInformation must'contain a va
blicyId, an object identifier that identifies a CP. The policyQualifiers compone
prmation lists the policy qualifiers associated with a given CP. This component is optiona
ncluded.

j CA as being applicable to that certificate. This policy information can be used by a relying

present in this extension before it accepts the certificateias valid for a particular use. Typica
ssociated with a set of application programs which may be used by the owner of the certifieq
b CP is present.

dicator in each certificatePolicies certificate extension may be set to either critical of
b certificate issuer. If this extension is set™to critical, the extension indicates that the certi

ertificate-using system to process any.qualifier values in a particular way, to further restrict
alid uses of a certificate.

hte policies extension is set-to*non-critical, use of this extension does not necessarily con
ng systems to use the certificate in accordance with the policies listed in the certificate.
or computer application-may require that a specific policy be present in order to us
blicy qualifiers may, at.the option of the relying party, be processed or ignored.

When CP qualifiers are assogiated with a given CP, the optional policyQualifiers component of
PolicyInf¢rmation
PolicyQualifierImfgo defined as:

PolicyQualifierInfo
policyQualdifierId CERT-POLICY-QUALIFIER.&id ({SupportedPolicyQualifiers}),

is.~present and contains at least one CP qualifier, a value of

SEQUENCE {

L one
ue of
nt of
| and

hized
party

the appropriate use of the key pair certified by the CA. Axrelying party may require a partjcular

lly, a
key,

non-
ficate
may
or to

strain
But a
e the

type
type

qualifier

OPTIONAL
}

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::

CERT-POLICY-QUALIFIER. §Qualifier (
{SupportedPolicyQualifiers} {@policyQualifierId})

{

Type PolicyQualifierInfo is composed of two components, policyQualifierId and qualifier,
which are specified in terms of the &id and &Qualifier fields of the information object class CERT-
POLICY-QUALIFIER. This class is defined as:
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CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL

}
WITH SYNTAX { POLICY-QUALIFIER-ID &id [QUALIFIER-TYPE &Qualifier] }

The policyQualifierId component of PolicyQualifierInfo is defined in terms of the &id field and
must contain an object identifier value. The optional qualifier component is defined in terms of the
&Qualifier field and can contain the value of any ASN.1 type.

A value of the Policylnformation type identifies and conveys qualifier information for one CP. The component

policytdentifier contains an identifier of @ CP—and—the component poticyQuattfters contaims pplicy qualifier

valugs for that element.

Policy qualifier types can be registered by any organization. The following policy qualifier types gre defined in
IETF|RFC 2459I8] Certificate and CRL Profile:

a) The certification practice statement pointer qualifier contains a pointer to a _cettification practice statement
CPS) published by the CA. The pointer is in the form of a uniform resource locator (URL).

b) The user notice qualifier contains a text string that is to be displayed to a certificate uger (including
subscribers and relying parties) prior to the use of the certificate.{lhe text string may be an IA5 String or a
;MP String — a subset of the ISO/IEC 10646-1 multiple octet\coded character set. A CA may invoke a

rocedure that requires that the certificate user acknowledges that the applicable terms apd conditions
ave been disclosed or accepted.

A.4 |Certificate applicability under a named:certificate policy
Oncq parties are able to identify and locate the €P relating to a certificate, the user must be able|to determine
what|a certificate can be used for and any constraints. Policy authorities have the option of agking CAs to
issug either:

a) o¢ne certificate with restricted association to one specific CP;
or

b) 4allowing one certificate to’be associated with many CPs.

Ther¢ are several issues here that require discussion. This is considered against the background of the
following basic assumptions:

— Certificate policies are customer oriented in that certificates provide a control mechanism to help manage
nisks,related to services provided to customers.

—  (Certificate pnlinine and the npplir\ahilify of a certificate need to be. rnnngniw:rl hy all parﬁne inc|uding the

issuer, the subscriber, the relying party and possibly the relying party's validation service provider.

— In the emerging trust services marketplace, it appears that there will be a proliferation of certificates by
various trust service providers. The variety of naming conventions in combination with the proliferation of
certificates may create confusion for an ‘uneducated’ consumer base as to which certificate to use for a
particular application.

While customer knowledge on the management of certificates requires enhancing, and it may be argued that
certificates should be transparent to some users, financial institutions may consider one-to-one as a prudent
strategy initially. This will minimize confusion and facilitate learning on the part of the end user over a longer
period to allow for familiarization and to allow time for software applications to handle multiple certificates
more effectively.

© I1SO 2006 — All rights reserved Al


https://standardsiso.com/api/?name=c5c44953c0c4f0edc401dc8f331469aa

ISO 21188:2006(E)

One certificate with one CP will also minimize the level of consumer education for “how and why” a certificate
may be used for particular applications. It is also essential that certificate policies are written in such a way
that they are “customer friendly,” unambiguous and clear in terms of responsibilities and liabilities. These are
the terms and conditions for the subscriber’s use of the certificate and must be clearly understood by them.
Additionally, the relying party or their trust services provider will have definitive information as to which CP
applies to the certificate presented. Unless this is stated explicitly in the transaction or predetermined, there
must be a reliable mechanism to determine which is the applicable CP.

Additionally, for cross-certification it will be essential to have clarity regarding which CP applies to extend the
use of a certificate. The one CP for one certificate strategy will minimize the technical, organizational and
operational requirements of cross-certification.

A.5 Crossg-certification, certificate chains, policy mapping and certificate policies

A.5.1 Crosis-certification

Cross-certifigation is the reciprocal certification process of certificate policies issued by two or more different
policy authotities. Cross-certification enables the reciprocal use of the certificatescowned by different policy
authorities.

Cross-certifigation increases the usage and acceptability range of the subscriber’s certificate under a givgn CP.
Cross-certifigation requires a degree of conformity or equivalence in terms)of’/interoperability of policy between
the policy authorities and the controls implemented by the issuing CAs:

A.5.2 Certificate chains

When validating the acceptability of a certificate it may be nécessary to not only validate the entire seqyence
of certificatep from the end entity using the certificate-up to the root certificate but also their respéctive
certificates pplicies.

An acceptable policy identifier is the identifier of thé CP required by the user of the certification path ¢r the
identifier of g policy that has been declared equivalent to it through policy mapping (see A.5.3).

Setting the gertificate policies extension.field as critical, forces the application to check that acceptable
certificate pdlicies in the chain are present. It is therefore recommended that the certificate policies extehsion
be implemented as a critical extension. This field is processed in concert with the policyConstraints extepsion
(A.5.4) during the certification path-validation as described in ITU-T Recommendation X.509.

A.5.3 Certificate policy;mapping

This extensipn allows\the policy authority, through its certificate issuers, to indicate that one or more |of its
certificate pglicies.isconsidered equivalent to another CP used in that domain. The assignment g¢f CP
mappings is [restricted to the policy authority and certification authority, and may be further inhibited thfough
the policyCgnstraints extension. This extension will support cross-certification by specifying the OIDs of
equivalent certificate policies.

The syntax of this extension is:

policyMappings EXTENSION ::={
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {

issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
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According to ISO 15782-2 this extension may, at the discretion of the certificate issuer and as stated in the CP,
be either critical or non-critical.

CAs should generate this extension for CA digital signature certificates where policy mapping is applicable
and include a combination of issuerDomainPolicy field(s) and subjectDomainPolicy field(s) with the applicable
CertPolicyld field(s).

Relying parties should interpret the combination(s) of issuerDomainPolicy and subjectDomainPolicy CP object
identifiers as equivalent.

A.5.4 Policy constraints

The policy constraints extension supports two optional features. The first is the ability for’qd certification
authqrity to require that explicit CP indications be present in all subsequent certificates in_a“certification path.
Certificates at the start of a certification path may be considered by a certificate user to be part of a trusted
domagin (i.e., certification authorities are trusted for all purposes so no particular CP isqéeded in {he certificate
policies extension). Such certificates need not contain explicit indications of CP. However, when a certification
authgqrity in the trusted domain certifies outside the domain, it can activate the requirement for ¢xplicit CP in
subsequent certificates in the certification path. When used, the requireExplic¢itPolicy constraint [requires that
all certificates include an acceptable policy, not just those that follow-~the certificate that| asserts the
requifement.

The pther optional feature in the policy constraints field is the ability for a certification authorlty to disable
policy mapping by subsequent certification authorities in a certification path. It may be prudent to disable
policy mapping when certifying outside the domain. This can assist in controlling risks due to tfansitive trust
(e.g. |p domain A trusts domain B, domain B trusts domain C;but domain A does not want to be fprced to trust
domgin C).

The gyntax of this extension is:
poligyConstraints EXTENSION ::={

BYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolidyConstraintsSyntax ::= SEQUENCE {
equireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }
SkipCerts ::= INTEGER (0:..MAX)

Accofding to ISO 15782-2 this extension should be flagged critical.

A.6 [Types-of certificate

The fype, of certificate that may be required is complex with a wide variety of user needs requiring a range of
differert—selutions—Hhe—peoliey—autherity—may—adopt—a—gereral-purpese—strategy—fer—a—CSP—without usage
restriction. Alternatively, a policy authority may construct certificate policies for specific purposes to restrict
inappropriate usage or to limit liability.

=9

Consequently, the main types of end-entity certificate are:

— application-specific (attribute-based) certificates; these certificates are issued to support specific
applications, products and/or services where the requirements for authorization are explicit;

— generic certificates; a single certificate based on the authenticity of specific information proves the identity
of the holder of a public key, which identity constitutes the basis for authorization.

NOTE A single certificate may be used to support multiple applications. The use of a single certificate will need to
meet the requirements of the most highly classified application.
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It is assumed that general-purpose certificates will predominate for subscribers because:
ID-only based certificates are likely to become a commodity in the medium- to long-term;
in the medium- to long-term, attribute-based or customized certificates may be a source of added value;

the uses for digital signatures and certificates both internally and externally have yet to be fully exploited
or developed.

The amount of assurance required directly correlates to the business risks for each entity in a transaction. The
degree of assurance will more often than not vary according to the party's role and the appetite for risk. A “fit-
for-purpose” : y U i i ; ined
with the techhological immaturity of the marketplace, suggest that initial efforts to define an all-encompassing
system allowfng for policy granularity is not a feasible option for the initial deployment.

It is recommeénded that generic certificates be issued to subscribers utilized to establish a system of minjmum
requirementq for all categories of services for the initial stages for a PKI deployment. This approach takep into

consideratio
categories of

There are ot
using certific
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A critical iss
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would m
between
comparg
their usq
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with thei
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her types of certificate policies designated for specific purposes, such as server certificate
htes to create a PKI hierarchy.

cate classes and naming

rificate classes may be to distinguish between the«different level of assurance and for desc
party obligations for issuing, managing, suspending and revoking certificates. Each level or
provides specific functionality and security features.

e for the relying party and to a degree ‘the subscriber is ascertaining the level of assura

sifications based upon arbitrary values, such as bronze, silver, gold: it should be noted ths

classes may be multidimensional and may contain distinct attributes that are not pre
ble to other classes.The use of certificate class names is perceived to have a “relative valu
and functionality.

ifications based on recognized standards for contractual environment: for the end user the
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I usage.
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ake it difficult to provide any linear measure of the specific security service capability. Differences

Cisely
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se of
iated

The following

assumptions also require consideration by policy authorities:

digital certificates may represent familiar brand names in the electronic marketplace;

consumer and business confidence is a measure of the recognition of brand(s) attached to security
products and services, including the level of functionality and applicability of a certificate;

other naming conventions could be used which have no implicit value (e.g. 1, 2, 3) and concentrate on
establishing usage differences rather than relative merit, however it seems unlikely in the context of
financial services that these would be deemed appropriate to engender trust;

the use of standards serves as a universally understood benchmark, however, care needs to be
exercised on level of prescription to avoid placing any restriction on usage.
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Certificate classifications based on absolute values such as low, medium and high may not project the type of
image that financial institutions require for the development of electronically based trust services.

To promote wider acceptability and possibly reduce the level of end-user confusion for certificate usage, the
recommendation is for certificate policies to conform with standards that are recognized or specifications
agreed upon by all the parties in the contractual environment.

A.8
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Certificate policy provisions

General

clause briefly describes the terms of a CP.

P Interpretation

CP should outline in its preamble what the CP is for in terms of service provision, the precon
hunity and the relating legally binding contractual conditions. This may) also include a
rements that are applicable to the community and use of the certificatesUnder the CP.
ection should describe the intended community for the certificates ‘and where appropriate t

jentiality). It may also state any requirements for membership of the community (e.g. cert

ved or licensed entity as approved by the policy authority, etc.).
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Criber, relying party and certificate validation’service provider.

d in accordance with the CP.. The CA is also responsible for ensuring that changes in cer

fied time as stated in the CP.

of the subscriberagreement. This means that any access to the use of the private key is ng
PIN to unauthorized users). The subscriber is also required to inform the registration author
believe thatitheir key has been compromised.

ying party should exercise reasonable judgement when deciding whether to rely upon a c
only rely on a certificate that has not been revoked, suspended or expired, notwithstand
e-Key was used for the transaction. It also has a duty to ensure compliance with local regula

!

b (e.g. whether the certificate may be used for remote authentication purposes, digital sig

ued to private account holders only, relying parties must-have signed a relying party agree
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A.8.4 Enforcement

The CP must state the governing law, applicable contracts or schemes and methods for establishing definitive
ruling where there are conflicting clauses or there are no documented provisions or set precedents.
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A.8.5 Liability

For the purposes of this annex, we will concentrate on the business’ liabilities to both the subscriber and the
relying party.

The liabilities to the subscriber will always be covered by a contractual relationship. The terms and conditions
of issue and use of a certificate are covered by the appropriate CP. These will be established before the
subscriber obtains the certificate and can be designed to ensure that all anticipated liabilities are addressed
and, if possible, limited.

The liabilities to the relylng party are potentially more compllcated As identified above, the relying party may
have no con and
trusted certificate validation service provider. The following three simple examples serve to illustratg the
various waysg in which liability could be controlled or limited.

— The CP|may identify the circumstances in which the relying party needs to do no moré*than chedk the
validity ¢f the certificate’s signature and that it is within its validity period. In such a case, analogous to a
cheque puarantee card, the authenticity of the certificate is itself sufficient to rely on] although the policy
may limit the liability on any particular “transaction.” The value of the certificate, therefore, is seen Ry the
relying party to be in that “guaranteed,” yet limited, liability.

— In other| circumstances the CP may require (but cannot force) the relying party to obtain an op-line
validation of the certificate from the CA/RA (via a repository) before acceptance. In this way the certificate
acts purgly as a means of identification with no inherent value. Each(transaction is effectively authqrized
on-line, and there is no liability for unauthorized transactions.

— Where the relying party has control over the software/envirehment in which the relying party will uge the
certificat, a relying party agreement can be presented; which must be actively accepted beforg the
certificate can be used. Until this becomes a standard means of using certificates and is Widely
implemgnted in the commercial and freeware produets such as browsers and e-mail packages, this will
not be alreliable way to limit liability.

A.8.6 Openational requirements

The following processes with specified timings should be stated:

— initial registration application including the type of identity credentials;
— certificafe request, issuanege.and acceptance;

— certificate validation methods;

— certificafe suspension and revocation together with reasons for certificate revocation and suspehsion
(including who authorized, procedures described and notification).

. on of
identity) or whether new key palrs have to be generated A statement should also be made on how certlflcate
modification, if supported, will be managed (e.g. what authentication procedures are required in order to
modify the information in an existing certificate).

The technical security controls may be stated here that detail how the private/public key pair is generated and
installed and the standards relevant to denote compliance. Controls to manage access to the private key are
also given together with notification on private key escrow, back-up and archiving.

The certificate profile should be appended to demonstrate what values should be placed in the respective
fields and provide guidance on how to determine those values.

76 © I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=c5c44953c0c4f0edc401dc8f331469aa

A.9

ISO 21188:2006(E)

Certificate policy management

The CP must show its unique name, its policy qualifier, the policy version, its status, the policy reference OID
and its date of issue and, where appropriate, its date of expiry.

The CP should contain contact details of the policy authority, which include postal address, telephone
numbers, business operating hours and possibly an e-mail address for customer support.

Publication and repository contact details should be clearly shown together with methods for clarifying issues

on:

— ¢onfidentiality of policy information;
— ¢hange control process;

— notification of changes;

A CH
certif|
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The policy authority must ensure that the controls specified in the CA's CPS are appropriate to sU

A for|
agree
and 4

L administration;

Hentification credentials and registration process.

should have a start date and where possible an expiry date{ It may be difficult to mg
cates with various expiry dates without a policy expiry date.

uld also state where paper and electronic copies of the €P-might be obtained.

CP should describe the processes the policy autherity invokes to check that a CA's CPS
prting the requirements of the CP.

mal method of auditing the CA against;its CPS within specified time periods (e.g. two yea
d upon between the policy authority,;and the CA. If the CA wishes to vary the clauses in its (
n agreed method of dispute resolution is advised in order to resolve issues promptly.

nage issued
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pport the CP.
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Annex B
(informative)

Elements of a certification practice statement

B.1 General

A certificatio
contained in

It is not nece
“not in prac
requirementg
topic. This f4
of the practi
superseded

found in Ann

B.2 Introc

B.2.1 General

The introduc

overviev

commur

contact

B.2.2 Over

This sub-compponent provides a general introduction (e.g. general purpose of the practice statement).

B.2.3 Ident

identificgtion;

n practice statement (CPS) should contain a reference to all components and sub-compo
this annex.

ssary for a CPS to include a definitive statement for every such topic. A particulan,CPS may
ice” for a component, sub-component or element on which the particular ‘€EPS impose
. This will indicate to the reader that a conscious decision was made to include or exclud
cilitates comparison of certification practice statements when making deCisions on the suit
bes to business applications. This annex follows the structure of REC-2527[9, which has

hents

state
S no

that
bility
been

by RFC 36471111, A table cross-referencing the changes from RFC.2527 to RFC 3647 may be

X E.

uction

ion component of a CPS has the following subzcomponents:

ity and applicability;
Hetails.

view

ification

This sub-co

B.2.4 Com

munity and applicability

This sub-component describes the types of entities that issue certificates or that are certified as subject CAs,
the types of entities that perform RA functions and the types of entities that are certified as subject end entities
or subscribers.

NOTE Examples of types of entity for subject CAs are a subordinate organization (e.g., bank, bank branch or division,
a government agency or department). For example, suppose a bank claims that it issues CA certificates to its branches
only. Then the user of a CA certificate issued by the bank can assume that the subject CA in the certificate is a branch of
the bank. Examples of the types of subject RA entities are customer service or data security departments. Examples of
types of subject end entities are retail or wholesale bank customers, cardholders, individual investors, policyholders and
employees.
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— alist of applications for which use of the issued certificates is limited, or a list of applications for which use
of the issued certificates is prohibited.

B.2.5 Contact details

This sub-component includes the name and mailing address of the authority that is responsible for the
registration, maintenance and interpretation of this CPS. It also includes the name, electronic mail address,

telep

B.3

B.3.]

This

—
— |

— publication and repositories;

—
—

Each
subs

B.3.

This
to oth

interpretation and enforcement;

none number and fax number for all appropriate contact persons.

General provisions

General

bligations;

ability;

ompliance audit;
onfidentiality.

sub-component may need tosseparately state provisions applying to the entity types: CA, re
Criber and relying party.

? Obligations

sub-componenf.contains, for each entity type, any applicable provisions regarding the entity
er entities. Such provisions may include:

CA andfor-RA or certificate status provider obligations:

component specifies any applicable presumptions on a range of i€gal and general practice topics,
inclugling:

pository, RA,

s obligations

L~ notification of issuance of a certificate to the subscriber who is the subject of the cer

tificate being

ISsued,

— notification of issuance of a certificate to parties other than the subject of the certificate;

revoked or suspended;

certificate is being revoked or suspended;

— subscriber obligations:

— accuracy of representations in certificate application;
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— protection of the entity's private key;

— protection of the mechanism to enable the use of the private key (i.e., cardholder verification
method);

— restrictions on private key and certificate use;

— notification upon private key compromise;

relying party obligations:

— purposes for which certificate is used,;

— digi

— revg

al signature verification responsibilities;

cation and suspension checking responsibilities;

— ackhowledgment of applicable liability caps and warranties;

— rep¢sitory obligations;

— timd

ly publication of certificates and revocation information;

certificafe status provider:

— to make validation service available and responsive within‘service level agreement levels;

— tov

blidate certificate accurately.

B.3.3 Liabflity

This sub-component contains, for each entity-type, any applicable provisions regarding apportionmgnt of

liability, such

B.3.4 Inter

warranti

kinds of]
negligen

loss limi

other ex

as:

s and limitations on warranties;

ce and fraud) and.disclaimer;
ations (caps)(per certificate or per transaction;

Clusions(e<g. acts of God, other party responsibilities).

pretation and enforcement

damage covered (e.g. indirect, special, consequential, incidental, punitive, liquidated damage,

This sub-component contains any applicable provisions regarding interpretation and enforcement of the CP or
CPS, addressing such topics as:

80

corporate security policy and procedures;

governing law;

severance of provisions, survival, merger, and notice;

dispute resolution procedures.
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B.3.5 Publication and repositories
This sub-component contains any applicable provisions regarding:

— CA obligations to make available information regarding its practices, its certificates and the current status
of such certificates;

— frequency of publication;

— classification of published information including CP definitions, CPS, certificates, certificate status and
CRLs;

— rlequirements pertaining to the use of repositories including online certificate status,-veerification (if
supported).

B.3.6 Compliance audit

This pub-component addresses the following:

— frequency of compliance audit for each entity;
— auditor's relationship to the entity being audited (i.e., a statementithat the auditor must be independent);

— general list of topics covered under the compliance audit including CA environmental fontrols, key
management controls and certificate life cycle management controls.

B.3.T Confidentiality

This pub-component addresses the following:

— types of information that should be kept confidential by CA or RA;

— types of information that are not considered confidential;

— Wwho is entitled to be informed of reasons for revocation and suspension of certificates;
— policy on release of infermation to law enforcement officials;

— ipformation thatimay be revealed as part of civil discovery to conform with regulatory requirements;
— ¢onditions-upon which CA or RA may disclose and to whom upon owner's request;

— any ether circumstances under which confidential information may be disclosed.

B.4 Identification and authentication

B.4.1 General

This component describes the procedures used to authenticate a certificate applicant to a CA or RA prior to
certificate issuance. It also describes how parties requesting re-key or revocation are authenticated. This
component also addresses naming practices, including name ownership recognition and name dispute
resolution.

This component has the following sub-components:

— initial registration;
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routine ri

suspens

e-key;

re-key after revocation;

revocation request;

ion request.

B.4.2 Initial registration

This sub-con

nponent includes the following elements regarding identification and authentication proce

ures

during entity

types of

NOTE 1 E

whether

NOTE2 Th

of the person and/or organization. Directory names and RFC 822["] names may be more 6bhless meaningful.

rules for|
whether
how nan
recognit

if and h
registerd

NOTE3 E
signed reques|

authenti

NOTE4 Ty
company seal

authenti

registration or certificate issuance:

names assigned to the subject;

amples include X.500 distinguished name, Internet e-mail address and URL.
names have to be meaningful or not;

e term “meaningful” means that the name form has commonly understood.semantics to determine ig

interpreting various name forms;

names have to be unique;

ne claim disputes are resolved;

on, authentication, and role of trademarks;

bw the subject should prove possession of the companion private key for the public key
d;

amples of proof include the issuing CA generating the key, or requiring the subject to send an electro
or to sign a challenge.

Cation requirements fop-organizational identity of subject (CA, RA or end entity);

and notarized documents.

Cation requirements for a person acting on behalf of a subject (CA, RA or end entity);

NOTES T

identification ¢ard biometrics
recognition or an.established employee authentication method.

{)es af~individual identity authentication include physical recognition, knowledge of an indi

(thumb print, ten fingerprint, face, palm and retina scan), driving license, passport,

entity

being

hically

bes of organization identity authentication include articles of incorporation, duly signed corporate resolytions,

idual,
voice

number

of pieces of identification evidence required;

procedures for achieving this remotely;

if the ind

ividual must present personally to the authenticating CA or RA;

(mandated) by the company to act on its behalf.

NOTE 6

82

Examples include duly signed authorization papers or corporate ID badge.

how a CA or RA validates the pieces of identification evidence provided as genuine: alternatively the

how an individual as an organizational representative is authenticated and whether they are authorized

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=c5c44953c0c4f0edc401dc8f331469aa

ISO 211

B.4.3 Routine re-key

88:2006(E)

This sub-component describes the identification and authentication procedures for routine re-keying for each

subje

ct type (CA, RA and end entity).

NOTE The identification practice for routine re-key should be the same as the one for initial registrat
expiring certificate is used for authentication prior to its expiration date. The re-key authentication may be accomplished

using

the techniques for initial identification and authorization or using digitally signed requests.

B.4.4 Re-key after revocation — No key compromise

This
type
revok

NOTE

B.4.

This
each
authd

NOTH
same
signe
Other

B.4.6 Suspension request

This
each
authd

NOTE
same

signe
reque

B.5

B.5.]

up- 1 | ITI | u | | u -Key
CA, RA, CVSP and end entity) after the subject certificate has been revoked. If a certific
ed then its status must not be changed.

This identification and authentication practice should be the same as that for initial registration.

b Revocation request

sub-component describes the identification and authentication procedures for a revocatio
subject type (CA, RA and end entity) or other authorized party (as stated in the CP) or by
rity.

subject certificate needs to be revoked. The authentication practices could accept a revocation rd
j by subject. The authentication information used during initial registration could be acceptable for revd
less stringent authentication practices could be defined.

sub-component describes the identification”and authentication procedures for a suspensio
subject type (CA, RA and end entity)-or other authorized party (as stated in the CP) or by
rity.

subject certificate needs to b€ suspended. The authentication practices could accept a suspension rg
l by subject. The authentiCation information used during initial registration could be acceptable f]
st. Other less stringent aathentication practices could be defined.

Operational requirements

General

This

entities-with rncpnr‘f to\arious npnrahnnal activities-

component is used to specify requirements imposed upon issuing CA, subject CAs, RAs,

ion unless the

ach subject
te has been

n request by
a regulatory

The identification practices for revocation request could be the same as that for initial registration since the

quest digitally
cation request.

n request by
a regulatory

The identification practices_for suspension request could be the same as that for initial registration since the

pquest digitally
Dr suspension

CVSP or end

This component consists of the following sub-components:

— certificate application;

— certificate issuance;

— certificate acceptance;

— certificate validation;

— certificate suspension and revocation;
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— security

audit procedures;

— records archival;

— key changeover;

— compromise and disaster recovery;

— CAterm

ination.

Within each sub-component, separate consideration may need to be given to issuing CA, repository, subject

CAs, RAs arr end entities.

B.5.2 Certificate application

This sub-cor
issuance.

B.5.3 Certificate issuance

This sub-con
applicant of s

B.5.4 Certificate acceptance

This sub-cor

consequent publication of certificates.
B.5.5 Certificate suspension, revocation, and status management
This sub-compponent addresses the following:

— conditiofs to be fulfilled under which a gertificate may be revoked;

— who can
— procedu

— revocati

— conditiofs to be fdlfilled under which a certificate may be suspended;

— who can

nponent is used to state requirements regarding subject enrolment and request for certi

hponent is used to state requirements regarding issuance of acCertificate and notification {
uch issuance.

hponent is used to state requirements regarding<acceptance of an issued certificate arn

request the revocation of the entity certificate;
res used for certificateyrevocation request;

DN request grace period, if any, available to the subject;

request the suspension of a certificate;

ficate

o the

d for

— procedures to request certificate suspension;

— how long the suspension may last;

— conditions to be fulfilled under which a suspended certificate may be returned to a live status;

— ifaCRL

mechanism is used, the issuance availability and frequency of updates;

— requirements on relying parties to check CRLs;

— on-line status checking availability and guaranteed response times;
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— requirements on relying parties to perform on-line status checks;

— requirements on the certificate status provider to enable the authentication of a status response to a
relying party;

— other forms of official suspension, revocation or certificate status notices available;

— a requirement on validation authorities and relying parties to check other forms of official suspension,
revocation or certificate status notices;

— any variations on the above stipulations when the suspension or revocation is the result of private key
¢ompromise (as opposed to other reasons tor suspension or revocation).

B.5.6 Security audit procedures
This pub-component is used to describe event logging and audit systems. Elements include the fgllowing:

— types of event recorded;

NOTEH Example of audit events include requests to create a certificate, requests to suspend or revokie a certificate,
key cpmpromise notification, creation of a certificate, revocation of a certificate,)issuance of a certificate,|issuance of a
CRL, jssuance of key compromise CRL, establishment of trusted roles on the\CA, actions of trusted personnel, changes to
CA k4ys, etc.

— frequency with which audit logs are processed or audited;

— period for which audit logs are kept;

— protection of audit logs;

— Wwho can view audit logs and under what authority;

— protection against modification of audit log;

— protection against deletion of-audit log;

— audit log back-up procedures;

— Whether the audit {og~accumulation system is internal or external to the entity;

— Wwhether thestibject who caused an audit event to occur is notified of the audit action;

— VYulnerability assessments.

B.5.7 Records archival

This sub-component is used to describe general records archival (or records retention) policies, including the
following:

— types of event recorded;

NOTE Example of archive events are: requests to create a certificate, requests to revoke a certificate, key
compromise notification, creation of a certificate, revocation of a certificate, issuance of a certificate, issuance of a CRL,
issuance of key compromise CRL and changes to CA keys.

— retention period for archive;
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