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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

This document specifies ITS station security services that provide authenticity of the source and
confidentiality and integrity of application activities taking place between trusted devices. The two devices
taking part in a data exchange establish a cryptographically secure session. As part of establishing this
session, each device [or, more precisely, each end entity (EE) which is an application on the device] is sent
one or more digital certificates that are cryptographically bound to the other EE and contain statements,
made by a trusted third party, about the EE’s capabilities, properties and permissions. This allows each EE
to have assurance about the properties of the other EE in the session, and this in turn allows each EE to
make trust and access control decisions about data that the other EE can access, commands that the other
EE can execute, states that the other EE can change, and other types of access that the other EE can request.
In other words, the two EEs establish a trust relationship where each EE is trusted by the other EE to carry
out specifi¢ actions, without requiring one EE to allow the other EE to have arbitrary access.

The mechgnisms specified in this document allow each EE to establish trusted facts ahout th¢ other EE.
For these mechanisms to be used, the EE specification needs to include an access control -policy| indicating
which properties are required to be known to be true about the other EE for that othek EE to belallowed to
carry out particular actions. In other words, this document provides a means tp,0btain securify-relevant
informatiopn, but the use of that security-relevant information is to be specified in the specificatioh of the EE.

The trust relation between two devices is illustrated in Figure 1. Two devices.cooperate in a trusfed way, i.e.
exchange information with optional explicit bi-directional protection.

| N
Trusted i QQrusted
device |« } »  device
A | B
[}

Bi-directional
protection

Figure 1 — Interconnection of trusted devices

According [to ISO 21217, an ITS station unit (ITS-SU), i.e. the physical implementation of the |TS station
(ITS-S) functionality, is a trusted devicehand an ITS-SU may be composed of ITS station communidation units
(ITS-SCUs)| that are interconnected (Via an ITS station-internal network. Thus, an ITS-SCU is the smallest
physical entity of an ITS-SU that is(referred to as a trusted device.

NOTE1 [SO 21217 fully coversthe functionality of EN 302 665,[16] which is a predecessor of ISO 21217.

NOTE2  AnITS-SU can bé composed of ITS-SCUs from different vendors where each ITS-SCU is linked tp a different
ITS-SCU corfiguration arid management centre specified in ISO 24102-2 and ISO 17419. Station-internal management
communicafions between ITS-SCUs of the same ITS-SU are specified in ISO 24102-4. The European C-IT§ regulation
refers to the "ITS-SCU configuration and management centre" as "C-ITS station operator” meaning the entity
responsible|for the-operation of a C-ITS station. The C-ITS station operator can be responsible for the pperation of
one single ¢-ITS'station (fixed or mobile), or a C-ITS infrastructure composed of a number of fixed C-ITS sftations, or a
number of mobile [TS stations.

Four implementation contexts of communication nodes in ITS communications networks are identified
in the ITS station and communication architecture of ISO 21217, each comprised of ITS-SUs taking on a
particular role: personal, vehicular, roadside or central. These ITS-SUs are ITS-secured communication
nodes as required in ISO 21217 that participate in a wide variety of ITS services related to, for example,
sustainability, road safety and transportation efficiency. See also Figure 2, Figure 3, Figure 4 and Figure 5.

Over the last decade, ITS services have arisen that require secure access to data from sensor and control
networks (SCN), for example, from in-vehicle networks (IVN) and from infrastructure/roadside networks
(IRN), some of which require secure local access to time-critical information; see Figure 2 and Figure 3.

© IS0 2024 - All rights reserved

vii


https://standardsiso.com/api/?name=68461fa74602231a4690db640a6ed1e8

ISO 21177:2024(en)

Roadside ITS-SU
ITS-S host

4 N ’

g . . Applications ‘
Bi-directional protection

ITS-S router
ITS-S border router \

\ ‘ '

ITS i o 1 4
' Ny H-S-statien—tHrternarnetworte
Proprietary IRN I
VMS
o ‘o o
Lo / O

Key
VMS  varjable message sign

Figure 2 — Example of a roadside ITS-SU connected with proprietary IRN

Vehicle ITS-SU
ITS-S host

4 N ‘ Applications

| API |

- . ITS-S router
Communications| | [| E E

ITS station-internal network

. ()L

Figure 3 — Example of a vehicle ITS-SU connected with proprietary IVN
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ITS-SU
ITS-SCU A ITS-SCU B

Applications Applications

Facilities
N&T

Facilities
N&T

Security
Mgmt
Security

Mgmt

Access Access

3 3
| J

ITS station-internal network

Networking & Transport

Figure 4 — Interconnection of ITS-SCUs in an ITS-SU

ITS-SU A

Applications

ITS-SU B

Applications

Facilities
N&T
Access

A
[

Facilities
N&T

Access

A
]

2
-
=
32
L
2]

Mgmt

2
—
=
2
7]
w

Mgmt

working & Transport
Figure 5 — Interconnection of ITS-SUs

Iz basic security means specified in this document, the ITS-SUs can establish secure
stablishment of sessions either requires prior knowledge about a session partner
y means of a service announcementlas specified in ISO 22418. Further on, the broa
s secured by means of authentjcating the sender of such a message, applicable for
ent message (SAM) specified in-ISO 16460 and used in ISO 22418. Additionally, oth
r be applied, e.g. encryption of.uriessages.

rust relation in the ITS domain is between an ITS-SU consisting of one or several ITS-
control network (SCN), Trust is achieved by applying security means in an interface as
with details specifiedin this document.

“ITS-SU

Applications

Sensor and
control
network

(SCN)

Interface

Facilities
N&T

Security ||

Mgmt

Access

A

hpplication
or can be
casting of
the service
er security

SCUs and a
illustrated

Bi-directional
protection

Networking & Transport

Figure 6 — Interface between ITS-SU and sensor and control network
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The interface presented in Figure 6 may be a stand-alone device, or may be integrated in the ITS-SU, or
may be part of the SCN. Examples of SCNs are "in-vehicle networks" (IVN) and "infrastructure/roadside

networks"

(IRN).

Related use cases of these ITS services have largely been derived from regulatory requirements and ITS
operational needs, and they include:

e.g. col

lision avoidance, emergency electronic brake light and event determination;

intersection interaction, congestion avoidance and dynamic priorities;

secure real-time access to time-critical vehicle-related data for safety of life and property applications,

secure local access to detailed real-time data for efficiency applications (traffic management), e.g.

protec

(GDPR);[18

local 4
(contr
and in

There are
informatio
ITS Refere
to be enga
to vehicle ¢
capable of

According
compliant

device. Ex}
network. I
are issued
sense that
theITS-Sa
allows pee
certificate

The subjec

1) Specifi

runnirn
consid

pri
pri
pri

Lo SO 21217, an ITS-SCU of an ITS-SU can communicate'with devices that, in a strict sej
with the architecture specified in ISO 21217. Howéver, in order to have trusted comm|
a certain minimum level of security measures need to be shared between an ITS-SCU and such :
imples of such external devices are a nodes;int the Internet, or a node in a sensor g
h this document, the assumption is made_that ITS-S application processes operating

ionofnrivata data aag in camnlinneca viith tha Furanaan "Conaral Nata Drataction
...... TTvorcE—troreon S g C o Pt e vy rer e e o O p et e o oorcor T T oteetroT T

ccess to certified real-time data for sustainability applications, e.g. dynamid emis
lled zones as currently standardized by CEN/TC 278), intersection priorities based on
eractive optimum vehicle settings to minimize fuel consumption.

many use cases of ITS services currently identified where real-time exchange of ti

with certificates by a Certificate Authaority (CA), and that the CA is a trusted third p
before issuing the certificate to the FIS-S application process, it ensures that the ITS-S
bplication process is resident meets.ithe minimum security requirements for that applig
r ITS-S application processes which observe that an ITS-S application process posseq
to have a level of assurance thatthe ITS-S application process is in fact secure and trug

L of this document thus is three-fold.

cation of ITS statien-security services for enabling trust between ITS-S application
g on different FI'S:SCUs of the same ITS-SU, i.e. establishing a trusted processing
ering also trustinside an ITS-SCU:

ptection of @pplications from the actions of other applications;
ptection of shared information;

ptection of shared processing resources such as communications software and hardw

egulation”

sion zones
emissions,

me-critical

h between ITS-SUs in close proximity is essential, and this numberwill grow (see the S National
nce Architecture,[12] for example). It is critical that ultimately all FI'S-SUs in a given a
ped in these distributed services. This, in turn, requires vehicleITS-SUs to have real-
lata, and roadside ITS-SUs to have real-time access to infrastructure data. All ITS-SUs
secure software updates.

rea be able
ime access
need to be

nse, are not

unications,

in external
nd control
on ITS-SUs
arty in the
U on which
ation. This
ses a valid
tworthy.

processes
r platform,

rare, which

includes methods of prioritization and restricted access.

2)

running on the same ITS-SU.

3)

a sensor and control network.

Such security services include, for example, the basic security features of:

a)
b)

authentication and authorization;

confidentiality and privacy;

© IS0 2024 - All rights reserved
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¢) dataintegrity;
d) non-repudiation.
Tasks related to communications are:

e) establishing secure sessions for bi-directional communications, e.g. based on service advertisement as
specified in ISO 22418;

f) authenticating a sender of broadcast messages, e.g. CAM, DENM, BSM, SPaT, MAP, FSAM, WSA, etc.;
g) encrypting messages.

NOTE 3  Tasks f) and g) above related to communications are already specified in other standards: see IEEE 1609.2
and several[related standards from ETSI, for example.

© IS0 2024 - All rights reserved
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Intelligent transport systems — ITS station security services
for secure session establishment and authentication between
trusted devices

1 Scope

This docunent contains specifications for a set of ITS station security services required to

authenticit]

betwe
(ITS-S

betwe
contro

These servj
informatio

These serv
time-critic
roadside/i

2 Norm

The follow
requireme
the latest e

ETSITS 10
ETSITS 10

IEEE 1609
Services fof

IEEE 1003
Base Specif

3 Term

y of the source and integrity of information exchanged between trusted entities,d.e.:

bn devices operated as bounded secured managed entities, i.e. "ITS Station Communicg
CU) and "ITS station units" (ITS-SU) as specified in [SO 21217; and

en [TS-SUs (composed of one or several ITS-SCUs) and external trusted entities such as
| networks.

ices include the authentication and secure session establishmentwhich are required t
hin a trusted and secure manner.

ices are essential for many intelligent transport system (LI'S) applications and service
bl safety applications, automated driving, remote management of ITS stations (ISO 24
hfrastructure-related services.

ative references

ng documents are referred to in the textin such a way that some or all of their content
hts of this document. For dated references, only the edition cited applies. For undated
dition of the referenced document{including any amendments) applies.

D 941, Intelligent Transport Systems (ITS); Security; Trust and privacy management
B 097, Intelligent Transpert-Systems (ITS); Security; Security header and certificate formd

2, including Amendment 1, IEEE Standard for Wireless Access in Vehicular Environment.
Applications and-Management Messages

1:2017, IEEEStandard for Information Technology--Portable Operating System Interface
ications, Issue'7

s ahd definitions

ensure the

tion Units"

sensor and

b exchange

5, including
102-2), and

ronstitutes
references,

Its

s—Security

(POSIX(R))

For the purposes of this document, the following terms and definitions apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

3.1

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

access control PDU
protocol data unit (PDU) generated by the security subsystem for purposes of establishing the authorization

status of a

peer ITS-S application process

© IS0 2024 - All rights reserved
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access control policy
data source governing what access to resources is permissible by peer applications

3.3

application
functional entity, i.e. an ITS-S application process

Note 1 to entry: The natural language term "application” is used in this document as a synonym to the term "ITS-S
application process" specified in ISO 21217.

3.4

cryptomaterial

cryptogray

Note 1 to ¢
asymmetrid

3.5

cryptoma
reference 1
verify, enc

3.6

handshak
ITS applicd
layer secuf

3.7
resources
functional

3.8
security s
functional

3.9

security a
functional
commands

3.10
secure ses
functional
replay prof

4 Abbr

lLaial | ratad i - |
IIIC I\Cyb dllu dooulldlTuUu Ilidicll idl

ntry: Cryptomaterial refers to either a secret key for a symmetric algorithm, or a privatg
algorithm and the associated public key or certificate.

ferial handle
o cryptomaterial allowing that cryptomaterial to be used in cryptographic operat

ypt, decrypt)

p ITS-AID
ition identifier (ITS-AID) that appeared in the SignedData’HeaderInfo in the signed
ity (TLS) messages within the TLS handshake that statted a secure session

entity constituting endpoints of ITS-S application process activity

1bsystem
entity providing security functionality for use by an ITS-S application process

daptor layer
entity providing multiplexing and demultiplexing functionality for data and sessi

sion service
entity providing confidentiality, integrity, authentication, guaranteed in-order de
ection on the'datagrams that are passed over it

bviated terms

ACK
ALPDU
APDU
ASD
ASN.1
BSM

acknowledge

adaptor layer protocol data unit
application protocol data unit
aftermarket safety device
abstract syntax notation 1

basic safety message
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CA
CAM
C-ITS
C-OER
CRL
DENM
DTLS
ECU

EE
FSAM
ID

IRN

ITS
ITS-AID
ITS-S
ITS-SCU
ITS-SU
IVN
MAP
NYC
OCSP
0SI
OTP
PB-AKE
PDU
PIN
PSID
RSU
SAM
SAP

SCN
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certification authority

cooperative awareness message

cooperative intelligent transport systems
canonical octet encoding rules

certificate revocation list

decentralized environmental notification message

datagram transport layer security

electronic control unit

end entity

fast service advertisement message
identifier

infrastructure/roadside network

intelligent transport systems

ITS application identifier (PSID and ITS-AID sharesa.common number space)
ITS station

ITS station communication unit

ITS station unit

in-vehicle network

(digital) map (message)

New York city

online certificatestatus protocol

open system’interconnection
one-timé¢gassword

password based authenticated key exchange

protocol data unit

personal identification number

provider service identifier (PSID and ITS-AID share a common number space)
roadside unit

service advertisement message

service access point

sensor and control network
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SDEE
SPAKE2
SPaT
SPDU
SRM
SSp
SSTD
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secure data exchange entity

secure password authenticated key exchange 2
signal phase and timing (message)

signed protocol data unit

service response message

service specific permission

secure session between trusted devices

TCP
TIM
TLM
TLS
TMC
VMS
WAVE

WSA

5 Overy

5.1 Gen
applicati

This docu
units (ITS-
(encryptio
cryptograj
which acce

The secur
certificatef
handshake

TLS is a s
ISO 21177

]:‘n
ent specifies a secure communications mechanism for secure sessions between

transmission control protocol

traveller information message

trust list manager

transport layer security

traffic management centre

variable message sign

wireless access in vehicular environment

WAVE service announcement
riew

eral description, relationship to transport layer security (TLS) and relation
specifications

SUs). The sessions are secure'in that data within the session is protected against eav
) and protected against modification (integrity) and that the participants in the sej
hically-assured information about each other that can be used by one participant to
ss privileges to grantto the other participant.

h

communications sessions are based on transport layer security (TLS) 1.3, wh
and securéd-protocol data units as specified in IEEE 1609.2 are incorporated in
as specified in RFC 8902.

session are applications on the endpoint ITS-SUs. From the point of view of the applig

ship to

TS station
bsdroppers
sion know
determine

ere digital
to the TLS

bcure session protocol above the transport layer in the OSI model, and the endpojints of the

ations, the

use of ISO

21177 for cacura cammpinicatinne 1c ddantical +0 +tha e Af TIC Aunr TCD and DNDIT L
=T/ 1Tot—S5ecutre—othit tHH A oS5t aehHeea 60—+ e—tH5e-— o1 1oV e T a1 o 1t

andling for

transport over the ISO 21177 session is the same as PDU handling for transport over a TLS session. The main
differences between [SO 21177 and TLS are that [SO 21177:

— integrates the use of IEEE 1609.2 certificates, and

— provid

es mechanisms for one party to request additional certificates from the other party.

The mechanisms specified in this document allow each end entity (EE) to establish trusted facts about the other
EE. These trusted facts are known as the authorization state of the other EE (in the context of that application
session). However, the use of the authorization state is out of scope for this document, as this use will be specific
to the specific application. The application specification itself is the appropriate home for a specification of the
access control policy that maps known facts about the other party in the session to permissions of that other
party. The application specification is also the home for specifications of customizations of the IEEE 1609.2
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certificates used by instances of that application, via the use of the service specific permissions (SSP) field
associated with the ITS-AID in the certificate. The approach anticipated is that:

— the SSP specification for the application will specify semantics of the SSP (for example, “if bit 1 is set the
sender can take action A”, or “if bit 1 is set the sender is a police car”, or “if bit 1 is set the sender is blue”);

the access control policy will map from the semantics of the SSP to permitted activities (for example, “if
the SSP says the holder can take action A, then the holder can take action A”, or “if the SSP says the holder
is a police car, then the holder can take action B”, or “if the SSP says the holder is blue, then the holder can
take action C”).

The access control policy may also key off other properties in the certificate, for example in the certificateld
field. It may also key off other information, such as whether the party granting access is in motion or at rest.

All of this i

5.2 Goal

Clause 5 pf
accomplish

S

esents the logical architecture followed in this document. The logical architecture is ¢

to beincluded i the appticationr specification for thatappticatio:

the following goals.

Two p{
and copfidential manner.

The IT]
contro].

Each i
control processes.

The sefcurity state of the connection (i.e. the authentication status of one ITS-S application p1
respedt to access to the other connection) can be updated within the secure session as follow

an
authentication, see 7.3) - the intended.use’of this is to allow the owner or other legitima
of

er ITS-S application processes can communicate securely, i.e. in an authorized, integrity

S-S application processes can authenticate to each other using role- or attribute-bg

hdividual incoming application protocol data unit (ARDU) can be subject to indivig

ITS-S application process can prove to the other that it knows a shared secret

one ITS-S application process to pérmit access by a specific peer ITS-S application p

lesigned to
-protected
sed access
lual access
ocess with

S:

(enhanced
le operator
rocess (see

Clause 6 for further discussion);

re session
hpplication

an| ITS-S application processtcan provide additional authentication within the secu
(extended authentication,~see 7.4) - for example to provide an identity as well as
permissions, or to provide additional application permissions.

Securg session communication uses the same credentials as ITS-S application processes use.

AnITStS applicationprocess can configure a secure session so that it terminates under specifiqconditions

(e.g. timeouts of different kinds) and can also terminate the secure session directly.

To allgw secure and private service discovery, the initialization stage (the “handshake”) of pne secure
session bétween two peer ITS-S application processes can be proxied over an existing seciire session
betwetn fwo different peers. T

5.3 Architecture and functional entities

The protocols specified in this document are for secure communications between two peer applications
on different ITS-Ss. The applied model is that each application on an ITS-S has access to resources, some
of which are specific to that application, and some of which are shared with (i.e. can be accessed and
potentially modified by) other processes on the ITS-S. The two application instances on different ITS-Ss
that communicate using the protocol specified in this document are referred to as the home and the peer
application instances. The secure communications between the peer and the home application instances
can be considered a series of requests by the peer application to access the local resources: for example, to
read a value, or to update the local state, or to carry out a financial transaction by accessing and modifying
financial information and metadata stored by the home application. The goal of the protocols is to give the
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home application instance the information it needs about the peer application instance to make a decision as
to whether or not to allow the requested access to the local resources.

This document uses the following definitions; see also Clause 3:

— Resources: These are endpoints of ITS-S application process activity and may be inside or outside the
ITS-SU or ITS-SCU on which the ITS-S application process resides.

— Application: This is an ITS-S application process that uses input from resources, from a peer ITS-S
application process (peer application), and from its own state to carry out application activities.

NOTE To simplify reading of this document, the term "application” is used as a replacement for "ITS-S application
process”, where appropriate.

Figure 7 sl'jz)ws the functional entities and data sources involved in secure communications betwgen pairs of
ITS-S application processes; i.e. between EEs, using mechanisms specified in this document.! A-pair of ITS-S
application processes can reside:

— on thefsame ITS-SCU, or

— in diffgrent ITS-SCUs of the same ITS-SU, or

— indifferent ITS-SUs, or

— inan IS-SU and another trusted entity not being a dedicated ITS device.

The description in this document refers in general to activities ondhe”“home trusted entity" an¢l the “peer
trusted entity". Details of functional blocks in an ITS-S are shownin Figure 8.

ITS-S ITS-S
Applications Applications
Applidation #1 using ISO 21177 i Application #1 using ISO 21177 I
PP & Security Subsystem PP & Security Subsystem
Access Access Access Access
Appfi- Send/ [ Authoriz-| || Control || Control Other Appli- Send/ | Authoriz-| || Control || Control Othgr
catign Receive ation Logic Policy Security cation Receive ation Logic Policy Secutfity
Resoufrces Data State Resources Data State
0 o
) T I T
= B
E ] API I E} API I
7 — @
= <
2 | 21177 Transport (Adapter Layer) | = E | 21177 Transport (Adapter Layer) | =
) o
- Facilities TN £ 2 E 2 - Facilities TN £ 2 E 2
(VD) g2 || 22 (VD) g2 | 22
Els s E Els S E
] Secure Session (TLS Transport Z 22 % 2 ] Secure Session (TLS Transport z 2 2 E 2
g per RFC 8942) Z° £° £ per RFC 8942) Z° £°
5 (&} @ o
oD oD
: N&T TR : N&T Y
= |Access ~— Security = | Access ~— Security
A Communications A Commpunications

Figure 7 — Logical Architecture with two ITS-SUs
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ITS-S
Applications
Application #1 using ISO 21177 : ]
Security Subsystem
Access Access
Appli- Send/ || Authoriz- Control Control Othe.r
cation Receive ation Logic Policy Security
Resources Data State
5 I
2
= API
]
3
(a7
2 21177 Transport (Adapter Layer) -
O, %]
— e =% 2w
Facilities /1\53\ ‘c—% _8 & g
b= Secure Session (TLS Transport =z 2 2 =B
2 per RFC 8942) ) e 5O
S N&T =
(3]
: o
s | Access Security
Communicatigns

Figure 8 — Logical Architecture within the ITS-S architecture

Figure 8 shows the allocation of functional entities involved in communicating using the mechanisms of
this docunjent in the ITS station architecture specified in ISO 21217. The functional entities sha¢led in grey
are the supject of this document. Jt.is§ to be noted that several applications may use simultarjeously the
functionalities specified in this document; to simplify the graphical presentation, only one such ppplication
is fully pregented.

The ITS-S fresources are these resources of an ITS-SU that the home application can access and that are
also accesded by other@pplications or processes on the same ITS-SU. Note that the term ITS-SU [indicates a
physical implementation of the ITS-S functionality; see ISO 21217.

There may|also beapplication-specific resources that are not necessarily shared with other applications.

The functionalities "21177 Transport” and "Secure Session" specified in this document allow secure
communication of the authorization properties of the peer application instances.

— The functionality of "Secure Sessions (TLS Transportas per RFC 8902)" islocated in the ITS-S networking
& transport layer.

— The functionality "21177 Transport (Adapter Layer)” is located in the ITS-S facilities layer.
The functionality "Authorization State" stores those authorization properties.

— The functionality "Authorization State" is located inside the application using the functionalities of this
document. An equally suited alternative location would be in the IST-S facilities layer; there serving all
applications that use the functionalities of this document.
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Note that for an implementation of the functionality of this document, the location of functionalities in the
architecture is not at all important, and thus, the presented location is only for illustration purposes.

The functional entities have the following responsibilities:

— Authorization State: Stores authorization information about the peer entity as well as metadata such as
when the authorization information was received.

ISO 21177 Transport (Adaptor Layer): This is a multiplexer/demultiplexer that allows both data

(i.e. communications between the applications themselves) and session control commands (i.e.
communications between peer instances of security subsystem or the security adaptor layer) to be sent
over the same secure session. See Clause 8.

Secursg
authern
over it

Cr
Arf
se
1.

PH
th
Su
do
se

The compd

and the functional entities within the “Security subsysteni’component of the application. These

entities pl3
— Applig
Send/
Securf

Ad
by

Ad
ac

3 with certificates specified in IEEE 1609.2. See Clause 9.

tication, guaranteed in-order delivery, and replay protection on the datagrams that
In this version of this document there are two types of secure session:

yptographic secure session: This uses cryptography to achieve the listed security
y secure session which passes outside the secure boundary of the ITS-SU,shall be a cry
Cure session. In this document the only supported cryptographic securesession mecha

ysical secure session: This is a session between two applications running in the same
e information flow does not pass outside the ITS-SU secure boundary. In this case, becay
is a trusted domain, all the security properties listed aboye are assumed to hold. This
es not provide a specification of a physical secure sessiofn/biit permits the use of a phys
5sion.

nents of the application are the application resources, the “Send/Receive Data” functi

y the following roles:

ation Resources: resources accessed only by that application instance.

Receive Data: Functionality that sends and receives data.

ty Subsystem: Security functionality that includes the following functional entities:

cess Control Logic: Functionality that determines whether a particular resource acc
the peer application instance will be granted.

cess Control Policy:-The specification of the criteria used by access control Logic 1
Cess decision.

integrity,
are passed

properties.
ptographic
hism is TLS

ITS-SU, i.e.
Ise the ITS-
document
ical secure

bnal entity,
functional

PSS request

o make an

— Ofher Security:Other security operations, for example signing or verifying individual PDUs.

The relati

are shownlinFigure 9. In Figure 9, heavy arrows between functional elements indicate flows

ITS-S Resources: general resources of an ITS station unit accessible by different applicationg.

ships between instances of these functional elements and data sources on a single tru

sted entity

containing

information that is exchanged with processes on the peer trusted entity, and light arrows with dots between
functional elements indicate control flows within the home ITS-SU. Grey dashed arrows within functional
elements indicate relationships between different data flows handled by those functional elements.
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Application ]
Pre-send security [ > —
processing | * < < Security Subsystem || Access Control
Post-receive security [ <« Policy
processing | I »- N
¥
APDU| |APDU Access| T pccess
out in Control Control
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L 4 y |0
A S - bl
\ ~ ~ _ - i 7/ P
ISO 21177 Security Adaptor Layer |
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= > 4
SAPDU |TLS handshake proxy| SAPDU
out in
Y
<
TLS <

The Ap
The ap

AR

by
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an
th
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(of0]
(of0]

by

— by,
se

The "S

a §

plication-security subsystem interface is specified in 7.7. It is used:

ht allows the access control subsystem to request the authorization state. A full
ecification also contains a specification of the interface between the application and
htrol subsystem that allows the application to request access control decisions and g
htext. This second interface is application-specific and is not provided in this documer

ecurity-Subsystem” is specified in Clause 7. It acts as:

Figure 9 — Interactions between local functional elements

plication acts as a source and a sink for APDUs.

optionally, by the application, to request IEEE:1609.2 application-level processing fo
DUs specified in IEEE 1609.2 as describedin‘6.6;

the application, to request that access control services are applied to activities that car

carried out as a result of incoming APDUs. Specifically, in this document, the interface
internal interface between the authorization state subsystem and the access control

the application, te.Configure, end and deactivate secure session services;

the securitysubsystem, to notify the application of a decision to end or deactivate sec
vices.

r outgoing

potenially
brovided is
subsystem
hpplication
the access
rovide full
t.

)

Ire session

aurce for outgoing access control commands, which may be generated without a tr

ADINLL

igger or in

re

. . 1 9
PUILST tU ITICUIIIITE dLLTSS LUlltl Ul CULIIIAITUS UL AT DU,

— asink for incoming access control commands, which can result in the security subsystem updating
its state or in the security subsystem generating outgoing access control commands (or both);

— as

ource and a sink for security configuration commands.

The security subsystem-adaptor layer interface is specified in 8.4. It is used to exchange APDUs and
access control PDUs between the adaptor layer and the other functional entities, and for the application
or security subsystem to control and configure the adaptor layer.
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The ISO 21177 Security Adaptor Layer is specified in Clause 8. It:

units (ALPDUs) and passes them to the secure session service;

acts as a proxy for TLS handshake PDUs as specified in 6.10;

inspects incoming ALPDUs and

wraps outgoing APDUs and outgoing access control PDUs as security adaptor layer protocol data

— unwraps incoming APDUs and incoming access control PDUs and passes them to the security

subsystem,

— proxies incoming TLS handshake proxy PDUs for TLS brokering as specified in 6.10.4.

The se
based

re
op

re
on

5.4 Cryy

This docuinent uses the concept of cryptomaterial handles specified in IEEE 1609.2 to repres

access to d
details.

5.5 Session IDs and state

The secur
informatio

NOTE
primitives.

]
Unique ide
identifier I

An implen
tuple is ng

The security subsystem-secure session service interface is specified in 9.2. It is used to ¢
configlhire persistent properties of the secure session service.

The adaptorlayer-secure session service interface is specified in 9.3. Itis used to cantrol an
sessiom-specific properties of the secure session service.

pn TLS, DTLS, or physical secure sessions. It:

Ceives ALPDUs from the security adaptor layer and treats them as.application inputtor
erations, performing outgoing TLS processing on them;

Ceives secure session datagrams from the network stackand performs incoming TLS
them, resulting in ALPDUs which the TLS service passes to the security adaptor layer,

ptomaterial handles

ryptographic keys and, if appropriate, their associated certificates. See IEEE 1609.

ity subsystem service, adaptor layer service, and secure sessions service maify
h of each (application, session)-tuple.

'he interfaces presented)in this document are passing (application ID, session ID)-tuples to
htification of-an/instance of an ITS-S application process of an ITS application is by m
'S-SAPIID ofASN.1 type ITSapiid specified in ISO 174109.

entatien*shall ensure that state information corresponding to a specific (applicatio1
t made available for use by activities corresponding to a different (application, ses

ontrol and

1 configure

cure session service is specified in Clause 9. In this version of this do¢ument, it is required to be

ecord layer

processing

ent logical
P for more

itain state

he relevant

eans of the

), session)-
sion)-tuple

except thrq

ugh the interfaces specified in this document.

In the case where an application has the role of the client in a secure session, the session ID is generated
by this application. The application ensures that the session ID is unique among active sessions for that
application. The application supplies the session ID to the client via the App-Sec-Configure.request and sec-
Sess-Configure.request primitives.

In the case where an application has the role of the server in a secure session, the session ID is generated
by the server in response to an incoming connection. The server ensures that the session ID is unique
among active sessions for that application. The session ID is provided to the application using the Sec-Sess-
StartSession.indication and App-Sec-StartSession.indication primitives.
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5.6 Access control and authorization state

The security subsystem maintains the authorization state of the session. The authorization state is the
collection of all “authorization statements” made by the peer party which were valid at the time made
and which have not timed out (where the timeout conditions are set by the access control policy). An
"authorization statement” is any PDU sent by the peer party that contains cryptographically protected
information about the authorization of that peer party. Specifically, in this document, the authorization
statements presented in Table 1 are specified.

Table 1 — Authorization statements

Type Description Related sub- |Service primitives for provision to
clauses security subsystem
Initial authpriza- |The credentials presented during the 6.5 Sec-Sess-StartSession.indicatign
tion handshake of the secure session, if
one occurs
Enhanced qu- A demonstration that the peer party |6.7, 6.8,7.3 Sec-AL-AccessControlindicatiqn
thorization shares a secret value with the home
party, presented during the secure
session via an access control PDU of
type Enhanced AuthPdu as specified
in7.6.12
Extended apthor- | Additional credentials presented dur- (6.7, 6.8, 7.4 Sec-AL-AccessControl.indicatiqn
ization ing the secure session via an access
control PDU of type Extended AuthP-
du as specified in 7.6.6.
This docurhent specifies access control request PDUs and accéss control response PDUs in 7.6.
An access pontrol PDU containing an extended authorization statement may be generated in response to
an access ¢ontrol Request PDU or may be generated\without a request. An access control PDU [containing
an enhanced authorization statement is always made in response to an access control PDU conptaining an
enhanced authorisation request. Sending access control PDUs is specified in 6.7. Receiving access control

PDUs is sp¢cified in 6.8.

Exactly hoj the authorization statements,are used by the security subsystem and governed by
control policy is to be specified in thesspecification of an application that uses the mechanisms p
this docunjent.

5.7 Application level non-repudiation

An applicdgtion may apply non-repudiation to individual application PDUs by signing thenj
mechanisms of IEEE 1609.2. An application that applies non-repudiation to individual APDUs shall

non-signed APDUs @S)Teeel609Dot2Data structures of type unsecured, to ensure consistent inte
of the incoming APDUs. A detailed specification of this process is provided in 6.6 for outgoing API
for incoming APPDUs.

the access
rovided by

| with the
format any
rpretation
Usand 6.8

5.8 Service primitive conventions

This document uses service primitives to specify information flows between functional entities, i.e.
information flows through service access points (SAPs). This document is organized such that each

functional

entity is specified in a separate clause:

— Security subsystem in Clause 7,

— Adaptor layer in Clause 8,

Secure session services in Clause 9.
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ISO 24102-3 specifies service primitives and service primitive functions for various SAPs introduced in

ISO 21217 at the level of ASN.1 type definitions. The service primitive functions identified in this document can be

used to com

plement the specifications in 1ISO 24102-3.

Service primitives are not testable but indicate the information that one functional entity is obliged to make
available to another in order for the second functional entity to carry out the indicated activities.

Following the conventions of the layered OSI model specified in ISO/IEC 7498-1, in this document, a message
from a higher layer to a lower layer is specified with an:

— XXXre

quest service primitive of the service XXX,

and the response is specified with an:

XXX.co

Similarly, g

XXX.in

and the re{

XXX.re

The infory
[SO 24102-
to map .c
primitives
for the ser}

6 Procd

6.1 Gen

Clause 6 s

sequence df data flows associated with each_of these process flows.

Subclause

Owner aut

nfirm service primitive.

message from a lower layer to a higher layer is specified with an:
dication service primitive,

ponse from the layer entity to the lower layer is specified with an:
sponse service primitive.

hation contained in a service primitive is referred to as !Service primitive fun
B. The list of parameters of a service primitive function doesxot contain any informatig
nfirm Service primitives on respective .request service/ primitive, and .indicati
on respective .response service primitive; such mapping parameters are specified in I
Fice primitives. Thus, this document parameterizes 6nly service primitive functions.

ss flows and sequence diagrams
eral

pecifies process flows supported by the security services specified in this docume

h.2 provides an overview pirprocess flows. Subclause 6.3 presents state diagram conv

nhorization shall be as specified in Annex D.

rview of process flows

Config

Start

ent supports-the following process flows; see Annex A for use cases that make u

re,see'6.4: Prepare the functional elements to participate in secure communications

ction"; see
n allowing
on Service
50 24102-3

nt and the

bntions.

e of these

exchanged.

Send d

ata, see 6.6: Send data from the home application to the peer application.

security subsystem with a goal of updating the state of one or both.

with which it wishes the session to be associated.
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Send access control PDU, see 6.7: Exchange messages between the home security subsystem and the peer

Receive PDU, see 6.8: Receive an APDU, an access control PDU, or a proxied TLS handshake packet.

Extend Session, see 6.9: Mechanism for one party to indicate to the other that it has a new certificate
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Secure connection brokering, see 6.10: Proxy a TLS handshake between two other applications, one of
which already has a secure connection to the home application and one of which already has a secure
connection to the peer application.

Force end session, see 6.11: Terminate a secure session between the home application and one peer
application, with the termination initiated by the application or the security subsystem.

Session terminated at session layer, see 6.12.

Deactivate, see 6.13: Prevent the functional elements from starting any more sessions with the current
set of parameters.

An example of how these process flows are combined to create a full secure session, start to end, is given in 6.14.

6.3 Seqlllence diagram conventions

The sequence diagrams follow the following graphical conventions. In this description the‘word “message” is
used in thgd UML sequence diagram sense of a communication between two participants and is n¢t intended

to imply arly over the air communications.

In each sequence diagram, each message between participants is associated with a descriptive name
and with the identifier of the service primitive that is used to implementfhat message. For ¢xample, in
the clipping of Figure 10, the message contains an APDU and is sent using the primitive apptsec-Data.
requedt, see m

APDU
| (App-Sec-Data)

Y

Figure 10 — Convention for sequence diagram - 1

If the @lescriptive name is in italics, it is associated with a local message, i.e. a message that does not
directly contain data that has passed or is intended to pass to the peer trusted entity. For example, in the
clippirlg of Figure 11, the message configure contains only local information and is sent using the app-
Sec-Cdnfigure.request SEFVICE primitive.

|
session type) :
(App-Sec-Configure) N

I

|
| configure (role,
|
|

Figure 11 — Convention for sequence diagram - 2

Mapping to primitives: See 5.8 on service primitive conventions. In the sequence diagrams presented in
Clause 6, the suffixes .request, .confirm, .indication and .response are omitted for compactness.
In addition, also for compactness, the .confirm and .response service primitives are not shown in the
diagrams of Clause 6 unless they are significant information flows (in other words, amount to anything
other than an ACK). In all cases, the description of the diagrams includes the service primitive suffixes and
describes whether the .confirmand . response service primitives are used as anything other than an ACK.
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6.4 Configure

In this process flow the application configures the security subsystem with configuration information
necessary to run the secure communications. At the end of this process flow, if the security subsystem has
been configured to take the client role in the secure session, the security subsystem initiates the handshake
for the secure session. If the security subsystem has been configured to take the server role, it awaits

incoming c

onnections.

A prerequisite for this step is that the application has a socket identifier, i.e. an identifier for the
communications session to which security is to be applied. This document does not specify socket
functionality other than to note that all functional entities shall interpret a socket identifier consistently.

The proces

s steps for this process flow are as follows.

a) The a
subsy¢

1) th

2) th

in
e
b

if {
to

i)
ii)
The se

3)

b)

1) us

do
i)

ii)
iii]

2) ac

in
ve
se

3) if

i

pplication uses the App-Sec-Configure.request primitive (see 7.7.1) to inform 'th
tem of:

e role it has in the secure session (i.e. client or server);

h

e socket to be used for communications with the peer trusted entity (this is pal
formation for the secure session service). This includes an indication of whether
point is inside or outside the secure boundary. This socket is not ised by the security
is passed on to the secure session services via Sec-Sess-Configlre.request;

he other endpoint is outside the secure boundary, i.e. if cpyptographic security mech
be used to protect the session:

whether the socket shall be used for reliable or unteliable communications (i.e. TLS

curity subsystem:

cument, three secure session types afe permitted:
TLS for reliable transport mechdnisms;
DTLS for unreliable transpert mechanisms;

no specific security mechanism for communications sessions within a secure bour
ITS-SCU (which are.secure by assumption);

knowledges therequest from the application using App-Sec-Configure.confirm, see 7.7.2,
the diagram)2FPhis may include an indication that the secure session type requeste
'sus cryptographic) is not permitted for this application by the access control policy. If]

h cryptographic secure session is requested, uses the Sec-Sess-Configure.request, s

which cryptomaterial handle should be used for authentication of the secure session.

bsion type.is not permitted, the sequence terminates here. Otherwise, go to the next step;

e security

ss-through
the other
subsystem

anisms are

br DTLS),

es the access policy to determine what.§écure session types are permitted. In this edition of this

dary of an

(not shown
H (physical
the secure

be 9.3.1, to

Jole!

ssthe following to the secure session service:

i)

from the application:

a) role,
b) cryptomaterial handle,
c) sockettype;

from the access control policy:

a) thepermissions constraints to apply toincoming IEEE 1609.2 certificates, i.e. the
ITS-AID and SSP values,
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b) the SDEE Identifier used to identify the application to the IEEE 1609.2 secure data service,
as specified in IEEE 1609.2,

c) the timeout parameters for the session:

— how long the session may be inactive before a fresh handshake is required,
— how long the session may be active before a fresh handshake is required,

— if the secure session services are playing a server role, how long the service shall be
open to incoming requests;

If the parameter role is “Client”, the instance attempts to carry out the handshake.

c¢) The sefure session service uses Sec-Sess-Configure.confirm, see 9.3.2, to ACK the exchange:

A sequencg diagram for this process flow is given in Figure 12.

Application Security Subsystem Adaptor Layer Secure Session —2

Pe¢r ITS-S

configure (role,
session type)
(App-Sec-Configure)

v

configure (sendParams, receiveParqms)
(Sec-Sess-Configure)

)4

handshake
(if in client role)

A 4

Figure 12 — Sequence diagram for Configure process flow

NOTE To change the key (the cryptomaterial handle) to be used for sessions, the application or security subsystem
can Deactivate the current secure(session instance as specified in 6.13 and Configure a new secure sessjon instance
using the mpchanisms of this subelause.

6.5 Starft session

In this prdcess flo, following a handshake between the secure session service on the home |TS-SU and
the secure| session service on the peer trusted entity, the secure session service provides the security
subsystem|with the credentials received from the peer trusted entity and the security subsystem initiates
any additional access control activities that the access policy specifies is required to complete hefore data
can be exchanged.

In the case of a physical secure session, the session may start without credentials being exchanged. In this
case the extended authentication mechanisms of this document may be used to send credentials during the
session.

Prequisite:
— The secure session is a secure session as specified in 5.3.

— The secure session service has been configured using the methods of 6.4.
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If the secure session is a cryptographic secure session, a handshake has taken place (initiated by the

client i

n the secure session as the final step in "Configure").

The certificate received in the handshake of the secure session (if applicable) matches the constraints

provid

ed to the secure session service during the Configure process flow.

The process steps for this process flow are as follows.

a) The local secure session service uses the Sec-Sess-Start.indication service primitive to communicate
with the security subsystem, see 9.3.3, providing:

b)

1) an indication that the secure session has started and passed the validity conditions that were
specified to be checked by the secure session service;
2) the certificate from the secure session service on the peer trusted entity (in the| case of a
cryptographic secure session);
3) if the secure session services are acting in the server role, the Session ID to be“used to identify the
sepsion; otherwise, the Session ID is provided in Sec-Sess-Configure.request,see 9.3.1.
The s¢curity subsystem uses the access control policy to determine thelstatus of th¢ incoming
conneg¢tion. (Note that the security subsystem will only be notified pf\incoming connedtion if the
certifigate in the handshake has met the conditions provided in the Configure step, and so the security
subsydtem has assurance that the certificate meets those conditions;@s such, it is permissible for there
to be rjo additional access control processing at this step). The status may be:
1) Sulccess;
2) Unauthorized, communication rejected. In this case the'security subsystem ends the secfire session
as|specified in 6.12;
3) Additional access control actions are necessary.'The additional access control actions gpecified in
this document are:
i) | Request extended authentication, as.specified in 7.4.
ii)] Request enhanced authentication, as specified in 7.3.
If additional access control actions-are to be carried out or if the policy indicates that succesf or failure
are to pe communicated to the-peer:
1) the security subsystem generates an access control PDU and passes it to the adaptor layer via the
Sefc-AL-AccessControlrequest service primitive (see 8.4.1):
i) | in the case-where success is being communicated to the peer, this is an access confrol PDU of
type AccessControlResult.success, as specified in 7.6.5,
ii)| in thecase where failure is bing communicated to the peer, this is an access control DU of type
A€ceéssControlResult.failure, as specified in 7.6.5,
iii T the case of entranced orextended authentication, the comtents are as specified i 7.3 and 7.4,
respectively;
2) the adaptor layer acknowledges the access control PDU via the Sec-AL-AccessControl.confirm
primitive, see 8.4.2;
3) the adaptor layer wraps the access control PDU in an adaptor layer PDU of the appropriate subtype
as specified in 8.2;
4) the adaptor layer passes the ALPDU to the secure session service via the AL-Sess-Data.request

pr

imitive, see 9.4.1;
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5) the secure session service acknowledges the ALPDU via the AL-Sess-Data.confirm service primitive,
see 9.4.2, secures the ALPDU, and passes this as a datagram to the network stack for transmission.

d) If the status is success and the secure session services are acting in the server role, the security
subsystem uses the App-Sec-StartSession.indication service primitive (see 7.7.3) to provide the session
ID obtained in step a.3) above to the application. (If the secure session services are acting in the client
role, the successful initiation is indicated by the return code from Configure).

Additional access control requests may be sent within the secure session, see 6.7 (sending) and 6.8
(receiving).

A sequence diagram for this process flow is given in Figure 13.
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O

Application Security Subsystem Adaptor Layer Secure Session
Peer ITS-S

handshake

A
v

| |

| |

| |

| |

| |

| Start Session (received credentials, [session ID])
| (Sec-Sess-StartSession)

|

A

Check access
control policy

alt [success] !

Update state to

indicate valid
session

1
[if Secure Session role is Server]
\

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
!
y,

apt

|
Session Id |
(App-Sec-StartSession) |
1
]

|
|
|
1<
|‘
]
|

-

Update state to

authentication
required
|

I 4
[invalid, no recovery possible]

End session (See
end session

|
|
: indicate more
|
|
|

diagram)

|
|
alt JI [if additional communication required by policy]

‘Access control PDU
(Sec-AL-AccessControl)

»
»

ALPDU
(AL-Sess-Data)

\ 4

datagram

v

Figure 13 — Sequence diagram for Start Session

6.6 Send data

In this process flow the application on the home ITS-SU sends a datagram over an established ISO 21177
secure session. This subclause describes sending activities. The receive-side sequence is specified in 6.8.

Prequisites:

— The secure session service has been configured using the methods of 6.4.
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— Ifthe secure session is a cryptographic secure session as specified in 5.3, there has been an initialize step
using the methods of 6.5.

There are two alternate paths for this process flow. In one path, the application has the option to apply
application-level non-repudiation to individual APDUs. In the other, the application never applies application-
level non-repudiation to individual APDUs. This document does not provide a mechanism to negotiate
which of these paths is followed; this choice is assumed to be a part of the application specification. If data
is a stream rather than individual PDUs, the application determines how to split the stream into PDUs for
submission to the secure session in the same way as is done for TLS.

The process steps for this process flow are as follows.

a) The APDU is encapsulated as an leee1l609Dot2Data in a way that depends on whether the application

has th

Foption toapply applicatiomrtevel mormrrepudiation toimdividuat APDYs:

1) ifthe current APDU shall apply non-repudiation, the application uses App-Sec-Data.xeque

to

ARDU, which is an 1eee1609D0ot2Data of type signed as specified in IEEE 1609,2\(or, if a
an|error message) via App-Sec-Data.confirm, See 7.7.5;

2) ot

unsecured, containing the APDU.

5t, see 7.7.4,

send the APDU to the security subsystem for signing. The security subsystem returns|the signed

bpropriate,

herwise, the application creates an leeel609Dot2Data as specified in IEEE 1609|2, of type

b) The agplication uses the App-AL-Data.request primitive, see 8.3.1,to-provide the original APDU or the

APDU

butput from step a), as appropriate, to the adaptor layer.

c¢) The adaptor layer:

1) A(Ks the data using App-Sec-Data.confirm, see 7.7.5;

2) adds the session non-repudiation service if so configured. This service is not specified in this edition

of

this document but is planned for future revisions;

3) adds the Data header as specified in 8.2, t0.indicate that the ALPDU is an application datagram;

4) th
pr
d) These

b adaptor layer provides the datato the secure session service via the AL-Sess-D
imitive, see 9.4.1.

cure session service:

1) AdKs the data using AL-Sess-Data.confirm, see 9.4.2;

hta.request

2) fragments (if necessary) and cryptographically protects the data and passes it to the network stack
for transmission/te the peer trusted entity.

A sequenceg diagram for-this process flow is given in Figure 14.
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Application Security Subsystem Adaptor Layer Secure Session

Peer ITS-S

[enable individual PDU signing?]

alt [sign this PDU?]

APDU
(App-Sec-Data)

Signed APDU
(App-Sec-Data)

!
>|
>

|

|
Signed APDU
(App-AL-Data)

I
k
|
| ¢
1
I
r

| |
| |
| |
| Format APDU as |
| 1609.2 unsecured |
| data |
|
|
|

APDU

|
|
: (App-AL-Data)
|
|
|

APDU |

|
|
|
|
(App-AL-Data) |
|
|
|
|

Apply session-level
non-repudiation?

( Add data header )

ALPDU
(AL-Sess-Data)

»
>

Protect,

datagram

»
»

I
|
|
|
|
|
|
|
|
| fragment
|
|
|
|
|
|
|
|

Figure 14 — Sequence diagram for sending data
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6.7 Send access control PDU

In this process flow the security subsystem creates an access control PDU to update the authorization state
on the peer security subsystem, i.e. to update the peer security subsystem’s knowledge of the permissions
and other authenticated properties of the home application. The access control PDU can be created as result
of a local access policy decision, or as result of an application command (through an application/security
subsystem interaction to be specified in the specification of an application that uses the mechanisms
provided by this document), or as the result of an incoming data or access control PDU. This subclause

describes s

ending activities. The corresponding receive-side sequence is specified in 6.8.

Prequisites:

— The secure session service has been configured using the methods of 6.4.

If the s
using {

The proces

a) The se

Sec-Alj

NOTE
all the
over th|

b) The ad

1) AC

2) cr

ac
3) pr
The se
1) Ad

2) frd
fo

A sequencd

ecure session is a cryptographic secure session as specified in 5.3, the session has \bg
he methods of 6.5.

s steps for this process flow are as follows.

curity subsystem generates an access control PDU and passes it to the adaptor laye
-AccessControl.request primitive, see 8.4.1.

In principle, the access control PDU can be individually signed ormot:In this edition of th
hccess control PDUs are not signed and are authenticated to the peer@rusted entity by virtue d
P secure session.
aptor layer:

Ks the access control PDU using Sec-AL-AccessControl.confirm,

pates an ALPDU, which is an Iso21177AdaptorLayerPDUA with the component message
tessControlIdand the component value equabto the received access control PDU, as sped

pvides the ALPDU to the secure session service via the AL-Sess-Data.request primitive
Cure session service:
Ks the ALPDU using AL-Sess-Data.confirm, see 9.4.2;

lgments (if necessary) and oryptographically protects the data and passes it to the net
[ transmission to the peeptrusted entity.

diagram for this process flow is given in Figure 15.

en started

I using the

s document
f being sent

Td equal to
ified in 8.2;

see 9.4.1.

work stack

© IS0 2024 - All rights reserved

21


https://standardsiso.com/api/?name=68461fa74602231a4690db640a6ed1e8

ISO 21177:2024(en)

Application Security Subsystem Adaptor Layer Secure Session

Peer IT
|

access control PDU
(Sec-AL-AccessControl)

T
|
|

>

|

Add data header

ALPDU
(AL-Sess-Data)

|
|
|
|
|
|
|
|
N
g

Protect,

O

S-S

6.8 Rece

In this prd
routed to {
send-side ¢

Prequisite
The se

If the {

using {
The proces
a) These
has no

fragment

data

T
| |
| |
| |
| |
| |
| [ |
| | |
| | |
| | |
] ] ]
| | [
| | |
| | =:
| |

| | |
I I I

Figure 15 — Sequence diagram for sending access control PDU

pive PDU

cess flow the peer trusted entity sends a datagram,.which is received by the host
he secure session instance servicing the app. This subclause describes receiving act
equences are specified in 6.6 and 6.7.

s:
cure session service has been configured using the methods of 6.4.

ecure session is a cryptographic seclire session as specified in 5.3, the session has bg
he methods of 6.5.

s steps for this process flow are as follows.

Cure session service receives a datagram from the peer trusted entity and checks that
L timed out as per the-parameters set in b.3.ii.c) in 6.4;

he session has tinled’'out, the secure session handles it according to the specification of
5sion. See 9.5 for specification of how this is handled for TLS. The process flow then en|

herwise (i.&7if the session has not timed out) the secure session decrypts, integrity val
fragments/the received datagram to obtain the ALPDU. It passes the ALPDU to the ad
ing the'AL-Sess-Data.indication primitive; see 9.4.3.

TS-SU and
vities. The

en started

the session
the secure
ds;

idates, and
aptor layer

1) ift
se
2) ot
de|
us
b) The ad
1)
2)

aptor layer:

receives the ALPDU via AL-Sess-Data.indication;

if session non-repudiation is specified, checks that the non-repudiation code (i.e. the signature on

the session) is valid. This service is not specified in this edition of this document but is planned for
future revisions;
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3) checks the adaptor layer subtype of the ALPDU and acts according to the subtype as specified in the
following steps.

If the ALPDU is a TLS handshake proxy PDU:

1) the adaptor layer forwards it to the appropriate TLS handshake proxy counterparty as specified

in

6.10.4.

If the ALPDU is an access control PDU:

1) the Adaptor layer passes it to the security subsystem using the Sec-AL-AccessControl.indication,
see 8.4.3;

2) ttfﬂumwwwmmwwg take. The
outcome is one of the following:

i)
ii)
If the 4
1) th
2) th
i)
3) th

the access control PDU is valid and relevant and results in an update of the security
state, meaning that there is a change to which incoming data packets are d¢cepted
See 5.6 for more details;

the access control PDU is not valid or not relevant. The security, subsystem stat]
change. Depending on policy and on the details of the incoming-RPDU, the security
will do one of the following:

a) generate and send an access control PDU in response ds specified in 6.7;

b) take no action.
A\LPDU is an APDU:
e Adaptor layer passes it to the application using'the App-AL-Data.indication primitive]
e application:

optionally, performs pre-processing based on application logic and the content of t
determine whether to accept the APDU. The only decision the application shall ma
this pre-processing is to take gne of the following actions:

a) discard the APDU without responding or updating the state of the applicatiol
resources accessed(by the application. In this case this control flow ends at this

b) passthe APDUto the security subsystem for access control processing, as speci
c) below, using the App-Sec-Incoming.request primitive, see 7.7.6. This servic
also includes an indication of whether the session gives the option of using applig
non-repudiation;

e security subsystem carries out the following steps. Steps e.3.i) and e.3.ii) in 6.4 may|

out in either order.

subsystem
r rejected.

e does not
subsystem

see 8.3.3;

e APDU to
e based on

h or of any
boint;

fied in step
b primitive
ation-level

be carried

i)

Ifithe App-Sec-Incoming.request primitive indicated that the APDU could have appliq

ation-level

TIOTN-Tepudiation appiied.

a) If the APDU is an leeel609Dot2Data of type signed, the security subsystem attempts to

verify it as per IEEE 1609.2.

If verification fails, the security subsystem returns that indication via App-Sec-Incoming.

confirm (see 7.7.7) and the process flow ends.
If verification succeeds, processing continues.

b) Ifthe APDU is an leee1609Dot2Data of type unsecured, processing continues.

© IS0 2024 - All rights reserved

23


https://standardsiso.com/api/?name=68461fa74602231a4690db640a6ed1e8

ISO 21177:2024(en)

c) Ifthe APDUisanleee1l609Dot2Data of some other type, itis invalid. The security subsystem
returns that indication via App-Sec-Incoming.confirm and the process flow ends.

The security subsystem applies the access control policy to the APDU to determine what action
to take. In this case the access control subsystem within the security subsystem uses Sec-
AuthState.request and sec-aAuthState.confirm to obtain the authorization state. The access
control decision is made on the basis of the input PDU contents, the authorization state, and
other information provided to the access control subsystem. The other information used to
make the access control decision is application-specific and an application specification that
uses other information will define an application-specific extension to the App-Sec interface to
communicate this other information.

The outcome of the access control decision process is one of the following:

ii]
4) TH
ac

Sequence
Figure 18

a) the APDU is not acceptable as per the access control policy. The security*|subsystem
indicates this to the application via App-Sec-Incoming.confirm. Depending'onpglicy and on
the details of the incoming PDU, the security subsystem may generateiand sendl an access
control PDU in response as specified in 6.7. The process flow then ends;

b) the APDU is acceptable as per the access control policy and procéssing continueg.

If this step has been reached, the APDU is acceptable. The security subsystem indicates this to
the application via App-Sec-Incoming.confirm.

e application may now “make use of” the APDU, e.g. the-application may alter its s
Cess to resources, send responses, etc.

liagrams for this process flow are given in Figureé\16 (overview), Figure 17 (AP[
Access control PDUs detail).

tate, grant

Us detail),
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Peer ITS-S
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| | f |

| ! | |
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Figure 16 — Sequence diagram for incoming datagrams (overview)
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Peer ITS-S
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| | | |

| | | |

| APDU | | |

| P (App-AL-Data) | |

| <€ T l |

| | |

- | | |

Application | | |

validation ; ; ;

(optional) | | |
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Figure 17 — Sequence diagram for handling of incoming APDUs
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control policy

]
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|

update state
|

I [E—

1 [failure, response needed per policy]

|
|
| access control |
| response |
! (Sec-AL-AccessControl) !
| |

ignore

T |
| |
| |
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| |
| |
| |
| |
| |
| |
| |
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| |
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| |
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| |
| |
| |
| |
| |
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Figure 18 — Sequence diagram for handling of incoming access control PDUs

6.9 Extend session

6.9.1 Goals

A secure dession is based on certificates presented in the TLS handshake (see Reference [14] for more
details). ThedefinitiomrimReference 16} recommrends; butdoes ot require; thatasessiomrexpires when one
of the certificates in the session expires. This can be inconvenient for a long-lived association between two
devices, e.g. a traffic signal controller and an RSU. This subclause proposes a mechanism for one party to
indicate to the other that it has a new certificate with which it wishes the session to be associated.

The intent of the mechanism is that a party to a communications session can provide a signed SPDU,
signed by a currently valid certificate, indicating that a new certificate is a successor certificate to the
original certificate. In this design, the signed SPDU includes a pduFunctionalType indicator as specified in
IEEE 1609.2b with a new value of sessionExtension (i.e. the PduFunctionalType data type of IEEE 1609.2b is
to be extended under this design).

The mechanism presented in this document is not the only possible approach. In particular, an approach
based on the native TLS mechanism known as exported authenticators can be effective. However, to use
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an approach based on exported authenticators requires additional work within IETF to adapt exported
authenticators for IEEE 1609.2 certificates. The approach presented in 6.9.2 is also more consistent with the
IEEE 1609.2 security model.

6.9.2 Processing

Either party to a secure session can send a SessionExtensionPdu at any time before the expiry time of the
signing certificate that was sent in the handshake to the session. The SessionExtensionPdu is sent without
being requested. A SessionExtensionPdu contains nested SPDUs. The inner one contains the proposed new
certificate, signed by the old certificate. The outer one contains the inner one, signed by the new certificate.
The timestamp in the HeaderInfo is used to prevent replay attacks.

In more detail, when Party B receives a SessionExtensionPdu from Party A, the following steps occur.

a) Party B checks that SessionExtensionPdus are permitted under the access control polidy. |f they are,
Party B continues. If not, Party B aborts.

b) Party B verifies the two signatures in the SessionExtensionPdu as per IEEE 1609.2; includjng a check
that the generation time is within a tolerance threshold of the current time. The tolerance threshold is
to be specified for each specific ITS-AID. If the checks pass, Party B continues. If not, Party B pborts.

c¢) PartyBsendsaSessionExtensionPdu with type identified by SessionExtensionAckld as specifi¢d in 7.6.26.

d) Party B extends the lifetime of the session to the minimum of:
1) the maximum extension permitted by the access control pélicy;
2) the expiry time of the new certificate from Party A;
3) the expiry time of Party B’s current certificate.

6.10 Secyre connection brokering

6.10.1 Gojals

"Secure cgnnection brokering" is the process by which two applications, each fronted by a broker, can
securely connect via those brokers. The goal is to reduce the information that an eavesdropper can use
to learn infformation about the connection between the “fronted” applications. Specifically, in p standard
TLS 1.3 cohnection, the server ceftificate is unencrypted, which provides information to an eayesdropper

as to whic
communic
transitiond
completed

h application the cliént ‘is communicating with. In the design in this document, the
htions are protecteéd by the secure session between the two brokers, and the com
to being direetly between the two fronted applications only once the initial han
and no furthérvnencrypted information will be sent between the two fronted applic

}

initial TLS
munication
shake has
ions.

The specification itithis document supports TLS only, not DTLS.

This proceps flow supports secure service discovery as described in A.6.

6.10.2 Prerequisites
The prerequisites for secure connection brokering are as follows.

— Afronted client application is fronted by a client broker application; each may be on different or the same
ITS-Ss. There is a secure session between the fronted client and client broker, as per the secure session
requirements of Clause 9.

— A fronted server application is fronted by a server broker application; each may be on different or the
same ITS-Ss. There is a secure session between the fronted server and server broker, as per the secure
session requirements of Clause 9.
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The server broker and client broker are also securely connected, as per the secure session requirements
of Clause 9.

Before a connection is brokered, each participant has demonstrated appropriate authorization within

the secure session:

indicated application;

act as a client broker;

actac a carvar hral-or.
TV e OTOKe TS

topetasa

the fronted client has demonstrated to the client broker that it is authorized to act as a client for the

the client broker has demonstrated to the fronted client and the server broker that is it authorized to

the server broker has demonstrated to the fronted server and the client broker that is it authorized

th
th

The specif
are to be sj
document

The fr
indicaf

The fr
applicd

A “priy
broker
client

b fronted server has demonstrated to the server broker that it is authorized to aet as 4
e indicated application.

cs of how this authorization is demonstrated and the specifics of the sernvice discove
pecified separately. Any service discovery process is suitable for use with‘the mechani
f, when the service discovery process is completed, the following is true:

bnted server is registered to the server broker as able to receive.ihcoming connecti
ed applications.

bnted client is registered to the client broker as able to{'eceive notifications that th
ition is available to connect to.

rate connection information” field referred to as the brokerInfo is known to all four p
Info is used to route connections to the fronted sérver within the secure session b
proker and the server broker. This document.does not place any requirements on thd

The fr

ics of the brokerInfo.

| server for

I'y process
sms of this

bns for the

b indicated

arties. The
btween the
b syntax or

tion.

ure 19. The

ion of this

the session

oker), and

configured

ne ex1st1ng

(fronted chent <-> chent broker) (client broker <-> server broker) and (server broker <-> fronted server)
secure sessions.

Onreceipt of the ClientHello, the fronted server creates a new secure session which creates a serverHello
message and returns this to the fronted client over the existing (server broker <-> fronted server), (client
broker <-> server broker), and (fronted client <-> client broker) secure sessions.

Once the ServerHello has been sent, the fronted server transfers the session to a direct socket connection
to the fronted client.

Once the ServerHello is received, the fronted client sends the next TLS handshake message (and the first
data, if any) over a direct socket connection to the fronted server.
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— All following communications, including the conclusion of the TLS handshake, happen over this direct
connection between the fronted client and the fronted server.

6.10.4 De
Once the p
a) Onthe
1) th
in

7.7

se

2) th

Cl

Fronted Client ITS-S Fronted Server ITS-S
Fronted Client Fronted Client Fronted Server Fronted Server
Session 2 Session 1 Session 1 Session 2
Fronted Client (Fronted Client / (Fronted Client / ) (Fronted Server / (Fronted Client / Fronted Server
Application Fronted Server) Client Broker) Client Broker Server Broker Server Broker) Fronted Server) Application
| | | | | | | |
| | | Existing | Existing | Existing | | |
| | | secure | secure | secure | | |
session session session
| | pse i | |
(prerequisite): Establish brokerInfo + public connection information for server and client
e —— oG rereauisTie): Btab oo T PUblie ¢ Lon Information forserverand client _ _ B
| ) | | | | | | Set proxy |
| Start session request | | | | | | handoff |
(initial data) information
T | | | | [
| | TP TIRT] | | | | | |
| | for proxying | | | | | |
> 1 1
I I I Proxied ClientHello + session metadata I I I
| | | ) N ! | |
| | | | | | ClientHell | |
| | | | | | ClientHello | |
| | | | | | | |
| | | | | | ServerHello | |
for proxying

| | | | | |[———— |
| | | Proxied ServerHello + session metadata | | |
| | |« < < | | |
| | ServerHello | | | | | |
| [ | | | | |
| | | | | |
| Handoff from | | | | Handoff from |

proxied socket proxied socket

| to direct socket | | | | to direct socket |
| | ! ! | |
| | TLS control messages and application datagrams | | |

< ) » € >
I~ I I I | I g dl
I I I I I
| | | | |

Figure 19 — Overview sequence diagram'for secure connection brokering

tailed specification
Ferequisites have been satisfied, the following setup activities take place.
fronted client ITS-S:

e fronted client application® instructs the security subsystem to configure a secy
stance to send a proxied.QlientHello using the app-sec-configure.request service pri

5sion ID equal to thedD of the connection to the client broker;

h

security subsystem instructs the secure session instance (session 2) to send
entHello using the Sec-Sess-Configure.request primitive, see 9.3.1, with parameterg

re session
mitive, see

.1, with parameters. Proxied = true, BrokerInfo equal to the established brokerInfo, an{d proxying

a proxied
Proxied =

trifie, Brokérlnfo equal to the established brokerinfo, and proxying session ID equal to the ID of the

hnection to the client broker.

client broker ITS-S:

1) the client broker application uses the App-AL-EnableProxy.request service primitive, see 8.3.4, to
configure the adaptor layer to permit proxying of handshake messages for the indicated connection.

server broker ITS-S:

1) the server broker application uses the App-AL-EnableProxy.request service primitive to configure
the adaptor layer to permit proxying of handshake messages for the indicated connection.

co
b) Onthe
c¢) Onthe
d) Onthe

fronted server ITS-S:

1) the fronted server application uses the App-Sess-EnableProxy.request service primitive, see 9.2.1,
to configure a secure session instance to permit proxying of handshake messages for the indicated

Cco

nnection;
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2) the fronted server application uses the App-AL-EnableProxy.request service primitive, see 8.3.4, to
configure the adaptor layer to permit proxying of handshake messages for the indicated connection.

Following the setup activities, the process flow is as follows. The specific process flows on the fronted client,
the client proxy, the server proxy, and the fronted server are given in Figure 20, Figure 21, Figure 22 and

Figure 23, respectively.

a) Onthe

fronted client:

1) the fronted client Session 2:

i)
ii)

creates a ClientHello,

since it was configured in setup step a) to use proxving, uses the AL-Sess-Client

elloProxy.

2) th

iii]

3) th
on|

b) Onthe
1) th

2) th

iv)

indication service primitive, see 9.4.7, to send the clientHello to the adaptor layer
b adaptor layer:

uses the ClientHello and brokerinfo parameters from the received a1.-segs-ClientHs
indication to create an ALPDU of type T1sClientMsgl, see 8.2.5,

uses the AL-Sess-Data.request service primitive, see 9.4.1, to pass'the ALPDU to sec
1 (the Session ID parameter indicates the session that shall handle’the ALPDU),

configures itself to remember that the presented brokerInfo corresponds to c
between secure session 1 and secure session 2;

e secure session 1 sends the ALPDU as one or more datagrams to the peer secure sessi
the client broker.

client broker:
b secure session connection to the fronted cliént:
receives the datagrams and decryptsand reconstructs the ALPDU,

uses the AL-Sess-Data.indication” service primitive, see 9.4.3, to pass the ALP
adaptor layer;

b adaptor layer:
receives the ALPDUviathe AL-Sess-Data.indication primitive,
determines that'the ALPDU is of type TlsClientMsg1, see 8.2.5,

determine$§’that it has been configured to proxy ClientHello messages with the
field ofthe"ALPDU, as done in setup step b), and that this configuration has not ti
completed,

determines from the information provided in setup step b) which secure session

tlloProxy.

Ire session

pnnections

n instance

DU to the

brokerInfo
med out or

nstance to

provide the ALPDU to,

v) uses the AL-Sess-Data.request primitive, see 9.4.1, to provide the ALPDU to the secure session

with the server broker;

3) the secure session connection to the server broker sends the ALPDU as one or more datagrams to
the peer secure session instance on the server broker.

c¢) Onthe

server broker:

1) the secure session connection to the client broker:

i)

receives the datagrams and decrypts and reconstructs the ALPDU,
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ii) usesthe AL-Sess-Data.indication primitive, see 9.4.3, to pass the ALPDU to the adaptor layer;

2) the adaptor layer:

i) receives the ALPDU via AL-Sess-Data.indication,

ii) determines that the ALPDU is of type TlsClientMsg1, see 8.2.5,

iii) determines that it has been configured to proxy ClientHello messages with the brokerInfo
field of the ALPDU, as done in setup step c), and that this configuration has not timed out or
completed,

iv) determines from the information provided in setup step c) which secure session instance to
provide the ALPDU to,

v)| uses the AL-Sess-Data.request primitive to provide the ALPDU to the secure s€ssign with the
fronted server;

3) the secure session connection to the fronted server sends the ALPDU as one 0t more datagrams to
the peer secure session instance on the fronted server.
d) On thelfronted server:
1) the secure session connection to the server broker (secure session:<l):
i) | receives the datagrams and decrypts and reconstructs the ‘ALPDU,
ii)] uses AL-Sess-Data.indication to pass the ALPDU to the adaptor layer;
2) the adaptor layer:

i) | receives the ALPDU via AL-Sess-Data.indication,

ii)] determines that the ALPDU is of type TlsClientMsg]1,

iii) determines that it has been configured to accept proxied ClientHello messages with the
brokerInfo field of the ALPDU,as“done in setup step d), and that this configuration has not
timed out or completed,

iv] uses the AL-Sess-ClientHelloProxy.request service primitive, see 9.4.6, to provide the
ClientHello and brokerhifo to the secure session services;

3) sefure session 2:

i) | receives the€lientHello and metadata via AL-Sess-ClientHelloProxy.request,

ii)| creates aisecure session instance and secure session ID,

iii) generates the TLS response message (ServerHello and other server handshake megsages) and
forms a single datagram containing the messages,

ivJuses the AL-Sess-ServerHettoProxyindication service primitive, see 949, to provide the
ServerHello and metadata to the adaptor layer,

v) configures itself to accept incoming connections from the server socket provided by the App-
Sess-EnableProxy.request service primitive in setup step d)1) and transfers the TLS state to
that connection;

4) the adaptor layer:

i)

uses the ServerHello datagram and the brokerinfo from the received

AL-Sess-—

ServerHelloProxy.indication Service primitive to create an ALPDU of type T1sserverMsgl,
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ii) determines from the information provided in setup step d) which secure session instance to

provide the ALPDU to,

iii) uses the AL-Sess-Data.request service primitive to provide the ALPDU secure session 1,

iv) disables proxying with respect to that brokerInfo;

the secure session 1 sends the ALPDU as one or more datagrams to the peer secure session instance

on

the client broker.

On the server broker:

1) the secure session connection to the fronted server:

2)

3)

iv)

S

vi]
th
pe

On the

iy

2)

th

receives the datagrams and decrypts and reconstructs the ALPDU,

uses AL-Sess-Data.indication to pass the ALPDU to the adaptor layer;
b adaptor layer:

receives the ALPDU via the AL-Sess-Data.indication primitive,

determines that the ALPDU is of type TlsServerMsg1,

determines that it has been configured to proxy ServerHello' messages with the
field of the ALPDU, as done in setup step c), and that this{configuration has not ti
completed,

determines from the information provided in setup-step c) which secure session
provide the ALPDU to,

uses the AL-Sess-Data.request primitive, se€\9.4.1, to provide the ALPDU to the sect
with the server broker,

disables proxying with respect to that-brokerInfo;

e secure session connection to thecliént broker sends the ALPDU as one or more datag
er secure session instance on the-client broker.

client broker:
b secure session connection to the server broker:
receives the datagrams and decrypts and reconstructs the ALPDU

uses the AlL-Sess-Data.indication service primitive, see 9.4.3, to pass the ALP
adaptor layer;

e adaptor layer:

brokerInfo
med out or

nstance to

ire session

fams to the

DU to the

receives the ALPDU via the AL-Sess-Data.indication service primitive,

ii)

determines that the ALPDU is of type TlsServeMsg1, see 8.2.6,

iii) determines that it has been configured to proxy ServerHello messages with the brokerInfo
field of the ALPDU, as done in setup step b), and that this configuration has not timed out or

completed,

iv) determines from the information provided in setup step b) which secure session instance to

provide the ALPDU to,

v) uses the AL-Sess-Data.request service primitive, see 9.4.1, to provide the ALPDU to the secure

session with the client broker,
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vi) disables proxying with respect to that brokerInfo;

3) the secure session connection to the fronted client sends the ALPDU as one or more datagrams to

th

e peer secure session instance (secure session 1) on the fronted client.

g) On the fronted client:

1) th
i)

e secure session connection to the client broker (secure session 1):

receives the datagrams and decrypts and reconstructs the ALPDU,

ii) uses the AL-Sess-Data.indication service primitive, see 9.4.3, to pass the ALPDU to the

2) th

iv] uses the AL-Sess-ClientHelloProxy.request primitive to provide‘the serverHello m

3) se

iii]

iv] uses the Sec-Sess-Startdndication primitive, see 9.3.3, to indicate that the sessioi

At this poi
server and

adaptor layer;

b adaptor layer:
receives the ALPDU via the AL-Sess-Data.indication service primitive;
determines that the ALPDU is of type TlsServeMsg1, see 8.2.6;

as per its self-configuration in step a.2.iii), determines that the ServerHello m¢
metadata should be provided to secure session 2,

metadata to secure session 2,
disables proxying with respect to that brokerlInfo.
Cure session 2:

receives the ServerHello and metadata via(the AL-Sess-ClientHelloProxy.reque
primitive, see 9.4.6,

generates the TLS response message,

reconfigures itself to use the communications socket provided in setup step a) (whic
a direct connection to the fronted:server), transfers the TLS state to that connection|
the TLS response message via'that connection,

established.

nt the secure session-has been directly established between the fronted client and {
any additional activities within the session are covered by other process flows in this

bssage and

essage and

st service

h provides

and sends

n has been

he fronted
document.
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Fronted Client ITS-S
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Fronted Client / Fronted Client /
Client Broker Fronted Server
Fronted Client Security Subsystem Adaptor Layer Secure session Proxied secure session
I I I Existing secure session
T Y ettt b —
(Prerequisite): Establish brokerInfo + public connection information for server and client I—
- ————— — — —_— — —_———— ——

(setup a.1, a.2): Configure.req (Proxied = yes, Proxying Session = 1, Broker Info = bi, Socket = s)

(setup a.2): (Sec-Sess-Configure) :
T

»

v

|

T

I a.1: ClientHello proxy request (Proxying Session = 1,
Proxied Session = 2, brokerInfo = bi)

| (AL-Sess-ClientHelloProxy)

|

I

<
<

a.2.1: Create ALPDU containing

ClientHello contents +

Client Broker

Server Broker /
Fronted Server

(AL-Sess-Data)

A

g.2: Unwrap ALPDU
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t
|
|
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| ) |
a.2.ii: ALPDU
| (TIsClientMcg1 P} |
1 (AL-Sess-Data) N
»
I I a.3: datagram ['}lsClientMsngapdu)
| f t >
| | |
| | |
1
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| €
| g1: ALPDU |
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I 1
|
|
|

| g.2.iv: Server Hello Proxy + Broker Info
(AL-Sess-ServerHelloProxy)
N

f f
g.3: Sec-Sess-Start (credentials) |
<
| |
I g €configure session
I to,use handoff socket
I [
data
(App-AL-Data) . =
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f
|
|
|
|
|
»|
.l
1
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|

|
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I

|

|

I TLS control messageé and application datagrams

Figure 20 — Sequence diagram for securé connection brokering operations on the front

T
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(prerequisite)

secure session

(0.2): Check ALPDU tvpe Unwrap

O

Server Broker entity

Fronted Server entity

ALPDU, extract brokerInfo
Check Broker Info is valid

v

1.i): datagram(s)
(TlsServetMsg1Sapdu)

(prerequisite) |
Existing .

| sccure session_ *:

————— —»

|

|

|

|

|

|

|

|

|

|

|

|

|

|

(b.3): datagram(s) I

(TlsClientMsg1Sapdu) k|

»

|

|

(f.2): Check ALPDU type Unwrap

ALPDU, extract brokerInfo
Check Broker Info is valid

(f.3.vi): Remove Broker Info

|
|
| _ _secuesession|
|
[——————
|
|
|
|
I (b.1): datagram
| (TIsClientMsg1Sapdu)
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
(}-3): datagram(s)
IA (FisServerMsg1Sapdu)

Figure 21 — Sequence diagram for secure connection brokering operations on the clienf

TLS controlmessages and application datagrams

(c,d, e):
Proxied handshake

' broker
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Server Broker ITS-S
Client Broker- Server Broker-
Server Broker Server Broker Server Broker Fronted Server
Fronted Client entity Client Broker entity Secure Session Adaptor Layer Application Secure Session Fronted Server entity

I I I I
| | (prerequisite) | | | | (prerequisite) |
I I Existing secure I I I I Existing secure I

session session
| [€—=———1 = ! | T >
|<_ | 1 (prerequisite): Establish brokerInfo + public connection information for server and client 1 |
————— P—— —_——————— e —————»
I I I I setup step c): I I I
| | | | (Enablpe Pr(g(y) | | |
I I I I (brokerInfo, I I I
Client Broker SSID,
I I I I Server App SSID) I I I
| | | |4 (App-AL-EnableProxy) . | |
I~ 1
I I E%lsé]hfﬁfﬁgs?l"éa du) I I I I I
| | N| | | | |
I I | (c.Lii): ALPDU | | | |
| | | (TisClientMsg1Pdu) | | | |
(AL-Sess-Data)
| | f > | | |
| I I = I I |
| | | Check ALPDU type Unwrap | | |
I I I ALPDU, extract brokerInfo I I I
| | | Check Broker Info is valid | | |
Rewrap ALPDU
|
: : : I [C,Z.v)_: ALPDU : :
(TlsClientMsg1Pdu)
| | | | (AL-Sess-Data) > | |
I I I I I I (c.3): t_:latagram(s] I
| | | | | | (TlsClientMsg1Sapdu} |
| | | | | f [d'S] datagran(s) i
.5): datagram(s
: : : : : !‘ (TIsServerMsg1Sapdul !
I~ 1
I I I I %%lnsz ALP[I{/}J 1Pdu) I I
sServerMsg1Pdu
I I I IA (AL-Sess-Data) I I
| | | [ I I |
| | | (e.2): | | |
| | | ALPDU, extract brokerinie | | |
, extract brokerInfo
I I I Check Broker Info is valid I I I
I I I Rewrap ALPDU I I I
| | I (ezvy:aLpou | | | |
(TlIsServerMsg1Pdu)
: : !4 (AL—Sess—Datag) ! : : :
<€ 1
| | | | | |
| | | | | |
I I (e.3): datagram(s) I I I I I
| ServerHello | (TlsServerMsg1Sapdu) | | | | |
- ———— <
[ [ | | |
handoff | | | | | handoff

| | | | |
Lo Lo ol Chknehlemsgzedn ) N R N
| | | . | | |
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e P — i e S >
| | f f f f |
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Figure 22 — Sequence diagram for secure connection brokering operations on the server broker
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Figure 2

6.11 Ford
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3 — Sequence diagram for secure connection brokering operations on the fronted server

e end session

Cess flow, the application or the security subsystem instructs the secure session servi
[rent session.

ites:

cure session service has been configured using the methods of 6.4.

res to force

ecure session is a cryptographic secure session as specified in 5.3

,there has been an ini|tialize step

using the methods of 6.5.

The process steps for this process flow are as follows.

a) Either
1)

i)

ii)

of the following happens:

the application determines that the session should be ended:

the application notifies the security subsystem using the App-Sec-EndSession.request primitive;

see 7.7.8,

the security subsystem:

a) ACKs the request via App-Sec-EndSession.indication primitive; see 7.7.9,
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b) notifies the adaptor layer using the Sec-AL-EndSession.request primitive, see 8.4.4;

2) the security subsystem determines that the session should be ended:

i) the security subsystem notifies the application using the App-Sec-EndSession.indication

primitive; see 7.7.9,

ii) the security subsystem notifies the adaptor layer using the Sec-AL-EndSession.request

primitive; see 8.4.4.

b) The adaptor layer:

1) ACKs the request using the Sec-AL-EndSession.confirm primitive; see 8.4.5;

2) naotifies the secure session services that the session should be terminated via the AL-Sess-
EndSession.request primitive; see 9.4.4.

c¢) The secure session service:

1) AdKs the request using the AL-Sess-EndSession.confirm primitive; see 9.4.5;

2) if session termination for the specific secure session mechanism requifés peer datagran
the peer secure session entities carry out the session termination process.

A sequencg diagram for this process flow is given in Figure 24.

S\

(AL-Sess-EndSession)

Application Security Subsystem Adaptor Layer Secure Session
| | | |
| | | |

alt T T |
)I | [ |
| | { |
| end session | | |
! (App-Sec-EndSession) ! : :
I L}
| | | |
| | end session | |
: ! (Sec-AL:EndSession) ! :
T L}
o N |
[or] |
|
|
end session end session |
(App-Sec-EndSession) (Sec-AL-EndSession) |
< »| |
|
|
|
|
|
|
|
|
|
|
]

End Session
(if supported
in protocol)

1 exchange,

D)

br ITS-S

>

|

|

|

|

|

|

|

|

| ;
| end session
|

|

|

|

|

|

I

|

|

|

Figure 24 — Sequence diagram for Force End Session

6.12 Session terminated at session layer

In this process flow, the peer-trusted entity terminates the session at the session layer, connectivity to the
peer is lost, or the secure session times out. The secure session services become aware that the session has
terminated and inform the higher layers.
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Prerequisites:
— The secure session service has been configured using the methods of 6.4.

— Ifthe secure session is a cryptographic secure session as specified in 5.3, there has been an initialize step
using the methods of 6.5.

The process steps for this process flow are as follows.

a) The secure session service informs the security subsystem that the session has terminated using the
Sec-Sess-EndSession.indication primitive; see 9.3.4.

b) The security subsystem:

1) nj:ifies the application using the App-Sec-EndSession.indication primitive; see 7.7.9;
2) naotifies the adaptor layer using the Sec-AL-EndSession.request primitive; see 8.4.4,
c¢) The adaptor layer ACKs the request using the Sec-AL-EndSession.confirm primitive, see 8.4.5.

A sequencg diagram for this process flow is given in Figure 25.

Application Security Subsystem Adaptor Layer Sequre'Session QQ

Peer

Sec-Sess-EndSession

end session
(Sec-AL-EndSession)

end session
(App-Sec-EndSession)

| |
| |
| |
| |
| |
| |
| |
} |
| |
| |
| |

T

|

|

| T
| |
| |
|« >

< >

| |
| |

Figure 25 — Sequence diagram for Session Terminated at Session Layer

6.13 Deactivate

In this pro¢ess flow the secure sesgiomn’services are instructed to deactivate, i.e. to stop using the gredentials
that were proved in the corresponding "Configure" process flow and (if in a server role) to stop accepting
incoming donnections. This pfecess flow has no effect on existing sessions.

Prerequisijites:
The securd session sefwvice has been configured using the methods of 6.4.

The procegs steps-for this process flow are as follows.

a) Either|ofthe following happens:

1) the application determines that the secure session services should be deactivated:

i) the application notifies the security subsystem using the App-Sec-Deactivate.request primitive;
see 7.7.10,

ii) the security subsystem:

a) ACKs the request via App-Sec-Deactivate.confirm primitive; see 7.7.11,
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b) notifies the secure session services using the Sec-Sess-Deactivate.request primitive; see 9.3.5;

2) The security subsystem determines that the session should be ended:

i)

ii)

the security subsystem notifies the application using the App-Sec-Deactivate.indication
primitive; see 7.7.12,

the security subsystem notifies the secure session services using the Sec-Sess-Deactivate.

r

equest primitive; see 9.3.5.

b) The secure session service:

1) ACKs the request using the Sec-Sess-Deactivate.confirm primitive; see 9.3.6;

2) stops accepting new incoming connections (if in a server role) or attempting to start ne
cohnections (if in a client role);

3) deletes all state relevant to new sessions (while maintaining state relevant to existing se

NOTE

A sequencg

he secure session instance does not delete the cryptomaterial handle contents; just the local
the cryptonjaterial handle held by the secure session.

diagram for this process flow is given in Figure 26.

A

pplication Security Subsystem

Adaptor Layer

Secure Session

aly

/

deactivate
(App-Sec-Deactivate)

dedctivate |
(Sec-Sess-Deactivate)

decativate
(App-Sec-Deactivate)

deactivate |
(Sec-Sess-Deactivate)

6.14 Secu

jI'e

|
|
|
|
“ I
|
|
|
|
|

Figure 26 — Sequence diagram for Deactivate

session example

¢

Pee

W outgoing

ssions).

reference to

)

ITS-S

This subclause illustrates how the process flows from the previous section can be put together to full
execution of an entire secure session instance. This illustration does not show connection brokering. The
session runs between two ITS application processes referred to as the initiator and the responder.

— First, both the initiator and the responder application processes configure the security subsystem and
the secure session services as specified in 6.4.

— The initiator application process sends data to its adaptor layer. This prompts the initiator secure session
services to connect to the responder secure session services, resulting in the Start Session process flow
as specified in 6.5. In this flow the credentials exchanged in the handshake are provided to the receiving
security subsystem. The credential exchange is shown as optional in the figure because the credentials
are only exchanged if the session is a cryptographic secure session, not if it is a physical secure session.
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responder application process via the responder adaptor layer as specified in 6.8.

specifi

ed in 6.8.

Following the "Start Session" process flow, the responder secure session services provide the data to the

The initiator and responder send and receive data. Sending data is specified in 6.6 and receiving data is

During the exchange, the initiator or responder may determine that additional access control information

is needed. Additional access control requests and responses are sent via the Send access control PDU,
process flow see 6.7. Receiving access control PDUs is specified in 6.8. In the figure, the responder is
shown as requesting the access control PDUs, but in practice either or both of the initiator and the
responder may send a request.

the re

sessiom has been terminated at the session layer, as specified in 6.12.

One party, in this illustration, the initiator, force ends the session, as specified in 6.11. As a consequence,

it that the

— Both pjarties deactivate the secure session services as specified in 6.13.
Figure 27 ghows all the information flows associated with this illustration. Optional data flows ae in italics.
Initiator Responder
Initiator Initiator Initiator Responder Responder Responder
Initidtor Security Adaptor Secure Secure Adaptor Security Resgonder
applicption Subsystem Layer Session Session Layer Subsystem Applfcation
I I I I I I I
| kI Configure | kI o | Configure I‘
[ 4 I g - l [
| initial data =| =| | |
I I I I Handshake I I
| | | < > | |
I Start S‘ession i i i
| | | |
I |« Start Session (Responder credentials) Start Session (Initiator credentials) N
| I | | "
: : : > initi;lal data
| | | addit{onal
| | | hecks
| | | <
These repleated in any order J [ [
| | |
Send Djta, Receive PDU J | |
I LIA »d- data » - »
udditi.unal I I additional
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IEE—
| |
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Figure 27 — Sequence diagram for complete secure session example
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7 Security subsystem: interfaces and data types

7.1 General

The security subsystem:

reques

t; see 7.7.6;

generd

updatd

"C
"S
"F
"S

"D

The applic
that is con
APDU befd
resource a
use applic

APDU, i.e. it may use application logic and the céntent of the APDU to determine not to alter the

application

7.2 Acce
The securi
is valid, i.e
make this

itsintd

with the peer-trusted entity;

NOTE
subsys
by the 4

participates in configuration activities associated with:

formant to this document shall invoke App-Sec*Incoming.request (see 7.7.6) on ever

(eS requests I0r, and responses to requests 10r, additional access control iIformation;

s its state in response to received access control PDUs;

pnfigure", see 6.4,

fart Session”, see 6.5,

brce end session”, see 6.11,

bssion” terminated at session layer, see 6.12, and
eactivate"”, see 6.13.

ition uses the security subsystem to determine whether an APDU is valid for use. An

re “making use” of it, i.e. before using thattAPDU to alter the state of the applic
hd before generating a response APDU. An,application that is conformant to this doc
ition logic to “reject” an incoming ARDU without invoking App-sec-Incoming. requd

or resource or not to generate aresponse APDU.

ss control policy and state

Ly subsystem determines/whether an APDU passed to it via App-Sec-Incoming.reques
whether the access(control policy permits the application to make use of the APDU.
letermination, it uses the following inputs:

rnal state, i.ecinformation thatithaslearned about the peer-trusted entity during comn
If the*peer trusted entity uses the same certificate across multiple sessions, the ho

em«can use information learned in previous sessions in making access control decisions, if s
acess control policy.

implements access control processing on incoming data when so requested using App-Sec-Incoming.

signs outgoing APDUs if so requested by the application using App-Sec-Data.request; see 7.7.4;

verifies incoming APDUs if so requested by the application using App-Sec-Incoming.request; see 7.7.6;

hpplication
y incoming
ation or a
iment may
st on that
state of an

 (see 7.7.6)
[n order to

unications

ne security
p permitted

that access to certain resources is only permitted if the vehicle is not moving;

the AP

DU itself;

application.

the state of the home ITS-SU: for example, for an ITS-SU in a vehicle, the access control policy may state

the current state of the application, based on APDUs sent and received and on the configuration of the

This document does not provide interfaces for the security subsystem to learn about the state of the
home ITS-SU: the assumption is that if an ITS-SU supports access control policies that involve the use of
the properties of the ITS-SU, then the implementation of the security subsystem will have access to those
properties.
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If the access control policy so requires, the security subsystem can generate access control PDUs to
request additional information from the peer trusted entity and use the responses to update its state. The
security subsystem can also generate responses to requests received as access control PDUs from the peer
security subsystem. The two forms of additional information supported in this document are enhanced
authentication, specified in 7.3, and extended authentication, specified in 7.4.

This document does not provide a specification for the access control policy language. An access control
policy may specify many different conditions for controlling access, such as:

the PSID (= ITS-AID) and (optionally) SSP that shall appear in the received certificate for the secure
session handshake as obtained via the Sec-Sess-StartSession.indication service primitive;

whether enhanced or extended authentication is required for access to specific resources or for particular
activitfes;

wheth
out pa

b1 there are particular conditions on the state of the home ITS-SU that shall be_fulfill
rticular activities.

bd to carry

Since the {

ecurity subsystem applies the access control policy directly to APDUs, it is necess

hry for the

security sybsystem associated with a particular application to be able to intenpret APDUs. The security

subsystem|
document
Sec-AuthsS

implementation for a particular application will therefore in general’be application-sp
specifies an internal security subsystem interface consisting of the)Sec-authstate.r
ate.confirm primitives to provide information about authorization state from the au

ecific. This
bquest and
thorization

state subsystem to the access control subsystem. The authorization state subsystem, and this interface, are

not application-specific.

7.3 Enhanced authentication

7.3.1 Définition and possible states

cts as the
erred to as
bcret value
htion of an
o facilitate
by sending
sor proves
he owner.

This subclause specifies enhanced authentication, It enhanced authentication, one party a
owner and| the other party acts as the accessor. The owner stores or obtains a secret value, ref]
the enhan¢ed authentication secret. Informationderived from the enhanced authentication s{
is provided to the accessor. The means for.pfoviding this information are part of the specific
application that uses the mechanisms given in this document; possible examples are given in 7.3 {
understangling. The owner then requests that the accessor proves knowledge of the secret
an enhanced authentication request-aecess control PDU over the secure session, and the acced

knowledge of the secret by sending an’enhanced authentication Response access control PDU to t

Examples ¢f enhanced authentication include:

the ad d into the

access

cessed device~displays a personal identification number (PIN) which is entere
ing device;

the owjner comes/up with a PIN and enters it into both the accessed and the accessing device;

the acdessed'device has a secret which is also stored on a token such as a keyfob associated to the accessed
device| The owner taps the keyfob against the accessing device to transfer either the secref itself or a
value derived from it;

the accessed device has a seed for generating one-time passwords (OTPs). The owner has an app that
generates the same set of one-time passwords. The owner enters the current OTP into the accessing device.

This document supports multiple mechanisms for enhanced authentication. In each mechanism, the Request
and Response both include values derived from the secret, rather than the secret itself; the value in the
Request is referred to as the identifier and the value in the Response is referred to as the verifier. The
specific mechanisms are specified in 7.3.6. The mechanism used in this document to implement enhanced
authentication is based on password based authenticated key exchange (PB-AKE) mechanisms, a well-
studied mechanism within cryptography, which allows two parties to establish shared knowledge of a weak
secret without allowing offline guessing attacks by an attacker who records or participates in the session.
An informative overview of PB-AKE is provided in IEEE 1363.2.
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Enhanced authentication is provided interactively: one party to the communication requests the enhanced
authentication and the other provides it. Enhanced authentication may be requested by either party to the
communication, whether that party played the role of the client or the server in the original TLS handshake.

7.3.2 States for owner role enhanced authentication

For any individual secure session and any enhanced authentication secret, the “owner role enhanced
authentication state” with respect to that secret may be one of the following:

— ‘Unestablished’ - no request has been sent.

— ‘Pending’ - a request has been sent but no valid response has been received.

‘Estab
In this sub

0(i,j,k) for
Configure.
role is sery
authentica

0(ij k) tra
authentica
application
or triggers
document.

When 0(i,)

access conftrol PDUs with respect to that enhanced autlientication secret. As with the initia

authentica
request ac
provided b

0(i,j,k) tray
timeout, o1
that uses t]

0(i,j,k) tra
authentica
control PD
timed out.
is given in
When O(i,j
k. Incomin

The ownerj

tshed —=a vatid Tesponse has been recetved:
Clause, the state for an (i: application, j: session, k: secret) tuple is denoted by O(i,j, k)

h particular session identifier j is set to ‘Unestablished” when the session iscreated (H
request if the session role is client, and by sec-sess-startSession.indication if {
rer. When the owner role enhanced authentication state is ‘UnestabliShed’, incoming
Fion Response access control PDUs with respect to that secret are igriored.

hsitions from ‘Unestablished’ to ‘Pending’ when the security« subsystem sends an

, by the access control policy, by a timer, in response to an‘incoming APDU, or by ot
to be specified in the specification of an application that'uses the mechanisms provi

k) is ‘Pending’, the security subsystem may send’additional enhanced authenticati

fion request access control PDU, the trigger for sending additional enhanced aut
ess control PDUs is to be specified in the specification of an application that uses the mnj
y this document.

1sitions from ‘Pending’ to ‘Unestablished’ on the end of session j, on access control pol
in response to other events ortriggers are to be specified in the specification of an
e mechanisms provided by this document.

hsitions from ‘Pending’-ta/)'Established” when the Security System receives a valid
fion Response access-control PDU corresponding to an enhanced authentication req
U that was sent over'session j with respect to enhanced authentication secret k and t
The definition of-a'valid response depends on the enhanced authentication mechanismi
the individual€nhanced authentication mechanism section; see 7.3.6.

k) is ‘Established’, the security subsystem shall not send an enhanced authentication
b enhanced authentication Response access control PDU with respect to k are ignored.

role.enhanced authentication state transitions from ‘Established’ to ‘Unestablished’

y App-Sec-
he session
' enhanced

enhanced

fion request access control PDU with respect to k. This may’happen when prompted by the

her events
Hed by this

pn request
enhanced
nentication
echanisms

cy-defined
hpplication

enhanced
lest access
hat has not
in use and

request for

on the end

of session

j, on access control policy-defined timeout, or in response to other events or trigger

s are to be

specified in the specification of an application that uses the mechanisms provided by this document.

A state machine diagram for enhanced authentication is provided in Figure 28.
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Figure 28 — Informal state machine for the enhanced authentication module

Ite for accessor role enhanced authentication

dividual secure session and any enhanced authentication secret identifier, the “ac
juthentication state” may take one of the following values:

ished’ - a request has been received and a valid responséthas been sent;
hblished’ - otherwise.
vith respect to an unknown identifier is automatically ‘Unestablished’.

iced authentication request access control\PDU is received containing a particular i
hd the security subsystem can construct a valid response as per the mechanisms §

urity subsystem constructs that response and sends it via Sec-AL-AccessControl.requ
te with respect to that enhanced authentication secret is transitioned to ‘Established’.

or role enhanced authentication state with respect to a particular secret trans
d’ to ‘Unestablished’(oh’session end, on access control policy-defined timeout, or in 1

other evenlts or triggers is te be specified in the specification of an application that uses the m

provided b

7.3.4 Us

The access
role beforg

y this document,

e by access(control

contfolpolicy for any resource or action may require a particular state for owner role
the'action may be taken. The design supports multiple enhanced authentication secrsg

fessor role

dentifier is
pecified in

psSt;

ition from
esponse to
echanisms

DI accessor
bts. If there

are multip

e enhanced authentication secrets the pn]ir‘y may be cpnr‘iﬁr‘ for each secret or md

y be more

general, for example requiring that owner role enhanced authentication state is Established for at least one
of the secrets.

For owner

role, each enhanced authentication secret can be identified within the policy.

For accessor role, the secrets cannot be known in advance and so the access control policy can only address
the number of secrets for which the state is Established.

The access control policy may also specify action to be taken if a peer provides a certain number of invalid
responses to an authentication request, e.g. it may require that the session is terminated.
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7.3.5 Methods for providing enhanced authentication

Enhanced authentication is established with the following process flow.

— Aninstance of the security subsystem acting in the owner role sends an enhanced authentication request

access

control PDU.

— An instance of the security subsystem acting in the accessor role sends an enhanced authentication
Response access control PDU containing a valid response to the corresponding request.

The following mechanism is supported.

— Enhanced authentication with "Secure Password Authenticated Key Exchange 2" (SPAKE2);[14] see 7.3.6.

7.3.6 En|hanced authentication using SPAKE2

SPAKE2 is

The gr|
His SH

A, “Aliq
client ¥

server

The reques
hint to allg

The respol
hashOfKPr]

The qu
of Refg

ID is tH

The qy

The respo
requester §

The qu
of Refg

ID is tH

B, “Boly’s identifier”, is the certificate presented by the TLS client.ih the handshake and prov

carried out as specified in Reference [14] with the following configuration choices.
oup used is the elliptic curve NISTp256.
A-256.

e’s identifier”, is the certificate presented by the TLS server in the-handshake and prov
ria Sec-Sess-StartSession.indication.

via Sec-Sess-StartSession.indication.

t contains T, calculated as specified in section 3.2 of Reference [14]. It may also contain
w the responder to select between multiple recently received secrets.

ise contains S, calculated as specified in section 3.2 of Reference [14]. It also cont{
meRespId, calculated as follows.

antity Kis the 32-byte output of the SHA-256 hash of the session variables as specified in|
rence [14].

le certificate out of A and B as specified above that is owned by the responder.
antity hashOfKPrimeRespld'is calculated as the SHA-256 hash of [len(K), K, len(ID), IL

hse can potentially_feguest proof of knowledge from the original requester. In thi
ends a “requesterrésponse” that contains the field hashOfKPrimeRe1ld, calculated as|

antity Kis the,32*byte output of the SHA-256 hash of the session variables as specified in|
rence [14].

le certifieate out of A and B as specified above that is owned by the requester.

ided to the

ided to the

h password

hins a field

section 3.2

—_

]

s case, the
follows.

section 3.2

]

The qy

antity hashOfKPrimeRespld is calculated as the SHA-256 hash of [len(K), K, len(ID), IL

|

With regard to enhanced authentication, the requester may be only in one of the following states:

no enhanced authentication;

— responder authenticated.

The responder may be in only one of the following states:

no enhanced authenticationl;

— responder believed authenticated, no requester authentication requested;

— responder believed authenticated, no requester authentication received;
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— mutually authenticated.

The Request data type is specified in 7.6.13. The Response data type is specified in 7.6.14.

NOTE

At the time of publication, the Internet Research Task Force (IRTF) had decided to deprecate the use of

SPAKE?2 in favour of a more compact Authenticated Key Exchange algorithm known as CPACE. As of December 2021,
the IRTF has not published a stable CPACE specification. It is anticipated that once a stable specification is available,

support for

7.4 Exte

CPACE will be added to a future edition of this document.

nded authentication

This subclause specifies extended authentication. In extended authentication, one party acts as the owner
and the other party acts as the accessor. The owner requests that the accessor provides information about

their auth
sending an
may respo
this additi
1609.2 cer

The extend
in the spec

The Reque

accessor t¢ demonstrate. It is specified in 7.6.7 through 7.6.9. The sttucture supports combin

authorizat
assurance

The Respd
Ieeel609D
request.

The access
However, f{
Request. |
may choos
application

The acces
multipartA
to a Requg
multipart 1
separate a

7.5 Secy

Tization in addition to the information provided in the nandsnake of the Secure
extended authentication request access control PDU over the secure session, and 't}
hd by sending an extended authentication Response access control PDU to the.ewner
bnal information. The extended authorization response access control PDU is ‘signed
fificate which indicates the certificate holder’s permissions.

ed authentication request access control PDUs are sent based on triggets that are to b
ification of an application that uses the mechanisms provided by this document.

on requests via AND and OR operations. The structure.includes a random element
that responses are freshly generated.

nse PDU is sent in response to a Request PDU."It is specified in 7.6.10. It con
t2Data of type signed, containing the signatuye‘of the accessor on a value derive

or should create a response that demonstrates the authorizations requested in th
he accessor may create a response that does not match the authorizations reque;j
n this case the owner may choose.to store the received authorizations from the
e to ignore the Response, or may-take another action, to be specified in the specific
that uses the mechanisms provided by this document.

sor may create a multipart Response to a Request, if the Request indicates (|
ccepted to True) that amultipart Response is acceptable. This enables an accessor
st even if the requested authorizations are in multiple certificates belonging to the
esponse consists ofiaseries of individual Responses, each signed by a different certific
Fcess control PDUs;

Irity Management Information Request

7.5.1 Ra

A natural bi
authorization of

session by
le accessor
to provide
by an I[EEE

e specified

st PDU includes a structured statement of the authorizations, that the owner is requiesting the

ing atomic
to provide

bists of an
1 from the

e Request.
ted in the
Response,
ation of an

by setting
to respond
hccessor. A
ate, sent as

a device that is requesting access. For example, an access control policy co

hess of the
uld have a

requirement that a device has been issued a certificate no more than 24 hours before the access request.
This provides assurance to the accessed device that the authorization infrastructure believed the accessing
device to be secure at least until very recently.

It is natural for the accessed device to want to apply a similar condition to the CA certificates in the chain of
an accessing device - in other words, to ensure that not just the device itself but all CAs involved in making
the trust statement were believed secure in the last 24 hours. For EE certificates this is straightforward,
because the certificate can simply be reissued periodically. For CA certificates this approach cannot be
taken. First, issuing a new CA certificate is currently an expensive operation. Second, all of the certificates
issued by a CA certificate need to have validity periods within the validity period of the CA certificate, so
reissuing a CA certificate frequently would create a series of requirements to reissue all of the downstream
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certificates at the same or higher frequency. This could be managed in principle for a tree of CA certificates
which only issued end-entity certificates with a short validity period, but in practice it would likely be
unwieldy. Additionally, since CAs are expensive to establish, it is useful to be able to use them to issue end-
entity certificates for different applications with different natural lifetimes.

These issues could potentially be overcome to create a system based on short-lived CA certificates in order to
satisfy applications with a requirement that the trust status of the entire chain is fresh. However, in order to
support the deployment of these applications without creating a requirement for short-lived CA certificates all
the way up the chain, this document supports an alternative model based on certificate revocation lists (CRLs).

In this alternative model, the approach is that instead of frequently reissuing CA certificates, the system
frequently publishes the CRLs that the CAs would appear on. Thus, instead of demanding a recently issued
CA certificate, the access-granting device can demand a recently published CRL. If a CA is absent from the

recently puy
infrastruct
CA certific
issued CA

Note that in this document the approach is for an access-granting device to requést, and for a

device to p
Online Cer
certificate
an OSCP R
OCSP Resp|
the certifid
not been r¢
technology

freshness mechanism is useful to define because:

the CR
revoke

there i
CRL-b
freshn|
OSCP

that p

7.5.2 Ge|

This subcl:
exchange,
Manageme
manageme
sending a §

The securi

blished CRL, thatis equivalent to making a statement that the CA was trusted by the au
ure at least as recently as the issue date of the CRL. This combination of not-necess4
ate and recent CRL thus gives the same assurance to an access-granting device-that
ertificate would.

rovide, the full CRL on which the CA certificate would appear. An alternative approac
tificate Status Protocol (OCSP) Stapling is specified in RFC 8446 and.in Reference [13
. Where a CRL is a list of all revoked certificates that are the respensibility of a given
psponse is a statement about a single certificate that can indicate "revoked" or "not re¢
onse therefore both is more compact than a CRL and makes‘d positive statement in th
ate in question has not been revoked, in contrast to the GRL where the fact that a cer
voked is deduced by its absence from the CRL. In general; therefore, OCSP responses 3
than sending entire CRLs. However, in the settingssaddressed by this document, a

Ls will not in general be very long. This mechanism is just for CRLs for CAs, and the
d CAs will probably be small;

5 no definition of OCSP for IEEE 1609.2Certificates, only for X.509 certificates. As such
sed mechanism enables deploymentin the near future of applications with high sensit]
ess of trust information. If in thefuture it becomes clear that a protocol with propertie]
statements about single certificates and positive statements about non-revocation) i
otocol can be developed and.deployed at that point.

neral

luse specifies seeurity management information exchange. In security management i
bne party acts@sthe owner and the other party acts as the accessor. The owner send§
nt Information-Request access control PDU to request that the accessor provides pub
nt information relevant to the authorization state of the accessor. The accessor may
ecurity-Management Information Response access control PDU to provide this inform

fy-management information that may be requested in this version of this document s

thorization
rily-recent
a recently

accessing

known as
| for X.509
CRL signer,
voked". An
e case that
rificate has
re a better
CRL-based

number of

defining a
ivity to the
s more like
5 required,

hformation

a Security
ic security
Ffespond by
ation.

hall be one

of the follo

AITO
(=]

The ETSI-style Certificate Revocation List (CRL), as specified in ETSI TS 102 941, that is relevant to

an AA certificate that issued one of the ATs presented during the handshake or as part of an extended
authentication exchange.

presented during the handshake or as part of an extended authentication exchange.

handshake or as part of an extended authentication exchange, or any certificate in its chain.

authentication exchange.
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Security management information provided in a response in this context is already signed by the originator
(the Certificate Authority (CA) or CRL Generator) and is not signed by the responder.

The Security Management Request access control PDUs are sent based on triggers that are to be specified in
the specification of an application that uses the mechanisms provided in this document.

The Request PDU includes a statement of the security management information that the owner is requesting
from the accessor. Requests for separate instances of the security management information are made

separately

and identified by an identifier generated by the owner.

The Response PDU is sent in response to a Request PDU. It consists of an leeel609Dot2Data of type
unsecured, containing the identifier of the corresponding request and either the requested information or
an indication that the requested information is unavailable.

7.6 Dats

7.6.1 Ge|

| types

neral

Access conftrol PDUs are specified in ASN.1 and encoded with the Canonical OctetyEncoding Rul

The ASN.1
document
as specifie

7.6.2

The data ty

CrlSer
1609.2

Certifi
Schem|

— Securfg

The data ty

Certifi
Messa

EtsiTs
Heade

7.6.3 “H

The param
below to in

basic notation is specified in ISO/IEC 8824-1. The C-OER are specified in ITU-T 3
specifies ASN.1 modules provided in an electronic attachment to, this"document. Deta
] in Annex B.

Imiports

rpe definitions import the following definitions from IEEE 1609.2 ASN.1 modules:

Base Types module;

cate, leee1609Dot2Data, PduFunctionalType, iso21177SessionExtension from the IH
h module extended by this document; see Annex C;

dCrl from the IEEE 1609.2 CRL Preotocol module.
'pe definitions import the following definitions from ETSI TC ITS security ASN.1 mody

rateRevocationListMessage) ‘TimCertificateTrustListMessage shall be as being part fi
be module specified in ETSI TS 102 941;

|02941CrlRequest, “EtsiTs102941CtrIRequest shall be as being part from the ETSI
Info Extension module specified in ETSI TS 103 097.

elper” datatypes

eterized type leee1l609Dot2Data-Signed-PduFunctionalType is used as shorthand in
dicate a signed IEEE 1609.2 SPDU with a specific payload and a specific PduFunctiona

bs (C-OER).
(.696. This
ils shall be

es, EccP256CurvePoint, Hashedld8, Hashedld32,Psid, PsidSspRange, Time32 from the IEEE

EE 1609.2

les:

om the CA

Driginating

the ASN.1
Type field.

Ieeel609DotZData-Signed-PduFunctionallype [TIDbs,
Ieeel609Dot2Data
content

PdulkuncType}::=
(WITH COMPONENTS {...,
(WITH COMPONENTS (...,

signedbData (WITH COMPONENTS {...,
tbsData (WITH COMPONENTS {...,
payload (WITH COMPONENTS {...,
data (WITH COMPONENTS {...,
content (WITH COMPONENTS {
unsecuredData (CONTAINING Tbs)
1)
})
Py
headerInfo (WITH COMPONENTS {...,

generationTime PRESENT,
expiryTime ABSENT,
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generationLocation ABSENT,
p2pcdLearningRequest ABSENT,
missingCrlIdentifier ABSENT,
encryptionKey ABSENT,

pduFunctionalType (PduFuncType) PRESENT

TeeeCrl, EtsiCrl and Etsictl are renamings of structures exported from IEEE and ETSI ASN.1 modules,
where the new names allow a consistent naming convention within the context of this document.

IeeeCrl ::= SecuredCrl
EtsiCrl :{= CertificateRevocationlListMessage
EtsiCtl :]= TlmCertificateTrustListMessage

7.6.4 1s021177AccessControlPdu

The ASN.1 [type of access control PDUs is Iso21177AccessControlPdu.

Iso021177A¢cessControlPdu ::= SEQUENCE {
messag¢ld IS0-21177-ACCESS-CONTROL-ID-
TYPE.&1d ({Iso21177AccessControlPduTypes 1}),
value [S0-21177-ACCESS-CONTROL-ID-
TYPE. &Type ({Iso21177AccessControlPduTypes}{@.messageld}),

}

IS0-211774+ACCESS-CONTROL-ID-TYPE ::= CLASS {
&id Is¢21177AccessCtrlPduld UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

Iso21177A¢cessControlPduTypes ISO-21177-ACCESS=CONTROL-ID-TYPE ::= ({
{ Acceg$sControlResult IDENTIFIED BY accessControlResultId }
ExtenpdedAuthPdu IDENTIFIED BY extendedAuthId }
EnhanpcedAuthPdu IDENTIFIED BY enharncedAuthId } |
SecurityMgmtInfoPdu IDENTIFIED BY.securityMgmtInfoId } |
Sess]lonExtensionPdu IDENTIFIED BY sessionExtensionId } ,

}

Is021177A¢cessCtrlPduld ::= INFEGER (0..255)
1s021177AccessCtrlPduld-reserved Iso21177AccessCtrlPduld ::= 0 --'00'H
accessfontrolResultId Igo21177AccessCtrlPduld ::= 1 --'01'H
extendgdAuthId Is021177AccessCtrlPduld ::= 2 --'02'H
enhancgdAuthId Iso21177AccessCtrlPduld ::= 3 --'03'H

securltyMgmtInfold Iso21177AccessCtrlPduld ::= 4 --'04'H
sessi¢nExtensionid Iso021177AccessCtrlPduld =5 --"05"'H

7.6.5 AcressControlResult

The ASN.1 [type AccessControlResult is used to communicate the result of an access control activity.

AccessControlResult::= INTEGER {
success (0),
authorisation-failure (1)

} (0..255)

7.6.6 ExtendedAuthPdu

The ASN.1 type of the access control PDUs associated with extended authentication as specified in 7.4 is
Extended AuthPdu.

ExtendedAuthPdu ::= SEQUENCE ({
messageld EXTENDED-AUTH-ID-TYPE. &id ({ExtendedAuthPduTypes}),
value EXTENDED-AUTH-ID-TYPE.&Type ({ExtendedAuthPduTypes}{@.messageld}),
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CLASS {

&id ExtendedAuthPduld UNIQUE,

&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

ExtendedAuthPduTypes EXTENDED-AUTH-ID-TYPE
{ ExtendedAuthRequest
{ ExtendedAuthResponse

}

= {
IDENTIFIED BY extendedAuthRequestId }
IDENTIFIED BY extendedAuthResponselId }

’

ExtendedAuthPduld = INTEGER (0..255)
extend Sl b DA T A cizacl anErES adad et DA T o A LaVaAN N
extendg¢dAuthRequestId ExtendedAuthPduld =1 --'01"H
extendgdAuthResponseId ExtendedAuthPduld =2 --'02'H
7.6.7 ExtendedAuthRequest
The ASN.1] type ExtendedAuthRequest contains an extended authenticationnrequest and |associated
metadata. [n this ASN.1 type:
— the component multipartAccepted indicates that the response may consist of multiple parts, |.e. that the

respor|

the co
respor|

ExtendedA
multipg
nonce
inner

7.6.8
The ASN.1

the auf

one of

Since Inng

mponent nonce is a freshly-generated strong random/mumber, used in the genera

the coinponent inner contains the details of the permissigns that are being requested.

InnerExtendedAuthRequest

InnerExtendedAuthRequest

the component and indicates thadt the responder is being requested to demonstrate that they

the component or indicates that the responder is being requested to demonstrate that they h

the conponentcontents contains a single authorization request.

der may use multiple different credentials to demonstrate theitauthorization;

se to protect against replay attacks;

thRequest = SEQUENCE {
rtAccepted BOOLEAN,
CTET STRING (SIZE(32)),

Lype InnerExtended AuthRequest contains an extended authentication request. In this 4

horizations indicated within the field;

the authorizations indicated within the field;

rExtendedAuthRequest may contain an instance of itself, in principle there n

arbitrary

tion of the

ASN.1 type:

have all of

hve at least

hay be an

number of levels of nesting in a final extended authentication request. A (

onformant

implement
containing

an InnerExtendedAuthRequest containing an

InnerExtendedAuthRequest,andlnaysupportrnore

InnerExtendedAuthRequest

CHOICE ({

and SEQUENCE OF InnerExtendedAuthRequest,
or SEQUENCE OF InnerExtendedAuthRequest,
contents AtomicExtendedAuthRequest
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7.6.9 AtomicExtendedAuthRequest

The ASN.1 type AtomicExtendedAuthRequest contains a single authentication request. In this ASN.1 type:

permissions related to the indicated PSID;

have permissions consistent with PSID and SSP range, as specified in I[EEE 1609.2;

the component psid indicates that the responder is being requested to demonstrate that they have

the component psidSspRange indicates that the responder is being requested to demonstrate that they

the component idRegExp indicates that the responder is being requested to provide an IEEE 1609.2

certificate whose name matches the indicated regular expression. The regular expression is conformant
to IEEE 1003.1-2017, Clause 9;

such t
definit]

AtomicExtd
psid
psidSsy

idRegEx

issuer

7.6.10 Ex

The ASN.1
Signed SPIl
value iso2]

ExtendedA
Ieeel60
Exten
PduFuf

}

7.6.11 Ex

The ASN.1
response. |

the col
betwe

the co
multip

the co

the componentissuerindicates thattheresponderisbeingrequested to provide an IEEE 1609.2

the component requestHash is the SHA-256 hash of the entire 1s021177AccessControlPdu tha

at one of the issuing certificate authority certificates in the certificate chain, seelEEH
ions of certificate authorities and certificate chain, has the indicated eight-byte hash vj

ndedAuthRequest ::= CHOICE ({
Psid,
PsidSspRange,
IA5String,

OCTET STRING

Range

p
(SIZE(8)),

fendedAuthResponse

type Extended AuthResponse contains an extended attthentication response. It is an [
U in which the pduFunctionalType field specified’in IEEE 1609.2bl8] is present and
177ExtendedAuth.

thResponse ::=
Dot2Data-Signed-PduFunctionalType {
edAuthResponsePayload,

jctionalType (is021177ExtendedAuth)

tendedAuthResponsePayload

type ExtendedAuthResponsePayload contains the payload of an extended aut
n this ASN.1 type:

mponent part indicates the part number of this response within a multipart response
en 1 and maxPartolf the response is not multipart this field shall take the value 1.

mponent maxPart indicates the number of parts in a multipart response. If the res
art this ecomponent shall take the value 1.

certificate
1609.2 for
alue.

FEE 1609.2
set to the

hentication

It shall be

bonse is to

F contained
e is to the

Frésponding request. This includes the nonce, providing assurance that the respong

specificrequestamtias ot beenrreptayed:
ExtendedAuthResponsePayload ::= SEQUENCE {

part INTEGER,

maxPart INTEGER,

requestHash OCTET STRING (SIZE (32))
}
7.6.12 EnhancedAuthPdu

The ASN.1 type EnhancedAuthPdu is the container type for access control PDUs associated with enhanced
authentication as specified in 7.4.
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SEQUENCE {
ENHANCED-AUTH-ID-TYPE. &id ({EnhancedAuthPduTypes}),

value ENHANCED-AUTH-ID-TYPE.&Type ($7bEnhancedAuthPduTypes$7d%7b@.messageld%7d),

}

ENHANCED-AUTH-ID-TYPE

CLASS {

&id EnhancedAuthPduld UNIQUE,

&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

EnhancedAuthPduTypes ENHANCED-AUTH-ID-TYPE
{ SpakeRequest
{ SpakeResponse
{ SpakeRequesterResponse

}

EnhancedA
enhancy
spakeR{
spakeR{
spakeR{

7.6.13 Sp

The ASN.1
set as spec

ifitis

if the t|

SpakeRequg
t E
hint O

7.6.14 Sp

The ASN.1
component
SpakeResp

s i

hashOfH
respong

7.6.15 Sp
The ASN.1

{

spakeRequestId }
spakeResponseId }
spakeRequesterResponseld }

IDENTIFIED BY
IDENTIFIED BY
IDENTIFIED BY

’

thpPduld = INTEGER (0..255)

dAuthPduld-reserved EnhancedAuthPduld =0 --'00'H

questId EnhancedAuthPduld =1 --'01'H

sponseld EnhancedAuthPduld =2 --'02'H

questerResponseld EnhancedAuthPduld =3 -=-'03"

hkeRequest

type SpakeRequest is the request for enhanced authentication t'sing SPAKE2. The con{

fied in 7.3.6. The component hint takes one of two forms;
, no hint is provided;

pp bit is 1, then the last 3 bits are the last 3 bits of.the SHA_256 hash of the shared sec
st ::= SEQUENCE ({
cP256CurvePoint,

TET STRING (SIZE (1))

hkeResponse

type SpakeResponse is the résponse to a request for enhanced authentication using SK
s are set as specified in 73%6:

nse = SEQUENCE {
ccP256CurvePointy
(PrimeRespId

eRequest

OCTET STRING
BOOLEAN

(SIZE (32)),

pkeRequesterResponse

typeSpakeRequesterResponse is the original requester’s response to a request to proy

authentica

SpakeRequesterResponse

ion' for enhanced authentication using SPAKE2. The content is set as specified in 7.3.6

OCTET STRING

(SIZE (32))

7.6.16 SecurityMgmtinfoPdu

ponent tis

et.

AKE2. The

ide mutual

The ASN.1 type of the access control PDUs associated with security management information is
SecurityMgmtInfoPdu.

SecurityMgmtInfoPdu

CHOICE {
request SecurityMgmtInfoRequest,
response SecurityMgmtInfoResponse,
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7.6.17 SecurityMgmtinfoRequest

In this ASN.1 type the field id is set by the requester and should be unique to all requests in the session.

The requests for ETSI TS 102 941 CRLs and CTLs shall use the format and shall have the semantics specified
in ETSI TS 103 097.

SecurityMgmtInfoRequest
id
messageld

value

}

SEQUENCE {
OCTET STRING (SIZE(2)),
SEC-MGMT-INFO-REQUEST.
&id ({SecurityMgmtInfoRequestTypes}),
SEC-MGMT-INFO-REQUEST.
&Type ({SecurityMgmtInfoRequestTypes} {@.messageld}),

SEC-M
&id Sq
&Type
} WITH

Secur]]
{ Ets]
{ Ets]
{ Ieeq
{ Cert
}

Secur]]
secur]

etsiCi
etsiCH
ieeeCy
certCH

7.6.18 Etj

This ASN.1

In this ASN
rootCq

issued
thisUp

EtsiCi
r
ig

bMT-INFO-REQUEST

[ SYNTAX {&Type IDENTIFIED BY &id}

CLASS {
curityMgmtInfoRequestId UNIQUE,

tyMgmtInfoRequestTypes SEC-MGMT-INFO-REQUEST ::= {
Ts102941CrlRequest IDENTIFIED BY etsiCrlRequestId }
Ts102941CtlRequest IDENTIFIED BY etsiCtlRequestId }
CrlRequest IDENTIFIED BY ieeeCrlRequestId }
ChainRequest IDENTIFIED BY certChainRequestId }

[/

(0..255)

tyMgmtInfoRequestId: := INTEGER
tyMgmtInfoRequestId-reserved

SecurityMgmtInfoRequestId® ::
SecurityMgmtInfoRequest¥d ::
SecurityMgmtInfoRequestId ::=
SecurityMgmtInfoRegegulestId ::=
SecurityMgmtInfoRequestId ::

--'00'H
--'01'H
--102'H
--'03'H
--'04'H

F1RequestId
1RequestId
1RequestId
hainRequestId

S wWw N e O

iCrlRequest

type is used to request an ETSI certificate revocation list (CRL) as specified in ETSI
1 type:

is the Hashedld8 of the Root CA certificate that has issued the CRL being requested;

After is a Time32 such/that requester is requesting that the CRL returned in the resp
date value greaterfhan this issued After value.

SEQUENCE {
HashedIds,
Time32,

1Request
otCa
suedAfteEn

'S 102 941.

onse has a

7.6.19 Ce

VY i PRSI » ) 4.
CIATITRCTYUTST

This ASN.1 type is used to request a chain of IEEE certificates where the bottom certificate in the chain is
the issuer of a certificate C.

— issuerl

d is the value that appears in the field C.issuer.

— length is the requested length of the chain. This follows the same syntax as the parameter "Signer
Identifier Cert Chain Length" to the primitive Sec-SignedData.request in IEEE 1609.2, except that
the value 0 indicates that the requester is requesting the entire certificate chain back to the root CA
certificate.

CertChainRequest

SEQUENCE {

issuerId HashedIds,
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In this ASN.1 type, the field ID shall be identical to its value in the request to which the response is reponding.

SecurityMgmtInfoResponse ::= SEQUENCE ({
OCTET STRING (SIZE(2)),

id

messageld SEC-MGMT-INFO-RESPONSE. &id ({SecurityMgmtInfoResponseTypes}),

able and to

material:

value SEC-MGMT-INFO-RESPONSE.
&Type ({SecurityMgmtInfoResponseTypes} {@.messageld}),

}

SEC-M¢GMT-INFO-RESPONSE ::= CLASS {

&id SgecurityMgmtInfoResponselId UNIQUE,

&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

SecurltyMgmtInfoResponseTypes SEC-MGMT-INFO-RESPONSE ::= {

{SecuyityMgmtInfoErrorResponse IDENTIFIED BY securityMgmtInfoErrorid

bl

{EtsifrlResponse IDENTIFIED BY etsiCrlResponselId V)

{EtsiftlResponse IDENTIFIED BY etsiCtlResponseld\}

{IeeefrlResponse IDENTIFIED BY ieeeCrlRespongeld } |

{CertChainResponse IDENTIFIED BY certChainRegponseld }

}

SecurltyMgmtInfoResponseId::= INTEGER (0..255)
secyrityMgmtInfoErrorId SecurityMgmtInfoResponéeId ::= 0 --'00'H
ets]CrlResponseld SecurityMgmtInfoResponseld ::= 1 --'01'H
ets]CtlResponseld SecurityMgmtInfoRegponseld =2 --'02'H
iee¢CrlResponseld SecurityMgmtInfoRasponseld =3 --'03'H
cerfChainResponseId SecurityMgmitInfoResponseId ::= 4 --'04'H

7.6.21 SegurityMgmtinfoErrorResponse

This ASN.1| type is used to indicate thatréequested security management information is not avail
give a reaspn why it is not available.

— unavallable (0) is a generic response used if no other error value is appropriate.

— inapprpriate_type (1) is.used if the request was for the wrong type of security management

— anletsiCrlRequestwhen the indicated root CA is in the I[EEE CRL system.

SecurityMgmtInfoErrorResponse ::= ENUMERATED ({
unavailableldY, inappropriate type (1),
}
7.6.22 Etsi€riResponse

This ASN.1 type is used to respond to an EtsiCrlRequest. This ASN.1 type consists of a single field, containing
the requested CRL, which has a thisUpdate value greater than the issuedAfter value in the corresponding
request. This type shall be as specified in ETSI TS 102 941.

EtsiCrlResponse ::= EtsiCrl

7.6.23 EtsiCtlResponse

This ASN.1 type is used to respond to an EtsiCtlRequest. In this ASN.1 type:

— ctlisthe mostrecent CTL issued by the TLM indicated in the corresponding request or by its successor TLM.
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EtsiCtl

7.6.24 leeeCrlResponse

This ASN.1 type is used to respond to an leeeCrlRequest. This ASN.1 type consists of a single field, containing
the requested CRL, which has an issueDate value greater than the issuedafter value in the corresponding

request.

IeeeCrlResponse ::

TeeeCrl

7.6.25 CertChainResponse

This ASN.1 type is used to respond to a CertChainRequest. It consists of an ordered sequence of certificates

such that:

the H4
reques

eachc

the nuj

if

shedId8 of the first certificate in the chain is equal to the issuer1d value in theori

G

brtificate in the chain issues the certificate previous to it;
mber of certificates in the chain is the number indicated by the length field in the request,

ength was positive with an absolute value longer than the length.6fthe chain, the cha

all of the certificates back to the root CA certificate;

if

ength was negative with an absolute value longer than thedength of the chain, the cha

'esponding

except that:

n contains

in contains

h different

ntified by

bxtension,

thake or in

a gingle certificate.
CertChainResponse ::= SEQUENCE OF Certificate
7.6.26 SepsionExtensionPdu
The ASN.1| type of the access control PDUs used terequest an extension of a session with
certificateis SessionExtensionPdu.
To create g SessionExtensionPdu, the sender;
a) selectd the new certificate;
b) sets the new certificate as (the payload of a SessionExtensionPdu with type id¢
sessianxtensionContentsId,Le.aSessionExtensionContentsPduasspecﬂﬂedin]ﬁig@;
c) createp a SessionExtensionlnner as specified below by creating a signed SPDU where:
1) the contents are¢he SessionExtensionContentsPdu,
2) the pduFunpetionalType field is present in the signed SPDU and is set to iso21177session
3) the signature is generated using the old certificate, i.e. the certificate used in the hand
the previous session extension exchange;
d) creates a SessionExtensionlnnerPdu by encapsulating the sessionExtensionInner
SessionExtensionPdu with type identified by sessionExtensionInnerid;
e) creates a SessionExtensionOuter as specified below by creating a signed SPDU where:

1y

the content is the SessionExtensionInnerPdu,

in a

2) the pduFunctionalType field is present in the signed SPDU and is set to iso21177SessionExtension,
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3) the signature is generated using the new certificate, i.e. the certificate contained in the
SessionExtensionContents;

f) encapsulating the SessionExtensionOuter in a sSessionExtensionPdu with type identified by
sessionExtensionOuterId, and then creates an TIso21177AccessControlPdu contai
SessionExtensionPdu,;

g) sends the Iso21177AccessControlPdu to the other party.

ning that

On receipt, the other party generates and send an Iso21177AccessControlPdu containing a
SessionExtensionPdu with type identified by sessionExtensionaAckld, with the sessionExtensionack set
equal to the HashedlId8 of the “new” certificate from the received IsoAccessControlPdu. The Hashed1d8 is

calculated

as specified in IEEE 1609.2.

The new cq
in the Sign
associated
the handsH
dependent

Ses

SES

Sesq
{ S4
{ S¢4
{ S4
{ 54

Sesq
s4
sS4
s4
s4
s4

Ses
Id

}

rtificate shall contain in the appPermissions field a PsidSsp containing the ITS-AID.tha
edData HeaderInfo in the initial handshake from the sender (the “handshake ITS=AID
with the ITS-AID shall grant at least the privileges that were granted by the SSRasso
jake ITS-AID in the handshake certificate. The definition of “at least the privileges”
and can also depend on the access control policy.

ionExtensionPdu ::= SEQUENCE {
messageld SESS-EXT-PDU.
&id ({SessionExtensionPduTypes}),
value SESS-EXT-PDU.
&Type ({SessionExtensionPduTypes}{@.mesgageld}),

-EXT-PDU ::= CLASS {
&1id SessionExtensionPduld UNIQUE,
&Type

ITH SYNTAX {&Type IDENTIFIED BY &id}

ionExtensionPduTypes SESS-EXT-PDU ::3\{
ssionExtensionOuter IDENTIFIED BY gessionExtensionOuterId }

ssionExtensionInner IDENTIFIED BY ‘séssionExtensionInnerId }
ssionExtensionContents IDENTIFIED  BY sessionExtensionContentsId }
ssionExtensionAck IDENFIETIED BY sessionExtensionAckId } ,
ionExtensionPduld ::=\NTEGER(0..255)
ssionExtensionPduld-keserved SessionExtensionPduld ::= 0 -- '00'H
ssionExtensionOutérlid SessionExtensionPduld ::= 1 -- '0Ol'H
ssionExtensionIpgm®rId SessionExtensionPduld =2 -- '02'H
ssionExtensionCenhtentsId SessionExtensionPduld =3 -- '03'H
ssionExtensiOnAckId SessionExtensionPduld ::= 4 -- '04'H

ionExtensionOuter ::=
eel609Det2Data-Signed-PduFunctionalType {
SessionfExtensionInnerPdu,

PduFunctionalType (iso021177SessionExtension)

t appeared
"). The SSP
Fiated with
is ITS-AID

SessionExtensionInnerPdu ::= SessionExtensionPdu (WITH COMPONENTS {
messageld (sessionExtensionInnerId)

b

SessionExtensionInner ::=

}

Teeel609Dot2Data-Signed-PduFunctionalType {
SessionExtensionContentsPdu,
PduFunctionalType (iso21177SessionExtension)

SessionExtensionContentsPdu ::=
SessionExtensionPdu (WITH COMPONENTS {
messageld (sessionExtensionContentsId)

b
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SessionExtensionContents ::= Certificate

SessionExtensionAck ::= HashedId8
7.7 App-Sec Interface

7.7.1 App-Sec-Configure.request

This service primitive App-Sec-Configure.request instructs the security subsystem to activate an instance
of the secure session services.

App-Sec-Configure.request (
Application ID,
Roles
Socket,
Sesg¢ion Type,
Proxied,
Sesgion ID,
Trapsport Mechanism Type (optional),
Cryptomaterial Handle (optional),
Broker Info,
Proxying Session ID

)

The paramieters of the service primitive are as shown in Table 2.

Table 2 — Parameters for App-Sec-Configure.request

Name Type Valid range Description

‘Application ID’ Structure See 5.5 An identifier for the ITS-S appliication
See 5.5 process, unique within the horhe trusted
(ITSsapiid) entity (ITS-SU)

‘Role’ Enumerated Client, Server The role that the home trusted entity

(ITS-SU) will play in the securg session

‘Socket’ Socket Instance |Any A socket instance for a commupications
session without cryptographiq security

‘Session Type Enumerated Internal, External Used to determine whether cryptograph-
ic security is necessary for the[communi-
cations session

‘Proxied’ Integer True, False Used to indicate whether the spcure
session handshake should be HYrokered as
specified in 6.10.

—JThe following parameter is supplied only if ‘Role’ is Client -

‘Session ID Integer Any An identifier for the session, unique with-
in sessions for the application

- The following parameters are supplied only if ‘Session Type’ is External -

‘Transport Meeha- |Enumerated Reliable, Unreliable Indicates whether a secure segsion pro-
nism Type' tocotforrelable orunreliable ransport
shall be used (in this case, DTLS or TLS).
‘Cryptomaterial Cryptomaterial |A valid cryptomaterial handle The cryptomaterial handle to be used for
Handle’ Handle associated with a certificate as  |signatures in the handshake of the cryp-

specified in IEEE 1609.2 and con- |tographic secure session.
taining permissions consistent
with the access control policy.

- The following parameter is supplied only if 'Proxied’ is True -
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Table 2 (continued)

Name Type Valid range Description

‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the
session while it is being brokered. The
inner semantics of the ‘Broker Info’ string
are not used by the services specified

in this document; it is simply used as an
identifier.

- The following parameter is supplied only if ‘Proxied’ is True and ‘Role’ is Client-

‘Proxying Session |Integer Any The ID to be provided as ‘Session ID’ to
ID’ AL-Sess-ClientHelloProxy.

On receipt)the security subsystem carries out the steps specified in 6.4, step b).

7.7.2 App-Sec-Configure.confirm

This service primitive App-Sec-Configure.confirm returns the results of the derresponding request

primitive.

App-Se¢-Configure.confirm (
Resylt

)

The paramleters of the service primitive are as shown in Table 3.

Table 3 — Parameter for App-Sec-Configure.confirm

Name Type Valid range Description

‘Result’ Enumerated Success, The result of the request]
Secure session typé-hot available,

Secure session-type not permitted for
this application,
Cryptomadterial handle not permitted.

7.7.3 App-Sec-StartSession.indication

This servige primitive App-Sec-StaftSession.indication provides the Session ID when a new sessioh is started
with a secyre session instance imthe server role. It is generated in response to sec-Sess-Start.ilndication,
see 9.3.3.

App-Se¢-StartSessiof \fhdication (
Application IDg
Sesgion ID
)
The parameters.ofithe service primitive are as shown in Table 4.

Table 4 — Parameters for App-Sec-StartSession.indication

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
(I1TSsapiid) home trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session, unique
within sessions for the application

7.7.4 App-Sec-Data.request

This service primitive App-Sec-Data.request is used to request the security subsystem to sign an APDU
before it is sent over the security session, to provide non-repudiation to the individual APDU.
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The parameters of the service primitive are as shown in Table 5.

Table 5 — Parameters for App-Sec-Data.request

Name Type Valid range Description
‘Application ID’ Structure. See 1SO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique Within the
(ITSsapiid) home trusted entity (IT[S-SU)
‘Session ID Integer Any An identifier for the sesgion,
unique within sessions for the
application
‘Cryptomaterial Cryptomaterial Avalid cryptomaterial handle as The cryptomaterial handle to be
Handle’ Handle per IEEE 1609.2 associated with a used to sign the APDU
certificate. See IEEE 1609.2 for further
details.
‘Data’ Octet String Any Octet String The APDU to be signed
‘Signing Parame-  |Structured The set of parameters to be provided |The set of parameters tp be
ters’ to the IEEE 1609.2 Sec-SignedData. provided to the IEEE 1609.2 Sec-
request primitive. See IEEE\1609.2 for |SignedData.request primitive
further details.
On receipt| the security subsystem attempts to sign the\indicated Data with the indicated cryptomaterial
handle and Signing Parameters.
7.7.5 App-Sec-Data.confirm
This servide primitive App-Sec-Data.confirm returns the result of the corresponding request primitive.
App-Se¢-Data.confirm (
Resylt Code,
Sigped Data (optional)
)
The paramleters of the service primitive are as shown in Table 6.
Table 6 — Parameters for App-Sec-Data.confirm
Name Type Valid range Description
‘Result Code’ Enumerated Any result code that may be returned | The result of the operation
by the IEEE 1609.2 primitive sec-
SJ‘.\jllC\J\.Data- \.Ullle.J_“L- SCC IEEE 1609-2
for further details.
‘Signed Data’ Octet String An leee1609Dot2Data of type signedDa- | If ‘Result Code’ is Success, the
ta. See IEEE 1609.2for further details. [signed APDU. Otherwise, omitted

On receipt of this primitive, if the parameter ‘Result Code’ is Success, the application invokes App-AL-Data.
request to submit the data for sending. Otherwise, no effect is specified.

7.7.6 App-Sec-Incoming.request

This service primitive App-Sec-Incoming.request is generated by the application to request that the security
subsystem applies the access control policy to an incoming APDU.
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App-Sec-Incoming.request (
Application ID,
Session ID,
Data,
Is Ieeel609Dot2Data,
Signed Data Verification Parameters (optional)

)

The parameters of the service primitive are as shown in Table 7.

Table 7 — Parameters for App-Sec-Incoming.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S application
See 5.5 process, unique within the home trust-
(I1Tssapiid) ed entity (ITS-SU)
‘Session ID Integer Any An identifier for the.session,lunique
within sessions far ‘the applifation
‘Data’ Octet String  |If ‘Is leee1609Dot2Data’ is true, an leee-| The received APDU
1609Dot2Data. If ‘Is leee1609Dot2Da-
ta’ is false, any Octet String. See IEEE
1609.2 for further details.
‘Is leee1609Dot- Boolean True, False Whether the received APDU|is an leee-
2Data’ 1609Dot2Data
‘Signed Datja Ver- |Structured The set of parameters to be pro- Provided only if ‘Is leee1609Dot2Data’
ification Parame- vided to the IEEE 1609.2 sec- is True. The set of parameteis to be
ters’ SignedDataVerification.request |provided to the IEEE 1609.2|sec-
primitive. See [EEE 1609.2 for further |SignedbDataVerification .|request
details. primitive
On receipt} the security subsystem carries out the activities specified in 6.8, step e.3) The rgsult of the

operation i

SreturneclVklApp—Sec—Incoming.confirm.

7.7.7 App-Sec-Incoming.confirm

This servid
App-Se

Res

)

The param

1t

-Incoming.confirm

(

eter of the servigce'primitive is as shown in Table 8.

e primitive App-Sec-Incoming.confirm returns the result of the corresponding reques

Table 8 — Parameter for App-Sec-Incoming.confirm

L primitive.

Name

Type

Valid range

Description

‘Result’

Enumerated

Success,
Invalid leee1609Dot2Data Type,

The result of the reque

(i

Invalid Signed Ieee1609Dot2Data,
Invalid APDU as per access control
policy / request sent,

Invalid APDU as per access control
policy / no request sent.

No effect of receipt is specified.

NOTE

Similarly to the primitive Sec-Signed-Data-Verification.request specified in [EEE 1609.2, this primitive

does notreturn the APDU contents, as the application is assumed to be able to parse the IEEE 1609.2 headers if present

to recover the application payload.
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7.7.8 App-Sec-EndSession.request

This service primitive App-Sec-EndSession.request is used to request that a particular session is ended.
App-Sec-EndSession.request (
Application ID,
Session ID

)

The parameters of the service primitive are as shown in Table 9.

Table 9 — Parameter for App-Sec-EndSession.request

Name Type Valid range Description
‘Applicatiorll ID’ Structure. See ISO 17419 An identifier for the IT$-S appli-
See 5.5 cation process, upigue Wwithin the
(TTssapiid) home trusted eftity (I'TS-SU)
‘Session ID Integer Any existing session ID value associat- |An identifiet for the segsion to be
ed with the ‘Application ID’. ended.

On receipt)the security subsystem carries out the activities specified in 6.11, step g.1.ii).

7.7.9 App-Sec-EndSession.indication

This servige primitive App-Sec-EndSession.indication is used to indicate that the secure sessign services
have detecfted or determined that a particular secure session has ended. It is generated when the security
subsystem|determines that a session should be ended as per the'access control policy, or when the security
subsystem|receives a sec-Sess-EndSession.indication primitive from the secure session services.

If the security subsystem has determined that the session should be ended, the security subsystem also
generates @ Sec-AL-EndSession.request.

App-Se¢-EndSession.indication (
Application ID,
Sesgion ID,
Origlnating Layer

)

The paramjeters of the service primitive are as shown in Table 10.

Table 10— Parameters for App-Sec-EndSession.indication

Name Type Valid range Description
‘Application ID’ Structare. See ISO 17419 An identifier for the IT$-S appli-
See’5.5 cation process, unique within the
(ITssapiid) home trusted entity (I'TS-SU)
‘Session ID Integer Any existing session ID value associat- |An identifier for the se4sion to be
ed with the ‘Application ID". ended.
‘Originating Layer Enumerated SEecurity subsystem, Secure session The layer at which the determi-
Service nation was made that the session
should be or had been ended.

On receipt, the application takes any actions associated with the end of the secure session.

7.7.10 App-Sec-Deactivate.request

This service primitive App-Sec-Deactivate.request is used to request that a particular instance of the secure
session service is deactivated as specified in 6.13.

App-Sec-Deactivate.request (
Application ID,
secure session Instance ID
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The parameters of the service primitive are as shown in Table 11.

Table 11 — Parameters for App-Sec-Deactivate.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
(ITSsapiid) home trusted entity (ITS-SU)
‘Secure session Integer Any existing secure session instance |An identifier for the secure session
Instance ID’ ID value associated with the ‘Applica- |instance to be deactivated.
tion ID’
On receipt)the security subsystem carries out the activities specified in 6.13, step g.1.ii).
7.7.11 App-Sec-Deactivate.confirm
This servide primitive App-Sec-Deactivate.confirm confirms receipt of the corresponding request primitive.
This servide primitive has no parameters.
No effect of receipt is specified.
7.7.12 App-Sec-Deactivate.indication
This service primitive App-Sec-Deactivate.indication is used by the security subsystem to [notify the
application] that, as per the access control policy, the indicated)secure session instance shall be deactivated.
When the|security subsystem generates this primitivejit also generates a corresponding|sec-sess-
Deactivat¢.request.
App-Se¢-Deactivate.indication (
Application ID,
secyre session Instance ID
)
The paramieters of the service primitive.are as shown in Table 12.
Table 12 — Parameters for App-Sec-Deactivate.indication
Name Type Valid range Description
‘Application ID’ Structure. See 1SO 17419 An identifier for the ITY-S appli-
SeeHhs cation process, unique yithin the
(TESsapiid) home trusted entity (IT|S-SU)
‘Secure sespion In-_\\Integer Any existing secure session instance  [An identifier for the sedure ses-
stance ID’ ID value associated with the ‘Applica- |sion instance to be deaqtivated
tion ID".

On receipt, the application takes any steps associated with the end of a secure session instance.

7.8 Security subsystem internal interface

7.8.1 Ge

neral

This subclause defines the interfaces between the access control subsystem, which is application-specific,
and the authorization state subsystem, which is not application-specific.
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This service primitive Sec-AuthState.request allows the access control subsystem to request the current
authorization state from the authorization state subsystem.

Sec-AuthState.request (
Application ID,
Session ID,

Not

Location

)

Before,
(optional)

The parameters of the service primitive are as shown in Table 13.

Table 13 — Parameters for Sec-AuthState.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique wlithin the
(I1Tssapiid) home trusted entity (ITY-SU)
‘Session ID Integer Any An idéntifier for the sessfion, unique
withiir sessions for the application
‘Not Before] Date and time Any date and time in the past at the The authorization subsyptem
time the primitive is generated returns only authorizatipn state
information that was redeived after
the ‘Not Before’ date and time.
‘Location’ A 3D Location Any The current location of the ITS-S,
indicating that authorizgtion state-
ments should be provided only if
they are valid at that location.
7.8.3 Seg-AuthState.confirm

The servid
current au

Sec—-Auf
App]
Ses
Cre
Enhd

)

e primitive Sec-AuthState.confirm~atlows the authorization state subsystem to provide the

fhorization state to the access comntrol subsystem. The primitive is generated in resp
correspondling request primitive.

hState.indication
ication ID,
ion ID,

ential Based Authorization State,
nced Authorizathon State

The paramjeters of the-service primitive are as shown in Table 14.

bnse to the
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Table 14 — Parameters for Sec-AuthState.confirm

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
(I1Tssapiid) home trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application
‘Credential Based Sequence of 0 or more of the following
Authorization State’
‘AID’ ITS-AID Any ITS-AID An ITS-AID contained in a certif-
Tcate that (a) was received after
the Not Before dateand|time in the
corresponding relquést primitive
(b) has not expired (c) is valid at
the locationprevided at Location
in the corresponding regquest
primitive
‘JSP’ SSpP Any SSP valid in the context of the ThelSSP associated with ‘AID’ in
ITS-AID provided in ‘AID’ thecertificate in which['AID’ was
received
‘dertld’ A HashedId8 Any The Hashedld8 of the cé¢rtificate in
as specified in which ‘AID’ was received
IEEE 1609.2
‘Heception |A date and time Any date and time in the past at The time at which the cprtificate
Time’ the time the service primitive was indicated by ‘Certld’ wgs received
generated
Enhanced Authoriza- Sequence;of'0 or more of the following
tion State
‘Heception |A date and time Any date afidtime in the past at The time at which the epnhanced
Time’ the time the service primitive was authorization operation was com-
generated pleted

8 Adaptor layer: interfaces and data types

8.1 General

The adaptgr layer is a protecol layer similar to the Record Protocol in TLS. The purpose of the ¢
allow a single secured session to carry both application datagrams and (security) control data
affect the donfiguration‘of that session. The adaptor layer creates and consumes adaptor layer pr
units (ALPPUs) as.specified in 8.2; the ALPDU type field indicates the type of the ALPDU and so
for the adaptor layer to take. The supported data types are specified in Table 15.

lesign is to
brams that
btocol data
the action
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Table 15 — Parameters for Sec-AuthState.confirm

Content type |Direction Received via Action
Data Outgoing App-AL-Data.request Create ALPDU of type Apdu, send via AL-
Sess—-Data.request.

Incoming AL-Sess-Data.indication Determine that ALPDU is of type Apdu, send
payload to application via App-AL-Data.
indication.

Access control |Outgoing Sec-AL-AccessControl.request Create ALPDU of type access control, send
via AL-Sess-Data.request.

Incoming AL-Sess-Data.indication Determine that ALPDU is of type AccessCon-
trol, send payload to Security Services via
Sec—At—Accesstortror—Trotreat ion.

TLS Client Outgoing AL-Sess-ClientHello.indication Create ALPDU of type TlsClientMdgg1, send
Message 1 over indicated secure sessionvia AL-Sess-

Data.request

Incoming AL-Sess-Data.indication Determine that ALPDU'is of type TIsCli-
entMsgl. Check configuration properties
related to the BrokerInfo field. If they indi-
cate that the ALPDU shall be proxjed, send
the received ALPDU exactly as redeived over
the indicated secure session vi AL{-Sess-
Data{reduest. If they indicate that the
proxied server session is residentjon this
I'TS-S, extract the information and provide
to the secure session instance viapL-Sess-
ClientHello.request.

TLS Server Outgoing AL-Sess-ServerHello.indication Create ALPDU of type TlsServerMpg1, send
Message 1 over indicated secure session via AL-Sess-
Data.request

Incoming AL-Sess-Data.indication Determine that ALPDU is of type Tls-
ServerMsgl. Check configuration proper-
ties related to the BrokerInfo field. If they
indicate that the ALPDU shall be pfroxied,
send the received ALPDU exactly as received
over the indicated secure session yia AL-
Sess-Data.request. If they indidate that
the proxied client session is residgnt on this
ITS-S, extract the information and provide
to the secure session instance via[pL-Sess-
ServerHello.request.

8.2 Data types

8.2.1 Gejneral

Adaptor layerPDUs are specified in ASN.1 and encoded with the canonical octet encoding rules (d-OER). The
ASN.1 basic notation is specified in ISO/IEC 8824-1. The C-OER are specified in ITU-T X.696.

8.2.2 Iso21177AdaptorLayerPDU

The ASN.1 type Is021177AdaptorLayerPDU is the container type for adaptor layer PDUs.

Iso2l1177AdaptorLayerPDU ::= SEQUENCE ({
messageld IS0-21177-ADAPTOR-LAYER-ID-
TYPE.&id ({Iso21177AdaptorLayerPduTypes }),
value IS0O-21177-ADAPTOR-LAYER-ID-
TYPE.&Type ({Iso21l77AdaptorLayerPduTypes} {@.messageld}),
-}

ISO-21177-ADAPTOR-LAYER-ID-TYPE ::= CLASS {
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&id Iso2ll77AdaptorLayerPduld UNIQUE,

&Type
} WITH SYNTAX {&Type IDENTIFIED BY &id}
Isoz2ll177AdaptorLayerPduTypes ISO-21177-ADAPTOR-LAYER-ID-TYPE ::= ({
{ Apdu IDENTIFIED BY apduld } |

{ AccessControl
{ TlsClientMsgl
{ TlsServerMsgl

}

IDENTIFIED BY accessControlId }
IDENTIFIED BY tlsClientMsglId }
IDENTIFIED BY tlsServerMsglId } ,

Iso2ll177AdaptorLayerPduld ::= INTEGER (0..255)

iso21177AdaptorLayerPduld-reserved

v

apduld
accessCont

Iso2l1177AdaptorLayerPduld ::= 0 —--
00'H

1 --'01'H

LT

Iso2l1177AdaptorLayerPduld

tlsClient)
tlsServer)

8.2.3 Apdu

The ASN.1
see 8.3.1.

Apdu ::=

8.2.4 Ac
The ASN.1

request PI

AccessConft

8.2.5 TIs

The ASN.1
parameter

TlsClient)
client]
broker]

8.2.6 TIs

The ASN.1
parameter

TlsServer)
server|
broker]

E-D-N e = B 211 WA N el T ——
g —

(sglId Iso2ll77AdaptorLayerPduld ::= 3 --'01'H
(sglId Iso2ll77AdaptorLayerPduld ::= 4 --'01'H

type Apdu is created from the Data parameter from the App-AL-Data.fequest service

CTET STRING

ressControl

imitive; see 8.4.1.

rol ::= Iso2l1177AccessControlPdu

ClientMsg1

type TlsClientMsgl is created by.thé adaptor layer from the clientHello and f{
SOfAL—Sess—ClientHelloProxy.indication;See§14az

(sgl ::= SEQUENCE ({
flelloMsg OCTET STRING,
nfo OCTET STRING

ServerMsg1l

type TlsServerMsgl is created by the adaptor layer from the serverHello and 1
SOfAL—Sess—ClientHelloProxy.indication;See9/LZ

(sgl :%=>SEQUENCE ({
el loMsg OCTET STRING,
nfo OCTET STRING

8.3 App-AL Interface

8.3.1 App-AL-Data.request

primitive;

type AccessControl contains a C-OER encoded Tso021477AccessControlPdu as created by the
security subsystem and provided to the adaptor layer as the Data parameter from the sec-a1-2Acce

sControl.

rokerInfo

rokerInfo

This service primitive App-AL-Data.request is used by the application to submit an APDU for transmission

across the secure session.

App-AL-Data.request (
Application ID,
Session 1D,

Data
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Table 16 — Parameters of App-AL-Data.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
(ITSsapiid) home trusted entity (ITS-SU)
‘Session 1D’ Integer Any An identifier for the session,
unique within sessions for the
application
‘Data’ Octet String Any The APDU to be sent

On receipt, the adaptor layer:

— generdtes an App-AL-Data.confirm service primitive to confirm receipt of thé\app-AL-Data.request

servic¢ primitive;

— creates ALPDU, an I[so21177AdaptorLayerPdu with the component message®d equal to apdulld and pata
parameter from this service primitive;

— generdtesan AL-Sess-Data.request primitive with (‘Application ID’,‘Session ID’, ALPDU) as the application

ID, sespion ID, data parameters.

8.3.2 App-AL-Data.confirm

The service primitive App-AL-Data.confirm confirms receipt of the corresponding request primitive.

This servide primitive has no parameters.

8.3.3 App-AL-Data.indication

The servide primitive App-AL-Data.indication passes a received APDU from the adaptor layer to the
application]. It is generated when the adaptor layer receives an AL-Sess-Data.indication servic¢ primitive,

see 9.4.3, cpntaining an 1s021177adaptorlayerPdu with component message1d equal to apdutd.

App-ALtData.indication (
Application ID,
Sesgion ID,

Dat{

)

The paramjeters of theService primitive are as shown in Table 17.

Table 17 — Parameters for App-AL-Data.indication

Name Fype Validrange Deseription
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
(ITSsapiid) home trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application
‘Data’ Octet String Any The XXX field from the received
ALPDU.

On receipt, the application carries out the activities specified in 6.8, step e.2).
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8.3.4 App-AL-EnableProxy.request

The service primitive App-AL-EnableProxy.request is used by the application to configure the adaptor layer
to proxy TLS handshake messages between two secure session instances.

App-AL-EnableProxy.request

Application ID,

Client Side Session ID,
Server Side Session ID

Broker Info,
Role

)

(

(optional),

The parameters of the service primitive are as shown in Table 18.

Table 18 — Parameters for App-AL-EnableProxy.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S application process)unique
See 5.5 within the home trusted entity/(ITS-SU)
(ITSsapiid)
‘Client Side|Ses-  |Integer Any An identifier for the sessioirthat will receive the incom-
sion ID’ ing TlsClientMsg1 ALPDU and will be sent the [outgoing
TlsServerMsgl ALPDU
‘Server Sid¢ Ses- |Integer Any An identifier forthe session that will be sent the
sion ID’ outgoing Tls€lieritMsg1 ALPDU and will receiye the
TlsServerMsgl ALPDU. Included only if ‘Role|is 'Broker’
‘Broker Infgp’ Octet String Any The ‘Broker Info’ used to identify the session While it is
beingbrokered. The inner semantics of the ‘Bifoker Info’
string are not used by the services specified ir this docu-
mrent; it is simply used as an identifier
‘Role’ Enumerated Server, Broker If 'Broker’, then all incoming and outgoing handshake

Side Session ID shall be provided

session via AL-Sess-ClientHello.request and th
Hello and other server handshake messages a
via AL-Sess-ServerHello.indication, and
side session ID is not used but instead the Bro
used to associate the Client Hello with the Ser

messages are sent via AL-Sess-Data.request aid Server

If "Server", then the Client Hello is passed to tle secure

e Server
e recived
the server
ker Info is
ver Hello.

If ‘Role’ is Broker, then on receipt of this primitive, the adaptor layer stores the following informaltion:

Onrec

D4

eipt of an AlzSeSs-Data.indication, see 9.4.3, where all the following hold:
ta is an\{s021177AdaptorLayerPdu with:

the component messageld equal to t1sClientMsglId;

— theDbrokerinIo componentin T1sClientMsgl equal to the Bbroker InIo parameter to this primitive;

— Session ID equal to the Client Side Session ID.

instance identified by Server Side Session ID.

— Dataisan Is021177AdaptorLayerPdu with:

On receipt of an AL-Sess-Data.indication (see 9.4.3) where all the following hold:

— the component messageld equal to t1sClientMsglId;

Then the received [so21177AdaptorLayerPdu shall be forwarded unaltered to the secure session

— thebrokerInfo componentin TiscilientMsgl equal to the Broker Info parameter to this primitive;
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Session ID equal to the Server Side Session ID;

— Then the received Iso21177AdaptorLayerPdu shall be forwarded unaltered to the secure session
instance identified by Client Side Session ID.

If Role is Server, then on receipt of this primitive, the adaptor layer stores the following information:

— Onreceipt of an AL-Sess-Data.indication (see 9.4.3) where all the following hold:

— Datais an Iso21177AdaptorLayerPdu with:

the component messageld equal to t1sClientMsglId;

— thebrokerinfo componentin TisclientMsgl equal to the Broker Info parameter to this primitive;

— TH
9.4

— Onrec
— Afl
— B
— th

— TH
idg

8.4 Sec-

8.4.1 Se

This servi

Session ID equal to the Client Side Session ID.

en the adaptor layer shall create an AL-Sess-ClientHelloProxy.request sepvice pri
1.6, where:

Application ID is the application ID field from this service primitive;

ClientHello is the c1ientHel1lo component in the T1sCclientMsgl;

Broker Info is the brokerInfo component in the T1sclientMsg@

eipt of an AL-Sess-ServerHelloProxy.indication (see 9.4.9)ywhere all the following hold
plication ID is the application ID field from this primitive;

oker Info is the brokerInfo component from thisprimitive;

en the Adaptor layer shall create an Iso21177AdaptorLayerPdu with:

the component messageld equal to t1sServerMsglid;

the serverHello field in the T1ssexverMsgl equal to the Broker Info parameter to this
the brokerlInfo field in the T1sS&rverMsg1 equal to the Broker Info parameter to this

e adaptor layer is then togforward the Iso21177AdaptorLayerPdu to the secure sessic
entified by Client Side Session ID.

AL Interface

C-AL-AccessControl.request

ce primitive Sec-AL-AccessControl.request passes an access control PDU from th

subsystem|

specified i]|1 Z:6 but is opaque to the adaptor layer.

to theadaptor layer for transmission over a secure session. The access control PDI

mitive, see

primitive;
primitive.

n instance

e security
J format is

Sec-AL-AccessControl.request (
Application ID,
Session ID,

)

The parameters of the service primitive are as shown in Table 19:
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Table 19 — Parameters for Sec-AL-AccessControl.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within
(ITSsapiid) the home trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application
‘Data’ Octet String A C-OER encoded Is021177AccessCon- The access control PDU
trolPdu
On receipt the-adaptoriayer:
— generdtes a Sec-AL-AccessControl.confirm to confirm receipt of this primitive;
— createp ALPDU, an Iso21177AdaptorLayerPdu with the component message1d equalto-accesgControlId
and vallue an OCTET STRING containing the Data parameter from this primitive;
— generdtes an AL-Sess-Data.request primitive with (‘Application ID’, ‘Session ID’, ALPDU) as theppplication
ID, sesgion ID, data parameters.
8.4.2 Seg-AL-AccessControl.confirm
The servige primitive Sec-AL-AccessControl.confirm confirms geceipt of the corresponding request
primitive.

This servid

e primitive has no parameters.

No effect oh receipt isspecified.
8.4.3 Seg-AL-AccessControl.indication
The servide primitive Sec-AL-AccessControl.indication passes a received access control PDU from the
adaptor layer to the security subsystem. Itis‘generated when the adaptor layer receives an AL-$ess-Data.
indicatiof containing an ALPDU with nessage1d equal to accessControlId.
Sec-AL+AccessControl.indicatifon * (
Application ID,
Sesg¢ion ID,
Datd{
)
The paramleters of the service primitive are as shown in Table 20.
Table 20 — Parameters for Sec-AL-AccessControl.indication
Name Type Valid range Description
‘Applicatiorr1B* Structure: SeetS6-17419 Armridentifrer for the S-S applica-
See 5.5 tion process, unique within the
(ITSsapiid) home trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application
‘Data’ Octet String Any The value component from the
received ALPDU.
On receipt, the security subsystem carries out the activities specified in 6.8, step d.2).
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8.4.4 Sec-AL-EndSession.request

The service primitive Sec-AL-EndSession.request is used to request that a particular session is ended.

Sec-AL-EndSession.request (
Application ID,
Session ID

)

The parameters of the service primitive are as shown in Table 21.

Table 21 — Parameters for Sec-AL-EndSession.request

Name Type Valid range Description
‘Applicatioﬂl ID’ Structure. See ISO 17419 An identifier for the ETfS-S appli-
See 5.5 cation process, unique|within the
(ITSsapiid) home trusted éntity (I'S-SU)
‘Session ID Integer Any existing session ID value associated | An identifiér for the sefsion to be
with the ‘Application ID". ended
On receiptof this primitive, the adaptor layer carries out the activities specifiedin 6.11, step b).

8.4.5 Se¢-AL-EndSession.confirm

The service primitive Sec-AL-EndSession.confirm confirms receipt of.the corresponding request

This servide primitive has no parameters.

9 Secure session Services

9.1 General
The secured session services maintain security state for each session.
9.2 ApptSess interfaces

9.2.1 App-Sess-EnableProxy.request

e primitive App-Sess;EnableProxy.request is used by the application to configure an
session acting in‘the Server role to accept an incoming proxied client connection.

The servic
the secure

s-EnableProxy’ request (
ication IDy
ter Infdgy

et

App-Se
App]
Bro
Soc

)

primitive.

nstance of

tarc of+hn
A\S\ 2 Sre BA VS WL ™ § § vy

The para
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Table 22 — Parameters for App-Sess-EnableProxy.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S application process, unique
See 5.5 within the home trusted entity (ITS-SU)
(1TSsapiid)
‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the session while it
is being brokered. The inner semantics of the ‘Broker
Info’ string are not used by the services specified in this
standard; it is simply used as an identifier
‘Socket’ Socket Instance |Any A socket instance for a communications session without
cryptographic security
Onreceipt|the secure session instance configures itself so that when it receives an AL-Sess-CliefitHelloProxy.
request service primitive with the indicated value of ‘Broker Info’, it takes the actions specifidd in 6.10.4
step d.3).
9.3 Sec-Sess interface
9.3.1 Sec¢-Sess-Configure.request
9.3.1.1 Hunction
This servide primitive instructs the secure session services to configure a secure session instancg.
9.3.1.2 Semantics
The service primitive Sec-Sess-Configure.request is specified as follows:
Sec-Seg¢s-Configure.request (
Application ID,
Roleg,
Socket,
Sesg¢ion Type,
Proxied,
Sesg$ion ID (optional),
Trapsport Mechanism Type (optional),
Cryptomaterial Handle (optdonal),
Certificate Permissions Rattern (optional),
Ina¢tivity Timeout (ogtidnal),
Sesg¢ion Timeout (opt¥Onal),
Reqiire Client Authenhtication (optional),
Incdming Request{ Tiimeout (optional),
Max [Incoming S€&ssions (optional),
Nam¢ Constraipts (optional),
Issyfer Constpaints (optional),
Proxving.S€ssion ID (optional),
BrokerALInfo (optional)
)
The param tersofthe-service Pt tmitive chScoo-Cuuﬁgbu C1 culur:at atreasshowninTtabte 23
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Table 23 — Parameters for Sec-Sess-Configure.request

Name Type Valid range Description
‘Application ID’  |Structure. See ISO 17419 An identifier for the ITS-S application pro-
See 5.5 (ITSsapiid) cess, unique within the home trusted entity
(ITS-SU)
‘Role’ Enumerated Client, Server The role that the home ITS-SU will play in the

secure session

‘Socket’ Socket Instance Any A socket instance for a communications ses-
sion without cryptographic security

‘Session Type’ Enumerated Internal, External Used to determine whether cryptographic
security is necessary for the communications

SCOSIUIT

‘Proxied’ Boolean True, False Used to indicate whether the sécure session
handshake should be brokered as ppecified
in 6.10.

- The following parameter is provided only if ‘Role’ is Client -

‘Session ID Integer Any An identifier for the session, uniqye within
sessions for thesapplication

- The following parameters are provided only if ‘Session TypeiisSExternal -

‘Transport Mech- |Enumerated Reliable, Unreliable Indicates'whether a secure session protocol
anism Typ¢q’ for reliable or unreliable transporf shall be
used, (in this case, DTLS or TLS)
‘Cryptomaterial |Cryptomaterial Handle |A valid cryptomaterial The cryptomaterial handle to be used for sig-
Handle’ handle associated with natures in the handshake of the crfyptograph-
a certificate as speci- ic secure session

fied in IEEE 1609.2 and
containing permissions
consistent with(he access
control policy:

‘Certificate|Per- |An array of (PSID, SSP) |Any The PSID and SSP pattern that negds to be
missions Pattern’ matched by the peer’s IEEE 1609.7 certifi-
cate presented in the handshake. A match
of any entry in this array is acceptpble. See
IEEE 1609.2 for further details

‘Inactivity Time- |A time period Any positive time period |How long any session associated with this se-

’

out cure session instance may be inactive before
a fresh handshake is required
‘Session Tineout’ |A time period Any positive time period |How much time may have passed gince the

most recent handshake of a sessioh associat-
ed with this secure session instange before a
fresh handshake is required

- The following parameter is provided only if ‘Session Type’ is External and ‘Role’ is Server and are required in that

case -

‘Require CliefitAu- | Boolean True, Whether to require client authentjcation

thentication False during the TLS handshake

- The following parameters are provided only if ‘Session Type’ is External and ‘Role’ is Server and are optional in
that case -

‘Incoming Re- A time period Any positive time period |The length of time after the secure session

quest Timeout’ instance receives this primitive in which it
will accept incoming connections. After this
time has passed, the secure session instance
will not accept incoming connections

‘Max Incoming Integer Any positive integer The maximum number of incoming client

Sessions’ requests to accept during the lifetime of this

session instance. Only client requests that
pass all other checks count against this total
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Table 23 (continued)

Name

|Valid range | Description

[ Type

- The following parameters are provided only if ‘Session Type’ is External and are optional even in that case. They
represent constraints on the peer certificate presented during the secure session handshake. If the parameters are

not provided, no constraints are applied to the indicated field in the certificate.

‘Name Con- A regular expression If this parameter is provided, the ID field in

straints’ the IEEE 1609.2 certificate needs to be of
type name and needs to match the regular
expression provided. See IEEE 1609.2 for
further details

‘Issuer Con- A HashedlId8 as speci- If this parameter is provided, the issuer field

straints’ fied in IEEE 1609.2. in the IEEE 1609.2 certificate shall match
the Hashedld8 provided. See IEEE|1609.2 for
further details

- The following parameters are provided only if ‘Proxied’ is True -

‘Proxying Jession |Integer Any Provided only if ‘Role’4s Client. Thie ID to be

ID’ provided as the Proxying Session parameter
to AL-Sess-ClientHglloProxy.indicqtion

‘Broker Infg’ Octet String Any The ‘Broker [nfo’used to identify the session
while it is being brokered. The inner seman-
tics of the<Broker Info’ string are pot used by
the sefvices specified in this document; it is
simply used as an identifier.

9.3.1.3 Hffect of receipt

On receipt| the secure session services create a secure session instance with the indicated parpmeters as

specified in 6.4. If the parameter role is “Client”, the instance attempts to carry out the handshak

9.3.2 Se
The servic

This servid

9.3.3 Se

The servid
indicate th
subsystem|

Sec-Se
App]
Sesd
Cert

)

e primitive Sec-Sess-Configure.confirm confirms receipt of the corresponding request
e primitive has no parameters:

e primitive Sec-Sess-Start.indication is used by an instance of the secure session
at a handshake has taken place and to provide the certificate from the handshake to t

-Sess-Configure.confirm

-Sess-Start.indication

(

.ifidication
D,

s-Start
ication
ion IWy

ificate (optional)

v

primitive.

services to
he security

The parameters of the service primitive are as shown in Table 24.
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Table 24 — Parameters for Sec-Sess-Start.indication

Name Type Valid range Description
‘Application ID’ |Structure. See ISO 17419 An identifier for the ITS-S application
See 5.5 (ITSsapiid) process, unique within the home
trusted entity (ITS-SU)
‘Session ID’ Integer Any An identifier for the session, unique
within sessions for the application
‘Certificate’ An IEEE 1609.2 Any IEEE 1609.2 end-entity certifi- |The certificate received from the
end-entity certifi- cate peer trusted entity during the
cate handshake. Need not be provided if
‘Require Client Authentication’ was
set to False in the corresponding
Sec-Sess-Configure.requegt. See IEEE
1609.2 for further details
On receipt)the security subsystem carries out the activities specified in 6.6, steps b) and,c).
NOTE Although only the end-entity certificate from the handshake is passed to_the ‘security sybsystem in
this primitiye, in order for the handshake to have completed correctly the entire certificate chain will pe available
to the Security Services specified in [EEE 1609.2. Any certificate in the chain can therefore be used by the security
subsystem yhen applying the access control policy as in 6.6, step b). See 9.5 for further/discussion of how the full chain
is obtained Huring the handshake.
9.3.4 Se¢-Sess-EndSession.indication
The service primitive Sec-Sess-EndSession.indication is used toyindicate that the secure sessign services
have detedted that a particular secure session has ended, either because of a timeout or because the peer
trusted entity has terminated the session.
Sec-Se¢s-EndSession.indication (
Application ID,
Sesgion ID
)
The paramjeters of the service primitive are-as'shown in Table 25.
Table 25 — Parameters for Sec-Sess-EndSession.indication
Name Type Valid range Description
‘Application ID” |Structure. See ISO 17419 An identifier for the ITS-S ppplication
See 5.5 (ITSsapiid) process, unique within th¢ home
trusted entity (ITS-SU)
‘Session ID Integer Any existing session ID value associ- |An identifier for the sessidn to be
ated with the ‘Application ID". ended
On receipt)the security subsystem takes the actions specified in 6.12, step b).
9.3.5 Sec-Sess-Deactivate.request

The service primitive Sec-Sess-Deactivate.request is used to request that a secure session instance is
deactivated, i.e. that it stops initiating or responding to new session handshakes and that it deletes state
such as the cryptomaterial handle reference used for authentication within handshakes.

Sec-Sess-Deactivate.request

(

Application ID,
secure session Instance ID

)

The param

eters of the service primitive are as shown in Table 26.
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