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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document specifies ITS station security services that provide authenticity of the source and
confidentiality and integrity of application activities taking place between trusted devices. The
two devices taking part in a data exchange establish a cryptographically secure session; as part of
establishing this session, each device [or, more precisely, each end entity (EE) which is an application
on the device] is sent one or more digital certificates that are cryptographically bound to the other
EE and contain statements, made by a trusted third party, about the EE’s capabilities, properties and
permissions. This allows each EE to have assurance about the properties of the other EE in the session,
and this in turn allows each EE to make trust and access control decisions about data that the other
ge, and other
relationship

whe
the

The
EE. H
indid

e each EE is trusted by the other EE to carry out specific actions, without requiring one
ther EE to have arbitrary access.

mechanisms specified in this document allow each EE to establish trusted facts abo
or these mechanisms to be used, the EE specification needs to includée.an access co
ating which properties are required to be known to be true about the other EE for tha

be allowed to carry out particular actions. In other words, this document provides a mea

secu

Fity-relevant information, but the use of that security-relevant information is to be sp4d

» EE to allow

ut the other
ntrol policy,
F other EE to
ns to obtain
cified in the

specification of the EE.

The frust relation between two devices is illustrated in Figufe 1. Two devices cooperate [in a trusted

way, fi.e. exchange information with optional explicit bi-directional protection.
(]
Trusted E Trusted
device < : »  device
A ' B
]

Bi-directional
protection

Figure\l — Interconnection of trusted devices

Acco
(ITS;
unity
smal

rding to ISO 21217, axrITS station unit (ITS-SU), i.e. the physical implementation of th¢ ITS station
S) functionality, is@trusted device, and an ITS-SU may be composed of ITS station compmunication
(ITS-SCUs) thatare interconnected via an ITS station-internal network. Thus, an ITS-SCU is the

lest physical entity of an ITS-SU that is referred to as a trusted device.
NOTE 1

1S021217 fully covers the functionality of EN 302 665,[16] which is a predecessor of [SO R1217.

NOTHE 2 , An'ITS-SU can be composed of ITS-SCUs from different vendors where each ITS-SCU
diffeffent [TS-SCU configuration and management centre specified in ISO 24102-2 and ISO 17419. Stgtion-internal
mandgement communications hetween ITS-SCls of the same ITS-SU are specified in 1SO 24102-4._The European
C-ITS regulation refers to the "ITS-SCU configuration and management centre" as "C-ITS station operator”
meaning the entity responsible for the operation of a C-ITS station. The C-ITS station operator can be responsible
for the operation of one single C-ITS station (fixed or mobile), or a C-ITS infrastructure composed of a number of
fixed C-ITS stations, or a number of mobile ITSstations.

s linked to a

Four implementation contexts of communication nodes in ITS communications networks are identified
in the ITS station and communication architecture of ISO 21217, each comprised of ITS-SUs taking on a
particular role: personal, vehicular, roadside or central. These ITS-SUs are ITS-secured communication
nodes as required in ISO 21217 that participate in a wide variety of ITS services related to, for example,
sustainability, road safety and transportation efficiency. See also Figure 2, Figure 3, Figure 4 and

Figure 5.

Over the last decade, ITS services have arisen that require secure access to data from sensor and
control networks (SCN), for example, from in-vehicle networks (IVN) and from infrastructure/roadside

© 1S0 2023 - All rights reserved vii
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networks (IRN), some of which require secure local access to time-critical information; see Figure 2

and Figure 3.

Bi-directional protection

[

Roadside ITS-SU
ITS-S host

’ Applications ‘

ITS-S router ITS-S border router

-

L

N
=y s

e

[
\

Y ]
Proprietary IRN VMS
‘o JJ o
____________________________ 00
Key
VMS  Variable Message Sign

Figure 2 — Example of a roadside ITS-SU connected with proprietary IRN

Vehicle ITS-SU )
ITS-S host
/ i . ) \ ‘ ’ Applications ’
Bi-directional e
protection \
H ITS-S router
L |
' |
.
.
.
|
A |
|
ECU_p= \L ITS station-internal network Y,

N

Proprletary RN DN \

Key
ECU

viii

|

@\\

Electronic control unit

Figure 3 — Example of a vehicle ITS-SU connected with proprietary IVN
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ITS-SU
ITS-SCU A ITS-SCU B
Applications Applications
| Facilities | >, | Facilities | 5,
& nar |5 & nNarT |5
= 3 = 3
Access @ Access «

ITS station-internal network

Key
N&T| Networking & Transport

Figure 4 — Interconnection of ITS-SCUs in an ITS-SU

ITS-SU A ITS-SU B
Applications Applications
.| Facilities 2 .| Facilities 2
& Ner |5 § Ner |5
= 3 = 5
Access | Access [}
A A O

Key
N&T| Networking & Transport

Figure 5 — Interconnection of ITS-SUs

By lainplying basic security means specified in this document, the ITS-SUs can esta
app

lish secure

cation sessions. Establishment of(sessions either requires prior knowledge aboyt a session

parther or can be achieved by means)of a service announcement as specified in ISO 22418. Further

on, the broadcasting of messages.is secured by means of authenticating the sender of suc
applicable for the service advertisement message (SAM) specified in ISO 16460 and used i
Additionally, other security means may be applied, e.g. encryption of messages.

A further trust relationsin-the ITS domain is between an ITS-SU consisting of one or sevel
and 4 sensor and controlnetwork (SCN). Trust is achieved by applying security means in an
illustrated in Figuré 6-with details specified in this document.

a message,
n ISO 22418.

ral ITS-SCUs
interface as

(]
]
ITS-SU . Sensor and
Applications Interface Control
_| Facilities | >
8 Nt |5 ' network
= Access & 1} fSCI\‘I\
A AL A e
(]
L}

Bi-directional
protection

Key
N&T  Networking & Transport

Figure 6 — Interface between ITS-SU and sensor and control network
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The interface presented in Figure 6 may be a stand-alone device, or may be integrated in the ITS-SU, or
may be part of the SCN. Examples of SCNs are "in-vehicle networks" (IVN) and "infrastructure/roadside
networks" (IRN).

Related use cases of these ITS services have largely been derived from regulatory requirements and ITS

operational

needs, and they include:

secure real-time access to time-critical vehicle-related data for safety of life and property

applications, e.g. collision avoidance, emergency electronic brake light and event determination;

secure 1

intersecti

protect
(GDPR);

local ac
(control
emissio

There are m
information
National IT§
area be able
real-time ag
Al ITS-SUs

According t

ocal a

onof private data, e.g.in compliance with the European "General Data Protection Regul
(18]

Cess to certified real-time data for sustainability applications, e.g. dynamic emission 7
led zones as currently standardized by CEN/TC 278), intersection jpriorities base
hs, and interactive optimum vehicle settings to minimize fuel consumption.

any use cases of ITS services currently identified where real-timéexchange of time-cr
between ITS-SUs in close proximity is essential, and this number will grow (see th
Reference Architecture,12] for example). It is critical thatfltimately all ITS-SUs in a

to be engaged in these distributed services. This, in turn;requires vehicle ITS-SUs to
cess to vehicle data, and roadside ITS-SUs to have real-time access to infrastructure
heed to be capable of secure software updates.

b ISO 21217, an ITS-SCU of an ITS-SU can commiirticate with devices that, in a strict s

ccess to detailed real-time data for efficiency applications (traffic management), e.g.

ones
d on

itical
e US
riven
have
data.

ense,

are not compliant with the architecture specified in ISQ\21217. However, in order to have truysted

communicaf
and such an
sensor and (
operating o
trusted thir
ensures tha

ions, a certain minimum level of security measures need to be shared between an ITS
external device. Examples of such external'devices are a node in the Internet, or a nod
ontrol network. In this document, the assumption is made that ITS-S application proc
 ITS-SUs are issued with certificates by a Certificate Authority (CA), and that the C4
d party in the sense that before7issuing the certificate to the ITS-S application procg
[ the ITS-SU on which the ITS-S application process is resident meets the minimum sec
[s for that application. This-allows peer ITS-S application processes which observe
blication process possesses’ a valid certificate to have a level of assurance that the
brocess is in fact secure and trustworthy.

of this document-thus is three-fold.

ation of ITS station security services for enabling trust between ITS-S application proc
on differentITS-SCUs of the same ITS-SU, i.e. establishing a trusted processing plat
ring alsetrust inside an ITS-SCU:

tection of applications from the actions of other applications;

-SCU
P in a
pSses
\ is a
ss, it
urity
that
TS-S

bsses
form,

ection ol shared Iinformation;

which includes methods of prioritization and restricted access.

running on the same ITS-SU.

requiremen
an ITS-S ap
application
The subject
1) Specifid
running
conside
— pro
— pro
2)
3)

part of a sensor and control network.

Such security services include, for example, the basic security features of:

authent

a)

ication and authorization;

protection of shared processing resources such as communications software and hardware,

Specification of ITS station security services for enabling trust between ITS-S application processes

Extension of these ITS security services for enabling trust between an ITS-SCU and devices being

© IS0 2023 - All rights reserved
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b) confidentiality and privacy;

c) dataintegrity;

d) non-repudiation.

Tasks related to communications are:

e) establishing secure sessions for bi-directional communications, e.g. based on service advertisement
as specified in SO 22418;

f) authenticating a sender of broadcast messages, e.g. CAM, DENM, BSM, SPaT, MAP, FSAM, WSA, etc.;

g) e¢ncrypting messages.

NOTHE 3 Tasks f) and g) above related to communications are already specified in other standards, see
IEEE [1609.2 and several related standards from ETSI, for example.

The International Organization for Standardization (ISO) draws attention te'the fact that |t is claimed
that fompliance with this document may involve the use of a patent.

ISO tpkes no position concerning the evidence, validity and scope of thispatent right.

The holder of this patent right has assured ISO that he/she i§ willing to negotiate licences under
reas¢nable and non-discriminatory terms and conditions with/ applicants throughout the world. In
this respect, the statement of the holder of this patent rightuis‘registered with ISO. Informgtion may be
obtajned from the patent database available at www.iso.0xg/patents.

Attention is drawn to the possibility that some of thé(elements of this document may be tle subject of
patent rights other than those in the patent database. ISO shall not be held responsible for identifying
any gr all such patent rights.
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Intelligent transport systems — ITS station security
services for secure session establishment and
authentication between trusted devices

1 Scope

This
auth

document contains specifications for a set of ITS station security services requiredi
enticity of the source and integrity of information exchanged between trusted entities

b ensure the
i.e.:

— Ietween devices operated as bounded secured managed entities, i.e. "ITS Station Commmunication

1

Jnits" (ITS-SCU) and "ITS station units" (ITS-SU) as specified in ISO 21217pand

etween ITS-SUs (composed of one or several ITS-SCUs) and external trusted entities su
nd control networks.

Thesge services include the authentication and secure session establishment which are
exchange information in a trusted and secure manner.

These services are essential for many intelligent transport{system (ITS) applications 3

incl
(ISO
2

The
cons
unda

ETSI
ETSI

IEEE
Secu

IEEE
(POS|

3

ing time-critical safety applications, automated driying, remote management of
24102-2), and roadside/infrastructure-related seryices.

Normative references

following documents are referred to ifthe text in such a way that some or all of t
[itutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition.of\the referenced document (including any amendme

TS 102 941, Intelligent Transport Systems (ITS); Security; Trust and privacy managemen
TS 103 097, Intelligent Transport Systems (ITS); Security; Security header and certificate

1609.2including Amendment 1, IEEE Standard for Wireless Access in Vehicular Envi
rity Services for Applications and Management Messages

1003.1:2017)JEEE Standard for Information Technology--Portable Operating Systg
| X(R)) Base'Specifications, Issue 7

Terims and definitions

ch as sensor

required to

nd services
TS stations

heir content
applies. For
hts) applies.

-

formats

ironments—

m Interface

Fort

e purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

|
|

3.1

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

access control PDU
protocol data unit (PDU) generated by the security subsystem for purposes of establishing the
authorization status of a peer ITS-S application process

©ISO

2023 - All rights reserved
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3.2
access cont
data source

3.3

2023(E)

rol policy
governing what access to resources is permissible by peer applications

application
functional entity, i.e. an ITS-S application process

Note 1 to entry: The natural language term "application” is used in this document as a synonym to the term
"I'TS-S application process"” specified in [SO 21217.

3.4

cryptomaterial
cryptographic keys and associated material

Note 1 to enffry: Cryptomaterial refers to either a secret key for a symmetric algorithm, or a private key for an

asymmetric 4

3.5

cryptomatg
reference to
verify, encry

3.6

handshake
ITS applicat
layer securi

3.7
resources
functional |

3.8
security su
functional e

39

|lgorithm and the associated public key or certificate.

trial handle
cryptomaterial allowing that cryptomaterial to be used in cryptographic operations
'pt, decrypt)

ITS-AID
on identifier (ITS-AID) that appeared in the SignedData HeaderInfo in the signed tran
'y (TLS) messages within the TLS handshake that started a secure session

ntity constituting endpoints of ITS-S application process activity

bsystem
ntity providing security functionality for use by an ITS-S application process

security adaptor layer

functional e
commands

3.10
secure sess
functional €

ion service
ntity previding confidentiality, integrity, authentication, guaranteed in-order delivery

sign,

sport

ntity providing multiplexing and demultiplexing functionality for data and session cofntrol

F and

replay protdction enthe datagrams that are passed over it
4 Abbreviated-terms

ACK acknowledge

ALPDU adaptor layer protocol data unit

APDU application protocol data unit

ASD aftermarket safety device

ASN.1 abstract syntax notation 1

BSM basic safety message

© IS0 2023 - All rights reserved
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CA certification authority

CAM cooperative awareness message

C-ITS cooperative intelligent transport systems
C-OER canonical octet encoding rules

CRL certificate revocation list

DENM decentralized environmental notification message
DTLS datagram transport layer security

ECU electronic control unit

EE end entity

FSAM fast service advertisement message

ID identifier

IRN infrastructure/roadside network

ITS intelligent transport systems

ITS-AID ITS application identifier (PSID and ITS-AlD'share a common number space)
ITS-§ ITS station

ITS-§CU ITS station communication unit

ITS-§U ITS station unit

IVN in-vehicle network

MAP| (digital) map (message)

NYC New York city

OCSH online eertificate status protocol

0SI op€n-system interconnection

OTP one-time password

PB-AKE password based authenticated key exchange
PDU protocol data unit

PIN personal identification number

PSID provider service identifier (PSID and ITS-AID share a common number space)
RSU roadside unit

SAM service advertisement message

SAP service access point

SCN sensor and control network
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SDEE secure data exchange entity

SPAKE2 secure password authenticated key exchange 2
SPaT signal phase and timing (message)

SPDU signed protocol data unit

SRM service response message

SSp service specific permission

SSTD secure session between trusted devices
TCP transmission control protocol

TIM traveller information message

TLM trust list manager

TLS transport layer security

TMC traffic management centre

VMS variable message sign

WAVE wireless access in vehicular environment
WSA WAVE service announcement

5 Overview

5.1 Genefal description, relationshipto transport layer security (TLS) and relationship
to application specifications

This document specifies a secure-communications mechanism for secure sessions betweer] ITS
station unitfs (ITS-SUs). The sessions’are secure in that data within the session is protected agpinst
eavesdroppers (encryption) and\protected against modification (integrity) and that the participants
in the session know cryptographically-assured information about each other that can be used by one
participant to determine which access privileges to grant to the other participant.

The secure [communjcations sessions are based on transport layer security (TLS) 1.3, where djgital
certificates pnd secured protocol data units as specified in I[EEE 1609.2 are incorporated into the TLS
handshake as spegified in RFC 8942.

TLS is a secure’/session protocol above the transport layer in the OSI model, and the endpoints df the
ISO 21177 session are applications on the endpoint ITS-SUs. From the point of view of the applications,
the use of ISO 21177 for secure communications is identical to the use of TLS over TCP and PDU handling
for transport over the ISO 21177 session is the same as PDU handling for transport over a TLS session.
The main differences between ISO 21177 and TLS are that ISO 21177:

— integrates the use of IEEE 1609.2 certificates, and
— provides mechanisms for one party to request additional certificates from the other party.

The mechanisms specified in this document allow each end entity (EE) to establish trusted facts
about the other EE. These trusted facts are known as the authorization state of the other EE (in the
context of that application session). However, the use of the authorization state is out of scope for this
document, as this use will be specific to the specific application. The application specification itself
is the appropriate home for a specification of the access control policy that maps known facts about
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the other party in the session to permissions of that other party. The application specification is also
the home for specifications of customizations of the I[EEE 1609.2 certificates used by instances of that
application, via the use of the service specific permissions (SSP) field associated with the ITS-AID in the
certificate. The approach anticipated is that:

— the SSP specification for the application will specify semantics of the SSP (for example, “if bit 1 is set
the sender can take action A”, or “if bit 1 is set the sender is a police car”, or “if bit 1 is set the sender
is blue”);

— theaccess control policy will map from the semantics of the SSP to permitted activities (for example,
“ifthe SSP says the holder can take action A, then the holder can take action A”, or “if the SSP says the

L

is blue, then

the holder can take action C”.

The faccess control policy may also key off other properties in the certificate, for example in the
certificateld field. It may also key off other information, such as whether the party'granting access is in
motipn or at rest. All of this is to be included in the application specification forthat applicqtion.

5.2 | Goals

Clauge 5 presents the logical architecture followed in this document. The logical ardhitecture is
designed to accomplish the following goals.

— Two peer ITS-S application processes can communicate securely, i.e. in an authorized, integrity-
protected and confidential manner.

— The ITS-S application processes can authenticate.te®ach other using role- or attribute-based access
¢ontrol.

— [Kach individual incoming application protocel data unit (APDU) can be subject to indivlidual access
gontrol processes.

— The security state of the connection((i.e. the authentication status of one ITS-S applicafion process
Yith respect to access to the othér connection) can be updated within the secure session as follows:

— an ITS-S application precess can prove to the other that it knows a shared secrdt (enhanced
authentication, see Z8))- the intended use of this is to allow the owner or othdr legitimate
operator of one ITS-S“application process to permit access by a specific peer ITS-§ application
process (see Clause 6 for further discussion);

1+ an ITS-S application process can provide additional authentication within the seg¢ure session
(extende@lauthentication, see 7.4) - for example to provide an identity as well aq application
permissions, or to provide additional application permissions.

— $ecure,session communication uses the same credentials as ITS-S application processes use.

— AR ITS-S application process can configure a secure session so that it terminates urder specific
conditions (e.g. timeouts of different kinds) and can also terminate the secure session directly.

— To allow secure and private service discovery, the initialization stage (the “handshake”) of one
secure session between two peer ITS-S application processes can be proxied over an existing secure
session between two different peers.

5.3 Architecture and functional entities

The protocols specified in this document are for secure communications between two peer applications
on different ITS-Ss. The applied model is that each application on an ITS-S has access to resources, some
of which are specific to that application, and some of which are shared with (i.e. can be accessed and
potentially modified by) other processes on the ITS-S. The two application instances on different ITS-
Ss that communicate using thee protocol specified in this document are referred to as the home and
the peer application instances. The secure communications between the peer and the home application
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instances can be considered a series of requests by the peer application to access the local resources: for
example, to read a value, or to update the local state, or to carry out a financial transaction by accessing
and modifying financial information and metadata stored by the home application. The goal of the
protocols is to give the home application instance the information it needs about the peer application
instance to make a decision as to whether or not to allow the requested access to the local resources.

This document uses the following definitions; see also Clause 3:

the ITS-

— Applic

SU or ITS-SCU on which the ITS-S application process resides.

tion: Thisisan ITS-S npplir‘nh’nn process that uses input from resources from a peer

Resources: These are endpoints of ITS-S application process activity and may be inside or outside

TS-S

applicat

NOTE Td
application p

Figure 7 sh
pairs of ITS
pair of ITS-
on the g
in diffeq
in differ

inanlIT

ion process (peer application), and from its own state to carry out application activitig

simplify reading of this document, the term "application" is used as a replacement for
Focess”, where appropriate.

ws the functional entities and data sources involved in secure commuhications bet}
S application processes; i.e. between EEs, using mechanisms specified in this documse
application processes can reside:

ame [TS-SCU, or
ent ITS-SCUs of the same ITS-SU, or
ent ITS-SUs, or

5-SU and another trusted entity not being a dedicated ITS device.

S.

"ITS-S

veen
nt. A

L] . . . LN « ]
The description in this document refers in general to activities on the “home trusted entity" anfl the
“ . n . . . - .
peer trusted entity". Details of functional blocks in anITS-S are shown in Figure 8.
|
ITS-S | ITS-S
Applications | Applications
- ) I | — - -
Application #{1 using 1SO 21177 ey SEEn | Application #1 using ISO 21177 Security Subsystem
.
Access Access l _ _ Access Access Other
Appli- Send/ ||Authoriz- Control || Control : | Appli- Send/ |[Authoriz- Control || Control . 5
cation Receive || ation Logic Policy by | cation || Receive |[ ation Logic Policy ecurity
Resources|| | Data State 5 | Resources| Data State
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2 per RFC.8942 g° 5 © | g per RFC 8942) 3 g
. (&} 5
% IN&T | & |N&T
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|
|
|

Figure 7 — Logical Architecture with two ITS-SUs
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ITS-S
Applications
Application #1 using ISO 21177 ; i
Security Subsystem
Access Access Oth
Appli- Send/ || Authoriz- Control || Control ther
cation || Receive ation Logic Policy Security
Resourees Data State
o |
o
= API
o
3
o7
[N
ﬁl 21177 Transport (Adapter Layer) -
O %2}
Facilities < 2 z =
NF =S =
o B =
S 5| o
= Secure Session (TLS Transport = 2 2 =| &
% per RFC 8942) i £° § S}
2 | N&T
E IN |
s | Access Security
Communications

Figure 8 shows the allocation ¢f functional entities involved in communicating using the mq
this flocument in the ITS stdtion architecture specified in ISO 21217. The functional entiti
greylare the subject of this document. It is to be noted that several applications may use sin
the flunctionalities specified in this document; to simplify the graphical presentation, or

Figure 8 — Logical Architecture within the ITS-S architecture

application is fully présented.

The

Thergefay also be application-specific resources that are not necessarily shared with other 4

TS-S resousces are those resources of an ITS-SU that the home application can acc
are glso accessed by other applications or processes on the same ITS-SU. Note that the
indidates a.physical implementation of the ITS-S functionality; see ISO 21217.

chanisms of
bs shaded in
ultaneously
ly one such

bss and that
erm ITS-SU

ipplications.

The functionalities "21177 Transport" and "Secure Session" specified in this document allow secure
communication of the authorization properties of the peer application instances

— The functionality of "Secure Sessions (TLS Transport as per RFC 8942)" is located in the ITS-S

networking & transport layer.

— The functionality "21177 Transport (Adapter Layer) is located in the ITS-S facilities layer.

The functionality "Authorization State" stores those authorization properties.

— The functionality "Authorization State" is located inside the application using the functionalities
of this document. An equally suited alternative location would be in the IST-S facilities layer; there
serving all applications that use the functionalities of this document.
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Note that for an implementation of the functionality of this document, the location of functionalities in
the architecture is not at all important, and thus, the presented location is only for illustration purposes.

The functional entities have the following responsibilities:

— Authorization State: Stores authorization information about the peer entity as well as metadata
such as when the authorization information was received.

— 1S0 21177 Transport (Adaptor Layer): This is a multiplexer/demultiplexer that allows both data
(i.e. communications between the applications themselves) and session control commands (i.e.
communications between peer instances of security subsystem or the security adaptor layer) to be
sent overthe same secure session_See Clanse 8

— Secure
authent
passed

— Cry
pro
be 4
ses

— Phy
Sy,
bec

Sessions (TLS Transport as per RFC 8942): This provides confidentiality,-inte

pver it. In this version of this document there are two types of secure session®

ptographic secure session: This uses cryptography to achieve the listed sec
perties. Any secure session which passes outside the secure boundary 'of the ITS-SU

bion mechanism is TLS 1.3 with certificates specified in IEEE 1609:27 See Clause 9.

i.e. the information flow does not pass outside the ITS-SU/secure boundary. In this
huse the ITS-SU is a trusted domain, all the security properties listed above are assum

brity,

ication, guaranteed in-order delivery, and replay protection on the datagrams-thaf are

urity
shall

| cryptographic secure session. In this document the only supported-eryptographic secure

sical secure session: This is a session between two applications running in the samgq ITS-

case,
ed to

holdl. This document does not provide a specification of:aphysical secure session but permits

the

The compor
entity, and t
functional e

— Applicd

use of a physical secure session.

ntities play the following roles:

tion Resources: resources accessed only by that application instance.

— Send/Receive Data: Functionality that'sends and receives data.

— Securit

— Aca
req

— Acc
acc

— Oth
— ITS-SR

y Subsystem: Security functionality that includes the following functional entities:

ess Control Logic: Furnictionality that determines whether a particular resource a
liest by the peer applieation instance will be granted.

ess Control Peliey: The specification of the criteria used by access control Logic to ma
pss decision:

psources: general resources of an ITS station unit accessible by different applications.

ents of the application are the application resources, the “Send/Receive Data” functjonal
he functional entities within the “Security subsystem” component of the application. These

LCESS

Ke an

er Security: Other security operations, for example signing or verifying individual PQUs.

The relationships between Instances of these runctional elements and data sources on a single trusted
entity are shown in Figure 9. In Figure 9, heavy arrows between functional elements indicate flows
containing information that is exchanged with processes on the peer trusted entity, and light arrows
with dots between functional elements indicate control flows within the home ITS-SU. Grey dashed
arrows within functional elements indicate relationships between different data flows handled by

those functi

onal elements.
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Application 1
Pre-sendsecurity | @ » - ) Access Control
processing < 4~ Security Subsystem — :
Post-receive security ® -« Policy
processing | * P, \®
¥
Access
APDU| |APDU Control Access
out in out Control
in
) K - bl
\ ~ ~ _- - / ’

.

The Application acts as a source and a sink for APDUs.
[he application-security subsystem interface is specified in 7.7. It is used:

— optionally, by the application, to request IEEE 1609.2 application-level processing

ISO 2 1 177 Secﬁrity Adaptor Layer

-

. - N
—— ¥ = /
Yo T SNz

SAPDU | TLS handshake proxy | SAPDU
out in

TLS

o

Figure 9 — Interactions between local functional elements

APDUs specified in IEEE 1609.2 as.déscribed in 6.6;

by the application, to requéstythat access control services are applied to activit]
potenially be carried out as a result of incoming APDUs. Specifically, in this do
interface provided is aniinternal interface between the authorization state subsys
access control subsystem that allows the access control subsystem to request the a
state. A full applieation specification also contains a specification of the interf3
the application@nd the access control subsystem that allows the application to re
control decisiens and provide full context. This second interface is application-sp
not providedin this document;

by the-application, to configure, end and deactivate secure session services;

by»the security subsystem, to notify the application of a decision to end or deact
session services.

for outgoing

ies that can
cument, the
tem and the
ithorization
ce between
Juest access
ecific and is

vate secure

The "Security Subsystem” is specified in Clause 7. It acts as:

— asource for outgoing access control commands, which may be generated without a trigger or in

response to incoming access control commands or APDUs;

— a sink for incoming access control commands, which can result in the security subsystem

updating its state or in the security subsystem generating outgoing access contro
(or both);

— asource and a sink for security configuration commands.

I commands

The security subsystem-adaptor layer interface is specified in 8.4. It is used to exchange APDUs
and access control PDUs between the adaptor layer and the other functional entities, and for the
application or security subsystem to control and configure the adaptor layer.
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— The IS0 21177 Security Adaptor Layer is specified in Clause 8. It:

— wraps outgoing APDUs and outgoing access control PDUs as security adaptor layer protocol
data units (ALPDUs) and passes them to the secure session service;

— acts as a proxy for TLS handshake PDUs as specified in 6.10;
— inspects incoming ALPDUs and

— unwraps incoming APDUs and incoming access control PDUs and passes them to the
security subsystem,

— |proxies iIncoming 1'LS handshake proxy PDUs tor TLS brokering as specified 1n 6.10.4.

— The sedurity subsystem-secure session service interface is specified in 9.2. It is used.to"control
and conffigure persistent properties of the secure session service.

— The adqptor layer-secure session service interface is specified in 9.3. It is used to contro| and
configufe session-specific properties of the secure session service.

— The seqdure session service is specified in Clause 9. In this version of thisidocument, it is reqyiired
to be based on TLS, DTLS, or physical secure sessions. It:

— recg¢ives ALPDUs from the security adaptor layer and treats themi.as application input to r¢cord
layer operations, performing outgoing TLS processing on thém;

— recgives secure session datagrams from the network.stack and performs incoming| TLS
professing on them, resulting in ALPDUs which the TLS service passes to the security adgptor
laygr.

5.4 Cryptomaterial handles

This document uses the concept of cryptomaterial handles specified in IEEE 1609.2 to represent ldgical
access to cryptographic keys and, if appropriate;their associated certificates. See IEEE 1609.2 for more
details.

5.5 Sessipn IDs and state

The security subsystem servic€, adaptor layer service, and secure sessions service maintain gtate
information| of each (applicatier,session)-tuple.

NOTE The interfaces presented in this document are passing (application ID, session ID)-tuples tp the
relevant prinpitives.

Unique identification 6f an instance of an ITS-S application process of an ITS application is by means of
the identifigr ITS<SAPIID of ASN.1 type 1Tsapiid specified in ISO 17419.

An lmpleme tationchall ancnirathat ctatao infarmation carracnandinata s cnacific (Annlication cnc‘clon)_

TCOCTOTT OTIOH T CIIo O © tITt O tU to ITTHIT OT IO e o COT T CO POttt to o o p o CIIIC (o P PIrca troT; o Tod

tuple is not made available for use by activities corresponding to a different (application, session)-tuple
except through the interfaces specified in this document.

In the case where an application has the role of the client in a secure session, the session ID is generated
by this application. The application ensures that the session ID is unique among active sessions for that
application. The application supplies the session ID to the client via the app-sec-Configure.request
and Sec-Sess-Configure.request primitives.

In the case where an application has the role of the server in a secure session, the session ID is generated
by the server in response to an incoming connection. The server ensures that the session ID is unique
among active sessions for that application. The session ID is provided to the application using the sec-
Sess-StartSession.indication and App-Sec-StartSession.indication primitives.
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The security subsystem maintains the authorization state of the session. The authorization state is the
collection of all “authorization statements” made by the peer party which were valid at the time made
and which have not timed out (where the timeout conditions are set by the access control policy). An
"authorization statement"” is any PDU sent by the peer party that contains cryptographically protected
information about the authorization of that peer party. Specifically, in this document, the authorization
statements presented in Table 1 are specified.

Table 1 — Authorization statements

Type¢ Description Related sub- [Service primitives for provision to
clauses security subsystem

Initial authori- |The credentials presented during |6.5 Sec-Sess-StartSefSgion.findication
zatidqn the handshake of the secure ses-

sion, if one occurs
Enh3nced au- A demonstration that the peer 6.7,6.8,7.3 Sec-AL-AgeessControl.ipdication
thor]zation party shares a secret value with the

home party, presented during the

secure session via an access control

PDU of type EnhancedAuthPdu as

specified in 7.6.12
Extepded au- Additional credentials present- 6.7, 6.8, 7.4 Sec-AL-AccessControl.ipdication
thor]zation ed during the secure session via

an access control PDU of type

ExtendedAuthPdu as specified in

7.6.6.
This|document specifies access control request:PDUs and access control response PDUs in 7.6.

Ana
an ad

an el

contr

Exac
acceq
prov

outgomg APDUs and 6.8 8 for 1ncom1ng APDUs

pplication/may apply non-repudiation to individual application PDUs by signing thg

Application-level non-repudiation

5.8 Service primitive conventions

rcess control PDU containing an extended’authorization statement may be generated in|
cess control Request PDU or may be generated without a request. An access control PDI
an emhanced authorization statement-istalways made in response to an access control PDI
hhanced authorisation request. Sending access control PDUs is specified in 6.7. Rece
ol PDUs is specified in 6.8.

tly how the authorization statements are used by the security subsystem and gove
s control policy is td be specified in the specification of an application that uses the
jded by this documeiit.

response to
J containing
J containing
iving access

rned by the
mechanisms

bm with the
APDUs shall
e consistent

d in 6.6 for

This document uses service primitives to specify information flows between functional entities, i.e.
information flows through service access points (SAPs). This document is organized such that each
functional entity is specified in a separate clause:

Security subsystem in Clause 7,

— Adaptor layer in Clause 8,

Secure session services in Clause 9.
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ISO 24102-3 specifies service primitives and service primitive functions for various SAPs introduced

in ISO 21217 at the level of ASN.1 type definitions. The service primitive functions identified in this document
can be used to complement the specifications in ISO 24102-3.

Service primitives are not testable but indicate the information that one functional entity is obliged to
make available to another in order for the second functional entity to carry out the indicated activities.

Following the conventions of the layered OSI model specified in ISO/IEC 7498-1, in this document, a
message from a higher layer to a lower layer is specified with an:

— XXX.req

uest service primitive of the service XXX,

and the resy
—  XXxX.cor
Similarly, a
— XXX.ind
and the res

XXX.reg

The inform
[SO 24102-3
allowing to
service prin
in ISO 2410
functions.

6 Proces

6.1 Gene

Clause 6 sp4
sequence of

Subclause 6

Owner auth

6.2 Oven

This docum
process floy

ONSe 1s speciiied with an:

firm service primitive.

message from a lower layer to a higher layer is specified with an:
ication service primitive,

onse from the layer entity to the lower layer is specified with an:
ponse Service primitive.

hition contained in a service primitive is referred to as-‘service primitive function'
. The list of parameters of a service primitive function ‘does not contain any inform
map .confirm service primitives on respective .requegt service primitive, and .indic4
hitives on respective .response service primitive; such mapping parameters are speg
P-3 for the service primitives. Thus, this docunient parameterizes only service prin

s flows and sequence diagrams

ral

cifies process flows supported by the security services specified in this document an
data flows associated with-each of these process flows.

2 provides an overyiew on process flows. Subclause 6.3 presents state diagram convent

pbrization shall beZas specified in Annex D.

yiew of process flows

ent supports the following process flows; see Annex A for use cases that make use of {
s

; see
htion
tion
ified
itive

d the

ions.

hese

Configu

re, see 6.4: Prepare the functional elements to participate in secure communications.

data is exchanged.

Send da

ta, see 6.6: Send data from the home application to the peer application.

peer security subsystem with a goal of updating the state of one or both.

with which it wishes the session to be associated.

12

Start Session, see 6.5: Perform processing once a secure session has been established but before

Send access control PDU, see 6.7: Exchange messages between the home security subsystem and the

Receive PDU, see 6.8: Receive an APDU, an access control PDU, or a proxied TLS handshake packet.

Extend Session, see 6.9: Mechanism for one party to indicate to the other that it has a new certificate
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Secure connection brokering, see 6.10: Proxy a TLS handshake between two other applications, one
of which already has a secure connection to the home application and one of which already has a
secure connection to the peer application.

Force end session, see 6.11: Terminate a secure session between the home application and one peer
application, with the termination initiated by the application or the security subsystem.

Session terminated at session layer, see 6.12.

Deactivate, see 6.13: Prevent the functional elements from starting any more sessions with the
current set of parameters.

An e]t(ample of how these process flows are combined to create a full secure session, stdrt to end, is

in 6.14.

Sequence diagram conventions

sequence diagrams follow the following graphical conventions. In «this description the word

“megsage” is used in the UML sequence diagram sense of a communication between two participants

and

iis not intended to imply any over the air communications.

In each sequence diagram, each message between participants is associated with a descriptive
mame and with the identifier of the service primitive that/sused to implement that message. For
example, in the clipping of Figure 10, the message contains an APDU and is sent using the primitive
App-Sec-Data.request, see 7.7.4.

| |
APDU |

App-Sec-Data
. (App ) Ny
| |

Figure 10 — Convention for sequence diagram - 1

If the descriptive name is-in italics, it is associated with a local message, i.e. a message that does not
irectly contain data'that has passed or is intended to pass to the peer trusted entity. For example,

the clipping of Figure 11, the message configure contains only local information and |s sent using
tthe App-Sec-Cafiftgure. request Service primitive.

|

| configure (role,
| session type)
|
I

(App-Sec-Configure)

I
Figure 11 — Convention for sequence diagram - 2

Mapping to primitives: See 5.8 on service primitive conventions. In the sequence diagrams
presented in Clause 6, the suffixes .request, .confirm, .indication and .response are omitted
for compactness. In addition, also for compactness, the .confirm and .response service primitives
are not shown in the diagrams of Clause 6 unless they are significant information flows (in other
words, amount to anything other than an ACK). In all cases, the description of the diagrams includes
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the service primitive suffixes and describes whether the .confirmand . response service primitives
are used as anything other than an ACK.

6.4 Configure

In this process flow the application configures the security subsystem with configuration information
necessary to run the secure communications. At the end of this process flow, if the security subsystem
has been configured to take the client role in the secure session, the security subsystem initiates the
handshake for the secure session. If the security subsystem has been configured to take the server role,

it awaits inc

oming connections.

A prerequig
communicat
functionalit

The process|

a) The apf
subsyst

1) the

2) the
infd

endpoint is inside or outside the secure boundary. This\socket is not used by the sec

sub|

3) iftH
are

ii)
b) The sec

1) use
thig

i)
ii)

iii)

ite for this step is that the application has a socket identifier, i.e. an identifier fo
ions session to which security is to be applied. This document does not specify ;s
y other than to note that all functional entities shall interpret a socket identifier consistg

steps for this process flow are as follows.

lication uses the app-Sec-Configure.request primitive (see 7.7.1) to‘inform the sec
em of:

role it has in the secure session (i.e. client or server);

socket to be used for communications with the peer trustéd entity (this is pass-thr|
rmation for the secure session service). This includes an indication of whether the

system but is passed on to the secure session servicésvia sec-sess-Configure.requed

e other endpoint is outside the secure boundarysi.e. if cryptographic security mechan
to be used to protect the session:

whether the socket shall be used for reliable or unreliable communications (i.e. Tl
DTLS),

which cryptomaterial handle shoutld be used for authentication of the secure session.

irity subsystem:

 the
cket
ently.

urity

ough
pther
urity

isms

.S or

5 the access policy to deétermine what secure session types are permitted. In this edition of

document, three secuye session types are permitted:
TLS for reliable€ransport mechanisms;
DTLS for unireliable transport mechanisms;

no specific security mechanism for communications sessions within a secure boundd
an JTS-SCU (which are secure by assumption);

2) ack

ry of

howledges the request from the application using app-Sec-Configure.confirm, See

7.7.2,

(not shown in the diagram). This may include an indication that the secure session type
requested (physical versus cryptographic) is not permitted for this application by the access
control policy. If the secure session type is not permitted, the sequence terminates here.

Oth

erwise, go to the next step;

3) ifacryptographicsecure session is requested, uses the sec-sess-Configure.request, see 9.3.1,
to pass the following to the secure session service:

i)

14

from the application:
a) role,

b) cryptomaterial handle,
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c) sockettype;
ii) from the access control policy:

a) the permissions constraints to apply to incoming IEEE 1609.2 certificates, i.e. the
acceptable ITS-AID and SSP values,

b) the SDEE Identifier used to identify the application to the IEEE 1609.2 secure data
service, as specified in IEEE 1609.2,

c) the timeout parameters for the session:

—how Jong the session may be inactive before a fresh handshake is required,
—how long the session may be active before a fresh handshake is required,

—if the secure session services are playing a server role, how long ‘the seryice shall be
open to incoming requests;

If the parameter role is “Client”, the instance attempts to carry outithe handshake.

c) The secure session service uses sec-Sess-Configure.confirm, see 9.3.2, to ACK the exdhange.

O

Peer ITS-S

A sequence diagram for this process flow is given in Figure 12.

Application Security Subsystem Adaptor Layer Secure Session

[ I
I I
configure(role, | |
session type) | |
(App-Sec-Configure) [ |

I I

v

configure(sendParamls, receiveParams)
(Sec-Sess-Configure)

handshake
(if in client role) »l
|

-y ]

Figure 12 — Sequence diagram for Configure process flow

NOTH To change the key (the cryptomaterial handle) to be used for sessions, the applicatioh or security
subsystent can Deactivate the current secure session instance as specified in 6.13 and Configure p new secure

session-ifhstanceusing the mechanismsofthis subclause
o

6.5 Startsession

In this process flow, following a handshake between the secure session service on the home ITS-SU and
the secure session service on the peer trusted entity, the secure session service provides the security
subsystem with the credentials received from the peer trusted entity and the security subsystem
initiates any additional access control activities that the access policy specifies is required to complete
before data can be exchanged.

In the case of a physical secure session, the session may start without credentials being exchanged. In
this case the extended authentication mechanisms of this document may be used to send credentials
during the session.
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Prequisite:

The process|

a)

b)

16

The secure session is a secure session as specified in 5.3.

The secure session service has been configured using the methods of 6.4.

If the secure session is a cryptographic secure session, a handshake has taken place (initiated by the
client in the secure session as the final step in "Configure").

The certificate received in the handshake of the secure session (if applicable) matches the constraints

provide

d to the secure session service during the Configure process flow.

The log

commu
1) ani
spe
2) the
cry
3) ifth
the
The sed
connect

the cert
the secy

permisy
1) Suc
2) Und

3) Add

If addit
failure 4

1) the

steps for this process flow are as tollows.

al secure session service uses the Sec-Sess-Start.indication service primitiy
hicate with the security subsystem, see 9.3.3, providing:

ndication that the secure session has started and passed the validity conditions that
cified to be checked by the secure session service;

certificate from the secure session service on the peer trustedCentity (in the case
ptographic secure session);

e secure session services are acting in the server role, the/S&ssion ID to be used to idg
session; otherwise, the Session ID is provided in sec-segs-Fonfigure.request, see 9.3

urity subsystem uses the access control policy to‘determine the status of the inco
ion. (Note that the security subsystem will onlybe notified of incoming connecti
ificate in the handshake has met the conditiohs provided in the Configure step, a
irity subsystem has assurance that the certificate meets those conditions; as such

Cess;

uthorized, communication rejeeted. In this case the security subsystem ends the s
fion as specified in 6.12;

itional access control actions are necessary. The additional access control actions speq
his document are:

Request extended‘@uthentication, as specified in 7.4.
Request enhanced authentication, as specified in 7.3.

onal access/control actions are to be carried out or if the policy indicates that succe]
ire to bexcommunicated to the peer:

security subsystem generates an access control PDU and passes it to the adaptor layg

the

e to
were
of a
ntify
1.

ming
on if

d so
it is

ible for there to be no additional access cointrol processing at this step). The status majy be:

cure

ified

SS Or

r via

Sed=Al=AccessControl reguest Service primitive (QPP 84 1)'

i)

ii)

in the case where success is being communicated to the peer, this is an access control
of type AccessControlResult.success, aS specified in 7.6.5,

PDU

in the case where failure is bing communicated to the peer, this is an access control PDU of

type AccessControlResult.failure, as specified in 7.6.5,

iii) inthe case of enhanced or extended authentication, the contents are as specified in 7.3 and

7.4, respectively;

2) the adaptor layer acknowledges the access control PDU via the sec-aAL-AccessControl.confirm
primitive, see 8.4.2;
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3) the adaptor layer wraps the access control PDU in an adaptor layer PDU of the appropriate
subtype as specified in 8.2;

4) the adaptor layer passes the ALPDU to the secure session service via the AL-sess-Data.request
primitive, see 9.4.1;

5) the secure session service acknowledges the ALPDU via the AL-Sess-Data.confirm service
primitive, see 9.4.2, secures the ALPDU, and passes this as a datagram to the network stack for
transmission.

d) If the status is success and the secure session services are acting in the server role, the security
subsystem uses the app-gec-ctartsescion indication service primitive (see 773) to provide the
gession ID obtained in step a.3) above to the application. (If the secure session serviegs are acting
in the client role, the successful initiation is indicated by the return code from Configure).

Additional access control requests may be sent within the secure session, see,6\7°(sending) and 6.8
(recqiving).

A sequence diagram for this process flow is given in Figure 13.
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O

Peer ITS-S
| | |

| | |

| | handshake |
| ¢ >
1

Application Security Subsystem Adaptor Layer Secure Session

Start Session(received credentials, [session ID])
(Sec-Sess-StartSession)

|
|
|
|
|
|
|
|
|

[

|

|

|

|

|

|

|

I Check access
: control policy
|

T

|

|

|

|

|

|

|

alt [quccess]

Update state to
indicate valid
session

OEt ) f Secure Session role is Server]
|

: Session Id
iq (App-Sec-StartSession)

|

|

|

|

|

|

|

|

|

|

|

|

| |
[ |
| |
| |
| |
{ |
| | |
| |
1 |
| |
|

|

|

|

|

|

|

f

|

|

|

|

|

|

|

|

Update state to
indicate more
authentication
required

End session (See
end session

diagram)

Il
|
alt [if additional communication reqilired by policy]
|
|

Access control PDU
(Sec-AL-AccessControl)
>

ALPDU
(AL-Sess-Data)

B
Ll

datagram

\ 4

Figure 13 — Sequence diagram for Start Session

6.6 Send data
In this process flow the application on the home ITS-SU sends a datagram over an established ISO 21177

secure session. This subclause describes sending activities. The receive-side sequence is specified in
6.8.

18 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=0438dea9b456762b9418aee729556b3f

IS0 21177:2023(E)

Prequisites:
— The secure session service has been configured using the methods of 6.4.

— Ifthe secure session is a cryptographic secure session as specified in 5.3, there has been an initialize
step using the methods of 6.5.

There are two alternate paths for this process flow. In one path, the application has the option to
apply application-level non-repudiation to individual APDUs. In the other, the application never applies
application-level non-repudiation to individual APDUs. This document does not provide a mechanism
to negotiate which of these paths is followed; this choice is assumed to be a part of the application
spec fication If data is a stream rather than individual PDIs_the ;\pplir‘qfinn determines how to Sp]it

the stream into PDUs for submission to the secure session in the same way as is done for"FILS.

The process steps for this process flow are as follows.

a) The APDU is encapsulated as an leeel609Dot2Data in a way that depends on whether the
3pplication has the option to apply application-level non-repudiation to inidividual APDUs:

1) if the current APDU shall apply non-repudiation, the applicatieh_uses app-Sec-Ddta.request,
see 7.7.4, to send the APDU to the security subsystem for, Signing. The security subsystem
returns the signed APDU, which is an 1eee1609D0t2Data ofjtype signed as specified in IEEE
1609.2 (or, if appropriate, an error message) via App-sec&bata.confirm, see 7.7.5;

2) otherwise, the application creates an leee1609Dot2Bata as specified in IEEE 16(9.2, of type
unsecured, containing the APDU.

b) The application uses the app-AL-Data.request primitive, see 8.3.1, to provide the original APDU or
the APDU output from step a), as appropriate, te the adaptor layer.

c) The adaptor layer:
1) ACKs the data using App-Sec-Data.confirm, see 7.7.5;

2) adds the session non-repudiation service if so configured. This service is not speg¢ified in this
edition of this document but is planned for future revisions;

3) addsthe Data header asjspecified in 8.2, to indicate that the ALPDU is an application datagram;

4) the adaptor layer(provides the data to the secure session service via the A1.-Sess-Dta.request
primitive, see 94.1.

d) The secure session service:

1) ACKsthe data using AL-Sess-Data.confirm, see 9.4.2;

1) fragments (if necessary) and cryptographically protects the data and passes it to the network
stack for transmission to the peer trusted entity:.

A sequence diagram for this process flow is given in Figure 14.
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Application Security Subsystem Adaptor Layer Secure Session
Peer ITS-S
I I
I I
alt | [enable individual PDU signing?] |
I I
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APDU

f

|

I

I

(App-Sec-Data) |
g

I

|

i

[

|

|

I

f

|

I

I

|

|

I

|

|

I

(App-AL-Data) !
pp-AL-Data >|
|
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(App-Sec-Data)
|
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|
r [else] r I
| |
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1609.2 unsecured
| | |
data | |
« | |
I I I
| APDU | |
| (App-AL-Data) |
| | >
f f f
....... g S i S

|[no individual data signing] | |
I I I
appu | I
(App-AL-Data) |

Apply session-level
non-repudiation?
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ALPDU
(AL-Sess-Data) ’,

Protect,

datagram »I
I

T
I
|
[
|
I
|
| fragment
I
|
|
I
I
|

Figure 14 — Sequence diagram for sending data
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Send access control PDU

In this process flow the security subsystem creates an access control PDU to update the authorization
state on the peer security subsystem, i.e. to update the peer security subsystem’s knowledge of the
permissions and other authenticated properties of the home application. The access control PDU can
be created as result of a local access policy decision, or as result of an application command (through
an application/security subsystem interaction to be specified in the specification of an application that
uses the mechanisms provided by this document), or as the result of an incoming data or access control
PDU. This subclause describes sending activities. The corresponding receive-side sequence is specified
in 6.8.

Pre

q

The |
1

]
q

b)

A sed

uisites:

The secure session service has been configured using the methods of 6.4.

f the secure session is a cryptographic secure session as specified in 5.35thé sessi
tarted using the methods of 6.5.

process steps for this process flow are as follows.

The security subsystem generates an access control PDU and passes it to the adaptoq

he sec-AlL-AccessControl.request primitive, see 8.4.1.

NOTE In principle, the access control PDU can be individually signed or not. In this e
locument all the access control PDUs are not signed and are‘authenticated to the peer trus
rirtue of being sent over the secure session.

The adaptor layer:

) ACKs the access control PDU using sec-a&=AccessControl.confirm,

equal to accessControlld and the component value equal to the received access
as specified in 8.2;

) provides the ALPDU to the‘secure session service via the AL-Sess-Data.request p
9.4.1.

The secure session service:

) ACKs the ALPDY using AL-Sess-Data.confirm, see 9.4.2;

2) fragments'(if necessary) and cryptographically protects the data and passes it to

stack fer fransmission to the peer trusted entity.

uencesdiagram for this process flow is given in Figure 15.

bn has been

layer using

Hition of this
ted entity by

) creates an ALPDU, which is an Ise21177adaptorLayerppua with the component messageId

tontrol PDU,

rimitive, see

the network
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O

Application Security Subsystem Adaptor Layer Secure Session Poer ITS-S
[ [ [ [ |
| | | | |
| | access control PDU | | |
| | (Sec-AL-AccessControl) | | |
| | gl | |
| | | |
| | Add data header | |
| | | |
| | | | |
| | | ALPDU | |
| | | (AL-Sess-Data) o |

. n | .
I I I I
| | |
| | Protect, |
I I fragment I
| | |
| | | |
| | | data §|
| | | |
| | | |
| | | |
Figure 15 — Sequence diagram for sending access control PDU
6.8 Receive PDU

In this procg
routed to th

The send-sidle sequences are specified in 6.6 and 6.7.

Prequisiteg:

The sec

If the s
started

The process|

ss flow the peer trusted entity sends a datagram, which is received by the host ITS-S{
e secure session instance servicing the app. This'subclause describes receiving activj

lire session service has been configured using the methods of 6.4.

bcure session is a cryptographic secure session as specified in 5.3, the session has
using the methods of 6.5.

steps for this process flow are as follows.

ure session service fegeives a datagram from the peer trusted entity and checks thg
has not timed outdaSper the parameters set in b.3.ii.c) in 6.4;

le session has)timed out, the secure session handles it according to the specification
ire session;;See 9.5 for specification of how this is handled for TLS. The process flow
S;

erwise (i.e. if the session has not timed out) the secure session decrypts, integrity valid

I and
ities.

been

t the

f the
then

ates,
b the

defragments the received datagram to obtain the ALPDU. It passes the ALPDU t

ptor layer using the AL-Sess-Data.indication primitive; see 9.4.5.

ptor layer:

receives the ALPDU via AL-Sess-Data.indication;

if session non-repudiation is specified, checks that the non-repudiation code (i.e. the signature

on the session) is valid. This service is not specified in this edition of this document but is
planned for future revisions;

a) The sec
session
1) ifth
sec
end
2) oth
and
ada
b) The ada
1
2)
22
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3) checks the adaptor layer subtype of the ALPDU and acts according to the subtype as specified
in the following steps.

c) Ifthe ALPDU is a TLS handshake proxy PDU:

1) the adaptor layer forwards it to the appropriate TLS handshake proxy counterparty as
specified in 6.10.4.

d) Ifthe ALPDU is an access control PDU:

1) the Adaptor layer passes it to the security subsystem using the sec-AL-AccessControl.
indication, see 8.4.3;

2) the security subsystem applies the access control policy to determine what actios|to take. The
outcome is one of the following:

i) the access control PDU is valid and relevant and results in an tpdate of the security
subsystem state, meaning that there is a change to which ineoming data [packets are
accepted or rejected. See 5.6 for more details;

ii) the access control PDU is not valid or not relevant. TheSecurity subsystem state does
not change. Depending on policy and on the details gfithe incoming PDU, the security
subsystem will do one of the following:

a) generate and send an access control PDU in fesponse as specified in 6.7;
b) take no action.
e) Ifthe ALPDU is an APDU:

1) the Adaptor layer passes it to the application using the app-AL-Data.indication pfimitive, see
8.3.3;

2) the application:

i) optionally, performs pre*processing based on application logic and the content|of the APDU
to determine whetheér, to accept the APDU. The only decision the application] shall make
based on this pre¢processing is to take one of the following actions:

a) discard the APDU without responding or updating the state of the applicatjon or of any
resourees accessed by the application. In this case this control flow ends aft this point;

b) pdssthe APDU to the security subsystem for access control processing, as|specified in
step c) below, using the app-sec-TIncoming.request primitive, see 7.7.6. [This service
primitive also includes an indication of whether the session gives the option of using
application-level non-repudiation;

3)c-the security subsystem carries out the following steps. Steps e.3.i) and e.3.ii) in| 6.4 may be

H £ 3 i:la A |
Al TITCUO UUTTIT CTUITCT UTUTCT,

i) Ifthe app-Sec-Incoming.request primitive indicated that the APDU could have application-
level non-repudiation applied.

a) Ifthe APDU is an Teee1609Dot2Data of type signed, the security subsystem attempts to
verify it as per IEEE 1609.2.

If verification fails, the security subsystem returns that indication via app-sec-
Incoming.confirm (See 7.7.7) and the process flow ends.

If verification succeeds, processing continues.

b) Ifthe APDU isan Teee1609Dot2Data of type unsecured, processing continues.
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ii)

iii)
4) The
acc

Sequence dij
Figure 18 (A

c) If the APDU is an leee1l609Dot2Data of some other type, it is invalid. The security
subsystem returns that indication via app-Sec-Incoming.confirm and the process
flow ends.

The security subsystem applies the access control policy to the APDU to determine what
action to take. In this case the access control subsystem within the security subsystem
uses Sec-AuthState.request and Sec-AuthState.confirm to obtain the authorization
state. The access control decision is made on the basis of the input PDU contents, the
authorization state, and other information provided to the access control subsystem. The
other information used to make the access control decision is application-specific and an
application specification that uses other information will define an application-specific
EXTeNsION to the App-Sec INteriace to communicate this other Information.

The outcome of the access control decision process is one of the following:

a) the APDU is not acceptable as per the access control policy. The security subsyjstem
indicates this to the application via app-sec-TIncoming.confirm Depeénding on policy
and on the details of the incoming PDU, the security subsystem mdy generate andfsend
an access control PDU in response as specified in 6.7. The process)flow then ends;

b) the APDU is acceptable as per the access control policy and‘processing continues.

If this step has been reached, the APDU is acceptable. The<security subsystem indifates
this to the application via App-Sec-Incoming.confirm.

application may now “make use of” the APDU, e.g. theJapplication may alter its state, grant
bSs to resources, send responses, etc.

agrams for this process flow are given in Figure 16 (overview), Figure 17 (APDUs ddtail),
ccess control PDUs detail).
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Figure 16 — Sequence diagram for incoming datagrams (overview)
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Figure 17 — Sequence diagram for handling of incoming APDUs
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Figure 18— Sequence diagram for handling of incoming access control PDUs

6.9 | Extend session

6.9.1 _Goals

A secure session is based on certificates presented in the TLS handshake (see Reference [16] for more
details). The definition in Reference [16] recommends, but does not require, that a session expires
when one of the certificates in the session expires. This can be inconvenient for a long-lived association
between two devices, e.g. a traffic signal controller and an RSU. This subclause proposes a mechanism
for one party to indicate to the other that it has a new certificate with which it wishes the session to be
associated.

The intent of the mechanism is that a party to a communications session can provide a signed SPDU,
signed by a currently valid certificate, indicating that a new certificate is a successor certificate to
the original certificate. In this design, the signed SPDU includes a pduFunctionalType indicator as
specified in [EEE 1609.2b with a new value of sessionExtension (i.e. the PduFunctionalType data type of
IEEE 1609.2b is to be extended under this design).
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The mechanism presented in this document is not the only possible approach. In particular, an approach
based on the native TLS mechanism known as exported authenticators can be effective. However, to use
an approach based on exported authenticators requires additional work within [ETF to adapt exported
authenticators for IEEE 1609.2 certificates. The approach presented in 6.9.2 is also more consistent
with the IEEE 1609.2 security model.

6.9.2 Processing

Either party to a secure session can send a SessionExtensionPdu at any time before the expiry time of
the signing certificate that was sent in the handshake to the session. The SessionExtensionPdu is sent
without being requested. A SessionExtensionPdu contains nested SPDUs. The inner one contains the

proposed ng

the new cer
In more det
a) Party B
are, Par]
b) Party B
check t

thresho

Party Blaborts.
c) Party B[sends a SessionExtensionPdu with type identified by.SessionExtensionAckld as speq
in 7.6.26.
d) Party Blextends the lifetime of the session to the minimuin of:
1) the|maximum extension permitted by the access’control policy;
2) thelexpiry time of the new certificate from*‘Party A;
3) thelexpiry time of Party B’s current.certificate.
6.10 Secure connection brokering
6.10.1 Goafls
"Secure conpection brokering‘is the process by which two applications, each fronted by a brokel

securely coj
use to learr
standard TI|
eavesdropp

w certificate, signed by the old certificate. The outer one contains the inner one, sign¢
fificate. The timestamp in the HeaderInfo is used to prevent replay attacks.

hil, when Party B receives a SessionExtensionPdu from Party A, the following’steps ocg

checks that SessionExtensionPdus are permitted under the access control policy. If
ty B continues. If not, Party B aborts.

verifies the two signatures in the SessionExtensionPdu as perJEEE 1609.2, includ
at the generation time is within a tolerance threshold of the clirrent time. The tolef
d is to be specified for each specific ITS-AID. If the checks¢ass, Party B continues. I

inect via those brokers. The goal is to reduce the information that an eavesdroppe
informatient about the connection between the “fronted” applications. Specifically,
S 1.3 cofinection, the server certificate is unencrypted, which provides information

the initial T

the communpiegtion transitions to being directly between the two fronted applications only onc

LSAcommunications are protected by the secure session between the two brokers

ed by

ur.

they

Ing a
ance
[ not,

ified

[, can
" can

in a
[0 an

br as towhich application the client is communicating with. In the design in this docuinent,

and

e the

initial handshake has completed and no further unencrypted information will be sent between the two
fronted applications.

The specific

ation in this document supports TLS only, not DTLS.

This process flow supports secure service discovery as described in A.6.

6.10.2 Prerequisites

The prerequisites for secure connection brokering are as follows.

— Afronted client application is fronted by a client broker application; each may be on different or the
same ITS-Ss. There is a secure session between the fronted client and client broker, as per the secure

session

28

requirements of Clause 9.
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— A fronted server application is fronted by a server broker application; each may be on different or
the same ITS-Ss. There is a secure session between the fronted server and server broker, as per the
secure session requirements of Clause 9.

requirements of Clause 9.

within the secure session:

the indicated qpp]irqfinn'

The server broker and client broker are also securely connected, as per the secure session

Before a connection is brokered, each participant has demonstrated appropriate authorization

the fronted client has demonstrated to the client broker that it is authorized to act as a client for

The
proc
mech

|

q

1

q

.

q

6.10

An o
The

indicated applications.
The fronted client is registered to the client broker as able to receive notifications that t

gpplication is available to connect to.

The brokerInfo is used to route connections to the fronted server within the secure sess

numbers for the direct.connection and have created an internal representation of a so

the client broker has demonstrated to the fronted client and the server brok
authorized to act as a client broker;

the server broker has demonstrated to the fronted server and thejclient brok
authorized to act as a server broker;

the fronted server has demonstrated to the server broker that it is.authorized to ad
for the indicated application.

specifics of how this authorization is demonstrated and the Specifics of the servig
pss are to be specified separately. Any service discovery process is suitable for ul
lanisms of this document if, when the service discovery ptocess is completed, the follo

[he fronted server is registered to the server broker as-able to receive incoming conned

\ “private connection information” field referred to as the brokerInfo is known to all

he client broker and the server broker. This document does not place any requiren
yntax or semantics of the brekerInfo.

[he fronted client and the/fronted server have been provided with the IP address

onnection.

3 Overview

verview<of, the process, omitting some details and primitive invocations, is shown i

of th
the s

Hetailswof the process are given in the next subsection and constitute the normative §
is ptocess. This and the following subsections follow the convention that “(Secure)
§sion between the fronted client (respectively fronted server) and the client broker

er that is it

er that is it

t as a server

e discovery
se with the
ving is true.

tions for the

he indicated

four parties.
ion between
lents on the

es and port
ket for that

n Figure 19.
pecification
bession 1”7 is
resp. server

broker), and “(Secure) session Z” 1s the session between the Ironted client and the fronted server.

At th

e highest level of description:

— There is a setup stage during which the functional entities on each participating device are
configured to allow the brokering process.

— The fronted client initiates a TLS session by generating a c1ientHel1lo, which is sent over the existing

© IS0 2023 - All rights reserved

(fronted client <-> client broker), (client broker <-> server broker), and (server broker <-> fronted
server) secure sessions.

On receipt of the clientHello, the fronted server creates a new secure session which creates a
ServerHello message and returns this to the fronted client over the existing (server broker <->
fronted server), (client broker <-> server broker), and (fronted client <-> client broker) secure
sessions.

29


https://standardsiso.com/api/?name=0438dea9b456762b9418aee729556b3f

ISO 21177:

2023(E)

connection to the fronted client.

first data, if any) over a direct socket connection to the fronted server.

direct connection between the fronted client and the fronted server.

Once the serverHello has been sent, the fronted server transfers the session to a direct socket

Once the serverHelloisreceived, the fronted client sends the next TLS handshake message (and the

All following communications, including the conclusion of the TLS handshake, happen over this

6.10.4 Det

Once the pr

Figure 19 — Overview sequence diagram for secure connection brokering

hiled specification

Fronted Client ITS-S Fronted Server ITS-S
Fronted Client Fronted Client Fronted Server Fronted Server
Fronted Client Session 2 Session 1 Session 1 Session 2 Fronted S
ronted Llen (Fronted Client (Fronted Client [ ] [ ] (Fronted Server / (Fronted Client/ ronted server
Application Fronted Server) Client Broker) | CTient Broker | | Server Broker Server Broker) Fronted Server) AppTicatio]
T T T T T T T I
| | | - | - | o | | |
| | | Existing | Existing | Existing | | |
| | | secure | secure | secure | | |
session session session

| | e e | |
I ! (prerequisite): Establish brokerlnfo + public connection information forlserver and client : |
w T | e 0 B (0 I e e e S

I ) | I I I I I, Setproxy I
| Start s¢ssion request | | | | | | handoff |
| (initial|data) | | | | | < information |
| | | | | | | |
: : ClientHello : : : : : :

for proxyin,

| PTORYINE | | | | |
: : : Proxif:d ClientHello + session metadata J : :
| | | gl gl gl | |
! ! ! ! ! ! ClientHello ! !
| | | | | |
: : : : : : ServerHello : :
| ! 1 1 1 1 for proxying |
| | | 1 1 | | |
| | | Proxied ServerHello + session metadata | | |
| | I« 1< 1< i | |
| | | | | | | |
| 1 ServerHello | | | | | |
| | | | | | |
| | | | | |
| Handoff from | | | | Handoff from |
| proxied socket | | | | proxied socket |
: to direct socket : : : : to direct socket :
L kL : TLS contr;ol messages and applicétion datagrams : J‘ J
1 Tl | | | | | i il
| | | | | |
| | | | | |

brequisites have begen satisfied, the following setup activities take place.

a) On the fronted client]TS-S:

1) the
inst

fronted <lient application instructs the security subsystem to configure a secure se
ance_to>send a proxied ClientHello using the aApp-sec-Configure.request Se

pri

k

itivef see 7.7.1, with parameters Proxied = true, BrokerInfo equal to the establ
brokerinfo, and proxying session ID equal to the ID of the connection to the client broker;

5sion
rvice
shed

2)

the security subsystem instructs the secure session instance (session 2) to send a proxied

ClientHello using the sec-sess-Configure.request primitive, see 9.3.1, with parameters

30
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Proxied = true, BrokerIinfo equal to the established brokerInfo, and proxying session ID equal

to the ID of the connection to the client broker.

On the client broker ITS-S:

the client broker application uses the app-AL-EnableProxy.request service primitive, see 8.3.4,
to configure the adaptor layer to permit proxying of handshake messages for the indicated

connection.

On the server broker ITS-S:

1) the server broker application uses the App-AL-EnableProxy.request Service primitive to

b)
)
‘)
d)
D
4

Following the setup activities, the process flow is as follows. The specific process flows on

Dn the fronted server ITS-S:

configure the adaptor layer to permit proxying of handshake messages forrthe indicated

connection.

the fronted server application uses the app-Sess-EnableProxy.requbst Service p
9.2.1, to configure a secure session instance to permit proxying of handshake mesj
indicated connection;

the fronted server application uses the aApp-AL-EnableBroxy.request Servic
see 8.3.4, to configure the adaptor layer to permit progying of handshake mess
indicated connection.

rimitive, see
ages for the

P primitive,
ages for the

the fronted

clienf, the client proxy, the server proxy, and the fronted server are given in Figure 20, Figure 21,
Figufe 22 and Figure 23, respectively.
a) On the fronted client:

1) the fronted client Session 2:

i) createsaclientHello,

ii) since it was configured in setup step a) to use proxying, uses the aAL-sess-
ClientHelloProxy.dndication service primitive, see 9.4.7, to send the clientfello to the
adaptor layer;

2) the adaptor layert;

i) uses the)'clientHello and brokerinfo parameters from the receivefl aL-sess-
CliemtHelloProxy.indication to create an ALPDU oftype TlsClientMsgl, see|8.2.5,

ii) uSes the aL-sess-Data.request service primitive, see 9.4.1, to pass the ALPI)U to secure
session 1 (the Session ID parameter indicates the session that shall handle the|[ALPDU),

ili) configures itself to remember that the presented brokerInfo corresponds to [connections
thVVCCll SCLUIT DCDD;UII 1 aud SCLUIT DCDD;UII 2,

3) the secure session 1 sends the ALPDU as one or more datagrams to the peer secure session

instance on the client broker.

b) On the client broker:

1)

the secure session connection to the fronted client:

i)

receives the datagrams and decrypts and reconstructs the ALPDU,

© IS0 2023 - All rights reserved
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ii) uses the aL-sess-Data.indication service primitive, see 9.4.3, to pass the ALPDU to the
adaptor layer;

2) the adaptor layer:
i) receives the ALPDU via the AL-Sess-Data.indication primitive,
ii) determines that the ALPDU is of type T1sclientMsgl, see 8.2.5,

iii) determines that it has been configured to proxy c1ientHel1lo messages with the brokerInfo
field of the ALPDU, as done in setup step b), and that this configuration has not timed out
or completed,

iv) | determines from the information provided in setup step b) which secure sessioncinstance
to provide the ALPDU to,

v) |uses the AL-sSess-Data.request primitive, see 9.4.1, to provide the ALPDU to the s¢cure
session with the server broker;

3) thelsecure session connection to the server broker sends the ALPDU as éne or more datagfams
to the peer secure session instance on the server broker.

c) Onthe gerver broker:
1) the|secure session connection to the client broker:
i) [receives the datagrams and decrypts and reconstructs the ALPDU,

ii) |uses the AL-Sess-Data.indication primitive, sée'9.4.3, to pass the ALPDU to the adaptor
layer;

2) theladaptor layer:
i) [receives the ALPDU via AL-Sess-Daté~indication,

ii) |determines that the ALPDU is of tiype T1sclientMsgl, see 8.2.5,

iii) [determines that it has beef'configured to proxy clientHello messages with the brokefrInfo
field of the ALPDU, as done‘in setup step c), and that this configuration has not timed qut or
completed,

iv) | determines from'the information provided in setup step c) which secure session instance
to provide the AEPDU to,

v) |usestheal*Sess-Data.request primitive to provide the ALPDU to the secure session|with
the fronted server;

3) thelsecure session connection to the fronted server sends the ALPDU as one or more datagfams
to thelpeer secure session instance on the fronted server.

d) On the fronted server:
1) the secure session connection to the server broker (secure session 1):
i) receives the datagrams and decrypts and reconstructs the ALPDU,
ii) usesAL-Sess-Data.indication to passthe ALPDU to the adaptor layer;
2) the adaptor layer:
i) receives the ALPDU via AL-Sess-Data.indication,

ii) determines that the ALPDU is of type T1sClientMsgl,

32 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=0438dea9b456762b9418aee729556b3f

IS0 21177:2023(E)

iii) determines that it has been configured to accept proxied clientHello messages with the
brokerinfo field of the ALPDU, as done in setup step d), and that this configuration has not

timed out or completed,

iv) uses the AL-sess-ClientHelloProxy.request Service primitive, see 9.4.6, to provide the

CclientHello and brokerlnfo to the secure session services;

to provide

3) secure session 2:

i) receives the ClientHello and metadata via A1.-Sess-ClientHelloProxy.request,

ii) creates a secure session instance and secure session ID,

iii) generates the TLS response message (serverHello and other server handshaIJe messages)
and forms a single datagram containing the messages,

iv) uses the aL-Sess-ServerHelloProxy.indication service primitive) see 9.4.9
the serverHello and metadata to the adaptor layer,

v) configures itself to accept incoming connections from the sefiver socket proy

=1

1

i)

ii)

iii)

iv)

i)
ii)

}) the adaptor layer:

) the secure session 1 sends the ALPDU as one or more datagrams to the peer se
instance on the client broker.

Dn the server broker:

) the secure sessiohr-Connection to the fronted server:

) theadaptor layer:

App-Sess-EnableProxy.request Service primitive in setup-step d)1) and trans
state to that connection;

uses the serverHello datagram and the jbrokerInfo from the receive
ServerHelloProxy.indication service primitive to createan ALPDU of type T1s

determines from the information provided in setup step d) which secure sess
to provide the ALPDU to,

uses the AL-Sess-Data.request service primitive to provide the ALPDU securg

disables proxying with respect to that brokerInfo;

receivesythe datagrams and decrypts and reconstructs the ALPDU,

USESAL-Sess-Data.indication to pass the ALPDU to the adaptor layer;

rided by the
fers the TLS

d AL-Sess-
ServerMsgl,

jon instance

session 1,

fure session

i) receivesthe ALPDU via the a1.-Sess-Data.indication primitive,

ii) determines that the ALPDU is of type T1sserverMsgl,

iii) determines thatithas been configured to proxy serveriello messages with the brokerInfo
field of the ALPDU, as done in setup step c), and that this configuration has not timed out or
completed,

iv) determines from the information provided in setup step c) which secure session instance
to provide the ALPDU to,

v) uses the aAL-Sess-Data.request primitive, see 9.4.1, to provide the ALPDU to the secure

session with the server broker,
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f)

g)

34

vi)

disables proxying with respect to that brokerInfo;

3) the secure session connection to the client broker sends the ALPDU as one or more datagrams
to the peer secure session instance on the client broker.

On the client broker:

1) the
i)

secure session connection to the server broker:

receives the datagrams and decrypts and reconstructs the ALPDU

ii) uses the AL-Sess-Data.indication service primitive, see 9.4.3, to pass the ALPDU to the

2) the

vi)

3) the
tot

On the fironted client:

1) the

2) the

v)

adaptor layer;

adaptor layer:

receives the ALPDU via the AL-sess-Data.indication Service primitive,
determines that the ALPDU is of type T1sserveMsgl, see 8.2.6,

determines that it has been configured to proxy serverHello messages with the broke|
field of the ALPDU, as done in setup step b), and that this configuration has not time
or completed,

determines from the information provided in setup stepyb)'which secure session inst
to provide the ALPDU to,

uses the AL-sess-Data.request service primitiveysee 9.4.1, to provide the ALPDU t
secure session with the client broker,

disables proxying with respect to that brokerinfo;

secure session connection to the frontedclient sends the ALPDU as one or more datag
he peer secure session instance (secuike session 1) on the fronted client.

secure session connection-fo'the client broker (secure session 1):
receives the datagrams-and decrypts and reconstructs the ALPDU,

uses the a1-sess<Bata.indication service primitive, see 9.4.3, to pass the ALPDU t
adaptor layer;

adaptor layer:
receives:the ALPDU via the AL-sess-Data.indication Service primitive;

determines that the ALPDU is of type T1sserveMsgl, see 8.2.6;

rinfo
d out

ance

b the

rams

b the

as per its self-configuration in step a.2.iii), determines that the serverHe110 message and

metadata should be provided to secure session 2,

uses the AlL-Sess-ClientHelloProxy.request primitive to provide the serverHello

message and metadata to secure session 2,

disables proxying with respect to that brokerInfo.

3) secure session 2:

i)

ii)

receives the ServerHello and metadata via the AL-Sess-ClientHelloProxy.request Service

primitive, see 9.4.6,

generates the TLS response message,
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iii) reconfigures itself to use the communications socket provided in setup step a) (which
provides a direct connection to the fronted server), transfers the TLS state to that
connection, and sends the TLS response message via that connection,

iv) uses the sec-sess-start.indication primitive, see 9.3.3, to indicate that the session has
been established.

At this point the secure session has been directly established between the fronted client and the
fronted server and any additional activities within the session are covered by other process flows in
this document.

Fronted Client ITS-S

Fronted Client / Fronted Client /

- - Client Broker Fronted Server Q Servg%(er /
Fronfed Client Security Subsystem Adaptor Layer Secure session Proxied secure session Client Broker: Fronted Server
|
|
|

| AR R Rt #

' '
(setup a.1, a.2): Configure.req(Proxied = yes, Proxying Session = 1, Broker Info = bi, Socket = 5)

|
(setup a.2):(Sec-Sess-Configure) |

A 4

Proxied Session = 2, brokerInfo = bi)
(AL-Sess-ClientHelloProxy)

|

]

1 a.1:ClientHello proxy request (Proxying Session = 1,
|

|

<

<

a.2.1: Create ALPDU containing
ClientHello contents +
metadata

a.2.ii: ALPDU
(TlsClientMsg1Pdu)
(AL-Sess-Data)

A A

aB: datagram(Tls(;lientMsnga du)

t
|

|

|

|

|

|

|

|

|

|

!

| |
| | b,cdef:
I

|

|

i

|

|

|

J

|

|

|

|

|

\ 4

|

|

|

|

|

|

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| Proxied Harfdshak |
1 1 ToX1e arjdshake |
I * g
f.3: datagram(TlsServerMsg1Sapdu) ! :
| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

I |

|

|

A

g.1: ALPDU
(TlsServerMsg1Pdy)
(AL-Sess-Data)

|
I
I
I
i
I
i
i
i
i
i
|
I
I
I
|
e
|

|

|

|

|

|

|

g.2: Unwrap ALPDU |
Identify Session 2 as recipient. |
|

g.2.iv: Server Hello Proxy + Broker Info :
»

|

|

1

(AL-Sess-ServerHelloProxy)
|

g.3:Sec-Sess-Start(credentials)

g.3.iii: Reconfigure session
to use handoff socket

! ! data

(App-AL-Data) (AL-Sess-Data)

A\ A

T
|
|
|
|
data . : data
|
I
|
|
|
|
|

Figure\20 — Sequence diagram for secure connection brokering operations on the¢ fronted
client
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Client Broker ITS-S

Client Broker-
Fronted Client Client Broker
Fronted Client entity Secure Session Adaptor Layer
I
I

Client Broker-
Client Broker Server Broker
Application Secure Session Server Broker entity Fronted Server entity
I

| (prerequisite) | : : | (prerequisite) :
I Existing I I I I Existing I
:4. o securesession oL .,: ! ! le----pEmuEsehn L ,:
| (prerequisite) Establish brokerlnfo + public connection information for server and client |

< + P - - - - - mmmmmmmmm - oo R >

(setup step b):

Enable Proxy

(brokerInfo,

Client App SSID,

Server Broker SSID)

(App-AL-EnableProxy)

(b.1): datagram
(TIsClientMsg1Sapdu)

(b.Lii): ALPDU
(TlsClientMsg1Pdu)

Il (Al-Sess-Data)

1
(b.2): Check ALPDU type
Unwrap ALPDU, extract brokerInfo
Check Broker Info is valid
Rewrap ALPDU

I
(b.2.v): ALPDU
(TlsClientMsg1Pdu)
(AL-Sess-Data)

A

(b.3): datagram(s)
(TlsClientMsg1Sapdu)

I
I
I
I
I
I
I
I
I
I
I
I I
I I
I I
I | (c,d, e):
: : Proxied handshake
| | (£1.0): datagram(s) d
I I (TIsServerMsg1Sapdu) I
| ! < 1
1 (£.1.ii): ALPDU 1
I (TlIsServerMsg1Pdu) I
: (AL-Sess-Data) :
I i i I
| (£.2): Check ALPDU type | |
! Unwrap ALPDU, extract brokerInfo ! !
: Check Broker Info is valid : :
1 Rewrap ALPDU 1 1
: (£.2.v): ALPDU : : :
1 (TlsServerMsg1Pdu) 1 1 1
1 (AL-Sess-Data) I I I
™~ 1 I I
I I I
: f.3.vi): Remove Broker Info : :
(f.3): datagram(s) : : : :
(TlsServerMsglSapdu) | | | |
] I I I
I I I I
| | | | handpff
I I |} I
SR R U R I TuScontrol messafiesand application datagrams _ } | R
I I I

Figure 21 4 Sequence diagram for secure connection brokering operations on the client brpker
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Fronted Client entity Client Broker entity
| |

(prerequisite)
Existing secure

|
............. ----

(c.1.i): datagram
(TIsClientMsg1Sapdu)

(e.3): datagram(s)

(TlsServerMsg1Sapdu)

Server Broker ITS-S
Client Broker- Server Broker-
Server Broker Server Broker Server Broker Fronted Server
Secure Session Adaptor Layer Application Secure Session Fronted Server entity
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Figure 22 — Sequence diagram for secure connection brokering operations on thg server
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Figure 23 — Sequence diagram for Ssecure connection brokering operations on the fronted
server

6.11 Force end session

In this process flow, theapplication or the security subsystem instructs the secure session servides to
force end the current séssion.

Prerequisites:

— The secptessession service has been configured using the methods of 6.4.

— Ifthe secure session is a cryptographic secure session as specified in 5.3, there has been an initialize
step using the methods of 6.5.

The process steps for this process flow are as follows.
a) Either of the following happens:
1) the application determines that the session should be ended:

i) the application notifies the security subsystem using the app-sec-Endsession.request
primitive; see 7.7.8,
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a) ACKs the request via App-Sec-EndSession.indication primitive; see 7.7.9,

b) notifies the adaptor layer using the sec-AL-EndSession.request primitive, see 8.4.4;

the security subsystem determines that the session should be ended:

i) the security subsystem notifies the application using the app-sec-Endsession.indication

primitive; see 7.7.9,

ii) the security subsystem notifies the adaptor layer using the sec-A1-Endsession.request

b)

1

A sed

primitive; see 38.4.4.

The adaptor layer:

The secure session service:

juence diagram for this process flow is given in Figlire 24.

Application Security Subsystem Adaptor Layer

PN

alt

end session
(App-Sec-EndSession)

Yo _

end session
(Sec-AL-EndSession)

—_—_——— . — — —

end\session
[App-Sec-EndSession)

~ ]

end session

_———

(Sec-AL-EndSession) >|
|

) ACKSs the request using the sec-AL-EndSession.confirm primitive; see 814.5;

) ACKs the request using the A1,-Sess-EndSession.confiriprimitive; see 9.4.5;

) notifies the secure session services that the session should be terminated via the An-sess-
EndSession.request primitive; see 9.4.4.

) if session termination for the specific secure session mechanism requires pedr datagram
exchange, the peer secure session entities carry out'the session termination process.

Secure Session

O

©ISO

-4 —— -

Figure 24 — Sequence diagram for Force End Session
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6.12 Session terminated at session layer

In this process flow, the peer-trusted entity terminates the session at the session layer, connectivity
to the peer is lost, or the secure session times out. The secure session services become aware that the
session has terminated and inform the higher layers.

Prerequisites:
— The secure session service has been configured using the methods of 6.4.

— Ifthe secure session is a cryptographic secure session as specified in 5.3, there has been an initialize
step using the methods of 6.5.

The process|steps for this process flow are as follows.

a) The secure session service informs the security subsystem that the session has terminated yising
the sec{sess-EndSession.indication primitive; see 9.3.4.

b) The secprity subsystem:

1) notjfies the application using the App-Sec-EndSession.indication primitive; see 7.7.9;

2) notjfies the adaptor layer using the sec-AL-Endsession.request primitive; see 8.4.4.

c¢) The addptor layer ACKs the request using the sec-AL-EndSessiofi} 6nfirm primitive, see 8.4.5

O

Peer ITS-S
|

A sequence fliagram for this process flow is given in Figure 25.

Applicafion Security Subsystem Adaptor Layer Secure Session

|
[
Sec-Sess-EndSession

end session
(Sec-AL-EndSession)

end session
(App-Sec-EndSession)

—— -t

|

| |

| |

| |

| | |

| | |

L g | |
| | |

| | |

| | |

Figure 25 — Sequence diagram for Session Terminated at Session Layer

6.13 Deactivate

In this prodess, flow the secure session services are instructed to deactivate, i.e. to stop using the
credentials fhdt'were proved in the corresponding "Configure" process flow and (if in a server role) to
stop accepting-incoming cannections This process flow has na effect on existing sessionsg

Prerequisites:
The secure session service has been configured using the methods of 6.4.
The process steps for this process flow are as follows.
a) Either of the following happens:
1) the application determines that the secure session services should be deactivated:

i) the application notifies the security subsystem using the app-Sec-Deactivate.request
primitive; see 7.7.10,
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ii) the security subsystem:
a) ACKs the request via App-Sec-Deactivate.confirm primitive; see 7.7.11,

b) notifies the secure session services using the sec-sess-Deactivate.request primitive;
see 9.3.5;

2) The security subsystem determines that the session should be ended:

i) the security subsystem notifies the application using the app-sec-Deactivate.indication
primitive; see 7.7.12,

11) the Securlty Subsystem notifies the secure session Sservices using thqd sec-sess-
Deactivate.request primitive; see 9.3.5.

b) The secure session service:
1) ACKs the request using the sec-sess-Deactivate.confirm primitive;see 9.3.6;

1) stops accepting new incoming connections (if in a server role)~or attempting tp start new
outgoing connections (if in a client role);

b

3) deletesall state relevant to new sessions (while maintaining.state relevant to existing sessions).

NOTH The secure session instance does not delete the cryptematerial handle contents, just the local
refergnce to the cryptomaterial handle held by the secure session,

A sequence diagram for this process flow is given in Figure 26.

Application Security Subsystem Adaptor Layer Secure Session

Peer ITS-S
| | | | |
| | | | |

alt ) | | | |

| | | | |

: deactivate : : : :
App-Sec-Deactivate

—(app LS | | |

| [ | | |

| | deactivate | | |

| | (Sec-Sess-Deactivate) >| |

| | | | |

) for] 1 r 1 |

| | |

| | |

decativate | deactivate | |

| |

| |

T |

| |

T |

! |
' |
' |
|< (App-Sec-Deactivate) (Sec-Sess-Deactivate) >l
' |
! T
' |
! T

|
T
|
[
Figure 26 — Sequence diagram for Deactivate

6.14 Secure session example

This subclause illustrates how the process flows from the previous section can be put together to full
execution of an entire secure session instance. This illustration does not show connection brokering.
The session runs between two ITS application processes referred to as the initiator and the responder.

— First, both the initiator and the responder application processes configure the security subsystem
and the secure session services as specified in 6.4.
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— The initiator application process sends data to its adaptor layer. This prompts the initiator secure
session services to connect to the responder secure session services, resulting in the Start Session
process flow as specified in 6.5. In this flow the credentials exchanged in the handshake are
provided to the receiving security subsystem. The credential exchange is shown as optional in the
figure because the credentials are only exchanged if the session is a cryptographic secure session,
not if it is a physical secure session.

— Following the "Start Session" process flow, the responder secure session services provide the data
to the responder application process via the responder adaptor layer as specified in 6.8.

— The initiator and responder send and receive data. Sending data is specified in 6.6 and receiving

data is g

— During
informg
access (
figure, t
of the i

— One pa
conseqy
with it 4

- AR yall o]
PCLIIICU IIIrv.ou.

the exchange, the initiator or responder may determine that additional accesslco
tion is needed. Additional access control requests and responses are sent, via- the
ontrol PDU, process flow see 6.7. Receiving access control PDUs is specified 'in 6.8. |
he responder is shown as requesting the access control PDUs, but in practice either or
itiator and the responder may send a request.

ty, in this illustration, the initiator, force ends the session, asCspecified in 6.11.
ence, the responder secure session instance informs the other functional entities assoc
hat the session has been terminated at the session layer, as spetified in 6.12.

— Both pz:lrties deactivate the secure session services as specified {n 6:13.

Figure 27 s
italics.

ows all the information flows associated with this 4lixstration. Optional data flows 3

ntrol
Send
h the
both

As a
jated

re in
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Figure 27— Sequence diagram for complete secure session example

7 S$ecuritysubsystem: interfaces and data types

7.1 | Geéneral

The security subsystem:

— implementsaccess control processing onincoming data when so requested using App-sec-Incoming.
request; see 7.7.6;

— signs outgoing APDUs if so requested by the application using app-Sec-Data.request; see 7.7.4;

— verifies incoming APDUs if so requested by the application using App-sec-Incoming.request; see
71.7.6;

— generates requests for, and responses to requests for, additional access control information;

— updates its state in response to received access control PDUs;
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participates in configuration activities associated with:

"Configure", see 6.4,
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"Start Session", see 6.5,
"Force end session", see 6.11,

"Session” terminated at session layer, see 6.12, and

activate", see 6.13.

[hat is conformant to this document shall invoke App-sec-TIncoming.request (see7.7
1ing APDU before “making use” of it, i.e. before using that APDU to alter the staté g
pr a resource and before generating a response APDU. An application that is confor
iment may use application logic to “reject” an incoming APDU without\invoking
g.request on that APDU, i.e. it may use application logic and the content of the AP
ot to alter the state of an application or resource or not to generate a response APDU.

s control policy and state

 subsystem determines whether an APDU passed to it viaAgp-sec-Incoming. request
1, i.e. whether the access control policy permits the application to make use of the AP}
ke this determination, it uses the following inputs:

hications with the peer-trusted entity;

If the peer trusted entity uses the same certificate across multiple sessions, the home sed
m can use information learned in previous-sessions in making access control decisions,
d by the access control policy.

e of the home ITS-SU: for example,fer an ITS-SU in a vehicle, the access control policy]
At access to certain resources is enly permitted if the vehicle is not moving;

U itself;

ent state of the application, based on APDUs sent and received and on the configurati
ication.

ent does not provide interfaces for the security subsystem to learn about the state d
J: the assumption is that if an ITS-SU supports access control policies that involve th
rties of thedTS-SU, then the implementation of the security subsystem will have accq
Fties.

b control policy so requires, the security subsystem can generate access control PD

. An
b) on
f the
mant
App-
U to

(see
U.In

rnal state, i.e. information that it has learnedgabout the peer-trusted entity dfiring

urity
if so

may

on of

f the
P use
ss to

Js to

request add

tienal information from the peer trusted entity and use the responses to update ijts s

tate.

The security subsystem can also generate responses to requests received as access control PDUs from
the peer security subsystem. The two forms of additional information supported in this document are
enhanced authentication, specified in 7.3, and extended authentication, specified in 7.4.

This document does not provide a specification for the access control policy language. An access control
policy may specify many different conditions for controlling access, such as:

session

handshake as obtained via the sec-Sess-startSession.indication service primitive;

particular activities;

44

the PSID (= ITS-AID) and (optionally) SSP that shall appear in the received certificate for the secure

whether enhanced or extended authentication is required for access to specific resources or for
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— whether there are particular conditions on the state of the home ITS-SU that shall be fulfilled to
carry out particular activities.

Since the security subsystem applies the access control policy directly to APDUs, it is necessary for the
security subsystem associated with a particular application to be able to interpret APDUs. The security
subsystem implementation for a particular application will therefore in general be application-specific.
This document specifies an internal security subsystem interface consisting of the sec-authstate.
request and Sec-AuthState.confirm primitives to provide information about authorization state from
the authorization state subsystem to the access control subsystem. The authorization state subsystem,

and this interface, are not application-specific.

7.3

7.3.1

This
owny(
as th
valug
of ar
73t
secrd
the 4
contl
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1

q

1
1
1

1
1

q

This
Requ
valug
the
impl

dccessing device;

dccessing device,

Enhanced authentication

Definition and possible states

subclause specifies enhanced authentication. In enhanced authentication,, one party
e and the other party acts as the accessor. The owner stores or obtains)a secret value
e enhanced authentication secret. Information derived from the enhianced authentig
e is provided to the accessor. The means for providing this information are part of the §
application that uses the mechanisms given in this document; possible examples

b facilitate understanding. The owner then requests that the ‘dccessor proves knowj
t by sending an enhanced authentication request access gontrol PDU over the secure
ccessor proves knowledge of the secret by sending an enhanced authentication Resp
rol PDU to the owner.

ples of enhanced authentication include:

he accessed device displays a personal identification number (PIN) which is entel

he owner comes up with a PIN and enters it into both the accessed and the accessing d

he accessed device has a secret"which is also stored on a token such as a keyfob a
he accessed device. The owner taps the keyfob against the accessing device to transf
ecret itself or a value derived from it;

he accessed device has\a’seed for generating one-time passwords (OTPs). The ownel
hat generates the same set of one-time passwords. The owner enters the current (

document supports multiple mechanisms for enhanced authentication. In each meg
est and Response both include values derived from the secret, rather than the secr
e in the-Request is referred to as the identifier and the value in the Response is re

bmeént'enhanced authentication is based on password based authenticated key exchan

acts as the
referred to
ation secret
pecification
hre given in
ledge of the
session, and
onse access

red into the

evice;

ssociated to
br either the

has an app
TP into the

hanism, the
bt itself; the
ferred to as

erifier,"The specific mechanisms are specified in 7.3.6. The mechanism used in this document to

be (PB-AKE)

mech

)ahisms, a well-studied mechanism within cryptography, which allows two parties

to establish

shared knowledge of a weak secret without allowing offline guessing attacks by an attacker who
records or participates in the session. An informative overview of PB-AKE is provided in IEEE 1363.2.

Enhanced authentication is provided interactively: one party to the communication requests the
enhanced authentication and the other provides it. Enhanced authentication may be requested by
either party to the communication, whether that party played the role of the client or the server in the
original TLS handshake.

7.3.2 States for owner role enhanced authentication

For any individual secure session and any enhanced authentication secret, the “owner role enhanced
authentication state” with respect to that secret may be one of the following:

— ‘Unestablished’ - no request has been sent.
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‘Pending’ - a request has been sent but no valid response has been received.

‘Established’ - a valid response has been received.

ause, the state for an (i: application, j: session, k: secret) tuple is denoted by O(i,j,k).

0(i,j,k) for a particular session identifier j is set to ‘Unestablished’ when the session is created (by app-
Sec-Configure.request if the session role is client, and by sec-sess-StartSession.indication if the
session role is server. When the owner role enhanced authentication state is ‘Unestablished’, incoming
enhanced authentication Response access control PDUs with respect to that secret are ignored.

0(i,j,k) transitions from ‘Unestablished’ to ‘Pending’ when the security subsystem sends an enhanced

authentication request access control PDU with respect to k. This may happen when promptedsb

application,
or triggers
this docums

When O(i,j,k
access conti

authentication request access control PDU, the trigger for sending additional enhanced authentic

request acc
mechanism§

0(ij,k) tran
defined tim
application

0(i,j,k) trang

by the access control policy, by a timer, in response to an incoming APDU, or by othet ey
0 be specified in the specification of an application that uses the mechanisms providé
nt.

ol PDUs with respect to that enhanced authentication secret. As with the initial enha

bss control PDUs is to be specified in the specification of an, application that use
provided by this document.

bitions from ‘Pending’ to ‘Unestablished’ on the end of session j, on access control p
bout, or in response to other events or triggers are to be specified in the specification
hat uses the mechanisms provided by this documenit:

itions from ‘Pending’ to ‘Established’ when the.Security System receives a valid enhg

y the
rents
ed by

) is ‘Pending’, the security subsystem may send additional enhanced authentication request

nced
htion
5 the

licy-
of an

nced

authentication Response access control PDU corresponding to an enhanced authentication request

access conty
that has no
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When 0(i,j, A
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A state macl

pn j, on access control policy-defined timeout, or in response to other events or trig

ol PDU that was sent over session j with reéspect to enhanced authentication secret |
[ timed out. The definition of a valid response depends on the enhanced authentic
in use and is given in the individual enhanced authentication mechanism section; see ]

ng enhanced authentication Response access control PDU with respect to k are ignore

role enhanced authentication state transitions from ‘Established’ to ‘Unestablished’ o

ecified in the specification of an application that uses the mechanisms provided by

nine diagram-£or’enhanced authentication is provided in Figure 28.
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Figure 28 — Informal state machine for the enhanced authentication module
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State for accessor role enhanced authentication

For any individual secure session and any enhanced authentication secret identifier, the “accessor role

enha

nced authentication state” may take one of the following values:

‘Established’ - a request has been received and a valid response has been sent;

‘Unestablished’ - otherwise.

The state with respect to an unknown identifier is automatically ‘Unestablished’.

If an enhanced authentication request access control PDU is received containing a particular identifier

isre
in 7.3
1

1

The

‘Established’ to ‘Unestablished’ on session end, on access control policytdefined timeout, or

to of
mech

7.3.4

The

acced
secrq
secrd
Estal

For g

For 4
addr

The

invalid responses to an authentication request, e.g. it may require that the session is termir

7.3.5

Enh4

4
1

felved and the security subsystem can construct a valid response as per the mechanis
.6, then:

he security subsystem constructs that response and sends it via sec-AL-AccessContrd

he state with respect to that enhanced authentication secret is transitioned to ‘Establ

her events or triggers is to be specified in the specificatiorx of an application th
lanisms provided by this document.

Use by access control

hccess control policy for any resource or action may*require a particular state for oy
sor role before the action may be taken. The d€sign supports multiple enhanced au
ts. If there are multiple enhanced authentication secrets the policy may be speci
t or may be more general, for example requibing that owner role enhanced authenticg
plished for at least one of the secrets.

wner role, each enhanced authentication secret can be identified within the policy.

ccessor role, the secrets cannot.be known in advance and so the access control pol
ess the number of secrets fortwhich the state is Established.

hccess control policy may~also specify action to be taken if a peer provides a certail

Methods for‘providing enhanced authentication
nced authentication is established with the following process flow.

A\n instanhce of the security subsystem acting in the owner role sends an enhanced au
equestaccess control PDU.

Ins specified
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shed’.

hccessor role enhanced authentication state with respect to a partigular secret trapsition from
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Response access control PDU containing a valid response to the corresponding request.

The following mechanism is supported.

— Enhanced authentication with "Secure Password Authenticated Key Exchange 2" (SPAKE2);[14] see
7.3.6.

7.3.6 Enhanced authentication using SPAKE2

SPAKE?2 is carried out as specified in Reference [14] with the following configuration choices.

— The group used is the elliptic curve NISTp256.

©ISO
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— A, “Alice’s identifier”, is the certificate presented by the TLS server in the handshake and provided
to the client via sec-Sess-StartSession.indication.

— B, “Bob’s identifier”, is the certificate presented by the TLS client in the handshake and provided to
the server via sec-sess-StartSession.indication.

The request contains 7, calculated as specified in section 3.2 of Reference [14]. It may also contain a
password hint to allow the responder to select between multiple recently received secrets.

The response contains S, calculated as specified in section 3.2 of Reference [14]. It also contains a field
hashOfKPrimeRespId, calculated as follows.

— The qugntity K is the 32-byte output of the SHA-256 hash of the session variables as specifipd in
section 3.2 of Reference [14].

— ID is th¢ certificate out of A and B as specified above that is owned by the responder,
— The qudntity hashofkprimeRespId is calculated as the SHA-256 hash of [len(K), K len(ID), ID],

The responge can potentially request proof of knowledge from the original requester. In this |case,
the requester sends a “requester response” that contains the field hashOfKRrimeRelld, calculated as
follows.

— The qugntity K is the 32-byte output of the SHA-256 hash of the&Session variables as specifigd in
section 3.2 of Reference [14].

— ID is th¢ certificate out of A and B as specified above that is 6wned by the requester.

— The qugntity hashofkPrimeRespId is calculated as the SHA-256 hash of [len(K), K, len(ID), ID],
With regard to enhanced authentication, the requester.anay be only in one of the following states:
— no enhdnced authentication;

— responder authenticated.

The responder may be in only one of the following states:

— no enhanced authenticationl;

— responder believed authenticated, no requester authentication requested;

— responder believed authénticated, no requester authentication received;

— mutually authenticated.

The Requesf data type is specified in 7.6.13. The Response data type is specified in 7.6.14.

NOTE Af the time of publication, the Internet Research Task Force (IRTF) had decided to deprecate the use

1 LE. raf o o o PPN A hant: d = haon 1 ritlasan 1o00 1 CRACE A £
Of SPAKEZ Inraveur-oramore \,Uluya\,t Attrentteatea Oy LACTIATT g Carg Ut HHRrowias EPACEASof u\,l,\,mber

2021, the IRTF has not published a stable CPACE specification. It is anticipated that once a stable specification is
available, support for CPACE will be added to a future edition of this document.

7.4 Extended authentication

This subclause specifies extended authentication. In extended authentication, one party acts as
the owner and the other party acts as the accessor. The owner requests that the accessor provides
information about their authorization in addition to the information provided in the handshake of
the secure session by sending an extended authentication request access control PDU over the secure
session, and the accessor may respond by sending an extended authentication Response access control
PDU to the owner to provide this additional information. The extended authorization response access
control PDU is signed by an [EEE 1609.2 certificate which indicates the certificate holder’s permissions.
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The extended authentication request access control PDUs are sent based on triggers that are to be
specified in the specification of an application that uses the mechanisms provided by this document.

The Request PDU includes a structured statement of the authorizations that the owner is requesting
the accessor to demonstrate. It is specified in 7.6.7 through 7.6.9. The structure supports combining
atomic authorization requests via AND and OR operations. The structure includes a random element to
provide assurance that responses are freshly generated.

The Response PDU is sent in response to a Request PDU. It is specified in 7.6.10. It consists of an
Teeel609Dot2Data of type signed, containing the signature of the accessor on a value derived from the
request.

The
How
Requ
may

nccessor should create a response that demonstrates the authorizations requested. in

bver, the accessor may create a response that does not match the authorizationstequ
est. In this case the owner may choose to store the received authorizations from th
choose to ignore the Response, or may take another action, to be specified imthe specif]

application that uses the mechanisms provided by this document.

The

mult
resp
acced

Accessor may create a multipart Response to a Request, if the Request indicates
ipartAccepted to True) that a multipart Response is acceptablesThis enables an
bnd to a Request even if the requested authorizations are in multiple certificates belo
sor. A multipart response consists of a series of individual Responses, each signed b

the Request.
ested in the
e Response,
ication of an

(by setting
accessor to
nging to the
 a different

certificate, sent as separate access control PDUs.

7.5 | Security Management Information Request

7.5.1 Rationale

A natural piece of information for an access control policy to take into account is the freshness of the
authoprization of a device that is requesting-access. For example, an access control policy could have
a requirement that a device has been issued a certificate no more than 24 hours beforg¢ the access
requpst. This provides assurance to the @ccessed device that the authorization infrastructfire believed
the accessing device to be secure at least until very recently.

It is hatural for the accessed device to want to apply a similar condition to the CA certificates in the

chain of an accessing device-'=in other words, to ensure that not just the device itself

invol
this
this
Seco

ved in making the trust-statement were believed secure in the last 24 hours. For EE
s straightforward,because the certificate can simply be reissued periodically. For CA
hpproach cannot-betaken. First, issuing a new CA certificate is currently an expensiy
hd, all of the «ertificates issued by a CA certificate need to have validity periodg

validity period ofithe CA certificate, so reissuing a CA certificate frequently would creat

requ
be m
shor
to es

rementstocreissue all of the downstream certificates at the same or higher frequenc)
anaged-in’principle for a tree of CA certificates which only issued end-entity certifi
F validity period, but in practice it would likely be unwieldy. Additionally, since CAs aj
tablish, it is useful to be able to use them to issue end-entity certificates for different

but all CAs
certificates
certificates
e operation.
within the
b a series of
y. This could
rates with a
e expensive
applications

with

1 EC . b 11l-C s
UITICITIIU IIdtul dl IIITUIIIICS.

These issues could potentially be overcome to create a system based on short-lived CA certificates
in order to satisfy applications with a requirement that the trust status of the entire chain is fresh.
However, in order to support the deployment of these applications without creating a requirement for
short-lived CA certificates all the way up the chain, this document supports an alternative model based
on certificate revocation lists (CRLs).

In this alternative model, the approach is that instead of frequently reissuing CA certificates, the system
frequently publishes the CRLs that the CAs would appear on. Thus, instead of demanding a recently
issued CA certificate, the access-granting device can demand a recently published CRL. If a CA is absent
from the recently published CRL, that is equivalent to making a statement that the CA was trusted by
the authorization infrastructure at least as recently as the issue date of the CRL. This combination
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of not-necessarily-recent CA certificate and recent CRL thus gives the same assurance to an access-
granting device that a recently issued CA certificate would.

Note that in this document the approach is for an access-granting device to request, and for an accessing
device to provide, the full CRL on which the CA certificate would appear. An alternative approach known
as Online Certificate Status Protocol (OCSP) Stapling is specified in RFC 8446 and in Reference [13] for
X.5009 certificates. Where a CRL is a list of all revoked certificates that are the responsibility of a given
CRL signer, an OSCP Response is a statement about a single certificate that can indicate "revoked" or
"not revoked". An OCSP Response therefore both is more compact than a CRL and makes a positive
statement in the case that the certificate in question has not been revoked, in contrast to the CRL where
the fact that a certificate has not been revoked is deduced by its absence from the CRL. In general,
therefore, OCSP Tesponses are a better technology than sending entire CRLs. HOwever, 1n the setkings
addressed by this document, a CRL-based freshness mechanism is useful to define because:

— the CRIs will not in general be very long. This mechanism is just for CRLs for CAs, and the numpber
of revoked CAs will probably be small;

— there id no definition of OCSP for IEEE 1609.2 certificates, only for X.509 certificates. As such,
defining a CRL-based mechanism enables deployment in the near future of(applications with|high
sensitivjity to the freshness of trust information. If in the future it becomes.elear that a protocol{with
properties more like OSCP (statements about single certificates and positive statements aboutjnon-
revocatjon) is required, that protocol can be developed and deployed.atthat point.

7.5.2 General

This subclquse specifies security management information ‘exchange. In security management
information|exchange, one party acts as the owner and the other party acts as the accessor. The owner
sends a Security Management Information Request access control PDU to request that the accgssor
provides puplic security management information rele¥ant to the authorization state of the accgssor.
The accessdr may respond by sending a Security Management Information Response access control
PDU to provjide this information.

The security management information that may be requested in this version of this document shall be
one of the fdllowing.

— The ET$I-style Certificate Revocation List (CRL), as specified in ETSI TS 102 941, that is relevant
to an AA certificate that issued one of the ATs presented during the handshake or as part pf an
extenddd authentication exchange.

— The ET$I-style Certificdte Trust List (CTL), as specified in ETSI TS 102 941, that is relevan{ to a
certificate presented-during the handshake or as part of an extended authentication exchange}

— The IEEE-style GRS as specified in IEEE 1609.2, that is relevant to any certificate presented diyiring
the hanflshakewor‘as part of an extended authentication exchange, or any certificate in its chaip.

— The cerfificate chain relevant to any certificate presented during the handshake or as part pf an

A3t i oot Aol o o
eXtend\.u attnchtcation catratrgts

Security management information provided in a response in this context is already signed by the
originator (the Certificate Authority (CA) or CRL Generator) and is not signed by the responder.

The Security Management Request access control PDUs are sent based on triggers that are to be
specified in the specification of an application that uses the mechanisms provided in this document.

The Request PDU includes a statement of the security management information that the owner is
requesting from the accessor. Requests for separate instances of the security management information
are made separately and identified by an identifier generated by the owner.

The Response PDU is sent in response to a Request PDU. It consists of an Teee1609D0t2Data of type
unsecured, containing the identifier of the corresponding request and either the requested information
or an indication that the requested information is unavailable.
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Data types

7.6.1 General

Access control PDUs are specified in ASN.1 and encoded with the Canonical Octet Encoding Rules
(C-OER). The ASN .1 basic notation is specified in ISO/IEC 8824-1. The C-OER are specified in ITU-T
X.696. This document specifies ASN.1 modules provided in an electronic attachment to this document.
Details shall be as specified in Annex B.

7.6.2 Imports

The dlata type definitions import the following definitions from IEEE 1609.2 ASN.1 modules:

]

The ¢lata type definitions import the following definitions from ETSI'TC ITS security ASN.1

f

— B

7.6.3

The
in th
PduH

Ieee
Ie

1609.2 Schema module extended by this document; see Annex C;

rlSeries, EccP256CurvePoint, HashedId8, HashedId32, Psid, PsidSspRangg) ~Tim
EEE 1609.2 Base Types module;

ertificate, Ieeel6c09Dot2Data, PduFunctionalType, is021177SessiohExtension fT|

ecuredcrl from the IEEE 1609.2 CRL Protocol module.

ertificateRevocationListMessage, TlmCertificateTyustListMessage shall be ag
rom the CA Message module specified in ETSI TS 102 941;

Driginating HeaderInfo Extension module specified in ETSI TS 103 097.

“Helper” data types

paralneterized type Teeel609Dot2Data-Signed-PduFunctionalType IS used as
e ASN.1 below to indicate a signed IEEE 1609.2 SPDU with a specific payload an|
unctionalType field.

| 609Dot2Data-Signed-PdukunctionalType {Tbs, PduFuncType}::=
Fel1609Dot2Data (WITH EOMPONENTS (...,
Fontent (WITH COMPONENZS {...,
signedData (WITH(COMPONENTS {...,
tbsData (WITH-COMPONENTS {...,
payload (WITH COMPONENTS {...,
data{(WITH COMPONENTS {...,
gontent (WITH COMPONENTS {
unsecuredData (CONTAINING Tbs)
})
1)
1)y

D.

-32 from the

om the I[IEEE

modules:

being part

tsiTs102941CrlRequest, EtsiTs102941CtrlRequést shall be as being part from the ETSI

shorthand
d a specific

headerInfo (WITH COMPONENTS {...,

£ T DD OO
geperationtime—PRECENT
expiryTime ABSENT,
generationlLocation ABSENT,
p2pcdLearningRequest ABSENT,
missingCrlIdentifier ABSENT,
encryptionKey ABSENT,
pduFunctionalType (PduFuncType) PRESENT

TeeeCrl, Etsicrl, and Etsictl are renamings of structures exported from IEEE and
modules, where the new names allow a consistent naming convention within the context of this
document.

© IS0 2023 - All rights reserved
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IeeeCrl ::= SecuredCrl
EtsiCrl CertificateRevocationListMessage
EtsiCtl TlmCertificateTrustListMessage

7.6.4 Is021177AccessControlPdu

The ASN.1 type of access control PDUs is Is021177AccessControlPdu.

Iso021177AccessControlPdu ::= SEQUENCE {
messageld IS0-21177-ACCESS-CONTROL-ID-
TYPE.&id ({Iso21177AccessControlPduTypes }),
value IS0O-21177-ACCESS-CONTROL-ID-

TYRE ’T‘rp I{T 211 77n ContralbDdT rp }{m . 3g Tn]}\'
}
I50-21177-3ACCESS-CONTROL-ID-TYPE ::= CLASS {
&id Iso31177AccessCtrlPduld UNIQUE,

&Type
} WITH SYNTAX {&Type IDENTIFIED BY &id}

Iso21177Acg¢essControlPduTypes IS0-21177-ACCESS-CONTROL-ID-TYPE ::= ({
{ Accesg$ControlResult IDENTIFIED BY accessControlResultId }
ExtendedAuthPdu IDENTIFIED BY extendedAuthId }
Enhand¢edAuthPdu IDENTIFIED BY enhancedAuthId }

SecurityMgmtInfoPdu IDENTIFIED BY securityMgmtInfoId }
Sessi¢gnExtensionPdu IDENTIFIED BY sessionExtensionId } ¢

e T T

}

Is021177Ac¢essCtrlPduld ::= INTEGER (0..255)
is021177AccessCtrlPduld-reserved Iso21177AccessCtpnIRduld ::= 0 --'00'H
accessC¢ntrolResultId Is021177AccessCtrlPduldy:v= 1 -=-'01"'H
extendedAuthId Iso021177AccessCtrlPduldy::= 2 --"'02'H
enhancedAuthId Iso021177AccessCtrlPdurd = 3 --'03'H

securityMgmtInfoId Is021177AccessCtrlPduld =4 --'04'H
sessionExtensionId Iso021177AccessCtelpduld =5 --'05"H

7.6.5 AccessControlResult

The ASN.1 type AccessControlResult is used to communicate the result of an access control activitj.

AccessContfolResult::= INTEGER {
success (0),
authorigation-failure (@

} (0..255)

7.6.6 ExténdedAuthPdu

The ASN.1 type of the access control PDUs associated with extended authentication as specified in[7.4 is
Extended AythPdur.

ExtendedAuthRdu—+= SEQUENCE [
messageld EXTENDED-AUTH-ID-TYPE.&id ({ExtendedAuthPduTypes}),
value EXTENDED-AUTH-ID-TYPE.&Type ({ExtendedAuthPduTypes}{@.messageld}),

}

EXTENDED-AUTH-ID-TYPE ::= CLASS {
&1id ExtendedAuthPduld UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

ExtendedAuthPduTypes EXTENDED-AUTH-ID-TYPE ::= {
{ ExtendedAuthRequest IDENTIFIED BY extendedAuthRequestId }
{ ExtendedAuthResponse IDENTIFIED BY extendedAuthResponselId } ,
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ExtendedAuthPduld ::= INTEGER (0..255)
extendedAuthPduld-reserved ExtendedAuthPduld ::= 0 --'00'H
extendedAuthRequestId ExtendedAuthPduld ::= 1 --'01'H
extendedAuthResponseId ExtendedAuthPduld ::= 2 --'02'H

7.6.7 ExtendedAuthRequest

The ASN.1 type ExtendedauthRequest contains an extended authentication request and associated

meta

data. In this ASN.1 type:

— the component multipartaccepted indicates that the response may consist of multiple parts, i.e.
that the responder may use multiple different credentials to demonstrate their authorization;

1

ExtepdedAuthRequest ::= SEQUENCE ({

npnce OCTET STRING (SIZE(32)),
ipner InnerExtendedAuthRequest

The ASN.1 type InnerExtendedAuthRequest contains an éxtended authentication request. |

— 1

Sincd
num
shall
cont
Inne

Inne
a
o
c

he component nonce is a freshly-generated strong random number, used in the génei
esponse to protect against replay attacks;

he component inner contains the details of the permissions that are being requested.

ltipartAccepted BOOLEAN,

InnerExtendedAuthRequest

f the authorizations indicated within the fiéld;

he component contents contains-a single authorization request.

ber of levels of nesting (h,a final extended authentication request. A conformant imp
support at least four levels of nesting, i.e. shall support an InnerExtended]
hining an InnerExtendedAuthRequest containing an InnerExtendedAuthRequest CO|
rExtendedAuthRequest,andlnaysupportrnor&

FExtendedAuthiRequest ::= CHOICE ({

hd SEQUENCE OF InnerExtendedAuthRequest,
- SEQUENCE OF InnerExtendedAuthRequest,
bntents AtomicExtendedAuthRequest

ration of the

n this ASN.1

he component and indicates that the responderis being requested to demonstrate that they have all

he component or indicates that the respender is being requested to demonstrate thatthey have at
least one of the authorizations indicated within the field;

InnerExtendedAuthRequestinay contain aninstance of itself, in principle there may ben arbitrary

lementation
huthRequest

ntaining an

7.6.9 AtomicExtendedAuthRequest

The ASN.1 type AtomicExtendedAuthRequest contains a single authentication request. In this ASN.1
type:

— the component psid indicates that the responder is being requested to demonstrate that they have
permissions related to the indicated PSID;

— the component psidssprange indicates that the responder is being requested to demonstrate that
they have permissions consistent with PSID and SSP range, as specified in IEEE 1609.2;

— the component idregExp indicates that the responder is being requested to provide an IEEE 1609.2
certificate whose name matches the indicated regular expression. The regular expression is
conformant to IEEE 1003.1-2017, Clause 9;
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— the component issuer indicates that the responder is being requested to provide an IEEE 1609.2
certificate such that one of the issuing certificate authority certificates in the certificate chain, see
IEEE 1609.2 for definitions of certificate authorities and certificate chain, has the indicated eight-

byte hash value.
AtomicExtendedAuthRequest = CHOICE {
psid Psid,
psidSspRange PsidSspRange,
idRegExp IA5String,
issuer OCTET STRING (SIZE(8)),

7.6.10 Ext¢ndedAuthResponse

The ASN.1 type ExtendedAuthResponse contains an extended authentication responsenlt s an
1609.2 Signgd SPDU in which the pduFunctionalType field specified in IEEE 1609.2b[8\is presen

setto thev

ExtendedAut
Ieeel609]]
Extendd
PduFun
}

7.6.11 Ext¢

The ASN.1
response. In

lue iso21177Extended Auth.
hResponse =
ot2Data-Signed-PduFunctionalType {
dAuthResponsePayload,

tionalType (is021177ExtendedAuth)

bndedAuthResponsePayload

f'ype ExtendedAuthResponsePayload contains the payload of an extended authentic
this ASN.1 type:

— the comfponent part indicates the part number of thistesponse within a multipart response. It

be betw

the com

een 1 and maxPart. If the response is not mutltipart this field shall take the value 1.

ponent maxPart indicates the number 6fparts in a multipart response. If the response

contain

respong

ExtendedAut
part

maxPart
requestH

7.6.12 Enh
The ASN.1 ty

t this component shall take the value 1.

multip:[r
the compponent requestHash is the SHA=256 hash of the entire 1s021177accessControlPdu

bd the corresponding request. This includes the nonce, providing assurance tha
e is to the specific request and has not been replayed.

hResponsePayload =
INTEGER,
INTEGER,
OCTETNSTRING (SIZE (32))

SEQUENCE {

ash

ancedAuthPdu

p€ EnhancedAuthPdu is the container type for access control PDUs associated with enhg

IEEE
r and

htion

shall

is to

that
t the

nced

authentication-as specified in 7.4

EnhancedAuthPdu
messageld

SEQUENCE {
ENHANCED-AUTH-ID-TYPE. &id ({EnhancedAuthPduTypes}),

value ENHANCED-AUTH-ID-TYPE.&Type (%37bEnhancedAuthPduTypes%7d%7b@.messagelds7d),

}

ENHANCED-AUTH-ID-TYPE

CLASS {

&id EnhancedAuthPduld UNIQUE,

&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

EnhancedAuthPduTypes ENHANCED-AUTH-ID-TYPE
{ SpakeRequest
{ SpakeResponse
{ SpakeRequesterResponse

54

{

IDENTIFIED BY spakeRequestId }
IDENTIFIED BY spakeResponseId }
IDENTIFIED BY spakeRequesterResponselId }

4
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}

EnhancedAuthPduld ::= INTEGER (0..255)
enhancedAuthPduld-reserved EnhancedAuthPduld ::= 0 --'00'H
spakeRequestId EnhancedAuthPduld ::= 1 --'01"'H
spakeResponselId EnhancedAuthPduld ::= 2 --'02'H
spakeRequesterResponseld EnhancedAuthPduld ::= 3 --'03'

7.6.13 SpakeRequest

The ASN.1 type spakeRequest is the request for enhanced authentication using SPAKE2. The component
tiss ifred i

if it is 0, no hint is provided;
if the top bit is 1, then the last 3 bits are the last 3 bits of the SHA_256 hash of the shargd secret.

SpakgRequest ::= SEQUENCE {
t EccP256CurvePoint,
hfint OCTET STRING (SIZE (1))

7.6.14 SpakeResponse

The ASN.1 type spakeResponse is the response to a request for. enhanced authentication using SPAKEZ2.
The ¢omponents are set as specified in 7.3.6.

SpakgResponse ::= SEQUENCE {

S EccP256CurvePoint,

hpshOfKPrimeRespId OCTET STRING (SIzE%32)),
PsponseRequest BOOLEAN

=

7.6.15 SpakeRequesterResponse

The ASN.1 type spakeRequesterResponse is the original requester’s response to a requesft to provide
mutyal authentication for enhanced authentication using SPAKE2. The content is set as [specified in
7.3.6

SpakgRequesterResponse( : 3= OCTET STRING (SIZE (32))

7.6.16 SecurityMgmtinfoPdu

The |ASN.1 typerof the access control PDUs associated with security management information is
SecufpityMgnmtInfoPdu.

SécrityMgmtInfoPdu ::= CHOICE ({
request SecurityMgmtInfoRequest,

o (] L U= o
T POt OCCUr I CyrgMC I TONC SPUITSTy

7.6.17 SecurityMgmtinfoRequest
In this ASN.1 type, the field id is set by the requester and should be unique to all requests in the session.

The requests for ETSI TS 102 941 CRLs and CTLs shall use the format and shall have the semantics
specified in ETSI TS 103 097.

SecurityMgmtInfoRequest ::= SEQUENCE ({
id OCTET STRING (SIZE(2)),
messageld SEC-MGMT-INFO-REQUEST.
&id ({SecurityMgmtInfoRequestTypes}),
value SEC-MGMT-INFO-REQUEST.
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&Type ({SecurityMgmtInfoRequestTypes} {@.messageld}),

CLASS {

&id SecurityMgmtInfoRequestId UNIQUE,

&Type
} WITH

SecurityMgmtInfoRequestTypes SEC-MGMT-INFO-REQUEST
{ EtsiTs102941CrlRequest IDENTIFIED
{ EtsiTs102941CtlRequest IDENTIFIED

SYNTAX {&Type IDENTIFIED BY &id}

{
BY etsiCrlRequestId }
BY etsiCtlRequestId }

|
}

{ IeeeCrlRequest IDENTIFIED BY ieeeCrlRequestId }
{ CertGhetrReauest e EohainReguestte a
}
SecurityMgmtInfoRequestId::= INTEGER (0..255)
securityMgmtInfoRequestId-reserved

SecurityMgmtInfoRequestId ::= 0 --'00'H
etsiCrlRequestId SecurityMgmtInfoRequestId ::= 1 --'01'H
etsiCt]lRequestId SecurityMgmtInfoRequestId ::= 2 --'02'H
ieeeCrlRequestId SecurityMgmtInfoRequestId ::= 3 --'03/H
certChdinRequestId SecurityMgmtInfoRequestId ::= 4 --'04VH

7.6.18 EtsiCrlRequest

This ASN.1 {

941. In this |
rootCa j

issuedA
a thisUy

EtsicCr]
ro
is{

7.6.19 Cer

This ASN.1 {
is the issuer]

issuer]]

length
Identifi

ype is used to request an ETSI certificate revocation list (CRL) as specified in ETSI T
ASN.1 type:

s the HashedId8 of the Root CA certificate that hasissued the CRL being requested;

fter is a Time32 such that requester is requesting that the CRL returned in the respons
date value greater than this issued After value.

SEQUENCE {
HashedIds,
Time32,

Request
tCa
uedAfter

[ChainRequest

ype is used to request a chain of IEEE certificates where the bottom certificate in the
of a certificateG.

d is the valuethat appears in the field C.issuer.

s therequested length of the chain. This follows the same syntax as the parameter "S
br Cert Chain Length" to the primitive Sec-SignedData.request in IEEE 1609.2, except

b 102

e has

thain

gner
that

bt CA

the valye'Qlindicates that the requester is requesting the entire certificate chain back to the ro
certificate.
CertChainRequest = SEQUENCE {

issuerId HashedIds§,
length INTEGER,

7.6.20 SecurityMgmtinfoResponse

In this ASN.1 type, the field ID shall be identical to its value in the request to which the response is

reponding.

SecurityMgmtInfoResponse

id

56

SEQUENCE {

OCTET STRING (SIZE(2)),
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messageld SEC-MGMT-INFO-RESPONSE. &id ({SecurityMgmtInfoResponseTypes}),
value SEC-MGMT-INFO-RESPONSE.
&Type ({SecurityMgmtInfoResponseTypes} {@.messageld}),

}

SEC-MGMT-INFO-RESPONSE ::= CLASS {
&id SecurityMgmtInfoResponseId UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

SecurityMgmtInfoResponseTypes SEC-MGMT-INFO-RESPONSE ::= ({
{SecurityMgmtInfoErrorResponse IDENTIFIED BY securityMgmtInfoErrorId

hl |
T T

EtsiCrlResponse IDENTIFIED BY etsiCrlResponselId } |
EtsiCtlResponse IDENTIFIED BY etsiCtlResponseld }
IeeeCrlResponse IDENTIFIED BY ieeeCrlResponseId }
CertChainResponse IDENTIFIED BY certChainResponseId }
becurityMgmtInfoResponseId: := INTEGER (0..255)
securityMgmtInfoErrorId SecurityMgmtInfoResponselId ::= 0g=~Y00'H
etsiCrlResponseld SecurityMgmtInfoResponseld ::=, N~<-'01"H
etsiCtlResponseld SecurityMgmtInfoResponseId =2 --'02'H
ieeeCrlResponseld SecurityMgmtInfoResponseId =3 --'03'H
certChainResponseId SecurltyMgmtInfoResponseId ::= 4 --"'04'H

7.6.21 SecurityMgmtinfoErrorResponse

This[ASN.1 type is used to indicate that requested security management information is njot available
and fo give a reason why it is not available.

— ynavailable (0) isa generic response used if no other error value is appropriate.

— inappropriate type (1) is used if the request was for the wrong type of security nanagement
material:

— an etsiCrlRequest when thé indicated root CA is in the IEEE CRL system.

[92)

curityMgmtInfoErrorResponse ::= ENUMERATED {
unavailable (0), inappyopriate type(l),

7.6.22 EtsiCrlResponse

This[ASN.1 type,is used to respond to an EtsicrlRequest. This ASN.1 type consists of afsingle field,
contdining thie requested CRL, which has a thisUpdate value greater than the issuedAfter|value in the
corrg¢sponding request. This type shall be as specified in ETSI TS 102 941.

FtsiCrlResponse ::= EtsiCrl

7.6.23 EtsiCtlResponse
This ASN.1 type is used to respond to an EtsicCt1Request. In this ASN.1 type:

— ctl is the most recent CTL issued by the TLM indicated in the corresponding request or by its
successor TLM.

EtsiCtlResponse ::= EtsiCtl

7.6.24 leeeCrlResponse

This ASN.1 type is used to respond to an TeeecrirRequest. This ASN.1 type consists of a single field,
containing the requested CRL, which has an issueDate value greater than the issuedafter value in the
corresponding request.
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IeeeCrlResponse ::= IeeeCrl

7.6.25 CertChainResponse

This ASN.1 type is used to respond to a CertChainRequest. It consists of an ordered sequence of
certificates such that:

the Hashed1d8 of the first certificate in the chain is equal to the i ssuer1d value in the corresponding

request

)

each certificate in the chain issues the certificate previous to it;

the nunpber of certificates in the chain is the number indicated by the 1engtn field in the req

except that:

— if1

bngth was positive with an absolute value longer than the length of the chain, the

uest,

thain

thain

brent

sion,

ke or

n a

confains all of the certificates back to the root CA certificate;

— if 1gngth was negative with an absolute value longer than the length of the chain, the
confains a single certificate.

CertChginResponse ::= SEQUENCE OF Certificate

7.6.26 SessionExtensionPdu

The ASN.1 tlype of the access control PDUs used to request an extension of a session with a diff

certificate i§ sessionExtensionPdu.

To create a §essionExtensionpduy, the sender:

a) selects the new certificate;

b) sets the new certificate as the payload.of "a sessionExtensionPdu with type identifie
sessiorExtensionContentsId, i.e.a SessionExtensionContentsPdu as specified in 7.6.26;

€) createsfa sessionExtensionInner asspecified below by creating a signed SPDU where:

1) thelcontents are the sessionkxtensionContentsPduy,

2) thepduFunctionalTypefieldispresentinthesignedSPDUandissettoiso21177sessionExten

3) thelsignature is generated using the old certificate, i.e. the certificate used in the handsha
in the previous session extension exchange;

d) creates| a ses€ipnExtensionInnerPdu by encapsulating the sessionExtensionInner
SessiorExten&tonpdu with type identified by sessionExtensionInnerid;

e) createsfaSessionExtensionoOuter as specified below by creating a signed SPDU where:

1) the contentis the sessionExtensionInnerPduy,

2) thepduFunctionalTypefieldispresentinthesignedSPDUandissettoiso21177SessionExtension,

3) the signature is generated using the new certificate, i.e. the certificate contained in the
SessionExtensionContents;

f) encapsulating the sessionExtensionOuter in a SessionExtensionPdu with type identified by
sessionExtensionOuterId, and then creates an Iso21177AccessControlPdu containing that
SessionExtensionPdu;

g) sendsthe I1s021177AccessControlPdu to the other party.
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On receipt, the other party generates and send an Iso021177AccessControlPdu containing a
SessionExtensionPdu with type identified by sessionExtensionackId, with the sessionExtensionAck
set equal to the Hashedld8 of the “new” certificate from the received IsoAccessControlpdu. The

Hashed1ds is calculated as specified in IEEE 1609.2.

The new certificate shall contain in the appPermissions field a PsidSsp containing the ITS-AID that
appeared in the SignedData HeaderInfo in the initial handshake from the sender (the “handshake ITS-
AID”). The SSP associated with the ITS-AID shall grant at least the privileges that were granted by the
SSP associated with the handshake ITS-AID in the handshake certificate. The definition of “at least the

privileges” is ITS-AID dependent and can also depend on the access control policy.

Sacod nEvitancd nlRd ee = SETOUDNCE [
3

messageld SESS-EXT-PDU.
&id ({SessionExtensionPduTypes}),
value SESS-EXT-PDU.
&Type ({SessionExtensionPduTypes}{@.messageld}),

}

SESS-EXT-PDU ::= CLASS {
&i1id SessionExtensionPduld UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

SessionExtensionPduTypes SESS-EXT-PDU ::= ({

{ SessionExtensionOuter IDENTIFIED BY sessionExten€ionOuterId }
SessionExtensionInner IDENTIFIED BY sessionExtensionInnerId }

{ SessionExtensionContents IDENTIFIED BY sessipnExtensionContentsId }

messageld.¥(sessionExtensionInnerId)

b

SessfonExtensionInner ::=
Teeel609Dot2Data-Signed-PduFunctionalType {
SessionExtensionContentsPdu,
PduFunctionalType (iso21177Se ionFExtension)

{ SessionExtensionAck IDENTIFIED BY gessionExtensionAckId } ,

}

SessionExtensionPduld ::= INTEGER (03%255)
sessionExtensionPduld-reserved SessionExtensionPduld ::= 0 -- '00'H
sessionExtensionOuterId SessionExtensionPduld ::= 1 -- '01'H
sessionExtensionInnerId SessionExtensionPduld ::= 2 -- '02'H
sessionExtensionContentsId SessionExtensionPduld 3 -—— '03'H
sessionExtensionAckId SessionExtensionPduld =4 -- '04'H

SessionExtensionOuter %ss
Ieeel609Dot2Data-Signed-PduFunctionalType {

SessionExtensionInnerPdu,
PduFunctionalType (iso21177SessionExtension)
}
SessionExtengifonInnerPdu ::= SessionExtensionPdu (WITH COMPONENTS {

}

SessionExtensionContentsPdu ::=
SessionExtensionPdu (WITH COMPONENTS {
messageld (sessionExtensionContentsId)

1)
SessionExtensionContents ::= Certificate

SessionExtensionAck ::= HashedId8
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7.7 App-Sec Interface

7.7.1 App-Sec-Configure.request

This service primitive app-Sec-Configure.request instructs the security subsystem to activate an
instance of the secure session services.

App-Sec-Configure.request (
Application ID,
Role,
Socket,
Session Type,
Prox{ied,
Sessjon 1D,
Trangport Mechanism Type (optional),
Cryptomaterial Handle (optional),
Brokgr Info,
Proxying Session ID

)

The paramefters of the service primitive are as shown in Table 2.

Table 2 — Parameters for App-Sec-Configure.request

Name Type Valid range Description
‘Application [D’  |Structure See 5.5 An.identifier for the ITS-S applicatign
See 5.5 process, unique within the home trijist-
= ed entity (ITS-SU)
(ITssapiid)

‘Role’ Enumerated Client, Server The role that the home trusted entity
(ITS-SU) will play in the secure sesgion

‘Socket’ Socket Instance |Any A socket instance for a communicatjons
session without cryptographic secufrity

‘Session Typp’ Enumerated Internal, External Used to determine whether cryp-
tographic security is necessary for the
communications session

‘Proxied’ Integer True,False Used to indicate whether the securg
session handshake should be brokered
as specified in 6.10.

- The following parameter is supplied only if ‘Role’ is Client -

‘Session ID’ Integer Any An identifier for the session, unique

within sessions for the application
- The\following parameters are supplied only if ‘Session Type’ is External -
‘Transport Mech- |Entimerated Reliable, Unreliable Indicates whether a secure session pro-
anism Type’ tocol for reliable or unreliable trangport

shall be used (in this case, DTLS or TLS).

‘Cryptomaterial |Cryptomaterial |A valid cryptomaterial handle |The cryptomaterial handle to be used
Handle’ Handle associated with a certificate as |for signatures in the handshake of the
specified in IEEE 1609.2 and cryptographic secure session.
containing permissions con-
sistent with the access control

policy.
- The following parameter is supplied only if 'Proxied’ is True -
‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the

session while it is being brokered. The
inner semantics of the ‘Broker Info’
string are not used by the services spec-
ified in this document; it is simply used
as an identifier.
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Table 2 (continued)

Name |Type Valid range |Descripti0n

- The following parameter is supplied only if ‘Proxied’ is True and ‘Role’ is Client-
‘Proxying Session |Integer Any The ID to be provided as ‘Session ID’ to
ID’ AL-Sess-ClientHelloProxy.

On receipt, the security subsystem carries out the steps specified in 6.4, step b).

7.7.2 App-Sec-Configure.confirm

Thi[illservice primitive app-sec-Configure.confirm returns the results of the corresponding request
primijitive.

App-Sec-Configure.confirm (
Result
)

The parameters of the service primitive are as shown in Table 3.

Table 3 — Parameter for App-Sec-Configure.confirm

Name Type Valid range Description

‘Resuilt’ Enumerated Success, The result of the requiest
Secure session type notavailable,

Secure session type1ot permitted
for this applicatien;

Cryptomaterial’lhandle not permit-
ted.

7.7.3 App-Sec-StartSession.indication

This|service primitive app-sec-startSession.indication provides the Session ID when a new session
is started with a secure sessiomsinstance in the server role. It is generated in response tp Sec-sSess-
Start.indication, see 9.3.3.

App-Sec-StartSessiofi.indication (
Application ID,
Session ID

)
The parameters 0fthe service primitive are as shown in Table 4.

Table 4 — Parameters for App-Sec-StartSession.indication

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
= home trusted entity (ITS-SU)
(rTssapiid)
‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application

7.7.4 App-Sec-Data.request

This service primitive aApp-Sec-Data.request is used to request the security subsystem to sign an APDU
before it is sent over the security session, to provide non-repudiation to the individual APDU.

App-Sec-Data.request (
Application ID,
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Session ID,
Cryptomaterial Handle,
Data,

Signing Parameters

)

The parameters of the service primitive are as shown in Table 5.

Table 5 — Parameters for App-Sec-Data.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
. home trusted entity (ITSiSU
(ITSsapiid)

‘Session ID’ Integer Any An identifier for the session,
unique within seSsions for the
application

‘Cryptomatefrial ~ |Cryptomaterial A valid cryptomaterial handle as per | The cryptomaterial handle tp be

Handle’ Handle IEEE 1609.2 associated with a cer- |used to-sign the APDU

tificate. See IEEE 1609.2 for further
details.

‘Data’ Octet String Any Octet String The APDU to be signed

‘Signing Pargme- |Structured The set of parameters to be pro- The set of parameters to be pro-

ters’ vided to the IEEE 1609.2 sec- vided to the IEEE 1609.2 sed-

SignedData.request primitive! See |SignedData.request primifive
IEEE 16009.2 for further details.

Onreceipt, the security subsystem attempts to sign the indicated Data with the indicated cryptomaterial

handle and pigning Parameters.

7.7.5 App-Sec-Data.confirm

This service primitive App-Sec-Data.confirmpeturns the result of the corresponding request primiitive.

App-SectData.confirm (
Result Code,
Signg¢d Data (optional)

)

The parameters of the servige primitive are as shown in Table 6.

Table 6 — Parameters for App-Sec-Data.confirm

Name Type Valid range Description

‘Result Code Enumerated Any result code that may be returned |The result of the operation
by the IEEE 1609.2 primitive Sec-
SignedData.confirm. See IEEE
1609.2 for further details.

‘Signed Data’ Octet String An leee1l609Dot2Data of type signed- |If ‘Result Code’ is Success, the
Data. See IEEE 1609.2for further signed APDU. Otherwise, omit-
details. ted

On receipt of this primitive, if the parameter ‘Result Code’ is Success, the application invokes app-aL-
Data.request to submit the data for sending. Otherwise, no effect is specified.

7.7.6 App-Sec-Incoming.request

This service primitive app-Sec-Incoming.request is generated by the application to request that the
security subsystem applies the access control policy to an incoming APDU.
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App-Sec-Incoming.request
Application ID,
Session ID,

)

Data,

Is Ieeel609Dot2Data,

Signed Data Verification Parameters

(

(optional)

The parameters of the service primitive are as shown in Table 7.

IS0 21177:2023(E)

Table 7 — Parameters for App-Sec-Incoming.request

Name Type Validrange Beseription
‘Application ID’ Structure. See ISO 17419 An identifier for the I'TS-§ application
rocess, unique within the home
See 5.5 p d
(ITSgpiid) trusted entity (TS=SU)
‘Sesdion ID’ Integer Any An identifierfor the sessipn, unique
within segsions for the agplication
‘Dat3’ Octet String |If ‘Is [eee1609Dot2Data’ is true, The réeceived APDU
an leee1l609Dot2Data. If ‘Is leee-
1609Dot2Data’ is false, any Octet
String. See IEEE 1609.2 for further
details.
‘Is Ielee1609Dot- |Boolean True, False Whether the received APPU is an
2Datja’ leee1609Dot2Data
‘Signled Data Ver- |Structured |The set of parameters to be pro- Provided only if ‘Is [eee1§09Dot2Da-
ificafion Param- vided to the IEEE 16092 sec- ta’ is True. The set of pargmeters to
eterg’ SignedDataVerifieation.request |be provided to the IEEE 1609.2 Sec-
primitive. See IEEE’1609.2 for further |SignedbDatavVerificatipn.request
details. primitive
On r¢ceipt, the security subsystem carries-out the activities specified in 6.8, step e.3) The fesult of the
operption is returned via App-Sec-Inedining.confirm.
7.7.1 App-Sec-Incoming.confirm
This|service primitive app-séc-Incoming.confirm returns the result of the corresponding request
primijitive.
App-Sec-Incomingegonfirm (
Result
)
The parameterof the service primitive is as shown in Table 8.
Table 8 — Parameter for App-Sec-Incoming.confirm
Name Type Valid range Description
‘Result’ Enumerated Success, The result of the request

Invalid leee1609Dot2Data Type,

policy / request sent,

policy / no request sent.

Invalid Signed leee1609Dot2Data,

Invalid APDU as per access control

Invalid APDU as per access control
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No effect of receipt is specified.

NOTE Similarly to the primitive Sec-Signed-Data-Verification.request specified in IEEE 1609.2, this
primitive does not return the APDU contents, as the application is assumed to be able to parse the IEEE 1609.2
headers if present to recover the application payload.

7.7.8 App-Sec-EndSession.request

This service primitive App-sec-EndSession.request is used to request that a particular session is
ended.

App-Sec-EndSession.request (
Application ID,
Sessjion ID

)

The paramefters of the service primitive are as shown in Table 9.

Table 9 — Parameter for App-Sec-EndSession.request

Name Type Valid range Description
‘Application [D’ Structure. See ISO 17419 An(dentifier for the ITS-S
See 5.5 application process, unique
(ITS; 14) within the home trusted entiity
sapit (ITS-SU)
‘Session ID’ Integer Any existing session ID value @ssoci- |An identifier for the session [to
ated with the ‘Application [, be ended.

On receipt, fhe security subsystem carries out the activities specified in 6.11, step g.1.ii).

7.7.9 App-Sec-EndSession.indication

This servic¢ primitive App-Sec-EndSession.ifidication is used to indicate that the secure sepsion
services haye detected or determined that 4 particular secure session has ended. It is generated when
the security subsystem determines that,a ‘session should be ended as per the access control poligy, or
when the sgcurity subsystem receivesia‘Sec-Sess-EndSession.indication primitive from the s¢cure
session services.

If the securiky subsystem has determined that the session should be ended, the security subsysten] also
generates a fec-AL-EndSessiohiTequest.

App-SeciEndSessiongindication (
Appljcation IDy
Sessjon ID,
Origipatingskayer

)

The parametters of the service primitive are as shown in Table 10

Table 10 — Parameters for App-Sec-EndSession.indication

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within
= the home trusted entity (ITS-SU)
(rTSsapiid)
‘Session ID’ Integer Any existing session ID value associ- |An identifier for the session to

ated with the ‘Application ID". be ended.
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Table 10 (continued)
Name Type Valid range Description
‘Originating Layer’ |Enumerated Security subsystem, secure session |The layer at which the deter-
Service mination was made that the
session should be or had been
ended.

On receipt, the application takes any actions associated with the end of the secure session.

7.7.10 App-Sec-Deactivate.request

This
secu

A

)

The parameters of the service primitive are as shown in Table 11.

service primitive App-sec-Deactivate.request is used to request that a particulag,ins
e session service is deactivated as specified in 6.13.

bp-Sec-Deactivate.request (

Application ID,
secure session Instance ID

Table 11 — Parameters for App-Sec-Deadctivate.request

tance of the

Name Type Valid range Description

‘Application ID’ Structure. See ISO 17419 An identifier for the |TS-S appli-
See 5.5 cation process, uniqye within the

= home trusted entity [ITS-SU)

(1Tssapiid)

‘Secure session Integer Any existing@’secure session in- An identifier for the $ecure ses-

Inst3gnce ID’ stance IDwvalue associated with the |sion instance to be dgactivated.

‘Application ID’.

On r¢ceipt, the security subsystem carries out the activities specified in 6.13, step g.1.ii).

7.7.11 App-Sec-Deactivate.confirm

This

primjitive.

This

No e

7.7.1
This

service primitive App-{Sec-Deactivate.confirm confirms receipt of the correspond
service primitive-has no parameters.
fect of receiptis specified.

2 App:Sec-Deactivate.indication

seryice primitive App-Sec-Deactivate.indication is used by the security subsystg

the a

ing request

m to notify
pplication that, as per the access control policy, the indicated secure session instance shall be

deactivated. When the security subsystem generates this primitive, it also generates a corresponding
Sec-Sess-Deactivate.request.

App-Sec-Deactivate.indication (

)

Application ID,
secure session Instance ID

The parameters of the service primitive are as shown in Table 12.
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Table 12 — Parameters for App-Sec-Deactivate.indication

Name Type Valid range Description
‘Application 1D’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
= home trusted entity (ITS-SU)
(1TSsapiid)
‘Secure session Integer Any existing secure session instance |An identifier for the secure ses-
Instance ID’ ID value associated with the ‘Applica- |sion instance to be deactivated

tion ID’.

On receipt, the application takes any steps associated with the end of a secure session instance

7.8 Security subsystem internal interface

7.8.1 Genleral

This subclapise defines the interfaces between the access control subsystem, which is application-
specific, and the authorization state subsystem, which is not application-specific.

7.8.2 SeciAuthState.request

This servic¢ primitive sec-authstate.request allows the access gontrol subsystem to requesf the
current authorization state from the authorization state subsystem.

Sec-AuthhState.request (
Appljcation ID,
Session ID,

Not Before,
Location (optional)

)

The parameters of the service primitive are as shiown in Table 13.

Table 13 — Parameters for Sec-AuthState.request

Name Type Valid range Description
‘Application [D’  |Structure. See 1SO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within| the
= home trusted entity (ITS-SU)
(1TSsapii®)

‘Session ID’ Integer Any An identifier for the session,
unique within sessions for th¢
application

‘Not Before’ Date and time Any date and time in the pastatthe |The authorization subsystem|re-

time the primitive is generated turns only authorization stat¢ in-
formation that was received dfter
the ‘Not Before’ date and time.

‘Location’ A 3D Location Any The current location of the ITS-S,

indicating that authorization
statements should be provid-
ed only if they are valid at that
location.

7.8.3 Sec-AuthState.confirm

The service primitive sec-aAuthstate.confirm allows the authorization state subsystem to provide the
current authorization state to the access control subsystem. The primitive is generated in response to
the corresponding request primitive.
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Sec-AuthState.indication (
Application ID,

)

Session ID,

Credential Based Authorization State,
Enhanced Authorization State

The parameters of the service primitive are as shown in Table 14.
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Table 14 — Parameters for Sec-AuthState.confirm

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the [TS-S appli-
See 5.5 cation process, uniqilie within
L the home trusted’entity (ITS-SU)
(1TSsapiid)

‘Sesgion ID’ Integer Any An identifier for the pession,
unique within sessigns for the
application

‘Credential Based Sequence of 0 or more of the following

Authorization State’

‘AID’ ITS-AID Any ITS-AID An ITS-AID containe(d in a certif-
icate that (a) was redeived after
the Not Before date and time
in the corresponding request
primitive (b) has nof expired (c)
is valid at the location provided
at Location in the coffresponding
request primitive

‘SSP’ SSP Any SSP valid in the context of the |The SSP associated with ‘AID’ in

ITS-AID provided in ‘AID’ the certificate in which ‘AID’ was
received

‘Certld’ A HashedId8 Any The Hashedld8 of the certificate

as specified in in which ‘AID’ was r¢ceived
IEEE 1609.2

‘Reception |A date andtime  |Any date and time in the past at The time at which thle certifi-

Time’ the time the service primitive was |cate indicated by ‘Ceftld’ was

generated received

Enhqnced Authoriza- Sequence of 0 or more of the following

tion State

‘Reception A date and time |Any date and time in the past at The time at which thle enhanced

Time’ the time the service primitive was |authorization operation was

generated completed
8 Adaptor layer: interfaces and data types

8.1 General

The adaptor layer is a protocol layer similar to the Record Protocol in TLS. The purpose of the design is
to allow a single secured session to carry both application datagrams and (security) control datagrams
that affect the configuration of that session. The adaptor layer creates and consumes adaptor layer
protocol data units (ALPDUs) as specified in 8.2; the ALPDU type field indicates the type of the ALPDU
and so the action for the adaptor layer to take. The supported data types are specified in Table 15.
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Table 15 — Parameters for Sec-AuthState.confirm

Content type |Direction |Received via Action

Data Outgoing App-AL-Data.request Create ALPDU of type Apdu, send via AL-
Sess-Data.request.

Incoming |AL-Sess-Data.indication Determine that ALPDU is of type Apduy,
send payload to application via App-AL-
Data.indication.

access control |Outgoing Sec-AL-AccessControl.request Create ALPDU of type access control,
send via AL-Sess-Data.request.

Inecomine ATl.—Se —Data indication Determine th;‘.t‘/\ALPD”iS nftypn
AccessControl, send payload to Security
Services via Sec-AL-AccessContr ol .

indication.
TLS Client Outgoing AL-Sess-ClientHello.indication |Create ALPDU of type T1selientMsgl
Message 1 send over indicated secure.session via|AL-

Sess-Data.request

Incoming |AL-Sess-Data.indication Determine that ALPDU is of type
TlsClientMsgl,Check configuration
properties related to the BrokerInfo figld.
If they indicate that the ALPDU shall bg
proxied;send the received ALPDU exagtly
as received over the indicated secure
sessien vi AL-Sess-Data.request. [f they
indicate that the proxied server sessioh is
resident on this ITS-S, extract the infor
mation and provide to the secure session
instance via AL-Sess-ClientHello.
request.

12

TLS Server | |Outgoing AL-Sess-ServerHello.indication |Create ALPDU of type T1sServerMsgl
Message 1 send over indicated secure session vialAL-
Sess-Data.request

Incoming |AL-Sess-Data.indilcation Determine that ALPDU is of type
TlsServerMsgl. Check configuration
properties related to the BrokerInfo figld.
If they indicate that the ALPDU shall bg
proxied, send the received ALPDU exagtly
as received over the indicated secure Jes-
sion via AL-Sess-Data.request. If thpy
indicate that the proxied client session is
resident on this ITS-S, extract the infoyx-
mation and provide to the secure session
instance via AL-Sess-ServerHello.
request.

8.2 Databypes

8.2.1 General

Adaptor layer PDUs are specified in ASN.1 and encoded with the canonical octet encoding rules (C-OER).
The ASN .1 basic notation is specified in [SO/IEC 8824-1. The C-OER are specified in ITU-T X.696.

8.2.2 Iso21177AdaptorLayerPDU

The ASN.1 type Tso21177adaptorLayerPDU is the container type for adaptor layer PDUs.

Iso21177AdaptorLayerPDU ::= SEQUENCE ({
messageld ISO-21177-ADAPTOR-LAYER-ID-
TYPE.&id ({Iso21177AdaptorLayerPduTypes }),
value ISO-21177-ADAPTOR-LAYER-ID-
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TYPE.&Type ({Iso21177AdaptorLayerPduTypes} {@.messageld}),
-}

IS0-21177-ADAPTOR-LAYER-ID-TYPE ::= CLASS {
&id Iso2l1l77AdaptorLayerPduld UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}

Iso21177AdaptorLayerPduTypes ISO-21177-ADAPTOR-LAYER-ID-TYPE ::= {
{ Apdu IDENTIFIED BY apduld } |
{ AccessControl IDENTIFIED BY accessControlId }
{ TlsClientMsgl IDENTIFIED BY tlsClientMsglId }
{ TlsServerMsgl IDENTIFIED BY tlsServerMsglId } ,
}
Iso2|177AdaptorLayerPduld ::= INTEGER (0..255)
iso2]l177AdaptorLayerPduld-reserved Iso2l1177AdaptorLayerPduld ::= 0 —-
'00'H
apduld Isoz2l177AdaptorLayerPduld ::= 1 --'01l'H
accepsControlId Iso2ll77AdaptorLayerPduld ::= 2 --'01'H
tlsClientMsglId Iso2ll177AdaptorLayerPduld ::= 3 --'01'H
tlsServerMsglId Iso2ll77AdaptorlLayerPduld ::= 4 --'01'H
8.2.3 Apdu
The |ASN.1 type apdu is created from the Data parameter ffem the App-AL-Data.reqyest service
primiitive; see 8.3.1.
Apduf ::= OCTET STRING
8.2.4 AccessControl
The ASN.1 type AccessControl contains a C-QOER“encoded 1s021177AccessControlPdu ag created by
the decurity subsystem and provided to the adaptor layer as the Data parameter from fthe sec-aL-
AccepsControl.request primitive; see 8.4.1
AccepsControl ::= Iso21177AccessControlPdu
8.2.§ TlIsClientMsg1l
The ASN.1 type TisclientMgg{-is created by the adaptor layer from the clientHello and|{BrokerInfo
parameters of AL.-Sess-C¥fentHelloProxy.indication; see 9.4.7.
TlsClientMsgl ::= SEQUENCE ({
clientHelloMsgrQETET STRING,
bkrokerInfo OCTET STRING
}
8.2.4 TlsServerMsgl
The ASN.1 type TisserverMsgl is created by the adaptor layer from the serverHello and|BrokerInfo
parameters of AL-Sess-ClientHelloProxy.indication; see 9.4.7.
TlsServerMsgl ::= SEQUENCE ({
serverHelloMsg OCTET STRING,
brokerInfo OCTET STRING
}
8.3 App-AL Interface

8.3.1 App-AL-Data.request

This service primitive App-AL-Data.request is used by the application to submit an APDU for
transmission across the secure session.
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App-AL-Data.request (
Application ID,
Session ID,

Data
)

The parameters of the service primitive are as shown in Table 16.

Table 16 — Parameters of App-AL-Data.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique wighin
L the home trusted entity (I'F§-SU)
(ITSsapiid)

‘Session ID’ Integer Any An identifier for the'seSsion,
unique within séessions for the
application

‘Data’ Octet String Any The APDU tolbe sent

On receipt, 1

— generat
service

he adaptor layer:

ES an App-AL-Data.confirmservice primitive to confirm receipt of the App-a1.-Data. red
primitive;

uest

— creates|ALPDU, an Iso21177adaptorLayerPdu with the compenent message1d equal to apdurq and
Data pafameter from this service primitive;
— generatps an AL-Sess-Data.request primitive with (‘Application ID’, ‘Session ID’, ALPDU) ap the
applicatjion ID, session ID, data parameters.
8.3.2 App-AL-Data.confirm
The service [primitive app-aT-Data.confirm confirms receipt of the corresponding request primitiye.
This service primitive has no parameters.
8.3.3 App-AL-Data.indication
The servicel primitive app-arfpata.indication passes a received APDU from the adaptor laypr to
the applicatiion. It is generated when the adaptor layer receives an AL-sess-Data.indication Sefvice
primitive, see 9.4.3, containing an Tso21177AdaptorLayerPdu with component messageTd equpl to
apduld.
App-AL-Data.indi€ation (

Appljcation"ID,

Session 1D,

Data

)
The parameters of the service primitive are as shown in Table 17.
Table 17 — Parameters for App-AL-Data.indication
Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within
L the home trusted entity (ITS-SU)
(ITSsapiid)

‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application
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Table 17 (continued)
Name Type Valid range Description
‘Data’ Octet String Any The XXX field from the received
ALPDU.

On receipt, the application carries out the activities specified in 6.8, step e.2).

8.3.4 App-AL-EnableProxy.request

The service primitive App-AL-EnableProxy.request is used by the application to configure the adaptor
layerfto proxy T LS iandsitake Messages DeTWeen TWO SECUTE SESSIoN IMSTances.

App-AL-EnableProxy.request (
Application ID,

Client Side Session ID,

Server Side Session ID (optional),
Broker Info,

Role

)

The parameters of the service primitive are as shown in Table 18.

Table 18 — Parameters for App-AL-EnableProxy.request

Name Type Valid range Description
‘Application ID”  |Structure. See ISO 17419 An identifier for the ITS-S application prodess, unique
within the home trusted entity (ITS-SU)
See 5.5
(1Tssapiid)
‘Client Side Ses- |Integer Any An identifier for the session that will receive the
sion [[D’ incoming T1sClientMsgl ALPDU and will be sent the
outgoing T1sServerMsgl ALPDU
‘Servyer Side Ses- |Integer Any An identifier for the session that will be s¢nt the
sion|ID’ outgoing T1sClientMsgl ALPDU and will|receive
the T1sServerMsgl ALPDU. Included only]if ‘Role’ is
'Broker"
‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the sessjon while it
is being brokered. The inner semantics of the ‘Broker
Info’ string are not used by the services specified in
this document; it is simply used as an identtifier
‘Rolq’ Enwmerated Server, Broker If 'Broker’, then all incoming and outgoing/handshake

messages are sent via AL-Sess-Data.request and
Server Side Session ID shall be provided

If "Server", then the Client Hello is passed o the se-
cure session via AL.-Sess-ClientHello. fequest and
the Server Hello and other server handshdke messages
are recived via AL-Sess-ServerHello.indication,
and the server side session ID is not used but instead
the Broker Info is used to associate the Client Hello
with the Server Hello.

If ‘Role’ is Broker, then on receipt of this primitive, the adaptor layer stores the following information:
— Onreceipt of an A1L-sess-Data.indication, see 9.4.3, where all the following hold:
— Dataisan 1so21177adaptorLayerPdu with:
— the component messageId equal to t1sClientMsglId;
— the brokerInfo component in T1sClientMsgl equal to the Broker Info parameter to this

primitive;
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— Session ID equal to the Client Side Session ID.

— Thenthereceived Iso21177AdaptorLayerPdu shall be forwarded unaltered to the secure session
instance identified by Server Side Session ID.

— Onreceipt of an AL-Sess-Data.indication (see 9.4.3) where all the following hold:
— Dataisan rso21177adaptorLayerPdu with:
— the component messageId equal to t1sClientMsglId;

— the brokerInfo component in TlsClientMsgl equal to the Broker Info parameter to this
primitive;

— | Session ID equal to the Server Side Session ID;

— Thenthereceived Iso21177AdaptorLayerPdu shall be forwarded unaltered to the secure sepsion
instance identified by Client Side Session ID.

If Role is Sexver, then on receipt of this primitive, the adaptor layer stores the following informatign:
— Onrecefpt of an aL-Sess-Data.indication (see 9.4.3) where all the followiiig hold:
— Datpisan 1so21177adaptorLayerPdu With:
— [the component messageId equal to t1sClientMsgllid;

— |the brokerInfo component in TlsClientMsgl equal™o the Broker Info parameter tq this
primitive;

— [Session ID equal to the Client Side Session.IDB;

— Thdn the adaptor layer shall create an AL-g&ss-ClientHelloProxy.request Service primftive,
see|9.4.6, where:

— |Application ID is the application ID field from this service primitive;
— |ClientHellois the clientHello componentin the TisClientMsgl;
— | Broker Info is the brokerinfo component in the TisCclientMsgl.
— Onrecefpt of an a1-Sess-geBverHelloProxy.indication (see 9.4.9) where all the following hold:
— Application ID is.the application ID field from this primitive;
— Broker Info is\thé brokerinfo component from this primitive;

— then theAdaptor layer shall create an 1s021177adaptorLayerPdu with:

— |the component messageId equal to t1sServerMsglId;

— the serverHello field in the TisserverMsgl equal to the Broker Info parameter to this
primitive;

— the brokerinfo field in the TisserverMsgl equal to the Broker Info parameter to this
primitive.

— The adaptor layer is then to forward the 1s021177adaptorLayerPdu to the secure session
instance identified by Client Side Session ID.
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8.4 Sec-AL Interface

8.4.1 Sec-AL-AccessControl.request

This service primitive sec-AL-AccessControl.request passes an access control PDU from the security
subsystem to the adaptor layer for transmission over a secure session. The access control PDU format is
specified in 7.6 but is opaque to the adaptor layer.

Sec-AL-AccessControl.request (
Application ID,
Session ID,

The parameters of the service primitive are as shown in Table 19:

Table 19 — Parameters for Sec-AL-AccessControl.request

Name Type Valid range Description
‘Application ID’ Structure. See ISO 17419 An identifier for the ITS-S
See 5.5 application procesd, unique
(ITS; 14) within the home trfisted entity
SapLs (ITS-SU)

‘Sesdion ID’ Integer Any An identifier for the session,
unique within sessjons for the
application

‘Daty’ Octet String A C-OER encoded The access control PDU

Iso21177AccessCOntrolPdu

On r¢ceipt, the adaptor layer:
— generates a Sec-AL-AccessControl.confiiym to confirm receipt of this primitive;

— (¢reates ALPDU, an 1so21177AdaptorLayerPdu with the component messageid equal to
gccessControl1d and value an OCTET STRING containing the Data parameter from thif primitive;

— generates an AL-Sess-Dataswequest primitive with (‘Application ID’, ‘Session ID’, ALPDU) as the
dpplication ID, session ID,data parameters.

8.4.2 Sec-AL-AccessControl.confirm

The pervice primitive“Sec-aL-AccessControl.confirm confirms receipt of the corresponding request
primijitive.

Thisservice primitive has no parameters.

No effecton receipt isspecified.

8.4.3 Sec-AL-AccessControl.indication

The service primitive sec-AL-AccessControl.indication passes a received access control PDU from
the adaptor layer to the security subsystem. It is generated when the adaptor layer receives an ar-
Sess-Data.indication containing an ALPDU with message1d equal to accessControlId.

Sec-AL-AccessControl.indication (
Application ID,
Session ID,
Data

)

The parameters of the service primitive are as shown in Table 20.
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Table 20 — Parameters for Sec-AL-AccessControl.indication

Name Type Valid range Description
‘Application 1D’ Structure. See ISO 17419 An identifier for the ITS-S
See 5.5 application process, unique
(ITS; 14) within the home trusted entity
sapil (ITS-SU)

‘Session ID’ Integer Any An identifier for the session,
unique within sessions for the
application

‘Data’ Octet String Any The value component from the
received ALPDU.

On receipt, the security subsystem carries out the activities specified in 6.8, step d.2).

8.4.4 SeciAL-EndSession.request

The service [primitive sec-AL-Endsession.request is used to request that a partieulat session is ended.

Sec-AL-BndSession.request

Application ID,
Sessjon ID

)

The paramelters of the service primitive are as shown in Table 21.

Table 21 — Parameters for Sec-AL-EndSession.request

(

Name Type Valid range Description
‘Application [D’ Structure. See ISO 17419 An identifier for the ITS-S
See 5.5 application process, unique
(ITS% ' 14) within the home trusted entity
sapii (ITS-SU)
‘Session ID’ Integer Any existing session ID value associ- |An identifier for the sessionfto
ated'with the ‘Application ID’. be ended

On receipt of this primitive, the adaptor layer carries out the activities specified in 6.11, step b).

8.4.5 Sec{AL-EndSession.confirm

The servicg primitive See-AL-EndSession.confirm confirms receipt of the corresponding request

primitive.

This servicg primitive has no parameters.

= =
ccion-S 73

9 Secure-session-Serviees

9.1 General

The secure session services maintain security state for each session.

9.2 App-Sess interfaces

9.2.1 App-Sess-EnableProxy.request

The service primitive App-Sess-EnableProxy.request is used by the application to configure an
instance of the secure session acting in the Server role to accept an incoming proxied client connection.

74
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The parameters of the service primitive are as shown in Table 22.

Table 22 — Parameters for App-Sess-EnableProxy.request

Name Type Valid range Description
‘Application ID’__|Structure. See ISO 17419 An identifier for the ITS-S application process, unique
within the home trusted entity (ITS-SU)
See 5.5
(ITSsapiid)
‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the session while it
is being brokered. The inner sémantics of the ‘Broker
Info’ string are not used by the services specified in
this standard; it is simply used as an identjfier
‘Socket’ Socket Instance |Any A socket instance for-a\communications sgssion with-

out cryptographic seeurity

On 1eceipt, the secure session instance configures itself so{that when it receives gn aAr-sess-
CliehtHelloProxy.request service primitive with the indicated value of ‘Broker Info’, [it takes the
actions specified in 6.10.4 step d.3).

9.3 | Sec-Sess interface

9.3.1

9.3.1.1 Function

Sec-Sess-Configure.request

This|service primitive instructs the secure session services to configure a secure session irjstance.

9.3.1.2 Semantics

The §ervice primitive sec-sesé-cConfigure.request is specified as follows:

[92)

Role,
Socket,

bc—-Sess-Configune<bequest
Application Iby

Session Pype,

Proxied,

Session ID (optional),
TLa¥isport Mechanism Type
Cxyptomaterial Handle (optional),

(

(optional),

£

i r+—4 £

Inactivity Timeout
Session Timeout
Require Client Authentication
Incoming Request Timeout

e—Peormicoion

Max Incoming Sessions

Name Constraints
Issuer Constraints

Dottt oxn Loo
= RSP

(optional),
(optional),

Proxying Session ID (optional),

Broker Info

)

(optional)

(optional),
(optional),
(optional),
(optional),
(optional),

The parameters of the service primitive sec-sess-Configure.request are as shown in Table 23.
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Table 23 — Parameters for Sec-Sess-Configure.request

Name Type Valid range Description
‘Application ID’ |Structure. See ISO 17419 An identifier for the ITS-S application pro-
. cess, unique within the home trusted entity
See 5.5 (ITSsapiid) (ITS-SU)
‘Role’ Enumerated Client, Server The role that the home ITS-SU will play in
the secure session
‘Socket’ Socket Instance Any A socket instance for a communications
session without cryptographic security
‘Session Typp——Enumerated InternalExternal Used-to-determine-whethereryptographic
security is necessary for the communida-
tions session
‘Proxied’ Boolean True, False Used to indicate whether the secure se$sion
handshake should be brokefied as specified
in 6.10.
- The following parameter is provided only if ‘Role’ is Client -
‘Session ID’ Integer Any An identifier for the'session, unique within
sessions for the application
- The following parameters are provided only if ‘Session Type’ is’External -
‘Transport Enumerated Reliable, Unreliable IndicateS whether a secure session profocol
Mechanism for reliable or unreliable transport shall be
Type’ used\(in this case, DTLS or TLS)
‘Cryptomatefrial |Cryptomaterial Avalid cryptomaterial |The cryptomaterial handle to be used fpr
Handle’ Handle handle associated with,(|'signatures in the handshake of the cryp-
a certificate as speci- tographic secure session
fied in IEEE 1609.2 @and
containing permissions
consistent with the ac-
cess control(policy.
‘Certificate An array of (PSID, Any The PSID and SSP pattern that needs td be
Permissions SSP) matched by the peer’s IEEE 1609.2 certjifi-
Pattern’ cate presented in the handshake. A magch
of any entry in this array is acceptable.[See
IEEE 1609.2 for further details
‘Inactivity A time period Any positive time period |How long any session associated with this
Timeout’ secure session instance may be inactive
before a fresh handshake is required
‘Session Timle- |A time périod Any positive time period |How much time may have passed since|the
out’ most recent handshake of a session assp-
ciated with this secure session instancg
before a fresh handshake is required
- The followjing parameter is provided only if ‘Session Type’ is External and ‘Role’ is Server and are requirg¢d in
that case -
‘Require Client|Boolean True, Whether to require client authentication
Authentication’ False during the TLS handshake
- The following parameters are provided only if ‘Session Type’ is External and ‘Role’ is Server and are optional
in that case -
‘Incoming Re- | A time period Any positive time period |The length of time after the secure session
quest Timeout’ instance receives this primitive in which
it will accept incoming connections. After
this time has passed, the secure session
instance will not accept incoming connec-
tions
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Table 23 (continued)

Name

Type

Valid range

Description

‘Max Incoming
Sessions’

Integer

Any positive integer

The maximum number of incoming client
requests to accept during the lifetime of
this session instance. Only client requests
that pass all other checks count against this

total

- The following parameters are provided only if ‘Session Type’ is External and are optional even in that case.
They represent constraints on the peer certificate presented during the secure session handshake. If the pa-
rameters are not provided, no constraints are applied to the indicated field in the certificate.

'Nar;re Con- A regular expression If this parameter is provided,the ID field in

straints’ the IEEE 1609.2 certificate'heéfls to be of
type name and needs to-match the regular
expression provided,See/IEEE [1609.2 for
further details

‘Issuler Con- A Hashedld8 as speci- If this parameteris provided, t}I}e issu-

straints’ fied in IEEE 1609.2. er field in the IEEE 1609.2 certifficate
shall match\the Hashedld8 proyided. See
IEEE 1609:2 for further details

- The following parameters are provided only if /Proxied’ is True -

‘Proxying Ses-  |Integer Any Previded only if ‘Role’ is Client.[The ID to be

sion[[D’ provided as the Proxying Sessipn param-
eter to AL-Sess-ClientHelloProxy.
indication

‘Broker Info’ Octet String Any The ‘Broker Info’ used to identify the ses-

sion while it is being brokered. [The inner
semantics of the ‘Broker Info’ sfring are not
used by the services specified ip this docu-

ment; it is simply used as an id¢ntifier.

9.3.1.3 Effect of receipt

On receipt, the secure session senyices create a secure session instance with the indicated|parameters
as splecified in 6.4. If the parameter role is “Client”, the instance attempts to carry out the handshake.

9.3.2 Sec-Sess-Configure.confirm

The [ervice primitive)sec-sess-Configure.confirm confirms receipt of the corresponding request

primijitive.

Thisservice primitive has no parameters.

9.3.3 _‘Sec-Sess-Start.indication

The service primitive sec-sess-Start.indication is used by an instance of the secure session services
to indicate that a handshake has taken place and to provide the certificate from the handshake to the
security subsystem.

Sec-Sess-Start.indication (
Application ID,
Session ID,
Certificate (optional)

)

The parameters of the service primitive are as shown in Table 24.
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Table 24 — Parameters for Sec-Sess-Start.indication

end-entity certifi-

Name Type Valid range Description

‘Application ID” |Structure. See [SO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the

= home trusted entity (ITS-SU)

(rTssapiid)

‘Session ID’ Integer Any An identifier for the session, unique

within sessions for the application
‘Certificate’ An IEEE 1609.2 Any IEEE 1609.2 end-entity certif- |The certificate received from the

icate

peer trusted entity during the

4
Cadilt

llalldblla}\C- I“TCCC"{ llUt ILJC lJl UVld d 1f
‘Require Client Authenticatiotf|was
set to False in the correspondirlg
Sec-Sess-Configure. deques|t.

See IEEE 1609.2 forfurther detfails

On receipt, the security subsystem carries out the activities specified in 6.6, steps bj ‘and c).

NOTE A

hough only the end-entity certificate from the handshake is passed to‘the security subsystem

in this primi
available to
the security 4
how the full ¢

9.3.4 Sec

The service
have detect
peer trusted

Sec-Ses
Appl]
Sess]

)

The parame

ive, in order for the handshake to have completed correctly the entire’certificate chain w
he Security Services specified in IEEE 1609.2. Any certificate in the chain can therefore be us
ubsystem when applying the access control policy as in 6.6, step B): See 9.5 for further discuss
hain is obtained during the handshake.

Sess-EndSession.indication

primitive Sec-Sess-EndSession.indication is used.to indicate that the secure session ser
bd that a particular secure session has ended;\either because of a timeout or becaus
| entity has terminated the session.

ill be
ed by
on of

vices
e the

cation ID,
on ID

-EndSession.indication (

ters of the service primitive:are as shown in Table 25.

Table 25 — Parameters for Sec-Sess-EndSession.indication

Name Type Valid range Description
‘Application [D’ |Structure, See 1SO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the
ra\ ¥ home trusted entity (ITS-SU)
(ITSsapiid)
‘Session ID’ [nteger Any existing session ID value asso- |An identifier for the session to pe
ciated with the ‘Application ID’. ended

On receipt, the security subsystem takes the actions specified in 6.12, step b).

9.3.5 Sec-Sess-Deactivate.request

The service primitive sec-Sess-Deactivate.request is used to request that a secure session instance
is deactivated, i.e. that it stops initiating or responding to new session handshakes and that it deletes
state such as the cryptomaterial handle reference used for authentication within handshakes.

Sec-Sess-Deactivate.request (
Application ID,
secure session Instance ID

)

The parameters of the service primitive are as shown in Table 26.
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Table 26 — Parameters for Sec-Sess-Deactivate.request

Name Type Valid range Description

‘Application ID” |Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.5 cation process, unique within the

= home trusted entity (ITS-SU)

(rTssapiid)

‘Secure session |Integer Any existing secure session in- An identifier for the secure session

Instance ID’ stance ID value associated with the |instance to be deactivated

‘Application ID’.

On receipt, the secure session service carries out the activities specified in 6.13. step b)

9.3.4 Sec-Sess-Deactivate.confirm

The pervice primitive sec-sess-Deactivate.confirm confirms receipt of the eorrésponding request
primijitive.

This|service primitive has no parameters.
9.4 | AL-Sess interface

9.4.1 AL-Sess-Data.request

The service primitive AL-Sess-Data.request is used by.the adaptor layer to submit anf ALPDU for
trangmission across the secure session.

Al.-Sess-Data.request (
Application ID,
Session 1D,

Data

)

The parameters of the service primitive:are as shown in Table 27.

Table 27— Parameters for AL-Sess-Data.request

Name Type Valid range Description

‘Application ID’ |Structure. See ISO 17419 An identifier for the IT§$-S appli-
See 55 cation process, unique within the

N .. home trusted entity (I'TS-SU)

(xMsgapiid)

‘Sesdion ID’ Integer Any An identifier for the segsion, unique

within sessions for the ppplication
‘Datq’ Octet String A C-OER encoded The APDU to be sent
Iso21177AdaptorLayerPdu

On receipt, the secure session services send the data over the indicated secure session instance.
Mechanism-specific considerations are given in 9.5.

9.4.2 AL-Sess-Data.confirm
The service primitive a1-sess-Data.confirm confirms receipt of the corresponding request primitive.
This service primitive has no parameters.

No effect on receipt is specified.
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