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Foreword

:2021(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a

technical

committee has been established has the right to be represented on that committee. International

organizations, governmental and non-governmental, in liaison with ISO, also take part in

the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The procedures used to develop this document and those intended for its further mainte
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-need
different types of ISO documents should be noted. This document was drafted in accordanc
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the
patent rights. ISO shall not be held responsible for identifying any or all suchpatent rights.
any patent rights identified during the development of the document will be in the Introduct
on|the ISO list of patent declarations received (see www.iso.org/patents).

Anly trade name used in this document is information given for thé convenience of users an
conpstitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific t
expressions related to conformity assessment, as wellras information about ISO's adh
thg World Trade Organization (WTO) principles in“the Technical Barriers to Trade (
www.iso.org/iso/foreword.html.

Thjs document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommit
Data communication.

Aljst of all parts in the ISO 21111 series can be found on the ISO website.

Anlﬁf1 feedback or questions on this do¢ument should be directed to the user’s national standar
complete listing of these bodies,can be found at www.iso.org/members.html.
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Introduction

The ISO 21111 series includes in-vehicle Ethernet requirements and test plans that are disseminated in
other International Standards and complements them with additional test methods and requirements.
The resulting requirement and test plans are structured in different documents following the Open
Systems Interconnection (OSI) reference model and grouping the documents that depend on the
physical media and bit rate used.

In general, the Ethernet requirements are specified in ISO/IEC/IEEE 8802-3. The ISO 21111 series
provides supplemental specifications (e.g. wake-up, 1/0 functionality), which are required for in-vehjcle
Ethernet gpplications. In road vehicles, Ethernet networks are used for different purposes requirfng
different pit-rates. Currently, the ISO 21111 series specifies the 1-Gbit/s optical and 100-Mbit/s
electrical physical layer.

The ISO 21111 series contains requirement specifications and test methods related to the in-vehicle
Ethernet. [This includes requirement specifications for physical layer entity (e.g. corinectors, physical
layer implementations) providers, device (e.g. electronic control units, gateway units) suppliers, gnd
system (e.g. network systems) designers. Additionally, there are test methods specified for conformance
testing and for interoperability testing.

Safety (el¢ctrical safety, protection, fire, etc.) and electromagnetic compatibility (EMC) requiremepts
are out of the scope of the ISO 21111 series.

The strucfure of the specifications given in the ISO 21111 seriés complies with the Open Systems
Interconngction (0SI) reference model specified in ISO/IEC 7498~H1l and ISO/IEC 10731[2],

ISO 211111 defines the terms which are used in this series‘of standards and provides an overview of
the standards for in-vehicle Ethernet including the complementary relations to ISO/IEC/IEEE 8802-3,
the docunment structure, type of physical entities, in-vehicle Ethernet specific functionalities and so pn.

ISO 21111-2 specifies the interface between reeonciliation sublayer and physical entity includjng
reduced gligabit media independent interface.(RGMII), and the common physical entity wake-up gnd
synchronized link sleep functionalities, independent from physical media and bit rate.

ISO 2111[1-2 specifies supplemental, requirements to a physical layer capable of transmittjng
1-Gbit/s gver plastic optical fibre compliant with ISO/IEC/IEEE 8802-3, with specific application| to
communidations inside road vehicles,/and a test plan for physical entity conformance testing.

ISO 21111-4 specifies the optical components requirements and test methods for 1-Gbit/s optical
invehicle Fthernet.

ISO 2111745 specifies,for' 1-Gbit/s optical in-vehicle Ethernet, requirements on the physical layey at
system leyel, requireinents on the interoperability test set-ups, the interoperability test plan that chegks
the requinements-for the physical layer at system level, requirements on the device-level physical layer
conformance test set-ups, and device-level physical layer conformance test plan that checks a set of
requiremgntsfor the OSI physical layer that are relevant for device vendors.

ISO 21111-6 specifies advanced features of an ISO/IEC/IEEE 8802-3 in-vehicle Ethernet physical layer
(often also called transceiver), e.g. for diagnostic purposes for in-vehicle Ethernet physical layers. It
specifies advanced physical layer features, wake-up and sleep features, physical layer test suite,

physical layer control requirements and conformance test plan, physical sublayers test suite and
physical sublayers requirements and conformance test plan.

ISO 21111-7 specifies the implementation for ISO/IEC/IEEE 8802-3:2021, which defines the interface
implementation for automotive applications together with requirements on components used to realize
this Bus Interface Network (BIN). ISO 21111-7 also defines further testing and system requirements
for systems implemented according to the system specification. In addition, ISO 21111-7 defines
the channels for tests of transceivers with a test wiring harness that simulates various electrical
communication channels.
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ISO 21111-8 specifies the transmission media, the channel performance and the tests for
ISO/IEC/IEEE 8802-3 in-vehicle Ethernet.

ISO 21111-9 specifies the data link layer requirements. It specifies the requirements for devices and
systems with bridge functionality.

This document specifies the transport layer and network layer requirements and conformance test
plans. It specifies the conformance test plans for devices and systems that include functionality related
with OSI layers from 4 and 3.

ISO 21111-11 specifies the application layer to session layer requirements and conformance test plans.

It dpecifies the conformance test plans for devices and systems that include functionality related with
0S| layers from 7 to 5.
Figure 1 shows the parts of the ISO 21111 series and the document structure.
[ s P A ——
130/IEC 7498-1, | _ : |
I o/tEc 10731 | I ISO 21111 In-vehicle Ethernet |
I
| I
| 0SI Layer | I IS0 21111-11 Application layer to session layer conformance test plans I
| 7t05 I | |
I 1 |
I 0SI Layer | | ISO 21111-10 Transport layer and network layer conformance test plans |
NEEE | I I
I I
! |l . . |
| | | ISO 21111-9 Data link layer réquirements and conformance test plans I
| |
|| |osiLayer2 I | § ISO/IEC/IEEE 8802-2 I
|| | Datalink I || = |
| | £
[ I 1 — | I
| e |
<
I / \ | I _E 1SO-21111-2 Common physical entity requirements I
I g
I | 'l E ISO/IEC/IEEE 8802-3 |
| I I £ I
I R — I
| e |
I ! I & |
| | | il 1SO 211141-3 Optical IS0 21111-5 Optical 1SO 21111-6 Electrical ISO 21111-7|Electrical
| | I = 1-Gbit/s'physical entity 1-Gbit/s physical layer 100-Mbit/s physical 100-Mbit/q physical I
|| losiLayer 1 I | = réquirements and system requirements entity requirements layer system I
I Ph sI,cal | g‘ conformance test plan and test plans and conformance test requirements and test I
| ¢ I I 2 plan plah |
| I | 1SO/IEC/IEEE 1SO/IEC/IEEE 1SO/IEC}IEEE I
| | | 8802-3:2021 8802-3:2021 8802-3:2021 I
| I | 1SO 21111-4 General requirements and test 1SO 21111-8 Electrical 100-Mbit/s Ethernet I
| | | methods of optical gigabit Ethernet components transmission media, components and tests |
<Y/ 1
LI | |______________________________________________I

Figure 1 — In-vehicle Ethernet documents reference according to OSI model
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INTERNATIONAL STANDARD ISO 21111-10

:2021(E)

Road vehicles — In-vehicle Ethernet —

Part 10:

Transport layer and network layer conformance test plans

1 [ Scope

Thjs document specifies in-vehicle Ethernet transport layer and network layer ¢onfornpance test

pldns (CTP) for electronic control units (ECUs). This document is a collection of all)conforr
cages which are recommended to be considered for automotive use and should be referr
mgnufacturers within their quality control processes.

The document includes conformance test plans for the address resolution protocol, Intern
message protocol version 4, Internet protocol version 4, Internet protoc€ol version 4 auto con
usér datagram protocol, transport control protocol, and dynamic hostconfiguration protocol

2 | Normative references

The following documents are referred to in the text inisuch a way that some or all of the
comstitutes requirements of this document. For dated\references, only the edition cited aj
unflated references, the latest edition of the refereneed document (including any amendment

ISQ/IEC 9646-1, Information technology — QOpén Systems Interconnection — Conforman
methodology and framework — Part 1: General concepts

ISO 21111-1, Road vehicles — In-vehicle Ethernet — Part 1: General information and definitions

3 | Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 21111-1, ISO/IEC 9
the following apply.

[SQ and IEC maintain terminological databases for use in standardization at the following ad

— | ISO Online birowsing platform: available at https://www.iso.org/obp

— | IEC Electyopedia: available at https://www.electropedia.org/

3.1
REPEAT

hance test
ed by car

et control
iguration,
version 4.

ir content
pplies. For
5) applies.

ce testing

646-1 and

Hresses:

AR

D
Q)
p
a1}
b
Fr

3.2
full-sized segment
segment with size equal to the effective send MSS

3.3
result code
value attributed to a result

3.4
generic result code
specific and universal value attributed to a result
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3.5

full-window operation
IUT's TCP has reached a state where it is allowed to send data segments of size of test system Host-1's
entire receive without getting any acknowledgement from the test system Host-1

4 Symbols and abbreviated terms

4.1 Symbols

VB AT

tARP—Dynami
tARP—Dynami

tARP—Tolera

tValid—Time

tListen—Tim

tFragmentfR
tValid—Time
tProbeiMin

tProbeiMax

tAnnouncefW
tAnnouncefI
tRateiLimip

tDefend_Int

4.2 Ablk

ACK

-Cache-Timeout

—-Cache-Tolerance

To-Live

assemly-Timeout

To-Live

it
terval
Interval

rval

reviated.téerms

acknowlege

empty table cell or feature undefined
voltage of the battery

time for which a dynamic entry is present in the ARP cache

tolerance time for the ARP dynamic cache of the INT to get refreshed

IUT: tolerance time for the ARP cache of the-lUT to get refreshed

LT: time variance associated to any waitévent
time interval of [P datagram send

maximum time interval for which the LT waits for an ICMP re
segment

fragment reassembly tinr€out

value used in [P datagram send

value of PROBE, MIN constant

value of PROBE_MAX constant

value of ANNOUNCE_WAIT constant
value of ANNOUNCE_INTERVAL constant
value of RATE_LIMIT_INTERVAL constant

value of DEFEND_INTERVAL constant

Addr
AL
ANVL
ARL
ARP
ASP
CTC

1
dUUIrtTssS

application layer

automated network validation library

address resolution lookup

address resolution protocol

abstract service primitive

conformance test case
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CTP conformance test plan

EMC electromagnetic compatibility
EOP end of option

ETS enhanced testability service
FIF filtering of incoming frames
FIN finish control flag

FINWAIT finish wait

GE general requirements

GNDD ground

ICMP internet control message protocol
[HL Internet header length

IUT implementation under test
[UT-Iface IUT physical layer interface
ISN initial sequence number

LT lower tester

LT{Iface LT physical layer interface
MSL maximum segment lifetime
MSS maximum segment size

MTU maximum transmission unit
Mv manipulated value

NL networklayer

NQP ne Opération

PCD points of control and observation
PHIY physical layer

PSH push

QoS qualitiy of service and audio/video bridging
RCVD received

RCV.NXT receive next

RPC remote procedure call

RST reset

RTO retransmission timeout
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SEQ
SL

SUT
SYN

1-10:2021(E)

sequence
session layer
system under test

synchronize control flag

SYN-RCVD SYN received

SYN-SENT. SYN sent

TCP
TIME
TL
UDP

UT

transmission control protocol
time synchronisation
transport layer

user datagram protocol

upper tester

5 Conventions

This docu

6 CTP

6.1 Gen

This docu
A CTP dos
a test houl
environm

The CTCs
of informa
groups, pij
also tend {

A CTC refi
organize t

ment is based on OSI service conventions as specified in ISO/IEC 1073121,

test system set-up and CTC structure

eral

ment specifies a CTP according to the requirements as specified in the ISO/IEC 9646 ser
s not provide qualification of test.résults but expected responses of the [UT. A CTP is used
se to develop a conformance testspecification specific for the test system used in their
ent.

specified in this document/are organized in such a manner as to simplify the identificat
tion related to a test-and to facilitate in the actual testing process. CTCs are organized i
imarily in order toreduce set-up time in the lab environment. The different groups typics
o focus on specific:aspects of device functionality.

brence name;&.g. "ARP_03 - ARP entry learned on ARP request (no ARP request)"” is used
he CTC name€, where:

— CTC ipdicates-that this is a conformance test case;

— name

es.

by
lab

on
nto

Iy

to

subject of CTC;

— supplemental name, e.g. ARP, which is address resolution protocol;

— CTCn

umber;

— after the hyphen a descriptive name of the CTC follows.

The CTC definitions themselves are intended to provide a high-level description of the purpose,
references, prerequisite, steps/procedures, expected responses, remarks, and methodologies pertinent
to each test (see 6.3).
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The test system topology follows ISO/IEC 9646-1 and consists of a test set-up which consists of a test
system and a system under test (SUT) connected via the physical medium. The test system implements
aUT and an LT. The UT uses the test control protocol (Figure 2, key 2) to control the LT. The LT supports
the functionality required to test the OSI layer (Figure 2, key 5, key 6, and key 7) of the IUT. The test
system uses [UT-specific set-up parameters (Figure 2, key 1) for testing the communication with the

IUT.

The control and measurement functlonallty is prov1ded by direct loglcal access to the service interface

(Fi
(Fi

The UT conformance test controller in the test system manipulates the service ‘primitive

in the IUT

, key 4) supports an equlvalent part of the abstract service mterface (ASPS PCO) (dgshed line)

, key 3) and the associated parameters to control and measure the state(s) of the'lU

—a

interface

parameters in the IUT via the ASPs (ETSs) and PCO of the OSI layers to fulfil the purpose of efich CTC.

Set-up
SUT-specific
parameters

Key

W N =

;
I Test system <Host-1>|

UT

UT App

A
Test control' | 2
protocol

LT

0SI-7 Application layer
OSI-6 Presentation layer.
OSI-5 Session layer

A Q\
\ )

0SI-4 Transport layer
OSI-3 Network layer

CS A
t‘\\o \ 4

. |OSI-2 Datalink layer

.

v

<LT-Iface-0>

0SI-1layer

3
/

ASPs

UT App

PCO

5
/

0SI-7 to OSI-5

TestStub

IUT App

layers interaction

6
/

0SI-4 to OSI-3

0SI-7 Application
OSI-6 Presentation
OSI-5 Session layer

yer
yer

4

layers interaction

7

[€—0s1-2 layer interaction—

Service-provider
Physical medium

0SI-4 Transportlayer

0SI-3 Network laye}

3

A
v

» 0S1-2 Datallink lay

1)
-

I
I
I
I
M
I
I
I

0SI-1layer
<IUT-Iface-0

0SI-1 layer interaction

set-upparameters (node's electronic data sheet)

tést control protocol

points of control and observation (PCO) and abstract service primitives (ASPs) based on enhancedl testability

N O o
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UT application with ETS interface

OSlI layer 7 to 5 protocol
OSI layer 4 to 3 protocol
OSI layer 2 protocol

Figure 2 — Test system set-up
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6.3 CTC definition

CTCs are independent of one another. Each CTC checks the behaviour of the IUT for a particular purpose
of this document. CTCs, which require variations of individual parameters, shall be repeated for each
value of the parameter. Each CTC is specified according to a common CTC structure as shown in Table 1.

Table 1 — CTC structure

Item

Content

CTC # - Title

CTC_x.y.z-a - CTC structure

Purpose

—-

The purpose is a brief statement outlining what the test attempts are to achieve. The tesf is
written at the functional level. It is recommended to begin the description of purpose with!"This
CTC verifies ...".

Reference

The purpose of reference is to specify source material external to the test suite,including gny
other references that might be helpful in understanding the test methodology and /for test results.
External sources are always referenced by number when mentioned in the test description. Any
other references not specified by number are stated with respect to the test.suite document itsglf.

EXAMPLE AUTOSAR SOME/IP Protocol Specification, R20-11,l13PRS_SOMEIP_00042;
PRS_SOMEIP_00099; ...

Prerequis

ite

The purpose of prerequisites is to specify the test hardware andfor'software needed to perfofm
the CTC. This is generally expressed in terms of minimum requirements. In some cases, specific
equipment manufacturer/model information may be provided.

EXAMPLE The IUT is running and offering the enhanced testability service.

Set-up

The purpose of set-up is to describe the initial configuration of the test environment. Smfall
changes in the configuration should not be included here and are generally covered in the tgst
procedure below.

EXAMPLE The test system set-up shallibe in accordance with Figure 3.

Step

The test procedure includes the test description, which contains the systematic instructigns
for carrying out the test. It provides @)cookbook approach to testing and may be intersperded
with observable results. Each test Step shall have a numeric number in ascending ordler.

1. Configure the IUT as masteér or as slave.
2. Establish a valid ligk-with the IUT.

3. Monitor the transmissions from the IUT and cause the management to request a PMA refet
while simultaneously ceasing transmissions from the test system.

Iteration

The purposeef'testiterations is to include test procedure definitions, which are repeated more than orjce.

a) REREAT step 2 to step 3 with the IUT configured as master, 1 time.

b) \"REPEAT step 2 to step 3 with the IUT configured as slave, 1 time.

Expected
sponse

res

The purpose of expected response is to describe the expected results to be examined by the tgst
system Host-1 in order to verify that the IUT is operating. When multiple values for an observaple

are pnccih]o’ this r‘ocrv‘ipfinn prnvir]nc ashort discussion on haow to infnrprnf them-The detbr-

mination of a pass or fail outcome for a particular test is generally based on the successful (or
unsuccessful) detection of a specific observable.

After iteration a): The IUT stops transmitting with tx_mode = SEND_N and starts
transmitting with tx_mode = SEND_I for 1 iteration a). The IUT sets
link_status = FAIL.

After iteration b): The IUT stops transmitting for 1 iteration b). The IUT sets
link_status = FAIL.

Remark

The purpose of remarks is to describe known issues with the test procedure, which can affect
test results in certain situations. It can also refer the reader to test suite annexes and/or white
papers that can provide more detail regarding these issues.
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6.4 Terminology used in CTCs

Table 2 specifies the terminology used in CTCs.

Table 2 — Terminology used in CTCs

:2021(E)

Name Content

Upper tester (UT)

IUT UT ETS via the abstract service primitives (ASPs).

Entity which is responsible for controlling the LT via the test control protocol and the

Lower tester (LT)

Entity which is responsible for validating the implementation under test (IUT).

[U[l_CONFIGURE This entry causes the IUT to configure/execute various commands for clearing cache,
adding static address, send echo request, etc.

ar Implementation under test in the SUT.

CLEANUP This is a command, which causes the IUT to remove the static entry from its ARP cache.

6.3 IUT prerequisites - TCP/IP TestStub

6.3.1 General

The TCP/IP TestStub defines interfaces required to test the TCP/IP'communication stack fung¢tionality.

Th

Th
the

6.5

P

Taizle 3 references AUTOSAR Testability Protocol and Service Primitives, TC Release 1.1.0, '6.
Pr

e protocol parts covered by the TCP/IP TestStub include:
UDP and TCP - socket connection establishment andtermination;
UDP and TCP - message transmission and receptien.

e TCP/IP TestStub is specified in Reference J14] (AUTOSAR). This document references 4
AUTOSAR specification.

.2 TCP/IP TestStub service primitives

mitives'l14], A subset of servige primitives are supported by the UT to observe and contrg
T TestStub in the IUT.

Table 3 — TCP/IP TestStub methods (service primitives)

subset of

|0 Service
| the TCP/

e 3 provides an overview of the service primitives, the identifier, applicability and applicability of

Taazl
UDP and TCP.

Method hame (service primitive) Identifier | Applicability UDP TCP
GHT_VERSION 146 optional — —
START TEST 216 mandatory — —
END-_TEST 356 TTAAdatory — —
CLOSE_SOCKET 016 — mandatory mandatory
CREATE_AND_BIND 146 — mandatory mandatory
SEND_DATA 216 — mandatory mandatory
RECEIVE_AND_FORWARD 316 — mandatory mandatory
LISTEN_AND_ACCEPT 416 — — mandatory
CONNECT 516 — — mandatory
SHUTDOWN 716 — — optional
Key
— empty cell/undefined
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6.5.3 Result codes

Due to different stack implementations there is no generic way to retrieve specific result codes. Only
generic result codes are supported. The generic result codes of the TCP/IP TestStub methods (see
Table 3) are E_OK and E_NOK.

7 Network and transport layers CTCs

7.1 NL - Address resolution protocol (ARP)

7.1.1 Gg
The object

7.1.2 R{

RFC 826:1
with this ]

7.1.3 Te

Figure 3 s

bneral

ive of this subclause is to specify CTCs for the ARP from RFC 826:1982[8l,

eferenced specification

982181 specifies an Ethernet address resolution protocol. All CTCs in‘Z1 are in accordance
RFC.

st system topology - NL - ARP

hows the test system topology - NL - ARP.
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Figure 3 — Test system topology - NL - ARP

7.1.4 Test systemrtopology and related CTC configuration

Tegt system Host1 configuration required for the tests in the following sections pertainihg to ARP

tegts.

AM CTCsthatusean IPinterface needto pprfnrm ARP par‘l{nf nvrhnngﬂ This ARP ﬁ'agmpn

Corréct IUT MAC address for the IUT interface (IUT-Iface-0) connected to LT interface (L|[-Iface-0).

exchange

is performed after the IUT interface is configured with an IP address. Using this fragment exchange
the LT automatically learns the MAC address of IUT. The learned MAC address is then used in the
CTCs to send segments to the IUT.

— All CTCs in this conformance test plan require the IUT to be configured with only one IP interface
(IUT-Iface-0).

7.1.5 CTC ARP overview

Table 4 shows the CTC ARP overview.
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Table 4 — CTC ARP overview

Specification document Subclause

number

Test category

Test number (s)

RFC 826: an Ethernet address resolution
protocol, Packet generation

71.71

Packet generation

CTC_ARP_01 to CTC_ARP_15

RFC 826: an Ethernet address resolution 7.1.7.2
protocol, Packet reception

Packet reception

CTC_ARP_16 to CTC_ARP_49

7.1.6 ARP parameters used in CTCs

7.1.6.1 ser defined configuration parameters for IUT
The configuration parameter values are user defined. Table 5 defines the user defined configuratjon
parametets for [UT.
Table 5 — User defined configuration parameters for IUT
Parameter used in CTCs Content
EaRP-Dynamijc-cache-Timeout This is the time for which a dynamic entry is present inthe ARP cache. This timegut
is only effective if it has been configured using theseript named ARP IUT configyre
ARP dynamic cache entry timeout command,
Earp-Tolerdnce This is the tolerance time for the ARP cache/bfthe IUT to get refreshed.
CaRP-Dynamjc-cache-Tolerance | This is the tolerance time for the ARP dyhamic cache of the IUT to get refreshed.
tARPnynami -Cache-Tolerance iS specified in 4(—)F0rmUIa 1).
tARP—Dy amic-Cache-Tolerance — tARP—Tolerance + tARP—Dynamic—Cache—Timeout (1)

7.1.6.2

The confi
configura

User defined configuration parameters for LT

Table 6 — User defined configuration parameters for LT

puration set-up parameter values are user defined. Table 6 specifies the user defined
ion parameters for the LT.

Parameter used in CTCs

Content

MAC-Addr-2.

Host-1 This denotes ARP Host-1 simulated in the LT.

Host-1-IP This denotes I[P address of Host-1.

[UT-Iface-p This denotes the IUT interface to which the LT Host-1 is connected.

[UT-Iface-p-1P This denotes IP address of IUT-Iface-0.

Param-Lisfen-Fime This is the maximum time interval for which the LT waits for a fragment for
cases when a certain event has been triggered on the IUT either by sopne
protocol timer or using some external mechanism.

MAC-Addr-1 The first unused MAC address that the LT can use for emulating specific
topologies needed in the CTC.

MAC-Addr-2 The second unused MAC address that the LT can use for emulating specific
topologies needed in test. This is auto generated as consecutive to MAC-Addr-1.

MAC-Addr-3 The third unused MAC address that the LT can use for emulating specific

topologies needed in the CTC. This is auto generated as consecutive to

[UT-Iface-0-MAC-Addr

This is the MAC address of IUT-Iface-0 of the IUT.

Arbitrary-MAC-Addr

Thisindicatesan arbitrary MAC address. This value is equal to 12:34:56:78:90:00.

10
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Table 6 (continued)

Parameter used in CTCs

Content

Unknown-ARP-Hardware-Type

This indicates an unknown/wrong value of a hardware type resolution

segment.

Unknown-Hardware-Addr-Len

This indicates an unknown/wrong length of a hardware address.

Unknown-ARP-Prot-Type

This indicates an unknown/wrong value of a protocol type.

Unknown-Prot-Addr-Len

This indicates an unknown/wrong length of a protocol address.

tARP—Tolerance

This value depicts the time variance associated to any wait-event.

Eth-Addr-Len

The length in bytes of the Ethernet MAC address that has the vdlue 6.

Arpit-MAC-Addr

This indicates an arbitrary MAC address.

AR

P-Hardware-Eth

This indicates the ARP hardware type “Ethernet” (0001,4).

MAC-Addr-1

MAC address 1

AH

P-Hardware-Type-Unknown

This indicates an unknown ARP hardware type:

AR

P-Protocol-IP

This indicates the ARP protocol type “IP” (0800).

AR

P-Protocol-Unknown

This indicates an unknown ARP protocpektype.

IP{First-Unused_Addr-Iface-1

This indicates an I[P address that is.duprently not assigned to the IUT in-

terface IUT-Iface-0.

Ogeration-Request This indicates the ARP operation code “Request” (00014¢).
Ogleration-Response This indicates the ARP operation code “Response” (0002,4).
7.1.7 ARP CTCs

7.1.7.1 CTC_ARP - Packet generation

Talple 7 specifies the ARP_03 - ARP entry learned on ARP request (no ARP request) test case.

Table 7 — ARP_03 - ARR-eéntry learned on ARP request (no ARP request)

Item Content

CTC # - Title |CTC_ARP_03 - ARP-entry learned on ARP request (no ARP request)

Purpose This CTC verifies that when the LT sends an ARP request to the IUT, an entry of Host-1-1p, MAC-Ad-
dr-1 gets,added to the I[UT's ARP cache. When the UT causes the IUT to send a UDP| datagram
using thesnew ARP cache entry, the IUT does not send any ARP request.

Rdference RF(826:1982,[8] Packet generation

Prierequisite |FhelUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as-speecifiedin~t61and~16-2-

© IS0 2021 - All rights reserved
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Table 7 (continued)

Item Content

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of [IUT-Iface-0
containing:

— [P address Host-1-1P.
2. The LT shall send the ARP request to the IUT through [UT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;

— ARP target IP address set to IUT-Iface-0-1P;

— Ethernet source address set to MAC-Addr-1.
3. The LT shall wait t;3p_701erance S€COnd(s) for the ARP cache of the IUT to get'tefreshed.
4. The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0'with:

— ARP sender IP address set to IUT-Iface-0-1P;

— ARP target IP address set to Host-1-1P.

5. The LT shall listen Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 5: The IUT shall not send an ARP request.
sponse

Remark —

Table 8 spgcifies the ARP_04 - ARP entry learned on ARP\request (ARP entry used).

Table 8 — ARP_04 - ARP entry learned on ARP request (ARP entry used)

Item Content
CTC # - Title |CTC_ARP_04 - ARP entry leatned on ARP request (ARP entry used)
Purpose This CTC verifies that when the LT sends an ARP request to the IUT, an entry of Host-1-1P, MAC-Ad-

dr-1 gets added to the-tUT's ARP cache. When the UT causes the IUT to send a UDP datagrjam
using the new ARP ¢ache entry, the IUT sends the expected UDP datagram.
Referencd RFC 826:1982,[81(Packet generation

Prerequigite |TheIUT shallbepowered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP-~TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall besactive.

Set-up Thetest'system set-up shall be in accordance with Figure 3.

The'test system shall be parameterized in accordance with the configuration set-up parametg¢rs
ds specified in 7.1.6.1 and 7.1.6.2.
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Table 8 (continued)
Item Content
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— [P address Host-1-1P.
2. The LT shall send ARP request to IUT through [UT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— Ethernet source address set to MAC-Addr-1.
3. The LT shall wait up to tazp_ro1erance S€COnd(s) for the ARP cache of [UT to get rgfreshed.
4. The UT shall configure the IUT to send a UDP datagram from IUT:Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-IP.
5. The LT shall listen up to Param-Listen-Time on LT<face-0.

Itgration Not applicable

Expected re- After step 5: The IUT sends the UDP datagtam.

sppnse

Relmark —

Tallzle 9 specifies the ARP_05 - ARP entry learned.on gratuitous ARP response (no ARP requekt).
Table 9 — ARP_05 - ARP entry learned on gratuitous ARP response (no ARP requiest)
Item Content

CTC # - Title |CTC_ARP_05 - ARP etqtry learned on gratuitous ARP response (no ARP request)

Purpose This CTC verifies that when the LT sends a gratuitous ARP response to the IUT, an enffry of Host-
1-1P, MAC-Addr=1"gets added to the [UT's ARP cache. When the UT causes the IUT to dend a UDP
datagram uging‘the new ARP cache entry, the IUT does not send any ARP request.

Rdference RFC 826:1982,[8] Packet generation

Prierequisite |The IUT-shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the~T'CP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
Shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

© IS0 2021 - All rights reserved
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Table 9 (continued)

Item Content

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:

— [P address Host-1-1P.
2. The LT shall send gratuitous ARP response to IUT through [UT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;

— ARP target IP address set to IUT-Iface-0-1P;

— Ethernet source address set to MAC-Addr-1;

— Ethernet destination address set to Eth-Broadcast-Addr.
3. The LT shall wait up to tzp_ro1erance S€cond(s) for the ARP cache of IUT to get refreshed.
4. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:

— source [P address set to IUT-Iface-0-IP;

— destination IP address set to Host-1-IP.

5. The LT shall listen up to Param-Listen-Time on LT-Ifaee*0.

Iteration Not applicable

Expected re-|After step 5: The IUT shall not send an ARP request.
sponse

Remark —

Table 10 specifies the ARP_06 — ARP entry learned on gratuitous ARP response (ARP entry used).

Table 10 — ARP_06 - ARP entry learnedon gratuitous ARP response (ARP entry used)

Item Content
CTC # - Title |CTC_ARP_06 - ARP entrylearned on gratuitous ARP response (ARP entry used)
Purpose This CTC verifies that when the LT sends a gratuitous ARP response to the IUT, an entry of Hgst-

1-1P, MAC-Addr-Lgets’added to the IUT's ARP cache. When the UT causes the IUT to send a UDP
datagram using the new ARP cache entry, the IUT sends the expected UDP datagram.

Referencd RFC 826:1982,!81 Packet generation

Prerequigite |TheIUTshall be powered onand shall be linked-up with the test system. The IUT shall implemé¢nt
the TER/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs

accumacifind i 71 £1 o d 71 £ 9
aS SpPCtIICOTIIT O ot 7 Oz
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Table 10 (continued)
Item Content
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— [P address Host-1-IP.
2.  The LT shall send gratuitous ARP response to IUT through DIFACE-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— Ethernet source address set to MAC-Addr-1.
3. The LT shall wait up to tazp_ro1erance S€COnd(s) for the ARP cache of [UT to get rgfreshed.
4. The UT shall configure the IUT to send a UDP datagram from IUT:Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
5. The LT shall listen up to Param-Listen-Time on LT<face-0.

Itgration Not applicable

Expected re- After step 5: The IUT sends the UDP datagtam.

sppnse

Relmark —

Tallzle 11 specifies the ARP_07 - ARP request sending (ARP request send on missing entry).
Table 11 — ARP_07 - ARP request sending (ARP request send on missing entry)
Item Content

CTC # - Title |CTC_ARP_07 - ARP request sending (ARP request send on missing entry)

Purpose This CTC verifiestthat when the UT causes the IUT to send a UDP datagram to desfination IP
address Host-}<IP.and there is no entry related to Host-1-1P in the I[UT’s ARP cache, then the [UT
sends as ARP request.

Rdference RFC 826:1982,[8] Packet generation

Prierequisite |The IUT-shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the~T'CP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
Shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARH cache of

[UT-Iface-0 containing:
— 1P address Host-1-1P.
2. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re- After step 3: The IUT sends an ARP request.

sponse

15
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Table 11 (continued)

Item Content

Remark —

Table 12 specifies the ARP_08 - ARP request sending (hardware type check).

Table 12 — ARP_08 - ARP request sending (hardware type check)

Item Content

CTC # - Tftle |[CTC_ARP_U8 - ARPrequest sending (hardware type check)

Purpose This CTC verifies that the hardware type of ARP request packets sent by the IUT is set correctly.
Referencg RFC 826:1982,[8] Packet generation;

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shallimplemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the/TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configupation set-up paramet¢rs
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynami¢-entries in the ARP cache|of
[UT-Iface-0 containing:

— I[P address Host-1-1P.

2. The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source IP address set to [UT-Iface-0-IP;
— destination IP address set to Host21-1P.

3.  The LT shall listen up to Paramsl{isten-Time on LT-Iface-0.

Iteration Not applicable
After step 3: The IUT sends an ARP request.

Expected re
sponse

After step 3: The LT shall verify that the received ARP request contains the hardware type
set to ARP-Hardware-Eth:

Remark —

Table 13 specifies the ARP_095 ARP request sending (protocol type check).

Table’13’— ARP_09 - ARP request sending (protocol type check)

Item Content
CTC # - Title , [ETC_ARP_09 - ARP request sending (protocol type check)
Purpose This CTC verifies that the protocol type of ARP request packets sent by the IUT is set correct]ly.

Reference RFC 826:1982,181 Packet generation

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
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Table 13 (continued)

Item Content
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— [P address Host-1-IP.
2.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Itgration Not applicable

Expected re-
S];Lnse

After step 3: The IUT sends an ARP request.

After step 3: The LT shall verify that the received ARP request contains the protod
to ARP-Protocol-IP.

ol type set

Rgmark —
TalLle 14 specifies the ARP_10 - ARP request sending (hardware address length check).
Table 14 — ARP_10 - ARP request sending (hardware address length check)
Item Content
CTC # - Title |CTC_ARP_10 - ARP request sending (hardware address length check)
Purpose This CTC verifies that the hardware address length of ARP request packets sent by|the IUT is
set correctly.
Rdference RFC 826:1982,[8] Packet generation
Prierequisite |The IUT shall be powered onand shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in ageerdance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set<up shall be in accordance with Figure 3.
The test systeprshall be parameterized in accordance with the configuration set-up parameters
as specifieddn,71.6.1 and 7.1.6.2.
Step 1. The(UT shall configure the IUT to clear the dynamic entries in the ARHE cache of
[UT-Iface-0 containing:
— [P address Host-1-IP.
2.  The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 3: The IUT sends an ARP request.
sponse After step 3: The LT shall verify that the received ARP request contains the hardware address
length set to Eth-Addr-Len.
Remark —

Table 15 specifies the ARP_11 - ARP request sending (protocol address length check).

© IS0 2021 - All rights reserved
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Table 15 — ARP_11 - ARP request sending (protocol address length check)

Item Content
CTC # - Title |CTC_ARP_11 - ARP request sending (protocol address length check)
Purpose This CTC verifies that the protocol address length of ARP request packets sent by the IUT is set
correctly.

Reference RFC 826:1982,[8] Packet generation

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall he active

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache|of
[UT-Iface-0 containing:

— [P address Host-1-IP.

2. The UT shall configure the IUT to send a UDP datagram from WF-Iface-0 with:
— source IP address set to [UT-Iface-0-IP;
— destination IP address set to Host-1-IP.

3.  The LT shall listen up to Param-Listen-Time on LT*Iface-0.
Iteration Not applicable
After step 3: The IUT sends an ARP request!

Expected re

sponse After step 3: The LT shall verify that the;received ARP request contains the protocol addré¢ss

length set to [IP_ADDR_LEN.
Remark —

Table 16 specifies the ARP_12 - ARP requestsending (operation code check).

Table 16 — ARP_12 —"ARP request sending (operation code check)

Item Content
CTC# - Title |CTC_ARP_12 - ARPrequest sending (operation code check)
Purpose This CTC verifies that the operation code of ARP request packets sent by the IUT is set correctly.

Referencé RFC 826:1982,[8] Packet generation;

Prerequigite |TheIUT.shall be powered onand shall belinked-up with the testsystem. The IUT shall implem¢nt
the{TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

Tlhaot 4 s Laollls s 3 P2 I 2| iela 1 £3 43 s s
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as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:

— [P address Host-1-IP.
2.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source [P address set to IUT-Iface-0-IP;

— destination IP address set to Host-1-IP.

3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
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Table 16 (continued)
Item Content

Iteration Not applicable

Expected re-|After step 3: The IUT sends an ARP request.

sponse After step 3: The LT verifies that the received ARP request contains the operation code set
to Operation-Request.

Remark —

Tahle 17 cppr‘ifipc the ARP 13 — ARP request cpnding (ARP sender hardware address r‘hprl()
Table 17 — ARP_13 - ARP request sending (ARP sender hardware address.check)
Item Content

CTC # - Title |CTC_ARP_13 - ARP request sending (ARP sender hardware address check)

Purpose This CTC verifies that the sender hardware address of ARP request\packets sent by|the [UT is
set correctly.

Rdference RFC 826:1982,[8] Packet generation;

Prierequisite |TheIUT shall be powered on and shall be linked-up with thetest system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT skall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with'Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the [UT{to clear the dynamic entries in the ARH cache of

[UT-Iface-0 containing:
— [P address Host-1-IP.
2. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destinatien P address set to Host-1-1P.
3. The LTghall listen up to Param-Listen-Time on LT-Iface-0.

Itgration Not applicable

Expected re-|After'step 3: The IUT sends an ARP request.

sppnse After step 3: The LT verifies that the received ARP request contains the ARP sendeff hardware
dddress set to IUT-Iface-0-MAC-Addr.

Rgmark —

Ta‘zle 18specifies the ARP_14 - ARP request sending (sender IP address check).

Table 18 — ARP_14 - ARP request sending (sender IP address check)

Item Content
CTC # - Title |CTC_ARP_14 - ARP request sending (sender IP address check)
Purpose This CTC verifies that the sender IP address of ARP request packets sent by the [UT is set correctly.
Reference RFC 826:1982,[8] Packet generation
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 18 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— I[P address Host-1-1P.
2.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source [P address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
3.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 3: The IUT sends an ARP request.
sponse After step 3: The LT verifies that the received ARP request contains the sender IP address et
to IUT-Iface-0-IP.
Remark —

Table 19 specifies the ARP_15 - ARP request sending (target [P address correct).

Table 19 — ARP_15 - ARP request sending (target IP address correct)

Item Content
CTC# - Title |CTC_ARP_15 - ARP request sending (target IP address correct)
Purpose This CTC verifies that the target IP address of ARP request packets sent by the [UT is set correctly.
Referencd RFC 826:1982,[8] Packet generation
Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in aceordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set‘up shall be in accordance with Figure 3.
The test systenrshall be parameterized in accordance with the configuration set-up parametg¢rs
as specifiedin\741.6.1 and 7.1.6.2.
Step 1. The WUT shall configure the IUT to clear the dynamic entries in the ARP cache|of
[UT4face-0 containing:
-~ [P address Host-1-1P.
2. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:
— source [P address set to [UT-Iface-U-1F;
— destination IP address set to Host-1-IP.
3.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 3: The IUT sends an ARP request.
sponse After step 3: The LT verifies that the received ARP request contains the target IP address set
to Host-1-1P.
Remark —
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7.1.7.2 CTC_ARP - Packet reception

Table 20 specifies the ARP_16 - ARP request reception (ARP target hardware address

00:00:00:00:00:00) test case.

Table 20 — ARP_16 - ARP request reception (ARP target hardware address =

00:00:00:00:00:00)

Item Content
CTC # - Title |CTC_ARP_16 - ARP request reception (ARP target hardware address = 00:00:00:00:00:00)
Purpose This CTC verifies that when the LT sends an ARP request with ARP target hardwane gddress set
to all zeroes to the IUT, then the IUT sends an ARP response.
Rdference RFC 826:1982,[8] Packet generation
Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The TUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running/arid the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the ¢onfiguration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface~0-1P;
— ARP target hardware address s€tjto all-zeroes.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Itgration Not applicable
Expected re-|After step 2: The IUT sends)an ARP response.
sppnse
Relmark —

Tallzle 21 specifies the ARP_17 —ARP request reception (ARP target hardware address = FF:F}

:FF:FF:FF:

FFJFF in hexadecimal format):
Table 21 — ARP_17 £ ARP request reception (ARP target hardware address = ff:ff:ff:ff:ff:ff:ff)
Item Content

CTC # - Title {CTE€_ARP_17 - ARP requestreception (ARP target hardware address = ff:ff:ff:ff:ff:ff:fff)

Purpose This CTC verifies that when the LT sends an ARP request with ARP target hardware gddress set
to Ethernet Broadcast address, then the I[UT sends an ARP response.

Rdferénce RFC 826:1982,8] Packet generation

Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
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Table 21 (continued)

Item Content
Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;

— ARP target hardware address set to Eth-Broadcast-Addr.

2 ThelT shalllisten up toParam-listen-Time on I T-Iface-0

Iteration Not applicable

Expected re-|After step 2: The IUT sends an ARP response.
sponse

Remark —

Table 22 specifies the ARP_18 - ARP request reception (ARP target hardware address.= random).

Table 22 — ARP_18 - ARP request reception (ARP target hardware address = random)

Item Content
CTC# - Title |CTC_ARP_18 - ARP requestreception (ARP target hardwaréaddress = random)
Purpose This CTC verifies that when the LT sends an ARP request with the ARP target hardware addr¢ss

set to an arbitrary value, then the IUT sends an ARP résponse.
Referencd RFC 826:1982,[8] Packet generation

Prerequigite |TheIUT shall be powered on and shall be linked>ip with the test system. The IUT shall implem¢nt
the TCP/IP TestStub in accordance with 6.5.The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:

— ARP sender [P-address set to Host-1-IP;
— ARP targetIP address set to [UT-Iface-0-IP;
— ARP\arget hardware address set to Arbit-MAC-Addr.

2. ThelT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|Aftewstep 2: The IUT sends an ARP response.
sponse

Remark —

Table 23 specifies the ARP_19 - ARP request reception (ARP target hardware address = address of IUT).

Table 23 — ARP_19 - ARP request reception (ARP target hardware address = address of IUT)

Item Content
CTC # - Title |CTC_ARP_19 - ARP request reception (ARP target hardware address = address of IUT)
Purpose This CTC verifies that when the LT sends an ARP request with the ARP target hardware address

set to the IUT MAC address and Ethernet destination address set to the Ethernet broadcast ad-
dress, then the IUT sends an ARP response.

Reference RFC 826:1982,[8] Packet generation
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Table 23 (continued)

:2021(E)

Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1 The I.T shall send ARP request to [IIT fhmlgh IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— ARP target hardware address set to [UT-Iface-0-MAC-Addr;
— Ethernet destination address set to Eth-Broadcast-Addr.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0:
Itgration Not applicable
Expected re-|After step 2: The IUT sends an ARP response.
sppnse
Rdmark —
Tallzle 24 specifies the ARP_20 - ARP request receptionthardware type correct).
Table 24 — ARP_20 - ARP request reception (hardware type correct)
Item Content
CTC # - Title |CTC_ARP_20 - ARP request zéception (hardware type correct)
Purpose This CTC verifies that whenthe LT sends an ARP request with the hardware type set t¢ Ethernet,
then the IUT sends an-ARP response.
Rdference RFC 826:1982,[8] Packet generation
Prierequisite |TheIUT shall bepowered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TPestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be aetive.
Set-up The test'system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
asspecified in 7.1.6.1 and 7.1.6.2.
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARHE cache of
[UT-Iface-0 containing:
— [P address Host-1-IP.
Z.  The LT shall send ARFP request to IUT though IUT-Itace-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— ARP hardware type set to ARP-Hardware-Eth;
— Ethernet source address set to MAC-Addr-1.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 3: The IUT sends an ARP response.
sponse
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Table 24 (continued)

Item

Content

Remark

Table 25 specifies the ARP_21 - ARP request reception (hardware type wrong).

Table 25 — ARP_21 - ARP request reception (hardware type wrong)

Item Content

CTC # - Tftle |[CTC_ARP_ZT - ARP requestreception (hardware type wrong)

Purpose This CTC verifies that when the LT sends an ARP request with the hardware type set-to ARP-
Hardware-Type-Unknown, then the IUT does not send an ARP response.

Referencg RFC 826:1982,[8] Packet generation

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUTshall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and thesTCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache|of

[UT-Iface-0 containing:
— [P address Host-1-IP.
2. The LT shall send ARP request to IUT thoughdUT-Iface-0 containing:
— ARP sender IP address set to Host-1-IP;
— ARP target IP address set to [UT-Iface-0-1P;
— ARP hardware type set td.ARP-Hardware-Type-Unknown.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT does not send an ARP response.

sponse

Remark —

Table 26 specifies the ARR.22 - ARP response reception (hardware type wrong).
Table-26 — ARP_22 - ARP response reception (hardware type wrong)
Item Content

CTC # - Title, [CTC_ARP_22 - ARP response reception (hardware type wrong)

Purpose : This CTCverities that when the LT sends a gratuitous ARP response to the [UT with the hardware
type field set ARP-Hardware-Type-Unknown, an entry of Host-1-IP, MAC-Addr-1 does not get added
tothe IUT's ARP cache. When the UT causes the [UT to send a UDP datagram with destination IP
address set to Host-1-IP, the IUT sends an ARP request.

Reference RFC 826:1982,[8] Packet generation

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

24
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Table 26 (continued)
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Item

Content

Step

1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of

[UT-Iface-0 containing:
— [P address Host-1-1P.
2. The LT shall send ARP response to IUT though [UT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;

— ARP target IP address set to [UT-Iface-0-1P;

— ARP hardware type set to ARP-Hardware-Type-Unknown;
— ARP sender hardware address set to MAC-Addr-1;

— ARP target hardware address set to Eth-Broadcast-Addr.

3. The test system Host-1 shall wait up to t,zp_701erance S€cond(s) for the ARP cach
get refreshed.

4. The UT shall configure the IUT to send a UDP datagram from of [UT-Iface-0 with:

— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-IP.

5. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

e of IUT to

Itgration

Not applicable

Expected re-
sppnse

After step 5: The IUT sends an ARP request.

Rdmark

TalLle 27 specifies the ARP_26 - ARP.réquest reception (protocol type correct).

Table 27 — ARP.26 - ARP request reception (protocol type correct)

Item

Content

CT|C # - Title

CTC_ARP_26 - ARP request reception (protocol type correct)

Purpose

This.CTGverifies that when the LT sends an ARP request with the protocol type field
[Pthen the [UT sends an ARP response.

set to type

Rdference

REC 826:1982,[8] Packet generation

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/I
shall be active.

mplement
P TestStub

Sef-up

The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters

as specified in 7.1.6.1 and 7.1.6.2.
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Table 27 (continued)

Item Content

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:

— I[P address Host-1-1P.
2. The LT shall send ARP request to IUT though [UT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;

— ARP target IP address set to IUT-Iface-0-1P;
— ARP protocol type set to ARP-Protocol-IP.

3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT sends an ARP response.
sponse

Remark —

Table 28 specifies the ARP_27 - ARP request reception (protocol type wrong).

Table 28 — ARP_27 - ARP request reception (protecol type wrong)

Item Content
CTC# -Title |CTC_ARP_27 - ARP request reception (protocoltype wrong)
Purpose This CTC verifies that when the LT sends an ARP request with the protocol type field set tojan

unknown protocol type value, then the IUT>does not send an ARP response.
Referencd RFC 826:1982,[8] Packet generation

Prerequigite |TheIUT shall be powered on and shall'be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordan€e with 6.5. The IUT shall be running and the TCP/IP TestStjub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.1.6{1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache|of
[UT-Iface~0-containing:

— ~IRaddress Host-1-1P.
2. (The LT shall send ARP request to IUT though IUT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P;

— ARP target IP address set to IlUT-Iface-0-IP;

— ARP protocol type set to ARP-Protocol-Unknown.

3.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT does not send an ARP response.
sponse

Remark —

Table 29 specifies the ARP_28 - ARP response reception (protocol type wrong).
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Table 29 — ARP_28 - ARP response reception (protocol type wrong)

Item Content

CTC # - Title |CTC_ARP_28 - ARP response reception (protocol type wrong)

Purpose This CTC verifies that the UT configures the IUT to clear its ARP cache entries. The LT then sends

an ARP response with the protocol type field set to an unknown protocol value. All the other
fields in the ARP response fragment are set to their correct values. The UT then causes the [UT
to send an ICMP echo request and the LT expects that the IUT sends an ARP request.
This CTC verifies that when the LT sends a gratuitous ARP response to the IUT with the protocol
type field set to an unknown protocol value, an entry of Host-1-1P, MAC-Addr-1 does not get added
to the IUT's ARP cache. When the UT causes the IUT to send a UDP datagram with desfination IP
address set to Host-1-1P, the IUT sends an ARP request.

Rdference RFC 826:1982, [8] Packet generation

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The'lUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running mand the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with tHe tonfiguration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dymamic entries in the ARH cache of

IUT-Iface-0 containing:
— 1P address Host-1-1P.
2.  The LT shall send ARP response to [UT<though [UT-Iface-0 containing:
— ARP sender IP address set tosHost-1-1P;
— ARP target IP address setto [UT-Iface-0-IP;
— ARP protocol type sétto ARP-Protocol-Unknown;
— ARP sender hardware address set to MAC-Addr-1;
— ARP target hardware address set to Eth-Broadcast-Addr.
3. TheLT shallwait up to t,zp_ro1erance S€cond(s) for the ARP cache of IUT to get r¢freshed.
4. The WT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
~— ~’source [P address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
5. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Itgration Not applicable

E)ﬁ)ected re-|After step 5: The IUT sends an ARP request.

sponse

Remark —

Table 30 specifies the ARP_32 - ARP entry update (request/request).

Table 30 — ARP_32 - ARP entry update (request/request)

Item Content
CTC # - Title |CTC_ARP_32 - ARP entry update (request/request)
Purpose This CTC verifies that when the LT sends an ARP request to the IUT, an entry of Host-1-1P, MAC-Ad-

dr-1 gets added to the IUT's ARP cache. When the LT then sends another ARP request to the IUT
with ARP sender hardware address set to MAC-Addr-2, the ARP cache gets updated.
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Table 30 (continued)

Item Content
Reference RFC 826:1982, [8] Packet generation
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as cpprifipd in7Z161and7162
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache|of
[UT-Iface-0 containing:
— [P address Host-1-IP.
2. The LT shall send ARP request to IUT though [UT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-1.
3. TheLT shall send ARP request to IUT through IUT-Iface=0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— ARP sender hardware address set to¢ MAC-Addr-2;
— Ethernet source address set to MMAAC-Addr-2.
4, The LT shall wait up to t,go_go)cpance Second(s) for the ARP cache of IUT to get refreshed.
5. The UT shall configure the\lUT to send a UDP datagram from [UT-Iface-0 with:
— source [P address set to IUT-Iface-0-IP;
— destinatiop-[R-address set to Host-1-IP.
6. The LT shalllisten up to Param-Listen-Time on LT-Iface-0 with:
— deStination IP address set to Host-1-1P;
— (Ethernet destination address set to MAC-Addr-2.
Iteration Notapplicable
Expected re-|[After step 6: The sends the UDP datagram.
sponse
Remark —

Table 31 specifies the ARP_33 - ARP entry update (response/response).

Table 31 — ARP_33 - ARP entry update (response/response)

Item Content

CTC # - Title |CTC_ARP_33 - ARP entry update (response/response)

Purpose This CTC verifies that when the LT sends an ARP response to the IUT, an entry of Host-1-IP,
MAC-Addr-1 gets added to the IUT's ARP cache. When the LT then sends another ARP response
to the IUT with ARP sender hardware address set to MAC-Addr-2, the ARP cache gets updated.

Reference RFC 826:1982, [8] Packet generation

28
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Table 31 (continued)
Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1 The UT shall r‘nnfignrp the TUT to clear the dvynamic entries in the ARP cache of
[UT-Iface-0 containing:
— 1P address Host-1-1P.
2. The LT shall send ARP response to IUT though [UT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-1§
— ARP target hardware address set to Eth-Broadoast-Addr.
3. The LT shall send ARP response to IUT through)IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-IP;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-2;
— ARP target hardware address set to Eth-Broadcast-Addr.
4. The LT shall wait up t0.t;zp_r01erance S€cond(s) for the ARP cache of IUT to get r¢freshed.
5.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— sourcedPaddress set to IUT-Iface-0-IP;
— deStination IP address set to Host-1-1P.
6. TheLT shall listen up to Param-Listen-Time on LT-Iface-0 with:
— destination IP address set to Host-1-IP;
— Ethernet destination address set to MAC-Addr-2.
Itgration Not applicable
Expected re-|After step 6: The IUT sends the UDP datagram.
sppuse
Re'mark —

Table 32 specifies the ARP_34 - ARP entry update (request/response).

Table 32 — ARP_34 - ARP entry update (request/response)

Item Content
CTC # - Title |CTC_ARP_34 - ARP entry update (request/response)
Purpose This CTC verifies that when the LT sends an ARP request to the IUT, an entry of Host-1-1P, MAC-Ad-
dr-1 gets added to the IUT's ARP cache. When the LT then sends an ARP response to the IUT with
ARP sender hardware address set to MAC-Addr-2, the ARP cache gets updated.
Reference RFC 826:1982,[8] Packet generation

©1S0 2021 - All rights reserved 29


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 32 (continued)

Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1 The T <hall r‘nnfignrp the TUT to clear the dvnamic entries in the ARP cache of
[UT-Iface-0 containing:

— I[P address Host-1-1P.
2. TheLT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-1.
3. The LT shall send ARP response to IUT through IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to IUT-Iface-0-1P;
— ARP sender hardware address set to MAC-Addr-2;
— ARP target hardware address set to-Eth-Broadcast-Addr.
4. The LT shall wait up to tzp_101erance Second(s) for the ARP cache of IUT to get refreshed.
5. The UT shall configure the IUT.to send a UDP datagram from IUT-Iface-0 with:
— source IP address sét to I[UT-Iface-0-IP;
— destination IP.address set to Host-1-IP.
6. The LT shall listenup to Param-Listen-Time on LT-Iface-0 with:
— destination IP address set to Host-1-1P;

— Ethernet destination address set to MAC-Addr-2.
Iteration Not applicable
Aftérstep 6: The IUT sends the UDP datagram.

Expected re
sponse

Remark —

Table 33 specifies the ARP_35 - ARP entry update (response/request).

Table 33 — ARP_35 - ARP entry update (response/request)

Item Content
CTC # - Title |CTC_ARP_35 - ARP entry update (response/request)
Purpose This CTC verifies that when the LT sends an ARP response to the IUT, an entry of Host-1-IP,

MAC-Addr-1 gets added to the IUT's ARP cache. When the LT then sends an ARP request to the
IUT with ARP sender hardware address set to MAC-Addr-2, the ARP cache gets updated.

Reference RFC 826:1982,[8] Packet generation

30 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 33 (continued)

Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1 The T shall configure the IIIT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— 1P address Host-1-1P.
2. The LT shall send ARP response to IUT though [UT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-1§
— ARP target hardware address set to Eth-Broadoast-Addr.
3. The LT shall send ARP request to IUT through.IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-IP;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addr-2.
4. The LT shall wait up to t;z51crance S€cond(s) for the ARP cache of IUT to get r¢freshed.
5.  The UT shall configuré.the IUT to send a UDP datagram from IUT-Iface-0 with:
— source I[P addness set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
6. The LTshall listen up to Param-Listen-Time on LT-Iface-0 with;
—_~déstination IP address set to Host-1-1P;
~  Ethernet destination address set to MAC-Addr-2.
Itgration Not applicable
Expected te-'|After step 6: The IUT sends the UDP datagram.
sppnse
Relmark —

[
Table 34 specifies the ARP_36 - ARP request reception (target protocol address correct).

Table 34 — ARP_36 - ARP request reception (target protocol address correct)

Item Content
CTC # - Title |CTC_ARP_36 - ARP request reception (target protocol address correct)
Purpose This CTC verifies that when the LT sends an ARP request with target protocol address field set
to IUT-Iface-0-IP, then the IUT sends an ARP response.
Reference RFC 826:1982,[8] Packet generation
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 34 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:

— [P address Host-1-1P.

2.  The LT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP.

3.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The sends an ARP response.
sponse

Remark —

Table 35 specifies the ARP_37 - ARP request reception (target protecol address wrong).

Table 35 — ARP_37 - ARP request reception (target protocol address wrong)

Item Content
CTC#-Title |CTC_ARP_37 - ARP requestreception (targetprotocol address wrong)
Purpose This CTC verifies that when the LT sends an ARP request with the the target protocol addr¢ss
field set IP-First-Unused_Addr-Ifaces1, then the IUT does not send an ARP response.
Referencg RFC 826:1982,[8] Packet generatiph

Prerequigite |TheIUT shall be powered on and'shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set;up-shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parametgrs
as specified in'71.6.1 and 7.1.6.2.

Step 1. The MT-shall configure the IUT to clear the dynamic entries in the ARP cache|of
[UT-Iface-0 containing:

- [P address Host-1-1P.

2 The LT shall send ARP request to IUT though [UT-Iface-0 containing:

— ARP sender IP address set to Host-1-1P:

— ARP target IP address set to IP-First-Unused_Addr-Iface-1.

3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-

After step 3: The IUT does not send an ARP response.
sponse

Remark —

Table 36 specifies the ARP_38 - ARP response reception (target protocol address wrong).
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Table 36 — ARP_38 - ARP response reception (target protocol address wrong)

Item Content
CTC # - Title |CTC_ARP_38 - ARP response reception (target protocol address wrong)
Purpose This CTC verifies that when the LT sends an ARP response to the IUT with the target IP address
set to IP-First-Unused_Addr-Iface-1, an entry of Host-1-1P, MAC-Addr-1 does not get added to the
IUT's ARP cache. When the UT causes the IUT to send a UDP datagram with destination IP address
set to Host-1-1P, the IUT sends an ARP request.
Reference RFC 826:1982, [8] Packet generation

Pr rpqnicitp TheIlUT shallhe pnwprpd onandshallhe linkpd-np with thetest system The IIIT shall mp]ement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCR/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuratien set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARK cache of

IUT-Iface-0 containing:
— 1P address Host-1-1P.
2. The LT shall send ARP response to [UT though [UT-Iface-0 containing:
— ARP source IP address set to Host-1-1P;
— ARP target IP address set to IP-First:Unused_Addr-Iface-1;
— Ethernet source address set to MAC-Addr-1;
— Ethernet destination address set to Eth-Broadcast-Addr.
3. The LT shall wait up to (1) second(s) for the ARP cache of IUT to get refreshed.
4. The UT shall configure thte IUT to send a UDP datagram from [UT-Iface-0 with
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
5.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Itgration Not applicable

Expected re-|Afterstep 5: The IUT sends an ARP request.

sppnse

Relmark —

Talple 37 speeifies the ARP_39 - ARP learning (request answers request).

Table 37 — ARP_39 - ARP learning (request answers request)

Item Content

CTC # - Title |CTC_ARP_39 - ARP learning (request answers request)

Purpose This CTC verifies that when the IUT sends an ARP request and the LT also sends an ARP request
inreturn, then the IUT creates an ARP cache entry for the sender IP address and sender hardware
address of the LT’s ARP request.

Reference RFC 826:1982,[8] Packet generation

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 37 (continued)

Item

Content

Set-up

The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step

1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:

— [P address Host-1-1P.

2.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source [P address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.1.
3.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT shall send ARP request to IUT though IUT-Iface-0 containingt
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAC-Addrs2.
5. The LT shall wait up to tazp_ro1erance Second(s) forthe ARP cache of IUT to get refreshed.
6. The UT shall configure the IUT to send a UDP“datagram from IUT-Iface-0 with:
— source [P address set to IUT-Iface=0-1P;
— destination IP address set to.Host-1-1P.
7. The LT shall listen up to Param-Listen-Time on LT-Iface-0 with:
— destination IP address set to Host-1-1P;

— Ethernet destifiation address set to MAC-Addr-2.

Iteration

Not applicable

Expected re
sponse

After step 3: The' IUT sends an ARP request.
After step 7; The IUT sends the UDP datagram.

Remark

Table 38 specifies the{ARP_40 - ARP learning (response answers request).

Table 38 — ARP_40 - ARP learning (response answers request)

Item

Comtent

CTC # - Title

CTC_ARP_40 - ARP learning (response answers request)

Purpose

This CTC verifies that when the IUT sends an ARP request and the LT sends an ARP response in
return, then the IUT creates an ARP cache entry for the sender IP address and sender hardware
address of the LT’s ARP response.

Reference

RFC 826:1982, [8] Packet generation

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 38 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of
[UT-Iface-0 containing:
— [P address Host-1-1P.
2. IUT CONFIGURE: Configure IUT to send a UDP datagram from [UT-Iface-0 withs
— source IP address which shall be set to IUT-Iface-0-IP;
— destination IP address which shall be set to Host-1-IP.
3. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT shall send ARP response to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-IP;
— ARP sender hardware address set to MAG-Addr-3;
— ARP target hardware address set to'Eth-Broadcast-Addr.
5. The LT shall wait up to t,zp_ro1orancesecond(s) for the ARP cache of IUT to get r¢freshed.
6. The UT shall configure the IUT:to'send a UDP datagram from [UT-Iface-0 with:
— source IP address set.to 1UT-Iface-0-IP;
— destination IP address set to Host-1-1P.
7. The LT shall listenup to Param-Listen-Time on LT-Iface-0 with:
— destination IP address set to Host-1-IP;
— Ethernet destination address set to MAC-Addr-3.
It¢ration Not applieable
Expected re-|Afterstep 3: The IUT sends an ARP request.
s;)}mse After step 7: The IUT sends the UDP datagram.
Rdmark —

Talple 39:specifies the ARP_41 - ARP responding (response answers request).

Item Content
CTC # - Title |CTC_ARP_41 - ARP responding (response answers request)
Purpose This CTC verifies that when the LT sends an ARP request, then the IUT sends an ARP response
with the operation code field set to response.
Reference RFC 826:1982,[8] Packet generation
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 39 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The LT shall send an ARP request to the IUT through the IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-IP;
—ARPtargettP addresssetto o Hace=0-1
— ARP sender hardware address set to MAC-Addr-1.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0 with:
— for ARP packet with operation code set to response.
Iteration Not applicable
Expected re-|After step 2: The IUT sends the ARP response.
sponse
Remark —
Table 40 specifies the ARP_42 - ARP responding (no response to respguse).
Table 40 — ARP_42 - ARP responding (no response to response)
Item Content
CTC# - Title |CTC_ARP_42 - ARP responding (no response to-response)
Purpose This CTC verifies that when the LT sends anfARP packet with the opcode field set to Operation-Re-
sponse, then the IUT does not send any ARP response.
Referencg RFC 826:1982,[8] Packet generation
Prerequigite |TheIUT shall be powered on and.shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordajice with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.
Set-up The test system set-up-shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.4.6.1 and 7.1.6.2.
Step 1. The LT shal¥'send ARP response to IUT though IUT-Iface-0 containing:
— ~ARP sender IP address set to Host-1-1P;
=~ ARP target IP address set to [UT-Iface-0-IP;
— operation code set to Operation-Response.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT does not send an ARP response.
sponse
Remark —

Table 41 specifies the ARP_43 - ARP response (Ethernet source hardware address check).

Table 41 — ARP_43 - ARP response (Ethernet source hardware address check)

Item

Content

CTC # - Title

CTC_ARP_43 - ARP response (Ethernet source hardware address check)
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Table 41 (continued)

Item Content
Purpose This CTC verifies that when the LT sends an ARP request, the IUT sends an ARP response with
Ethernet source hardware address set to IUT-Iface-0-MAC-Addr.
Reference RFC 826:1982, [8] Packet generation
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set;up'‘parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:
— source [P address set to Host-1-IP;
— destination IP address set to IUT-Iface-0-IP.
2.  The LT shall listen up to Param-Listen-Time on LT-Iface+0:
Itgration Not applicable
Expected re-|After step 2: The IUT sends the ARP response.
sppnse After step 2: The LT verifies that the received’ARP response contains the Etherpet source
hardware address set to IUT-Iface-0-MAC-Addr:
Regmark —
Tallzle 42 specifies the ARP_44 - ARP response (sendet1P address check).
Table 42 — ARP_44 - ARP.response (sender IP address check)
Item Content
CTC # - Title |CTC_ARP_44 - ARP respanse (sender IP address check)
Purpose This CTC verifies that when the LT sends an ARP request, the IUT sends an ARP response with
sender IP address.set to [UT-Iface-0-IP.
Rdference RFC 826:198248]'Packet generation
Prierequisite |The IUT shallbe powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP)TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall beZactive.
Set-up The\test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0-1P;
— ARP sender hardware address set to MAC-Addr-1.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT sends the ARP response.
sponse After step 2: The LT verifies that the received ARP response contains the sender IP address
set to IUT-Iface-0-IP.
Remark —

Table 43 specifies the ARP_45 - ARP response (ARP target hardware address check).
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Table 43 — ARP_45 - ARP response (ARP target hardware address check)

Item

Content

CTC # - Title

CTC_ARP_45 - ARP response (ARP target hardware address check)

Purpose

This CTC verifies that when the LT sends an ARP request, the IUT sends an ARP response with
ARP target hardware address set to ARP sender hardware address of the LT’s ARP request.

Reference

RFC 826:1982,[8] Packet generation

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall he active

Set-up

The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-up paramet
as specified in 7.1.6.1 and 7.1.6.2.

PI'S

Step

|
(=)

1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of IUT-Ifacq
containing:
— I[P address Host-1-1P.

The LT shall send ARP request to IUT though [UT-Iface-0 containing:

ARP sender IP address set to Host-1-1P;

ARP target IP address set to IUT-Iface-0-1P;
— ARP sender hardware address set to MAC-Addr-1.

The LT shall listen up to Param-Listen-Time on LT-Iface-0.

The LT shall send ARP request to IUT thtough IUT-Iface-0 containing:

ARP sender IP address set to Host-1-1P;

ARP target IP address set;to{UT-Iface-0-IP;

ARP sender hardwareaddress set to MAC-Addr-2.

5.  The LT shall listen upito’Param-Listen-Time on LT-Iface-0.

Iteration

Not applicable

Expected re

sponse

After step 3: TheTUT sends the ARP response.

After step 3: The LT verifies that the received ARP response contains the ARP target hardware
address settoyMAC-Addr-1.

The IUT sends the ARP response.

Afterstep 5: The LT verifies that the received ARP response contains the ARP target hardw
addreéss set to MAC-Addr-2.

After step.5:

\re

Remark

Table 44 s

ecClries the ARF_406 — ARKF response (hardware type check].

Table 44 — ARP_46 - ARP response (hardware type check)

Item

Content

CTC # - Title

CTC_ARP_46 - ARP response (hardware type check)

Purpose

This CTC verifies that when the LT sends an ARP request, the IUT sends an ARP response with
hardware type set to ARP-Hardware-Eth.

Reference

RFC 826:1982,[8] Packet generation

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 44 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 3.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. The LT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
—ARPtargettPaddresssetto o F-tHace=0=1F;
— ARP sender hardware address set to MAC-Addr-1.
2.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
It¢ration Not applicable
Expected re-|After step 2: The IUT sends the ARP response.
sppnse After step 2: The LT verifies that the received ARP responsefcontains the hardwaye type set
to ARP-Hardware-Eth.
Regmark —

Tallzle 45 specifies the ARP_47 - ARP response (hardware address length check).

Table 45 — ARP_47 - ARP response (hardware address length check)

Item Content
CTC # - Title |CTC_ARP_47 - ARP response (hardware.address length check)
Purpose This CTC verifies that when the LT-sends an ARP request, the IUT sends an ARP response with
hardware address length set to Eth-Addr-Len.
Rdference RFC 826:1982,[8] Packet genefation
Prierequisite |The IUT shall be poweredonand shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Sef-up The test systemsset-up shall be in accordance with Figure 3.
The test systemrshall be parameterized in accordance with the configuration set-up parameters
as specified in 7.1.6.1 and 7.1.6.2.
Step 1. TheLT shall send ARP request to IUT though IUT-Iface-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to IUT-Iface-0-1P;
— ARP sender hardware address set to MAC-Addr-1.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT sends the ARP response.
sponse After step 2: The LT verifies that the received ARP response contains the hardware address
length set to Eth-Addr-Len.
Remark —
Table 46 specifies the ARP_48 - ARP timeout (idle).
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Table 46 — ARP_48 - ARP timeout (idle)

Item Content

CTC # - Title |CTC_ARP_48 - ARP timeout (idle)

Purpose This CTC verifies that the IUT deletes an entry of its dynamic ARP cache which relates to the LT
after tapp_pynamic-cache-timeou: NaS timed outif the LT does not send any datagrams during t,g,_
Dynamic-Cache-Timeout.

Reference RFC 826:1982,[8] Related issue

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStuh in accardance with 6 5 The IIIT shall he running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuration set-ug paramet¢rs
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the*ARP cache|of

[UT-Iface-0 containing:
— [P address Host-1-IP.
2. The UT shall configure the [UT to set a timeout of t,zp_p a4 o>cache-rimeout S€CONS for ghe
dynamic entries in the ARP cache of IUT-Iface-0.
3. The LT shall send ARP request to IUT though IUT-Ifage-0 containing:
— ARP sender IP address set to Host-1-1P;
— ARP target IP address set to [UT-Iface-0&1P;
— ARP sender hardware address set to, MAC-Addr-1.
4. The LT shall wait up to t,zp_ro;eranca s€cond(s) for the ARP cache of IUT to get refreshed.
5. The UT shall configure the IUT te-send a UDP datagram from IUT-Iface-0 with:
— source IP address setto.fUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
6. The LT shall listeri up to Param-Listen-Time on LT-Iface-0 with:
— ARP tapget.IP address set to Host-1-1P ;
— Ethernét destination address set to MAC-Addr-1.
7. TheL¥shall wait up to tupp_pynamic-cache-tolerance S€CONA(S) for the ARP cache of IUT to get
refreshed.
8«—=The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:
— source IP address set to IUT-Iface-0-IP;
— destination IP address set to Host-1-1P.
9. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
10. CLEANUP: Configure the [UT to clear a timeout of t,zp_po 0 amic-cache-Timeout SECONS for the
dynamic entries in the ARP cache of IUT-Iface-0.

Iteration Not applicable

Expected re-|After step 6: The IUT sends the UDP datagram.

sponse After step 9: The IUT sends an ARP request.

Remark —

Table 47 specifies the ARP_49 — ARP timeout (busy).
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Table 47 — ARP_49 - ARP timeout (busy)
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Item Content

CTC # - Title |CTC_ARP_49 - ARP timeout (busy)

Purpose This CTC verifies that the [UT deletes an entry of its dynamic ARP cache which relates to the LT
after tapp_pynamic-cache-rimeour Nas timed outif the LT does not send any datagrams during t,z;_
Dynamic-Cache-Timeout’ even when the ARP entry is used during tARP—Dynamic—Cache—Timeout'

Reference RFC 826:1982,[8] Related issue

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the T(‘PI/IP TestStub in accordance with 6 5 The IUT shall he running and the T(‘P’/I TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 3.

The test system shall be parameterized in accordance with the configuratign sét-up parameters
as specified in 7.1.6.1 and 7.1.6.2.

Step 1. The UT shall configure the IUT to clear the dynamic entries in the ARP cache of [[UT-Iface-0

containing:
— [P address Host-1-IP.

2. The UT shall configure the IUT to set a timeout of t4z 7 i c-cache-Timeout SECO
dynamic entries in the ARP cache of IUT-Iface-0.,

3. The LT shall send ARP request to IUT though{{UT-Iface-0 containing:
— ARP sender IP address set to Host-1-1;
— ARP target IP address set to [UT-Aface-0-1P;
— ARP sender hardware address set to MAC-Addr-1.
4. The LT shall wait up to 555451 crance S€cond(s) for the ARP cache of IUT to get r¢
5.  The UT shall configure the IUT to send a UDP datagram from IUT-Iface-0 with:
— source IP address set to IUT-Iface-0-1P;
— destination IP address set to Host-1-1P.
6. The LT Shall listen up to Param-Listen-Time on LT-Iface-0 with:
—_destination IP address set to Host-1-1P;
— Ethernet destination address set to MAC-Addr-1.

% The LT shall waitup to 0,5 X tapp_pynamic-cache-Tineout S€CONA(S) for the ARP cach
get refreshed.

8. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:

hds for the

freshed.

e of IUT to

— source IP address set to IUUT-Iface-0-1P:

— destination IP address set to Host-1-1P.

9. The LT shall listen up to Param-Listen-Time on LT-Iface-0 with:
— destination IP address set to Host-1-1P;
— Ethernet destination address set to MAC-Addr-1.

10. The LT shall waitup to 0,5 x ¢
to get refreshed.

ARP-Dynamic-Cache-Tolerance

© IS0 2021 - All rights reserved
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Table 47 (continued)

Item Content

— source IP address set to [UT-Iface-0-IP;
— destination IP address set to Host-1-IP.

12. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

13 The UT chall conficure tho IIT ta clear 2 timeoaut of +

11. The UT shall configure the IUT to send a UDP datagram from [UT-Iface-0 with:

seconds nor

[=]
the dynamic entries in the ARP cache of IUT-Iface-0.

RP=-Dynamic-Cache-Timeout

Iteration Not applicable

Expected re
sponse

After step 6: The IUT sends the UDP datagram.
Afterstep9:  The IUT sends the UDP datagram.
After step 12: The IUT sends an ARP request.

Remark —

7.2 NL 1 Internet control message protocol version 4 (ICMPv4)

7.2.1 General

The objective of this subclause is to specify CTCs for the ICMPv4:

7.2.2 Referenced specification

All CTCs in 7.2 are in accordance with these RFCs:
— RFC 792:19811¢],

— RFC 1j122:198912],

7.2.3 T¢st system topology - NL - ICMPv4

Figure 4 shows the test system topolegy — NL - ICMPv4.
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7.2

The CTCs spegified in Clause 7 shall be executed against an IP stack. All CTCs run with one infterface.

7.4.5

ICMPv4 parameters used in CTCs
Table48 specifies the parametersusedin ICMPv4 CTCs |

0SI-1 layer interaction

IUT-specific set-up parameters (electronic data sheet)

Figure 4 — Test system topology - NL - ICMPv4

4 Test systemrtopology and related CTC configuration

Table 48 — Parameters used in ICMPv4 CTCs

Parameter used in CTCs

Content

ICMP-Datagram-Id

Identifier to reference an ICMP datagram

Seq-No

Sequence number to identify an ICMP datagram

Broadcast-Addr

IP broadcast address

Originate-Timestamp-Value

Time the sender last touched a message before sending it. It is 32 bits of milli-
seconds since midnight UTC.
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Table 48 (continued)

Parameter used in CTCs Content

Invalid-Checksum This is the checksum which is different from the calculated checksum, i.e. dif-

ferent from 16 bit one's complement of the one's complement sum of the ICMP
datagram starting with the ICMP type.

tListenfTim

e

This is the maximum time interval for which LT waits for an ICMP reply segment.
This defaults to 3 s unless the [UT configuration specifies otherwise.

Crragment -Reassemly-Timeout The fragment reassembly timeout, this defaults to 15 s.
IUT-Supports-1P-Options Automotive ECUs may not supportIP options, either for performance or security
reasons.

TRUE indicates IUT supports IP options.
FALSE indicates IUT does not support IP options.
Default: TRUE

Unsupported-Protocol This is an [P protocol number that is not supported by the WT:
Invalid-ICMP-Type This defines an invalid ICMP type.
As a generifal test pattern it can be assumed that all events are guarded by a timer, e.g. receiving or npn-

receiving pf message. Due to the difference nature of guarding, different défault values can be assumjd:

— guard
— guard
— guard

The proto

7.2.6 1(0MPv4 CTCs

ing user interactions: 30 s;
ing awaiting of response: 3 s;
ing awaiting of no response: 10 s.

Col should be mentioned in the respective CTCs.

7.2.6.1 [TC_ICMPv4_ERROR - Error handling
Table 49 specifies the CTC_ICMPv4_ERROR_02 - ICMP datagrams are only sent for fragment 0 test cdse.
Taple 49 — CTC_ICMPv4(ERROR_02 - ICMP datagrams are only sent for fragment 0
Item Content

CTC # - Title |CTC_ICMPv4-ERROR_02 - ICMP datagrams are only sent for fragment 0

Purpose This CT.Cverifies that the ICMP datagrams are only sent about errors in handling fragment zgro
of fragmented datagrams. ICMP error message is sent on receiving the fragment having fragmé¢nt
off$et)field set to zero. This test is ran when IUT-Supports-IP-Options is TRUE.

Referencd RFC 1122:1989,[9] Introduction

Prerequigite-, [The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemgnt
th\, TCPIIIP T\,Dtstub ;ll dallyuUl dall\,\, \A4 ;th @. Th\, IUT Dha}} bL I ullll;lls alld th\, TCP/IIP T\,Dtstdb
shall be active.

Set-up The test system set-up shall be in accordance with Figure 4.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.
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Table 49 (continued)

Item Content

Step 1. The LT shall construct an ICMP echo request. Send an IP datagram to IUT-Iface-0
containing:

— source address field set to address of Host-1;
— destination address field set to address of IUT;

— fragment offset field set to zero;

— flags field containing:
— MF bitsetto 1;
— [P options containing:
— one Internet timestamp option containing:
— length field set to 10;
— pointer field set to 9;
— one timestamp value;
— first half of the constructed ICMP datagram.

2. The LT shall listen for up to t;;;.n_7ime.S€C0nds on LT-Iface-0.

Itgration Not applicable

Expected re-|After step 2: The IUT sends one ICMP parameter problem message.

sppnse After step 2: The LT verifies that'the received ICMP parameter problem message contains
the pointer field set to 22 (basie.lP header length (20) + third octet (pointer field of fimestamp
option).

quark —

Tallzle 50 specifies the CTC_ICMPv4~ERROR_03 - ICMP datagrams are not sent when fragmeng not 0.

Table 50 — CTC_ICMPv4) ERROR_03 - ICMP datagrams are not sent when fragmentnot 0

Item Content
CTC # - Title |CTCIEMPv4_ERROR_03 - ICMP datagrams are not sent when fragment not 0
Puyrpose This CTC verifies that the ICMP datagrams are only sent about errors in handling fragment zero

affragmented datagrams. An ICMP error message is not sent on receiving non-zero frhgmenti.e.
fragment offset field set to non-zero value. This testis ran when IUT-Supports-IP-Optiofis is TRUE.

Rdference RFC 1122:1989,19] Introduction

Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 4.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.
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Table 50 (continued)

Item Content

Step 1. The LT shall construct an ICMP echo request. Send an IP datagram to IUT-Iface-0
containing:

— source address field set to address of Host-1;
— destination address field set to address of IUT;

— fragment offset field set to zero;

— flags field containing:
— MF bitsetto 1;
— [P options containing:
— one Internet timestamp option containing:
— length field set to 12;
— pointer field set to 9;
— one timestamp value;
— first half of the constructed ICMP datagram;
2. The LT shall send an IP datagram to IUT-Iface-0 eontaining:
— source address field set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to data'size sent in first IP datagram in unit of 8-octets;
— flags first containing:
— MF bit set to zeto;
— [P optionswcontaining:
— onelnternet timestamp option containing:
+~~length field set to 10;
— pointer field set to 9;
— one timestamp value;
— last half of the constructed ICMP datagram.

3. ThelLT shalllisten for up to ¢; ;.. .,_1ime S€conds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT sends an ICMP parameter problem messages.
sponse

Remark —

Table 51 specifies the CTC_ICMPv4_ERROR_04 - ICMP datagrams are not sent for broadcast address.

Table 51 — CTC_ICMPv4_ERROR_04 - ICMP datagrams are not sent for broadcast address

Item Content
CTC # - Title |CTC_ICMPv4_ERROR_04 - ICMP datagrams are not sent for broadcast address
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Table 51 (continued)

Item Content
Purpose This CTC verifies that an ICMP error message shall not be sent as the result of receiving a data-
gram destined to an IP broadcast.
This CTC is ran when [UT-Supports-IP-Options is TRUE.
Reference RFC 1122:1989,[21 3.2.2
Prerequisite  |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall he active
Set-up The test system set-up shall be in accordance with Figure 4.
The test system shall be parameterized in accordance with the configuration Set-ip parameters
as specified in 7.2.5.
Step 1. The LT shall send an ICMP echo request to IUT-Iface-0 containing:
— [P source address field set to address of Host-1;
— [P destination address field set to Broadcast-Addr;
— [P options containing:
— one Internet timestamp option contaifjng:
— length field set to 10;
— pointer field set to 9;
— one timestamp valuel
2. The LT shall listen for up to .} ., -7:me Seconds on LT-Iface-0.
Itgration Not applicable
Expected re-|After step 2: The IUT sends an ICMP parameter problem message.
sppnse
Rdmark —
Tallzle 52 specifies the CTC_ICMPv4_ERROR_05 - Uknown ICMP datagram types are ignored.
Table 52 — CT,CA\ICMPv4_ERROR_05 - Uknown ICMP datagram types are ignore¢d
Item Content
CTC # - Title |€FC/ ICMPv4_ERROR_05 - Uknown ICMP datagram types are ignored
Purpose This CTC verifies that if an [ICMP datagram of unknown type is received it is silently fliscarded.
Rdference RFC 1122:1989,[21 3.2.2
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shattbeactive:
Set-up The test system set-up shall be in accordance with Figure 4.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.
Step 1. The LT shall send an ICMP datagram to IUT-Iface-0 containing:

— P source address field set to address of Host-1;
— [P destination address field set to address of IUT;

— type field set to Invalid-ICMP-Type.

2. The LT shall listen for up to t;;,;on-7ime S€conds on LT-Iface-0.
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Table 52 (continued)

Item Content
Iteration Not applicable
Expected re-|After step 2: The IUT does not send any ICMP datagram.
sponse
Remark —

7.2.6.2 CTC_ICMPv4_TYPE - Types

Table 53 §pecifies the CTC_ICMPv4_TYPE_04 - Do not send ICMP time exceeded message if missing
fragment P test case.
Tablg 53 — CTC_ICMPv4_TYPE_04 - Do not send ICMP time exceeded message ifuinissing
fragment 0
Item Content
CTC # - Title |CTC_ICMPv4_TYPE_04 - Do not send ICMP time exceeded message if;misSing fragment 0
Purpose This CTC verifies that if fragment zero is not available then no time exeeeded needs to be sent at all.
Referencd RFC 1122:1989,[9] Time Exceeded Message
Prerequigite |TheIUT shall be powered on and shall be linked-up with thefest system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shallbe running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Eigure 4.
The test system shall be parameterized in accardance with the configuration set-up paramet¢rs
as specified in 7.2.5.
Step 1. The LT shall construct an ICMP eeho request. Send an IP datagram to IUT-Ifacg-0
containing:
— source address field set to-address of Host-1;
— destination addressifigeld set to address of IUT;
— fragment offsetfield set to half of the constructed ICMP fragment in unit of 8 octets;
— flags field containing the MF bit set to zero;
— last half of the constructed ICMP datagram.
2. The kT'shall wait for t;__ ent-reasseniy-rineout SECONMS.
3. _ThelT shall listen for up to ¢;; ..., 7ime S€conds on LT-Iface-0.
Iteration Notapplicable
Expected re<|After step 3: The IUT sends an ICMP time exceeded message.
sponse
Remark —

Table 54 specifies the CTC_ICMPv4_TYPE_05 - Discard messages with header parameter problem.

Table 54 — CTC_ICMPv4_TYPE_05 - Discard messages with header parameter problem

Item Content
CTC # - Title |CTC_ICMPv4_TYPE_05 - Discard messages with header parameter problem
Purpose This CTC verifies that if the [UT processes a datagram and finds a problem in the header param-

eters such that it cannot complete processing of the datagram then it discards the datagram.

This CTC is ran when [UT-Supports-IP-Options is TRUE.
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Table 54 (continued)
Item Content
Reference RFC 792:1981,[6] Parameter Problem Message
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 4.
The test system shall be parameterized in accordance with the configuration set-up parameters
asspecifiedin 72 5
Step 1. The LT shall send an ICMP echo request to IUT-Iface-0 containing:
— P source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— [P options containing:
— one Internet timestamp option containing:
— length field set to 10;
— pointer field set to 9;
— one timestamp value.
2. TheLT shalllisten forup to t;; ;. _risS€conds on LT-Iface-0.
Itgration Not applicable
Expected re-|After step 2: The IUT discards the IEMP echo request and does not send an ICMP gcho reply.
sppnse
Rdmark —
TalLle 55 specifies the CTC_ICMPv4_TYPRE. 08 - ICMP echo reply message data field.
Table 55 — CTC_ICMPv4_TYPE_08 - ICMP echo reply message data field
Item Content
CTC # - Title |CTC_ICMPv4_TYPE_08 - ICMP echo reply message data field
Pyrpose This CTC,verifies that the data received in the echo message shall be returned in thefecho reply
message.
Rdference R£()792:1981,[6] Echo or Echo Reply Message
Prierequisite {}The [UT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 4.
Thetestsystenrstattbe parameterizediraccordance withrthie configuratiorsetrup parameters
as specified in 7.2.5.
Step 1. The LT shall send an ICMP echo request to IUT-Iface-0 containing:
— [P source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— data field set to text string "ECU NETWORK VALIDATION TEST".
2.  The LT shall listen for up to t;; .;.,,_7ime S€conds on LT-Iface-0.
Iteration Not applicable
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Table 55 (continued)

Item

Content

Expected re-
sponse

After step 1: The IUT sends an ICMP echo reply.

After step 2: The LT verifies that the received ICMP echo reply contains the data field including
text string "ECU NETWORK VALIDATION TEST".

Remark

Table 56 specifies the CTC_ICMPv4_TYPE_09 - ICMP echo reply message id and sequence field.

Taple 56 — CTC_ICMPv4_TYPE_09 - ICMP echo reply message id and sequence field
Item Content
CTC # - Title |CTC_ICMPv4_TYPE_09 - ICMP echo reply message id and sequence field
Purpose This CTC verifies that the identifier and sequence number may be used by the echo sender to 4id
in matching the replies with the echo requests.
Referencg RFC 792:1981,[6] Echo or Echo Reply Message
Prerequigite |TheIUT shall be powered on and shall be linked-up with the test systetn.The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be runuing and the TCP/IP TestSub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 4:
The test system shall be parameterized in accordance with'the configuration set-up parametg¢rs
as specified in 7.2.5.
Step 1. The LT shall send an ICMP echo request to [UT-Iface-0 containing:
— [P source address field set to address‘ef Host-1;
— [P destination address field set tofaddress of IUT;
— identifier field set to ICMP-Datagram-Id;
— sequence number field'set to Seq-No.
2.  The LT shall listen for up to ¢;;.;.,_rine Seconds on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 1: The IUT sends an ICMP echo reply.
sponse After step 2: The LT verifies that the received ICMP echo reply contains:
— identifier field set to ICMP-Datagram-Id;
— sequence number field set to Seq-No.
Remark —
Table 57 specifies'the CTC_ICMPv4_TYPE_10 - CMP checksum is checked.

———Table 57— CTCICMPV4-TYPE_t0=CMPchecksumrischiecked——————————

Item Content
CTC # - Title |CTC_ICMPv4_TYPE_10 - CMP checksum is checked
Purpose This CTC verifies that the IUT does not send an ICMP echo reply if ICMP checksum in the ICMP
echo request is incorrect.
Reference RFC 792:1981,16] Echo or Echo Reply Message
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 57 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 4.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.
Step 1. The LT shall send an ICMP echo request to IUT-Iface-0 containing:
— P source address field set to address of Host-1;
—tPdestimatiomraddressfictdsettoaddressof FHE
— checksum field set to Invalid-Checksum.
2. TheLT shalllisten for up to t;; ;i -7ime S€conds on LT-Iface-0.
Itgration Not applicable
Expected re-|After step 2: The IUT does not send an ICMP echo reply.
sppnse
Rdmark —
TalLle 58 specifies the CTC_ICMPv4_TYPE_11 - ICMP timestamp reply~message content.
Table 58 — CTC_ICMPv4_TYPE_11 - ICMP timestamp reply message content
Item Content
CTC # - Title |CTC_ICMPv4_TYPE_11 - ICMP timestamp.reply message content
Purpose This CTC verifies that the data received, (a timestamp) in the message is returned ifh the reply
together with an additional timestanip.
Rdference RFC 792:1981,[¢] Timestamp or Tithestamp Reply Message
Prierequisite |The IUT shall be powered onafid shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up-shall be in accordance with Figure 4.
The test systemshall be parameterized in accordance with the configuration set-up parameters
as specified in7Z.2.5.
Step 1. The LT shall send an ICMP timestamp message to IUT-Iface-0 containing:
= _~/IP source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— originate timestamp field set to Originate-Timestamp-Value;
— receive timestamp field set to zero.
2. The LT shall listen forup to t,..._._.... seconds on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 1: The IUT sends an ICMP timestamp reply.
sponse After step 2: The LT verifies that the received ICMP timestamp reply contains:
— originate timestamp field set to Originate-Timestamp-Value;
— receive timestamp field set to non-zero;
— transmit timestamp field set to non-zero.
Remark —

Table 59 specifies the CTC_ICMPv4_TYPE_12 - ICMP timestamp reply ICMP-Datagram-Id and sequence

field.
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Table 59 — CTC_ICMPv4_TYPE_12 - ICMP timestamp reply ICMP-Datagram-Id and sequence

field
Item Content
CTC # - Title |CTC_ICMPv4_TYPE_12 - ICMP timestamp reply ICMP-Datagram-Id and sequence field
Purpose This CTC verifies that the identifier and sequence number may be used by the echo sender to aid

in matching the replies with the requests.

Reference RFC 792:1981,[6] Timestamp or Timestamp Reply Message

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6 5 The [UT shall be rnhhing and the TFDI/ID TestStub

shall be’active.

Set-up The test system set-up shall be in accordance with Figure 4.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.2.5.

Step 1. The LT shall send an ICMP timestamp message to [UT-Iface-0 containing:
— [P source address field set to address of Host-1;

— [P destination address field set to address of IUT;

— identifier field set to [CMP-Datagram-Id;

— sequence number field set to Seq-No.

2. The LT shall listen for up to t;; .;c,_rine Seconds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 1: The IUT sends an ICMP timestamp reply.

sponse After step 2: The LT verifies that the received ICMP timestamp reply contains:
— identifier field set to ICMP-Datagram-Id;
— sequence number field set to'Seq-No.

Remark —

Table 60 specifies the CTC_ICMPv4_TYRE 16 - Ensure that the IUT does not accept an ICMP informatjon
request anjd does not generate an ICMR information reply.

Table 690 — CTC_ICMPv4_TYPE_16 - Ensure that the IUT does not accept an ICMP informatio
request-and does not generate an ICMP information reply

=]

Item Content

CTC # - Title |CTC_ICMPv4_TYPE_16 - Ensure that the IUT does not accept an ICMP information request and
doés not generate an ICMP information reply

Purpose Fhis CTC verifies that the [UT does not implement an ICMP information request or informatjon
reply message when the LT sends an information request or information reply message.

R f REc 7024140014 Al o 43 n £ Liaf, 43 n 1oz NI
eirerenc NI C7 Jz T 7oL rormation negtestotr rhrormatton e pry vesSsage;

RFC 1122:1989,213.2.2.7.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 4.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.
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Table 60 (continued)
Item Content

Step 1. The LT shall send an ICMP information request to IUT-Iface-0 containing:
— [P source address field set to network portion of IP address of Host-1;
— [P destination address field set to zero;
— identifier field set to ICMP-Datagram-Id;
— seguence number field set to an No

2. TheLT shall listen for up to t;; ;i c,-7ime S€conds on LT-Iface-0.

Itgration Not applicable

fp pnesceted Te" ! After step 2: The IUT does not send an ICMP information reply.

Relmark —

Ta*le 61 specifies the CTC_ICMPv4_TYPE_18 - Send ICMP destinatien“unreachable for|unknown
praotocol.

Table 61 — CTC_ICMPv4_TYPE_18 - Send ICMP destination unreachable for unknown protocol

Item Content

CTC # - Title |CTC_ICMPv4_TYPE_18 - Send ICMP destination'unreachable for unknown protocol

Purpose This CTC verifies that the IUT responds toran [P datagram containnig an unsupportegd protocol
by sending a destination unreachable niessage including the protocol unreachable cqde.

Rdference RFC 792:1981,[6] Destination Unreachable Message;

RFC 1122:1989,[213.2.2.1.

Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in agcordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Figure 4.

The test systemrshall be parameterized in accordance with the configuration set-up parameters
as specified(in,7.2.5.

Step 1. The(LT shall send an ICMP fragment with protocol value of Unsupported-Protocpl.

It¢ration Not applicable

Expected re-|Afterstep 1: The IUT sends an ICMP destination unreachable datagram indicatirlg protocol

sppnse unreachable.

Rdmark —

Talple 62\specifies the CTC_ICMPv4_TYPE_22 - Send ICMP echo reply on receiving ICMP echo

request.

Table 62 — CTC_ICMPv4_TYPE_22 - Send ICMP echo reply on receiving ICMP echo request

Item Content

CTC # - Title |CTC_ICMPv4_TYPE_22 - Send ICMP echo reply on receiving ICMP echo request

Purpose This CTC verifies that the IUT responds to all ICMP echo requests sent to it, by sending an ICMP
echo reply back to the sender of the ICMP echo request.

Reference RFC 792:1981,1¢] Echo or Echo Reply Message

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 62 (continued)

Item Content

Set-up The test system set-up shall be in accordance with Figure 4.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.2.5.

Step 1. The LT shall send an ICMP echo request to [UT-Iface-0 containing:

— [P source address field set to address of Host-1;

1Dl — — 1.1 ool l P 1.1 Fulh & & danl
- IT UTSUIIIAUIUIT AUUTTSS TITIU STLU LU dAUUTTSS UI'TU T,

2. The LT shall listen for up to t;; .1 cn_rime Seconds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 2: The IUT sends an ICMP echo reply.
sponse

Remark —

7.3 NL } Internet protocol version 4 (IPv4)

7.3.1 Geéneral

The objective of this subclause is to specify CTCs for Internet protacolt'version 4 (IPv4).

7.3.2 Referenced specification

All CTCs in 7.3 are in accordance with these RFCs:
— RFC 791:1981[5],

— RFC 1j122:1989[21,

7.3.3 Té¢st system topology - NL - IPv4

Figure 5 shows the test system topolagy - NL - IPv4.
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Key

1 IUT-specific set-up parameters (electronic data sheet)
2 test control protocol

3 PCO and ASPs based on ETS

4 UT TestStub application

5 OSI layer 3 IPv4 interaction

7.3.4 Test systemrtopology and related CTC configuration

Thjs test sujtéexpects to be running against an IP stack as illustrated in Figure 5, key 4.

7.3.5 . IPv4 parameters used in CTCs
Tableda fies t] | in 1PV CTC

Figure 5 — Test system - NL - IPv4
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Table 63 — Parameters used in IPv4 CTCs

Parameter used in CTCs

Content

tValid—Time—To—Live

Time to live field value used in IP datagram to be sent. If the datagram is
to be forwarded then this value shall be greater than 2 s.

Invalid-Checksum

This is the checksum which is different from the calculated checksum, i.e.
different from 16-bit one's complement of the one's complement sum of
all 16-bit words in the header.

[P-Datagram-Id

Identification of the IP datagram
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Table 63 (continued)

Parameter used in CTCs Content

Limited-Broadcast-Addr The limited broadcast address addresses every node on the connected
physical network. {-1, -1} - 255.255.255.255

Directed-Broadcast-Addr The directed broadcast address addresses a specific group in the network.
{network-number, -1}, e.g. 192.168.255.255

Loop-Back-Addr The internal loopback address, e.g. 127.0.0.1

MTU The maximum transmission unit size

[Pv4 Pefatttvattre: 4516

Indicates that IPv4 is used in the current message.
IP-Type-ICMP Default value: 01,4

Indicates the following protocol type, in this case ICMP.

[P-Init-Redssemble-Timeout Default value: depends on used controller

Time to wait for cleaning of the buffer with fragmented and malforjed
messages.

[P-Type-T(P Default value: 06,4

Indicates the following protocol type, in this case TCP.

Port-1 Port number of the UT used for UDP ¢emmunication

As a geneifal test pattern it can be assumed that all events are guarded by a timer, e.g. receiving or npn-
receiving pf message. Due to the difference nature of guarding, different default values can be assumgd:

— guarding user interactions: 30 s;
— guarding awaiting of response: 3 s;
— guarding awaiting of no response: 10 s.

The protofol should be mentioned in the respective CTCs.
7.3.6 IHv4 CTCs

7.3.6.1 [CTC_IPv4_HEADER - IPv4 header

Table 64 4pecifies the CTC_IPv4_HEADER_01 - Ensure that the IUT generates an IP datagram with a
total length greater than orequal to 20 test case.

Table 64 — CTC_IPv4_HEADER_01 - Ensure that the IUT generates an IP datagram with a total
length greater than or equal to 20

Item Content

CTC # - Title< |CTC 1Pv4 HEADER 01 - Ensurethatthe [UT generates an [P datagram with a total length greafer
than or equal to 20

Purpose This CTC verifies that when an IUT is requested to generate an IP datagram, then the IUT gen-
erates an [P datagram containing:

an IP header,
a total length indicating a value greater than or equal to 20.
Reference RFC 791:1981,[51 3.1

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 64 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echo request.
Iteration Not applicable
Expected re-|After step 1: The IUT generates an ICMP echo reply including a total length frame in the IP
SppIISe teader greaterorequat to 20-
Re{mark —
Tallzle 65 specifies the CTC_IPv4_HEADER_02 - Ensure that the IUT discards an IR~datagram with an
invalid header length.
Table 65 — CTC_IPv4_HEADER_02 - Ensure that the IUT discards an IP datagram wjiith an
invalid header length
Item Content
CTC # - Title |CTC_IPv4_HEADER_02 - Ensure thatthe IUT discards an IR'datagram with an invalid header length
Pyrpose This CTC verifies that when an IUT receives an [P, datagram containing:
an IP header,
a header length indicating a value less than*20,
then the IUT discards the IP datagram.
Rdference RFC 791:1981,[51 3.1
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Seft-up The test system set-up shall be in accordance with Figure 5.
The test system shall be' parameterized in accordance with the configuration set-up parameters
as specified in 7.3:5.
Step 1. The LT sHall'send an ICMP echo request with a header length indicating a valug less than
20.
It¢ration Not applicable
Expected re-|Aftersteép 1: The IUT does not send an ICMP echo reply.
sppnse
Rdmark =

Talple 66 spetifies the CTC_IPv4_HEADER_03 - Ensure that the IUT generates an IP datagrath with the

source:address being one of its IP addresses.

Table 66 — CTC_IPv4_HEADER_03 - Ensure that the IUT generates an IP datagram with the

source address being one of its IP addresses

Item Content
CTC # - Title |CTC_IPv4_HEADER_03 - Ensure that the IUT generates an IP datagram with the source address
being one of its IP addresses
Purpose This CTC verifies that when an IUT is requested to generate an IP datagram then the IUT shall

send an IP datagram containing:
an [P header,

a source address indicating one of its defined IP addresses.
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Table 66 (continued)
Item Content
Reference RFC 791:1981,[21 3.1, 3.2;
RFC 1122:1989,[913.2.1.3.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized 1N accordance with the configuration set-up parametgrs
as specified in 7.3.5.

Step 1. The LT shall send an ICMP echo request.

Iteration Not applicable

Expected re-|After step 1: The IUT generates an ICMP echo reply with source address being one of its dle-

sponse fined IP addresses.

Remark —

Table 67 dpecifies the CTC_IPv4_HEADER_04 - Ensure that the IUT discards.an [P datagram with
estination address.

incorrect

an

Table[67 — CTC_IPv4_HEADER_04 - Ensure that the IUT diseards an IP datagram with an
incorrect destination address
Item Content

CTC#-Title |CTC_IPv4_HEADER_04 - Ensure that the IUT discards an IP datagram with an incorrect degti-
nation address.

Purpose This CTC verifies that when an IUT receivésan IP datagram containing:

an IP header,
a destination address, indicating a value different from the IUT’s IP address ajnd
is not a broadcast or multicast address,
then the IUT discards the IP datagram.
Referencd RFC 791:1981,[51 3.1, 3:2;
RFC 1122:1989,[91 3(2.1.3.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be agtive.

Set-up The testsystem set-up shall be in accordance with Figure 5.

Thétest system shall be parameterized in accordance with the configuration set-up parametg¢rs
asspecified in 7.3.5.
Step 1. The LT shall send an ICMP echo request with the destination address different than the
IUT’s IP address.

Iteration Not applicable

Expected re-|After step 1: The IUT does not send an ICMP echo reply.

sponse

Remark —

Table 68 specifies the CTC_IPv4_HEADER_05: - IP maximum datagram length check.

Table 68 — CTC_IPv4_HEADER_05: - IP maximum datagram length check

Item

Content

CTC # - Title

CTC_IPv4_HEADER_05: - [P maximum datagram length check
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Table 68 (continued)
Item Content
Purpose This CTC verifies that all hosts are prepared to accept [P datagrams of up to 576 octets.
Reference RFC 791:1981,[51 3.1
Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
Thetestsystenrshattbeparameterizedimaccordance withr the configurationrsetup parameters
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echo request to [UT-Iface-0 containing:
— P source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— [P total length field set to 576;
— [P payload field containing 556 byte of data.
2. The LT shall listen for up to t;; .;c,_7ime S€conds o LT-Iface-0.
Itdgration Not applicable
Expected re-|After step 2: The IUT sends an ICMP echo reply.
sppnse After step 2: The LT verifies that identifier,sequence number, and data of the ICMP|echo reply
are the same as those of the ICMP echo request sent.
Rgmark —
TalLle 69 specifies the CTC_IPv4_HEADER_08'=4P header length validation.
Table 69 — CTC_IPv4_HEADER_08 - IP header length validation
Item Content
CTC # - Title |CTC_IPv4_HEADER_08 - IP header length validation
Puyrpose This CTC verifies that the IUT discards a datagram with total length smaller than implied by the
Internet header length (IHL) value.
Rdference RFC 791:1981,[51 3.1
Prierequisite |ThedUTshall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1 The LT shall send an ICMP echo requestto IUT-Iface-0 rnnf:\ining-
— [P source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— data field set to text string "ECU NETWORK VALIDATION TEST";
— P IHL field set to 13.
2. The LT shall listen for up to ¢;; .., _rime Seconds on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT does not send an ICMP echo reply.
sponse
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Table 69 (continued)

Item

Content

Remark

Table 70 specifies the CTC_IPv4_HEADER_09 - IP total length validation.

Table 70 — CTC_IPv4_HEADER_09 - IP total length validation

Item Content

CTC # - Title [CTC_IPVA_HEADER_0U9 - IP totat length valldation

Purpose This CTC verifies that the IUT discards a fragment with total length bigger than the actual trahs-
mitted data.

Referencg RFC 791:1981,[31 3.1

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The [lUTshall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the.TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echo request to IUT-Iface-0 €ontaining:
— [P source address field set to address of Host-15
— [P destination address field set to addressof1UT;
— data field set to text string "ECU NETW.ORK VALIDATION TEST";
— [P total length field set to 48.
2. The LT shall listen for up to t;; 5£)-rin Seconds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 2: The IUT does not send an ICMP echo reply.

sponse

Remark —

7.3.6.2 [LTC_IPv4_CHECKSUM)~ Checksum
Table 71 specifies the CTCdBv4_CHECKSUM_02 - I[P checksum service primitive validation on receiving
test case.
Table 71 — CTE:IPv4_CHECKSUM_02 - IP checksum service primitive validation on receivin(g
Item Content

CTC # - Title |CTC IPv4 CHECKSUM 02 - IP checksum service primitive validation on receiving

Purpose This CTC verifies that if the header checksum verification fails, the IP datagram is discarded by
the IUT.

Reference RFC 791:1981,[3]1 3.1;

RFC 1122:1989,[913.2.1.2.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
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Table 71 (continued)
Item Content
Step 1. The LT shall send an ICMP echo request with header checksum indicating Invalid-
Checksum.
Iteration Not applicable
Expected re-|After step 1: The IUT does not send an ICMP echo reply.
sponse
Remark —

Talple 72 specifies the CTC_IPv4_CHECKSUM_05 - IP checksum service primitive validation,

Table 72 — CTC_IPv4_CHECKSUM_05 - IP checksum service primitive validatign
Item Content
CTC # - Title |CTC_IPv4_CHECKSUM_05 - IP checksum service primitive validatien
Purpose This CTC verifies that the IUT uses the checksum calculation seryice primitive accordjng to RFC.
Rdference RFC 791:1981,[51 3.1
Prierequisite |The IUT shall be powered on and shall be linked-up with thetest system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Seft-up The test system set-up shall be in accordance with\Figure 5.
The test system shall be parameterized in accotdance with the configuration set-up parameters
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echo reguiest to IUT-Iface-0 containing:
— P source address field setto address of Host-1;
— [P destination address field set to address of IUT;
— 1P checksum field'set to the 16-bit one's complement of the one's complemenf sum of all
16-bit words-in'the header.
2. TheLT shall listen forup to t;; i c,-7ime S€conds on LT-Iface-0.
Itgration Not applicablé
ExE)ected re-|After step.2: The IUT sends an ICMP echo reply.
sppnse After step 2: The LT verifies that the received ICMP echo reply contains an [P chedksum field
set to-the 16-bit one's complement of the one's complement sum of all 16-bit words in the header.
Regmark A
7.3.6.3 _CTC_IPV4_TTL - tyipe-To-Live

Tafle 73'specifies the CTC_IPv4_TTL_01 where a Host-1 does not send a datagram with a ¢

value-of zero test case

fime-To-Live

Table 73 — CTC_IPv4_TTL_01 - Datagram with a ;... 1o-Live Value of zero

Item Content

CTC # -Title |CTC_IPv4_TTL_01 - A host Host-1 does not send a datagram with a tq;,._1o-1.1ve Value of zero

Purpose This CTC verifies that the IUT does not send a datagram with a t,; . _1,_1;,. value of zero.

Reference RFC 791:1981,[51 3.1, 3.2;
RFC 1122:1989,[213.2.1.7.

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 73 (continued)

Item Content
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echo request segment.
Iteration Not applicable

Expected re-

After step 1: The IUT sends an ICMP echo reply datagram with a t;,.._7._1:,. vValue greater

sponse thrarro:

Remark —

Table 74 specifies the CTC_IPv4_TTL_05 - Packets with O or 1 ., . ;. .., are not discarded-by’hostg.
Table|74 — CTC_IPv4_TTL_05 - Packets with 0 or 1 £, 1o-Live are Dot discarded by hosts
Item Content

CTC#-Title |CTC_IPv4_TTL_05 - Packetswith0or1 t;;,._r,_1:,. are not discarded)by hosts

Purpose This CTC verifies that the IUT does not discard a datagram just because it was received wjth
Erime—To-1ive 1€SS than 2.

Referencg RFC 791:1981,[5] 3.2;

RFC 1122:1989,191 3.2.1.7.

Prerequigite |The IUT shall be powered on and shall be linked-up with'the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The BJT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordancgwith Figure 5.

The test system shall be parameterizedin accordance with the configuration set-up parametg¢rs
as specified in 7.3.5.
Step 1. The LT shall send an ICMP echorequest to [UT-Iface-0 containing:
— [P source address field set to address of Host-1;
— [P destinationaddress field set to address of IUT;
— IP t’I‘ime—To—Live fleld set to tTime—To—Live'
2. The LT shalblisten for up to ¢, 1 c,_rine Seconds on LT-Iface-0.

Iteration a) Cas€ity; o to-rive = 0
b) cdse: tTime—To—Live = 1

Expected re-|After step 2 case a): The IUT sends an ICMP echo reply.

sponse After step 2 case b): The IUT sends an ICMP echo reply.

Remark —

7.3.6.4 CTC_IPv4_VERSION - Version number

Table 75 specifies the CTC_[Pv4_VERSION_01 - Ensure that the IUT accepts an IPv4 datagram with a
valid version 4 test case.

Table 75 — CTC_IPv4_VERSION_01 - Ensure that the IUT accepts an IPv4 datagram with a valid

version 4
Item Content
CTC # - Title |CTC_IPv4_VERSION_01 - Ensure that the IUT accepts an IP datagram with a valid version 4
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Table 75 (continued)
Item Content

Purpose This CTC verifies that when the IUT receives an IP datagram, containing an IP header and a ver-
sion indicating a value of 4, then the IUT accepts the IP datagram.

Reference RFC 791:1981,[3] 3.1;

RFC 1122:1989,[213.2.1.1.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall he active

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.

Step 1. The LT shall send an ICMP echo request with version 4.

Itgration Not applicable

Expected re-|After step 1: The IUT sends an ICMP echo reply.

sppnse

Relmark —

Taiglg 76 specifies the CTC_IPv4_VERSION_03 - Ensure that the WUT generates a IP datagrpm with a

valid version 4.

Tlable 76 — CTC_IPv4_VERSION_03 - Ensure that the lUT generates a IP datagram with a valid
version 4
Item Content

CTC # - Title |CTC_IPv4_VERSION_03 - Ensure:that the IUT generates a IP datagram with a valid v¢rsion 4

Purpose This CTC verifies that when the IUT generates an IP datagram, then the IUT shall pend an IP
datagram containing an [P header and a version indicating a value of 4.

Rdference RFC 791:1981,[51 3.1;

RFC 1122:1989,[21 3.2:1/1.

Prierequisite |TheIUT shall belpowered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test.system set-up shall be in accordance with Figure 5.

The'teést system shall be parameterized in accordance with the configuration set-up parameters
as'specified in 7.3.5.

Step 1. The LT shall send an ICMP echo request.

Itgration Not applicable

Expected re-|After step 1: The IUT sends an ICMP echo reply containing a valid version 4.

spphse

Remark —

Table 77 specifies the CTC_[Pv4_VERSION_04 - IP version validation.

Table 77 — CTC_IPv4_VERSION_04 - IP version validation

Item Content
CTC # - Title |CTC_IPv4_VERSION_04 - IP version validation
Purpose This CTC verifies that a datagram whose version number is not 4 is silently discarded.
Reference RFC 791:1981,[3] 3.1;
RFC 1122:1989,[213.2.1.1.
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Table 77 (continued)
Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1 The IL.T shall send an ICMP echa requestto HIT-Iface-0 containing:
— [P source address field set to address of Host-1;
— [P destination address field set to address of IUT;
— [P version field set to other than IP.
2. The LT shall listen for up to t;;  ;cn_rime Seconds on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT discards the ICMP echo request and does@etsend an ICMP echo reply.
sponse
Remark —

7.3.6.5 [TC_IPv4_ADDRESSING - Addressing

Table 78 specifies the CTC_IPv4_ADDRESSING_01 - Ensure that the IUT receives an [P datagram with a

destination address being a limited broadcast address testase.

Table 78 — CTC_IPv4_ADDRESSING_01 - Ensurethat the IUT receives an IP datagram with §

destination address being-a limited broadcast address

Item Content

CTC # - Title |CTC_IPv4_ADDRESSING_01 £ Enisure that the IUT receives an IP datagram with a destination
address being a limited broadcast address

Purpose This CTC verifies thatwhen the IUT receives an IP datagram:

containing an\IP header,

containinga‘destination address,

indicating a value of limited broadcast,
then the JUT accepts the IP datagram.

Referencd RFE791:1981,[51 3.2;

REC 1122:1989,191 3.2.1.3.

Prerequigite “{The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5 The IUT shall be running and the TCP/IP TestStlub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1. The LT shall send a UDP datagram with the destination address being Limited-Broadcast-
Addr.

Iteration Not applicable

Expected re-|After step 1: The UT verifies that the IUT received a UDP datagram with the destination

sponse address Limited-Broadcast-Addr.

Remark —
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Table 79 specifies the CTC_[Pv4_ADDRESSING_02 - Ensure that the IUT discards an IP datagram with a
destination address being a directed broadcast address.

Table 79 — CTC_IPv4_ADDRESSING_02 - Ensure that the IUT discards an IP datagram with a

destination address being a directed broadcast address

Item Content

CTC # - Title |CTC_IPv4_ADDRESSING_02 - Ensure that the IUT discards an IP datagram with a destination
address being a directed broadcast address

Purpose This CTC verifies that when the IUT receives an [P datagram,

containing an [P header,

containing a destination address,

indicating a value of directed broadcast,
then the IUT discards the IP datagram silently.

Rdference RFC 791:1981,[51 3.2;

RFC 1122:1989,[913.2.1.3.

Prierequisite |TheIUT shall be powered on and shall be linked-up with thetest'system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall'be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.

Step 1. The LT shall send a UDP__datagram with the destination addrg¢ss being

directedBroadcastAddress.

Itgration Not applicable

Expected re-|After step 2: The UT verifiesthat the IUT does not receive a UDP datagram with the destina-

sppnse tion address directedBroadedstAddress.

Rdmark —

TalLle 80 specifies the CTC_IPv4_ADDRESSING_03 - Ensure that the IUT discards an [P datagtam with a

degtination address being a logprback address.

Table 80 — CTC_IPv4_ADDRESSING_03 - Ensure that the IUT discards an IP datagram with a

destination address being a loop back address

Item

Content

CT|C # - Title

CTC_IPv4_ADDRESSING_03 - Ensure that the IUT discards an [P datagram with a destination
address being a loop back address

Purpose

This CTC verifies that when the IUT receives an I[P datagram:

containing an IP header,

faial o | 43 43 dd
\,uu\.auuus d UCTSLITIAtIUIT AaUUr1tTss,
indicating a value of loop back,

then the IUT discards the IP datagram silently.

Reference

RFC 791:1981,[21 3.2;
RFC 1122:1989,[91 3.2.1.3.

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
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Table 80 (continued)
Item Content
Step 1. The LT shall send an ICMP echo request with the destination address being Loop-Back-
Addr.
Iteration Not applicable
Expected re-|After step 1: The IUT does not send an ICMP echo reply.
sponse
Remark —

7.3.6.6 [CTC_IPv4_FRAGMENTS - Fragments

Table 81 specifies the CTC_IPv4_FRAGMENTS_01 - IP reconstruct fragments validation test case.

Table 81 — CTC_IPv4_FRAGMENTS_01 - IP reconstruct fragments validation

Item Content
CTC# - Title |CTC_IPv4_FRAGMENTS_01 - IP reconstruct fragments validation
Purpose This CTC verifies that the IUT assembles the fragments if the IP-Batagram-Id is the same infall
fragments.

Referencd RFC 791:1981,[31 2.3, 3.2;

RFC 1122:1989,[91 3.3.2.

Prerequigite |TheIUT shall be powered on and shall be linked-up with'the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The [UTshall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance\with Figure 5.

The test system shall be parameterized innaccordance with the configuration set-up parametg¢rs
as specified in 7.3.5.
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Item

Content

Step

1. The LT shall construct an ICMP echo request and send an IP datagram to IUT-Iface-0

containing:
— source address field set to address of Host-1;
— destination address field set to address of IUT;

— identification field set to [P-Datagram-Id;

— protocol field set to [P-Type-ICMP;
— fragment offset field set to zero;
— flags containing:
— MF bitsetto 1;
— first half of the constructed ICMP datagram.
2. The LT shall send an IP datagram to IUT-Iface-0 containing:
— source address field set to address of Host-1;
— destination address field set to address-of JUT;
— identification field set to [P-Datagrain=Id;
— protocol field set to [P-Type-ICMP;
— fragment offset field set to.data size sent in first IP datagram in unit of 8 oc
— flags containing:
— MF bit set to.zero;
— last half of theyconstructed ICMP datagram.

3. The LT shalldisten for up to t seconds on LT-Iface-0.

Listen-Time

ets;

Itdration

Not applicabte

Expected re-
sppnse

After step3: The IUT sends an ICMP echo reply.

After'step 3: The LT verifies that identifier, sequence number, and data of the ICMP
are-the same as those of the ICMP echo request sent in two fragments.

echoreply

quark

Talple 82 specifies the CTC_IPv4_FRAGMENTS_02 - IP reconstruct fragments, negative t|

Datagram-Id.

pst on [P-

) Datagram-Id

Item Content
CTC # - Title |CTC_IPv4_FRAGMENTS_02 - IP reconstruct fragments, negative test on IP-Datagram-Id
Purpose This CTC verifies that the IUT does not assemble the fragments if the [P-Datagram-Id is different
in all fragments.
Reference RFC 791:1981,[21 2.3
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall be active.
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Table 82 (continued)

Item

Content

Set-up

The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters

as specified in 7.3.5.

Step

1. The LT shall construct an ICMP echo request and shall send an IP datagram to the IUT-

Iface-0 containing:

— source address field set to address of Host-1;

— destination address field set to address of IUT;

— identification field set to id 1;

— protocol field set to [P-Type-ICMP;
— fragment offset field set to zero;
— flags field containing;

— MF bitsetto 1;

— first half of the constructed ICMP datagram.
2. The LT shall send an IP datagram to IUT-Iface-0 contgaining:
— source address field set to address of Host-13

— destination address field set to addressof IUT;

— identification field set to id 2;

— protocol field set to IP-Type-ICMP;

— fragment offset field setto-data size sent in first IP datagram in unit of 8 octets;

— flags field containing:

— MF bit set'te\zero;

— last halflof the constructed ICMP datagram.
3. TheLT shalblisten for up to ¢, ;... 7ime S€CONds on LT-Iface-0.
4. TheKI'shall send an IP datagram to [UT-Iface-0 containing:
—~source address field set to address of Host-1;

— destination address field set to address of IUT;

— identification field set to id 1;

— protocol field set to [P-Type-ICMP;

— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;

— flags field containing:

— MF bit set to zero;

— last half of the constructed ICMP datagram.

5. TheLT shalllisten for up to ¢, 1o, _rine Seconds on LT-Iface-0.

Iteration

Not applicable
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Table 82 (continued)

Item Content

Expected re-|After step 3: The IUT does not send an ICMP echo reply.

sponse After step 5: The IUT sends an ICMP echo reply.
After step 5: The LT verifies that the identifier, sequence number and data of the ICMP echo
reply are the same as those of the ICMP echo request sent in two fragments.

Remark —

Table 83 — CTC_IPv4_FRAGMENTS_03 - IP reconstruct fragments, negative test\on source

Item Content
CTC # - Title |CTC_IPv4_FRAGMENTS_03 - IP reconstruct fragments, negative test,onsource
Purpose This CTC verifies that the IUT does not assemble the fragments if the IP source addfress is dif-

ferent in the fragments.
Rdference RFC 791:1981,[51 2.3

Prierequisite |The IUT shall be powered on and shall be linked-up with theteést system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accerdance with the configuration set-up parameters
as specified in 7.3.5.
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Table 83 (continued)

Item Content

Step 1. The LT shall construct an ICMP echo request and send an IP datagram to IUT-Iface-0
containing:

— source address field set to address of Host-1;
— destination address field set to address of IUT;

— identification field set to Identifier;

— protocol field set to IP-Type-ICMP;
— fragment offset field set to zero;
— flags field containing:
— MF bitsetto 1;
— first half of the constructed ICMP datagram.

2. The LT shall send an IP datagram to IUT-Iface-0 containing:
— source address field set to different address of Host-1
— destination address field set to address of IUT;

— identification field set to Identifier;
— protocol field set to [P-Type-ICMP;
— fragment offset field set to data size'sent in first IP datagram in unit of 8 octets;
— flags field containing:
— MF bit set to zero;
— last half of the ¢onstructed ICMP datagram.

3. The LT shall listen for'up to t seconds on LT-Iface-0.

Listen-Time
4. The LT shall setidyan IP datagram to IUT-Iface-0 containing:
— source-address field set to address of Host-1;
— destination address field set to address of IUT;
—=>>identification field set to IP-Datagram-Id;
— protocol field set to IP-Type-ICMP;

— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;

— flags field containing:
— MF bit set to zero;
— last half of the constructed ICMP datagram.

5. The LT shall listen for up to ¢, ;.,_rine Seconds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT does not send an ICMP echo reply.
sponse After step 5: The IUT sends an ICMP echo reply.

After step 5: The LT verifies that the identifier, sequence number and data of ICMP echo reply
are same as those of ICMP echo request sent in two fragments.
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Table 83 (continued)

Item

Content

Remark

Table 84 specifies the CTC_IPv4_FRAGMENTS_04 - IP reconstruct fragments, negative test on protocol.

Table 84 — CTC_IPv4_FRAGMENTS_04 - IP reconstruct fragments, negative test on protocol

Item

Content

CTCH#H=Title

CIC_TFVA_FRAGMENTS_U4 = IF reconstruct iragments, negdtive test on protocol

Purpose This CTC verifies that the IUT does not assemble the fragments if the protocol is diffgrent in the
fragments.

Rdference RFC 791:1981,[51 2.3

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system/The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be runningand the TCP/IP TestStub
shall be active.

Sef-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with'the configuration set-up p
as specified in 7.3.5.

arameters
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Table 84 (continued)

Item Content

Step 1. The LT shall construct an ICMP echo request and send an IP datagram to IUT-Iface-0
containing:

— source address field set to address of Host-1;
— destination address field set to address of IUT;

— identification field set to IP-Datagram-Id;

— protocol field set to IP-Type-ICMP;
— fragment offset field set to zero;
— flags field containing:
— MF bitsetto 1;
— first half of the constructed ICMP datagram.
2. The LT shall send an IP datagram to IUT-Iface-0 containing:
— source address field set to address of Host-1;
— destination address field set to address of IUT;
— identification field set to IP-Datagram-Id;
— protocol field set to iptypeTCP;
— fragment offset field set to data size'sent in first IP datagram in unit of 8 octets;
— flags field containing:
— MF bit set to zero;
— last half of the ¢onstructed ICMP datagram.

3. The LT shall listen for'up to t seconds on LT-Iface-0.

Listen-Time
4. The LT shall setidyan IP datagram to IUT-Iface-0 containing:
— source-address field set to address of Host-1;
— destination address field set to address of IUT;
—=>>identification field set to IP-Datagram-Id;
— protocol field set to IP-Type-ICMP;

— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;

— flags field containing:
— MF bit set to zero;
— last half of the constructed ICMP datagram.

5. The LT shall listen for up to ¢, ;.,_rine Seconds on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 3: The IUT does not send an ICMP echo reply.
sponse After step 5: The IUT sends an ICMP echo reply.

After step 5: The LT verifies that the identifier, sequence number and data of ICMP echo reply
are same as those of ICMP echo request sent in two fragments.
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Table 84 (continued)

Item

Content

Remark

Table 85 specifies the CTC_IPv4_FRAGMENTS_05 - IP send unfragmented data validation.

Table 85 — CTC_IPv4_FRAGMENTS_05 - IP send unfragmented data validation

Item Content
CTC#H#=Title |CTC_IPV4A_FRAGMENTS_ 05— IPSend unfragmented data vatidation |
Purpose This CTC verifies that an unfragmented datagram has all zero-fragmentation irffornpation (MF
=0, fragment offset = 0).
Rdference RFC 791:1981,[3]1 3.2
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system/The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be runningand the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with'the configuration set-up parameters
as specified in 7.3.5.
Step 1. The UT shall cause the IUT to send a UDP datagram with UDP-Default-Data|from IUT-
Iface-0 with:
— source [P address set to IUT-Iface-0;
— destination [P address set to HOST- 1 IP;
— source UDP port field set to:Unused-UDP-Dest-Port-1 (20 001);
— destination UDP port field set to Unused-UDP-Src-Port (20 000).
2. The LT shall listen forup to t;; . cp_rime Seconds on LT-Iface-0.
Itgration Not applicable
E):E)ected re-|After step 2: The IUT sends a UDP datagram.
sppnse After step 2: The LT verifies that the received datagram contains IP flags field coptaining:
— MF bif set to zero;
— IP-datagram offset field set to zero.
Regmark —

7.3.6.7 CTCUPv4_REASSEMBLY - Reassembly

Talple 86.specifies the CTC_IPv4_REASSEMBLY_04 - Ensure that the IUT reassembles fragnients of an

[P fatagram received in the wrong order test case.

Table 86 — CTC_IPv4_REASSEMBLY_04 - Ensure that the IUT reassembles fragments of an IP

datagram received in the wrong order

Item Content

CTC # - Title |CTC_IPv4_REASSEMBLY_04 - Ensure that the IUT reassembles fragments of an IP datagram
received in the wrong order

Purpose This CTC verifies that when the IUT receives a series of unordered IP datagrams of a large IP
datagram then the IUT reassembles and accepts the IP datagram.

Reference RFC 791:1981,[51 3.2

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 86 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters

as specified in 7.3.5.

Step 1. The LT shall send an IP datagram with MF = 1 (more fragments) and offset = 0, containing
an ICMP echo request where the total length is less than the MTU.

2. The LT shall send an IP datagram with, MF = 1 (more fragments) and offset correctly
IMCcremented, bUt bEIONgINg to the third (Tagment, and the 1D being the same as the tifst
fragment.

3. The LT shall send an IP datagram with MF = 1 (more fragments) and offset correcfly
incremented, but belonging to the second fragment, and the ID being the same as the fifst
fragment.

4. The LT shall send an IP datagram with MF = 0 (last fragment),dand offset correcftly
incremented, and the ID being the same as the first fragment.

Iteration Not applicable

Expected re-|After step 4: The IUT sends an ICMP echo reply.
sponse

Remark —

Table 87 specifies the CTC_IPv4_REASSEMBLY_06 - Ensure that the'lUT does not reassemble fragmepts

of an [P ddtagram if no first fragment is sent.

Table 87|— CTC_IPv4_REASSEMBLY_06 - Ensure that the IUT does not reassemble fragments|of

an IP datagram if no firstfragment is sent

Item Content
CTC # - Title |CTC_IPv4_REASSEMBLY_06 - Ensure that the IUT does not reassemble fragments of an [P dafa-
gram if no first fragment is sent
Purpose This CTC verifies that when the [UT receives a series of IP datagrams of a large IP datagram
containing an IP Header;
containing an{offset;
indicating avalue different than 0 but with correct increment;
then the IUT does not reassemble and accept the IP datagram.
Referencg RFC 791+1981,[51 3.2
Prerequigite |ThelUTshall be powered onand shall belinked-up with the testsystem. The IUT shall implem¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.
Step 1. The LT shall send an IP datagram with MF = 1 (more fragments) and offset not equal to 0,
containing an ICMP echo request where the total length is less than the MTU.
2. The LT shall send an IP datagram with MF = 0 (last fragment) and offset correctly
incremented, and the ID being the same as the first fragment.
Iteration Not applicable
Expected re-|After step 2: The IUT does not send an ICMP echo reply.
sponse
Remark —
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Table 88 specifies the CTC_IPv4_REASSEMBLY_07 - Ensure that the IUT does not reassemble fragments
of an [P datagram if some IP datagrams are missing.

Table 88 — CTC_IPv4_REASSEMBLY_07 - Ensure that the IUT does not reassemble fragments of

an IP datagram if some IP datagrams are missing

Item Content

CTC # - Title |CTC_IPv4_REASSEMBLY_07 - Ensure that the IUT does not reassemble fragments of an IP data-

gram if some IP datagrams are missing

Purpose This CTC verifies that when the [UT receives a series of I[P datagrams of a large IP datagram

including the first and the last fragment but missing some in between then the IU[[ does not
reassemble and accept the IP datagram.

Rdference RFC 791:1981,[5]1 3.2

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The TUT shall jmplement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running arrd the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the ¢onfiguration set-up parameters

as specified in 7.3.5.

Step 1. The LT shall send an IP datagram with MF = 1 (mare‘fragments) and offset = 0, fontaining

an ICMP echo request where the total length isdess than the MTU.

2. The LT shall send an IP datagram with MF = 1 (more fragments) and offset{ correctly
incremented, and the ID being the same as:the first fragment.

3. The LT shall send an IP datagram with MF = 0 (last fragment) and offset is incrgmented as
if one more fragment would have been sent, and the ID being the same as the firs{ fragment.

Itdgration Not applicable

Expected re-|After step 3: The IUT does not send an ICMP echo reply.

sppnse

Relmark —

Tallzle 89 specifies the CTC_IPv4_REASSEMBLY_09 - Ensure that IUT discards IP datagramMF = 1.
Table 89 — CTC_IPy4.REASSEMBLY_09 - Ensure that IUT discards IP datagramMF = 1
Item Content

CTC # - Title |CTC#~Title  CTC_IPv4_REASSEMBLY_10 - IP reassembly default time check

Purpose Thig CTC verifies that when the IUT receives an [P datagram

containing an IP header;

containing flags; and

containing an MF flag;

indicatingibhoat dbhnyn o oo Frogyanmte copat g yazidh ME — 1.

indieatingthatthereare merefragmentscomingwith ME=1
then the IUT discards the IP datagram silently.

Reference RFC 791:1981,[5]1 3.2

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 5.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.3.5.

Step 1. The LT shall send an ICMP echo request with MF = 1 (more fragments).

Iteration Not applicable

© IS0 2021 - All rights reserved 75


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 89 (continued)

Item Content
Expected re-|After step 1: The IUT does not send an ICMP echo reply.
sponse
Remark —

Table 90 specifies the CTC_IPv4_REASSEMBLY_10 - IP reassembly default time check.

Table 90 — CTC_IPv4_REASSEMBLY_10 - IP reassembly default time check

Item Content
CTC # - Titlg CTC_IPv4_REASSEMBLY_10 - I[P reassembly default time check
Purpose This CTC verifies that the initial reassembly timeout value of the IUT is set to 15 s.
Reference RFC 791:1981,[51 3.2
Prerequisitg The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement the TCP/IP TestSfub

in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with the configuration set-up parameters as specified in 7.3.5.
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Table 90 (continued)

Item

Content

Step

1.  The LT shall construct an ICMP echo request and send an IP datagram to [UT-Iface-0 containing:
—  source address field set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to zero;

—  flags field containing:

—  MF bitsetto 1;
—  time-to-live field set to 15;
—  firsthalf of the constructed ICMP fragment whose size is multiple of 8 octets:
2. The LT shall wait for (IP-Init-Reassemble-Timeout - ParamToleranceTime) seconds,
3. The LT shall send an IP datagram to IUT-Iface-0 containing:
—  source address field set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;
—  flags field containing:
—  MF bit set to zero;
Erime—To-1ive field setto15's;
— lasthalf of the constructed ICMP'datagram.
4. The LT shall listen for up to t;; .. i:he seconds on LT-Iface-0.
5. TheLT shall send an IP datagrdm to IUT-Iface-0 containing:
—  source address fieldset to address of Host-1;
—  destination addrcess field set to address of IUT;
— fragmentoffset field set to zero;
—  flags field containing:
— MF bitsetto 1;
Erime-To-Live field setto 15s;
—  first half of the constructed ICMP datagram which is multiple of 8 octets.
6. The LT shall wait for (IP-Init-Reassemble-Timeout + Param-Tolerance-Time) seconds.

7. The LT shall send an IP datagram to IUT-Iface-0 containing:

—  source address field set to address of Host-1;

— destination address field set to address of IUT;
— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;
—  flags field containing:
—  MF bitset to zero;
Erime—To-1ive field setto15's;

— lasthalf of the constructed ICMP datagram.

8.  The LT shall listen for up to t;; ;;cn_rime S€conds on LT-Iface-0.

Iteration

Not applicable
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Table 90 (continued)
Item Content
Expectedresponse | After step 4: The IUT sends an ICMP echo reply.
After step 4: The LT verifies that identifier, sequence number and data of the ICMP echo reply are the same as

those of the ICMP echo request sent in two fragments.

After step 8: The IUT does not send an ICMP echo reply.

Remark —

Table 91 specifies the CTC_[Pv4_REASSEMBLY_11 - Check fragment with large t,;.._;._..,. vValue.

Table 91 — CTC_IPv4_REASSEMBLY_11 - Check fragment with large t1; e 1o-Live Valu€

Item Content
CTC # -Title |CTC_IPv4_REASSEMBLY_11 - Check fragment with large t;; _ro_1.1ve Value
Purpose This CTC verifies that the IUT increases its reassembly timeout value if thel,T 'sends an ICMP

echorequest datagram containinga ¢, ._7._1;. field value which is set > the.initial reassembly
timeout value of the IUT.

Referencd RFC 791:1981,[2]1 3.2

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test syst&m. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be rinning and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figute 57

The test system shall be parameterized in accordance:with the configuration set-up parametg¢rs
as specified in 7.3.5.

The initial reassembly timeout value is 15 s.

|
(=)

Step 1. The LT shall construct an ICMP eche-request and send an IP datagram to IUT-Ifacq
containing:

— source address field set to address of Host-1;
— destination address/field set to address of IUT;
— fragment offset field set to zero;

field set to t > initial reassembly timeout value of {he

—  Erime-To-Life Valid-Time-To-Live

IUT;
— flagsfield contains MF bit set to 1;
— ~first half of the constructed ICMP fragment which is multiple of 8 octets.
2. ¢The LT shall wait for (IP-Init-Reassemble-Timeout + Param-Tolerance-Time) seconds.

3w The LT shall send an IP datagram to IUT-Iface-0 containing:

— source address field set to address of Host-1;

— destination address field set to address of IUT;
— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;

Erime—To-nive [1€ld S€t 1O tya15 g Time-To-1ive > iDitial reassembly timeout value of the

IUT;
— flags field contains MF bit set to 0;
— last half of the constructed ICMP datagram.

4. The LT shall listen for up to ¢t seconds on LT-Iface-0.

Iteration Not applicable

Listen-Time
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Item Content
Expected re-|After step 4: The IUT sends an ICMP echo reply.
sponse After step 4: The LT verifies that identifier, sequence number and data of the ICMP echo reply
are the same as those of the ICMP echo request sent in two fragments.
Remark —

Table 92 specifies the CTC_IPv4_REASSEMBLY_12 - Check fragment with low t,; ;. .. value.

Table 92 — CTC_IPv4_REASSEMBLY_12 - Check fragment with low t1;,.c To-Live value
Item Content
CTC # - Title |CTC_IPv4_REASSEMBLY_12 - Check fragment with low t,;.._1o-11v Value
Purpose This CTC verifies that the IUT does not decrease its reassembly timeout value if the LT sends
an ICMP echo request datagram containing a t;;.._7._11v. field value'which is set <|the initial
reassembly timeout value of the IUT.
Rdference RFC 791:1981,[31 3.2
Prierequisite |TheIUT shall be powered on and shall be linked-up with the'test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with.Figure 5.
The test system shall be parameterized in accerdance with the configuration set-up parameters
as specified in 7.3.5.
The initial reassembly timeout value is\t5-s.
Step 1. The LT shall construct an ICMR echo request and send an IP datagram to IUT-Iface-0
containing:
— source address field(set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to zero;
— time(oylive field set to ty. 1 q_7ime_To-1ive < initial reassembly timeout valuelof the IUT;
— (flags field contains MF bit set to 1;
— ~first half of the constructed ICMP fragment which is multiple of 8 octets.
2./ The LT shall wait for (IP-Init-Reassemble-Timeout - Param-Tolerance-Time) secdnds.
3. The LT shall send an IP datagram to IUT-Iface-0 containing:
— source address field set to address of Host-1;
— destination address field set to address of TUT;
— fragment offset field set to data size sent in first IP datagram in unit of 8 octets;
— time to live field set to t,_1; 4 rime-to-1ive Live < iNitial reassembly timeout value of the
IUT;
— flags field contains MF bit set to 0;
— last half of the constructed ICMP datagram.
4. The LT shall listen for up to t;; .;c,,_7:me S€conds on LT-Iface-0.
Iteration Not applicable
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Table 92 (continued)

Item Content
Expected re-|After step 4: The IUT sends an ICMP echo reply.
sponse

After step 4: The LT verifies that identifier, sequence number, and data of ICMP echo reply
are same as those of ICMP echo request sent in two fragments.

Remark —

Table 93 specifies the CTC_IPv4_REASSEMBLY_13 - IP datagrams overlap check.

Table 93 — CTC_IPv4_REASSEMBLY_13 - IP datagrams overlap check

Item Content
CTC # - Tiflle CTC_IPv4_REASSEMBLY_13 - [P datagrams overlap check
Purpose This CTC verifies that in the case that two or more fragments containing the same dataeither identicaj or
through a partial overlap, the IUT uses the more recently arrived copy in the data buffer and datagrhm
delivered.
Reference RFC 791:1981,[51 3.2

Prerequisite |The IUT shall be powered on and shall be linked-up with the test system~T'he IUT shall implement the
TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the*TCP/IP TestStub shall be active.

Set-up The test system set-up shall be in accordance with Figure 5.

The test system shall be parameterized in accordance with&he configuration set-up parameters|as
specified in 7Z.3.5.
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Table 93 (continued)

Item

Content

Step

1.

The LT shall construct an ICMP echo request containing:

— data field set to text string "ECU NETWORK VALIDATION TEST" Send an IP datagram to

DIFACE-0 containing:
— source address field set to address of Host-1;

— destination address field set to address of IUT;

— fragment offset field set to zero;
— flags field containing:
— MF bitsetto 1;
— first 16 octets of the constructed ICMP datagram.

The LT shall listen for up to 0,25 % £y, grent-reassenty-rimeout S€€@NAs on LT-Iface-0.
The LT shall send an IP datagram to IUT-Iface-0 containing:
— source address field set to address of Host-1;
— destination address field set to address of [UT}
— fragment offset field set to 2;
— flags field containing:

— MF bitsetto 1;

— data field set to "DUPLICATE FRAGMENTS TEST".
The LT shall listen for up tg-0,25 x £y, grent-reassemly-rimeout S€CONAS on LT-Iface-0.
The LT shall send an IP-'datagram to [UT-Iface-0 containing:
— source addressfield set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to 2;
—(_~flags field containing:

— MF bitsetto 1;

— second 8 octets of the constructed ICMP datagram.
The LT shall listen for up to 0,25 % £y, gnent-reassenly-rimeout S€CONAs on LT-Iface-0.

The LT shall send an IP datagram to IUT-Iface-0 containing:

8.

— source address field set to address of Host-1;
— destination address field set to address of IUT;
— fragment offset field set to 3;
— flags field containing:
—  MF bit set to zero;
— remaining portion of the constructed ICMP datagram.

The LT shall listen for up to 0,25 x Crragment-Reassemly-Timeout seconds on LT-Iface-0.

Iteration

Not applicable
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Table 93 (continued)

Item Content

Expected re-|Afterstep 2: The IUT does not send an ICMP echo reply.

sponse After step 4: The IUT does not send an ICMP echo reply.
After step 6: The IUT does not send an ICMP echo reply.
After step 8: The IUT sends an ICMP echo reply.
After step 8: The LT verifies that the received ICMP echo reply contains the data field set to text
string "ECU NETWORK VALIDATION TEST".

Remark —

7.4 NL t Dynamic configuration of IPv4 link local address

7.4.1 Geéneral

The objecftive of this subclause is to specify CTCs for the dynamic [Pv4 address.Autoconfiguratjon

protocol (

7.4.2 Referenced specification

Pv4 Autoconfig).

The RFC 3927:2005[1% specifies a dynamic configuration of IPv4 Link<Local addresses. All CTCs in|7.4

are in accgrdance with this RFC.

7.4.3 T¢st system topology - NL - Dynamic configuration of IPv4 link local address

Figure 6 s

hows the test system topology - NL — Dynamic.configuration of IPv4 link local address.
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Figure 6 — Test system topology - NL - Dynamic configuration of IPv4 link local address

4 Test systemtopology and related CTC configuration

s test suite~expects to be running against any IP enabled network interface which

Juisitiong.ef IP address through the following methods:

[Pv4'link local auto configuration;

supports

DHCP.

The following information are obtained from the unused IP network configurations on the test system
Host-1:

[P address of all the emulated servers;

[P address pool to be offered by these emulated DHCP servers.

7.4.5 Dynamic configuration of IPv4 parameters and constants used in CTCs

Table 94 specifies the parameters and constants used in dynamic configuration of IPv4 CTCs.

© IS0 2021 - All rights reserved

83


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 94 — Parameters and constants used in dynamic configuration of IPv4 CTCs
Parameter used in CTCs Content
Server-1 This denotes 1st DHCP server simulated by the test system Host-1.
Round-Table-IP-Addr-1 This denotes IP address of 1st DHCP server simulated by test system Host-1.
Round-Table-1P-Addr-2 This denotes IP address offered to the 1st IUT interface by the 1st DHCP server.

IUT-Iface-0-IP-Link-Local-Addr This denotes Link-local IP address of 1st IUT interface.

All-Iface-0-IP-Link-Local-Addr This denotes Link local IP address of 1st test system Host-1 interface.

Arbitrary-1P-Link-Local-Addr This denotes an IP Link-local address with value 169.254.10.10.

Param-Listen-Time This is the maximum time interval for which test system Host-1 waits fo]k a
fragment for cases when a certain event has been triggered on the 1UT eitljer
by some protocol timer or using some external mechanism (script).

[UT-Iface-{ This denotes 1st IUT interface.

MAC-Addr1 This value indicates the MAC address of the LT.

[UT-Iface-P-MAC-Addr This is the MAC address of 1st IUT interface.

Link-Local]-Net-Addr This denotes the Link local network ID, i.e. 169.254.0.0 .

Corobe Min This indicates the value of PROBE_MIN constant specified in RFC 3927:2005, |10

page 26, in milliseconds, i.e. the value is 1 000 nds.

Eprobe Max This indicates the value of PROBE_MAX constant specified in RFC 3927:2005, |10
page 26, in milliseconds, i.e. the value i5:2.000 ms.

Cannounce Wait This indicates the value of ANNQUNCE_WAIT constant specified|in
RFC 3927:2005,101 page 26, i.e. thewvalue is 2 s.

Cannounce fnterval This indicates the value of ANNOUNCE_INTERVAL constant specified in RIFC
3927:2005,[10 page 26, i.e.the value is 2 s.

Crate Limiq Interval This indicates the value of RATE_LIMIT_INTERVAL constant specified in RIFC
3927:2005,[10] page 26G.e. the value is 60 s.

Cpefend Inderval This indicates the yalue of DEFEND_INTERVAL constant specified in RJFC
3927:2005,[1% page 26, i.e. the value is 10 s.

Eth-Broadfast-Addr This indicatés-the Ethernet Broadcast address. This value is equal to FF:FF:
FF:FF:FF:EE

Null-MAC-Addr This.dindicates a MAC address with value 00:00:00:00:00:00.

DHCP-IP-Addr-Lease-Time Default value: adjustable
Indicates the duration of an active DHCP connection.

[UT-Iface-p Default value: depends on IUT implementation.
Connected IUT Ethernet interface.

IUT-Iface-P-MAC-Addx Default value: IUT MAC Addreess.

Indicates the duration of an active DHCP connection.

7.4.6 1P

v4-autoconf CTCs

7.4.6.1 CTC_IPv4_AUTOCONF_INTRO - Configurability condition

Table 95 specifies the CTC_[Pv4_AUTOCONF_INTRO_01 - Link local address configurability condition

(in presen

ce of operable routable address) test case.

Table 95 — CTC_IPv4_AUTOCONF_INTRO_01 - Link local address configurability condition (in

presence of operable routable address)

Item

Content

CTC#-Ti

tle |[CTC_IPv4_AUTOCONF_INTRO_01 - Link local address configurability condition (in presence of
operable routable address)
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Table 95 (continued)

Item Content

Purpose This CTC verifies that when an operable routable address is available in an interface, the [UT
should not assign an IPv4 link-local address on that interface.
Reference RFC 3927:2005,[101 1.9

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set;up'‘parameters
as specified in 7.4.5.

Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on IUT-Kace-0.
4. The LT Server-1 shall send a DHCPOFFER message to IUT through [UT-Iface-0 cqntaining:
— source [P address set to Round-Table-IP-Addr-1;
— 'yiaddr' field set to Round-Table-IP-Addr-2;
— message option containing:
— type field set to DHCP-IP-ADDR-LEASE-TIME;
— length field set to 4;
— value set to PARAM LISTEN_TIME x 3.
5. The LT Server-1 shall listen up to Param-Listen-Time on IUT-Iface-0.
6. The LT Server-1 shall.send DHCPACK message to [UT through [UT-Iface-0 contaiping:
— source IP address set to Round-Table-IP-Addr-1;
— 'yiaddn field set to Round-Table-1P-Addr-2;
— (message option containing:
— type field set to DHCP-IP-ADDR-LEASE-TIME;
— length field set to 4;
— value setto PARAM_LISTEN_TIME x 3.

7. The LT Server-1 shall listen up to Param-Listen-Time on [UT-Iface-0 with:

— PYpp(‘de network address nffnrgpf IP address setto Link-T.ocal-Net-Addr

Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.

sponse After step 5: The IUT sends a DHCPREQUEST message.
After step 7: The IUT does not send an ARP request message.

Remark —

7.4.6.2 CTC_IPv4_AUTOCONF_ADDRESS_SELECTION - Address selection, defence and delivery

Table 96 specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_01 - Future use of first 256 and
last 256 addresses in the 169.254/16 prefix test case.
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Table 96 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_01 - Future use of first 256 and last

256 addresses in the 169.254/16 prefix

Item Content

CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_01 - Future use of first 256 and last 256 addresses
in the 169.254/16 prefix

Purpose This CTC verifies that the first 256 and last 256 addresses in the 169.254/16 prefix are reserved
for future use and are not selected by the IUT using this dynamic configuration mechanism.

Reference RFC 3927:2005, 2.1;

Prerequigj_t,e ThelUT shallbe pnmmrnd onandshallbe ]inl(pd-np with the test system The IUT shall imp]pmnnt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSjub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.4.5.
Step 1. The UT shall configure the [UT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address.set to Link-Local-Net-Addr.
Iteration Not applicable

Expected re-

After step 3: The IUT sends a DHCPDISCOVERGnessage.

sponse After step 4: The IUT sends an ARP request'message.
After step 4: The LT verifies that recéived ARP request message contains:
— target IP address greater thany169.254.0.255;
— target IP address less thantor equal to 169.254.254.255.

Remark —

Table 97 s$pecifies the CTC_IPv4_AUTQCONF_ADDRESS_SELECTION_03 - Need for probing to detect

address already in use.

Table 97 — CTC_IPv4_AUTQCONF_ADDRESS_SELECTION_03 - Need for probing to detect address

already in use

Item Content

CTC # - Title |CTC IPv4_AUTOCONF_ADDRESS_SELECTION_03 - Need for probing to detect address alreddy
in-use.

Purpose This CTC verifies thatan IUT probes to see ifan address is already in use by broadcasting an ARP
request for the desired address. This is an ARP probe request.

Reference RFC 3927:2005,[101 2.2.1

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
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Table 97 (continued)
Item Content

Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2.  The UT shall cause the IUT to bring up IUT-Iface-0.

3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr

Itgration Not applicable

Expected re-

After step 3: The IUT sends a DHCPDISCOVER message.

sppnse After step 4: The IUT sends an ARP request message.
After step 4: The LT verifies that the received ARP request message contains the Ethernet
destination hardware address which is set to Eth-Broadcast-Addr.

Regmark —

field usage.

Tallzle 98 specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION-05 - Sender hardware address

Table 98 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_05 - Sender hardware address field

usage
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_05 - Sender hardware address field ugage
Purpose This CTC verifies that the client fills ifrthe sender hardware address field of the ARP refquest with
the hardware address of the interfate through which it is sending the packet.
This holds true for all kinds of ARP frames: request, response, probe.
Rdference RFC 3927:2005,[10] 2.2.1
Prierequisite |TheIUT shall be poweredon and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Seft-up The test system-set-up shall be in accordance with Figure 6.
The test §ystem shall be parameterized in accordance with the configuration set-up parameters
as spegéified in 7.4.5.
Step 1.,~.The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.
Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse After step 4: The IUT sends an ARP request message.
After step 4: The LT verifies that received ARP request message contains the source hardware
address which is set to I[UT-Iface-0-MAC-Addr.
Remark —

Table 99 specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_06 - Sender IP address setting.
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Table 99 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_06 - Sender IP address setting

Item Content

CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_06 - Sender IP address setting

Purpose This CTC verifies that the sender IP address field is set to all zeroes.
This is testing for the ARP probe frame.

Reference RFC 3927:2005,[101 2.2.1

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.4.5.

Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2.  The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifac€-0y
4. The LT Server-1 shall listen up to Param-Listen-Time on LT“lface-0 with:

— expected network address of target [P address sett0 Link-Local-Net-Addr.

Iteration Not applicable

Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.

sponse After step 4: The IUT sends an ARP request message.
After step 4: The LT verifies that received ARP request message contains the sender [P address
which is set to 0.0.0.0.

Remark —

Table 100| specifies the CTC_IPv4_AUTOCONELADDRESS_SELECTION_07 - Target hardware address

setting and receive check.

Table 100 — CTC_IPv4_AUTOCONF-ADDRESS_SELECTION_07 - Target hardware address setting

and receive check

Item Content

CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_07 - Target hardware address setting and recejve
check

Purpose This CTGverifies that the target hardware address field is ignored and should be set to all zeros.

Referencd RF€3927:2005,[10] 2.2.1

Prerequigite [TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSfub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target [P address set to Link-Local-Net-Addr.
Iteration Not applicable
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Table 100 (continued)

Item

Content

Expected re-
sponse

After step 3: The IUT sends a DHCPDISCOVER message.

After step 4: The IUT sends an ARP request message.
After step 4: The LT verifies that received ARP request message contains the target hardware
address which is set to Null-MAC-Addr.
Remark —
ress field
setting.
Tlable 101 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_08 - Target IP addressfield setting
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_08 - Target [P address field setting
Puyrpose This CTC verifies that the target IP address field is set to the addiess being probed.
Rdference RFC 3927:2005,[10] 2.2.1
Prierequisite |TheIUT shall be powered on and shall be linked-up with the'test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Seft-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accardance with the configuration set-up parameters
as specified in 7.4.5.
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2.  The UT shall cause the IUT to®Bring up [UT-Iface-0.
3.  The LT Server-1 shall listeh up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shalllisten up to Param-Listen-Time on LT-Iface-0 with:
— expected netWork address of target IP address set to Link-Local-Net-Addr.
Itgration Not applicable
Expected re-|After step 3 The IUT sends a DHCPDISCOVER message.
s;Fnse After step 4: The IUT sends an ARP request message.
Relmark —
Talple 102 specifies the CTC_[Pv4_AUTOCONF_ADDRESS_SELECTION_09 - Probing time interval and
pag¢ket count.
Tapled02 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_09 - Probing time interval ahd packet
count I
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_09 - Probing time interval and packet count I
Purpose This CTC verifies that the number of ARP probes sent from the IUT in the probing phase is equal
to PROBE_NUM.
Reference RFC 3927:2005,[101 2.2.1
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
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Table 102 (continued)

Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— sourceIP addresssetto 000 n;
— expected network address of target IP address set to Link-Local-Net-Addr.
Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse After step 4: The IUT sends three ARP request messages.
Remark —
Table 103|specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_10 - Probing time interval gnd
packet coynt II.
Table 103 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_10 - Prebing time interval and packet
count II
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_10(%Probing time interval and packet count II
Purpose This CTC verifies that the intervals of the ARP probes sent by the IUT in the probing phase stay
wihinh the range t;, ;o win tO tprope Max A0 MS.
Referencg RFC 3927:2005,[101 2.2.1
Prerequigite |TheIUT shall be powered on and shallbe linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordancewith 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall bé'parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.4.5(
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UTtshall cause the IUT to bring up [UT-Iface-0.
3. ThedT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4.~ The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.
Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse After step 4: The IUT sends three ARP request messages.
After step 4: The UT verifies that the time interval between reception of last two ARP requests
is greater than (tp,pe wi, — 50) ms.
After step 4: The UT verifies that the time interval between reception of last two ARP requests
isless than (tp,gpe ax + 50) ms.
After step 4: The UT verifies that the time interval between reception of the first ARP request
and second last ARP request is greater than (t;, e i, - 50) ms.
After step 4: The UT verifies that the time interval between reception of the first ARP request
and second last ARP request is less than (t,, ;0 ya, + 50) ms.
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Table 103 (continued)

Item Content

Remark —

Table 104 specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_11 - Probing and reception of
ARP packet L.

Table 104 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_11 - Probing and reception of ARP

packet I
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_11 - Probing and reception of ARP pagket I
Purpose This CTC verifies that if the LT sends a conflicting ARP request with the serider IP address equal

to the link-local IP address of the IUT’s probed address, the IUT sends another ARP probe with
a different link-local probe address.

Rdference RFC 3927:2005,[101 2.2.1

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be.rinning and the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2.  The UT shall cause the IUT to bringup [UT-Iface-0.
3. The LT Server-1 shall listen up;to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected networkaddress of target IP address set to Link-Local-Net-Addr.

5. The LT Server-I\shall retrieve the value of destination protocol address fidld of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-JJocal-Addr.

6. The LT Sexver-1 shall send ARP request message to IUT through IUT-Iface-0 confaining:
— (sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;
=" target IP address set to 255.255.255.255.

7.~ The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

Jtpration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse

After step 4: The IUT sends three ARP request messages.
After step 7: The IUT sends an ARP request message.

After step 7: The UT verifies that received ARP request message contains the target [P address
that is not set to IUT-Iface-0-IP-Link-Local-Addr.

Remark —

Table 105 specifies the — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_12 - Probing and reception of
ARP packet II.
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Table 105 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_12 - Probing and reception of ARP

packet II
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_12 - Probing and reception of ARP packet II
Purpose This CTC verifies thatif the LT sends a conflicting ARP response with the sender IP address equal
to the link-local IP address of the IUT’s probed address, the IUT sends another ARP probe with
a different link-local probe address.
Reference RFC 3927:2005,[101 2.2.1
Prerequigj_te ThelUT shallbe pnmmrnd onandshallbe ]inl(pd-np with the test system The IUT shall imp]pmnnt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSjub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.4.5.
Step 1. The UT shall configure the [IUT DHCP client on [UT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address.set to Link-Local-Net-Addr.
6. The LT Server-1 shall retrieve the value of *destination protocol address field of ARP
request message received from [UT-Iface-0 aiid stores it in [UT-Iface-0-1P-Link-Local-Addr.
7. The LT Server-1 shall send ARP responsesmessage to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;
— target [P address set to 255.255.255.255.
8. The LT Server-1 shall listen'up to Param-Listen-Time on LT-Iface-0 with:
— expected netwaork address of target IP address set to Link-Local-Net-Addr.
Iteration Not applicable
Expected re-|After step 3: TheTUT sends a DHCPDISCOVER message.
sponse After step 4: The IUT sends three ARP request messages.
After step83~ The IUT sends an ARP request message.
After step 8: The UT verifies that the received ARP request message contains the target| [P
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.
Remark e
Table 106] specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_13 - Probing and reception of

ARP packet I11.
Table 106 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_13 - Probing and reception of ARP
packet I1I
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_13 - Probing and reception of ARP packet III
Purpose This CTC verifies that if the IUT receives any ARP probe target IP address is set to IUT-Iface-0-
IP-Link-Local-Addr, then the IUT treats this as an address conflict and selects a new address.
Reference RFC 3927:2005,[101 2.2.1
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Table 106 (continued)
Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
St ap 1 The IIT shall r‘nnfignrp the IUT DHCP client on IUT-Iface-0
2.  The UT shall cause the IUT to bring up 1UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-Q.with:
— expected network address of target IP address set to Link-Local-Net-Addr.
5. The LT Server-1 shall retrieve the value of destinatighyprotocol address figld of ARP
request received from [UT-Iface-0 and stores it in [UT4face-0-1P-Link-Local-Addr.
6. The LT Server-1 shall send ARP request to IUT through [UT-Iface-0 containing:
— sender IP address set to 0.0.0.0;
— target IP address set to IUT-Iface-0-IR:Link-Local-Addr.
7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.
Itgration Not applicable
ExE)ected re-|After step 3: The IUT sends)a DHCPDISCOVER message.
sppnse After step 4: The IUTsends three ARP request messages.
After step 7: The IUT sends an ARP request message.
After step 7: The UT verifies that the received ARP request message contains thg target IP
address that i$ niot set to [UT-Iface-0-1P-Link-Local-Addr.
Rgmark —

Tallzle 107 specifies the-CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_14 - Conflict resolution

Pt

Table 107-— CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_14 - Conflict resolutidn I

Item Content

CT|C #~ TPitle |CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_14 - Conflict resolution I

Purpose This CTC verifies that if the number of conflicts exceeds MAX_CONFLICTS then the|lUT limits
The rate at which it probes for new addresses and does not probe for an new address within
tRate Limit Interval®

Reference RFC 3927:2005,/101 2.2.1

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
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Table 107 (continued)

Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— nvpnr‘fnr‘ network address an:n'gnf IP addresssetto Link-lLocal-Net-Addr.

5. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Liocal-Addr.

6. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;
— target IP address set to I[UT-Iface-0-IP-Link-Local-Addr.

7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifdee-0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.

8. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Local-Addr.

9. The LT Server-1 shall send ARP request messageto IUT through [UT-Iface-0 containing:
— sender [P address set to IUT-Iface-0-IP=Link-Local-Addr;
— target IP address set to IUT-Iface<0-IP-Link-Local-Addr.

10. The LT Server-1 shall listen up to\Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.

11. The LT Server-1 shall'retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in I[UT-Iface-0-1P-Link-Local-Addr.

12. The LT Server-1shall send ARP request message to IUT through [UT-Iface-0 containing:
— sendérlP address set to IUT-Iface-0-IP-Link-Local-Addr;
— _tanget IP address set to IUT-Iface-0-IP-Link-Local-Addr.

13. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.

14. The LT Server-1 shall retrieve the value of destination protocol address field of ARP

4o : 1 £ A @ danllh 0 o 1 et ideea IIITD T O Fa¥ih & o W GN-SOR TN ¢ 1_AJ
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15. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:

— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;

— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.
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Table 107 (continued)

Item

Content

16.

17.

18.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.

The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from IUT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Local-Addr.

The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:

19.

20.

21.

22.

23.

24,

25.

26.

27.

— sender IP address set to [UT-Iface-0-IP-Link-Local-Addr;

— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link:Local-Net-Addr.

The LT Server-1 shall retrieve the value of destination ‘protocol address figld of ARP
request message received from [UT-Iface-0 and stores it{in)[UT-Iface-0-1P-Link-Jocal-Addr.

The LT Server-1 shall send ARP request message toTUT through IUT-Iface-0 confaining:
— sender IP address set to [UT-Iface-0-IP-Link‘Local-Addr;

— target IP address set to IUT-Iface-0-I1P-Eink-Local-Addr.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0

— expected network address of target IP address set to Link-Local-Net-Addr.

The LT Server-1 shall retrievé the value of destination protocol address figld of ARP
request message received.from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Jocal-Addr.

The LT Server-1 shall'send ARP request message to IUT through IUT-Iface-0 confaining:
— sender IP addpess set to [UT-Iface-0-IP-Link-Local-Addr;

— targetiPaddress set to IUT-Iface-0-1P-Link-Local-Addr.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
—L~expected network address of target IP address set to Link-Local-Net-Addr.

The LT Server-1 shall retrieve the value of destination protocol address figld of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Jocal-Addr.

The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 confaining:
— sender IP address set to [UT-Iface-0-IP-Link-Local-Addr;

28.

—targetiPaddresssetto g THace=0-tP-timk-tocat-Addr
The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.

29. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in IUT-Iface-0-1P-Link-Local-
Addr.
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Table 107 (continued)

Item Content

30. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;
— target IP address set to I[UT-Iface-0-IP-Link-Local-Addr.

31. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

J— nvpnrfnr‘ network address r\Ff'Jrgnf 1P addresssettolink-l1 ocal-Net-Addr

32. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-1s6cal-Addr.

33. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;
— targer IP address set to [UT-Iface-0-1P-Link-Local-Addr.

34. The LT Server-1 shalllisten up to tz.c. 1init 1neervar S€COnds 6mLT-Iface-0 with:

— expected network address of target [P address set to Link{Local-Net-Addr.

Iteration Not applicable
After step 3: The IUT sends a DHCPDISCOVER message.

After step 4: The IUT sends three ARP request messages.

Expected re
sponse
After step 7: The IUT sends an ARP request messdge.

After step 7: The UT verifies that the received'’ARP request message contains the target IP addr¢ss
that is not set to IUT-Iface-0-1P-Link-Local<Addr.

After step 10: The IUT sends an ARP,_réquest message.

After step 10: The UT verifies thatreceived ARP request message contains the target IP addré¢ss
thatis not set to IUT-Iface-0-1P*Link-Local-Addr.

After step 13: The IUT sends.an ARP request message.
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Item

Content

After step 13: The UT verifies that received ARP request message contains the target
that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 16: The IUT sends an ARP request message.

After step 16: The UT verifies that received ARP request message contains the target
that is not set to [UT-Iface-0-1P-Link-Local-Addr.

After step 19: The IUT sends an ARP request message.

IP address

IP address

After step 19: The UT verifies that received ARP request message contains the target
that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 22: The IUT sends an ARP request message

After step 22: The UT verifies that received ARP request message contains'the target
that is not set to IUT-Iface-0-1P-Link-Local-Addr

After step 25: The IUT sends an ARP request message.

After step 25: The UT verifies that received ARP request message'Contains the target
that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 28: The IUT sends an ARP request message.

After step 28: The UT verifies that received ARP reqliest message contains the target
that is not set to [UT-Iface-0-1P-Link-Local-Addr,

After step 31: The IUT sends an ARP request miessage.

After step 31: The UT verifies that received ARP request message contains the target
that is not set to IUT-Iface-0-IP-Link-Local<Addr.

After step 34: The IUT does not sendtARP request message.

[P address

[P address

[P address

[P address

[P address

quark

Tallzle 108 specifies the CTC_IPv4_AUTQCONF_ADDRESS_SELECTION_15 - Conflict resolution

Table 108 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_15 - Conflict resolutio

n Il

Item

Content

CT|C # - Title

CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_15 - Conflict resolution II

Purpose

This CTCwerifies that if the number of conflicts exceeds MAX_CONFLICTS then the [U’]
rate at Which it probes for new addresses and sends only one ARP probe after t._,. .
haselapsed within the next t; .o 1imit tnrervar S€CONs. B

" limits the

it _Interval

Rdference

RE€ 3927:2005, 2.2.1;

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/I
shall be active.

mplement
P TestStub

Sef-up

The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters

as specified in 7.4.5.

Step

1. The UT shall configure the IUT DHCP client on IUT-Iface-0.

2.  The UT shall cause the IUT to bring up IUT-Iface-0.

3. The LT Server-1 shall listen (up to Param-Listen-Time) on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

5. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Local-Addr.
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Item Content

6. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;
— target IP address set to I[UT-Iface-0-IP-Link-Local-Addr.

7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

J— nvpnrfnr‘ network address r\Ff'Jrgnf 1P addresssettolink-l1 ocal-Net-Addr

8. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-1s6cal-Addr.

9. The LT Server-1 shall send ARP request message to IUT through [UT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;
— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.

10. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifdeer0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.

11. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Local-Addr.

12. The LT Server-1 shall send ARP request messageto IUT through [UT-Iface-0 containing:
— sender [P address set to [lUT-Iface-0:IR-Link-Local-Addr;
— target IP address set to [UT-Iface<0-IP-Link-Local-Addr.

13. The LT Server-1 shall listen up toQ\Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.

14. The LT Server-1 shall'retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Local-Addr.

15. The LT Server-1shall send ARP request message to IUT through IUT-Iface-0 containing:

— sendérlP address set to IUT-Iface-0-IP-Link-Local-Addr;

— _tanget IP address set to IUT-Iface-0-IP-Link-Local-Addr.
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Item

Content

16.

17.

18.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from IUT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Local-Addr.

The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:

19.

20.

21.

22.

— sender IP address set to [UT-Iface-0-IP-Link-Local-Addr;

— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link:Local-Net-Addr.

The LT Server-1 shall retrieve the value of destination ‘protocol address fig
request message received from [UT-Iface-0 and stores it{in)[UT-Iface-0-1P-Link-1|

The LT Server-1 shall send ARP request message toTUT through IUT-Iface-0 con
— sender IP address set to [UT-Iface-0-IP-Link‘Local-Addr;

— target IP address set to IUT-Iface-0-I1P-Eink-Local-Addr.

The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

Id of ARP
ocal-Addr.

faining:
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Item Content

23. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Local-Addr.

24. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr;

— target IP address set to I[UT-Iface-0-IP-Link-Local-Addr.

25. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local-Net-Addr.

26. The LT Server-1 shall retrieve the value of destination protocol address“field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-IP-hink-Local-Addr.

27. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender [P address set to IUT-Iface-0-1P-Link-Local-Addr;
— target IP address set to [UT-Iface-0-IP-Link-Local-Addr

28. The LT Server-1 shall listen up to Param-Listen-Time ond.T-Iface-0 with:
— expected network address of target I[P address'set to Link-Local-Net-Addr.

29. The LT Server-1 shall retrieve the value of ‘déstination protocol address field of ARP
request message received from [UT-Iface-0afd stores it in [UT-Iface-0-1P-Link-Local-Addr.

30. The LT Server-1 shall send ARP requestimessage to IUT through IUT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;
— target IP address set to [MT-Iface-0-IP-Link-Local-Addr.

31. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.
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Content

32. The LT Server-1 shall retrieve the value of destination protocol address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Local-Addr.

33. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:

— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;

— target IP address set to IUT-Iface-0-1P-Link-Local-Addr.

34. The LT Server-1 shall listen (up to tz.c 1init 1nrervar S€CONd) on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

35. The LT Server-1 shall listen (up to tz ic 1imit tnrerva: S€COnd) on LT-Iface-0 with:

— expected network address of target IP address set to Link:Local-Net-Addr.

36. The LT Server-1 shall retrieve the value of destination ‘protocol address fie
request message received from IUT-Iface-0 and stores it{in)lUT-Iface-0-IP-Link-1

37. The LT Server-1 shall send ARP request message toTUT through IUT-Iface-0 con
— sender IP address set to [UT-Iface-0-IP-Link‘Local-Addr;

— target IP address set to IUT-Iface-0-IP-Eink-Local-Addr.

38. The LT Server-1 shall listen (Up to tz oM imit tnrervar S€Cond) on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

Id of ARP
ocal-Addr.

faining:

Itq

ration

Not applicable

E
sp,

pected re-
nse

After step 3. The IUT sends a-DHCPDISCOVER message.
After step 4. The IUT sends three ARP request messages.
After step 7. The IJT'sends an ARP request message.

After step 7. The UT verifies that the received ARP request message contains the
address that is netiset to IUT-Iface-0-IP-Link-Local-Addr.

After step 10. ;= The IUT sends an ARP request message.

After step 10. The UT verifies that the received ARP request message contains the
addressithat is not set to [UT-Iface-0-1P-Link-Local-Addr.

Afterstep 13. The IUT sends an ARP request message.

After step 13.  The UT verifies that the received ARP request message contains the
address that is not set to [UT-Iface-0-IP-Link-Local-Addr.

target [P

target IP

target IP
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Item

Content

After step 16. The IUT sends an ARP request message.

After step 16. The UT verifies that the received ARP request message contains the target IP
address that is not set to IUT-Iface-0-1P-Link-Local-Addr.

After step 19. The IUT sends an ARP request message.

After step 19. The UT verifies that the received ARP request message contains the target IP
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 22. The IUT sends an ARP request message.

o

After step 22. The UT verifies that the received ARP request message contains the target I
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 25. The IUT sends an ARP request message.

After step 25. The UT verifies that the received ARP request message contains the target [P
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 28. The IUT sends an ARP request message.

o

After step 28.  The UT verifies that the received ARP request message contains the target |
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 31. The IUT sends an ARP request message.

After step 31. The UT verifies that the received ARP r€quest message contains the target [P
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 34. The IUT does not send ARP requestunessage.
After step 35. The IUT sends an ARP requestmessage.

After step 35. The UT verifies that the received ARP request message contains the target I[P
address that is not set to IUT-Iface-0-IP-Link-Local-Addr.

After step 38. The IUT does not send/ARP request message.

Remark

Table 109 specifies the CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_16 - IPv4 Link-Local address

claim condlition - I.

Table 109 — CTC_IPv4_AUTOCONF_ADDRESS_SELECTION_16 - IPv4 Link-Local address claimn

condition - I

Item

Content

CTC # - Title

CTC_IPv4~AUTOCONF_ADDRESS_SELECTION_16 - IPv4 Link-Local address claim condition + I

Purpose

This GTC verifies that if the IUT does not receive any conflicting ARP reply or ARP probe witlin
ANNOUNCE_WAIT seconds after the IUT has sent its last ARP probe, then IUT has successfullly
claimed the desired IPv4 Link-Local address.

Referencg

RFC 3927:2005,1101 2.2.1

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

102
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Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2.  The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— nvpnr‘fnd network address of f:\rgnf IP address setto Link-Local-Net-Addr,

5. TheLT Server-1 shall retrieve the value of destination protocol address field'of ARP request
message received from [UT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Local-Adfr .

6. The LT shall wait till £, ,ncc waic for IUT to assign the link-local address to IU-Iface-0.
7. The LT Server-1 shall send ARP request message to IUT through'IUT-Iface-0 confaining:
— sender IP address set to All-Iface-0-1P-Link-Local-Addf;
— target IP address set to IUT-Iface-0-IP-Link-LocaltAddr;
— sender hardware address set to MAC-Addr-1.
8. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;

— target IP address set to All-Iface<0-1P-Link-Local-Addr.

Itgration Not applicable
Expected re-|After step 3: The IUT sends a;DHCPDISCOVER message.
sppnse

After step 4: The IUT sendsythree ARP request messages.
After step 8: The IUT sends an ARP response message.

quark —

7.4.6.3 CTC_IPv4_AUTOCONF: ANNOUNCING - Announcing an address
Talple 110 specifies the GTC-1Pv4_AUTOCONF_ANNOUNCING_01 - An ARP announcement I tdst case.

Table 110~ CTC_IPv4_AUTOCONF_ANNOUNCING_01 - An ARP announcement|l

Item Content
CTiC # - Title )'|CTC_IPv4_AUTOCONF_ANNOUNCING_01 - An ARP announcement I
Purpose This CTC verifies that ANNOUNCE_WAIT seconds after the [UT has sent its last ARP|probe, the
IUT sends an ARP announcement with Ethernet destination hardware address set to Eth-Broad-
cast-Addr.

Reference RFC 3927:2005,[10] 2.4

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
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Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 (expected network
address of target IP address shall be set to Link-Local-Net-Addr).

5. The LT Server-1 shall retrieve the value of destination protocol address field ofFARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-IP-Link-Loeal:Addr.

6. The LT shall wait till t,, ince waie - 0,05 ms i.e. the delay time before IUT sends’the ARP
announcement message. B

7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— sender IP address set to [UT-Iface-0-IP-Link-Local-Addr;

— target IP address set to [UT-Iface-0-IP-Link-Local-Addr.
Iteration Not applicable
After step 3: The IUT sends a DHCPDISCOVER messages-

Expected re

sponse After step 4: The IUT sends three ARP request messages.
After step 7: The IUT sends an ARP request message.
After step 7: The UT verifies that received ARP'request message contains the Ethernet dgs-
tination hardware address which is set to Eth-Broadcast-Addr.

Remark —

Table 111 kpecifies the CTC_IPv4_AUTOCONF_ANNOUNCING_02 - An ARP announcement II.

Tlable 111 — CTC_IPv4_AUTOCONF ANNOUNCING_02 - An ARP announcement II

Item Content
CTC # - Title |CTC_IPv4_AUTOCONE_ANNOUNCING_02 - An ARP announcement II
Purpose This CTC verifiesthat ANNOUNCE_WAIT seconds after the IUT has sent its last ARP probe, fhe

IUT sends an ARP-announcement where sender and target IP addresses are both set to the [U[["'s
newly selected }Pv4 address.

Referencq RFC 39272005,[10] 2.4

Prerequisite | The [UTshall be powered on and shall be linked-up with the test system. The IUT shall implem¢nt
the{T'GP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.
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as specified in 7.4.5.
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Table 111 (continued)

Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2.  The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— nvpnr‘fnd network address of f:\rgnf IP address setto Link-Local-Net-Addr,

5. The LT Server-1 shall retrieve the value of destination protocol address| figld of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P3Link-Jocal-Addr.

6. The LT shall wait till £, ce wase - 0,05 ms for IUT to send ARP announcement|message.
7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifage-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

Itgration Not applicable
E)ll))ected re-|After step 3: The IUT sends a DHCPDISCOVER message:
sppnse

After step 4: The IUT sends three ARP request messages.

After step 7: The IUT sends an ARP request message.

After step 7: The UT verifies that received!ARP request message contains:
— target IP address set to IUT-Ifaces0-IP-Link-Local-Addr;

— sender IP address set to IUT-Iface-0-1P-Link-Local-Addr.

Regmark —

Tallzle 112 specifies the CTC_IPv4_AUTOCONF_ANNOUNCING_03 - An ARP announcement III,

Table 112 — CTC_IPv4_AUTOCONF_ANNOUNCING_03 - An ARP announcement III

Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_ANNOUNCING_03 - An ARP announcement III
Purpose This CTC verifies that ANNOUNCE_WAIT seconds after the IUT has sentitslast ARP prope, the [UT

sends an ARP announcement with sender hardware address set to the IUT interface MAC address.
Rdference RF(3927:2005,[10] 2.4

Prerequisite |BhielUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters

PN N, 2/
doopLilinitu iy 7. 1.J.

© IS0 2021 - All rights reserved 105


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 112 (continued)

Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

P nvpnr‘fnr‘ network address an:n'gnf IP addresssetto Link-lLocal-Net-Addr.

5. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Liocal-Addr.

6. The LT shall wait till ¢,,,cunce wair - 0,05 ms for IUT to send ARP announcement messagg.
7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;

— target IP address set to IUT-Iface-0-I1P-Link-Local-Addr.
Iteration Not applicable
After step 3: The IUT sends a DHCPDISCOVER message.

Expected re

sponse After step 4: The IUT sends three ARP request messages.
After step 7: The IUT sends an ARP request message.
After step 7: The UT verifies that received ARPrequest message contains the sender hardwgre
address which is set to I[UT-Iface-0-MAC-Addr.

Remark —

Table 113 specifies the CTC_IPv4_AUTOCONF_ANNOUNCING_04 - An ARP announcement IV.

Table 113 — CTC_IPv4_AUTOCONF.ANNOUNCING_04 - An ARP announcement IV

Item Content
CTC#-Title |CTC_IPv4_AUTOCONE ANNOUNCING_04 - An ARP announcement IV
Purpose This CTC verifies that# ANNOUNCE_WAIT seconds after the IUT has sent its last ARP probe, the

IUT sends an ARR announcement with target hardware address set to all zeroes.
Referencd RFC 3927:2005,101 2 4

Prerequigite |TheIUTshall be powered onand shall be linked-up with the test system. The IUT shall implemé¢nt
the TGPAP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall'be active.

Set-up Thetest system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as cpprifipd in7475
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Item

Content

Step

1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.
2.  The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.

4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— nvpnr‘fnd network address of f:\rgnf IP address setto Link-Local-Net-Addr,

5. The LT Server-1 shall retrieve the value of destination protocol address| figld of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P3Link-Jocal-Addr.

6. The LT shall wait till £, ce wase - 0,05 ms for IUT to send ARP announcement|message.

7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifage-0 with:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr}

— target IP address set to IUT-Iface-0-IP-Link-Local¢Addr.

Itdration

Not applicable

Expected re-
sppnse

After step 3: The IUT sends a DHCPDISCOVER message.
After step 4: The IUT sends three ARP requést messages.
After step 7: The IUT sends an ARP requestmessage.

After step 7: The UT verifies that received ARP request message contains the targe
address which is set to Null-MAC-Addr*

hardware

quark

Tallzle 114 specifies the CTC_IPv4_AUTOCONF_ANNOUNCING_O05 - Announcing claimed addre

Table 114 — CTC_IPv4_AUTOCONF_ANNOUNCING_05 - Announcing claimed addn

SS.

eSS

Item

Content

CT|C # - Title

CTC_IPv4_AUTOCONF_ANNOUNCING_05 - Announcing claimed address

Purpose

This CTC verifies that when the IUT has successfully claimed an [P address it then anjounces its

claimed address by broadcasting ANNOUNCE_NUM ARP announcements.

Rdference

RF(3927:2005,1191 2.4

Prerequisite

ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall be active.

mplement

Set-up

The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up p

as cppr‘ifipr‘] in7Z47%5

arameters
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Table 114 (continued)
Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
J— nvpnr‘fnr‘ network address an:n'gnf IP addresssetto Link-lLocal-Net-Addr.
5. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Liocal-Addr.
6. The LT shall wait till ¢,,,cunce wair - 0,05 ms for IUT to send ARP announcement messagg.
7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr;
— target IP address set to IUT-Iface-0-I1P-Link-Local-Addr.
Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse After step 4: The IUT sends three ARP request messages.
After step 7: The IUT sends two ARP announcemént messages.
Remark —
Table 113 specifies the CTC_IPv4_AUTOCONF_ANNQUNCING_06 - Announcing claimed address

(interval 3

Table 11

nd packet count).

|5 — CTC_IPv4_AUTOCONF_ANNOUNCING_06 - Announcing claimed address (intervs

and-packet count)

1

Item Content

CTC # - Title |CTC_IPv4_AUTOCONF ANNOUNCING_06 - Announcing claimed address (interval and packet couht)

Purpose This CTC verifies that when the IUT has successfully claimed an IP address it then announceslits
claimed addressby)broadcasting ANNOUNCE_NUM ARP announcements with t,, . ce tnrerhal
as interval tinge: N

Referencq RFC 3927:2005,[10]1 2.4

Prerequigite |The IUTshall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the FCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shallbe active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up paramet

PI'S

as specified in 7.4.5.
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Table 115 (continued)
Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.
2.  The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— nvpnr‘fnd network address of f:\rgnf IP address setto Link-Local-Net-Addr,
5. The LT Server-1 shall retrieve the value of destination protocol address| figld of ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P3Link-Jocal-Addr.
6. The LT shall wait till £, ce wase - 0,05 ms for IUT to send ARP announcement|message.
7. The LT Server-1 shall listen up to Param-Listen-Time on LT-Ifage-0 with:
— sender IP address set to IUT-Iface-0-IP-Link-Local-Addr}
— target IP address set to IUT-Iface-0-IP-Link-Local¢Addr.
Itgration Not applicable
Expected re-|After step 3. The IUT sends a DHCPDISCOVER message.
sppnse
After step 4: The IUT sends three ARP-request messages.
After step 7: The IUT sends two ARP‘announcement messages.
After step 7: The UT verifies thatthe time interval between reception of last two ARP requests
is greater than t, .. ce tnteryai~ 20 MS.
After step 7: The UT verifies that the time interval between reception of last two ARP requests
is less than tAnnounce Intexval + 50 ms.
Rgmark —

7.4.6.4 CTC_IPv4_AUTOCONF_CONFLICTC - Conflict detection and defense

Talple 116 specifies they€TC_IPv4_AUTOCONF_CONFLICTC_06 - Link local address (us
condition I) test case,

Age cease

Taple 116 — CTCAPv4_AUTOCONF_CONFLICTC_06 - Link local address (usage cease condition I)
Item Content

CTC # -Title |CTC_IPv4_AUTOCONF_CONFLICTC_06 - Link local address (usage cease condition I)

Purpose This CTC verifies thatif the LT sends two conflicting ARP requests within t,.:.,.q 1nrershi SECONAS,
thenthe IUT prnhnc with anew link local address _

Reference RFC 3927:2005,[101 2.5

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up p
as specified in 7.4.5.

arameters
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Table 116 (continued)

Item Content
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-O0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— nvpnr‘fnr‘ network address an:n'gnf IP addresssetto Link-lLocal-Net-Addr.
5. The LT Server-1 shall retrieve the value of destination protocol address field-of ,ARP
request message received from [UT-Iface-0 and stores it in [UT-Iface-0-1P-Link-Liocal-Addr.
6. The LT shall wait till ¢, ince wait * Eannounce tnterval for IUT to assign’the link-lofal
address to IUT-Iface-0. N B
7. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 containing:
— sender IP address set to [UT-Iface-0-IP-Link-Local-Addr;
— target IP address set to [UT-Iface-0-IP-Link-Local-Addr
8. The LT shall wait until 0,5 x t ..,q 1nervar Defore seiiding the next conflicting packe]to
[UT-Iface-0. -
9. The LT Server-1 shall send ARP request message'to IUT through LT-Iface-0 containing:
— sender IP address set to IUT-Iface-0-1P-lsink-Local-Addr;
— target IP address set to [UT-Iface-05FP-Link-Local-Addr.
10. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address-of target [P address set to Link-Local-Net-Addr;
— target IP address thatis not set to [lUT-Iface-0-IP-Link-Local-Addr.
Iteration Not applicable
Expected re-|After step 3: TheIUT sends a DHCPDISCOVER message.
sponse After step 4: FheTUT sends three ARP request messages.
After step 10»"_The IUT sends an ARP request message.
After stepg 107" The UT verifies that a received ARP request message contains the target|IP
address.thdt is not set to IUT-Iface-0-1P-Link-Local-Addr.
Remark —
Table 117 specifies the CTC_IPv4_AUTOCONF_CONFLICTC_07 - Link local address (usage cease
condition [[1J:

Table 117 — CTC_IPv4_AUTOCONF_CONFLICTC_07 - Link local address (usage cease condition

II)
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_CONFLICTC_07 - Link local address (usage cease condition II)
Purpose This CTC verifies that if the LT sends two conflicting ARP responses within ¢t,.¢.,4 tnterval SEC-
onds, then the IUT probes with a new link local address. B
Reference RFC 3927:2005,[10] 2.5
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall be active.

110
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Table 117 (continued)
Item Content
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. T}lC LT SCI V<l 1 D}la}} libtcll up tU Pcll dlll Liatcu TilllU Ull LT }fau: G.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.
5. The LT Server-1 shall retrieve the value of destination protocol address figld of ARP
request message received from [UT-Iface-0 and stores it in [UTHface-0-1P-Link-Jocal-Addr.
6. The LT shall wait till 3, 0unce wait * tannounce tntervar-fOIUT to assign thq link-local
address to IUT-Iface-0. B B
7.  The LT Server-1 shall send ARP response message t6.JUT through LT-Iface-0 conftaining:
— sender IP address set to [UT-Iface-0-IP-Link:Local-Addr;
— target IP address set to IUT-Iface-0-IR-Link-Local-Addr.
8. The LT shall wait till 0,5 x ¢ ;.. 15cervar Defore sending the next conflicting packet to
LT-Iface-0. C
9. The LT Server-1 shall send ARR-response message to IUT through IUT-Iface-0 coptaining:
— sender IP address setto IUT-Iface-0-IP-Link-Local-Addr;
— target IP addressset to IUT-Iface-0-IP-Link-Local-Addr.
10. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected'network address of target IP address set to Link-Local-Net-Addr.
Itgration Not applicable
E)ﬁ)ected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sppnse Afterstep 4: The IUT sends three ARP request messages.
After step 10:  The IUT sends an ARP request message.
After step 10: The UT verifies that a received ARP request message contains th¢ target IP
address that is not set to [UT-Iface-0-1P-Link-Local-Addr.
Rgmark —
Talle=118speeifies—theCFCIPvA-AUTOCOMNCONEHCTCO8—Linklecaladdress—{usage cease

condition III).

Table 118 — CTC_IPv4_AUTOCONF_CONFLICTC_08 - Link local address (usage cease condition

I1I)
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_CONFLICTC_08 - Link local address (usage cease condition III)
Purpose This CTC verifies thatif the LT sends one conflicting ARP request and one conflicting ARP response
within €5 ¢eng tntervar S€Conds, then the IUT probes with a new link local address.
Reference RFC 3927:2005,[101 2.5
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Table 118 (continued)

Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

Step 1 The IIT shall r‘nnfignrr—\ the IUT DHCP client on IUT-Iface-0

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local:Net-Addr.

5. The LT Server-1 shall retrieve the value of destination protgcel address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Hace-0-1P-Link-Local-Addr.

6. The LT shall wait till t;,u0ce wait
address to IUT-Iface-0. -

for IUT to assign the link-lofal

+ tAnnouncefInterval

7. The LT Server-1 shall send ARP request message to'IUT through IUT-Iface-0 containing:
— sender IP address set to [UT-Iface-0-IP-Link=Local-Addr;
— target [P address set to [UT-Iface-0-]P:Link-Local-Addr.

8. The LT shall wait until 0,5 x t,_¢. 484, va1 Defore sending the next conflicting packetjto
[UT-Iface-0. S

9. The LT Server-1 shall send ARR-response message to IUT through [UT-Iface-0 containing:
— sender IP address sét to IUT-Iface-0-IP-Link-Local-Addr;
— target IP address set to IUT-Iface-0-1P-Link-Local-Addr.

10. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:

— expected network address of target IP address set to Link-Local-Net-Addr.

Iteration Not applicable
Expected re-|After step-3: The IUT sends a DHCPDISCOVER message.
sponse

Afterstep 4: The IUT sends three ARP request messages.
After step 10:  The IUT sends an ARP request message.

After step 10:  The UT verifies that a received ARP request message contains the target|IP

addraccthat 1o ot et +A TITT I 0 N TD T3l T anal AdA
eSSttt IS ot SettoTro T ate—Yuor——H =0 taraat:

Remark —

Table 119 specifies the CTC_IPv4_AUTOCONF_CONFLICTC_09 - Link local address (usage cease
condition V).

Table 119 — CTC_IPv4_AUTOCONF_CONFLICTC_09 - Link local address (usage cease condition
V)

Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_CONFLICTC_09 - Link local address (usage cease condition IV)
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Table 119 (continued)

Item Content
Purpose This CTC verifies thatif the LT sends one conflicting ARP response and one conflicting ARP request
within €5 ¢ong tnrervar S€conds, then the IUT probes with a new link local address.
Reference RFC 3927:2005,[10] 2.5
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set;up‘parameters
as specified in 7.4.5.
Step 1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on(lT-Iface-0 with:
— expected network address of target IP addressisetto Link-Local-Net-Addr.
5. The LT Server-1 shall retrieve the value of destination protocol address figld of ARP
request message received from IUT-Iface-0,and)stores it in [UT-Iface-0-IP-Link-lJocal-Addr.
6. The LT shall wait till ¢, . 1o wait * Eannounce tnrerval fOr IUT to assign thg link-local
address to IUT-Iface-0. B -
7. The LT Server-1 shall send ARP response message to IUT through IUT-Iface-0 containing:
— sender IP address set tolUT-Iface-0-IP-Link-Local-Addr;
— target IP address set\to IUT-Iface-0-IP-Link-Local-Addr.
8. The LT shall wait until 0,5 x t;.¢pq 1nrervar Defore sending the next conflicting packet to
[UT-Iface-0. a
9. The LT Server-1 shall send ARP request message to IUT through IUT-Iface-0 confaining:
— sendeér IP address set to [UT-Iface-0-IP-Link-Local-Addr;
—L{~target IP address set to IUT-Iface-0-IP-Link-Local-Addr.
10.YThe LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target IP address set to Link-Local-Net-Addr.
Itgration Not applicable
E)F)ected re-|After step 3: The IUT sends a DHCPDISCOVER message.
spphse After step 4: The IUT sends three ARP request messages
After step 10:  The IUT sends an ARP request message.
After step 10:  The UT verifies thatreceived ARP request message contains the target [P address
that is not set to IUT-Iface-0-IP-Link-Local-Addr.
Remark —

Table 120 specifies the CTC_IPv4_AUTOCONF_CONFLICTC_10 - Receiving a conflicting ARP packet.

Table 120 — CTC_IPv4_AUTOCONF_CONFLICTC_10 - Receiving a conflicting ARP packet

Item

Content

CTC # - Title

CTC_IPv4_AUTOCONF_CONFLICTC_10 - Receiving a conflicting ARP packet
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Table 120 (continued)

Item

Content

Purpose

This CTC verifies thatif the LT sends a conflicting ARP response, then the IUT sends a probe with
a different link local address.

Reference

RFC 3927:2005,1101 2.5

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.4.5.

Step

1. The UT shall configure the IUT DHCP client on IUT-Iface-0.
2. The UT shall cause the IUT to bring up IUT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0ywith:
— expected network address of target [P address set to Link-Local-Net-Addr.

5. The LT Server-1 shall retrieve the value of destinatien protocol address field of ARP
request message received from [UT-Iface-0 and stores. it in [UT-Iface-0-1P-Link-Local-Addr.

6. The LT shall wait till t,,, cunce waic
address to IUT-Iface-0. -

for IUT to assign the link-logal

+ tAnnounce‘InteJ:val

7. The LT Server-1 shall send ARP response message to [UT through IUT-Iface-0 containing:
— sender IP address set to [UT-Iface=0-1P-Link-Local-Addr;
— target IP address set to [UT<lface-0-IP-Link-Local-Addr.

8. The LT Server-1 shall listenisip to Param-Listen-Time on LT-Iface-0 with:

— expected network'address of target [P address set to Link-Local-Net-Addr.

Iteration

Not applicable

Expected re-
sponse

After step 3: The IUT sends a DHCPDISCOVER message.
After step 4: The IUT sends three ARP request messages.
After step 8¢ The IUT sends an ARP request message.

After step.8: The UT verifies that received ARP request message contains the target IP
address-that is not set to IUT-Iface-0-1P-Link-Local-Addr.

Remark

Table 121|specifies the CTC_IPv4_AUTOCONF_CONFLICTC_11 - ARP segments containing (Link- Local

sender IP hddress) rule =1

Table 121 — CTC_IPv4_AUTOCONF_CONFLICTC_11 - ARP segments containing (Link- Local

sender IP address) rule -1

Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_CONFLICTC_11 - ARP segments containing (Link- Local sender IP address)
rule - |
Purpose This CTC verifies thatif the LT sends a conflicting ARP response, then the IUT sends a probe with
the Ethernet destination address set to the broadcast address.
Reference RFC 3927:2005,[10] 2.5

114
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Table 121 (continued)

Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

Sten 1 The IIT shall r‘nnfignrp the IUT DHCP client on IUT-Iface-0

2.  The UT shall cause the IUT to bring up 1UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-Q.with:
— expected network address of target IP address set to Link-Local-Net-Addr.

5. The LT Server-1 shall retrieve the value of destinatighyprotocol address figld of ARP
request message received from [UT-Iface-0 and storesGtyjn [UT-Iface-0-IP-Link-lJocal-Addr.

6. The LT shall wait till
address to IUT-Iface-0.

for IUT to assign thg link-local

tAnnouncefWait + tAnnounceiInterval

7. The LT Server-1 shall send ARP request mes$age to IUT through IUT-Iface-0 confaining:
— sender IP address set to All-Iface-0<IP-Link-Local-Addr;
— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.

8. The LT Server-1 shall listen up’to Param-Listen-Time on LT-Iface-0.

Itgration Not applicable
Expected re-|After step 3: The IUT sénds a DHCPDISCOVER message.
sppnse

After step 4: The WUF'sends three ARP probe request messages.

After step 8: The IUT sends an ARP response message.

After step 8: The UT verifies that received ARP response message contains:
— target IP address is set to All-Iface-0-1P-Link-Local-Addr;

— sender [P address is set to IUT-Iface-0-IP-Link-Local-Addr;

— Ethernet destination hardware address is set to Eth-Broadcast-Addr.

quark <

7.4.6.5 “CTC_IPv4_AUTOCONF_LINKLOCAL_PACKETS - Link-local segments are not forwarded

Talple-122 specifies the CTC_IPv4_AUTOCONF_LINKLOCAL_PACKETS_04 - Link-local segments are not
forwarded test case.

Table 122 — CTC_IPv4_AUTOCONF_LINKLOCAL_PACKETS_04 - Link-local segments are not

forwarded
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_LINKLOCAL_PACKETS_04 - Link-local segments are not forwarded
Purpose This CTC verifies that the IUT does not answer to an ARP request with an arbitrary link-local
address which it is not using.
Reference RFC 3927:2005,1191 2.7
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Table 122 (continued)

Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 6.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.

Step 1 The IIT shall r‘nnfignrr—\ the IUT DHCP client on IUT-Iface-0

2. The UT shall cause the IUT to bring up [UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— expected network address of target [P address set to Link-Local:Net-Addr.

5. The LT Server-1 shall retrieve the value of destination protgcel address field of ARP
request message received from [UT-Iface-0 and stores it in [UT-Hace-0-1P-Link-Local-Addr.

6. The LT shall wait till (PROBE_MAX x 2) + ANNOUNCE_WATT + ANNOUNCE_INTERVAL for
IUT to assign the link-local address to [UT-Iface-0.

7. The LT Server-1 shall send ARP request message tofUT through IUT-Iface-0 containing:
— sender IP address set to All-Iface-0-IP-Link<Eocal-Addr;
— target IP address set to Arbitrary-1P-Link-Local-Addr;
— target hardware address set toNull-MAC-Addr;
— sender hardware address setto MAC-Addr-1.
8. The LT Server-1 shall listensup to Param-Listen-Time on LT-Iface-0 with:
— sender IP address set to Arbitrary-1P-Link-Local-Addr;

— target [P address set to All-Iface-0-1P-Link-Local-Addr.

Iteration Not applicable
Expected re-|After step 3: The IUT sends a DHCPDISCOVER message.
sponse

After step4: The IUT sends an ARP request message.
After step-8: The IUT does not send ARP response message.

Remark —

7.4.6.6 [TC.IPv4_AUTOCONF_NETWORK_PARTITIONS - Healing of network partitions

Table 123 specifies the CTC_IPv4_AUTOCONF_NETWORK_PARTITIONS_01 - Healing of network
partitions hosts test case.

Table 123 — CTC_IPv4_AUTOCONF_NETWORK_PARTITIONS_01 - Healing of network partitions

hosts
Item Content
CTC # - Title |CTC_IPv4_AUTOCONF_NETWORK_PARTITIONS_01 - Healing of network partitions hosts
Purpose This CTC verifies that the IUT does not send periodic gratuitous ARP request packets.
Reference RFC 3927:2005,[10 section 4
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Item Content
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 6.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.4.5.
St ap 1 The IIT shall r‘nnfignrp the IUT DHCP client on IUT-Iface-0
2.  The UT shall cause the IUT to bring up 1UT-Iface-0.
3. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0.
4. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-Q.with:
— expected network address of target IP address set to Link-Local-Net-Addr.
5. The LT Server-1 shall retrieve the value of destinatighyprotocol address figld of ARP
request message received from [UT-Iface-0 and store itijT1UT-Iface-0-1P-Link-L¢cal-Addr.
6. The LT shall wait till ¢, ince wait T Eannounce fadervai fOr IUT to assign thg link-local
address to [UT-Iface-0. a d
7. The LT Server-1 shall send ARP request mes$age to IUT through IUT-Iface-0 confaining:
— sender IP address set to All-Iface-0<IP-Link-Local-Addr;
— target IP address set to IUT-Iface-0-IP-Link-Local-Addr.
8. The LT Server-1 shall listen up’to Param-Listen-Time on LT-Iface-0 with:
— sender IP address setto IUT-Iface-0-IP-Link-Local-Addr;
— target IP address’set to All-Iface-0-1P-Link-Local-Addr.
9. The LT Server-1 shall listen up to Param-Listen-Time on LT-Iface-0 with:
— sendeér)P address set to [UT-Iface-0-IP-Link-Local-Addr;
— (target IP address set to IUT-Iface-0-1P-Link-Local-Addr.
Itgration Not applicable
Exg)ected re-|Afterstep 3: The IUT sends a DHCPDISCOVER message.
sppnse After step 4: The IUT sends three ARP request messages.
After step 8: The IUT sends an ARP response message.
After step 9: The IUT does not send ARP request message.

quark

7.5 TL - User datagram protocol (UDP)

7.5.1 General

The objective of this subclause is to specify CTCs for the User datagram protocol (UDP).

7.5.2 Referenced specification

The RFC 768:1980[4] specifies a user datagram protocol. All CTCs in 7.5 are in accordance with this RFC.
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7.5.3 Test system topology - TL - UDP

Figure 7 shows the test system topology - TL — UDP.
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| I
| UT | 3 | 4 T |
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2 test gontrol protocol
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4 Uppér tester TestStub application

5 OSI layer 4 UDP interaction

Figure 7 — Test system topology - TL - UDP

7.5.4 T¢st system topology and related CTC configuration

This test quite:

— expects to be running against an UDP stack;
— runs over Ethernet; and

— runs all tests with one interface, except two CTCs.

7.5.5 UDP parameters used in CTCs

Table 124 specifies the parameter used in UDP CTCs.
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Table 124 — Parameter used in UDP CTCs

Parameter used in CTCs Content
LT-UDP-Port Port number used for UDP in LT
Unused-UDP-Src-Port Unused UDP-source port number used in LT [value: 20 000]
Unused-UDP-Dest-Port-1 Unused UDP-destination port number used in LT [value: 20 001]
UDP-User-Data-Size UDP-data size used by the LT [value: 101]
Calculated-UDP-Checksum UDP checksum of a UDP packet
Incorrect-UDP-Checksum Incorrect UDP checksum [value: FFFF, ]
U)P-Default-Data Default data used in UDP datagram by LT and UT
U)P-Default-Data-Len Length of UDP default data
U)P-Data UDP data used by LT [value: TESTERTESTERTESTERTESTHER\O0]
UQP-Data-Len UDP data length [value: 17]
All-System-Multicast-Addr Multicast address for all systems
Al)-Iface-0-Broadcast-1P Broadcast address of the LT's Oth interface's network
Hdst-1-1P Unused IP address from network
Hqst-2-IP Unused IP address from network
[U[l-Supports-Dynamic-Interface Automotive ECUs may not support dynamic user interface fdr new port
creation, either for perforinance or security reasons.
TRUE indicates IUT supports dynamic user interface.
FALSE indicates IJT)does not support dynamic user interfdce.
Default: FALSE
7.3.6 UDP CTCs
7.4.6.1 CTC_UDP_MessageFormat - UDP datagram format

Talple 125 specifies the CTC_UDP_MessageFormat_02 - IUT accepts a UDP datagram containjng a well-

forjmed UDP header test case.

Table 125 — CTC_UDP/MessageFormat_02 - IUT accepts a UDP datagram containing|a well-
formed UDP header

Item Content

CT

C# -Title |CTC)UDP MessageFormat_02-IUT acceptsa UDP datagram containing a well-formed YDP header

Py

rpose This CTC verifies that

when the [UT receives a UDP datagram containing a well-formed header that contaifis a source
port field containing a destination port that indicates a value equal to the IUT’s UDP port that
contains a length field indicating a valid value equal to the size of the sent datagram that contains

a checksum field indicating a value equal to the Calculated-UDP-Checksum by the [UT

then the IUT accepts the UDP datagram.

Reference RFC 768:1980,[4] Format

Pr

erequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
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Table 125 (continued)

Item Content
Step 1. The LT shall send a UDP datagram containing a well-formed UDP header.
2. The UT shall verify that the IUT accepts the UDP datagram by using the service primitive
RECEIVE_AND_FORWARD.
Iteration Not applicable

Expected re-
sponse

After step 2: The UT sends an indication that the IUT has received the UDP datagram con-
taining the same content by using the service primitive RECEIVE_AND_FORWARD.

Remark

7.5.6.2 [TC_UDP_DatagramLength - UDP datagram length

Table 126]|specifies the CTC_UDP_DatagramLength_01 - IUT discards a truncated UDP datagram test

case.

Table 126 — CTC_UDP_DatagramLength_01 - IUT discards a truncated UDP datagram

Item

Content

CTC # - Title

CTC_UDP_DatagramLength_01 - IUT discards a truncated UDP(datagram

Purpose

This CTC verifies that when the IUT receives a truncated/UDP datagram (a datagram with {he
length field smaller than the actual size of the data coming from the Ethernet frame) then {he
IUT discards the UDP datagram.

Reference

RFC 768:1980,[4] Format;

automotive-specific requirements on frame integrity.

Prerequigite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemgnt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSqub
shall be active.

Set-up

The test system set-up shall be inaccordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.5.5.

Step

1. The LT shall send a%runcated UDP datagram.

2. The UT shall verify that the IUT accepts the UDP datagram by using the service primit|ve
RECEIVE_AND_FORWARD.

Iteration

Not applicable

Expected re-
sponse

After step.2; The UT sends an indication that the IUT discards the UDP datagram by using
the service primitive RECEIVE_AND_FORWARD.

Remark

7.5.6.3 [TC.UDP_Padding - UDP padding

Table 127 specifies the CTC_UDP_Padding_02 - IUT generates UDP datagram with even size of payload
and no padding at the end test case.

Table 127 — CTC_UDP_Padding_02 - IUT generates UDP datagram with even size of payload and

no padding at the end
Item Content
CTC # - Title |CTC_UDP_Padding_02 - IUT generates UDP datagram with even size of payload and no padding
at the end
Purpose This CTC verifies that when the IUT is requested to generate a UDP datagram with an even payload

size, then the IUT generates a UDP datagram that contains data indicating a value of the received
even UDP-User-Data-Size with no padding bytes.

120
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Table 127 (continued)

Item Content
Reference RFC 768:1980, Fields
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up parameters
asspecifiedin 75 5
Step 1. The LT shall send a sendUdpPacketEvenSize to the IUT to request a UDP datagrdm with an
even UDP-User-Data-Size.
2.  TheIUT shall generate a UDP datagram without padding.
Itdgration Not applicable
Expected re-|After step 2: The IUT generates a UDP segment containing data.indicating the vhlue of the
sppnse received an even UDP-User-Data-Size with no padding bytes.
Remark —
7.4.6.4 CTC_UDP_FIELDS - UDP fields
Talple 128 specifies the CTC_UDP_FIELDS_01 - Fields - Specify source port test case.
Table 128 — CTC_UDP_FIELDS_01 <Fields - Specify source port
Item Content
CTC # - Title |CTC_UDP_FIELDS_01 - Fields - Speg¢ify source port
Purpose This CTC verifies that the application can specify a source port. A source portis an opflional field,
when meaningful, itindicatesthe port of the sending process, and may be assumed to pe the port
to which a reply should be@ddressed in the absence of any other information. A usef interface
should allow the creatiod.of new receive ports.
Rdference RFC 768:1980,[4] Fields
Prierequisite |TheIUT shall beqpowered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP Te§tStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be activel
Set-up The test system set-up shall be in accordance with Figure 7.
Thefest system shall be parameterized in accordance with the configuration set-up parameters
asspecified in 7.5.5.
Step 1. The UT shall cause the IUT to send a UDP datagram with source port set to Unuused-UDP-
Dest-Port-1 through IUT-Iface-0.
2.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Itgration Not applicable
Expected re-|After step 2: The IUT sends a message.
sponse After step 2: The UT verifies that the received UDP datagram contains the source UDP port
field that is set to unusedUDPDstPort1.
Remark —

Table 129 specifies the CTC_UDP_FIELDS_02 - Fields - Specify destination port.

Table 129 — CTC_UDP_FIELDS_02 - Fields - Specify destination port

Item

Content

CTC # - Title

CTC_UDP_FIELDS_02 - Fields - Specify destination port

©1S0 2021 - All rights reserved 121


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 129 (continued)

Item

Content

Purpose

This CTC verifies that the UDP datagrams include a destination port. A source portis an optional
field, when meaningful, it indicates the port of the sending process, and may be assumed to be
the port to which a reply should be addressed in the absence of any other information.

Reference

RFC 768:1980,4] Fields

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.5.5.

Step

1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 jon
[UT-Iface-0.

2. The LT shall send a message to IUT through [UT-Iface-0 containing:
— source UDP port field set to Unused-UDP-Src-Port;
— destination UDP port field set to Unused-UDP-Dest-Por#-1.

3. The UT shall cause the IUT to send a UDP datagram with(UDP-Default-Data as data through
[UT-Iface-0.

4. The LT shall listen up to Param-Listen-Time on LT=Iface-0.

Iteration

Not applicable

Expected re-

After step 1: The IUT listens on port Unused*UDP-Dest-Port-1 on [UT-Iface-0.

sponse After step 4: The IUT sends a message!
After step 4: The UT verifies that the received UDP datagram contains the destination UDP
port field that is set to Unused-UDP-Src-Port.

Remark —

Table 130|specifies the CTC_UDP_FIELDS_03 - Fields — Accept source port set to zero.

Table 130 — CTC_UDP_FIELDS_03 - Fields - Accept source port set to zero

Item Content

CTC # - Title |CTC_UDP_FIELDS_03 - Fields - Accept source port set to zero

Purpose This CECverifies that using the value 0 for UDP source port is valid and IUT accepts suc]\ a
messdge. Source port is an optional field, when meaningful, it indicates the port of the sending
proeess, and may be assumed to be the port to which a reply should be addressed in the abserjce
of\any other information. If not used, a value of zero is inserted.

Referencg RFC 768:1980,[4] Fields

Prerequigitc ThetdFshattbepoweredomrandshrattbetinked=upwithrthe testsyster e 5 Fshattimptement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
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Table 130 (continued)

Item Content
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.
2.  The LT shall send a message to IUT through [UT-Iface-0 containing:
— source UDP port field set to 0;
— destination UDP port field set to Unused-UDP-Dest-Port-1.
Itgration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sppnse After step 2: The UT verifies that the IUT received a UDP datagram containing the DP source
port field set to 0.
Regmark —
Tallzle 131 specifies the CTC_UDP_FIELDS_04 - Fields - Same destination port with different |P address
(send).
[able 131 — CTC_UDP_FIELDS_04 - Fields - Same destination port with different IP dddress
(send)
Item Content
CTC # - Title |CTC_UDP_FIELDS_04 - Fields - Same destination port with different I[P address (send)
Purpose This CTC verifies that IUT can send a UDP-datagram at same destination port to more than one
different IP addresses. Destination porfhas a meaning within the context of a particulpr internet
destination address.
Rdference RFC 768:1980,[4] Fields
Prierequisite |TheIUT shall be powered onand shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up-shall be in accordance with Figure 7.
The test systemshall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to send a UDP datagram at LT-UDP-Port as the
destination port and to Host-1-IP IP address through IUT-Iface-0.
2.~.The LT shall listen up to Param-Listen-Time on LT-Iface-0.
3. IUT CONFIGURE: Externally cause the IUT to send a UDP datagram at LT-UDP-Port as the
destination port and to Host-2-1P IP address through [UT-Iface-0.
4. The LT HOST-2 listens up to Param-Listen-Time on LT-Iface-0.
Itgration Not applicable

Expected re-
sponse

After step 2: The IUT sends a message.

After step 2: The UT verifies that the IUT application layer receives a UDP datagram that
contains:

— destination IP address field is set to Host-1-1P;
— destination UDP port field is set to LT-UDP-Port.
After step 4: The IUT sends a message.

After step 4: The UT verifies that the IUT application layer receives a UDP datagram that
contains:

— destination IP address field is set to Host-2-1P;
— destination UDP port field is set to LT-UDP-Port.
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Table 131 (continued)

Item Content

Remark —

Table 132 specifies the CTC_UDP_FIELDS_05 - Fields - Same port with different IP address (receive and
send).

Table 132 — CTC_UDP_FIELDS_05 - Fields - Same port with different IP address (receive and

send)
Item Content
CTC # - Title |CTC_UDP_FIELDS_05 - Fields - Same port with different IP address (receive and send)
Purpose This CTC verifies that IUT can receive send a UDP datagram at same destination port to mgre

than one different IP addresses. Destination port has a meaning within the context,of a particular
internet destination address.

Referencd RFC 768:1980,!4] Fields

Prerequigite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running-and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.5.5.

Step 1. IUT CONFIGURE: Externally cause the IUT ta,listen on port Unused-UDP-Dest-Port-1 jon
[UT-Iface-0.

2. The LT shall send a message to IUT through TUT-Iface-0 containing:
— source IP address field set to Hast=1-1P;
— destination IP address field'set to IUT-Iface-0-IP;
— destination UDP portfield set to Unused-UDP-Dest-Port-1;
— UDP data field set te UDP-Data.

3. IUT CONFIGURE:\Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 [on
[UT-Iface-0.

4. The LT HOST-2 sends message to IUT through IUT-Iface-0 containing:
— ~Source IP address field set to Host-2-1P;
~¥ “destination IP address field set to IUT-Iface-0-IP;

— destination UDP port field set to Unused-UDP-Dest-Port-1;

— UDP data field set to UDP-Default-Data.
Iteration Not applicable

Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sponse

After step 2: The UT verifies that the application layer has received a UDP datagram containing
UDP data field equal to UDP-Data.

After step 3: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

After step 4: The UT verifies that the application layer receives a UDP datagram containing
the UDP data field equal to UDP-Default-Data.

Remark —

Table 133 specifies the CTC_UDP_FIELDS_06 - Fields - Total length.
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Table 133 — CTC_UDP_FIELDS_06 - Fields - Total length

Item Content

CTC # - Title |CTC_UDP_FIELDS_06 - Fields - Total length

Purpose This verifies that to configure IUT to send UDP-User-Data-Size size of data so that the length in
header is [udpUserDataSize + 8 (UDP header Size)] bytes. Length is the length in octets of this
user datagram including this header and the data.

Reference RFC 768:1980,!4] Fields

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5, The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration sét-up parameters
as specified in 7.5.5.

Step 1. The UT shall cause the IUT to send a UDP datagram with UDP-User-Data-Size of data

through IUT-Iface-0.

2. The LT shall listen up to Param-Listen-Time on LT-Iface-0:

Itdgration Not applicable

ExE)ected re-|After step 1: The IUT sends message.

sppnse After step 2: The UT verifies that the IUT receivesa UDP datagram containing the YDP header
length field that is set to (UDP-User-Data-Size +@8).

quark

TalLle 134 specifies the CTC_UDP_FIELDS_07 - Fields-“Total length (no data).

Table 134 — CTC_UDP_FIELDS_07 - Fields - Total length (no data)

Item Content

CTC # - Title |CTC_UDP_FIELDS_07 - Fields - Total length (no data)

Purpose This CTC verifies that te*configure IUT to send 0 (zero) size of data so that the length in header
is 8(UDP header size) bytes. Length is the length in octets of this user datagram including this
header and the data.

Rdference RFC 768:1980,4! Fields

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCBAP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall’be active.

Set-up The'test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. The UT shall cause the IUT to send a UDP datagram without data in the data fie]d through
IUT-Iface-0.
2.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 2: The IUT sends a message.

sponse After step 2: The UT verifies that the IUT receives a UDP datagram containing the UDP header
length field that is set to 8.

Remark —

Table 135 specifies the CTC_UDP_FIELDS_08 - Fields - Total length (less than 8 bytes).

© IS0 2021 - All rights reserved 125


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 135 — CTC_UDP_FIELDS_08 - Fields - Total length (less than 8 bytes)

Item Content

CTC # - Title |CTC_UDP_FIELDS_08 - Fields - Total length (less than 8 bytes)

Purpose This CTC verifies that the IUT discards the received datagram in case the total length of the
datagram is less than 8 bytes. Length is the length in octets of this user datagram including this
header and the data.

Reference RFC 768:1980,!4] Fields

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-upparamet¢rs
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP:Dest-Port-1 jon
[UT-Iface-0.
2. The LT shall send a message to the IUT through [UT-Iface-0 containing:
— truncated message: length less than 8 bytes;
— no UDP data field set.

Iteration Not applicable

Expected re-|After step 1: The IUT listens on port Unused-UDP*Dest-Port-1 on [UT-Iface-0.

sponse After step 2: The UT verifies that the IUT discards the UDP datagram.

Table 136|specifies the CTC_UDP_FIELDS_09 - Fields;<Total length (equal to zero).

Table 136 — CTC_UDP_FIELDS.09- Fields - Total length (equal to zero)

Item Content

CTC # - Title |CTC_UDP_FIELDS_09 - Fields - Total length (equal to zero)

Purpose This CTC verifies thatthe IUT discards the received datagram in case the total length of {he
datagram is zero. Léngth is the length in octets of this user datagram including this header ajnd
the data.

Reference RFC 768:1980,[4Fields

Prerequigite |The IUT powered on and linked-up with the test system. The IUT shall implement the TCP{IP
TestStublin‘accordance with 6.5. The IUT running and the TCP/IP TestStub active.

Test setup Thetest system set-up in accordance with Figure 7.

The'test system parameterized in accordance with the configuration set-up parameters as spgc-
ified in 7.5.5.
Step 1. 1UT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 Jon
[UT-Iface-0.
2. The LT shall send a message to the IUT through [UT-Iface-0 containing:
— UDP data field set to UDP-Data;
— length field set to 0.

Iteration Not applicable
After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

After step 2: The UT verifies that the IUT discards the UDP datagram.

Remark —

Table 137 specifies the CTC_UDP_FIELDS_10 - Fields - Total length (greater than actual).
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Table 137 — CTC_UDP_FIELDS_10 - Fields - Total length (greater than actual)

Item Content

CTC # - Title |CTC_UDP_FIELDS_10 - Fields - Total length (greater than actual)

Purpose This CTC verifies that the IUT discards the received datagram in case the length value in the
header is greater than the actual length of the datagram. Length is the length in octets of this
user datagram including this header and the data.

Reference RFC 768:1980,!4] Fields

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5, The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration sét-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.
2. The LT shall send a message to the IUT through IUT-Iface=Q containing:
— length field set to (length of UDP-Data + 8) + 1;
— UDP data field set to UDP-Data.
It¢ration Not applicable

sppnse

E)F)ected re-

After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

After step 2: The UT verifies that the [UT*discards the UDP datagram.
Relmark —
Tallzle 138 specifies the CTC_UDP_FIELDS_12 +Fields - Total length (maximum).
Table 138 — CTC_UDP.FIELDS_12 - Fields - Total length (maximum)
Item Content
CTC # - Title |CTC_UDP_FIELDS.12.- Fields - Total length (maximum)
Purpose This CTCverifiesthatthe [UT acceptsthereceived datagramin casethelength valueinthe headefissettothe
maximumallowedvalue. Lengthisthelengthinoctetsofthisuser datagramincludingthisheaderdndthedata:
— 1Pv#: 65,507 bytes (65,535 - 8-byte UDP header - 20 byte IP header);
—£ )IPv6: 65,535 byte].
Rdference RFC 768:1980,[4] Fields
Prierequisite/ | The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Se =up The test cych:\m cnf-nrr\ shallbe in accardance with Ficure 7
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.
2. The LT shall send a message to the IUT through IUT-Iface-0 containing:
— length field set to the maximum supported value;
— data field set to the maximum supported octet size.
Iteration Not applicable
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Table 138 (continued)

Item

Content

Expected re-
sponse

After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
After step 2: The UT verifies that the IUT application layer receives the UDP datagram.

Remark

Table 139 specifies the CTC_UDP_FIELDS_13 - Fields - Checksum (with padding).

Table 139 — FT(‘_"DD_FIFI I'\Q_1 3 — Fields = Checksum (urifh paddino)

Item Content

CTC # - Title |CTC_UDP_FIELDS_13 - Fields - Checksum (with padding)

Purpose This CTC verifiesif the IUT calculates the UDP checksum correctly. While calculating UDP chefk-
sum the padded byte is needed to be considered. Checksum is the 16 bit one's coniplement of fhe
one's complement sum of a pseudo header of information from the IP header,the UDP header, and
the data, padded with 0 octets at the end (if necessary) to make a multiple‘of 2 octets.

Referencd RFC 768:1980,!4] Fields

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test systém. The IUT shall implem¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be ruining and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure'Z.

The test system shall be parameterized in accordancewith the configuration set-up paramet¢rs
as specified in 7.5.5.
Step 1. The UT shall cause the IUT to send a UDP<datagram with UDP-User-Data-Size of djta
through [UT-Iface-0.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 2: The IUT sends a message.

sponse After step 2: The LT appli¢ation layer receives a UDP datagram that contains the UDP header
checksum field set to Calculated-UDP-Checksum.

Remark —

Table 140 specifies the CTC_UDR_FIELDS_14 - Fields - Checksum (no padding).

Table 140&"CTC_UDP_FIELDS_14 - Fields - Checksum (no padding)

Item Content

CTC # - Title |CTE_UDP_FIELDS_14 - Fields - Checksum (no padding)

Purpose This CTC verifies if the IUT calculates the UDP checksum correctly. While calculating UDP
checksum the padded byte is not required. Checksum is the 16 bit one's complement of the onfe's
complement sum of a pseudo header of information from the IP header, the UDP header, and {he
data, padded with 0 octets at the end (if necessary) to make a multiple of 2 octets.

Reference RFC 768:1980,[4! Fields

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.

Step

1. The UT shall cause the IUT to send a UDP datagram with 100 of data through IUT-Iface-0.

2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.
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Table 140 (continued)

Item Content

Iteration Not applicable

Expected re-|After step 2: The IUT sends a message.

sponse After step 2: The LT application layer receives a UDP datagram that contains the UDP header
checksum field set to Calculated-UDP-Checksum.

Remark —

Tahle 141 specifies the CTC_UDP FIELDS 15 - Fields - Checksum (incarrect)
Table 141 — CTC_UDP_FIELDS_15 - Fields - Checksum (incorrect)
Item Content

CTC # - Title |CTC_UDP_FIELDS_15 - Fields - Checksum (incorrect)

Purpose This CTC verifies that the IUT does not accept a UDP datagram with incorrect che¢ksum. If a
UDP datagram is received with a checksum that is non-zero and)invalid, UDP silently discards
the datagram.

Rdference RFC 1122:1989,[214.1.3.4

Prierequisite |TheIUT shall be powered on and shall be linked-up withthe test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUTsshall be running and the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordancewith Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Des{-Port-1 on
[UT-Iface-0.
2. The LT shall send a mesgage to the IUT through IUT-Iface-0 containing:
— destination UDR port field set to Unused-UDP-Dest-Port-1;
— UDP header checksum field set to Incorrect-UDP-Checksum;
— UDP data field set to UDP-Default-Data.

Itgration Not applicable

Expected re-|After step1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

sppnse Aftérstep 2: The UT verifies that the IUT application layer does not receive a UDH datagram
that/contains UDP data field equal to UDP-Default-Data.

Regmark —

Tallzle 1425specifies the CTC_UDP_FIELDS_16 - Fields - Checksum (zero checksum).

Table 142 — CTC_UDP_FIELDS_16 - Fields - Checksum (zero checksum)

Item Content

CTC # - Title |CTC_UDP_FIELDS_16 - Fields - Checksum (zero checksum)

Purpose This CTC verifies that the IUT accepts the UDP datagram with zero checksum. An all zero trans-
mitted checksum value means that the transmitter generated no checksum (for debugging or for
higher level protocols that do not care). An application may optionally be able to control whether
a UDP checksum is generated, but it defaults to checksumming on.

Reference RFC 768:1980,[4] Fields

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 142 (continued)

Item Content
Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
[UT-Iface-0.
2. The LT shall send a message to the IUT through IUT-Iface-0 containing:
— destination UDP port field set to Unused-UDP-Dest-Port-1;
— UDP header checksum field set to 0;
— UDP data field set to UDP-Default-Data.
Iteration Not applicable

Expected re
sponse

After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT:Iface-0.

After step 2: The UT verifies that the IUT application layer receives'a UDP datagram that
contains UDP data field equal to UDP-Default-Data.

Remark

7.5.6.5 [CTC_UDP_USER_INTERFACE - User interface

Table 143 kpecifies the CTC_UDP_USER_INTERFACE_02 - User«nterface - Data octets test case.

Table 143 — CTC_UDP_USER_INTERFACE_02- User interface - Data octets

Item Content
CTC# -Title |CTC_UDP_USER_INTERFACE_02 - Usenjinterface - Data octets
Purpose This CTC verifies that the receive gperations on the receive ports return the data octets correctly.
This CTCis only running when lJF-Supports-Dynamic-Interface is TRUE. A user interface shofild
allow the creation of new receive ports, receive operations on the receive ports that return fhe
data octets and an indication of source port and source address, and an operation that allowf a
datagram to be sent, specifying the data, source and destination ports and addresses to be sent.
Referencg RFC 768:1980,[4] Usér Interface
Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.
Set-up The testsystem set-up shall be in accordance with Figure 7.
The'test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as:specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 jon
[UT-Iface-0.
2. The LT shall send a message to the IUT through IUT-Iface-0 containing:
— destination UDP port field set to Unused-UDP-Dest-Port-1;
— UDP data field set to UDP-Default-Data.
Iteration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sponse After step 2: The UT verifies that the IUT application layer receives a UDP datagram that
contains UDP data field equal to UDP-Default-Data.
Remark —

Table 144 specifies the CTC_UDP_USER_INTERFACE_03 - User interface - Return source port.
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Table 144 — CTC_UDP_USER_INTERFACE_03 - User interface - Return source port

Item Content
CTC # - Title |CTC_UDP_USER_INTERFACE_03 - User interface - Return source port
Purpose This CTC verifies that the receive operations on the receive ports return the source port correctly.
This CTC is only running when IUT-Supports-Dynamic-Interface is TRUE. A user interface should
allow the creation of new receive ports, receive operations on the receive ports that return the
data octets and an indication of source port and source address, and an operation that allows a
datagram to be sent, specifying the data, source and destination ports and addresses to be sent.
Reference RFC 768:1980,!4] User Interface
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Des{-Port-1 on
IUT-Iface-0.
2.  The LT shall send a message to IUT through IUT-Iface~0 containing:
— source UDP port field set to Unused-UDP-Ste-Port;
— destination UDP port field set to Unused-UDP-Dest-Port-1.
Itgration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sppnse After step 2: The UT verifies that thie IUT application layer receives a UDP datdgram that
contains the UDP source port fieldset to Unused-UDP-Src-Port.
Rgmark —

Tallzle 145 specifies the CTC_UDP_USERXNTERFACE_04 - User interface - Return source IP adldress.

Table 145 — CTC_UDP_USER_INTERFACE_04 - User interface - Return source IP adfress

Item

Content

CT

C # - Title

CTC_UDP_.USER_INTERFACE_04 - User interface - Return source IP address

Py

rpose

This CTGverifies that the receive operations on the receive ports return the source address cor-
rectly. This CTCis only running when IUT-Supports-Dynamic-Interface is TRUE. A usdr interface
should allow the creation of new receive ports, receive operations on the receive ports thatreturn
the'data octets and an indication of source portand source address, and an operation that allows
a datagram to be sent, specifying the data, source and destination ports and addresseqto be sent.

Rdference

RFC 768:1980, User Interface

Pr

erequisite

The [UT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub

shall be active.

Set-up

The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.

Step

1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.

2. The LT shall send a message to the IUT through IUT-Iface-0 containing:

— source IP address field set to All-Iface-0-1P;

— destination UDP port field set to Unused-UDP-Dest-Port-1.
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Table 145 (continued)

Item

Content

Iteration

Not applicable

Expected re-

After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

sponse After step 2: The UT verifies that the LT application layer received a UDP datagram that con-
tains a UDP source address equal to All-Iface-0-IP.

Remark —

Table 146 QpP(‘iﬁF‘Q the CTC 1IDP IISER_INTERFACE Q5 - liser interface — Source port (fn he cpnf)
Table 146 — CTC_UDP_USER_INTERFACE_05 - User interface - Source port (to be sent)
Item Content

CTC # - Title |CTC_UDP_USER_INTERFACE_05 - User interface - Source port (to be sent)

Purpose This CTC verifies that an operation that allows a datagram to be sent, specifies the source pprt
to be sent. This CTC is only ran when IUT-Supports-Dynamic-Interface isTRUE. A user interfgce
should allow the creation of new receive ports, receive operations on thereceive ports that retyrn
the data octets and an indication of source port and source address/and an operation that allojvs
adatagram to be sent, specifying the data, source and destination,ports and addresses to be sejnt.

Referencg RFC 768:1980,[4] User Interface

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemént
the TCP/IP TestStub in accordance with 6.5. The IUT shdll be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance witlpFigure 7.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.5.5.
Step 1. The UT shall cause the IUT to send-a 'UDP datagram with source port set to Unused-UIpP-
Src-Port through [UT-Iface-0.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration Not applicable

Expected re-|After step 2: The IUT.sends a message.

sponse After step 2: TheUFverifies that the LT application layer receives a UDP datagram that c¢n-
tains the source UDP-port field set to Unused-UDP-Src-Port.

Remark —

Table 147 ppecifies the CTC_UDP_USER_INTERFACE_06 - User interface - Destination port (to be sert).
Table 147 — CTC_UDP_USER_INTERFACE_06 - User interface - Destination port (to be sent)
Item Content

CTC # - TitleD |CTC_UDP_USER_INTERFACE_06 - User interface — Destination port (to be sent)

Purpose This CTC verifies thatan operation that allows a datagram to be sent, specifies the destination port
to be sent. This CTC is only ran when IUT-Supports-Dynamic-Interface is TRUE. A user interface
should allow the creation of new receive ports, receive operations on the receive ports that return
the data octets and an indication of source portand source address, and an operation that allows
adatagram to be sent, specifying the data, source and destination ports and addresses to be sent.

Reference RFC 768:1980,[4] User Interface

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.

132

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 147 (continued)
Item Content
Step 1. The UT shall cause the IUT to send a UDP datagram with destination port set to LT-UDP-
Port through IUT-Iface-0.
2.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT sends a message.

sponse After step 2: The UT verifies that the LT application layer receives a UDP datagram that con-
tains the destination UDP port field set to testerUDPPort.

Rgmark —

Tallzle 148 specifies the CTC_UDP_USER_INTERFACE_07 - User interface — Source IR address (to be sent).
Table 148 — CTC_UDP_USER_INTERFACE_07 - User interface - Source IP'address (to be sent)
Item Content

CTC # - Title |CTC_UDP_USER_INTERFACE_07 - User interface - Source IP.address (to be sent)

Purpose This CTC verifies that an operation that allows a datagram to'be sent, specifies the sourjce address
to be sent. This CTC is only ran when [UT-Supports-Dynamic-Interface is TRUE. A usqr interface
should allow the creation of new receive ports, receivéoperations on the receive ports that return
the data octets and an indication of source port afid'source address, and an operation that allows
adatagram to be sent, specifying the data, soutee and destination ports and addresseqto be sent.

Rdference RFC 768:1980,[4] User Interface

Prierequisite |The IUT shall be powered on and shall belinked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in*accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
Step 1. The UT shall cause‘the IUT to send a UDP datagram with source address shall be[set to IUT-
Iface-0-I1P through IUT-Iface-0.
2. The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Itdgration Not applicable

Expected re-|Afterstep 2: The IUT sends a message.

sppnse Afterstep 2: The UT verifies that the LT application layer receives a UDP datagrath that con-
tains the source IP address field set to IUT-Iface-0-IP.

Rgmark —

Tallzle 149-specifies the CTC_UDP_USER_INTERFACE_08 - User interface - Destination addiess (to be
senty.

Table 149 — CTC_UDP_USER_INTERFACE_08 - User interface - Destination address (to be sent)

Item Content

CTC # - Title |CTC_UDP_USER_INTERFACE_08 - User interface - Destination address (to be sent)

Purpose This CTC verifies that an operation that allows a datagram to be sent, specifies the destination
address to be sent. This CTC is only ran when IUT-Supports-Dynamic-Interface is TRUE. A user
interface should allow the creation of new receive ports, receive operations on the receive ports
that return the data octets and an indication of source port and source address, and an oper-
ation that allows a datagram to be sent, specifying the data, source and destination ports and
addresses to be sent.

Reference RFC 768:1980,[4] User Interface
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Table 149 (continued)

Item

Content

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 7.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.

Step

1 The 1T shall cause the TUT to send a TUIDP damgrnm with destination address set to

All-Iface-0-IP through IUT-Iface-0.

2.  The LT shall listen up to Param-Listen-Time on LT-Iface-0.

Iteration

Not applicable

Expected re
sponse

After step 2: The IUT sends a message.

After step 2: The UT verifies that the LT application layer receives an IP datagram containing
a UDP datagram that contains a destination IP address field set to All-Ifage=0-IP.

Remark

7.5.6.6 [CTC_UDP_INTRODUCTION - UDP introduction

Table 150|specifies the CTC_UDP_INTRODUCTION_01 - Introductien * Broadcast destination address

test case.

Table 150 — CTC_UDP_INTRODUCTION_O01 - Introduction - Broadcast destination address

Item Content

CTC#-Title |CTC_UDP_INTRODUCTION_01 - Introduction - Broadcast destination address

Purpose This CTC verifies that the [UT accepts’the UDP datagram with broadcast destination addréss.
UDP is used by applications that de-not require the level of service of TCP or that wish to yse
communications services (e.g., tnulticast or broadcast delivery) not available from TCP.

Referencg RFC 1122:1989,191 4.1.1

Prerequigite |The IUT shall be powered-on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub.ih accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test systentset-up shall be in accordance with Figure 7.
The test systeém shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified/in 7.5.5.

Step 1. _1UTFCONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 jon

IUT-Iface-0.
2. The LT shall send a message to the IUT through IUT-Iface-0 containing:
dcot;uat;uu IP Clddl T3S f;Cld DCt tU A}} IfﬂLC G Bl Uad\.th IP
— destination UDP port field set to Unused-UDP-Dest-Port-1.

Iteration Not applicable

Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on DIFACE-0.

sponse After step 2: The UT verifies that the IUT application layer received a UDP datagram that
contains a destination address equal to Alllface-0-BcastIP.

Remark —

Table 151 specifies the CTC_UDP_INTRODUCTION_00 - Introduction - Multicast destination address.
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Table 151 — CTC_UDP_INTRODUCTION_01 - Introduction - Broadcast destination address

Item Content
CTC # - Title |CTC_UDP_INTRODUCTION_01 - Introduction - Broadcast destination address
Purpose This CTC verifies that the IUT denies a UDP datagram with broadcast destination address. This
CTCinverts the RFC requirement due to security negotiations. UDP is used by applications that do
notrequire the level of service of TCP or that wish to use communications services (e.g. multicast
or broadcast delivery) not available from TCP.
Reference RFC 1122:1989,21 4.1.1

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement

Prereqguisite
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCR/IP TestStub
shall be active.
Seft-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuratien set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Des{-Port-1 on
IUT-Iface-0.
2.  The LT shall send a message to IUT through [UT-Iface{0-containing:
— destination IP address field set to All-Iface-0-Bxoadcast-IP;
— destination UDP port field set to Unused<UDP-Dest-Port-1.
Itgration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sppnse After step 2: The UT verifies that théNUT application layer did not receive a UDP datagram
that contains a destination address equal to All-Iface-0-Broadcast-IP.
Rgmark —
Tallzle 152 specifies the CTC_UDP_INTRODUETION_02 - Introduction - Multicast destination 3ddress.
Table 152 — CTC_UDP_INTRODUCTION_02 - Introduction - Multicast destination address
Item Content
CTC # - Title |CTC_UDP_INTRODUCTION_02 - Introduction - Multicast destination address
Purpose This CTCverifies that the IUT inverts the RFC requirement due to security negotiatigns. UDP is
used by-applications that do not require the level of service of TCP or that wish to use|communi-
cation$'services (e.g., multicast or broadcast delivery) not available from TCP.
Rdference RF()1122:1989,121 4.1.1
Prierequisite \[The IUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Sef-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration Set-up parameters
as specified in 7.5.5.
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.
2.  The LT shall send a message to the IUT through IUT-Iface-0 containing:
— destination IP address field set to All-System-Multicast-Addr;
— destination UDP port field set to Unused-UDP-Dest-Port-1.
Iteration Not applicable
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Table 152 (continued)

Item

Content

Expected re-
sponse

After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.

After step 2: The UT verifies that the IUT application layer does not receive a UDP datagram
that contains a destination address equal to All-System-Multicast-Addr.

Remark

Table 153 specifies the CTC_UDP_INTRODUCTION_03 - Introduction - Pending listen call.

Table 153 — CTC_UDP_INTRODUCTION_03 - Introduction - Pending listen call

Item Content
CTC # - Title |CTC_UDP_INTRODUCTION_03 - Introduction - Pending listen call
Purpose This CTC verifies that a datagram arrives, that is addressed to a UDP port for which there isjno
pending LISTEN call, UDP SHOULD send an ICMP port unreachable message,
Referencd RFC 1122:1989,[914.1.3.1
Prerequigite |TheIUT shall be powered on and shall be linked-up with the test systefn.The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be runuing and the TCP/IP TestSub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 7:
The test system shall be parameterized in accordance with'the configuration set-up parametg¢rs
as specified in 7.5.5.
Step 1. The LT shall send a message to the IUT through\IUT-Iface-0 containing:
— destination IP address field set to IUT-Iface-0-1P;
— destination UDP port field set to.Uhused-UDP-Dest-Port-1.
2. The LT shall listen up to Param:Listen-Time on LT-Iface-0.
Iteration Not applicable
Expected re-|After step 2: The IUT sends the ICMP-Dest-Unrchbl message.
sponse
Remark —

7.5.6.7 [LTC_UDP_INVALID_ADDRESSES - Invalid addresses

Table 154 specifies the .CTC_UDP_INVALID_ADDRESSES_01 - Invalid addresses - Multicast soufce

address tgst case.

Table 154 — CTC UDP_INVALID_ADDRESSES_01 - Invalid addresses - Multicast source address

Item Content

CTC # - Title (‘T(‘_ITT\D_”\TVAI In_AnnD F'QQF'Q_I’H —Invalid addresses — Multicast source address

Purpose This CTC verifies a UDP datagram with multicast address as source address. A UDP datagram
received with an invalid IP source address (e.g. a broadcast or multicast address) is discarded
by UDP or by the IP layer (see RFC 1122:1989,[9] 3.2.1.3).

Reference RFC 1122:1989,1914.1.3.6

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 7.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.5.5.
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Table 154 (continued)
Item Content
Step 1. IUT CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest-Port-1 on
IUT-Iface-0.
2.  The LT shall send a message to the IUT through IUT-Iface-0 containing:
— source [P address field set to All-System-Multicast-Addr;
— destination UDP port field set to Unused-UDP-Dest-Port-1;
— UDP data field set to UDP-Default-Data.
Itdgration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface~0.
sppnse After step 2: The UT verifies that the LT application layer does notyreceive a UDH datagram
containing UDP data field equal to UDP-Default-Data.
Rgmark —

Ta%le 155 specifies the CTC_UDP_INVALID_ADDRESSES_02 - Invalid.addresses - Broadcgst source
addlress.

Table 155 — CTC_UDP_INVALID_ADDRESSES_02 - Invalid-addresses - Broadcast source address
Item Cantent
CTC # - Title |CTC_UDP_INVALID_ADDRESSES_02 - Invalid-addresses - Broadcast source address
Purpose This CTC verifies a UDP datagram with¢broadcast address as source address. A UDP datagram
received with an invalid IP source address (e.g. a broadcast or multicast address) is|discarded
by UDP or by the IP layer (see RFC#122:1989,[91 3.2.1.3).
Rdference RFC 1122:1989,[21 4.1.3.6
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 7.
The test system'shall be parameterized in accordance with the configuration set-up parameters
as specified(in7.5.5.
Step 1. IUT'CONFIGURE: Externally cause the IUT to listen on port Unused-UDP-Dest{-Port-1 on
IUT-Iface-0.
2.\/The LT shall send a message to the IUT through IUT-Iface-0 containing:
— source [P address field set to All-Iface-0-Broadcast-1P;
— destination UDP port field set to Unused-UDP-Dest-Port-1;
— UDP data field set to UDP-Default-Data.
Iteration Not applicable
Expected re-|After step 1: The IUT listens on port Unused-UDP-Dest-Port-1 on [UT-Iface-0.
sponse After step 2: The UT verifies using the UT that the application layer does not get a UDP data-
gram containing UDP data field equal to UDP-Default-Data.
Remark —

7.6 TL - Transmisison control protocol (TCP)

7.6.1 General

The objective of this subclause is to specify CTCs for the transmisison control protocol (TCP).

©1S0 2021 - All rights reserved 137


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

7.6.2 Referenced specification

All CTCs in 7.6 are in accordance with these RFCs:
— RFC 793:1981,[Z];

— RFC 1122:1989,[21,

7.6.3 Test system topology - TL - TCP

Figure 8 shows the test system topology - TL — TCP.
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Figure 8 — Test system topology - TL - TCP

7.6.4 Test system topology and related CTC configuration

This test suite expects to be running against a TCP stack over Ethernet.

7.6.5 TCP parameters used in CTCs

Table 156 specifies the parameters used in TCP CTCs.
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Table 156 — Parameters used in TCP CTCs

Parameter used in CTCs

Content

Number-Of-Data-Segments-Sent

The number of data segments sent consecutively from tester side to [UT

Data-Segment-Size

A data segment size that is much smaller than the effective send MSS should

be less than the effective send MSS of IUT.

MTT

The maximum time within which the IUT shall send a segment from its transmit

buffer irrespective of its size or whether it contains PSH flag bit set.

Well-Known-Port

A well-known port on the IUT where an application e.g. TELNET server is as-

sumed to waitin LISTEN state

Urfimplemented-Option

An unimplemented TCP option on the IUT

MS3L

The maximum segment lifetime used by the IUT.

Fulll-Window-Operation

The IUT's TCP has reached a state when it is allowed to send data s¢gments of
size of test system's entire receive window without getting any ackjnowledge-

ment from the LT.

Fulll-Sized-Segment

Segment with size equal to the effective send MSS

Oytside-The-Window

Outside the window of the receiver

Port-1 The port number the UT UDP communication is carried out through.

Sefj-No-1 Sequence number 1 used to compare the sequence or acknowledgement num-
bers in the received or sent segmefts

Sefj-No-2 Sequence number 2 used to compare the sequence or acknowledgement num-

bers in the received or sent segments

TQP-Segment-Type

Variable used to specify type of a TCP segment

Sefj-Max-Val

Maximum value of seguence number

7..6 TCP CTCs

7.4.6.1 CTC_TCP_BASICS - Connection establishment and basic exercising of the state machine

Talple 157 specifies the CTC_TCP_BASICS_01 - [listen] SYN - SYN/ACK [syn_recv] test case.

Table 157 — €F€_TCP_BASICS_01 - [listen] SYN - SYN/ACK [syn_recv]

Item

Content

CT/C # - Title |CTC_TCP;BASICS_01 - [listen] SYN - SYN/ACK [syn_recv]

Purpose This-CI'C verifies that the IUT sends a TCP segment with SYN and ACK flags set for a SY|
imLISTEN state.

N received

Rdference RFC 793:1981,[Z1 3.2

shall be active.

Prierequisite” |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/1

mplement
P TestStub

Setup Thetestsystenrsetup sttt beimaccordance with Figure 8-

The test system shall be parameterized in accordance with the configuration set-up parameters

as specified in 7.6.5.
Step 1. The LT shall send a TCP segment with the SYN flag set.
Iteration Not applicable

Expected re-|After step 1:
sponse

The IUT sends a TCP segment with the SYN and ACK flags set.

Remark —

Table 158 specifies the CTC_TCP_BASICS_02 - [syn_recv] ACK - [ESTABLISHED].
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Table 158 — CTC_TCP_BASICS_02 - [syn_recv] ACK - [ESTABLISHED]

Item Content

CTC # - Title |CTC_TCP_BASICS_02 - [syn_recv] ACK - [ESTABLISHED]

Purpose This CTC verifies that the IUT in SYN-RCVD state transits to ESTABLISHED state after receiving
a TCP segment with an ACK flag set.

Reference RFC 793:1981,[71 3.2

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.

Step 1. The LT shall send a TCP segment with an ACK flag set for the TCP segment-with SYN and

ACK flags set just received from the IUT.

Iteration Not applicable

Expected re-|After step 1: The LT verifies that the IUT transits to ESTABLISHED-stdte.

sponse

Remark —

Table 159 [specifies the CTC_TCP_BASICS_03 - [ESTABLISHED] FIN - ACK [CLOSE_WAIT].

Table 159 — CTC_TCP_BASICS_03 - [ESTABLISHED}FIN - ACK [CLOSE_WAIT]

Item Content

CTC #-Title |CTC_TCP_BASICS_03 - [ESTABLISHED] FIN - ACK [CLOSE_WAIT]

Purpose This CTC verifies that the TCP sends a TEP’segment with an ACK flag set for a FIN received|in
ESTABLISHED state.

Referencd RFC 793:1981,Z1 3.2

Prerequigite |TheIUT shall be powered on and'shall be linked-up with the test system. The IUT shall implem¢nt
the TCP/IP TestStub in accordahce with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shallbe parameterized in accordance with the configuration set-up parametg¢rs
as specified in Z6.5.

Step 1. The LT@hall send a TCP segment with a FIN and ACK flag set.

Iteration Not applicable

Expected re-|After step 1: The IUT sends a TCP segment with an ACK flag set for the FIN.

sponse

Remark >

Table 160 kspecifies the CTC_TCP_BASICS 04 - [CI.OSED] data(no ack, no rst) - RST(seq 0) [CI.OSED]

Table 160 — CTC_TCP_BASICS_04 - [CLOSED] data(no ack, no rst) - RST(seq 0) [CLOSED]

Item Content
CTC # - Title |CTC_TCP_BASICS_04 - [CLOSED] data(no ack, no rst) - RST(seq 0) [CLOSED]
Purpose This CTC verifies that the TCP, in CLOSED state, sends an RST with zero sequence number in
response to an incoming TCP segment not containing RST or ACK flags.
Reference RFC 793:1981,1Z139
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement

the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
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Table 160 (continued)

Item Content
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The LT shall send a TCP segment of type TCP-Segment.
Iteration a) case: TCP-Segment = TCP segment with a SYN flag set.
b) case: TCP-Segment = TCP segment with a FIN flag set.
c) case: TCP-Segment = data segment.

Expected re-|After step 1 case a) to c¢): The IUT sends a TCP segment with an RST flag with-zerd sequence

sppnse number.

Relmark —

Tallzle 161 specifies the CTC_TCP_BASICS_05 - [CLOSED] data(ack, no rst) - RST(seq - ack) [CLOSED].
Table 161 — CTC_TCP_BASICS_05 - [CLOSED] data(ack, no rst) ~-RST(seq - ack) [CLQSED]
Item Content

CTC # - Title |CTC_TCP_BASICS_05 - [CLOSED] data(ack, no rst) ~RST(seq - ack) [CLOSED]

Purpose This CTC verifies that the TCP, in CLOSED state, Sends an RST with sequence number faken from

SEG.ACK in response to an incoming segment.centaining ACK and not containing RST.
Rdference RFC 793:1981,Z1 3.2
Prierequisite |The IUT shall be powered on and shall belinked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be\in accordance with Figure 8.
The test system shall be patameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The LT shall send'd TCP segment of type TCP-Segment.
It¢ration a) case: TCP-Segment = TCP segment with SYN and ACK flags set.
b) case: TEP*Segment = TCP segment with an ACK flag set.
Expected re-|After step-1 case a) to b): The IUT sends a TCP segment with an RST flag set with sequerjce number
sppnse same as-the acknowledge number of the received TCP segment.
Rdmark =<

TalLle 162 spegifies the CTC_TCP_BASICS_06 - [CLOSED] OPEN call - SYN.

Table 162 — CTC_TCP_BASICS_06 - [CLOSED] OPEN call - SYN

ftem Content

CTC # - Title |CTC_TCP_BASICS_06 - [CLOSED] OPEN call - SYN

Purpose This CTC verifies that the TCP, in CLOSED state, sends a SYN flag on an active OPEN call.

Reference RFC 793:1981,[Z1 3.2

Prerequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
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Table 162 (continued)

Item Content
Step 1. The UT shall cause the IUT application to issue an active OPEN call by using the service
primitive CONNECT.
Iteration Not applicable
Expected re-|After step 1: The IUT sends a TCP segment with a SYN flag set.
sponse
Remark —
Table 163 [specifies the CTC_TCP_BASICS_07 - [syn_sent] SYN/ACK - ACK [ESTABLISHED].
Table 163 — CTC_TCP_BASICS_07 - [syn_sent] SYN/ACK - ACK [ESTABLISHED]
Item Content
CTC # -Title |CTC_TCP_BASICS_07 - [syn_sent] SYN/ACK - ACK [ESTABLISHED]
Purpose This CTC verifies that the TCP, in SYN-SENT state, moves to ESTABLISHED ‘state after receiving
SYN and ACK flags.
Referencd RFC 793:1981,1Z1 3.2
Prerequigite |TheIUT shall be powered on and shall be linked-up with the testsystem. The IUT shall implemént
the TCP/IP TestStub in accordance with 6.5. The IUT shall be'running and the TCP/IP TestSub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance-with the configuration set-up parametg¢rs
as specified in 7.6.5.
Step 1. The LT shall send a TCP segment with SYN"and ACK flags set for the SYN flag just receiyed
from the IUT.
Iteration Not applicable
Expected re-|After step 1: The IUT sends a TCP'segment with an ACK flag set.
sponse After step 1: The LT verifiesithat the IUT transits to ESTABLISHED state.
Remark —
Table 164 [specifies the CTC_TCP_BASICS_08 - [established | CLOSE_WAIT ] close - FIN [...].
Tjable 164 — CTC_TCP_BASICS_08 - [ESTABLISHED | CLOSE-WAIT] close - FIN [...]
Item Content
CTC # - Title |CTC_TCGP-BASICS_08 - [established | CLOSE_WAIT ] close - FIN [...]
Purpose This €TC verifies that the TCP sends a TCP segment with a FIN flag set on a CLOSE call in ESTAB-
LASHED or CLOSE-WAIT state.
Referencd RFC 793:1981,1Z1 3.2
Prerequigite/ [The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemént
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The UP shall cause the IUT to transit to TCP-State.
2. The UT shall cause the IUT application to issue a CLOSE call by using the service primitive
CLOSE_SOCKET.
Iteration a) case: TCP-State = ESTABLISHED;
b) case: TCP-State = CLOSE-WAIT.
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Table 164 (continued)

Item

Content

Expected re-|After step 2 case a) to b):The IUT sends a TCP segment with a FIN flag set.
sponse

Re

mark

Table 165 specifies the CTC_TCP_BASICS_09 - [LAST-ACK] ACK of FIN - [CLOSED].

Table 165 — CTC_TCP_BASICS_09 - [LAST-ACK] ACK of FIN - [CLOSED]

Item Content
CTC # - Title |CTC_TCP_BASICS_09 - [LAST-ACK] ACK of FIN - [CLOSED]
Purpose This CTC verifies that the TCP, in LAST-ACK state, transists to CLOSED state'after recefving a TCP
segment with an ACK flag set for the previously transmitted FIN flag.
Rdference RFC 793:1981,[71 3.2
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be-runtning and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8:
The test system shall be parameterized in accordanée'with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The UP shall cause the IUT to transit to LAST-ACK state.
2. The LT shall send an ACK flag for theFIN just received from the IUT.
3. The LT shall send a TCP segmentwithout an RST flag set.
Itgration Not applicable
Expected re-|After step 3: The IUT sends,a TCP segment with an RST flag set (this indicates that the IUT
sppnse is in CLOSED state).
Rdmark —
TalLle 166 specifies the CTC_TCR_BASICS_10 - [FIN-WAIT-1| FIN-WAIT-2] FIN - ACK.
Table 166 —< GTC_TCP_BASICS_10 - [FIN-WAIT-1| FIN-WAIT-2] FIN - ACK
Item Content
CTC # - Title |CTC-TCP_BASICS_10 - [FIN-WAIT-1| FIN-WAIT-2] FIN - ACK
Pyrpose This CTC verifies that the TCP sends a TCP segment with an ACK flag for a FIN receiyed in FIN-
WAIT-1 or FIN-WAIT-2 state.
Rdference RFC 793:1981,[71 3.2
Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shattbeactive:
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The UP shall cause the IUT to transit to TCP-State.
2.  The LT shall send a TCP segment with a FIN flag set.
Iteration a) case: TCP-State = FIN-WAIT-1;
b) case: TCP-State = FIN-WAIT-2.
Expected re-|After step 2 case a) to b):The IUT sends a TCP segment with an ACK flag set.
sponse
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Table 166 (continued)

Item Content

Remark —

Table 167 specifies the CTC_TCP_BASICS_11 - [FIN-WAIT-2 - TIME-WAIT] delay(2 x MSL) - [CLOSED].

Table 167 — CTC_TCP_BASICS_11 - [FIN-WAIT-2 - TIME-WAIT] delay(2 x MSL) - [CLOSED]

Item Content

CTC# - Title [CTC_TCP_BASICS_IT - [FIN-WAIT-Z - TIME-WAIT] delay(Z X MSLJ - [CLOSED]

Purpose This CTC verifies that the TCP, in TIME-WAIT state, moves on to CLOSED state after a tinteouf of
2 x MSL, where TIME-WAIT state is reached through FIN-WAIT-2 state.

Referencg RFC 793:1981,[71 3.2

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The [lUT\shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the\TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.

Step 1. The UP shall cause the IUT to transit to TIME-WAITE state, where TIME-WAIT state|
reached through FIN-WAIT-2 state.

—

S

2. The LT shall send a TCP segment with a FIN flag set.

3.  The LT shall send a TCP segment with a FIN.flag set after 2 x MSL + 20 %.
Iteration Not applicable
After step 2: The IUT sends a TCP segment with an ACK flag set.

Expected re
sponse

—

After step 3: The IUT sends a TCPsegment with an RST flag (this indicates that the IUT i
CLOSED state).

Remark —

n

Table 168|specifies the CTC_TCP_BASIGS_12 - [CLOSING - TIME-WAIT] delay(2 x MSL) - [CLOSED].

Table 168 — CTC_TCP_BASIGS_12 - [CLOSING - TIME-WAIT] delay(2 x MSL) - [CLOSED]

Item Content
CTC # - Title |CTC_TCP_BASICS_12 - [CLOSING - TIME-WAIT] delay(2 x MSL) - [CLOSED]
Purpose This CTCverifies that the TCP, in TIME-WAIT state, transits to CLOSED state after a timeout df 2

x MSLywhere TIME-WAIT is reached through CLOSING state.
Referencd REE 793:1981,[Z1 3.2

Prerequigite< | The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implemént
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UP shall cause the IUT to transit to TIME-WAIT state, where TIME-WAIT state is
reached through CLOSING state.

2. The LT shall send a TCP segment with an ACK flag set for the FIN flag just received from the
IUT.

3.  The LT shall send a TCP segment with a FIN flag set after 2 x MSL + 20 %.
Iteration Not applicable
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Table 168 (continued)

Item Content

Expected re-|After step 3: The IUT sends a TCP segment with an RST flag set (this indicates that the IUT
sponse is in CLOSED state).

Remark —

Table 169 specifies the CTC_TCP_BASICS_13 - [FIN-WAIT-2- TIME-WAIT] delay(2 x MSL) - no change
yet.

Table 169 — CTC_TCP_BASICS_13 - [FIN-WAIT-2- TIME-WAIT] delay(2 x MSL) - no change yet
Item Content
CTC # - Title |CTC_TCP_BASICS_13 - [FIN-WAIT-2- TIME-WAIT] delay(2 x MSL) - no change yet
Purpose This CTC verifies that the TCP, in TIME-WAIT state, does not move to CLOSED state bgfore expi-

ration of 2 x MSL time, where TIME-WAIT is reached through FIN-WAIT-2 state.
Rdference RFC 793:1981,[Z1 3.2

Prierequisite |TheIUT shall be powered on and shall be linked-up with the testsystem. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall®be running and the TCP/IP TestStub
shall be active.

Seft-up The test system set-up shall be in accordance with Eigure 8.

The test system shall be parameterized in accordange with the configuration set-up parameters
as specified in 7.6.5.

The IUT shall be in FIN-WAIT-2 state.

Step 1. The UP shall cause the IUT to transit to TIME-WAIT state, where TIME-WA|T state is
reached through FIN-WAIT-2 state:

2.  The LT shall send a TCP segmient with a FIN flag set.

3. The LT shall send a TCP'segment with a FIN flag set within 2 x MSL.
Itgration Not applicable

ExE)ected re-|After step 2: The NJT sends a TCP segment with an ACK flag set.

sppnse After step 3: The IUT sends a TCP segment with an ACK flag set.

Rejmark —

Talple 170 specifies the-GTC_TCP_BASICS_14 - [CLOSING - TIME-WAIT] delay(2 x MSL) - no chpnge yet.

Table 170 —=‘CTC_TCP_BASICS_14 - [CLOSING - TIME-WAIT] delay(2 x MSL) - no charge yet

Item Content
CTC # - Title |CTC_TCP_BASICS_14 - [CLOSING - TIME-WAIT] delay(2 x MSL) - no change yet
Purpose This CTC verifies that the TCP, in TIME-WAIT state, does not transit to CLOSED state|before ex-

piration of 2 x MSL time, where TIME-WAIT is reached through CLOSING state.
Reference RFC 793:1981,[Z1 3.2

Prerequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
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Table 170 (continued)

Item Content
Step 1. The UT shall cause the IUT to transit to TIME-WAIT state, where TIME-WAIT state is
reached through CLOSING state.
2. The LT shall send a TCP segment with an ACK flag set for the FIN flag just received from the
IUT.
3. The LT shall send a TCP segment with a FIN flag set within 2 x MSL.
Iteration Not applicable
Expected re-|After step 3: The IUT sends sends a TCP segment with an ACK flag set.
sponse
Remark —
Table 171 kpecifies the CTC_TCP_BASICS_17 - Simultaneous open call.
Table 171 — CTC_TCP_BASICS_17 - Simultaneous open call
Item Content
CTC # - Title |CTC_TCP_BASICS_17 - Simultaneous open call
Purpose This CTC verifies that the TCP supports simultaneous OPEN(attémpts.
Referencg RFC 1122:1989,[21 4,2.2.10
Prerequigite |TheIUT shall be powered on and shall be linked-up witlrthe test system. The IUT shall implemgnt
the TCP/IP TestStub in accordance with 6.5.
Set-up The test system set-up shall be in accordance with’Figure 8.
The test system shall be parameterized in aceordance with the configuration set-up parametg¢rs
as specified in 7.6.5.
Step 1. The UT shall cause the IUT application to issue an active open call by using the servjce
primitive CONNECT.
2. The LT shall send a TCP segment with a SYN flag set simultaneously.
3.  The LT shall send a TE€P segment with SYN and ACK flags set for the SYN flag received fr¢m
the IUT.
Iteration Not applicable
Expected re-|After step 1: The IUT sends a TCP segment with a SYN flag set.
sponse After step 2¢ The IUT sends a TCP segment with SYN and ACK flags for the SYN flag just fe-
ceived.
After Step 3: The IUT sends a TCP segment with an ACK flag for the SYN and ACK flags jyist
receiyed.
After step 3: The LT verifies that the IUT transits to ESTABLISHED state.
Remark —

7.6.6.2 CTC_TCP_CHECKSUM - Processing and generating TCP checksums

Table 172 specifies the CTC_TCP_CHECKSUM_01 - Receiver check - checksum ok test case.

Table 172 — CTC_TCP_CHECKSUM _01 - Receiver check - checksum ok

Item Content
CTC # - Title |CTC_TCP_CHECKSUM_01 - Receiver check - checksum ok
Purpose This CTC verifies that the receiver TCP checks the checksum in any incoming segment and ac-

knowledges in case of no error.
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Table 172 (continued)

Item Content

Reference RFC 1122:1989,[21 4.2.2.7;

RFC 793:1981,171 3.1.

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The testsystem shall be parameterized In accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UP shall cause the IUT to transit to ESTABLISHED state.
2. The LT shall send a TCP data segment with correct checksum.

Itgration Not applicable

Expected re-|After step 2: The IUT sends a TCP segment with an ACK flag setfor the TCP data segment just

sppnse received.

Rdmark —

Tallzle 173 specifies the CTC_TCP_CHECKSUM_02 - Receiver check #€hecksum not ok.
Table 173 — CTC_TCP_CHECKSUM_02 - Receiver check - Checksum not ok
Item Content

CTC # - Title |CTC_TCP_CHECKSUM_02 - Receiver check’* Checksum not ok

Puyrpose This CTC verifies that the receiver TCP checks the checksum in any incoming segmer]t and does
not acknowledge in case of an errap.

Rdference RFC 1122:1989,[21 4.2.2.7;

RFC 793:1981,1Z1 3.1.

Prierequisite |TheIUT shall be poweredon and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in.accordance with 6.5.

Sef-up The test systemesét-up shall be in accordance with Figure 8.
The test system-shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. THe-UP shall cause the IUT to transit to ESTABLISHED state.
24 \The LT shall send a TCP data segment with incorrect checksum.

It¢ration Not applicable

Expected.xe-|After step 2: The IUT does not send a TCP segment with an ACK flag set.

sppnse

Rdmark —

[

Table 174 specifies the CTC_TCP_CHECKSUM_03 - Sender computes checksum.

Table 174 — CTC_TCP_CHECKSUM_03 - Sender computes checksum

Item Content
CTC # - Title |CTC_TCP_CHECKSUM_03 - Sender computes checksum
Purpose This CTC verifies that the IUT generates a correct checksum.
Reference RFC 1122:1989,[21 4.2.2.7;
RFC 793:1981,[71 3.1.
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Table 174 (continued)
Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1 The IIP shall canse the IUT to transit to ESTARILISHED state

2. TheUT shall cause the IUT application to issue a send request by using the service primitjve
SEND_DATA.

Iteration Not applicable

Expected re-|After step 2: The IUT sends the TCP data segment.

sponse After step 2: The LT verifies that the TCP segment contains the correct checksum.

Remark —

Table 175 specifies the CTC_TCP_CHECKSUM_04 - Use clock-driven ISN selection.
Table 175 — CTC_TCP_CHECKSUM_04 - Use clock-driven ISN selection
Item Content

CTC# -Title |CTC_TCP_CHECKSUM_04 - Use clock-driven ISN selecbion

Purpose This CTC verifies that a TCP uses the specified clock!driven selection of initial sequence numbdrs.
This CTC checks that ISN changes with each néw connection.

Referencd RFC 1122:1989,[214.2.2.9;

RFC 793:1981,Z1 3.3.

Prerequigite |TheIUT shall be powered on and shall'be linked-up with the test system. The IUT shall implem¢nt
the TCP/IP TestStub in accordange with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parametg¢rs

as specified in 7.6.5!

Step 1. The UT shall-cause the IUT application to issue an active open call by using the servjce

primitives\CONNECT.

2. TheLT/shall send a TCP segment with RST and ACK flags set to transit the IUT to CLOSED
state.

3w=—The UT shall cause the IUT application to issue another active open call by using the servjce
primitive CONNECT.

Iteration Not applicable

Expected re-

After step 1: The IUT sends a TCP segment with the SYN flag set.

sponse After step 3: The IUT sends a TCP segment with the SYN flag set.
After step 3: The LT verifies that the sequence number of the recent TCP segment with the
SYN flag set is different from the sequence number of the previous TCP segment with the SYN
flag set.

Remark —

7.6.6.3 CTC_TCP_UNACCEPTABLE - Processing unacceptable acknowledgments and out-of-
window sequence numbers

Table 176 specifies the CTC_TCP_UNACCEPTABLE_01 - [syn-recv] RST - [listen] (passive open) test case.
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Table 176 — CTC_TCP_UNACCEPTABLE_01 - [syn-recv] RST - [listen] (passive open)

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_01 - [syn-recv] RST - [listen] (passive open)

Purpose This CTC verifies that the TCP returns to LISTEN state on receiving an acceptable RST in SYN-
RCVD state, where SYN-RCVD is reached through LISTEN state.

Reference RFC 793:1981,[71 3.4

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to SYN-RCVD state reached through LISTEN state.

2. The LT shall send a TCP segment with the RST flag set (as if the\TCP segment with the SYN
and ACK flags set just received from the IUT was unexpected).
Itgration Not applicable
Expected re-|After step 2: The IUT does not send a TCP segment in response.
s;)}mse After step 2: The LT verifies that the IUT transits to-LISTEN state.
Rdmark —
Tallzle 177 specifies the CTC_TCP_UNACCEPTABLE_02 - [syn-recv] RST out-of-window - [syn-tecv].
Table 177 — CTC_TCP_UNACCEPTABLE_02.X [syn-recv] RST out-of-window - [syn-1jecv]
Item Content
CTC # - Title |CTC_TCP_UNACCEPTABLE_02.-T[syn-recv] RST out-of-window - [syn-recv]
Purpose This CTC verifies that the,TCP does not change state on receiving an unacceptable RST in SYN-
RCVD state.

Rdference RFC 793:1981,[71 3.4

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TegtStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active;

Set-up The test system set-up shall be in accordance with Figure 8.

Thetestsystem shall be parameterized in accordance with the configuration set-up parameters
asspecified in 7.6.5.
Step 1.  The UT shall cause the IUT to transit to SYN-RCVD state.
2.  The LT shall send a TCP segment with an RST flag set with a sequence number gutside the
receive window of the IUT.
Itgration Not applicable
Expected re-|After step 2: The IUT does not send a TCP segment in response.
sponse After step 2: The UT verifies that the IUT remains in SYN-RCVD state.
Remark —

Table 178 specifies the CTC_TCP_UNACCEPTABLE_03 - [syn-recv] unacceptable ACK - RST [syn-recv].

Table 178 — CTC_TCP_UNACCEPTABLE_03 - [syn-recv] unacceptable ACK - RST [syn-recv]

Item Content
CTC # - Title |CTC_TCP_UNACCEPTABLE_03 - [syn-recv] unacceptable ACK - RST [syn-recv]
Purpose This CTC verifies that the TCP sends an RST after receiving an unacceptable ACKin SYN-RCVD state.
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Table 178 (continued)
Item Content
Reference RFC 793:1981,[Z1 3.4
Prerequisite  |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
asspecifiedin 76 5
Step 1. The UT shall cause the IUT to transit to SYN-RCVD state.
2. The LT shall send a TCP segment with an ACK flag set with an unacceptable acknowledge
number.
Iteration Not applicable
Expected re-|After step 2: The IUT sends a TCP segment with an RST flag set.
sponse
Remark —

Table 179 specifies the CTC_TCP_UNACCEPTABLE_04 - [ESTABLISHED] out-of-window SHQ/

unacceptdble ACK - empty message with sequence [ESTABLISHED].

Table 179 — CTC_TCP_UNACCEPTABLE_04 - [ESTABLISHED] out-of-window SEQ/unacceptable

ACK - empty message with sequence [ESTABLISHED]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_04 - [ESTABLISHED] out-of-window SEQ/unacceptable ACK - empty
message with sequence [ESTABLISHED]

Purpose This CTC verifies that the TCP, in ESTABLISHED state, sends a TCP segment with an ACK flag fet
and proper sequence and acknowledgé number in response to a TCP data segment with out-pof-
window sequence number or unacceptable acknowledge number and the connection remaingin
the same state.

Referencd RFC 793:1981,[Z1 3.4

Prerequigite |TheIUT shall be poweredon and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStulb'in-accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system’set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.

Step 1. < The UT shall cause the IUT to transit to ESTABLISHED state.
2= The LT shall send a TCP segment of type TCP-Segment.

Iteration a) case: TCP-Segment = TCP data segment with Out-Of-Window sequence number.

b) case: TCP-Segment = TCP data segment with an unacceptable acknowledge number.

Expected re-|After step 2 case a) to b):The IUT sends a TCP segment with an ACK flag set and with current

sponse sequence number and the acknowledge number indicating the next sequence number expected.
After step 2 case a) to b): The IUT remains in the ESTABLISHED state.

Remark —

Table 180 specifies the CTC_TCP_UNACCEPTABLE_05 - [listen] unacceptable ACK - RST [listen].
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Table 180 — CTC_TCP_UNACCEPTABLE_05 - [listen] unacceptable ACK - RST [listen]

sponse

Item Content
CTC # - Title |CTC_TCP_UNACCEPTABLE_05 - [listen] unacceptable ACK - RST [listen]
Purpose This CTC verifies that the TCP, in LISTEN state, sends an RST flag set after receiving a TCP seg-
ment that is carrying an unacceptable ACK flag and the connection remains in the same state.
Reference RFC 793:1981,[71 3.4
Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-ip parameters
as specified in 7.6.5.
Step 1. The UT shall cause the IUT to transit to LISTEN state.
2. The LT shall send a TCP segment of type TCP-Segment.
It¢ration a) case: TCP-Segment = TCP segment with SYN and ACK flags set and with unpcceptable
acknowledge number;
b) case: TCP-Segment=TCP segment with an ACK flag Set'and with unacceptable acknowledge
number.
Expected re-|After step 2 case a) to b):The IUT sends a TCP segment with an RST flag set.
s;)}mse After step 2 case a) to b):The IUT remains in LISTEN state.
Rdmark —
TalLle 181 specifies the CTC_TCP_UNACCEPTABLE 06 - [ESTABLISHED] out-of-window SYN -|ACK (seq)
[ESTABLISHED].
Table 181 — CTC_TCP_UNACCEPTABLE _06 - [ESTABLISHED] out-of-window SYN - ACK (seq)
[ESTABLISHED]
Item Content
CT|C # - Title |CTC_TCP_UNACCERTABLE_06 - [ESTABLISHED] out-of-window SYN - ACK (seq) [ESTABLISHED]
Purpose This CTC verifies that the TCP, in ESTABLISHED state, sends a TCP segment with an ACK flag set,
indicating the/correct sequence number it expects, after receiving a SYN with an out-pf-window
sequencé niimber.
Rdference RFC79371981,[Z1 3.4
Prierequisite |ThelUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The UT shall cause the IUT to transit to ESTABLISHED state.
2. The LT shall send a TCP segment with a SYN flag set with an Out-Of-Window sequence
number.
Iteration Not applicable
Expected re-|After step 2: The IUT sends a TCP segment with an ACK flag set and an acknowledge number

indicating the next expected sequence number.

Remark

Table 182 specifies the CTC_TCP_UNACCEPTABLE_07 - [listen] old SYN/ACK - RST [listen].
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Table 182 — CTC_TCP_UNACCEPTABLE_07 - [listen] old SYN/ACK - RST [listen]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_07 - [listen] old SYN/ACK - RST [listen]

Purpose This CTC verifies that the TCP, in LISTEN state, sends an RST after receiving a spurious SYN, ACK
that potentially corresponds to an old SYN.

Reference RFC 793:1981,[71 3.4

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall he active

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to LISTEN state.
2. The LT shall send a TCP segment with a SYN and ACK flag set.

Iteration Not applicable

Expected re-|After step 2: The IUT sends a TCP segment with an RST flag set:

sponse

Remark —

Table 183 specifies the CTC_TCP_UNACCEPTABLE_08 - [syn-sent] unacceptable ACK - RST (seq).

Tahle 183 — CTC_TCP_UNACCEPTABLE_08 - [syn-sernt} unacceptable ACK - RST (seq)

Item Content

CTC#-Title |CTC_TCP_UNACCEPTABLE_08 - [syn-sent}tinacceptable ACK - RST (seq)

Purpose This CTC verifies that the TCP, in SYN-SENT state, sends an RST in response to a segment that
acknowledges something not yet sent (the segment carries an unacceptable ACK).

Referencg RFC 793:1981,[71 3.4

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemgnt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestSfub
shall be active.

Set-up The test system set{upshall be in accordance with Figure 8.
The test system.shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in.Z.6.5.

Step 1. The UTyshall cause the IUT to transit to SYN-SENT state.
2. _ThelT shall send a TCP segment of type TCP-Segment.

Iteration a).\case: TCP-Segment = TCP segment with SYN and ACK flags set and with unacceptaple

acknowledge number.

b) case: TCP-Segment = TCP segment with an ACK flag set and with unacceptable acknowledge

number.

Expected re-
sponse

After step 2 case a) to b):The IUT sends a TCP segment with an RST flag set with sequence number
same as the acknowledge number of the incoming segment.

Remark

Table 184 specifies the CTC_TCP_UNACCEPTABLE_09 - [FIN-WAIT-1] out-of-window sequence
unacceptable ACK - ACK (seq, ack) [FIN-WAIT-1].
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Table 184 — CTC_TCP_UNACCEPTABLE_09 - [FIN-WAIT-1] out-of-window sequence
unacceptable ACK - ACK (seq, ack) [FIN-WAIT-1]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_09 - [FIN-WAIT-1] out-of-window sequence | unacceptable ACK - ACK
(seq, ack) [FIN-WAIT-1]

Purpose This CTC verifies that the TCP, in FIN-WAIT-1 state, sends a TCP segment with an ACK flag set
and proper sequence and acknowledge number in response to a TCP data segment with out-of-
window sequence number or unacceptable acknowledge number and the connection remains in
the same state.

Rdference RFC 793:1981,141 3.4

Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT-shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the) TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to FIN-WAIT-1 staté.

2. The LT shall send a TCP segment of type TCP-Segmeént:
Itgration a) case: TCP-Segment = data segment with Out-Of-Window sequence number.

b) case: TCP-Segment = data segment with andhacceptable acknowledge number.

ExE)ected re-|After step 2 case a) to b):The IUT sends a TCR-segment with an ACK flag set and with current
sppnse sequence number and acknowledge numberindicating next sequence number expecfed.

After step 2 case a) to b):The IUT remains in FIN-WAIT-1 state.
Regmark —

Tallzle 185 specifies the CTC_TCP_UNACEGEPTABLE_10 - [FIN-WAIT-2] out-of-window spquence
unfcceptable ACK - ACK (seq, ack) [FIN-WAIT-2].

Table 185 — CTC_TCP_UNACCEPTABLE_10 - [FIN-WAIT-2] out-of-window sequencge |
unacceptable ACK - ACK (seq, ack) [FIN-WAIT-2]

Item Content

CTC # - Title |CTC_TCP.UNACCEPTABLE_10 - [FIN-WAIT-2] out-of-window sequence | unacceptablgd ACK - ACK
(seq, ack) [FIN-WAIT-2]
Pyrpose ThisCTC verifies that the TCP, in FIN-WAIT-2 state, sends a TCP segment with an ALK flag set
and/proper sequence and acknowledge number in response to a TCP data segment with out-of-
window sequence number or unacceptable acknowledge number and the connection femains in
the same state.

Rdference RFC 793:1981,[Z1 3.4

Prierequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the T(‘D/ID TestStub in accordance with 6 5 The [UT shall he rnnning and the Tr‘DI/I TestStub

shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to FIN-WAIT-2 state.

2.  The LT shall send a TCP segment of type TCP-Segment.
Iteration a) case: TCP-Segment = data segment with Out-Of-Window sequence number.

b) case: TCP-Segment = data segment with an unacceptable acknowledge number.

© IS0 2021 - All rights reserved 153


https://standardsiso.com/api/?name=f95be3452b00d5de8506bf1a4db5d6fb

1SO 21111-10:2021(E)

Table 185 (continued)

Item

Content

Expected re
sponse

After step 2 case a) to b):The IUT sends a TCP segment with an ACK flag set and with current
sequence number and acknowledge number indicating next sequence number expected.

After step 2 case a) to b):The IUT remains in FIN-WAIT-2 state.

Remark

Table 186 specifies the CTC_TCP_UNACCEPTABLE_11 - [CLOSING] out-of-window sequence |
unacceptable ACK - ACK (seq, ack) [CLOSING].

Table 186 — CTC_TCP_UNACCEPTABLE_11 - [CLOSING] out-of-window sequence | unacceptabfle

ACK - ACK (seq, ack) [CLOSING]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_11 - [CLOSING] out-of-window sequence | unacceptable ACK - ACK
(seq, ack) [CLOSING]

Purpose This CTC verifies that the TCP, in CLOSING state, sends a TCP segmentwith an ACK flag set and
proper sequence and acknowledge number in response to a TCP data-segment with out-of-wjn-
dow sequence number or unacceptable acknowledge number and the connection remains in fhe
same state.

Referencg RFC 793:1981,[71 3.4

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT-shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to trafisit to CLOSING state.
2. The LT shall send a TCP segrient of type TCP-Segment.

Iteration a) case: TCP-Segment = data.segment with Out-Of-Window sequence number.

b) case: TCP-Segment=-data segment with an unacceptable acknowledge number.

Expected re
sponse

After step 2 case a) to p):The IUT sends a TCP segment with an ACK flag set and with curr¢nt
sequence number-and acknowledge number indicating next sequence number expected.

After step 2 case/a) to b):The IUT remains in CLOSING state.

Remark

Table 187 specifies\’the CTC_TCP_UNACCEPTABLE_12 - [LAST-ACK] out-of-window sequenc¢ |

unacceptdble ACK\ACK (seq, ack) [LAST-ACK].

Table 187 < CTC_TCP_.UNACCEPTABLE_12 - [LAST-ACK] out-of-window sequence | unacceptable

1Z1

ALCIL ACIZ L k'\ [ILACT AL
AUNK T AUIKNOBTY, dLR ) TLAJST"AUNI]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_12 - [LAST-ACK] out-of-window sequence | unacceptable ACK - ACK
(seq, ack) [LAST-ACK]

Purpose This CTC verifies that the TCP, in LAST-ACK state, sends a TCP segment with an ACK flag set and
proper sequence and acknowledge number in response to a TCP data segment with out-of-win-
dow sequence number or unacceptable acknowledge number and the connection remains in the
same state.

Reference RFC 793:1981,[71 3.4
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Item Content

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step. 1 The UT shall canse the IUT to transit to LAST-ACK state
2. The LT shall send a TCP segment of type TCP-Segment.

It¢ration a) case: TCP-Segment = data segment with Out-Of-Window sequence numbher,
b) case: TCP-Segment = data segment with an unacceptable acknowledge number.

E)E)ected re-|After step 2 case a) to b):The IUT sends a TCP segment with an ACK'flag set and with current

sppnse sequence number and acknowledge number indicating next sequence number expected.
After step 2 case a) to b):The IUT remains in LAST-ACK state,

Rgmark —

Tallzle 188 specifies the CTC_TCP_UNACCEPTABLE_13 - [TIME*WAIT] out-of-window sgquence

unpcceptable ACK - ACK (seq, ack) [TIME-WAIT].

Table 188 — CTC_TCP_UNACCEPTABLE_13 - [TIME-WAIT] out-of-window sequenge |

unacceptable ACK - ACK (seq, ack) [TIME-WAIT]

Item Content

CTC # - Title |CTC_TCP_UNACCEPTABLE_13 - [TIME-WAIT] out-of-window sequence | unacceptabld ACK - ACK
(seq, ack) [TIME-WAIT]

Purpose This CTC verifies that the TCP, in TIME-WAIT state, sends a TCP segment with an ALK flag set
and proper sequence andacknowledge number in response to a TCP data segment with out-of-
window sequence number or unacceptable acknowledge number and the connection femains in
the same state.

Rdference RFC 793:1981,[7k3.4

Prierequisite |TheIUT shallbepowered on and shall be linked-up with the test system. The IUT shall jmplement
the TCP/P\TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be&active.

Set-up The'test system set-up shall be in accordance with Figure 8.

The'test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. The UT shall cause the IUT to transit to TIME-WAIT state.
2. The LT shall send a TCP segment of type TCP-Segment.
Ite"l’at;uu a) CadotT. TCP Scsulcut - data ocsulcut \A4 lth Cut Cf ‘VAV’;lldUVV ocqucuuc uulubcx.
b) case: TCP-Segment = data segment with an unacceptable acknowledge number.

Expected re-
sponse

After step 2 case a) to b):The IUT sends a TCP segment with an ACK flag set and wi

sequence number and acknowledge number indicating next sequence number expected.

After step 2 case a) to b):The IUT remains in TIME-WAIT state.

th current

Remark

Table 189 specifies the CTC_TCP_.UNACCEPTABLE_14 - [CLOSE-WAIT] out-of-window sequence
unacceptable ACK - ACK (seq, ack) [CLOSE-WAIT].
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Table 189 — CTC_TCP_UNACCEPTABLE_14 - [CLOSE-WAIT] out-of-window sequence

unacceptable ACK - ACK (seq, ack) [CLOSE-WAIT]

Item

Content

CTC # - Title

CTC_TCP_UNACCEPTABLE_14 - [CLOSE-WAIT] out-of-window sequence | unacceptable ACK - ACK
(seq, ack) [CLOSE-WAIT]

Purpose

This CTC verifies that the TCP, in CLOSE-WAIT state, sends a TCP segment with an ACK flag set
and proper sequence and acknowledge number in response to a TCP data segment with out-of-
window sequence number or unacceptable acknowledge number and the connection remains in
the same state.

Reference

RFC 793:1981,1413.4

Prerequigite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implem¢nt
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP)TestSqub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.

Step

1. The UT shall cause the IUT to transit to CLOSE-WAIT state.

2. The LT shall send a TCP segment of type TCP-Segment.

Iteration

a) case: TCP-Segment = data segment with Out-Of-Window sequence number.

b) case: TCP-Segment = data segment with an unacceptable acknowledge number.

Expected re
sponse

After step 2 case a) to b):The IUT sends a TCP segment with an ACK flag set and with curr¢nt
sequence number and acknowledge number indicatiiig next sequence number expected.

After step 2 case a) to b):The IUT remains in CLOSE-WAIT state.

Remark

7.6.6.4 [LTC_TCP_CALL_RECEIVE - Processing TCP RECEIVE calls received from the application

layer

Table 190|specifies the CTC_TCP_CALL_RECEIVE_04 - Receive: Reassemble queues incoming segmepts

[established | FIN-WAIT-1| FIN-WAIT-2}\test case.

Table 190 — CTC_TCP_CALL_RECEIVE_04 - Receive: Reassemble queues incoming segments

[established | FIN-WAIT-1| FIN-WAIT-2]

Item Content

CTC # - Title |CTC_TGPL.CALL_RECEIVE_04 - Receive: Reassemble queues incoming segments [established |
FIN-WAIT-1| FIN-WAIT-2]

Purpose This\CTC verifies that the TCP reassembles queued incoming segments and returns the datato
the application, if a RECEIVE call arrives in ESTABLISHED, FINWAIT-1 or FINWAIT-2 state.

Referencg RFC 793:1981,[71 3.9

Prerequisite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
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Table 190 (continued)

Item Content
Step 1. The UT shall cause the IUT to transit to TCP-State.

2. The LT shall send Number-Of-Data-Segments-Sent number of small sized Data-Segment-
Size data segments.

3. The UT shall cause the IUT application to issue a RECEIVE call by using the service
primitive RECEIVE_AND_FORWARD requesting data of length Number-Of-Data-Segments-
Sent x Data-Segment-Size.

Itgration a) case: TCP-State = ESTABLISHED state.

b) case: TCP-State = FINWAIT-1 state.

c) case: TCP-State = FINWAIT-2 state.

Expected re-|After step 3 case a) to c): The IUT responds with the reassembled data oflength Numbgr-Of-Data-
sppnse Segments-Sent x Data-Segment-Size.

Rdmark —

TalLle 191 specifies the CTC_TCP_CALL_RECEIVE_05 - Receive - Queued data [CLOSE-WAIT].

Table 191 — CTC_TCP_CALL_RECEIVE_05 - Receivez Queued data [CLOSE-WAIT]

Item Content
CTC # - Title |CTC_TCP_CALL_RECEIVE_05 - Receive - Quetied data [CLOSE-WAIT]
Purpose This CTC verifies that the TCP returns the,data to the application, if a RECEIVE call arrives in

CLOSE-WAIT state and there is data awaiting delivery.
Rdference RFC 793:1981,1713.9

Prierequisite |The IUT shall be powered on and-shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up The test system set-up-shall be in accordance with Figure 8.

The test system shall.be parameterized in accordance with the configuration set-up parameters
as specified in 7:6.5.

Step 1. The UTshall cause the IUT to transit to ESTABLISHED state.

2. TheLT shall send a data segment with a FIN flag set.

3.~The UT shall cause the IUT application to issue a RECEIVE call by using the service
primitive RECEIVE_AND_FORWARD.

4, TheIUT shall issue a RECEIVE call.

Itdgration Not applicable

ExE)ected re-|After step 4: The UT verifies that the IUT responds with the received data.
sponse

Remark —

7.6.6.5 CTC_TCP_CALL_ABORT - Processing TCP ABORT Calls Received from the Application
layer

Table 192 specifies the CTC_TCP_CALL_ABORT_02 - Abort - Closing connection [ESTABLISHED] -
[CLOSED] test case.
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Table 192 — CTC_TCP_CALL_ABORT_02 - Abort - Closing connection [ESTABLISHED] - [CLOSED]

Item Content
CTC # - Title |CTC_TCP_CALL_ABORT_02 - Abort - Closing connection [ESTABLISHED] - [CLOSED]
Purpose This CTC verifies that the TCP enters CLOSED state ifan ABORT call arrives in ESTABLISHED state.

Reference RFC 793:1981,[713.9

Prerequisite  |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

ooy 111 : 1 sl Q
Set-up TTICLESL S YSLCHT SCUUD SIIAIT DE TN dLLOTUdTICE WILITTTIEUL € O.

The test system shall be parameterized in accordance with the configuration set-up paradmetérs
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to ESTABLISHED state.

2. The UT shall cause the IUT application to issue an ABORT call by using the service primit{ve
CLOSE_SOCKET.

Iteration Not applicable
After step 2: The IUT sends a TCP segment with an RST flag set:

After step 3: The LT verifies that the IUT transits to CLOSED'state.
Remark —

Expected re
sponse

Table 193 specifies the CTC_TCP_CALL_ABORT_03 - Abort - Closing connection [CLOSING | LAST-A(QK |
TIME-WAIT] - [CLOSED].

Table 193 — CTC_TCP_CALL_ABORT_03 - Abort - Clasing connection [CLOSING | LAST-ACK |
TIME-WAIT] - [CLOSED]

Item Content
CTC # - Title |CTC_TCP_CALL_ABORT 03 - Abort —€losing connection [CLOSING | LAST-ACK | TIME-WAIT] -
[CLOSED]
Purpose This CTC verifies that the TCP enters CLOSED state if an ABORT call arrives in CLOSING, LA$T-

ACK or TIME-WAIT state.
Referencg RFC 793:1981,[71 3.9

Prerequigite |TheIUT shall be powered on and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub’in accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active;

Set-up The test system set-up shall be in accordance with Figure 8.

The testSystem shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified in 7.6.5.

Step 15" The UT shall cause the IUT to transit to TCP-State state.

2. The UT shall cause the IUT application to issue an ABORT call by using the service primit{ve

Fal iV aYel nEl oFaVal V4 nlal
VLUOL_JOUUNLT.

Iteration a) case: TCP-State = CLOSING state.

b) case: TCP-State = LAST-ACK state.

c) case: TCP-State = TIME-WAIT state.

Expected re-|After step 2 case a) to c¢): The IUT issues an ABORT call.
sponse

After step 2 case a) to c¢): The IUT transits to CLOSED state.

Remark
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7.6.6.6 CTC_TCP_FLAGS_INVALID - TCP segment flag generation in response to receiving invalid

segments

Table 194 specifies the CTC_TCP_FLAGS_INVALID_01 - [listen] RST - ignore test case.

Table 194 — CTC_TCP_FLAGS_INVALID_01 - [listen] RST - ignore

Item Content

CTC # - Title |CTC_TCP_FLAGS_INVALID_01 - [listen] RST - ignore

Purpose This CTC verifies that the TCP ignores an incoming segment withan RST flag setin LISTEN state.

Rdference RFC 793:1981,[Z13.9

Prierequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT.shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the!TCP/IP TestStub
shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to LISTEN state at aWell-Known-Port.
2. The LT shall send a TCP segment with SYN and RST-flags set.

Itgration Not applicable

Expected re-|After step 2: The IUT sends any response.

s;)}mse After step 2: The LT verifies that the I[UT reémains in the LISTEN state.

Rdmark —

Tallzle 195 specifies the CTC_TCP_FLAGS_INVALIDAOZ - [listen] ACK- RST(seq - ack) [listen].

Table 195 — CTC_TCP_FLAGS_INVALID_02 - [listen] ACK- RST(seq - ack) [listen
Item Content

CT|C # - Title |CTC_TCP_FLAGS_INVALID_02 - [listen] ACK- RST(seq - ack) [listen]

Purpose This CTC verifies'that the TCP in LISTEN state sends RST in response to an incomirlg segment
with an ACK flag'set and remains in the same state. The sequence number of RST is faken from
SEG.ACK.

Rdference RFC 79341981,[21 3.9

Prierequisite |ThelUT-shall be powered on and shall be linked-up with the test system. The IUT shall jmplement
the~T'CP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
Shall be active.

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to LISTEN state at a Well-Known-Port.
2. The LT shall send a TCP segment with SYN and ACK flags set.

Iteration Not applicable

Expected re-|After step 2: The IUT sends an RST control message with sequence number same as the ac-

sponse knowledge number of the incoming segment.
After step 2: The LT verifies that the IUT remains in the LISTEN state.

Remark —

Table 196 specifies the CTC_TCP_FLAGS_INVALID_03 - [syn-sent] ACK/RST- ignore.
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Table 196 — CTC_TCP_FLAGS_INVALID_03 - [syn-sent] ACK/RST- ignore

Item Content

CTC # - Title |CTC_TCP_FLAGS_INVALID_03 - [syn-sent] ACK/RST- ignore

Purpose This CTC verifies that the TCP in SYN-SENT state ignores a segment carrying an unacceptable
ACK and RST.

Reference RFC 793:1981,[Z1 3.9

Prerequisite |The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall he active

Set-up The test system set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up paramet¢rs
as specified in 7.6.5.
The IUT shall be in SYN-SENT state.

Step 1. The UT shall cause the IUT to transit to SYN-SENT state.
2. The LT shall send a TCP segment with ACK and RST flags set with an unacceptable

acknowledge number.
Iteration Not applicable

Expected re
sponse

After step 2: The IUT sends any response.
After step 2: The LT verifies that the IUT remains in SYN-SENT state.

Remark

Table 197 specifies the CTC_TCP_FLAGS_INVALID_04 - [syn-sent] RST- ignore.

Table 197 — CTC_TCP_FLAGS_INVALID: 04 - [syn-sent] RST- ignore

sponse

Item Content

CTC # - Title |CTC_TCP_FLAGS_INVALID_04 - [syn-Sent] RST-ignore

Purpose This CTC verifies that the TCR-inSYN-SENT state ignores an RST control message.

Referencg RFC 793:1981,[Z1 3.9

Prerequigite |The IUT shall be poweredon and shall be linked-up with the test system. The IUT shall implemé¢nt
the TCP/IP TestStub-in-accordance with 6.5. The IUT shall be running and the TCP/IP TestSub
shall be active.

Set-up The test system-set-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parametg¢rs
as specified’in 7.6.5.

Step 1. TheUT shall cause the IUT to transit to SYN-SENT state.
2.\ The LT shall send an RST control message.

Iteration Not applicable

ExpectedTe-TAfterstep2: ThetdTsemdsany resporrse:

After step 2: The LT verifies that the IUT remains in SYN-SENT state.

Remark

Table 198 specifies the CTC_TCP_FLAGS_INVALID_05 - [syn-sent] ACK/RST- [CLOSED].

Table 198 — CTC_TCP_FLAGS_INVALID_05 - [syn-sent] ACK/RST- [CLOSED]

Item Content
CTC # - Title |CTC_TCP_FLAGS_INVALID_05 - [syn-sent] ACK/RST- [CLOSED]
Purpose This CTC verifies that the TCP, in SYN-SENT state moves on to CLOSED state after receiving a

segment with ACK and RST flags set and acceptable acknowledge number.
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Table 198 (continued)

Item

Content

Reference

RFC 793:1981,1213.9

Prerequisite

The [UT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as Qpr—\r‘ifipd in7Z6°85

Step

1. The UT shall cause the IUT to transit to SYN-SENT state.

2. The LT shall send a TCP segment of type TCP-Segment with an RST flag set and with an
acceptable acknowledge number.

Itdration

a) case: TCP-Segment = TCP segment with SYN and ACK flags set.

b) case: TCP-Segment = TCP segment with an ACK flag set.

Expected re-

After step 2 case a) to b):The IUT transits to CLOSED state.

sppnse
Relmark —
Tallzle 199 specifies the CTC_TCP_FLAGS_INVALID_06 - [syn-sent] no syn/no rst- do nothing.
Table 199 — CTC_TCP_FLAGS_INVALID_06 - [syn-sent] no syn/no rst- do nothing
Item Content
CTC # - Title |CTC_TCP_FLAGS_INVALID_06 - [syn:-sefit] no syn/no rst- do nothing
Purpose This CTC verifies that the TCP, in.SYN-SENT state drops the segment and remains in the same
state after receiving a segment with neither SYN nor RST flag set.
Rdference RFC 793:1981,[Z13.9
Prierequisite |The IUT shall be poweredonh and shall be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.
Sef-up The test systemset-up shall be in accordance with Figure 8.
The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.
Step 1. TheUT shall cause the IUT to transit to SYN-SENT state.
2. The LT shall send a TCP segment of type TCP-Segment with an ACK flag set apd with an
acceptable acknowledge number.
It¢ration a) case: TCP-Segment = TCP segment without data.
b) case: TCP-Segment = TCP segment with data.

Aftersten 2 case sl to bl The U T does notchange s state.

After step 2 case a) to b): The LT verifies that the IUT does not send a TCP segment with SYN and
ACK flags set and remains in SYN-SENT state.

Remark

Table 200 specifies the CTC_TCP_FLAGS_INVALID_07 - [syn-rcvd] !RST(otw SEQ)- ACK(SEQ).

Table 200 — CTC_TCP_FLAGS_INVALID_07 - [syn-rcvd] 'RST(otw SEQ)- ACK(SEQ)

Item

Content

CTC # - Title

CTC_TCP_FLAGS_INVALID_07 - [syn-rcvd] IRST(otw SEQ)- ACK(SEQ)
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Table 200 (continued)

Item

Content

Purpose

This CTC verifies that the TCP, in SYN-RCVD state, sends ACK with the next expected sequence
number on receiving any segment (without RST) with an Outside-The-Window sequence number
and remains in the same state.

Reference

RFC 793:1981,[713.9

Prerequisite

The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implement
the TCP/IP TestStub in accordance with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Set-up

The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up pafamet¢rs
as specified in 7.6.5.

Step

1. The UT shall cause the IUT to transit to SYN-RCVD state.

2. The LT shall send a TCP segment of type TCP-Segment with an RST flag not set and with|an
unacceptable sequence number.

Iteration

a) case: TCP-Segment = TCP segment with a SYN flag set.

b) case: TCP-Segment = TCP segment with SYN and ACK flags set,
c¢) case: TCP-Segment = TCP segment with an ACK flag set

d) case: TCP-Segment = TCP segment with a FIN flag set.

e) case: TCP-Segment = TCP data segment.

Expected re-
sponse

After step 2 case a) to e): The IUT sends a TCP segment with an ACK flag set with acknowledge
number indicating the correct expected next;sequence number.

After step 2 case a) to e): The LT verifies that the [UT remains in SYN-RCVD state.

Remark

Table 20] specifies the CTC_TCP_FLAGS_INVALID_08 - [ESTABLISHED] (otw SEQ)- ACK(s¢q)

[ESTABLISHED].
Table 201 — CTC_TCP_FLAGS:INVALID_08 - [ESTABLISHED] (otw SEQ)- ACK(seq)
[ESTABLISHED]
Item Content
CTC # - Title |CTC_TCP_FILAGS_INVALID_08 - [ESTABLISHED] (otw SEQ)- ACK(seq) [ESTABLISHED]
Purpose This CTEyverifies that the TCP, in ESTABLISHED state, sends a TCP segment with an ACK flag wjth
the nextiexpected sequence number after receiving any segment with an Outside-The-Windpw
seqglienice number and remains in the same state.
Referencg REC 793:1981,1Z1 3.9
Prerequigite_}The IUT shall be powered on and shall be linked-up with the test system. The IUT shall implem¢nt
the TCP/IP TestStub in accordance with 6 5 The IIIT shall be running and the TCP/IP TestStlub
shall be active.
Set-up The test system set-up shall be in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall cause the IUT to transit to ESTABLISHED state.
2. The LT shall send a TCP segment of type TCP-Segment with an RST flag not set and with an
unacceptable sequence number.
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Table 201 (continued)

Item Content
Iteration a) case: TCP-Segment = TCP segment with a SYN flag set;
b) case: TCP-Segment = TCP segment with SYN and ACK flags set;
c) case: TCP-Segment = TCP segment with an ACK flag set;
d) case: TCP-Segment = TCP segment with a FIN flag set;
: e} case: TCP-Segment = TCP data segment

Expected re-

After step 2 case a) to e): The IUT sends a TCP segment with an ACK flag set with,ac

xnowledge

sppnse number indicating the correct expected next sequence number.

After step 2: The LT verifies that the IUT remains in ESTABLISHED state:

Relmark —

Tallzle 202 specifies the CTC_TCP_FLAGS_INVALID_09 - [FIN-WAIT-1] (otw SEQ)- ACK(seq) [FIN-WAIT-1].
Table 202 — CTC_TCP_FLAGS_INVALID_09 - [FIN-WAIT-1] (otw,SEQ)- ACK(seq) [FIN-WAIT-1]
Item Content

CTC # - Title |CTC_TCP_FLAGS_INVALID_09 - [FIN-WAIT-1] (otw.SEQ)- ACK(seq) [FIN-WAIT-1]

Purpose This CTC verifies that the TCP, in FINWAIT-1 state,'sends a TCP segment with an ACK flag with
the next expected sequence number after receiving any segment with an Outside-THe-Window
sequence number and remains in the same ‘state.

Rdference RFC 793:1981,[Z13.9

Prierequisite |TheIUT shall be powered on and shall'be linked-up with the test system. The IUT shall jmplement
the TCP/IP TestStub in accordancé/with 6.5. The IUT shall be running and the TCP/IP TestStub
shall be active.

Sef-up The test system set-up shall be’in accordance with Figure 8.

The test system shall be parameterized in accordance with the configuration set-up parameters
as specified in 7.6.5.

Step 1. The UT shall'cause the IUT to transit to FINWAIT-1 state.

2. The LT shall send a TCP segment of type TCP-Segment with an RST flag not set ahd with an
unaceeptable sequence number.

It¢ration a) cdser TCP-Segment = TCP segment with a SYN flag set.

b}, )case: TCP-Segment = TCP segment with SYN and ACK flags set.
¢) case: TCP-Segment = TCP segment with an ACK flag set.

d) case: TCP-Segment = TCP segment with a FIN flag set.

e) case: TCP-Segment = data segment.

Expected re-
sponse

After step 2 case a) to e): The IUT sends a TCP segment with an ACK flag set and with acknowledge

number indicating the correct expected next sequence number.

After step 2 case a) to e): The IUT remains in FINWAIT-1 state.

Remark

Table 203 specifies the CTC_TCP_FLAGS_INVALID_10 - [FIN-WAIT-2] (otw SEQ)- ACK(seq) [FIN-WAIT-2].

Table 203 — CTC_TCP_FLAGS_INVALID_10 - [FIN-WAIT-2] (otw SEQ)- ACK(seq) [FIN-WAIT-2]

Item

Content

CTC # - Title

CTC_TCP_FLAGS_INVALID_10 - [FIN-WAIT-2] (otw SEQ)- ACK(seq) [FIN-WAIT-2]
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