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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor—its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in theTechnical Barriers to Trade (TBT) www.iso
.org fliso/foreword.html.

This|document was prepared by Technical Committee ISO/TC 46, Information and doqumentation,
Subcpmmittee SC 10, Requirements for document storage and conditions for preservation.

Any feedback or questions on this documrent should be directed to the user’s national standprds body. A
complete listing of these bodies can e found at www.iso.org/members.html.
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INTERNATIONAL STANDARD

ISO 21110:2019(E)

Information and documentation — Emergency
preparedness and response

1

Scope

This document provides a context for emergency planning, response and recovery for all types of
an aychive, tibrary or museurnT cottections i Hght of otherexisting pramns- it provides Tes
othel stakeholders with an outline for planning, responding and recovering. This dooum
address the causes of a critical event, but the consequences and wider impacts. This-documn
a cydle for developing, exercising and reviewing a plan, and how to present a plansIt.aims t
responders to develop their capabilities in emergency preparedness and touch€s.on some
resppnse and recovery, where relevant, by highlighting indicators of good practice.

It is

hot intended to be an operations manual as there is no single approach that meets {

every site, nor is there one single set of organizational arrangements.that is appropriate
every type of emergency.

2

Normative references

Therge are no normative references in this document.

L

[erms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO gnd IEC maintain terminological databases for use in standardization at the following ¢

3.1

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

business continuity
capapility of the organization to continue delivery of products or services at acceptable lev¢
disryptive incident

[SOURCE: 1SO22300:2018, 2.3.10]

3.2

busipess‘continuity plan

BCP

ponders and
bnt does not
ent outlines
0 encourage
elements of

he needs of
to each and

ddresses:

bls following

documented procedures that guide organizations to respond, recover, resume, and restore to a pre-
defined level of operation following disruption

Note 1 to entry: Typically, this covers resources, services and activities required to ensure the continuity of
critical business functions.

[SOURCE: ISO/IEC 27031:2011, 3.3]

3.3

collection
documents and items under the stewardship of an archive, library or museums regardless of format

© IS0 2019 - All rights reserved
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3.4
emergency management
overall approach preventing emergencies and managing those that occur

Note 1 to entry: In general, emergency management utilizes a risk-management approach to prevention,
preparedness, response and recovery (3.11) before, during and after potentially destabilizing and/or
disruptive events.

[SOURCE: ISO 22300:2018, 3.78]

3.5
emergency preparedness
measures and action taken in advance to mitigate the effects of possible destructive events

Note 1 to entfy: This includes drawing up a disaster response plan.
[SOURCE: EN 15898:2011, 3.4.6]

3.6
emergencyfresponse
immediate phase in the aftermath of an event, consisting of gaining control,\limiting the extent df the
emergency gnd minimizing further damage

3.7
hazard
source of pgtential harm

Note 1 to entfy: Hazard can be a risk source.
[SOURCE: ISO Guide 73:2009, 3.5.1.4]

3.8
incident response
actions taken in order to stop the causes of an imminent hazard (3.7) and/or mitigate the consequgnces
of potentially destabilizing or disruptive events, and to recover to a normal situation

Note 1 to ently: Incident response is part of.the emergency management (3.4) process.
[SOURCE: IS0 22300:2018, 3.115]

3.9
mutual aidjagreement
written agreement between institutions that provides for assistance upon request, by furnighing
personnel, equipment, and/or expertise

3.10
pre-impact|phase
phase of wafning

3.11

recovery

restoration and improvement, where appropriate, of operations, facilities, collections (3.3), livelihoods
or living conditions of affected organizations, including efforts to reduce risk factors

[SOURCE: ISO 22300:2018, 3.187, modified — The term "collections" has been added.]

3.12

review

activity undertaken to determine the suitability, adequacy and effectiveness of a subject matter to
achieve established objectives

[SOURCE: ISO Guide 73:2009, 3.8.2.2]
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3.13
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative.

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project, product and process).

Note 3 to entry: Risk is often characterized by reference to potential events and consequences or a combination
of these.

Note [# To entry: Risk is often expressed in terms of a combination of the consequences of an evdnt (including
changes in circumstances) and the associated likelihood of occurrence.

Note |5 to entry: Uncertainty is the state, even partial, of deficiency of information related- to; und¢rstanding or
know/ledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1]

3.14
risk @assessment
overgll process of risk identification, risk analysis and risk evaluation

[SOURCE: ISO Guide 73:2009, 3.4.1]

3.15
risk management
coorgdlinated activities to direct and control an organization in regard to risk (3.13)

[SOURCE: ISO Guide 73:2009, 2.1.1]

3.16
risk management plan
schemne within the risk management framework specifying the approach, the management components
and fesources to be applied to the management of risk

[SOURCE: ISO Guide 73:2009, 2:1.3]

3.17
triage
priotjitizing or sorting-system to assess the severity of affected collections and to assign $tabilization
priotfities

4 Planning

4.1 | Process of preparing

4.1.1 General

Preparing is a continuous cycle of planning, organizing, equipping, training, evaluating and improving
procedures to ensure effective co-ordination and the enhancement of capabilities to respond and
recover in the event of an emergency.

Figure 1 illustrates this process.

© IS0 2019 - All rights reserved 3
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A continuous cycle <
G N

N N N

Planning Organizing Training Evaluation Improvements

V V V

Figure 1 — Process of preparing

NOTE See Annex C for a detailed diagram of emergency planning.

4.1.2 Establishing an emergency committee

An emergenicy committee shall be established.

This commi

[tee is responsible for the emergency preparedness and response plan. Senior manage

should be directly involved in the committee. This committee shall be responsible for:

— prepari

— managi
and the

The emerge

hg an emergency preparedness and response plan;

g an integrated response and recovery to an emergency affecting or threatening collec
r environment.

hcy committee should include:

— the emgrgency preparedness and response plan coordinater’with a background in conserv

and/or

Follections care or substantial knowledge of collections and buildings;

— senior hanagement with knowledge of the differenttemergency plans within the institutioy

busines
— full ran

— experts

5 continuity plan, emergency communicatioi“plan, etc.);
be of service groups;

with knowledge of:

— logistical implementation issuestsuch as financing, insurance, and governmental support;

— different emergency plans within the institution;

— conpservation and preservation;

— coll
— sta

— hea

ections and theitrpriorities;
ks and stotage management;

ting, ventilation and air-conditioning (HVAC) and other building systems.

— other stlakeholders.

ment

tions

htion

1 (i.e.

Expertise may be recruited from outside the institution as needed.

NOTE Annex A gives a list of stakeholders and their roles during an incident.

4.1.3 Establishing a documented program

The institut

— written

ion shall have a documented and scheduled program that includes:

policy approved by the leadership;

— established program goals and objectives;

— established program plans and procedures that safeguard the collections;

© ISO 2019 - All rights reserved
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— budget, purchase, and maintenance of standard emergency supplies and equipment;

— review process for continuous improvement;

— training plan and training programme.

4.1.4 Stating the emergency preparedness and response plan’s objective

The emergency preparedness and response plan for collections shall have a clearly stated objective.

The objective is a brief summary of the purpose of the emergency preparedness and response plan

tor

uce damage to the collections and their environment with prnr‘ndnrnc toaddress

azards that

pres

The
arany

NOTH
NOTH
scale

perio

The

4.2

4.2.1

The
to co

Build
assed

Risk
ina
seled
and 1
Risk
—

—

—

ent the highcést risks.

bjective shall include planning for small and large emergencies and the appropriate a
ge of circumstances, with emergency procedures to address each situation.

1  Emergency levels are defined in 4.3.
2 Lack of preparedness can lead to inadequate or inappropriate respehse and the escalati
emergency to a larger incident, with greater impact on more of the colléction and/or building,

d of time.

bjective shall specify the limitation on planning, sectors ar areas out of the scope.
Understanding identified risks and their impact

General

bmergency committee shall identify conditions or events that could contribute to los
[lections to proactively address hazard mitigation, emergency response and emergend

ing regulations mainly relate to life;safety and mechanical system operations. Ther

assessment can be used to support decisions about disaster prevention or protection g
hew or existing building.{It)can be used to provide general guidance or to support c}
tion of scenarios. A risk\assessment shall be carried out to identify the specific risks t
he site.

assessment can.dentify:
ompliancewith safety code and regulations;
omplianee with preservation standards and requirements;

orrective and compensatory measures against the identified hazards;

sment shall be conducted with regard to the protection of the building and collectiony.

rtions under

pn of a small-
over a longer

5 or damage
y recovery.

efore, a risk

f collections
oices in the
b collections

— balance between cost and risk reduction benefit;

— special events or temporary exhibitions that can compromise existing fire protection systems;

— acceptable risks especially for severe events;

— reliability of the emergency preparedness and response plan and/or the overall crisis management.

Effective risk assessment and management requires information about:

— collections and the building;

— hazards to these;

— collections and building vulnerabilities;

© ISO
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— potential impacts on these;

It is important that gaps in information or the need to gather more information (such as risk

controls that can be put in place.

assessments, surveys, etc.) are identified during the planning process.

The experti

the plan.

4.2.2

Accurately :
collections.

NOTE1 IS
existing build

NOTE2 IS
collections in

NOTE3 IS
collections.

Table 1 ranK

i o o sl
ldentll‘y llls 1IIdzZdadiluo

se of emergency services (such as representatives of local fire and police departments,
occupational health and safety officer, etc.) shall be requested for assessing the site risks and reviewing

hssessing hazards and identifying vulnerabilities is critical to understanding the, ris

D 11799 contains information on risks and requirements for a new construction ox. for reviewi
ling and for their maintenance.

D/TR 19815 contains information on risks and requirements for managing the environmg
arepository.

OD/TR 19814 contains information on risks and requirements fel»r managing library and arq

s the likelihood of hazards.

Table 1 — Ranking the likelihood of hazards

Established

The site is periodically affected by natural hazards (i.e. more than every 10 years).

unauthorized access.

Technical failures like leakages, pewer failures, etc. occur on a frequent basis or have beer
registered in the recent past years. Collections have been affected by technical failures in
recent past years.

Activities in the area aré hazardous to the site.

Credible

The site is prone to natural hazards which affect the site on a sporadic basis (i.e. less than
once every 10 years),

No damage, vandalism or unauthorized access against archives, libraries or museums has
been registéred in the area but in immediate vicinity other buildings could be a target.

Technical-failures like leakages or power failures have been registered in the past years b
withfioharm to collections.

Activities in the area can be hazardous to the site.

Potential

The region is prone to natural hazards, but the site has never been affected.

No damage, vandalism or unauthorized access against archives or libraries has been regis-
tered in the area.

umented.

Activities in the area are not hazardous to the site.

Minimal

The region is not prone to natural hazards and no critical event has been registered:-

umented.

Activities in the area are not hazardous to the site.

© ISO 2019 - All rights reserved
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4.2.3 Identifying building vulnerability

The building vulnerability assessment considers the potential impact of loss after an event, and
determines if critical systems will continue to function during an emergency.

It shall consider the age, function and style of the building to determine inherent risks, including fire risks.
The building vulnerability assessment shall consider the following factors:
— local area risks such as severe weather, tsunamis, mudslides, volcanoes, floods;

— site;

— Dbuilding envelope;

— physical structure and design;

— lheating ventilation air-conditioning;

— plumbing and gas systems;

— ¢lectrical systems;

— fiire detection and fire suppression systems;

— fiuel load constituted mainly of paper-based collections;
— (ise of non-storage areas for storage;

— 3djacency with science laboratories or chemical storage;
— ¢hanging exhibition and display areas;

— prior or chronic infrastructure problents:

The yulnerability assessment shall consider external factors, including:
— 4ccess conditions for rescue vehicles;

— flire-fighting water supply;

=

ime of response toan-dlarm;

— (¢riminal activities-

5
=3

¢ 2 ranks the-severity of the building vulnerabilities.

Table 2 — Building vulnerability rankings

Devgstating |One or more major weaknesses have been identified that make the building extreniely suscep-
tible to a hazard.

All or part of the building will be lost or have structural problems.
Critical installations will be interrupted.
Side effects are not manageable.

The facility is closed.

Severe One or more major weaknesses have been identified that make the building very susceptible to
a hazard.

Critical installations can be interrupted.

The entire facility can be closed for a period of up to two weeks and a portion of the facility can
be closed for an extended period of time.

© IS0 2019 - All rights reserved 7
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Table 2 (continued)

Noticeable

lations can be interrupted.

part of the collections.

A weakness has been identified that makes the building susceptible to a hazard. Critical instal-

Facility remains open but one or several repositories are affected requiring the relocation of a

Minor

Critical installations will continue to function.
Side effects of an event are manageable.

The collections environment can be affected with no need of relocation of collections

A minor weakness has been identified that slightly increases the vulnerability of the building.

4.2.4

The collecti
of value.

Identifying collections vulnerability

pns vulnerability assessment shall consider consecutively physical damages-and thg

The vulnerability assessment shall consider special hazards to collections and the side effects on

preservatio
be consider

Potential ph
shall be eva

The collect
collections [

fire haz
dischar
clear an
interruj
hazards

Use of
mainter|

conditid
all type
all type

all stora

h conditions in the case of an incident. Only hazards that have a sighificant probability
pd.

uated but not be limited to the following:
ards, heat, smoke and soot;
be of sprinklers;
d contaminated water;
btion of core services;
from the collection itself (radioactivity, poisons, asbestos, explosives, etc.);

stack areas for non-collectign' storage purposes, including staff work areas and fa
lance equipment and supplyrstorage.

ons vulnerability assessment shall be based upon an accurate documentation o
reservation conditions, including:

ns of collections;
5 of materialsrand media;
5 of enclosures and their description;

ge-furnishings in which collections are kept.

loss

their
shall

ysical, biological or chemical effects on materials and on théir enclosures and furnishings

cility

f the

Special attention should be drawn to some collections materials that emit volatile compounds. This list
shall reflect all changes in location.

The collections vulnerability assessment shall include an independent evaluation of the effectiveness
of fire suppression systems and their full compliance with standards. The system shall be periodically
tested to ensure that it can extinguish or control the fire in the fuel package.

NOTE

fire suppression systems.

Changes in type of storage, ceiling construction and room elevations can alter the effectiveness of the

The collections vulnerability assessment shall consider an individual event and the accumulative effect
of multiple minor events, including:

— physical forces;

8
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thieves, vandals, displacers;

fire;
water;
pests;
pollutants;

light;

incorrect relative humidity;

— B
:]:uu recrtemperature;

¢ustodial neglect and dissociation.

3 ranks the severity of collection vulnerability.

Table 3 — Collections vulnerability rankings

Devdstating A large proportion of collections or high priority collectiéns are at risk of being lodt, destroyed
or damaged beyond restoration. Enclosures are non-eXistent or unreliable.

Sevefre Parts of sensitive collections are at risk of damage‘beyond restoration. A large propjrtion of col-
lections or irreplaceable collections can be damaged or contaminated but treatment is possible.
One or several repositories need to be evacuated.

Notigeable A limited number of collections are at risk-of damage beyond restoration. The repositories en-
vironment is under control.

Minqr There is no risk of loss of irreplaceable collections. Irreplaceable collections and sepsitive mate-
rials are protected by enclosures:*Provisions for basic treatment or replacement ¢f enclosures
are available.

4.2.3 Assessment of potential damage or loss

The ¢mergency committee shallidentify the conditions that could provoke damage or loss of collections.
Scengrios shall consider the passible multiplier effects and their adverse effects including:

— Requirements of overall plans or local authorities plans;

— IDamage to esseritial building installations such as electricity, water, ventilation, air conditioning,

ecurity systeins;
amage to'equipment such as storage furniture;

naccessibility to the building for an extended period of time.

4.2.6  Riskanalysis

The risk analysis shall consider consecutively distinct risks.

For each risk, the ranking specified in Table 4 can be applied.

Table 4 — Risk rankings

Very high The risk is totally unacceptable. Inmediate measures shall be taken to reduce these risks and
mitigate hazards.

High The risk is unacceptable. Measures to reduce risk and mitigation hazards should be implemented
as soon as possible.

© IS0 2019 - All rights reserved
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Table 4 (continued)
Medium The risk may be acceptable over the short-term. Plans to reduce risk and mitigate hazards should
be included in future plans and budgets.
Low The risks are acceptable. Measures to further reduce risk or mitigate hazards should be implemented
in conjunction with other security and mitigation upgrades.

4.2.7 Security strategy

Objectives shall be established to determine the level of protection required for the collections.

A security s —ttyshall
be drawn up in accordance with the risk assessment. It shall be based on knowledge of the collefrtion
materials’ viilnerability and the collections’ value.

The security strategy shall be drafted in consultation with fire safety and building secuxity speciglists,
such as local firefighter or police.

4.2.8 Risk management and monitoring measures

Regardless pf the nature of the threat, institutions shall limit or manage fisks from these thredts to
the extent possible. The emergency preparedness and response plan shdll address the risks identjfied.
Research fijdings can lead to revisions in the plan.

The purpose of risk management is to reduce the risks identified duting the risk assessment. institufions
shall address those risks that are not acceptable; otherwise, it would be difficult to define priorities and
to finance the mitigation of all the identified risks.

Risk management includes the following activities:

— avoidan(ce;

— detectign;

— protectjon;

— Tresponge.

Building vulnerabilities shall befaddressed to reduce risks. Where collections are at risk, they [shall
be relocated. If relocation is net possible, the collection shall be protected until vulnerability can be
eliminated gr reduced.

NOTE Sde NOTES 1t 3 in 4.2.2.

4.3 Definition-of emergency levels and phases

The emergeney preparedness and response plan of the institution shall have a clear definition pf an

emergency.

A small-scale incident can affect part of a collection, a small number of shelves or be restricted to a
single floor, but essentially the definition of scale is proportional to the resources an institution has
available to respond and deal with an emergency incident. A large-scale emergency can affect a whole
building. Large-scale incidents can be caused by natural hazards (earthquakes, widespread flooding,
hurricanes, uncontrolled forest fires), or other causes such as gas or bomb explosions. Large-scale
incidents can affect areas beyond the institution and collections can be at additional risk of looting or
vandalism.

The plan should distinguish between small incidents, which can have a limited impact, and larger or
more serious incidents, which can have a widespread impact. For example, internal leaks can affect a
small area or natural emergencies can affect a city or a region.
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An incident can escalate from one level to the next. The three main levels can be defined as:

Level 1: minor incident requiring commitment of resources within current capabilities of the
institution;

Level 2: major incident requiring more resources than the current capabilities of the institution;

Level 3: critical incident requiring extensive resources, and additional external resources.

Hazards such as floods or storms often provide a pre-impact phase (warning) that shall be time-lined in
order to plan for precautionary tasks.

4.4

Alignment with other emergency plans

An emergency preparedness and response plan should be aligned or coordinated With other existing
local| regional or national emergency management plans (for example crisig \managerment plans).
Emergency preparedness and response plans for collections shall be coordinated with thelinstitution’s

busimess continuity plan.

4.5

Plan content

An emergency preparedness and response plan should at leastdnclude the following badic elements.

The
a)
b)
c)
d)
e)
f)
g)

h)

i)
j)
k)
1)

m)

rder may vary according to needs.

management, control and coordination;

¢hain of command;

¢ommunication with the command centre andthe responders;
foles and responsibilities;

key principles of intervention;

rocedures for alerting key decisien makers and activating response team;

perational procedures te~support the execution of the emergency preparedness and response
lan, including:

1) health, safety and-welfare for responders;
2) containmentyand stabilization in affected area(s);
3) requirements for shelter;

4) access;

$)~security of any facilities locations where collections are temporarily held;

6) facility access protocol for contractors brought in to assist with collections salvage.

protocol for securing utility shut-offs (such as electrical power or water main). This is listed below
in 0) “Annexes”, but should be included as an operational procedure;

salvage priorities criteria and lists;

salvage procedures;

decontamination protocols for building or collections;

communication with the command centre and between response team;

tracking of collection moves and relocations;
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n) monitoring (program, processes, building stability, climate and people) and reporting on activities,
performance and compliance);

0) annexes, for example:
1) contacts lists;

2) location of resources and supplies including contact information of specialist contractors and
suppliers;

3) location of alternate sites for storage of collections, treatment of collections and incident
control;

4) location and access to specific facilities, e.g. freezing facilities;
5) siteplans and floor plans with the following mapped:
i) |priority and vulnerable collections;
ii) |shut-offs for utilities;
iii) [hazards, including hazardous collections and building materials €:g. asbestos;
iv) [fire extinguishers;
v) |entry/exit routes;
vi) | meeting point;
vii)|response supplies and equipment;
viii)list of location of response supplies and equipment.
p) salvagelforms including:
1) risK assessment;
2) tragking;
3) key|communications, decisions and events log;
4) on-site attendance;
5) explenditure and time.

NOTE Annex B gives\an example template of an emergency preparedness and response plan.

4.6 Plan yalidation

Th hetf rnranmarndinncce and vnciancn o cha
e emel‘ge Ty proparcuntss ot T Cop oSt pTart st

4.7 Plan publication and distribution

The emergency preparedness and response plan shall be distributed to designated positions within
organizations rather than to individuals. Copies of the plan or parts of it are distributed to at least:

— those involved in the planning process;
— related planning committees;
— decision-making unit;

— experts and team responders.
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Provisions for the dissemination of the current approved version of the emergency preparedness
and response plan shall be clearly defined in a project records management system and controlled in
accordance with it.

The dissemination of the emergency preparedness and response plan should be tracked. Each
authorized copy of the plan shall contain a version identification number and shall be dated.

A master distribution list shall be maintained for backup purposes and shall include a hard copy in case
of IT failure.

Electronic access to the current approved version of the emergency preparedness and response plan

shall

resp

Dist
thos;

A lis
prep

Draf
retri

Proo

extel

Unay

proh

4.8

The |
The |
The ¢

be limited to the staffsthat need to know the content based on their waork assignment
bnse team duties, managerial functions, and other appropriate considerations.

ibution of printed and electronic copies of the plan to external stakeholders¢shall b
e, with a legitimate need, such as local authorities and response organizations.

L of approved external stakeholders shall be maintained in the current ¥ersion of thg
hredness and response plan.

[ or superseded print copies of the emergency preparedness and response plan shall i
eved and destroyed (except for copies retained for legal or regulatory purposes).

ff of distribution (such as transmittal letters) of original copies, additional copies, and
nal stakeholders, shall likewise be maintained in a proje€t records management syste

thorized copying or distribution of the Emergency Preparedness and Response P
ibited.

Plan presentation
planning process shall result in integrated or single plan documents, or a combination
planning process shall result in a-wiritten program and a set of actions and operational

bmergency preparedness andiresponse plan shall provide staff members with written

, emergency
e limited to

emergency
e physically
revisions to

m.

an shall be

thereof.
procedures.

nstructions

abouft their particular emergency duties. Duties should be assigned based on response team title rather

than

name of staff member. (f that staff member is away, others should be able to step in 3

nd fulfil the

dutigs outlined for that pd@sition.

The ¢mergency prepdredness and response plan shall include systematic procedures to gujde situation

and lamage assessment, situation reporting and incident action planning.

4.9 | Plan maintenance procedures

4.9.1 . Principles

Plans shall be reviewed and adjusted to reflect organizational changes, including restructurings,
new policies, changes in technology and facilities such as renovation work, changes in the location
of collections or the redesign of a permanent or installation of a temporary exhibition. Plans shall
continuously reflect changes in the details of key personnel, including names, job titles, and contact
arrangements. The emergency preparedness and response plan maintenance shall be completed
according to an established schedule.

The emergency preparedness and response plan, its procedures and capabilities shall be evaluated
through periodic reviews, testing and exercises.

The plan maintenance includes the designation of a review team, the establishment of a review schedule
and the identification of the issues that can impact the frequency of changes.
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Additional evaluations shall be based on post-incident analysis and reports, lessons learned and
performance evaluations.

Responsibility for updating the plan shall be allocated to a named individual, and formally integrated
into their job description. In addition to regular updating (such as personnel/contact detail changes) a
formal review period should be set and adhered to.

NOTE An emergency preparedness and response plan that has not been properly updated or properly
tested is in general more dangerous than not having one. Out-of-date plans create a sense of false security in the

organization

4.9.2 Maij

The emerge
other relate

and can obstruct or delay valid responses during an actual emergency.

: binati th-otherul

ncy preparedness and response plan shall be reviewed in co-ordination with updat
H institutional plans, in particular:

— crisis management plan;

— commu

— busines

hication management;

5 continuity plan;

— building security;

— building operation and support;

— firstaid

— datapr

4.9.3 Pro
Procedures
— recordi

— testing

tection.

cedures for maintaining the plan
shall be in place to ensure the plan isjup to date by:
hg contact and employment detdils of personnel;

The communication systems:on an established schedule;

— updatinlg checklists and forms;

— recordi
— ensurin

— reviewi

hg the locations of.collections;
lo version control;

ng plan objéctives, roles, methods;

— documgntingtrainings and recording who has been trained.

Corrective a

es to

Major changes shall be advertised by a publication announcement to all personnel.

Procedure manuals should be reviewed regularly and updated as necessary to allow for organizational
and procedural changes.

4.10 Identifying tasks and resources

4.10.1 Principles

Effectiveness of measures taken during the response and recovery phases depends on interrelated

activities.

14
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s and resources shall be identified and managed during the planning phase.

Planning should take into account the main tasks that need to take place and the resources that need to

be in

place to support them, including:

— health, welfare and safety;

— security;

— 1
— 1

egal, financial and administrative framework;

ogistics;

—

— personnel needs (food, coffee, etc.);
— operation’s needs (transport, supplies, etc.);

ommunication;

— lbuilding stabilization and securing;

—
For

rega
arral
Each

Fore
befou

4.10

Priofq
whet

ollections (identification, prioritization, quantification, conservation).

1gements.
activity shall have emergency procedures ready to.implement.
e, during and after a critical event.

2 Priorities for response and recovery

ities for the response and recoveryphases shall be identified during the planning pha

during and after an emergency, fotrnexample a flood event.

Setti
man

Setti
to fit]

Priofq

hg priorities will make (t gasier to plan effectively particularly for the delivering of W
hging an evacuation.

hg priorities for@esponse and recovery phases consist in establishing a decision-mal
into the three'key phases of pre-impact, impact and post-impact.

ities shallresult from a collection survey combining both quantitative and qualitative

by identifyingin advance the following collections:

— 1

o/deprotected, moved, evacuated during a warning phase;

bach activity strategies and arrangements shall be identified, based upon valid 3ssumptions
ding the effects of hazards. They shall be consistent with the overall emergency management

ach of these procedures, supporting tools and resources should be in place to guide people’s actions

se. Knowing

e the most vulnerable collections’are is important when allocating appropriate resoyrces before,

arnings and

king process

approaches

— that need consideration due to vulnerability of items;

— that need special consideration due to their significance.

Criteria shall be defined according to the institution’s policy, considering the following factors!10l:

— value, authenticity;

— rarity, integrity, significance, uniqueness, function or difficulty of replacement;

— 1

egal status of the collections;

— fragility of items;

— difficulty of treatment: expensive, rarely successful or requiring special expertise;
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cost of replacement or surrogates;

existing protection such as boxes or shelving or other protective measures;

ility of items or collections.

Priorities can be set for a whole institution and for each repository, floor, area or department.

Priorities for response and recovery phases shall be documented according to requirements established

in 4.10.6.

Priorities for response and recovery phases shall be available for coordinators and those in charge of

writing resy

NOTE 4.

4.10.3 Leg

The emerge
institution 1

Regulations
at the local
government

The full legd

Categor
commel

Respon
thatres

The prepard
resources td
their enviro

NOTE E3
The review
protect

coverag

coverag
poor en

onse and recovery procedures.

.V gives recommendations to protect the confidentiality of this sensitive information.

hl, financial and administrative framework

ncy preparedness and response plan shall be developed to the level required to megq
eeds.

establish a framework for civil protection and define a clear set-of roles and responsibi
evel. The planning process should include representatives df local organizations and
departments with identified roles in response and recovery)

| status of the collections shall be established as follows:

y of ownership: for example, is it owned privately, or by a public institution, or
cial corporation?

bible administration: Who is legally responsible for safekeeping of the material, and h
ponsibility being exercised?

cover the costs of dealing with the consequences of an emergency on the collection
hment.
amples include self or commercial insurance.
bf the coverage in thé event of damage shall consider:
on against loss 0rdamage by identified hazards;

e of the costs{for conservation, replacement and duplication;

vironmental conditions;

coverag

dllring transport fn[/Frnm aremote siteinthe case of an emergency;

t the

lities

local

by a

DW iS

tion phase includes the review and documentation of the procedures to request financial

b and

e of the-coSts for temporary storage at a remote site against theft, loss due to fire, water or

coverag

nuclear

authorized level of spending;

e of the costs for re-organizing and re-housing;

incident or as a consequence of a fire or water incident;

clean-up and decontamination costs for the affected collections.

clean-up and the decontamination costs of the affected areas following a chemical, biological or

This phase shall identify any extra insurance needed to cover collections in a temporary storage space
or staff working outside of working hours or under deteriorated conditions.

16
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Special financial arrangements need to be considered. The planning committee shall identify the state
and local financial procedures and review the emergency procurement procedures.

Pre-agreements with commercial disaster response vendors can be considered. Such agreements
can contain institution commitments to request a quote from that vendor when occasion arises, and
vendor commitments to receive requests, and respond to the institution before responding to non-
commitment organizations or individuals. Such agreements can also contain registration of facility
plans and priorities for salvage; agreed upon salvage procedures; and/or costs per unit.

Preparing agreements of mutual assistance between entities facilitates cooperation when an emergency
occurs. A mutual aid agreement is a written agreement between institutions in which they commit
to agststone-anothet tpott lcqucot b_y it uiohius resourees—hese agt eements—are—to—be established
before an emergency occurs. A mutual aid agreement involves at least two institutions agr¢eing to help
each|other in the event of an emergency.

The preparedness phase includes procedures for making arrangements for funding emergency needs
and receiving and reporting donations or grants during an emergency whethersolicited orfunsolicited.

4.10{4 Emergency supply and equipment and resupply

Suppllies for initial use should be easily accessible and kept in an easy-to-carry or gasy-to-push
emeijgency Kit.

The emergency equipment kit is designed to enable rapid résponse to collections includipg means of
protéction, evacuation and stabilization measures.

Emergency supplies include personal protective equipmeént.

NOTE1 AnnexF provides examples of personal protective equipment.

Flexible, comprehensive and scalable response arrangements shall be in place to deal with relatively
simplle critical event, which can be scaledup to deal with more serious challenges. Theg site should
have|readily available supplies and equipment to effectively and immediately respond to the effects of
relatjvely small emergency situations threatening or directly affecting the collections.

The kit designed for immediatesresponse shall be supplemented by additional resources pvailable on
site ¢r by contractors or vendors.

The [nventory shall be completed, and an inspection of emergency supplies and equipmlent shall be
conducted on a regularbasis to ensure that supplies are available and equipment functionipg properly.

The type of emergency equipment available on site shall be reviewed periodically to reflegt changes in
riskg or developments in materials and equipment available for purchase.

NOTE 2  Annex F provides a typical list of supplies.

A list of spec1a1 service supphers shall be prepared that includes conservators, securlty contractors,

11 A d ond o a1
alarr I LUllllJCllllCD, LUIIDCI VClLlUll LCllLl S, LUlll}JalllCD LUllLl Ullllls lllUulu auu llluUUl au Liucuu._y emergency

recovery compames, transport.

4.10.5 Facilities

The institution shall establish a primary and an alternate emergency operations centre including a
place to meet, a place for temporary storage for collections and a place for treatments.

The emergency preparedness and response plan should identify places on the grounds of the building
and places off site if the building is too small, too damaged, unsecured or inaccessible.

In determining alternate facility locations, planners shall consider the following factors:

— location that provides a safe environment;
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road access;

adequate space;

access to electricity and equipment including power generator;
communication capabilities;

security levels and controlled access;

access to water, food, and other necessities.

If lecture r
disruption i
consequenc
and change
deployment

The emerge
in the case (

Transport n
NOTE R{

Alarge-scal
may have ag
the same sp

4.10.6 Dod
Documents
Alist of prig

The emerge

Written spe

assessil

UII1S Ul CA}li‘UitiUll TI'UOUIILS LUu‘ld ‘UC LUlllllldlldCCl Cd, p}auucxb D}ld}} LUllbidCl t‘llC dddit
F can cause by activation and what arrangements need to be put in place to minimjzet
ps. The pre-identification of alternate sites or rooms allows issues such as,-safety
of use regulations to be addressed, additional requirements to be identified.and the
of supplies or equipment.

f an emergency.
peds to be arranged.
quirements for administration and public services are part of a/bifsiness continuity plan.

b, widespread incident can affect a number of organizations simultaneously, some of W
reements to provide mutual support, or who may find.they are in competition for the y
hces. Consider alternative options as part of the planning process.

umentation and forms
hnd forms that support each activity shall be drafted.

rity collections should be drawn up; reviewed and updated.

cifications should be prepared for execution of the following tasks:

1g affected collections;

handlin|

operatipn centreAfor stabilization and sheltering of collections;
freezing metheds allowed;

drying techniques required for small and large quantity of collections;

, packing and\tpansport of affected collections;

ncy preparedness and response plan shall give information on how to access the list
specify the dlissemination policy of thisdist (see 4.7, for site and floor plans see 4.5).

jonal
hese

fire
pre-

ncy preparedness and response plan shall specify the conditions for mobijlizing these spaces

rhom
se of

and

All methods

cleaning of repositories, shelving, exhibition rooms and other affected areas;
decontamination treatments allowed;
return of collections;

documentation and tracking.

shall be conceived with consideration to the material.

Forms shall be prepared in the planning phase in particular, and electronic devices considered for the

following fu

nctions:

— tracking of collections;
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tracking of resources;

assignments;

assessment;

key communications, decisions and events log;
financial authorization;

attendance log.

4.11| Organization

Eme]

'gency management requires collaboration, coordination and integration t

complementary and coherent action by all partners to ensure the most effective-use of

man
all le

prep
the ¢
man

The
nece
It is
extel

The
varid

The {

The
resp

recoy
\

\
\

The ¢

hgement resources and execution of activities. Complementary emergency managemerj

hredness, response and recovery measures to deal with emergencies-Coherency of act
xistence of clear and appropriate roles, responsibilities, authoritiés-and capacities o
hgement partners and is based on widely shared expectations, understanding and supj

emergency preparedness and response plan for collections{is only one of the emer
Ssary in an institution, but it shall be compatible with allother emergency plans of thg
essential that the roles and responsibilities are consistent across all emergency pla
nal local planning.

emergency preparedness and response plan shall detail the management systems t
us phases (such as warning, response and recovery) of an event.

emergency preparedness and response plan shall include the identification of activatig

bnsibilities of the various managetial and supervisory positions for dealing with the r
ery phases. In particular, it shallspecify the following.

(Vho is in charge of activating the plan?
Vho is notified of its activation and what information is provided to them?
(Vho is in chargeofimplementing the plan and to whom do they report?

bmergency ptéparedness and response plan shall specify lines of authority, policies and

duripg an institution-wide emergency.

facilitate
emergency
t systems at

D

vels are provided for concerted efforts to facilitate timely and effective-prevention and mitigation,

ion relies on
[ emergency
hort.

gency plans
institution.
ns including

be used in

n methods.

bmergency preparedness and response plan shall establish clear lines of authority anld define the

bsponse and

procedures

Stratlegies~and procedures detailed within preparedness, response and recovery plans shall be
coorflinated with established warning systems, to ensure that the emergency prepaﬂedness and
resppnse plan is mobilized at an early stage, and that guidance is given for response to different types
of warnings.

The emergency preparedness and response plan describes the relationship to emergency management
plans and business continuity plans already in place.

The emergency preparedness and response plan coordinator shall be appointed and authorized to
develop, implement and keep the plan current.

The emergency preparedness and response plan specifies how the different units and responders will
cooperate and share information. The plan shall identify the process for managing communication,
the communication media to be used, and the flow of information between the different units and
responders. It clarifies the reporting relationships for all staff involved.
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Workforce rotation principles shall be detailed in the plan and include principles for break times
and meals.

If necessary, grief counselling shall be available for staff.

4.12 Responsibilities

Specific duties, responsibilities, authority and resources shall be clearly defined, distinguishing those
within the sphere of the decision-making unit and those within the sphere of the operational unit.
Institutions with a small number of employees shall consider the possible need of support.

NOTE1 4

possible mut

Responsibil
crisis manag
of the proce

Responsibil

activati

(0-3 provides IMformation o the fimancial and agmimStrative fTamework for the use of vend
hal agreements for assistance.

ties and duties in the sphere of the decision-making unit may already be documenteq
rement plan. The emergency preparedness and response plan coordinator shallPbe info
dures already in place.

ties of the decision-making unit, include:

hg the response plan for collections;

assuming overall command;

orderin
request|
commu
advisin
alerting

allocati

Responsibil

liaising
mobiliz
confirm

coordin|

Responsibil

20

assessii|

b evacuation of collections;

ing external aid;

hicating with media and stakeholders including lenders;
b all personnel;

external agencies;

ng funds.

ties of the operational unit.inelude:

between different plans;

ng response teams;

ing evacuation’is-complete;

ating activities of various groups including response teams.

ties of the emergency response team, include:

rs or

|l in a
‘med

1g-of incident and needs;

securing;

ensurin

evacuat

g health, welfare and safety;

ing;

stabilizing of collections;

ongoing monitoring of environmental conditions in affected storage areas;

inspecting;

informing collection and dissemination;
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resource management;
— logistics.
NOTE2  See AnnexE.

The assignment of roles and responsibilities shall be prepared by the emergency committee and agreed
upon by the management.

Responsibilities shall be clearly aligned with emergency objectives and tasks spelled out and on
organizational framework. The emergency preparedness and response plan specifies the process of
decision and validation for all phases, including preparedness, response and recovery.

Resp|

Roles

acco
shall
of pe

A su
Nam
Dele

Requ

Ensu
awal

An
main

It is
expe

4.13

4.13

Emej
the p

The
type

Edud

onsibilities shall be assigned on the basis of realistic expectations on managementang

inted for, and that there is no overlap. The limits of responsibilities in petformance
be specified. The description of responsibilities shall consider exposure to danger and
rsonnel.

ccession plan shall be documented. For each key role at least one substitute should b
ng key personnel consists of a delegation of authority and the-definition of orders o
bations of authority ensure officials are trained to perform their'emergency duties.

ired competencies and staff qualified for the designated‘tasks shall be identified.

re that all staff members are trained in the appropriate use of fire extinguishers, ang
e of the procedures to quickly direct facility managers to valve and switch locations a

pdated list of key personnel and responseiteam with off-duty telephone numbgq
tained.

hdvisable that all relevant contact details for all staff on the response team, also for 4
rts are available.

Training

1 General

'gency response andirecovery activities shall be integrated in a training policy and pj
urposes of raisiffgawareness, exercising operational procedures and testing the plan.

bmergency.preparedness and response plan shall develop actions to enhance awar
5 of potefitial emergencies at all levels of the hierarchy and among all professions.

ation\programs shall be repeated periodically in order to maintain high levels of unde

| personnel.

and responsibilities shall be described to ensure that all required funetions and tasks are

of the roles
the welfare

e identified.

succession.

that all are
b needed.
brs shall be

gencies and

ogram with

bness of the

rstanding of

thet

hreats, their effects and the plans to mitigate the risks.

The emergency preparedness and response plan shall develop measures to maintain continuous
awareness, commitment and enthusiasm.

Every employee shall be informed of the main principles of the emergency preparedness and response
plan, including alarm systems, collection materials salvage options, reporting and tracking procedures.

NOTE

emergencies in other institutions can be useful.
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4.13.2 Exercising and testing the plan

The emergency preparedness and response plan shall develop and implement a training program
to support the emergency and response procedures. Exercises shall be designed to test individual
essential elements, interrelated elements, or the entire plan.

NOTE 4.10.3 provides information on the financial and administrative framework for the use of vendors or
possible mutual agreements for assistance. The primary purpose of an exercise is to enhance knowledge and
skills of staff and to test the effectiveness of the plan. The secondary purpose is to identify areas that require
additional training or planning.

Training shall include on-site training of staff, volunteers, and board members.

The frequericy and scope of training shall be specified. A regular exercise should be conducted.at|least
annually. Adlditional training is needed when employees are hired or when their jobs change, ywhen
collections lhave moved, when procedures have been updated or revised, or when exercises’show that
performancg is inadequate. Training can be acquired through a mutual aid network onother venugs.

Different types of exercises include the following.

— Emergehcy response team members shall receive specific training forthe duties they afe to
undertgke. Training for emergency response team personnel will include relevant topics related to
their ro|es including:

— handling and moving damaged materials;
— evafuating undamaged materials;

— packing;

— trag¢king procedures;

— repprting;

— praftice in specialized skills or treatments.

— Table tdp may be used, based on simulation. The exercise involves a realistic scenario and a|time
line. Players are expected to know-the emergency preparedness and response plan and are inyited
to test How the plan works.

— Hands-¢n drills are useful fortesting procedures, logistics and physical facilities and can be h¢ld at
random| or at otherwise@equired intervals and can include outside emergency response agendies.

The prepardtion of the exercise shall rely on documentation including:
— objectivies of theexercise;

— methodplogy;

— Dbasic scenario;
— evaluation form.

Exercise records shall be maintained including the names and functions of participants, date, type of
exercise and results.

4.13.3 Debrief and evaluation
A debrief shall be held immediately after the exercise or testing.

The exercise report draws on the debrief and on written comments from the key players. Comments
shall also be sought from observers.
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The exercise report shall include recommendations for improvement of the emergency preparedness
and response plan.

NOTE

institution are valuable sources for plan improvement.

5 Response and recovery

Comments from observers with knowledge in emergency planning from outside the exercising

epending on

Figure 2.

5.1 Principles of effective response and recovery
Everpemergency situation s differentamd-theapproach toresponse varies significantiy o
the lpcation, the materials and personnel involved, weather conditions and other variables),
An emergency can consist of three phases, pre-impact, impact and post impact as shown in
NOTH Pre-impact does not always occur.
PRE IMPACT IMPACT POST IMPACT
BEFORE AFTER
INCIDENT DURING INCIDENT INCIDENT
Warning and Incident response
precautionary tasks Activation/Assessment/Management/Mitigation Recovery
Coordinatipnwith other institutional activities
Figure 2 — Three phases of an emergency
The pbjective of the response phase is to gain control, to limit the extent of the emerg
minimize further damage to the collections and their environment. The response phase wi

when it is safe for’recovery to begin.

The

to ré
vuln
colle

ctions and the resources that are immediately or locally available.

nitial response phase begins in the immediate aftermath of an event. The length of t
cover,depends on the magnitude of the emergency, the preparedness of the ins
brability and accessibility of the affected building, the vulnerability and accessibility of

N N

ency and to
| determine

ime it takes
fitution, the
the affected

The initial response phase can have two components.

— Response by emergency services (fire brigades, police and ambulance). This response will have
precedence over internal procedures.

— The response by internal organizational personnel through mobilization of first responders in the
affected area with appropriate support and coordinating action by key personnel.

The sequence of steps can include:

— making the decision to activate the plan;

— alerting people required to be on site;
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ng the communications process.

If an event is imminent, such as a hurricane, the pre-impact phase shall be used for preparing to
undertake actions in subsequent phases.

The plan shall specify precautionary tasks such as:

establis

restrict

readyin
5.2 Resp

5.2.1 Lev

The order in
shall be imj
flows upwaj

Lines of conf

Team leade
reporting.

5.2.2 Management and co-ordination of the response phase

The respon;
affected are

Instructions
and 4.10.3)

The emerge
be mobilize
salvage danj

The respong
in the affect

pre-dep

readyinig resources for salvage and stabilization of the affected collections;

warning and evacuation, of both people and/or collections;

hing operational readiness;

identifying potential collections impacted;

loying resources for protection of collections;

ng access to areas likely to be impacted;

lo resources for protection of staff during evacuation and recovery.
bnding to an emergency

bls of command

blemented. Instructions flow downward along the, chain of command and accounta
d.

munication and authority within team, anddbgtween teams, should be agreed upon.

s shall be appointed with a defined,fole and provided with detailed instructiong

e phase can be coordinatéd by the fire brigade or other responder and the access t
a forbidden to institutidn’s staff.

for prioritized measiires shall be ready to be communicated to the command staff. (Sg

ncy preparediiess and response plan coordinator for the safeguarding of collections
1 at the earliest stage to give guidance on measures to be taken to protect the collect
aged colléctions materials, and monitor impacted storage area environments.

which authority is wielded and delegated from top management to the teams of responders

hility

and

b the

e4.8

shall
ions,

esphase includes the mobilization of the necessary emergency services and first respoT

ders

The first priority in any emergency situation is the safety of the employees, first responders, and any
other persons potentially exposed to the hazards associated with the emergency.

No employee, visitor or contractor on site should respond to an emergency by taking actions for which
the individual is not trained or qualified which puts the individual or others at risk.

A liaison shall be appointed with the task of transmitting information and facilitating communication
between separated teams.

It is advisable to select team leaders with training experience and knowledge of the emergency

procedures
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The response team shall be briefed by the emergency preparedness and response plan coordinator on
the assessment needs, response strategy and procedures, priorities to be observed and safety issues.
Appropriate personal protective equipment shall be distributed according to the context. Periodic
breaks shall be established and enforced.

Reporting procedures to the command staff shall be specified.

5.2.3 Assessments

In the early stage of an emergency, timely and accurate information shall be provided for effective
decision-making.

Incident initial assessment is a process of collecting information after an emergency in oxder to estimate
actual or expected casualties or damages, and the needs for response, recovery and fiiture prevention.

Where there are no identified priorities in an affected area, decisions about what to retrieve or protect
in situ will need to be made by assessing which items are most at risk of damage or which require
stabillization most urgently.

It is therefore important during the initial response to an emergency.tebe able to rapidly]| classify the
situdtions so that all emergency response personnel subsequently contacted understand the potential
natufe and extent of the emergency and the full range of response personnel, qualifications and
equipment that will be required.

The |ncident classification system described in 4.3 is designed to quickly communicate the required
level|of response to emergency responders and other stakeholders.

As sqon as possible, after initially responding to an emergency, the incident classification shall be made
by the first responder(s) to the incident or by those personnel most familiar with what has happened
in discussions with first responders and/or the‘incident coordinator. Classifications and|subsequent
actions may be revised with the concurrenceof the incident coordinator as warranted bas¢d on new or
revided information.

Two types of assessment can be condugted concurrently, impact and needs.

— Impact assessment examines\the way hazards have affected collections and their envjironment. It
ghall collect information.an)damages or losses resulting from direct contact with the| hazard and
indirect damages or losses resulting from the event.

— Needs assessment.deals with the amount and priorities of salvage and stabilization] needed for
¢ollections.

An agsessment shall be conducted to identify the resource capability shortfalls and the steps necessary
to ovlercome.any shortfalls.

Depdnding’on the extent of the event, assessment can last for 10 min to several days after the event. The
time|itamediately following the event requires a fast response to avoid degradation of cpllections in
imminent danger and prevent further damages.

The assessment shall be consistent, standardized to enable comparisons and be replicable. Structured
data shall be produced using assessment forms prepared in advance.

The assessment documents evidence of damage with photos, video and written reports. The assessment
forms shall be concise and easy to complete.

Refer assessment results to those responsible for operational decision-making. The assessment shall
provide the communication decision-making unit with the information requested.
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5.2.4 Decision making and planning

5.2.4.1 General

Not all collection items can be protected equally in an emergency; the first response consists of
prioritizing efforts. Response shall be guided by the response plan, ensuring that the plan is applicable
to the on-going situation.

A comprehensive record shall be kept of all events, decisions, reasoning behind key decisions and
actions taken. A daily log shall be kept in a chronological order. This record will provide an audit trail.

A named individuatshattbeappointedtofulfitthis Tote:
NOTE1  Other daily occurrence reports can be fulfilled by those responsible for actions in other fields:

NOTE 2  Tdble G.1 in Annex G gives an example for a daily occurrence report form.

5.2.4.2 Tryiage

Triage referns to the methods used to assess the severity of damage within‘a)short time after [their
retrieval, assign priorities and transfer each item to the appropriate place for, stabilization.

Registration of wetness signs alone is not suitable for identification ofetitically affected documents in
an emergengy. Several factors shall be considered during triage, inclading:

— whether there is no on-going degradation with risks of loss when dry (soluble ink and coated papers
for instance);

— the quahtity of affected materials;

— whether it can be air-dried;

— whether it can be frozen;

— if it canpot be salvaged;

— ifitrequires special treatment or,examination by specialist.

Triage shall|be consistent with the tracking procedures (see 5.2.4.5).

5.2.4.3 Fdcilities

An alternat¢ room or siteds a place where collections can be held and/or treated for a few hours, seyveral
weeks or even longer-The housing in an alternate room or site shall be coordinated with the evacuption
planning.

Facilities on|site'shall be considered for no-notice events when:

— there is no time to evacuate before the hazard occurs;
— moving the collections would expose them to greater harm or dangerous conditions;
— immediate risk is unclear.

The advantages of keeping the collections on site will depend on the event and its effects on the building
or the collections. In some cases, it can be suitable to evacuate immediately and disperse the collections
to different sites.

Once the risk is understood, a decision shall be made about how long the collections can remain on site,
whether an evacuation is possible (such as building stable enough to enter, collection moveable) and
whether an evacuation is necessary and could be conducted without exposing them to increased risks.
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Access for the institution staff shall be made possible to off-site storage facilities for regular inspections,
inventory and treatment. Planning shall consider the following actions:

5.2.4.4 Relocation of collection materials

The purpose of relocation is to move collections away from potential-danger to a place that

acti

NOTE1  4.10.3 and 4.10.4 provide information on pre-arrangedagreement for relocation of colle

Plan

The

the threat to the integrity of collections and/or:tlié impact of an event. The assessment wil
the gvent unfolds on the ground. And it will be improved by planning.

The

another area within the building or of protecting in place shall be assessed.

Relo¢ation planning shall be proportionate to the risk identified. Relocation should be
withfn a wide range of risks, stch as:

Therg are risks'where it is necessary to consider the trigger point for a decision to relocat
situ gr move'the collections to another area within the building.

The

eliminate hazards;
undertake protective measures for safety and health;

control and secure affected repositories;

protect unaffected collections items from sustaining any damage during the recovery process;

prepare for relocation of collection materials to on-site or off-site locations;

triage;

stablish treatment options for damaged collection items based on type and extent of
esources available;

repare suitable work areas for recovery treatments.

can pre-empt an event or occur in the wake of an incident:

lecision to relocate or protect in situ shall bestaken quickly. It shall be based on an af

merits and challenges of relocating;materials and the alternative of moving the c

patural hazards (coastal-floods, river or surface water floods, reservoir failures, forest

Yicinity of fires of-clearance of bombs;

military confliets.

lamage, and

s safer. This

tions.

hing shall consider how many collections can be mayed to another area within the building.

sessment of
be taken as

llections to

considered

fires);

e, protect in

decision shall depend on several factors, including:

human health and safety;
available means;
capacity of routes away from the affected area;

risks of building collapse.

There are a number of cross-cutting issues in evacuation planning. These include registration of
collections, logistics, security and disruption of current activities.

When deciding whether or not to relocate collections, the institution shall check potential risks on the
identified evacuation routes including flooding, civil disorder or demonstrations. Stationary traffic

© IS0 2019 - All rights reserved

27


https://standardsiso.com/api/?name=ec0e720b8a19f4170d247275344a6b2d

ISO 21110:

2019(E)

can expose collections to greater risks, and measures in accordance with the police shall be taken to
maintain the flow of the traffic on evacuation routes.

Communication and information sharing are important to ensure an effective evacuation and the

security of t

NOTE 2

he collection during transport and moving in and out of a building.

Annex D provides information on roles and responsibilities during relocation.

5.2.4.5 Tracking

Tracking is a key component of a response plan.

Tracking prpcedures shall be implemented to document every movement of collections. Trackifig|shall
result in prqcedures and forms prepared and tested in advance.

Tracking procedures and forms shall be consistent with both the safety policy of the institution and the
conditions df an emergency.

Tracking fortms shall include the identification of priorities of treatment during response and recavery
phases when possible.

Tracking procedures shall facilitate the reunification of collections when returned after treatment.
NOTE Edtablishing a list of each item cannot be applicable in an emergefcy situation.

5.2.5 Working with contractors and voluntary sector

Contractors|can be hired to work in tandem with the emergéncy response team or as an alternate| The
emergency response team should monitor the activities ofithe contractors and their staff.

There shall pe a liaison with the contractor.

The institutjon shall provide feedback to the contractors.

The voluntaly sector and professional organizations can play a significantrole in providing assistarjce in
the responsg phase. Working with voluntary sector requires agreed-upon joint working arrangemgnts.
Volunteer mpanagement, which should”/include basic training of volunteers, is necessary to pre¢vent
loss or dampge to collections and-potential injury of volunteers. Procedures of work shall include the
registration|of the persons whaare allowed into affected areas, and clear ways to identify them.

5.3 Recoyering froman emergency

5.3.1 Principles

Recovery srts When the emergency is determined to be over, for example, fires are out, spills are
stopped and i 1 the

chance of a recurrlng emergency is deemed minimal.

Recovery is defined as the process of restoring both the emergency site and the affected collections
to a stable and usable condition following an emergency. Recovery actions often continue long after
the incident itself. Each emergency is a unique event that requires careful assessment. And because
recovery can take a long time, it is important to create a strategic plan to identify and protect or
stabilize the most vulnerable and severely affected collections. In reality, the stages of recovery do not
always follow a neatly defined timeline. Yet there are several phases that unfold.

The recovery process includes:

— follow-up communication with emergency response personnel including notification to any outside
agencies or emergency response personnel that were notified during the emergency;
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avoid the effects of emergencies on the collections and their environment;

i

assessment of collection needs and priorities;

s fit for use;

mitigation strategies to prevent hazards from developing into emergencies altogether, reduce or

clean-up or replacement of all emergency equipment and verification that all emergency equipment

conservation treatment, replacement, and/or reformatting of damaged collection items.

This phase considers both collections that have been directly affected and those that can be indirectly

affected or threatened.

The program is based upon priorities for conservation work, the best methods and optiolns, and cost
estimates.

5.3.7 Management and coordination

Recoyvery management shall embrace the measures taken before, during and 'Subsequent to any event.
NOTE1  The success of operational actions in the recovery phase depends on the decisions gnd priorities
established during the initial response to the emergency.

Specifications to dry and clean the building and the collections shall be discussed with th¢ emergency
preppredness and response plan coordinator for collections and the insurance adjuster.

When the building is affected, the recovery process may be overseen by building managemgnt.

In apy case, a recovery committee shall include, the emergency preparedness and re

coor

In some situations, recovery may be overseen, by a construction manager answerable to t}

adjug

Cost
all s
cons

NOTH

The |
repr

Reso|
effec
recol

Serv

linator for the recovery of collections to advegeate for the collections needs.

ter. In this case, and to provide better,control of works and costs, an onsite manager shg

estimates to dry and clean the building and the collections shall be ready and
takeholders including insurance adjuster and decision makers. Cost estimates s

brvation consultancy for the:assessments of further treatments.
2 The interventions forworks covered by insurance are determined by the insurer’s agree

brovision of recovery services is most effective when coordinated by a unique co-ordi}
psented by an identified coordinator.

urces management shall involve the management of all physical resources neede

rds, finance, staff and volunteers.

cesyto the public may be phased in over time, depending on the magnitude of recover

tponse plan

e insurance
11 be named.

vailable for
hall include

ment.

hation team,

d to deliver

tive recovery services. Such resources include locations, equipment, vehicles, office supplies,

y needs, and

shall

be coordimated witiTongoing TeCOVery operations.

Adequate physical resources are essential for recovery teams to be able to perform the tasks required
of them. Management of these resources involves their continuing availability and accountability for
their purchase, hire, maintenance and return.

Recovery workers are part of a multidisciplinary team. Care and support shall be provided to the
recovery teams engaged in stressful duties in disrupted circumstances.

Debriefing and recovery support shall be organized daily to ensure that the details of the experience
are reviewed, along with the mental and physical health of staff.

NOTE3  4.10.3 provides information on recovery funding.
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5.3.3 Assessment

Assessment

Assessment

is an on-going process during the recovery phase.

during the recovery phase establishes priorities for further treatments including:

cleaning;

relabelling, refoldering and reboxing;

— conservation;

— stabilizgtiom forcreating surrogates;

— replaceent.

Assessment| shall be conducted with full knowledge of the collections’ legal status., ltOwill in¢lude
comparisonp of costs based on preservation needs and different scenarios.

Assessment|can rely on conservation centres or preservation consultants for specialized items.
Assessment|shall result in reports for planning purposes.

5.3.4 Opdrations planning

This phase ¢overs the period from the hours immediately following.activation up to 30 days. It shall be
established fif the emergency will extend beyond a 30-day period:The planning should start as sopn as
possible aft¢r the emergency. Operations to salvage, restore andrecover the building and the collections
shall be initjated after approval of the appropriate local or gntergency services.

Stabilization treatments and cleaning of collections shall be identified as a priority through a prior
planning process. Procedures and resources shall besready to use.

Planning shpuld take into account works covered-by insurance. Collection recovery may be postpponed
by the cleantup and security-related infrastru¢ture improvements to the building.

Coordinatorjs and response teams for.collections shall be prepared to follow a strict schedule, in
particular, those working in the affected area.

5.3.5 Post-emergency mitigation

5.3.5.1 Sqcurity

The affected area and the rehabilitation rooms or site shall be monitored and secured agpinst
unauthorizgd entrance.

A policy shallbe established to provide a list of personnel and contractors authorized to enter these

spaces.

5.3.5.2 Protection of collections

When collections shall stay in the building during its recovery, they shall be protected in order to avoid
further damage.

Protection shall be comprehensive and safeguard against further risks, including mould, soot and
construction airborne particles.

In the case of mould, before moving affected items, unaffected collections shall be isolated by draping
the shelves or the area from ceiling to the floor with a tarp. The tarp should remain in place until the
end of evacuation of the affected collections.

30
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.3 Clean-up

While every situation will be different, typical actions will include:

i

i

assessment;

nitiation of clean-up;

ncident.

treating, storing or disposing of waste, contaminated water, and other material impacted by the

Clean up measures shall include walls, floors and storage and display furniture in the affected area.

Clealh up measures shall include protection of collections, such as isolation or covering as

the d
carril

5.3.5

It is
and
signi
Duri
samj
imm

Sam

q

q

In th

NOTH
notal

Deps
oper
requ

Prot
be v

[ficant water runoff; mould appears rapidly as a result of elevated levels of relatiy

if biological or chemical contamination is ongoing}

degree of facility impacted;

leaning of collections, time is an important element to avoid further damage, so aet
ed out as soon as possible. Conservators shall be consulted when deciding on methods

4 Decontamination

rommon during emergency response activities for ambient air to be<imtpacted by thg
pr response actions. For example, fires impact the ambient aif;, firefighting ofte

hg an emergency response action, the institution shall evaluate whether or not en
ling should be performed, and if so, if the sampling should/be‘performed during (if safg
bdiately after the emergency response.

ling can be required to determine:

ealth risks;

extent of contamination;

\ppropriate treatments required.
e aftermath of a fire, decontamination can be needed to treat damage caused by smokg

1 Hazardous gases _and particulates can be produced when collections and building m3
ly plastics, burn, smolder, or off-gas, when subjected to high temperature.

nding on thesextent of the damage, decontamination of the collections can be part ¢
htion including the building renovation. Decontamination of air shafts or ventilation sh
red.

bcokof decontamination as well as all information on products used for the building re
lidated to meet preservation needs. The institution shall have written specification

needed. For
ion shall be
of cleaning.

emergency
n generates
re humidity.
yironmental
to do so) or

b and soot.

terials, most

f an overall
afts shall be

covery shall
s regarding

the d
phys

NOTE 2

1sclosure of materials used In cleaning to ensure that collections are not harmed ¢
ically during decontamination operations.

Ozone which is often used for decontamination after a fire can be detrimental to collecti

5.3.5.5 Rehabilitation space

1emically or

ons.

A rehabilitation space is a site for the reorganization and treatment of a collection. Depending on the
extent of the damage, this space can be needed for a period of several months or years.

The rehabilitation space is indispensable for the storage of affected materials after drying to allow:

moisture equilibrium;

— triage and reunification of dispersed collections before their return;
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— re-boxi

ng, re-foldering, relabelling and cataloguing when needed;

— storage of collections that need further treatments.

Collections in the rehabilitation space shall be stored under conditions that allow their ventilation
and be separated from the treatment space. The ventilation system of the rehabilitation space shall be

completely

separated from other storage areas.

The rehabilitation space shall provide space for movement of collections. It shall be equipped at a
minimum with shelves and tables and include electrical outlets for vacuum cleaners, fans, computers

and other d

The rehabil

When the rghabilitation space is hosted at a remote site, insurance coverage shall be checked:
NOTE 4.10.3 provides information on requirements for insurance coverage.

5.3.5.6 Inspection

Post-emerggncy mitigation procedures shall include inspection measures ‘of-the affected areg
collections.

Inspections|in the affected area include measuring the water content\of the walls, ceilings, floor$

storage and

Booksand t
they are ret

Collections
when retur

Regular ins
main collec

potential m

are returne

evices.

jtation space shall be accessible for inspections.

display furniture to ensure they are dry.

e contents of boxes shall be checked, using a calibrated humidity measurement device, b

!

hre checked against inventory sheets in thesaffected repository and the treatment o

ed from a contractor.
Iections of the collections after treatment shall be conducted before they are returned t
tions and random inspections shallbe organized after their return in order to identif}

buld growth. Inspections shall be_tontinued throughout seasonal changes after collec
.

5.3.6 Funding for recovery

An assess

nt shall be conducted to identify the resource shortfalls and the steps necessa

nle
overcome aiy shortfalls.

Donation of]
institution

NOTE F

an emergenc

goods, seruices, personnel and facilities solicited and unsolicited shall be addressed
hall demonstrate needs for preservation of collections against external criteria.

uUnd raising can include precautionary actions and unforeseen costs in dealing with the afterm

 incident.

rned to a repository ensuring that their water content does not exceed 10 % per weight.

and

and

efore

oom,

o the
y any
tions

'y to

The

hth of

5.3.7 Ending of operations

Ending of operations is the orderly, safe and efficient return of an impacted area to a stabilized status.
A plan shall provide agreed-upon procedures to help facilitate return to normal conditions. The faster
an institution can become fully operational, the less the incident will cost. Issues to consider include:

human

human

32

establishing priorities;

notifications of the end of operations;

resources needed for ending the emergency operations;

resources needed for resuming normal operations;
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— clean-up of rehabilitation room and return of unused supplies;

— finalized inventory of used items.

5.3.8 Review

Following an emergency, reviewing and reporting shall be conducted in an effort to understand the
impacts of the event and to inform any necessary changes to response plans.

During any emergency incident, documentation of the emergency begins with the initial report of the
emergency by the first responder. All documents generated throughout the emergency become part of
the emrer gency recor dinradditioncorrectiveand preventiveactiorrs shattbetakemrtoensyre that such
emeilgencies can be prevented in the future.

Once the emergency is declared over, the incident investigation process begins, with the purpose of
detefmining:

— the root cause of the emergency;

— Iappropriate emergency response was taken;

the emergency preparedness and response plan, emergency,;'and response organlization, and
¢mergency procedures need to be modified;

— (¢orrective and preventive actions to prevent recurrence.

It is essential that the incident and subsequent corrective/preventive actions are documented. A post-
emeilgency analysis shall include:

— (lescription of the emergency including photoegraphic, video and social media text documentation of
all phases of the event;

— ¢hronological summary of the emergency response;

— dletails of the effects on the colle€tions;

— formal notification of lost celléctions;

— impacted collections and their subsequent replacement or conservation;

— damage to infrastricture;

— interruption ofiservices;

— 3ssessment '0f any barriers to communication among the emergency responders;

— gafegtiarrds taken for staff working in the emergency area;

— (quantity of collections evacuated, stabilized or treated, the mitigation efforts to avoid risks during
the emergency response and recovery phases;

— positive and/or negative impact on the image of the institution;

— costs of the emergency (rescue of collection items, building renovation, personnel, etc.) plus any
revenue loss (for example, when the institution is closed to the public).

6 Indicators of performance

6.1 General

Benchmarking is a strategic process used to evaluate and measure performance in relation to best
practices.
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fall into the categories of:

human resource development, training and education;

g

funding;
vulnerability assessment;

information systems;

collecti

coordin|

To achieve
to prioritize

6.2 Indic

Indicators

institution

Although th
they are in
emergency
facilitate thq

Use the folld

15 CdlcC,
ation.

hese criteria is a long-term process, and the guiding principle is that institutions will
their interventions based on their existing capacity.

ators and methodology

o formulate precise and measurable indicators that apply to its situation.

fe implementation of some indicators might not be‘the mandate of the preservation s¢
jportant to consider when planning and evaluating the collection preservation s
preparedness activities. This will help guide*analysis of the existing situation and
e establishment of the baseline against which progress will be evaluated (see Table 5).

wing chart to assess progress in complying with each indicator (see Table 5).

Table 5 ~'Scoring mechanism

need

ovide a tool for planning emergency preparedness plans and activities. The framewaork as
outlined in this document consists of a benchmark and its corresponding standards. Each bench
has 5 standards and each standard has 5 indicators against which{monitoring can take place
indicators gre as specific as possible to make them measurable but remain generic. It is up to

mark
The
each

ctor,
bctor
thus

Progress scoring

Unknown.The information is not available

Does net meet the indicator at all

Megets indicator to some extent; marginally effective

Meets indicator; partially achieved

Meets indicator to a great extent; effective

Very effective

Table 6 prov

34

ides'an example of how the above criteria are used to assess progress for a specific indic

ator.
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Table 6 is a self-assessment guide that can serve as a tool to benchmark the progress the organization is
making in achieving standards.

For example, the average score of “2,5” in benchmark n%9, standard operating procedures would indicate
that, overall, there is evidence of limited, but demonstrable progress in meeting the expectation. This
would indicate that the organization is on Level 2 or 3 of Table 7. Although this scoring mechanism
provides a quantitative descriptor of each indicator, the scoring process has a number of methodological
limitations.

— The benchmarks focus primarily on process measures. It is assumed that meeting these process
measurements will result in improved outcomes measured during exercises.

— Despite|the objectivity of the evaluation methodology, it still relies on the qualitative judgmedts by
those campleting the assessment.

— Despite| efforts to make the document objective, it is difficult to provide complete)operatjonal
definitipns for some terms. One assessment to another will vary considerably, depending on the
experiehce and expertise of the assessor.

Table 7 — Measure of implementation level for each benchimark

Level 0: Imnjature Few measures implemented to strengthen the organization. No coherent
framework and no management direction.

Level 1: Basic Organization strengthened through specific disciplines.

No formal communication on organizatiofalresilience across the organization

Level 2: Manfaged Activities are controlled and maintainedwith results specified. Limited
co-ordination between related actiyities. Improvements made in isolation.

Level 3: Established Management has set direction and, understands the internal and external
environment and how it is changing. Programme to strengthen the organization in
operation.

Level 4: Predictable Strengthening measuresimplemented and agreed, continual improvement on-gping.

Level 5: Optimizing Activities are repeafed; measured, evaluated and continuously improved to meet

objectives. Divisions are proactively cooperating for improvement.
NOTE BasedonBS 65000:2014.

Figure 3 is gn example of a visualization of this bench-marking process.
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a  Human exposure.

b Awareness.

¢ Training.

d  Understand the effects of risk.

e Irrovision of supplies.

£ Yulnerability assessment.

g  Iarly warning.

h Updating.
§tandard operating procedures.

f Mitigation.
q

enior managemernt€ommitment.

Figure 3 — Indicators of performance applied
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Stakeholders and their roles during an incident

1. Local, state, government agencies

a. Police
— | Assists individuals as needed;
— | Protects public and private property.
b. Firg brigade
— |Initial search and rescue;
— | Suppresses fires;
— [Assists with damage assessment and damage control.
c. Utility companies (water, power, sewer, telephone, internetproviders)
d. Firgtresponders, emergency medical response teams/ambulance
e. Locally elected officials
— | Establish and maintain an emergency management program;
— [Report the status of the recovery effort to the general public;
— [Provision of technical assistance-and funding;
— [Local needs assessment.
f.  Local floodplain management authority
g. Civil protection
2. Citizeng (public, donors; etc.)
— Apply for emergency recovery assistance;

— Vollinteéer with emergency relief organizations.

3. Media
— Supply information and directions to the public;
— Disseminate information on preparedness, recovery and mitigation following emergencies;
— Stimulate volunteerism and donations;
— Gain an understanding of the recovery process.

4. Non-profit agencies
a. International Red Cross and Red Crescent Moon

b. Blue Shield
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c. International Council on Archives (ICA)
d. International Federation of Library Associations and Institutions (IFLA)
e. International Council of Museums (ICOM)

f. International Centre for the Study of the Preservation and Restoration of Cultural Property
(ICCROM)

International Council on Monuments and Sites (ICOMOS)

h. Emergent local groups

5. (ontractors

3. Emergency planning and response companies;

Ib. Debris management;

¢. Physical removal of debris;

d. Implementation of post-emergency grant programs;
¢. Recovery planning;

i Recovery vendors for collections (e.g. preservation ahd conservators specialists, efc.);
g. Insurance:

— Advise service;

— Loss assessment.

6. Associations and collaborative partnerships;

7. Neighbours.
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Annex B
(informative)

Example template of response and recovery plan

Table B.1 is an example of a simplified response and recovery plan. This plan could be used as a basis
for a much more expanded plan as detailed in 4.5.

The Pocket
(CoSA) as p
.statearchiv

Response Plan™ (PReP™) was developed by the United States Council of State Archivists
hrt of its Framework for Emergency Preparedness. For additional information,\see www

ists.org.
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