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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interopérate wjith
othersj and Recommended Practices that are more descriptive in nature and are intended| to
provide general guidance about how to approach a particular problem associated with space
missidn support. This Recommended Practice is issued by, and represents the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Practice is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Organization and Processes for the Consultative Committee for Space Data Systems
(CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS
Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent-to ‘the GCSDS
Segretariat at the e-mail address indicated on page i.
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

Agenzia Spaziale Italiana (ASI)/Italy.

Canadian Space Agency (CSA)/Canada.

Centre National d’Etudes Spatiales (CNES)/France.

China National Space Administration (CNSA)/People’s Republic of China.
Deutsches Zentrum fiir Luft- und Raumfahrt (DLR)/Germany.
— rEdropean-Space-Agency(ESA)Etrope:

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium.

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.

— | China Satellite Launch and Tracking Control General, Beijing Institute of Tracking and
Telecommunications Technology (CLTC/BITTT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Reséarch Organization (CSIRO)/Australia.

— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | Electronics and Telecommunications Research Institute (ETRI)/Korea.

— | European Organization for the ExXploitation of Meteorological Satellites (EUMETSAT)/Europe.
— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and Spage-TFechnology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space ResearchyOrganization (ISRO)/India.

— | Institute of Space.Research (IKI)/Russian Federation.

— | KFKI Researchiinstitute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministry.0f*€ommunications (MOC)/lsrael.

— | Natignahnstitute of Information and Communications Technology (NICT)/Japan.
— | National Oceanic and Atmospheric Administration (NOAA)/USA.

- Nat|onal Space Agency of the Republlc of Kazakhstan (NSARK)/Kazakhstan

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.
— South African National Space Agency (SANSA)/Republic of South Africa.

—  Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

—  Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.
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INTRODUCTION

1.1 PURPOSE

The purpose of this Recommended Practice is to define a set of requirements for CCSDS-
recommended configurations for secure Space Communications Cross Support (SCCS)
architectures. This architecture is to be used as a common framework when CCSDS
Agencies 1) provide and use SCCS services, and 2) develop systems that provide

int

rnlnnmhln SCCS services. These SCCS services include hoth elements on the grou

d and

el
(M
ho
Sp

N(

Th
AR
Cq
(re
gr

1.2

Th

ments in space. These services cover both single-hop, space Data Link Layersq
ission Operations Center [MOC]-to-spacecraft), and Solar System Internet (SSI),
P, Network Layer services that involve data routing and internetworkingcusing m
Ace assets.

DTE — The term ‘agency’ is used in CCSDS, but users of CCSD$¢ross support co
include satellite operators and service providers, and“the context of the
support is not limited to a user/provider interface withan agency.

is Space Communications Cross Support—Architecture,;Requirements Document (¢
RD) provides normative specifications and definitions; its companion
mmunications Cross Support—Architecture Description Document (SCCSH
ference [D5]) provides the descriptive information, explanatory materials, and
phical representations that support the understanding of these requirements.

SCOPE

is document describes SCCS architecture in terms of the following:

— definitions of all keyselements, on ground and in space, that are involved in
communications;

— definitions ofcconcepts that characterize SCCS services;
— requiremeénts on system elements and components that provide secure SCCS sef
— recommiended protocol stack configurations for each element type; and

— ., trecommended end-to-end system configurations to provide interoperable and
supportable space communications services.

rvices
multi-
ultiple

ncepts
Cross

FCCS-
Space
ADD)
other

space

Vices;

Cross-

This document does not specify:

— the details of how to implement systems that provide SCCS services;
— explicit technologies needed to implement SCCS services;

— application or mission operations protocols except for those used for data transf

er,
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— mission operations except for those involved in planning, scheduling, and executing
space communications;

— spacecraft onboard cross support, except for space communication services.

This document contains references to other CCSDS technical engineering and architectural
recommendations describing how systems doing space communication cross support should
be engineered, deployed, organized, and operated to provide interoperable SCCS services.
While this document does not specify detailed internal implementation approaches, which
are a |private matter, it does recommend specific protocols and protocol stacks, serv|ce
interfgces, element behaviors, and end-to-end architectures.

Some |of the standards that are referenced in this document, especially those relating to the

The protocol-related parts of this document make liberal reference toithe layers defined in the
Open Bystems Interconnection (OSI) Basic Reference Model (reference [4]). Subsection 6.2
of the|Architecture Description Document (ADD) (reference [D5]) contains a discussion|of
the O$I stack and the functions associated with each layer.

The technical scope of single-hop cross support is the pravision of Data Link Layer (Layer{2)
data gommunications services across the Solar System in support of space mission users,
using [the interoperable infrastructure of one or:more space agencies. Services above the
Data LLink Layer, such as CCSDS File Delivery-Protocol (CFDP), Cross-Support File Servjce
(CXF$), or Delta-Differential One-way Range (DOR), may also be provided. All mission
operations application in CCSDS-compliant, interoperable, single-hop deployments are
expected to utilize these underlying space link and file communications layers.

The technical scope of the /SSI is the provision of internetworked (Layer 3) data
commpnications services across the Solar System in support of space mission users, using
the copfederated and interoperable infrastructure of one or more space agencies to achievg a
level of service that individual agencies would otherwise be unlikely to achieve. All mission
operatjons applicatianyin CCSDS-compliant, interoperable, SSI deployments are expected|to

SSI state. Included in this discussion are mission-driven conS|derat|ons such as use of hybrld
science/routing missions, as well as identification of optional configurations that are
considered acceptable because they are in line with the transition strategies defined in this
document.

Any agency that wishes to participate as a peer in the SSI should implement interoperable
services and interfaces at least up to the Network Layer, along with related support services,
as described in this document and specified in the relevant CCSDS and Internet standards.

CCSDS 901.1-M-1 Page 1-2 May 2015
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Agencies that are not yet ready to adopt the SSI themselves, but that wish to offer compliant
ground station cross support services that can support SSI services, may also take advantage
of this document for guidance on developing Data Link Layer services that will both meet
their immediate needs and also interoperate with SSI-enabled missions.

1.3 APPLICABILITY

1.3.1 APPLICABILITY OF THIS RECOMMENDED PRACTICE

THis Recommended Practice provides a set of reference architecture requirements for the
depelopment of CCSDS compatible agency systems for space communications| This
Rqcommended Practice is applicable to all space communication systems that are involved in
Crss support.

THe SCCS systems that are addressed in this Recommended Praetice explicitly ipclude
ground stations and related systems that provide cross support services, user mission ¢ontrol
anfd mission operations ground systems, and a variety of spacecraft systems. In all cases the
applicability is to both single space link (ABA) and internetworked (SSI) systems. The term
‘spacecraft systems’ includes free-flying spacecraft, landers, rovers, and even balloohs and
other “platforms’ that are users of space communication'services. It also includes spagecraft
that are themselves providers of space communication services.

1.3.2 LIMIT OF APPLICABILITY
THis Recommended Practice is not a désign for real SCCS systems that may be implemented

for communication with existing ef future missions. It provides detailed, but broadly ptated,
requirements that may be tailored or adapted for use in constructing such systems.

Future CCSDS requirements’ (e.g., service interfaces, protocols, or data formats) that are
planned, but still under-development, are included for completeness so that the directions of
CCSDS are clear; thése are marked ‘[Future]’ to avoid ambiguity. Any requirements that are
copsidered optional>are marked ‘[Opt]’. The [Opt] requirements are things like sefurity,
which may oramay not be implemented by any given system. All other core standards| those
that are expected to be used by the bulk of missions and implemented by the bulk of gervice
providers;-are defined as mandatory, with “shall’ rather than ‘should’ language. Any specific
system deployment may treat these as “‘shall’ if they are required for that use.

Any requirements marked ‘[Future]” should not be relied upon in the design of current real
SCCS systems. This Recommended Practice will be updated periodically. When updates of
this document are published, any requirements now marked ‘[Future]’ whose conditions are
met will be reviewed and evaluated for inclusion as full requirements. Many of these future
specifications are completely applicable to either ABA or SSI deployments.
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1.4 RATIONALE

CCSDS has developed a body of space communications recommendations that specify
protocols and related services for specific types of functionality that are usually defined at a
single layer of the OSI stack, or define how to format and exchange a specific type of
information. In order to build end-to-end space communications systems that will
interoperate, systems designers need to understand how to select, configure, and deploy
different kinds of system elements that implement a complete stack of protocols in each
elemept _and how these are assembled to deliver end-to-end services Single-hop
commpnications configurations often require cross support, where one space agerlcy
develgps the spacecraft and the corresponding MOC, and another agency provides the
grounfl communications assets. This is the typical cross support configuration used today.
Multidhop communications configurations may require that space assets developed by gne
agency offer cross support to space elements developed by another agency;,With both being
suppofted by ground communications assets from yet another agency.

Since | cross support among agencies has become the norm, and since future agerlcy
collabprative missions require elements developed by different @gencies, at different timgs,
to intqroperate as a network, agreed-upon interoperable standards and architectures must|be
adoptdd in an end-to-end sense. As the only international body that defines standards to link
space [ communication service providers with space missions, CCSDS is defining this
recommended standard architecture for SCCS serviges, so that interoperable cross suppprt
between agencies can be defined and operated more\efficiently and effectively for single-hop
and mlti-hop mission configurations.

Similgr to existing ABA architectures, it 1S fundamental to the SSI concept that all full
participants in the confederation must:-éxpose standard and agreed-upon cross suppprt
services at the Network Layer of the~©@SI communications stack, while observing common
netwofk management strategies<and governance mechanisms. Agencies that provide only
singlethop Data Link Layer services may still participate in the SSI if they provide compliant
services at that layer.

1.5 POCUMENTSTRUCTURE

This document.consists of several sections plus annexes.

— | Section 1 presents the purpose, scope, and rationale of this document and lists the
definitions, conventions, and references used throughout the document.

— Section 2 provides context and an overview of the SCCS architecture.

— Section 3 provides a brief overview of ABA and SSI technical architecture and some
guidance on how to use the document.

— Section 4 defines top-level service requirements of ABA and SSI configurations from
user and provider perspectives.
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— Section 5 defines physical requirements of spacecraft and ground system nodes that
are used to create deployed ABA and SSI configurations, their allocated functions,
and behavior.

— Section 6 defines communications requirements and protocol ‘stacks’ for the ABA
and SSI node types.

— Section 7 defines end-to-end deployment requirements for representative examples of
space communication configurations.

— Annexes provide a brief reference to security and Space Assigned Numbers,Authority
(SANA) information, a normative glossary, an acronym list, and a list of informative
references.

Each of sections 4 through 7 includes a brief descriptive introdugtion and norpative
supsections that define the required elements, attributes, and behaviors  for both ABA and
SSI deployments. The ADD (reference [D5]) contains an extended set of descfiptive
materials that provide explanations and examples.

1.6 DEFINITIONS AND CONVENTIONS

1.6.1 TERMS

Far the purposes of this document, the following normative definitions apply. Many of these
terms are derived from other sources. Primary sources of definitions are references [1], [2],
[4]. [5]. [6], [D6], [D7], and [D8].

NOTE - Many other terms that pertain to specific items are defined in the appropriate
sections. A glossary with additional definitions can be found in annex B,|and a
list of acronyms-ean be found in annex C.

ABA: A ‘single-hop’ space communications configuration that involves only a single| direct
toffrom Earth space-link. Term derives from the notion of an Agency ‘A’ using the ground
stgtion of an Agency ‘B’ to communicate between its MOC and its spacecraft, hence ABA.

ABCBA: A-multi-hop space communications configuration that involves multiple spage and
ground etements and one or more direct to/from Earth space links or space-space| links.
ABCBA configurations nominally include elements from three or more agencies.

Application Layer: OSI Layer 7 contains all those functions that imply communication
between open systems that are not already performed by the lower layers.

building block: The set of nodes, with specific defined characteristics, that are used to
describe end-to-end system configurations in this document.
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CCSDS-compliant credential: One or more CCSDS baseline recommended credentials that
have the minimum recommended level of security. Higher-level security credentials (to be
defined in an update to reference [7]) may be employed where required.

Coding and Synchronization sublayer: CCSDS-defined sublayer (of the OSI Data Link
Layer) that provides error detection and correction for the space Data Link Layer protocols
and deals with noisy, low signal-to-noise ratio, space link physical channel characteristics.

credential: A physical/tangible object, a piece of knowledge, or a facet of a person’s
physidal being, that enables an individual to have access to a given physical facilify,|or
compyter-based information system.

cross [support: An agreement between two or more organizations to exploit the technigal
capabllity of interoperability for mutual advantage, such as one organization offering suppprt
servicgs to another in order to enhance or enable some aspect of a space mission.

cross pupport service: A function provided by one space agency tgsupport operations of a
space mission of another space agency.

cross |support service element, CSSE: A physical elementtinvolved in providing one|or
more ¢ross support services (including functions for managing services).

cross pupport service system, CSSS: A set of CSSEs or user elements that are managed by
a singje authority with a single set of management policies. These may be user or provider
systens.

Cross|Support Transfer Service, CSTS:"A family of cross support services, based upon a
commpn framework derived from space link extension, that provides reliable, acceps-
contrglled transfer of spaceflight. mission-related data between ground CSSEs and uger
elemepts. Each type of CSTS s qualified by the kind of data it transfers (e.g., telemefry
frames, tracking data, monitot data).

data glelivery services:. Fhe generic term for the CSTS and space link extension serviges
used fo deliver data—between an Earth-Space Link Terminal (ESLT) and the ground uger
elemepts that use._it;

Data |-ink_lzayer: The OSI Layer (Layer 2, often referred to as ‘link layer”) that provides
functipnakand procedural means for the establishment, maintenance, and release of data link
connegtions among Network Layer entities (where they are used) and for the transfer of data
link service data units.

Earth User Node: A physical element, located on the ground, that uses a cross support
service provided by a CSSS.

element management, EM: A set of functions that manage elements and interact with PM
for purposes of ascertaining element resource availability, configuration and execution of
element resources, and reporting status of those resources.
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forward data: Data sent from a ground element to a space element.

forwarding: The act of transferring data from its source towards its destination, which may
be in space or on the ground.

functional resource: The functions or capabilities that are provided by physical resources
(e.g., transmitters and receivers) of a CSSE, but not those physical resources themselves. A
functional resource is a logical construct not necessarily linked to any single system
component,

interface binding signature: A ‘signature’ that results from a service user and gervice
provider implementing the proper stack of interface protocols in order to bind to gervice
elements. This signature may involve Transmission Control Protocol/Internet Protocol
(TICP/IP), Hypertext Transfer Protocol (HTTP), or some set of CCSDS space-communijcation
protocols.

infernetwork: A ‘network of networks’ (often shortened to internet), where two off more
digtinct computer networks are connected together using routing-devices that allow trgffic to
flgw back and forth between the networks.

infernetworking: Practice of connecting two or more.gdistinct computer networks or ng¢twork
segments together to form an internetwork, using@devices which operate at OSI Layer 3
(Network Layer) to connect them together to allew traffic to flow back and forth batween
them.

interoperability: A property of protocols’or systems whereby elements adopt a commonly
defined and implemented set of protocols, data, and behaviors.

logical link: A link that shows _a.relationship between various types of logical objects (e.g.,
functions, protocols, or organizations). It may be considered separately from any particular
implementation or deployment and has no physical manifestation except as part of a mgdel.

network: One or mgre computers or other processing elements that are owned by a|single
or¢ianization, communicating using a single OSI Layer 3 protocol and sharing a |single
Layer-2 technology.

Natwork-tayer: OSI Layer 3, which provides the means to establish, maintaifn, and
teminate network connections between open systems and provides transport gntities
independence from routing and relay considerations.

node: A space data system physical entity operating in a physical environment. A node is a
configuration of engineering objects forming a single unit for the purpose of location in
space, and embodying a set of processing, storage, and communication functions. A node has
some well-understood, possibly rapidly moving location, and it may be composed of two or
more (sub-) nodes.

physical channel: A stream of bits transferred over a space link in a single direction.
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Physical Layer: OSI Layer 1, which provides for the transparent transmission of bit streams
between data-link entities across physical connections and the mechanical, electrical,
functional, and procedural means to activate, maintain, and deactivate physical connections.

protocol data unit, PDU: A unit of data which is specified in a protocol of a given layer and
which consists of protocol-control information, addressing information, and possibly user
data for that layer (typically defined as a Service Data Unit [SDU]).

provider system: A CSSS that provides services to a user CSSS, A provider CSSS may also
be a uger of other CSSS services.

provigion management, PM: A set of functions of a CSSS, related to the acquisition gnd
management of services provided by that CSSS to other CSSSes. PM interacts with the
utilization management of user CSSSes to negotiate provision of services to'their respective
CSSSgs.

Proxipity link: A communications link between an element in space and another nearby
elemept in space or on the surface of a planetary body (<1 secend-Round-Trip Light Time
[RTLTD).

relayipg: A managed process for forwarding frame, packet,or physical data that involves|no
decisipn making.

return data: Data sent from a space element to a. ground element.

router: A device that forwards Network Layer PDUs between computer networks, creating
an Intgrnetwork. A router is connected to-two or more data links from different subnetworks
and uges address information in the(PDU and information in its routing table or routing
policy|to direct the PDU to the next subnetwork.

routing: The process of selecting paths from origins to destinations in a network.

service management, SNM: 1) The set of functions exposed by PM to utilization management
for the purposes of acquiring and managing the services provided by the provider CSSS|to
the user CSSS.<{/hese functions include planning, scheduling, and managing the
configuration ef\space communication service functions. 2) The specification for exchanging
servicg management information.

servicg“provider: The role played by a physical, functional, or organizational entity that
provides a cross support service for a service user. (A single entity may play the roles of
service provider and service user at the same time.)

service user: The role played by a physical, functional, or organizational entity that uses a
cross support service provided by a service provider. (A single entity may play the roles of
service provider and service user at the same time.)
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signal-to-noise ratio, SNR: A measure that compares the level of a desired signal to the
level of background noise. The principal signal degradations in space communications are
due to the loss of signal energy with distance, and to the thermal noise in the receiving
system.

Solar System Internetwork, SSI: A loose confederation of independent space
communications networks that all share a single Network-Layer protocol that allows them to

interoperate and exchange Network-Layer PDUs, each often owned and administered by a
different space agency

sppce communications protocol: A communications protocol designed to be used pver a
space link or in a network that contains one or multiple space links.

sppce link: A communications link between a spacecraft and its associated ground system or
between two spacecraft. A space link consists of one or more physieal’channels in pne or
both directions.

sppce link extension, SLE: A set of specific cross support services that provide rgliable,
acgess-controlled transfer of spaceflight mission-related data between ground cross sppport
sefvice providers and user elements. Each specific SLE service is defined separately for the
kind of data it transfers (e.g., telemetry framesjtelecommand, Communication Link
Transmission Units [CLTUs], Operational Control-Field [OCF]). CSTS is a generalizafion of
the SLE concept.

sppce link interface: The interface of a CSSE that uses space link protocols.

sppce link layer processing: Processing at OSI Layers 1 and 2 for space communictions,
in¢luding any needed framing, coding, and modulation.

sppce routing node: A~physical element located in space that provides |space
infernetworking services.

Space User Node: A physical element located in space that uses a cross support gervice
provided by a CSSS:

supported-agency: A space agency that uses cross support services.

supperting agency: A space agency that provides cross support services.

terrestrial-link interface: The interface of a CSSE that uses terrestrial link (and networking)
protocols.

Transport Layer: OSI Layer 4, which has end-to-end significance, where the ends are
defined as transport entities having transport associations. The Transport Layer provides
transparent transfer of data between applications and relieves them from any concern with
subnetwork topologies or the detailed way in which transfer of data is achieved.
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user element, UE: A physical element involved in using one or more cross support services
(including functions for managing services).

user system: A CSSS that uses the services of a provider CSSS. A user CSSS may also be a
provider CSSS for other CSSSes.

utilization management, UM: A set of functions of a CSSS or user system, related to the
acquisition and management of services provided to that CSSS or user system by other
CSSSes,

virtugdl channel, VC: A logical subdivision of a single physical or master channel.

1.6.2 | CONVENTIONS

For the purposes of this document, the graphical conventions shown in'figure 1-1 are usgd.
They |are derived from the Reference Architecture for Space Data” Systems (RASDOS)
(refergnce [2]).

There|are several different types of objects depicted in the diagrams in this document; they
may ke color coded according to the key to identify their different nature and/or associated
functipnality.

—— Lo il | f$————
Data (- - _I/| | :
Store | 11 I
__ _ _ s N == I
_ Data Store o .
Physical Node Organizational Organizational
Element Domain
______ —4— H—
Physical or Logical Link Link Layer User Peering
Flinctional Connection between Elements Service Access Point Arrangement

S e B

Functienal Physical, Logical, & Communications Router

Element Service Connectors Protocol
CqlerKeys:
[ ] userNode L] Application L] Link Layer function
|:| Earth Routing Node |:| Element Management Routing function
. Space Routing Node |:| Network Management |:| Forwarding function
|:| WAN Node - Network Layerfunction |:| Data Store
Figure 1-1: Graphical Conventions
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NOTES

1 Physical nodes (system elements) are depicted with solid three-dimensional boxes.

2 Data stores are shown as a cylinder.

3 Organizations are depicted with dashed three-dimensional boxes. Organizational
domains are depicted with rounded, dashed, two-dimensional boxes.

4 Physical-orfunetional-connections-are-depicted-with-sohd-Hnres-

5 Logical links between elements are depicted with dashed lines.

6 Functional elements (aside from communications protocols) are depicted with gvals.

7 Service connections are depicted as pipes.

8 Communications protocols are depicted with two-dimensional boxes.

9 The differences between link layer user service (ABA).and peering arrangement (SSI)
are distinguished as shown, where needed.

1.6.3 NOMENCLATURE

1.6.3.1 Normative Text

The following conventions apply for the.iormative specifications in this document:

N(

1.6

a) the words ‘shall’ and ‘must™imply a binding and verifiable specification;
b) the word ‘should” implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;

d) the words ‘is’zare’, and ‘will” imply statements of fact.

32

DTE — These conventions do not imply constraints on diction in text that is ¢learly

informative in nature.

Informative Text

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

Overview;
Background,;
Rationale;

Discussion.
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1.7 REFERENCES

The following documents are CCSDS, Internet, or other international standards referenced in
this document. At the time of publication, the editions indicated were valid. All of the
documents in this section that have CCSDS Blue or Magenta book numbers, or that have
Request for Comment (RFC) or an RFC that has become a standard (STD), 1SO, or other
numbers are formal specifications that are valid as of the time of publication. Users of this
Recommended Practice should be aware that in order to provide adequate guidance for the
future_some of the documents that are referenced are still under development (CCSDS Red
Bookg, White Books) or are otherwise in draft form, and these are so marked. There is;|of
coursd, a finite chance that some of these standards, when finalized, will not have exactly the
featurgs that are described here. A list of additional informative references is provided|in
annex|D.
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Washington, D.C.: CCSDS,.December 2013.

IP over CCSDS Space Links. Issue 1. Recommendation for Space Data S
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Standards (Blue (Book), CCSDS 702.1-B-1. Washington, D.C.. CCSDS, September
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1981.
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[52] Space Link Extension—Internet Protocol for Transfer Services. Issue 1.
Recommendation for Space Data System Standards (Blue Book), CCSDS 913.1-B-1.
Washington, D.C.: CCSDS, September 2008.

[53] S. Kent and K. Seo. Security Architecture for the Internet Protocol. RFC 4301. Reston,
Virginia: ISOC, December 2005.

[54] S. Kent. IP Encapsulating Security Payload (ESP). RFC 4303. Reston, Virginia: ISOC,
December 2005.

[55] E. Rescorla. HTTP Over TLS. RFC 2818. Reston, Virginia: ISOC, May 2000.

[56] Flexible Advanced Coding and Modulation Scheme for High Rate“Telemetry
pplications. Issue 1. Recommendation for Space Data System Standards-(Blue Book),
CSDS 131.2-B-1. Washington, D.C.: CCSDS, March 2012.

[57] CCSDS Space Link Protocols over ETSI DVB-S2 Standard. Issue”1. Recommendatjon
or Space Data System Standards (Blue Book), CCSDS 131.3-B-1. Washington, D.C.:
CCSDS, March 2013.

And, in the context of this document, the following aggregate references may be used where
needegl:

[DTN] Delay Tolerant Networking suite, references [3], [D7], [12], [13], [15], [D12], [4#],
[D24]

[IPS] | Internet Protocol suite, references {25], [46], [47], [48], [49], [53].

NOTH - Informative references are contained in annex D.
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2 OVERVIEW
2.1 BACKGROUND

Cross support is an activity of using resources of one space agency to support the operations
of a space mission of another space agency. To reduce the cost of developing systems for
operating space missions, multi-agency cross support arrangements have been used by many
space missions. To date, most cross support has been one agency using the ground -based
communications assets af another agency This has nlrnnd\/ shifted to where nnnnr‘ es are
providing cross support for in-space relaylng of data; however, these technlccll and
opgrational arrangements, to date, have been mission-specific and rather ad) hgc and
idjosyncratic.

Tq facilitate SCCS, CCSDS developed standard protocols to transfer telecommands
(rgferences [8], [9]) and telemetry (references [9], [10]) over space tinks, which can gnsure
link layer interoperability between space elements and ground-elements belongjng to
different agencies. CCSDS also developed standard SLE serviees (references [1], [D6]) to
transfer telecommand and telemetry data on the ground (for example, between a ground
stgtion and a spacecraft control center), and service management (reference [D10]) |as the
stgndard means to request cross support services. By:using these CCSDS protocols and
sefvices, interoperability between elements of different agencies can be guaranteed tq some
extent at the link layer; however, coordination and-negotiation for cross support is sti:ll done
in [mission-specific, labor-intensive ways. If space internetworking is to become a reality,
with cross support and interoperability at higher protocol layers than the space data link, such
as| internetworking cross support in space, some new protocols and new approaches to
mission design will be required.

The SCCS communications arehitecture defined in this Architecture Requirgments
Dgcument (ARD) is intended.to- provide a common framework that is a basis for developing,
providing, and using SCCS.services. Defining a set of common concepts, common prqtocols
anf configurations, and-common processes and terminology does this. This architecfure is
intended to 1) facilitate development of interoperable end-to-end SCCS systems, 2) degscribe
chpracteristics of SCCS services, and 3) provide examples of protocol stacks for ground and
space, including Data Link and Network Layers.

2.2 ROLE OF THIS ARCHITECTURE REQUIREMENTS DOCUMENT

This—SEES-ARB—Recommended—Practice—(Magenta—Boslk)—provides—the—top-level
requirements on the architecture elements of SCCS as shown in figure 2-1. The ARD
provides concrete guidance and normative subsections that define the required elements,
attributes, and behaviors for service interfaces, functional allocations at nodes, protocol
stacks, and end-to-end configurations for both ABA and SSI deployments. The
accompanying SCCS-ADD Informational Report (Green Book) provides descriptive

materials to help understand and explain the concepts.
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Each section in this ARD starts by 1) addressing the requirements for simple, single-hop
missions that form the bulk of current cross support configurations (ABA configurations),
2) adding what is required to achieve a fully internetworked ‘end game’—a secure,
interoperable SSI, and also 3) providing specific requirements on how to architect the
building blocks for these missions. This ARD provides requirements on how to architect the
building blocks for the ABA systems in a way that can directly serve existing mission modes,
the future SSI, and also transitional states between them. This is especially important since
these transitional configurations, when correctly constructed, will directly support the future
SSI ag—weH-as—oHeruseful-servicesformissions—that-do—not-need—to—adopt-theful-SSI

functipnality.

Within each section of this document, this ARD addresses each of these coperatiopal
configurations, along with any transitional information. The intent is to permit users who
only require single-hop services to be able to readily find the information-they need, while
also providing guidance for those who are interested in progressing toward the full SSI.

SCCS Context

User
Applications

User
Applications

Non-normative Normative

Architecture Architecture
Description Requirements

What are the architectural elements? How is the architecture constructed?
* Services * -Nedes * Services * Nodes
* Protocols - \.Deployments * Protocols « Deployments

Figure 2-1: Roles of the SCCS Architecture Documents

The companion document, the SCCS-ADD Green Book (reference [D5]), provides rationdle,
explanjatory text, and other descriptive materials. It contains an extensive set of figures that
will be reed——this —5 he—teater—is—diree ha e
additional explanatory materials, such as element architectures and a variety of end-to-end
configurations are needed.

U AU U U U A UV U VV S Ch

This SCCS-ARD defines requirements for developing a multi-agency, interoperable, secure
technical architecture for SCCS, including single-hop and internetworked configurations. This
document provides requirements on: 1) the service elements from both end-user and service-
provider perspectives, 2) the physical elements and building blocks of the SSI, 3) the
communications protocols that permit them to operate in end-to-end delivery of service, and 4)
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the underlying organizational principles. Section 7 provides requirements for specific end-to-
end configurations for single-hop missions, for SSI missions, and for transitional strategies in
getting from the present ABA operational state to the future SSI one; this includes mixed-mode
states describing how SSI-compliant and non-SSI-compliant missions may interoperate in a
limited fashion.

2.3 STRUCTURE OF THE ARD: FOUR VIEWS OF SYSTEM ARCHITECTURE

2.3

.1 GENERAL

Large-scale system architectures are complex and must be considered fronT di

pe

rspectives, including both technical and operational views. An architecture-’that pr

multi-agency SCCS services and uses service systems or elements, has many technig
org¢ianizational aspects to it. To help make each of these aspects clear, this’ARD uses m
vigws to define SCCS services and systems, each focusing on different aspects assc
with these services and systems.

Th

THh
wh
O
thi

Th

pr
ad

e views used in this ARD and its companion ADD are:
a) aservice view;
b) a physical view;
C) acommunications view;

d) an end-to-end deployment view.

ese views were defined based on-four of the six viewpoints of the RASDS (referend
ich were themselves defined based on the five viewpoints of the Reference Mo

s approach of using distinct viewpoints to describe system architectures.)

3.2 SERVICEMIEW

e service wiew is covered in section 4 and is used to define requirements on sg
pvided by CSSSes/CSSEs and their behavioral and interface characteristics. Specific
dresses-the topics of:

fferent
pvides
al and
ultiple
ciated

e [2]),
del of

en Distributed Processing«(reference [11]). (See those documents for more backgroind on

rvices
ally, it

top-level visible service interfaces for key elements:

means for locating and binding to services;

top-level interfaces for using services;

top-level interfaces for managing services.
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2.3.3 PHYSICAL VIEW

The physical view is addressed in section 5 and defines requirements on the physical
configuration of CSSSes/CSSEs and their functional characteristics. Specifically, it addresses
the topics of:

— types of nodes and physical locations;

— allocated functionality at each node;

— | physical access to the nodes.

2.3.4 | COMMUNICATIONS VIEW

The ¢ommunications view, which is covered in section 6 defines. requirements [on
commpnications protocols used for accessing services providedcby CSSSes/CSSEs.
Speciflically, it addresses the topics of:

— | specific interface binding types for each node;
— | communications protocol ‘building block’ stacks for:each node type;

— | relationships between interface bindings and internal functions.

2.3.5 | END-TO-END VIEW

The end-to-end view is addressed in section 7 and defines requirements on how to config!‘re
the cdgmmunications protocol building,blocks to construct a set of representative missijon
commpnications configurations. Specifically, it provides a set of examples covering the
followling:

— | ABA configurations;
— | transitional configurations (limited);
— | SSI configuirations;

— | mixed-ABA and SSI configurations (limited).

The campanion SCCS-ADD Informational Report (reference [D5]), provides an extended sef of
descriptive materials describing service interfaces, CSSE node configurations, suitable building
blocks, and many more end-to-end protocol and system configurations for cross support.

2.3.6 SERVICE-VIEW RELATIONSHIPS

There is an identified relationship among the different elements that appear in each of these
Views:
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a) The service view shows top-level terrestrial elements that offer or use service

interfaces, both terrestrial and for space communications.

b) The physical view introduces all of the different classes of physical elements (nodes)
that are described and their internal functions and behavior. Their interfaces are
identified in the physical view, but the interface binding signatures (i.e., the stack of
protocols required to actually communicate with them) are specified in the

communications view.

All of these views in this document focus only on the communications protocols up

Li
de
se

Th
su
(re
(B
an

Th
cr

Sy
su

Th
ma

4.1 RELATIONSHIP BETWEEN SCCS AND OTHER CROSS SUPPORT

C)__ The communications VIiew afso provides the connection Detween the interface
and the internal functional details described in the physical views.

d) The end-to-end view shows how to assemble those nodes, and their, protocol
to create mission space communications deployments that will interoperate.

nk (ABA) or Network (SSI) Layer. The only Application -kayer protocols th
scribed are those involved in transporting data (files and meSsages). Mission ope
vices and other applications protocols are not addressed in‘this ARD.

4 RELATIONSHIPS BETWEEN SCCS AND ©THER CCSDS DOCUMENT$

SERVICE DOCUMENTS

e terminology in the SCCS for ABA:configurations is derived in part from othef
pport  service documents, such @s the Cross Support Reference Model (C
ference [1]) and Service Management (reference [D9]) CCSDS Recommended Sta
ue Books). Because the SSltconfiguration introduces some new user/provider relatio

DSS support service system instead of the more limited complex and mission data-op4
stem terms used, in the CSRM. While those CSRM terms are still relevant for ABA
pport configurations, they do not scale for the SSI.

e CSRM concept of complex management has been replaced here by prg
Inagement, which is defined as a set of functions of a CSSS, related to the acquisiti

Md

] also places cross supportelements in space, some new terminology has been required.

letails

stacks,

to the
at are
ations

Cross
SRM)
ndards
nships,

iIs SCCS-ARD has.introduced the terms cross support service element, user element, and

bration
L Cross

vision
bn and

p UMs

of

nagement of services provided by that CSSS to other CSSSes. PM interacts with th
user CSSSes to negotiate the provision of services to their respective CSSSes.

The concept of service management has been extended to mean the set of functions exposed
by PM to UM for the purposes of acquiring and managing the services provided by the
provider CSSS to the user CSSS. Similarly, the concept of utilization management has been
extended to mean a set of functions of a CSSS or user system, related to the acquisition and
management of services provided to that CSSS or user system by other CSSSes.
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The term element management has been introduced to describe functions that interact with
PM for purposes of ascertaining element resource availability, configuration and
management of element resources, and reporting status of those resources. Elements that
perform all or part of the services provided to user CSSSes have EM.

This SCCS-ARD also defines a set of nodes and different node types to support specialized
CSSEs, UEs, and their functional configurations and protocol bindings. The CCSDS CSTS
(reference [D6]) and next-generation extensible service management book (reference [D10])
introduce the term functional resource which is defined as the functions or r‘alnahilitipq that
are provided by physical resources (e.g., transmitters and receivers) of a CSSE, but not thgse
physidal resources themselves. A functional resource is a logical construct not negessarjily
linked| to any single system component. Service management manages the -functiopal
resources that compose a CSSE. EM manages the elements inside a CSSE or UE 'that prov{de
servicgs or support user communications functions. Functional Resources are also referenged
in the Service Control (reference [D19]) and Monitor Data (reference [D18]) specifications.

NOTH - The existing SM specification (reference [D9]) primarily defines a servjce
request standard, message exchanges, and behavior for command and telemetry
services. The new CSSM specification (reference [D10]) defines a more
complete, and extensible, set of requests for alb.TT&C and ancillary and futire
services. Both are referenced in this document.

2.4.2 | RELATIONSHIP BETWEEN SCCS AND OTHER CCSDS APPLICATION
LAYER STANDARDS.

This document defines the suite of standards that are assumed to provide the communicatigns
services for all other CCSDS Application Layer documents such as SM&C and SOIS. Thegse
applicptions functions, and any other-mission- or agency-specific applications, are all treated
uniformly as “‘applications functions’. A separate mission operations reference architecturg is
proposed to be developed for.these application functions that primarily run in the Earth gnd
Space|User nodes.

2.5 [ROSS SURPORT SERVICE SYSTEM ELEMENTS

2.5.1 | GENERAL

In thig architecture document, a CSSE is defined to be a physical element that is involved| in
providing one or more SCCS services, possibly together with some other CSSEs. The nodes
that are CSSEs play the service-provider role and are implemented by different service-
provider systems. CSSEs functioning together can provide communications and/or navigation
services for any space mission element of any space agency provided that the UE conforms to
the technical interface specifications and management policies specified for the CSSE.

These service-providing elements are also referred to as ‘building blocks’ because they can
be assembled in various ways to provide deployed CSSS services.
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A UE is defined to be a physical element that is involved in using one or more SCCS
services provided by one or more CSSEs. The nodes that are UEs play the service user role
and are implemented by different service user systems. A UE may be adapted to also provide
services; when this is done it is then functioning as a CSSE.

A CSSS is defined to be a set of CSSEs or UEs that are managed by a single authority with a
single set of management policies. These may be provider or user systems.

2.9.2 CROSS SUPPORT SERVICE ELEMENT

A [CSSE may be a landed element on the surface of a heavenly body (e.g., the Earth; the Moon,
Mars, Jupiter), an element orbiting around a heavenly body (e.g., a relaying, satellite)] or an
elgment in cruise through space (e.g., data management systems onboard spacecraft). Table 2-1
shpws the types and nominal locations of the different CSSEs described.in this document

Table 2-1: Cross Support Service Elements and,Naminal Locations

Space/ Spage/
CSSE Type Earth Orbit Planet
ESLT X
Earth Routing Node X
Space Routing Node X
Planet-Space Link Terminal (PSLT) X
Earth/planet Wide Area Network (WAN) Routing Node X X

A [CSSE may include a single computer or a large complex consisting of many subsystems. The
internal implementation of a CSSE is not visible to its users. What is visible to the users gre:

— services (functions) provided for users;
— methods for using and managing the services;
— means fordocating and binding to the services;

— physical location or trajectory of the CSSE.

NOQTFE\ = For purposes of this document, the Earth is treated separately from the other

nlanate and tha tarm “nlannt? 1c aviandad tA maoaan anv Athar Salayr Cyotnnd bod
rJlul TULY, U trire tornmn Plul LAY TJ ULALLTIULU U TTivurT Ul |y virivt JyuiTtia uyd \va ) y

(moon, asteroid, comet) that has missions and associated communications assets.
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2.5.3 USER ELEMENT

A UE may be a MOC, a landed element on the surface of a heavenly body (e.g., the Earth,
the Moon, Mars, Jupiter), an element orbiting around a heavenly body (e.g., a science
satellite), or an element in cruise through space. Table 2-2 shows the types and nominal
locations of the different UEs described in this document.

Table 2-2: User Elements and Nominal Locations

Space/ Space/
UE Type Earth Orbit Planet
Earth User Node X
Space User Node Varies Varies
Planet User Node X
Earth Routing Node X

NOTH - The Earth routing node is included in the UE table because acts like a user of the
ESLT link layer services and operates as a UE )for purposes of planning,
scheduling, and controlling the link to the space:routing node.

A UE[may include a single computer or a large complex consisting of many subsystems. Tjhe
interngl implementation of a UE is not visible to previder systems. What is visible to the
provider systems are:

— | services required by the UE;

— | descriptions of the UE and its jnterfaces, configurations, and operating constraints;
— | requests for locating and binding to the services;

— | service requests made(by users;

— | physical location‘ar trajectory of the UE.

2.5.4 | CROSS.SUPPORT SERVICE SYSTEMS

A CS$S is defined to be a set of CSSEs that are managed by a single authority with a single

set of| management policies. A CSSS may be a service provider, a service user, or bath.
Table 2- W X Vi Vi i i .

CCSDS 901.1-M-1 Page 2-8 May 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=4942300a75f934fab7ff6fafa8718c7f

ISO 21

076:2016(E)

CCSDS RECOMMENDED PRACTICE FOR SPACE COMMUNICATIONS CROSS SUPPORT—

ARCHITECTURE REQUIREMENTS DOCUMENT

Table 2-3: Examples of Provider Cross Support Service Systems and Related Elements

CSSS CSSEs
Deep Space Tracking Network Deep Space Stations, Network Control Center
Near-Earth Tracking Network Tracking Stations, Network Control Center
Space Relay Tracking Network Data Relay Satellites, Ground Terminals
Ground Tracking Station Tracking Station, Station Control Center
Lunar Network Lunar Relay Satellites
Mars Network Mars Relay Satellites

Uders of the service-provider CSSSes are service-user CSSSes, typically\ described
MPC, spacecraft, lander, rover, or other mission element in space. These 'elements use
sefvices to accomplish their mission objectives. Table 2-4 describes”some examp
sefvice user CSSSes and the UEs contained in them.

2.4

2.4

Far the usual SCCS service,/there is a service UE in space and another service UE
ground. The ESLT in figure 2-2 is a specialized instance of the generic CSSE. Figy
shpws the basic ABAConfiguration, with a CSSE of one agency (B) (the ABA
providing services-to the Earth and Space User Nodes of another agency (A). The inf

of

=

p

is p terrestrialdink service-provider interface to the Earth User Node and a space link s
pviderinterface to the Space User Node.

CSSS UEs
MOC Earth User Node, Mission Cantrol Center, Science Center

Spacecraft Orbiter, Lander, Rover, Hybrid Science/Routing Orbiter

BASIC SYSTEM-ELEMENT - CONFIGURATIONS

.1 ABA SERVICE ELEMENTS—SIMPLE ABA CONFIGURATION

as a

SCCS
les of

Thble 2-4: Examples of User Cross Support Service Systems and Related User Elefents

on the

re 2-2

ESLT)

erface

the CSSE with-the service user is called the service-provider interface. In this case] there
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(Agency A) (Agency A)
o Space-Llnk [A— | :A.......'; Te rrestrlal ............. :
. Service Provider : i Service Provider
‘ Interface ' ' Interface :

Figure 2-2: Basic ABA Configuration

arth and Space User Nodes shown in figure 2-2 are specialized’instances of the genej
Vithin the Earth User Node, there will be a UM element,” which manages, contrg
monitors the service provided by a CSSE. The UM element may be within the Ea
Node, but it can be separate, and it may be connected>either directly to the interface
bSE that permits service management, or to anether CSSE that supports the serv
ly. The interface of the CSSE with the UM element is called the service managem
ce. (See definitions in 1.6.1.)

ABA configuration, a user’s primary interfaces to the service provider are the link lay
e request and service delivery interfaces either on the ground or in space. Currently 1
e user produces encoded space_link frames for delivery and receives decoded spg
ames. Once the F-Frame service is provided, this interface will be symmetric, with {
foducing and consumingan-encoded frames. The activities within the service provi
e details of the service‘production are opaque to the service user, but a certain amo
nitor data and reporting is provided to allow the service user to determine the state
Linications.

SSI SERVICE ELEMENTS—CORE SSI CONFIGURATION

S8l,Cthere are cases in which a Space User Node and an Earth User Node

|

ric
Is,
rth
on
ce
eNnt

er
he
Ice
he
er
nt
of

Are

suppo

rted by two or more CSSEs. Figure 2-3 shows such an example, in which a Space U

per

Node (a spacecraft) and an Earth User Node (e.g., a spacecraft mission control center) are
supported by a space routing node (a relay satellite), the ESLT (a communications ground
station), and a terrestrial WAN connection. The WAN is really an infrastructure element, and
aside from providing Internet Protocol (IP) or Bundle Protocol (BP) network connectivity, it
has no other distinguished role in the SSI. The MOC for the space routing node also
participates, since it is responsible for managing and configuring the space routing node and
for managing the space link to that node that is provided by the CSSE, but it is not
necessarily in the direct SSI data flow from Earth User Node to Space User Node.
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Figure 2-3: SSI Core Configuration

Injthis document these SSI configurations are also referred to as ABEBA style configurgtions.
THe notion is that the Earth User Node and the Space User Node both belong to thg same
agency (A), the space routing node and its MOC may belong-to a different agency (B), and
the¢ ESLT may belong to yet a different agency (C). So Earfh.User Node A, gets suppoft from
the¢ space routing node MOC B, connects to ESLT Cy.and then to space routing npde B,
which connects to Space User Node A, hence ABCBA:Of course, configurations are pgssible
where all of the ABCBA elements may be owned1y one agency. The terrestrial WAN may
beJong to either agency or be a public Internet, In practice the data may not flow djrectly
thiough the space routing node MOC, but this’element is certainly involved in managing the
trgnsfer and in controlling the space routing node. Much more complex SSI deplgyment
copfigurations are possible, but this care SSI ABCBA configuration serves to introducg most
ofthe necessary concepts for any SSk.deployment.

2.1 NETWORK TERMINOLOGY
2.1.1 DEFINITION'OF ANETWORK

A |network consists” of one or more computers or other processing elements (such as a
spacecraft, datd storage device, or other service-providing element) that are owned by a
single organjzation, communicate using a single Layer 3 (Network Layer) protocgl (see
erence[4]) such as BP or IP, and share a single Layer-2 technology. These elemen{s may
communicate directly or may be connected via one or more routers that implemgnt the

A aver protocol-and-other suppg otocols—for routing—and-management-lof the
network. The underlying links from each element to another, or to the router, may differ, but
the Network Layer protocol is common across the network.
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2.7.2 DEFINITION OF AN INTERNETWORK

Internetworking involves connecting two or more distinct computer networks, usually in
separate management domains, together to form an internetwork (often shortened to internet),
using routing devices that operate at Layer 3. These routing devices allow traffic to flow back
and forth between the networks in a manner that is independent of how each network is
implemented, and they guide traffic to its destination, routing data along a suitable path (among
several different paths usually available) across the complete Internetwork. An Internetwork is
therefre_constructed as a network of networks Internetworks may also use protocals at the

boundaries of each network to manage flow from one management domain to another.

2.7.3 | DEFINITION OF THE SOLAR SYSTEM INTERNETWORK

The SBI (figure 2-4) consists of a loose confederation of independent space eommunicatigns
netwofks, each often owned and administered by a different space agengy. End users of the
SSI afe given access to internetworked data communications serviees by the Solar System
Interngt Service Provider (SSI-SP) with which they have established a Service-Leyel
Agreement (SLA). ‘Loose confederation” means there is no pre<agreed, planned developmegnt
timeline for the full set of interoperable multi-agency assets:that comprise the SSI; rather, the
timeline is developed as assets are deployed by different agencies.

The participation of all assets in the SSI, from initiation until end of life, is carefully planrjed
and mjanaged; there is little that is ‘loose’ about:it except for the lack of a complete, pre-
agreed plan. ‘Confederation’ means that all agencies that choose to participate, each of which
is free|to act independently, voluntarily come:together to collectively form what is effectivgly
a singdle infrastructure. They do this hy adhering to the operating guidelines, standarfls,
protodols, and service interfaces agréed to by the confederation. Each of these independént
participating networks is an SSI-SP which may consist of ground (planet or spage)
commpnications assets, dedicated routing assets, and/or hybrid science/routing assets. Tlhe
SSI aga whole provides services to user missions.
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Figure 2-4: The SSI

NOTES

1 Applications are identified using Network Layer addresses.

2 All application communications goythrough the Network Layer.

3 To :pplications, there is no-difference between a 1-hop, a 2-hop, or a 5-hop nétwork
path.

2.1.4 DEFINITION OF-DELAY-TOLERANT NETWORKING CONFIGURAT|ONS

The Delay-Tolerant-Networking (DTN) Protocol suite is the primary means recommended to
implement the SSDbecause these protocols are best suited for use in all space communication
copfigurations:‘deep space, near Earth, and terrestrial. In this document whenever thg term
‘DTN’ is-Gsed, this is to be interpreted as the use of the BP (reference [12]) and al| other
rellated parts of the DTN suite that are required in that type of deployment. In the dase of
space. links, this includes BP and the associated Store and Forward (S&F) Bundle Protocol

T rancratcct araneaa—I BnesKnel
1

Agetit (BPA), Hekhder—Fransmisston—+Protocol (LTP) (i’cf\:lcuuc |_13]), and Ellbapadlation
(ENCAP) (reference [14]) in order to insert BP PDUs into a CCSDS space link and to
provide reliable delivery across that link. In the case of terrestrial hops, this includes BP, the
bundle agent, and a convergence layer adapter providing a binding to TCP/IP or possibly
User Datagram Protocol (UDP)/IP. Any references to ‘Core DTN’ are references to these
limited DTN protocol stacks and the related functionality that may be deployed in any simple

or complex mission configuration using the SSI protocols.
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The SSI architecture (reference [D7]) describes three different stages of deployments. In
Stage 1 there is no expectation that SSI ESLTs or WAN nodes, with full routing and other
services, will be available. In this stage SSI UEs will perform any and all SSI functions and
will utilize ABA ESLTs to only provide space link access and normal link layer services. All
SSI functionality is performed in the user nodes, but these may, by local agreement, provide
services to other SSI UEs as well. At the time of this writing, Stage 1 SSI services have
already been deployed in more than one space environment for demonstration purposes.

These core DTN configurations may also use the Streamlined Bundle Security Protocol

(SBSD\ /rnfnrnnr\o MEN to secute fhn r*lofg anl r‘nnfgr\f f‘rnnh Dnnhnn Drnfnr\nl /f‘f‘ P)
HCe—o1)to—Stecn 19 o1

(reference [D11]) to describe link opportunities for DTN trafflc

For extended SSI configurations a number of additional protocols and cenfiguration
information exchanges is required. These are all described in the SSI Architecture as Stagg 2
or 3 dgployments, and they specifically involve the deployment of SSI functions in the ESLT
and the deployment of additional DTN protocols for network managementy,and coordination.
At a minimum these extended SSI configurations will include deptoyment of the DTN
Management Protocol (DTNMP, reference [D12]) and some mew SSI planning and
coordination information exchanges.

The extended SSI will use Network Service Agreements.(NSAs) and Extensible Spgce
Communication Cross Support Service Management (ESCCS-SM) requests to arrange for
ESLT|link layer services. The NSA covers SSI services from the service providing ESLTSs,
and irfcreasingly automated exchanges for coordination among users, ESLTs, and betwgen
ESLT$. The SSI Architecture, for Stages 2 and 3, describes the specific planning gnd
scheddiling document exchanges that are to.occur among coordinating authorities and within
a mulfi-agency organization called the Coardinating Council. The SSI Architecture should|be
referenced for these details (see reference{D7]).

2.8 PRACTICAL LIMITS.ON PROTOCOL CHOICES

In data communications,-Bandwidth Delay Product (BDP) refers to the product of a data
link’s|capacity (in bits-per second) and its end-to-end delay (in seconds). The result, |an
amount of data measured in bits (or bytes), is equivalent to the maximum amount of data oh a
circuif (network er-otherwise) at any given time, i.e., data that has been transmitted but not
yet acknowledged. This is calculated as the data link’s capacity multiplied by its RTLT.

A ne orkwith a Iarge BDP is commonly known asa Long Fat Network (LFN) A network IS

speed LANs fall |nto thls category, Where protocol tunlng is crltlcal for achlevmg peak
throughput, on account of their extremely high bandwidth, even though their delay is not great.

Of importance for space communications are situations where the BDP is large, such as
Geosynchronous Earth Orbit (GEO) satellite connections, where end-to-end delivery time is
very high and link throughput may also be high. Other examples in space include what could be
called Really Long Skinny Networks (RLSNs). Examples would be IP out to GEO or almost
any deep space link. Above some practical limit, like a BDP of 10°, the high end-to-end
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delivery time makes life difficult for stop-and-wait protocols and applications that assume rapid
end-to-end response. Above a BDP of 10’, such as in almost all space applications, stop-and-
wait, go-back-n, and selective repeat protocols just break, and other approaches for end-to-end
reliability must be employed. Table 2-5 provides some example BDPs.

Table 2-5: Example BDPs for Different Earth and Space Applications

Speed

Apptcation (bitstsecomd) RTLT BDP
Mqderate-speed GEO
safellite network 512 kb/s 900 ms 512x10° b/s x 900x10™ s =460,80p bits
Residential ADSL" 2+ 20 Mb/s® 50 ms 2x10" b/s x 5x10% s = 10%b, or 1 Nib
High-speed terrestrial
nefwork 1 Gb/s 1 ms 10° b/s x 10 s =10°b, or 1 Mb
Eafth-to-Moon network 500 Mbl/s 2.6 sec 5x10° b/s x 2.6(s = 1.3x10° b, or 1)3 Gb
L1JL2 orbit 100 Mb/s 210 sec 10° b/s x 21%10° s = 2x10" b, or 20 Gb
Eafth trailing orbit 5 Mb/s 20762 sec | 5x10° b/s %2.1x10%s = 10™ b, or 100 Gb
M4rs Reconnaissance
Orpiter (MRO) to MSL 1 Mb/s 0.008 sec | 10%/s x 8x10° s = 8x10° b, or 8000 bits
What is known from real-world experience is that-getting TCP/IP to run effectively over
GEO satellite links requires quite a bit of acknowledgement window and buffer tuning|or use
of|some specialized protocols like Space Commiunications Protocol Specification—Transport
Prptocol (SCPS-TP). Where drawing the distinction is required, this document will| use a

br¢
Pr
as

rakpoint BDP of 10 to indicate wheré certain families of protocols, such as the Internet
ptocol Suite (IPS), will cease to weork effectively and where other protocol familieg,

such

DTN, should be selected instead.;Another practical limit on protocol selection is an[RTLT
greater than 2 sec, above which many terrestrial protocols time-out and assume that the
k has failed.

rocols,
ifferent
S may
reed to

|mplement to construct a compllant ABA ESLT?” or ‘What do I need to |mplement to build
an SSl-capable spacecraft that can be supported in Stage 1 by an ABA ESLT?’ There will be
many such application-specific viewpoints. What this subsection tries to do is to provide a
few ‘slices’ through the document to show how such mission or application specific

questions may be answered.

! Asymmetric Digital Subscriber Line.
2 From Digital Subscriber Line Access Multiplexer (DSLAM) to residential modem.
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2.9.2 DOCUMENT INTERNAL STRUCTURE

Each of the major document sections is generally structured as follows:
— ABA topics:
» ABA Service Provider (ESLT) topics,
» ABA Earth User topics,

* ABA Space User topics;

— | SSI topics:

eSSl Service Provider (ESLT and other Earth and space service provider) topics,
e SSI Earth User topics,

» SSI Space User topics;

— | Security topics.

Readefs who are only interested in ABA topics may safely. skip all of the SSI subsectiops.
The rgverse is not true, however, as the SSI sections make-references back to the ABA ones
that they are built upon. Readers who are interested in-fiow to construct a ground station gan
safely|read just the ESLT subsections. They should probably read about the service interfages
first (dection 4) and then look at the physical viewpoint (section 5) and the protocol building
blockq (section 6).

Readeys who are interested in the protacols that a user spacecraft should implement are
recommended to read the Space User\Node physical viewpoint (section 5) to understand the
allocated functionality, and then read the related protocol building blocks (section 6). If they
are alqo concerned with the functionality expected of a spacecraft MOC, they should read the
Earth User Node and ESLT service interfaces in section 4 and the related physical viewpojint
and alJocated functionality-in section 5. Table 2-6 provides examples of mission applicatign-
specif|c views.

It is rqcommended-that all readers review the security sections.
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Table 2-6: Examples of Mission Application-Specific Views

SCCS-ARD Sections to Read
ABA SSi
Topic Subtopics Sec4 | Sec5 | Sec6 | Sec4 | Sec5 | Sec6
ABA Spacecraft 5.2.3.3 | 6.3.1.6
ABA Spacecraft 4.2.1 5.2.3.1 | 6.3.1.1
and MOC ABAMOC 422 523216314
ABA ESLT ABAESLT 422 5.2.2 6.3.1.1
SSI Spacecraft 5.2.3.3 | 6.3.1.6 5.3.313 | 6.B.2.6
SSI Spacecraft and
MDC SSI MOC 42.1 5231 | 6.31.1 | 43.2 53.2.1 | 6.3.2.2
4.2.2 5232 | 6.314 | 433 5.3.3.2 | 6.3.2.5
SYI ESLT SSIESLT 4.2.2 5.2.2 6.3.1.1
SSI Stage 1 5.2.3.3 | 6.3.1.6 5.3.3.3 6826
sql Stage 1 Spacecraft 5.3.34
Sppcecraft and 421 5.2.3.1 | 631
MbC SSI Stage 1 MOC 499 5232|6314 5.3.2.2 | 6.3.2.4
SSl| Stage 1 ESLT | 4.2.2 5.2.2 6.3.1.1

NQTE - SSI Stage 1 missions will implement all of the SSI functions themselves and that

they are using ABA ESLTs only;,to provide link layer space communigations
services, not any SSI services,
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3 CROSS SUPPORT OVERVIEW OF ABA AND SSI TECHNICAL

ARCHITECTURE—CROSS SUPPORT BUILDING BLOCKS

3.1 OVERVIEW

There are two different, but related, types of building blocks that are used to compose space
cross support systems: ABA building blocks and SSI building blocks. They differ most
lmportantly in that the ABA building blocks are required only to support up to link layer

sepvrices—where—the—SSHbutding—blocks—are—reguiretd—o—Suppert—internetwerking—Sservices.
Service-provider building blocks may be constructed so as to support both ABA and'S$1 user
nogles.
Figure 3-1 shows a representative end-to-end ABA configuration, using* ABA byilding
blocks and link layer functions. (See section 5 for more details on the characteristics of these
buplding blocks.)
" ABA End-to-End User
Application COMMUNICATONS o e g
Using Link Layer Protocols g L LaSEET OV TS ~
L”/ \\s‘
Space D W |
User Node Earth
User Node
ABA Terrestrial
/ ESLT \'H' WANSs
Circum-Planet 7
Space User Node
User Access Inter‘face
Controlled by User-Provider
_SLA
Figure 3-1: Generic ABA End-to-End Deployment
Figure 3=2*shows a representative end-to-end SSI configuration, using SSI building plocks
and Network Layer functions. An SSI ESLT is also capable of supporting ABA missions,
and_that SSI space routing nodes and PSI Ts should also be capable of supporting ABA
Space User Nodes, using some defined adaptation functions.
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B I — ] . (Peering Agreement)

i User-Access Interface
Controlled by User-
Provider SLA

¢SSl Earth Routing
Node/Provider Interface
Contrélled by User-

. Aceess SLA

Spac
User Node

Figure 3-2: Generic SSI End-to-End Deployment

3.2 PBUILDING-BLOCK FUNCTIONS
3.2.1 | DISCUSSION

Each pf the SCCS building blocks (CSSEs) has an associated set of basic functions that
distinguishes the blocks one from another. Any of these building blocks may also incorporgte
other functionality, but the basicfunctions must be included to enable interoperability. Tlhe
sets of functions identified here are suitable for both ABA and SSI configurations, but some
of the[functions are only required to provide SSI services; these are marked as (SSI).

3.2.2 | REQUIRED BUILDING-BLOCK FUNCTIONS

The basic sets-of functions required for each SCCS building block are as follows:

a)[ ESLTs (e.g., ABA and SSI ground stations)

— shall provide a communications link between terrestrial elements and space
elements,

— shall provide interface to Radio Frequency (RF) space link,
— shall provide services to one (or possibly more) Earth User Nodes,

— shall provide full services for link layer processing and frame merging,
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— shall provide secure access control mechanisms,
— shall route data between terrestrial elements and space (SSI),
— shall provide full services for Network Layer processing and routing (SSI),
— may support last-hop emergency and non-SSI delivery services (SSI),

— shall provide a service management interface for processing requests, and for
service configuration and reporting;

b) space routing nodes (SSI)
— shall provide routing among space elements,
— shall provide interfaces to two or more RF space links,

— shall provide full services for Data Link Layer and Network’Layer processing and
routing,

— shall provide security services across their links,
— must support last-hop emergency and non-SSI delivery services,
— should have an EM interface for configuration and reporting;
c) Earth routing nodes (SSI)
— shall operate one or more space routing nodes,

— may provide routing from-Earth User Nodes to their ESLT (but this |is not
required),

— may provide interfaces to one or more Earth User Nodes,

— should provide_full services for Data Link Layer and Network Layer prodessing
and routing,

— must.support secure essential commanding and telemetry for the space rputing
nodes-that they operate,

—-Should have an EM interface for configuration and reporting;

d) \PSLTs (SSI)

— shall route data between planet surface elements and space,
— shall provide interfaces to RF space link, either in situ or long haul,
— may provide interfaces to one or more planet ‘terrestrial’ links,

— should provide full services, including security, for Data Link Layer and Network
Layer processing and routing,
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— may support last-hop emergency and non-SSI delivery services,

— should have a service management interface for processing requests, and for
configuration and reporting;

e) terrestrial WANSs (SSI)

shall route data securely among terrestrial elements (Internet),

— shall provide interfaces to two or more terrestrial links,

— shall provide full services for Data Link Layer and Network Layer processing-gnd
routing,

— should have an EM interface for configuration and reporting;

f) | planetary WANSs (SSI)

should route data securely among planet surface elements.(Mternet),
— shall provide interfaces to two or more planet ‘terrestrial’ links,

— shall provide full services for Data Link Layer and‘Network Layer processing and
routing,

— should have an EM interface for configuration and reporting.

3.2.3 | USER NODE REQUIREMENTS

All of{the CSSE functionality supports:user nodes (UEs), on Earth and in space, including
other planet surfaces, which in turn:

— | are end-user elements, gither in space or on some surface;

— | shall use interfaces(to either RF space link or terrestrial link;

— | shall use basie.services for Data Link Layer processing;

— | shall use hasic services for Network Layer processing (SSI only);

— | may-use basic security services;

— Lmay provide at least simple routing to next-hop SSI service point (SSI only).

3.2.4 DISCUSSION

The fully compliant SSI CSSEs are all expected to provide full Network Layer and Data Link
Layer services and to be capable of routing user data from multiple users simultaneously. All
of the SSI service elements can also handle requests from non-SSI nodes operating at the
Data Link Layer in ABA-style configurations. Using this approach, fully compliant SSI

CCSDS 901.1-M-1 Page 3-4 May 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=4942300a75f934fab7ff6fafa8718c7f

ISO 21076:2016(E)

CCSDS RECOMMENDED PRACTICE FOR SPACE COMMUNICATIONS CROSS SUPPORT—
ARCHITECTURE REQUIREMENTS DOCUMENT

ESLTs can support ABA and SSI configurations at the same time, but an ESLT with only
ABA-compliant services cannot directly support SSI missions except at the link layer (see
the Stage 1 configuration in the SSI Architecture) (reference [D7]). The ABA user nodes
only need to be able to communicate using link layer services, but they may also implement
additional mission-specific protocols above the link layer. The SSI user nodes are only
expected to use the minimum necessary Network Layer functions in order to hand off their
data to the next hop, which will be an SSI CSSE.
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SERVICE VIEW

41 OVERVIEW

This service view defines service interfaces (space and ground), methods for using services,
and cross-supported behavior for planning, scheduling, configuring, requesting, delivering,
and reporting on services. The service view also addresses the means for locating and
binding to services at Service Access Points (SAPs), including an initial discussion of the

ro

es that Inrm‘nr‘nlc pln\ll inthe hinding process These service interfaces and hinding m
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a first compliance point for the architecture.

is service view of the architecture was developed based on the CSRM (reference [1
fends it in such a way that it can be applicable to services provided at-places othg
pund stations, such as onboard communication/data systems and spacecraft control ¢
the CSRM, processing of space link protocols by the service provider (which is as
be one or more parts of terrestrial service providers) is treated.asproduction of a d
the terrestrial interface to the user (see 4.2.2 in reference [1])~This architecture, ho
umes that production of a service and processing of communications protocols may
any of the interfaces of any CSSE, so that services cambe defined independently
ation of the service provider, in space, on Earth, or on:some other planetary body.

ere are two sets of services defined in this section: those suitable for ABA configur
d those that can also support SSI configurations. The ABA services are primar
gle link services identified in IOAG Servite Catalog 1 (reference [16]). The serv
talog 1 support the single-hop ABA-~mission configurations. The services defi

per-layer space internetworking-services (ABCBA configurations). This ARD ag

mmercial, service providers. It also assumes that the CCSDS Service Management (§
1) protocols (reference-[D10]) will be used to plan, schedule, configure, and ¢
vices. Until the cCencept of reference [D10] is fully developed, service manag
nctions will typically be handled by bilateral agreements between service provid
vice user.

rvice _interfaces that are planned, but still under development, are includg
mpleteness, so that the future directions of CCSDS are clear. These interfaces are n

1), but
r than
pnters.
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vever,
occur
of the

ations,
ly the
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talog 2 (reference [17]) are defined _next as they provide the underpinnings for the SSI

SUMES

it the SLE (reference [1]) and. CSTS (reference [D6]) protocols will be used to define the
link layer service interfaces for-all ESLTs operated by any space agencies or other, pc

ssibly
bCCS-
ontrol
ement
br and

d for
narked

[Future] in the text. Any interfaces that are considered optional are marked [Opt]. All|others
are required.
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4.2 ABASERVICES
421 OVERVIEW

The service interfaces provided to ABA missions are represented in figure 4-1. Subsection
4.2 of SCCS-ADD (reference [D5]) contains more descriptive information on ABA service
interfaces. All requirements in this subsection, except those marked [Opt] or [Future], should
be implemented by ABA compliant systems. Once [Future] standards are formally adopted,
this document will be updated.

[da)

pace User ABA ESLT Earth User Node
Node (CSSE Service Provider) (UE Service User)

CCSDS Crogs.Support
Service Ma@nagement

ABA CSSE

ServiceM anagemenq SM
I/F

/ UEed., User MOC)

Service

2]
@ Management~(S
— Forward Data = Interface @/F)
Delivery Services 8
o .
Space Ll 3 Ser_vlce
Link || Return Data < Delivery (SD)
g Delivery Services | . Interfaces
— o _| SD
T > I/E
|_| Radiometric . Q?
Services A\)
I D CCSDS Cross Support
|| Position & Timing Transfer Services

Services

Service Production ||
S

Figure 4-1: ABA Service Interfaces

ABA |Earth User Nodes are responsible for planning, scheduling, configuring, gnd
contrglling the elements that provide space link services for their spacecraft. They are a|so
the sopirce and sinkfor data sent to/from the spacecratft.

Throughout this“"document the requirements are stated as applicable to full compliance wjith
recommendéd CCSDS usage. In many cases these standard services and protocols can |be
used iptways that do not completely align with recommended practice. An example is the
permitted practice of using the F-CLTU service to deliver a command bitstream 0 a
spacecraft that in no way complies with CCSDS space link protocols, SCID, or other forward
link protocols. There is no attempt made in the document to describe all of these possible
variations from the norm. Users of these standards should refer to the individual
specifications for such flexibilities.
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4.2.2 ABA EARTH USER SERVICE REQUIREMENTS
4.2.2.1 Current ABA Earth User Service Requirements

4.2.2.1.1 ABA Earth User Nodes shall provide CCSDS-compliant credentials to access all
service user interfaces (reference [7]).

4.2.2.1.2 ABA Earth User Nodes shall acquire a Spacecraft Identifier (SCID) from SANA
(references [18], [19]) using the Global Spacecraft Identifier (GSCID) assignment procedure
(rdference T207]).

NQTES

1 This document defines CCSDS recommended practice. Not all spacecraft may use
registered SCIDs. They make these deviations from the norm attheir own risk.

2 The SANA is used as a shorthand and because it provides)a pointer to all |of the
operational registries that may be referenced programmatically. Only specific registries
will be referenced for any given purpose and these may e off-line or on-line refergnces.

4.2.2.1.3 ABA Earth User Nodes shall use bilateral:service management agreemegnts to
plan, schedule, request, and configure space communications services.

4.2.2.1.4 ABA Earth User Nodes shall use bilateral service management agreemegnts to
supmit trajectory and/or orbit files required to:track their spacecraft.

42215 ABA Earth User Nodes shall use the SLE Forward-Communication| Link
Transmission Unit (F-CLTU) service=user interface (reference [21]) to send Communication
Lipk Transmission Units (CLTUs) to their Space User Nodes.

42216 [Opt] ABA Earth-User Nodes requiring Advanced Orbiting Systems (AQOS)
forward services should asg”’[Opt][Future] CSTS F-Frame (reference [D14]) to send AOS
frgmes or CLTUs to their Space User Nodes.

NOTE - CurreatZmissions requiring forward AOS could use the experimental SLIE EF-
CLFU (reference [D13]).

4.2.2.1.7 ~ABA Earth User Nodes shall use the SLE Return All Frame (RAF) servige-user
inferface (reference [22]) to receive all channel frames sent from their Space User Nodgs.

4.2:2° 18— ABA Earth User Nodes shattuse the SLE ReturmChanmetFrame(RCF)service-user
interface (reference [23]) to receive selected channel frames sent from their Space User Nodes.

4.2.2.1.9 ABA Earth User Nodes may use the SLE Return Operational Control Field
(ROCF) service-user interface (reference [28]) to receive CLCWs sent from their Space User
Node in near real time.

NOTE - ROCF is useful when there is not enough bandwidth to return all of the frames
reliably in near-enough real time need to get the CLCWSs needed to close the COP.
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4.2.2.2 Future ABA Service User Requirements

42221 [Future] ABA Earth User Nodes shall use the ESCCS-SM interface
(reference [D10]) to plan, schedule, request, and configure new space communications
services.

4.2.2.2.2 [Future] ABA Earth User Nodes shall use a CCSDS Service Catalog interface
(reference [D10]) to identify and characterize available space communications services.

4.2.2.2.3 [Future] ABA Earth User Nodes shall use a CCSDS service-agreement interfgce
(reference [D10]) to define and arrange for delivery of space communications services:

4.2.2.2.4 [Future] ABA Earth User Nodes shall use a CCSDS spacecraft configuration
interfgce (reference [D10]) to describe the communication configurations of itheir spacecraft
and spgace communications services.

4.2.2.2.5 [Future] ABA Earth User Nodes shall use a CCSDS network schedule interfgce
(refergnce [D10]) to determine expected times for scheduled space communications servicgs.

4.2.2.2.6 [Future] ABA Earth User Nodes should use the CSTS Forward Frame (F-Franpe)
service-user interface (reference [D14]) to send Telecommand (TC) or AOS frames to their
Space|User Nodes.

4.2.2.2.7 [Future] ABA Earth User Nodes may-request a Delta-DOR service (reference
[24]) yia the ESCCS-SM (reference [D10]) service-user interface.

4.2.2.2.8 [Future] ABA Earth User Nodes-should use the CSTS CFDP Forward/Return Hile
Servide (file to/from CFDP) (reference;{D15]) to send files to/from their Space User Nodes
via thg CSTS transfer file service -user interface (reference [D17]).

4.2.2.2.9 [Future] ABA Earth~User Nodes may use the CSTS transfer file service -uger
interfgce (reference [D17]) to retrieve off-line tracking data and Delta-DOR processed data
files.

4.2.2.2.10 [FuturepPABA Earth User Nodes should use the CSTS tracking data service-uger
interfgce (reference [D16]) to receive real-time radiometric data.

4.2.2.2.1)k [Future] ABA Earth User Nodes should use the CCSDS CSTS monitor data
servicg<user interface (reference [D18]) to monitor service provider and link status.

4.2.2.2.12 [Future] ABA Earth User Nodes should use the CSTS service control service-user
interface (reference [D19]) to request service provider parameter changes.

4.2.2.2.13 [Future] ABA Earth User Nodes should use the ESCCS-SM (reference [D10] user
interface to request and access service accountability reports.

CCSDS 901.1-M-1 Page 4-4 May 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=4942300a75f934fab7ff6fafa8718c7f

ISO 21076:2016(E)
CCSDS RECOMMENDED PRACTICE FOR SPACE COMMUNICATIONS CROSS SUPPORT—

ARCHITECTURE REQUIREMENTS DOCUMENT

4.2.3 ABA SERVICE PROVIDER REQUIREMENTS

4.2.3.1 Current ABA Service Provider Requirements

4.2.3.1.1 ABA ESLTs shall assign CCSDS-compliant credentials to mission users as part

of

the service agreement process (references [7], [D9]).

4.2.3.1.2 ABA ESLTs should verify that a valid SCID (reference [20]) is being presented
using the SANA (references [18], [19] or some local cache of valid SCIDs.

4.2

interface (reference [D9]) to plan, schedule, request, and configure space communic

Se

4.2
SC

4.7
4.
se

4.
(re

4.2

.3.1.3 ABA ESLTSs shall provide the CCSDS service management, Servieg=pr

vices.

.3.1.4 ABA ESLTs shall permit one and only one ABA Earth User Node ta
nedule, request, and configure space communications services for a-given space link in

.3.1.6 ABA ESLTs shall permit one and only one ABA Earth User Node to use fq
vice-provider interfaces for a given space link instance.

.3.1.7 ABA ESLTs shall provide thet'SLE F-CLTU service-provider inf
ference [21]) for forward data delivery.

.3.1.8 ABA ESLTs may provide-[Opt][Future] CSTS F-Frame (reference [D14

ovider
ations

plan,
tance.

3.1.5 ABA ESLTs shall provide the CCSDS service-rmanagement service-provider
interface (reference [D9]) to accept trajectory and/or orbit fileSyequired to track user spag

ecraft.

rward

erface

1)) for

users requiring forward AOS serviees.

4.2.3.1.9 ABA ESLTs shalksupport more than one simultaneous ABA Earth User Node to
use the return service-proyider interfaces for a given space link instance.

4.2.3.1.10 ABA ESLTs shall provide the SLE RAF service-provider inferface
(rdference [22]) forreturn data delivery.

4.23.1.11 ABA ESLTs shall provide the SLE RCF service-provider inferface
(rgference[23]) for return data delivery.

4.2.3.1:12 ABA ESLT should provide the SLE Return Operational Control Field (ROCF)
service-providerinterface(reference {23}) toreturmn CECWsinnear reat-time:
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4.2.3.2 Future ABA Service Provider Requirements

4.2.3.2.1 [Future] ABA ESLTSs shall accept CCSDS-compliant credentials to authenticate
access to all service-provider interfaces (references [1], [7], [D6], [D10]).

4.2.3.2.2 [Future] ABA ESLTs shall provide the ESCCS-SM service-provider interface
(reference [D10]) to plan, schedule, request, and configure new space communications
services.

4.2.3.2.3 [Future] ABA ESLTs shall provide a CCSDS service-provider catalog interfgce
(refergnce [D10]) to specify and characterize available space communications services:

4.2.3.2.4 [Future] ABA ESLTs shall provide a CCSDS service-agreement’ interfgce
(refergnce [D10]) to define and arrange for delivery of space communications services.

4.2.3.2.5 [Future] ABA ESLTs shall provide a CCSDS spacecraft eonpfiguration servige-
provider interface (reference [D10]) to accept descriptions of“the communication
configurations of user spacecraft and space communications services:

4.2.3.2.6 [Future] ABA ESLTs shall provide a CCSDS network schedule service-provider
interfgce (reference [D10]) to identify the expected times for scheduled space
communications services.

4.2.3.2.7 [Future] ABA ESLTs should provide the CSTS F-Frame service-provider
interfgce (reference [D14]).

4.2.3.2.8 [Future] ABA ESLT implementing the F-Frame functions should permit more
than one simultaneous ABA Earth User;:Node or service element to use the F-Frame servige-
provider interface.

4.2.3.2.9 [Future] ABA ESLTs may provide a Delta-DOR service (reference [24])
requedted via the ESCCS-3M-(reference [D10]) service-provider interface.

4.2.3.2.10 [Future] ABA ESLTs should provide the CSTS CFDP Forward/Return-Hile
servicg (reference/JD15]) (file to/from CFDP) via the CSTS transfer file service-proviger
interfgce (reference [D17]).

4.2.3.2.1)k [Future] ABA ESLTs should provide the CSTS transfer file service-provider
interfgce~(reference [D17]) to deliver off-line tracking data and Delta-DOR (reference [2])
processed data files.

4.2.3.2.12 [Future] ABA ESLTs should provide the CSTS tracking data service-provider
interface (reference [D16]).

4.2.3.2.13 [Future] ABA ESLTSs should provide the CSTS monitor data service-provider
interface (reference [D18]).
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4.2.3.2.14 [Future] ABA ESLTSs should provide the CSTS service control service-provider
interface (reference [D19]).

4.2.3.2.15 [Future] ABA ESLTs shall permit one and only one ABA Earth User Node to use
the service control service-provider interface for a given space link.

4.2.3.2.16 [Future] ABA ESLTs should provide the ESCCS-SM (reference [D10]) service-
provider interface to accept requests and deliver service accountability reports.

NOTE - Current networks offer similar file transfer services to those described-|n this
subsection, but directly using File Transfer Protocol (FTP) (reference~[25]) or
secure FTP (reference [26]). The future CSTS transfer file servicels liKely to
adopt a similar approach, and it is expected to include specificatiops for
associated meta-data and file handling.

4.3 SSI SERVICES

4.3.1 OVERVIEW

4.3.1.1 SSI Service Interfaces

The fundamental SSI service for DTN is the(end-to-end delivery of bundles fo the

degtination(s) specified by their destination Endpoint Identifiers. For IPS it is the anajogous

dejivery of IP datagrams to endpoint addresses. The service interfaces provided {o SSI
missions are represented in figure 4-2..Subsection 4.3 of the SCCS-ADD (reference| [D5])
contains more descriptive information:on SSI service interfaces.
Space Routing Node SSI ESLT
SSI Space
User Node - — SSI Earth Usgr Node
= SS\ Forward/Return jpac A SSI Forward/Return g /
S elivery Senices Delivery Services g
A B o
0| Delivery Senices Delivery Senices  [O
8 Radiometric SD SD Radiometric (%
) S :er\nces&T e e zerw:es&T é-
@ Ssgr“\jleze Productiol . Serwcsgngﬁf)ductlo
Service Service ssl
SSI UE (e.9. Delivery SSI CSSE (e.g., Delivery SSI CSSE (e.g. Service
Spacecraft) Interfaces Routing Spacecraft) Interfaces Ground Station) Interfaces SSI UE

(Service Usel

5

Figure 4-2: SSI End-to-End Run-Time Service Interfaces

The service interfaces used by the SSI Earth Routing Node and SSI ESLT that are SSI
service providers to SSI missions are represented in figure 4-3. Once these underlying space

lin

ks are in place SSI User Elements may just use them.
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Figure 4-3: SSI ESLT Service Interfaces for Earth Routing Node

4.3.1.2 SSI Service Configuration

Servide provider nodes in SSI Stage 2 or 3 configurations (see reference [D7]) use many|of
the unpderlying ABA capabilities to establish.the space links to space routing nodes and usdfrs.
The SSI networking services are similar/to those offered by an Internet Service Provider
(ISP), linstead of simple telecommunications link services. The significant difference betwgen
a terrgstrial ISP and the SSI is the continuing need to schedule and choreograph the
underlying space communicationslinks over which SSI traffic flows. In SSI configurations,|as
with ABA services, there is-also the need to design services and applications with |an
awarepess of the time delays and link disconnections that are driven by the physics of space
operations. In the SSI theve is a distinction between the service user nodes, of which thgre
may be several, and.the’service provider nodes. The SSI service-provider’s primary view|of
the ngtwork is the/service request and delivery interfaces on the ground and the servige-
provider interfaces in space.

What |the: SSI service user sees is an SSl-compliant network service router interfage,
essentjally a space ISP (SSI-ISP). This interface may be implemented by software ir a
computer local to the user or in a separate local router. Between the SSI service user’s local
router and the destination, there may be network services provided by other SSI-ISPs, but
these should be transparent to the end user (aside from delays due to physics and availability
of communications contacts). SSI user nodes may also be SSI service provider nodes as well.
This is very similar to the Internet, where all users need to be concerned with, as they hook
up a laptop in some random WiFi hotspot, is the local ISP that provides that end-user
connection service. All of the other transcontinental or transoceanic ISPs, transport services,
circuits, security, and routers are invisible to the users unless they probe for them or they fail.
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All accesses to SSI service-provider facilities—for planning, scheduling, service invocation
and execution—are secured at the interfaces; only authorized users are permitted access.
Network Layer security services may be provided, using SSI Streamlined Bundle Security
Protocol (SBSP) or Internet Protocol Security (IPSec) protocols. Furthermore, users may
apply Application Layer authentication and encryption as required, but this is opaque to the
service providers. In the future all requirements in this section, including the ones marked
[Future], once they are formal standards, should be implemented by SSI compliant systems.

In SSI Stage 1 dplnlnympnfq (QP(J reference [D?]) all of the SSI service pm\/idpr functions are
performed by user nodes and the ESLTs are only required to offer standard ABA serviges.

4.3.2 FUTURE SSI SERVICE USER REQUIREMENTS

4.3.2.1 [Future] SSI Earth or Space User Nodes shall connect to the!SSI via an SSI-ISP
(rgference [DTN] or [IPS])).

4.3.2.2 [Future] SSI Earth or Space User Nodes with intepmittent link connectivity, BDP
>1107, or long RTLT (>2 seconds) shall use the basic DTN irternetworking service inteffaces.

4.3.2.3 [Future] SSI Earth or Space User Nodes with continuous link connectivity, BDP
<10” and short RTLTs (<2 seconds) shall use one @f the basic IP or DTN internetwprking
sefvice interfaces.

4.3.2.4 [Future] SSI Earth or Space User\Nodes shall use an NSA to establish a sppport
agreement with an SSI-I1SP (reference [DTN] or [IPS]) (reference [D7]).
4.3.3 FUTURE SSI SERVICE-PROVIDER REQUIREMENTS
4.3.3.1 SSI Earth-Based'Service-Provider Requirements

4.3.3.1.1 [Future] SSV ESLTs shall provide all of the required ABA ESLT dervice
interfaces (see 4.2(3).

4.3.3.1.2 [Future] SSI ESLTs shall provide SSI-ISP services to SSI users (reference [DTN]
or|[IPS]) (reference [D7]).

=

4.3.3.1:3 [Future] SSI ESLTs shall provide CCSDS-compliant DTN internetwarking,

i A F A H HY £
ro LY, alfua TUrvwwaruityg scrvitt nneritacco.

4.3.3.1.4 [Future] SSI ESLTs may provide CCSDS-compliant IP internetworking and
routing service interfaces (reference [IPS]).

4.3.3.1.5 [Future] SSI ESLTs shall provide the CCSDS CSTS F-Frame service-provider
interface (reference [D14]) to do frame processing and merging.
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4.3.3.1.6 [Future] SSI ESLTs shall use an NSA to establish a support agreement with SSI
users (reference [DTN] or [IPS]) (reference [D7]).

4.3.3.1.7 [Future] SSI ESLT should use a Peering Agreement (PA) to establish a support
agreement with other SSI service providers (reference [DTN] or [IPS]) (reference [D7]).

4.3.3.1.8 [Future] SSI ESLTs must provide one or more internetworking management
service interfaces (references [D12], [27]) to control space internetworking.

4.3.3.1.9 [Future] SSI ESLTs shall provide a CCSDS network schedule interface (reference
[D10]) to identify the expected times for scheduled space internetworking services.

4.3.3.1.10 [Future] SSI ESLTs shall provide a CCSDS service-agreement” interfgce
(refergnce [D10]) to define and arrange for delivery of space internetworking 'services.

4.3.3.1.11 [Future] SSI ESLTs shall provide a CCSDS Service Catalog-interface (reference
[D10]) to specify and characterize available space internetworking services.

4.3.3.1.12 [Future] SSI ESLTs shall participate in an SSI coardinating function (refererce
[D7]) to perform SSI network planning and management functions.
4.3.3.2 SSI Earth Routing Node Service-Provider‘Requirements

4.3.3.2.1 [Future] SSI Earth routing node shautd utilize the ABA ESLT service-proviger
interfgces (see 4.2.3) to manage and control.its space routing node.

4.3.3.2.2 [Future] SSI Earth routing-node shall provide SSI-ISP services to SSI users
(refergnce [DTN] or [IPS]) (reference [D7]).

4.3.3.2.3 [Future] SSI Earth_routing node should provide CCSDS-compliant DTN
interngtworking, routing, and forwarding service interfaces (reference [DTN]).

4.3.3.2.4 [Future] SSI Earth routing node may provide CCSDS-compliant
intern¢tworking andauting service interfaces (reference [IPS]).

P

4.3.3.2.5 [Future] SSI Earth routing node shall utilize the ESLT CCSDS CSTS F-Frame
service-userinterface (reference [D14]) to do frame processing and merging.

433’ a ICotiivrn] CCL Eavthh vAribinsy A~ chanldd tian Aan NCA +~ Actahblic A orinn rt
eI LU Ll ululUJ IJ1 artt |UUL|||3 TMUUCT  Orfuuiu UoL dIilT TVOI7"v U LotuuTiormm o QUPP

agreement with SSI users (reference [DTN] or [IPS]) (reference [D7]).

4.3.3.2.7 [Future] SSI Earth routing node should use a PA to establish a support agreement
with other SSI service providers (reference [DTN] or [IPS]) (reference [D7]).

4.3.3.2.8 [Future] SSI Earth routing node must provide one or more internetworking
management service interfaces (references [D12], [27]) to control space internetworking.
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4.3.3.2.9 [Future] SSI Earth routing node shall provide a CCSDS network schedule
interface (reference [D10]) to identify the expected times for scheduled space
internetworking services.

4.3.3.2.10 [Future] SSI Earth routing node shall provide a CCSDS service-agreement
interface (reference [D10]) to define and arrange for delivery of space internetworking
services.

4.3.3.2.11 [Future] SSI Earth routing node shall participate in an SSI coordinating function
(rgference [D7]) to perform SSI network planning and management functions.

4.3.3.3 SSI Space-Based Service-Provider Requirements

4.3.3.3.1 [Future] SSI space routing node shall provide SSI-ISP_services to SSI| users
(rdference [DTN] or [IPS]).

4.3.3.3.2 [Future] SSI space routing nodes shall provide oné-or more CCSDS-compliant
bagic internetworking services (reference [DTN] or [IPS]).

4.3.3.3.3 [Future] SSI space routing nodes with intermittent link connectivity, BDF >10’,
or{long RTLTs (>2 seconds) should provide DTN gnternetworking services. (This is ja sub-
requirement of 4.3.3.2.6 above.)

4.3.3.3.4 [Future] SSI space routing nodes with continuous link connectivity, BDP| <10,
and short RTLTs may provide the basic. P internetworking services (reference [IPS])| (This
IS f sub-requirement of 4.3.3.2.6 abovel)

4.3.3.3.5 [Future] SSI space routing nodes must provide one or more internetwprking
management service interfaces-(references [D12], [27]) to control the space relay asset.

4.3.3.3.6 [Future] SSkspace routing node should use a PA to establish a support agrgement
with other SSI service-providers (reference [DTN] or [IPS]) (reference [D7]).
4.3.4 FUTURE SSI LAST-HOP SERVICE-PROVIDER REQUIREMENTS

4.3.4.1 »JFuture] SSI space routing nodes should provide the last-hop and first-hop sgrvices
(rgference [D20]). (See 6.2.4.)

4.3.4.2 [Future] SSI Earth routing nodes should support the last-hop and first-hop services
(reference [D20]). (See 6.2.4.)

4.3.4.3 [Future] SSI ESLTs may provide the last-hop and first-hop services (reference
[D20]).
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44 SECURITY REQUIREMENTS FOR SERVICES
441 OVERVIEW

The system elements that provide user services will typically be secured in a number of
ways, both physically and logically. The security requirements that follow below should be
employed in the implementation of service systems.

4.4.2 | REQUIREMENTS

44.2.1 All ESLTs service interfaces should be secured and require CCSDS-compliant
accesq credentials (references [6], [7]).

4.4.2.2 AIll ESLT users should be required to login to the system management interfaces{in
order o plan and schedule services (references [6], [D10]).
4.4.2.3 AIll ESLT users should be required to login to the system management interfaces{in

order to request, monitor, and control services (references [6], [DX0]).

4.4.24 All ESLT users should be required to login to the sefrvice execution interfaces in orgler
to senfl and receive data (references [6], [21], [22], [23],. [D14], [D16], [D17], [D18], [D1P],

[28]).

4.4.2.% Each mission user should be required to establish their own user credentials wjith
the sefvice provider before services may be aceessed (reference [7]).

4.4.2.6 Different mission users may have different roles.

4.4.2.7T Mission users should be.required to establish a service agreement (reference [D1D])
with the service provider before services may be requested.

NOTHS

1 The SM andSLE interfaces have provision for security, but they do not mandate their
use. Requirement 4.4.2.1 levies a stronger requirement on the service providers.

2 The-security sections of the SLE, CSTS, and service management documentat

(references [1], [D6], [D9]), and the securlty archltecture and cryptograp ic
LIty
lnterfaces and approprlate authentlcatlon approaches
3 Physical security is addressed in section 5; other types of communication link
security, such as link encryption, are addressed in section 6.
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PHYSICAL VIEW

5.1 OVERVIEW

The physical elements (nodes) of a deployed CSSS embody a set of functions that implement
the behavior exhibited by the CSSEs and UEs that compose the system. The external
interfaces of these functions are the services whose requirements are defined in section 4.
This physical view section is used to define 1) the expected physical configuration of
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se different physical elements, and 3) the security requirements for physical elenie
bloyed CSSS.

physical element may be an element on the surface of a heavenly body (€.g., the Ean
bon, or Mars), an element orbiting around a heavenly body, or an elementiin cruise t
hce. Examples of physical elements are orbiting spacecraft (deep=spdce and near-
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TS Framework (reference [D6]). Functional resources can be viewed as those key §
typical command, ranging,)and telemetry systems necessary for providing these sery
d from mission spacecraft. Functional resources are used to define the configy
Fameters, control parameters, monitored parameters, and notifiable events of the
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5.2 ABA-SPECIFIC ELEMENTS
5.2.1 OVERVIEW
5.2.1.1 General

This subsection defines the ABA CSSE and UE nodes and the functions they are expected to
implement. A generic physical model of an ABA building block is presented in figure 5-1,
followed by the requirements on CSSEs and UEs that are used to compose ABA end-to-end
systenps.

Regarflless of the specific details of how they are implemented, all the core lipk layer
functipnality (link layer processing, data forwarding, and EM) shown in this generic ABA
building block will be included in every ABA node. ABA end-user nodesir’ space or [on
ground, will typically have only one link, one or more applications, will.use’ local means|to
do EM, and use formal element (utilization) management interfaces-terrestrially. ABA
servicg-providing building blocks will typically have two links (one ‘terrestrial and onefin
space), will have managed data-forwarding functionality, will” offer formal element
(provision) management interfaces, and may have specialized local applications.

The fyll suite of ABA physical node types is described in.more detail in subsection 5.2 of the
SCCS}ADD (reference [D5]).

Generic ABA Node

Application \\ Application 2

Element Management

5
Data
Store

Data Forwarding

Link
TypeA

Link
Type B

Link A Processing

Link B Processing

— _rigure 5-I—ABANude—Generic Burtding Btock

5.2.1.2 ABA-Specific CSSE Building Blocks

Table 5-1 shows the ABA CSSE node type, its interfaces, and associated functions. The
grayed-out functions are not required for ABA, but may be present. This table provides an
overview of the ABA CSSE node, the kinds of interfaces it supports (links), and the key
functions it implements (link control). For ABA configurations there is only one CSSE type.
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Table 5-1: ABA CSSE Node Type, Interfaces, and Functions

CSSE/ Terrestrial Space Proximity Space Link
Building Block Links Links Links Control Routing
ABAESLT X X X N/A

The ABA ESLT node shown in table 5-1 only communicates at the link layer; it does not
include any Network Layer routing functions. These nodes can communicate directly to
space UEs using standard link layer services and to Earth UEs using terrestrial -sgrvices
(SLE, CSTS, and service management).

5.2.2 ABA-SPECIFIC CSSE BUILDING-BLOCK REQUIREMENTS
5.2.2.1 ABA Current

5.22.1.1 ABA ESLT PM shall use CCSDS-compliant user credentials to control acgess to
allf service-provider functions (reference [7]).

52212 ABA ESLT PM shall implement a CCSDS-compliant ABA bilateral gervice
management agreements to permit space-link sessionsto be planned, scheduled, requested,
and controlled by the Earth User MOC.

>

52.2.1.3 ABA ESLT PM shall process hilateral service management agreements into
internal forms useful for system configuration, monitor, and control.

5.2.2.1.4 ABA ESLT PM shall verify requested bilateral service management agregments
agpinst those that were planned and-scheduled.

NOTE - Unplanned/emergency use of the networks may be required, and in thosg cases
there may not/be the possibility of preplanned configurations and vefifying
services.

52215 ABASESLT PM shall process Earth User Node orbit and trajectory files
(rgferences [29], [30]) and create necessary pointing and tracking predicts.

5.2.2.1.6.>- ABA ESLT PM shall configure service production functions to be consistent with
the Earth User MOC requested schedule, services, configurations, and sequence of events.

5.2.2.1.7 ABA ESLTs shall verify that the correct SCID is being used to fill space data link
fields (references [9], [20], [31]).

5.2.2.1.8 ABA ESLTs shall implement a CCSDS-compliant forward space-link service
production function (references [7] and/or [21], [32]), to process ABA Earth User Node
requests.

5.2.2.1.9 ABAESLTSs shall implement a CLTU forwarding function (reference [21]).
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5.2.2.1.10 ABA Earth ESLT should implement the Operational Control Field (ROCF)
extraction function (reference [28]) to forward CLCWs in near real time.

5.2.2.1.11 ABA ESLTs shall implement a forward TC frame processing function including
fill bit functions (references [7], [21], [31]).

5.2.2.1.12 ABA ESLTs may implement a CLTU storage function for timed release of off-
line service production.

5.2.2.1.13 ABA ESLTs shall implement forward modulation functions (reference [34]).

5.2.2.1.14 ABA ESLTs shall implement an RF space-link production function to radiate data
to Space User Nodes (reference [34]).

5.2.2.1.15 ABA ESLTs shall implement a CCSDS-compliant return_space-link serv|ce
produgtion function (reference [22] and/or [23]) to process ABA EarthAser Node requests.

5.2.2.1.16 ABA ESLTs shall implement a RF space-link production’function to receive data
from $pace User Nodes (reference [34]).

5.2.2.1.17 ABA ESLTs shall implement return demodulation functions (reference [34]).

5.2.2.1.18 ABA ESLTs shall implement time-of-reCeipt time stamp functions (referenges
[22], [p3], or [35]).

5.2.2.1.19 ABA ESLTs shall implement oneyor both return AOS or telemetry (TM) frame
decod|ng functions (reference [32]).

5.2.2.1.20 ABA ESLTs shall implement one or both return AOS or TM frame processing
functipns (references [9], [10], [22]).

5.2.2.1.21 ABA ESLTs shall implement a return VVC frame extraction function (references [99],
[10], [3]. [28]).

5.2.2.1.22 ABA ESLTs shall implement one or both AOS or TM frame storage function
(refergnces [22] ar-[23]) for off-line service production and delivery.

5.2.2.1.23 ABA ESLTs should implement a radiometric and tracking service production
functipn-(references [D16], [34]) to process ABA Earth User Node requests.

5.2.2.1.24 ABA ESLTs providing radiometric and tracking services should implement
Pseudo-Noise (PN) range sequence generation (reference [36]).

NOTE - Proprietary tone and/or hybrid ranging systems (reference [36]) can be used with
spacecraft having a transparent ranging channel.

5.2.2.1.25 ABA ESLTs providing radiometric and tracking services should implement range
sequence recovery and Doppler processing (references [34] and/or [36]).
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5.2.2.1.26 ABA ESLTs providing radiometric and tracking services should implement
spacecraft tracking and tracking data processing functions (references [D16], [34]).

5.2.2.1.27 ABA ESLTs providing radiometric and tracking services should implement data
return using the NDM or TDM data formats (references [29], [37]).

522128 ABA ESLTs may implement a Delta-DOR data processing function
(references [24], [34]) to process ABA Earth User Node requests.

NOTE - Correlation of raw D-DOR data may be performed by an ESLT or by the;user.

5.2.2.1.29 ABA ESLT implementing Delta-DOR services may have to coordinate use pf two
orjmore ESLTs which may be from different agencies (reference [24]).

=

5.2.2.1.30 ABA ESLTs may implement a DOR tone reception function-(reference [34]) to
reg¢eive ABA Space User Node data.

5.2.2.1.31 ABA ESLTs providing Delta-DOR services should implement a Deltg-DOR
control function (reference [24]).

o

5.2.2.1.32 ABA ESLTs providing Delta-DOR services should implement Delta-DOR Raw
Data Exchange Format (RDEF) raw data file exchange with other service providers of users
(rgference [38]).

5.2.2.1.33 ABA ESLTs providing Delta-DOR services should implement Deltg-DOR
processed data return using the NDM or.TDM data formats (references [29], [37]).

=

NOTE - Processing of D-DORraw data may be performed by one of the gervice
providers, or by the user, or by another entity on the user’s behalf.

5.2.2.2 ABA Future

5.2.2.2.1 [Opt][Future] ABA ESLTs may implement one or both forward AOS or TC|frame
enpoding and synchronization functions (references [7], [9], [16], [D14], [31]).

>

5.2.2.2.2 JFuture] ABA ESLTs may implement the CCSDS CSTS F-Frame progessing
fupctions=(reference [D14]) to support ABA and future SSI services, including [frame
mtlnltiplexing and merging from multiple sources.

5.2.2.2.3 [Future] ABA ESLTs may implement a forward AOS or TC frame merge
function (references [7], [D14], [32]).

5.2.2.2.4 [Future] ABA ESLT implementing the F-Frame production functions should
implement the Communications Operations Procedure (COP) Frame Operation Procedure
(FOP) (references [7], [16], [D14], [33]).
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5.2.2.25 [Future] ABA ESLTs may implement one or more high-level application
functions such as file transfer or forwarding (reference [D17]).

5.2.2.2.6 [Future] ABA ESLTs providing cross support file transfer should implement
forward and return transfer file processing for the CSTS transfer file interface
(reference [D17]).

NOTE - This function may include transfer of off-line telemetry, radiometric, Delta-DOR,
or CEDRP files.

52.2.2.7 [Future] ABA ESLTs providing cross support file transfer should implement
forwatd and return CFDP processing of the files transferred over the space link
(refergnces [D15], [39]).

5.2.2.2.8 [Future] ABA ESLTs providing CFDP processing should jmplement F-Frame
merging of the encapsulated PDUs on the space link (reference [D14]).

5.2.2.2.9 [Future] ABA ESLTs providing cross support shall implement the ESCCS-SM
service user functions (reference [D10]) to plan, schedule, request, and configure new space
commpnications services.

5.2.2.2.10 [Future] ABA ESLTs providing cross support shall implement CCSDS servige-
provider catalog (reference [D10]) functions to document and characterize available space
communications services.

5.2.2.2.11 [Future] ABA ESLTSs providing<gross support shall implement CCSDS servige-
agreerent functions (reference [D10Q])to define and arrange for delivery of spdce
commpnications services.

5.2.2.2.12 [Future] ABA ESLTs providing cross support shall implement CCSDS spacecrft
configuration functions (reference [D10]) to accept descriptions of the communication
configurations of user spacecraft and space communications services.

5.2.2.2.13 [Future] ABA Earth User Nodes shall implement CCSDS network schedtlle
functipns (reference” [D10]) to identify the expected times for scheduled spdce
commpnications.services.

5.2.2.2.14& [Future] ABA ESLTs should implement CCSDS-compliant, user-accessib
monit@r-data functions (references [D18], [D21]).

e

5.2.2.2.15 [Future] ABA ESLT providing user-accessible monitor data should include
identified monitored parameters and notifiable events (references [D18], [D21]).

5.2.2.2.16 [Future] ABA ESLTs providing user-accessible monitor data should offer cyclical
reporting, event subscriptions, and queried reports (references [D18], [D21]).

5.2.2.2.17 [Future] ABA ESLTs should implement CCSDS-compliant user-accessible
service control functions (references [D19], [D21]).
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5.2.2.2.18 [Future] ABA ESLT providing user-accessible service control should include
access to identified key service, control, and configuration parameters for user-controllable
functional resources (references [D19], [D21]).

5.2.2.2.19 [Future] ABA ESLTs providing cross support services should accept requests and
deliver service accountability reports (reference [D10]).

5.2.3 ABA-SPECIFIC USER ELEMENT NODES

5.2.3.1 Overview

TRis subsection briefly defines the requirements of each specialized ABAAJE type. [t also
defines the functions allocated to each of these nodes, since these functions arg what
defermines their behavior. There are two basic node types identified in‘table 5-2, Earth User
Nodes and Space User Nodes.

Table 5-2: ABA UE Node Types, Interfaces;and Functions

CSSE/ Terrestrial Space Proximity Space Link
Building Block Links Links Links Control Routing
Earth User Node X N/A
Space User Node X X N/A

5.2.3.2 ABA Earth User Node Requirements

5.2.3.2.1 ABA Earth User Node UM shall use CCSDS-compliant user credentjals to
authenticate access to all service-provider functions (reference [7]).

5.2.3.2.2 ABA Earth User Node UM shall implement a CCSDS-compliant ABA billateral
sefvice management-agreements to plan, schedule, request and control ESLT sgrvice-
provider functions;

=

5.2.3.2.3 ABAEarth User Node UM shall define contents of bilateral service management
agreements )to accurately define required system and spacecraft communication
copfigurations and service characteristics.

52324 ABA Farth User Node UM shall supply Space User Node arhit and trajectory
files (references [29], [30]) so that the ESLT can track them.

5.2.3.25 ABA Earth User Node UM, when planning spacecraft trajectories and maneuvers,
may request information from a suitable source about potential collisions formatted as
conjunction data messages (reference [40]).
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5.2.3.2.6 ABA Earth User Node UM shall request configuration and sequencing of ESLT
bilateral service management agreements that are consistent with the required spacecraft
communication schedule, services, configurations, and sequence of events.

5.2.3.2.7 ABA Earth User Nodes shall verify that the correct SCID (reference [20]) is being
used in forward and return data link fields.

5.2.3.2.8 ABA Earth User Nodes shall implement a CCSDS-compliant forward space-link
data production function (reference [21] or [Opt] [D13]).

5.2.3.2.9 [Opt] ABA Earth User Nodes requiring secure commanding should implement a
CCSDS-compliant digital signature or encryption function (reference [7]) for data-sent on the
space Jink (references [6], [D22]).

5.2.3.2.10 [Opt] ABA Earth User Nodes requiring secure commanding should implement a
CCSDS-compliant key management function (reference [D23]) for data“sent on the spdce
link.

5.2.3.2.11 ABA Earth User Nodes shall transfer forward CLTWS)using one or more CCSOS-
compliant ESLT service providers (reference [21]).

5.2.3.2.12 ABA Earth User Nodes shall ensure that the correct SCID is used to constriict
commgnds (references [9], [10], [20], [31]).

5.2.3.2.13 ABA Earth User Nodes should inplement a TC frame production function
(refergnces [9], [21], [31)).

5.2.3.2.14 ABA Earth User Nodes producing CLTUs shall implement a TC frame encoding
and syinchronization function (references [7], [31]).

5.2.3.2.15 ABA Earth User Nodes producing CLTUs shall implement a CCSDS-compliant
CLTY production functiongdncluding acquisition sequence and idle bits (references [31], [21]).

5.2.3.2.16 ABA Earth"User Nodes producing CLTUs and with BDP <10’ and RTLT lgss
than 1|second, shogldimplement the COP FOP (references [8], [33]).

5.2.3.2.17 ABAEarth User Nodes requiring the COP, and having limited bandwidth to the
service-providing ESLT, should implement OCF reception function and the COP to recejve
CLCWs-sent from their ESLT in near real time.

5.2.3.2.18 ABA Earth User Nodes shall implement a return space-link data reception
function (references [22] or [23]).

5.2.3.2.19 ABA Earth User Nodes shall implement CCSDS-compliant return AOS or TM
frame processing functions (references [9], [10], [22], or [23]).

5.2.3.2.20 [Opt] ABA Earth User Nodes may implement time-of-receipt time stamp
processing functions (reference [35]).
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5.2.3.2.21 ABA Earth User Nodes may implement a CCSDS-compliant radiometric and
tracking data reception function (reference [D16]).

5.2.3.2.22 ABA Earth User Nodes requiring radiometric and tracking services should
implement spacecraft tracking and tracking data processing functions (reference [D16]).

5.2.3.2.23 ABA Earth User Nodes requiring tracking and tracking data processing functions
should implement processing for the NDM or TDM data formats (references [29], [37]).

5.2.3.2.24 ABA Earth User Nodes requiring high-precision plane-of-sky positions-should
usg Delta-DOR services (reference [24]).

5.2.3.2.25 ABA Earth User Nodes requiring Delta-DOR services must _use-two orf more
ESLTs which may be from different agencies (reference [24]).

5.2.3.2.26 ABA Earth User Nodes requiring Delta-DOR services must implement a |Delta-
DOR control function (reference [24]).

5.2.3.2.27 ABA Earth User Nodes requiring Delta-DOR)'services and raw datg shall
plement Delta-DOR RDEF-formatted return data processing (references [29], [37]).

5.2.3.2.28 ABA Earth User Nodes requiring Delta=DOR services should implement |Delta-
DOR processed data return using the NDM or TDM data formats (references [29], [37]).

5.2.3.2.29 ABA Earth User Nodes may implement upper-layer application functions, such as
file (reference [39]), message (reference.{41]), or packet processing (reference [42]).

5.2.3.2.30 ABA Earth User Nodes-requiring file transfer should implement forwafd and
refurn CFDP processing of the transferred files (reference [39]).

5.2.3.2.31 ABA Earth User-Nodes implementing CFDP processing should implement forward
anf return frame merging of the encapsulated PDUs on the space link (reference [14], [B9], or

[42]).

5.2.3.2.32 ABA Earth User Nodes may implement one or more user application functigns.

5.2.3.3 »Future ABA Earth User Node Requirements

5 P 2D 1 - wol AR A Eavih |loar NAaAdA AN farmpineAd chal 1man ement
. JaJ. L L| ULUIUJ NI\ |_u| uar Uotl |“cho |C\.1u|||||y l_\uu TU1 \lvu.lu OC'V'\JC Ql amr 1l ||P

a CCSDS-compliant F-Frame space-link data production function (reference [D14]).

NOTE - Current missions requiring forward AOS may use the experimental SLE EF-
CLTU (reference [D13]).

5.2.3.3.2 [Future] ABA Earth User Nodes producing frames shall implement a forward
AOS frame production function (reference [9], [32]).
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5.2.3.3.3 [Future] ABA Earth User Nodes shall transfer a forward AOS frame using one or
more CCSDS-compliant ESLT service providers (reference [D14]).

5.2.3.3.4 [Future] ABA Earth User Nodes shall implement the ESCCS-SM service-user
functions (reference [D10]) to plan, schedule, request, and configure new space
communications services.

5.2.3.3.5 [Future] ABA Earth User Nodes shall implement CCSDS service-provider
catalog__(reference [D10]) functions to discover and characterize available space
communications services.

5.2.3.3.6 [Future] ABA Earth User Nodes shall implement CCSDS service-agreement
functipns (reference [D10]) to define and arrange for delivery of space communicatigns
Services.

5.2.3.3.7 [Future] ABA Earth User Nodes shall implementc-CCSDS spacecraft
configuration functions (reference [D10]) to provide descriptions<of the communication
configurations of user spacecraft and space communications services:

5.2.3.3.8 [Future] ABA Earth User Nodes shall implement CCSDS network schedtle
functipns (reference [D10]) to identify the expected times for scheduled spdce
commpnications services.

5.2.3.3.9 [Future] ABA Earth User Nodes reguiring cross support file transfer shodild
implement forward and return transfer file precessing for the CSTS transfer file interface
(refergnce [D17]).

NOTH - This function may includetransfer of off-line telemetry, radiometric, Delta-DQR,
or CFDP files.

5.2.3.3.10 [Future] ABA Earth”User Nodes requiring cross support file transfer shodild
implement forward and return CFDP File Transfer processing (reference [D15]) via the
transfer file service (reference [D17]) for files transferred over the space link.

5.2.3.3.11 [Future]’ABA Earth User Nodes may implement CCSDS-compliant monitor data
procegsing funetions (reference [D18]).

5.2.3.3.12¢ [Future] ABA Earth User Nodes requiring user-accessible monitor data may requpst
identifiedmonitored parameters and notifiable events (references [D18], [D21]).

5.2.3.3.13 [Future] ABA Earth User Nodes requiring user-accessible monitor data may request
available cyclical reporting, event subscriptions, and queried reports (references [D18], [D21]).

5.2.3.3.14 [Future] ABA Earth User Nodes should implement CCSDS-compliant service
control functions (reference [D19]).
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5.2.3.3.15 [Future] ABA Earth User Nodes requiring user-accessible service control may
request access to identified key service control and configuration parameters for user
controllable functional resources (references [D19], [D21]).

5.2.3.3.16 [Future] ABA Earth User Nodes requiring cross support services should request
and acquire service accountability reports (reference [D10]).

5.2.3.4 ABA Space User Node Requirements

5.2.3.4.1 ABA Space User Nodes shall verify that the correct SCID (reference.[20]) is
bejng presented in forward and return data link header fields.

5.2.3.4.2 ABA Space User Nodes shall implement one or more RF space-link regeption
functions to receive data (reference [34]).

5.2.3.4.3 ABA Space User Nodes shall implement one or more, CCSDS-compliant forward
space-link data reception functions (references [9], [31]).

5.2.3.4.4 ABA Space User Nodes shall implement ofe or more forward demodulation
functions (reference [34]).

52345 ABA Space User Nodes shall implement one or more forward |frame
sypchronization and decoding functions (references [8], [32]).

5.2.3.4.6 ABA Space User Nodes shall-process CLTUs or forward AOS frames refeived
frgm one or more CCSDS-compliant ESLT service providers (references [9], [31]).

5.2.3.4.7 ABA Space User Nodes'shall ensure that the correct SCID was used to copstruct
commands (references [9], [20],+[31]).

5.2.3.4.8 ABA Space-User Nodes implementing the F-CLTU reception functions should
implement the COP E&fame Acceptance and Reporting Mechanism (FARM) (referencgs [8],

[32], [33]).

NOTE - ForSpace User Nodes with RTLT greater than one second the COP canpot be
used, but the FARM must still be implemented.

52.349 ABA Space User Nodes implementing the FARM should implement the
Communications tink-Controt-Word(CECW)and-insertit-nto-the returntimk(references [9],

[10], [33]).

5.2.3.4.10 [Opt] ABA Space User Nodes requiring secure commanding should implement a
digital signature or decryption function for data received on the space link (references [6],
[7], [D22]).

5.2.3.4.11 [Opt] ABA Space User Nodes requiring secure commanding should implement a
key management function for data received on the space link (reference [D23]).
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5.2.3.4.12 [Future], [Opt] ABA Space User Nodes may implement a time-of-receipt time
stamp function (reference [35]).

5.2.3.4.13 ABA Space User Nodes shall implement a return AOS or TM frame processing
function (references [9] or [10]).

5.2.3.4.14 ABA Space User Nodes shall send return TM or AOS frames to one or more
CCSDS-compliant ESLT service providers (references [9] or [10]).

5.2.3.4.15 [Future], [Opt] ABA Space User Nodes may implement a time-of-transmission
time stamp (reference [35]) function.

5.2.3.4.16 ABA Space User Nodes shall implement one or more encoding gnd
synchronization functions (reference [32]).

5.2.3.4.17 ABA Space User Nodes shall implement one or more return-medulation functigns
(referegnce [34]).

5.2.3.4.18 ABA Space User Nodes shall implement one or more RF space-link production
functipns to radiate data (reference [34]).

5.2.3.4.19 ABA Space User Nodes may implement aganging sequence reception function
(refergnces [34], [36]).

5.2.3.4.20 ABA Space User Nodes may implement a coherent or noncoherent ranging
sequemce regeneration function (references [34], [36]).

5.2.3.4.21 ABA Space User Nodes requiring high-precision, plane-of-sky tracking shodild
implement a DOR tones space-link production function (references [24], [34]).

5.2.3.4.22 ABA Space User Nedes may implement upper-layer application functions, sych
as file|(reference [39]), message (reference [41]), or packet (reference [42]) processing.

5.2.3.4.23 ABA Space)User Nodes requiring merging of different protocol PDUs on the
space Jink should assign them to separate VVCs (references [8], [9], or [10]).

5.2.3.4.24 [Future] ABA Space User Nodes requiring cross support file transfer shodild
implement forward and return CFDP processing of the transferred files (references [14], [39],
or [42]):

5.2.3.4.25 [Future] ABA Space User Nodes requiring CFDP processing should implement
forward and return frame merging of the encapsulated PDUs on the space link (references
[14], [39], or [42]).

5.2.3.4.26 ABA Space User Nodes may implement one or more user application functions.
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5.3 SSIPHYSICAL ELEMENTS

531 OVERVIEW

5.3.1.1 General

This subsection defines the SSI CSSE and UE nodes and the functions they are expected to
implement. A generic physical model of an SSI building block is presented in figure 5-2,
followed by the requirements on CSSEs and UEs that are used to compose SSI end-to-end

systems.

Rdgardless of the specific details of how they are implemented, all of the core’ hetwo

rk and

link layer functionality (network processing, link layer processing, routing, network
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Figure 5-2: SSI Node—Generic Building Block
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5.3.1.2 SSI-Specific CSSE Building Blocks

The following subsections define the requirements of each specialized SSI CSSE physical
node. Each of the building blocks provides a nominal set of interfaces, either over a space
link (typically RF) or over some sort of terrestrial link, or both. They also provide required
functionality such as

3)
b)
)
d)
€)

Network Layer processing (routing, forwarding, gateway, and security functions);

+ P 4 A0 0N\ ot Lo oLl
SWIT=dlu=Turvwaru (o) uatla Tialiuritiy,
Data Link Layer processing;

RF transmit/receive functions; and

service management, network control, and routing exchange/peering functions.

They may also implement last-hop essential commanding and emergéency mode functigns
and fiyst-hop data return functions.
Table [5-3 provides an overview of the SSI CSSE node types, their interfaces, and their
functipns. Not all nodes will necessarily support all functions and interfaces, but each §SI
building block will at least support DTN or IP (or both) Network Layer functions as well|as
the D4dta Link Layer and lower functions.
Table 5-3: SSI CSSE Node Types, Interfaces, and Functions
Space
Terrestrial Space Proximity Link
CSSE/Building Block Links Links Links Control | Routing |
ESLT X X X X
Earth|Routing Node X X X
Space Routing Node X X X X
PSLT X X X X
Earth|WAN Routing Node X X
Plangt WAN Routing Node X X
Hybrigl Science/Routing Node X X X Varies X
The Hybrid® Science/Routing Node (HSRN) shown in table 5-3 operates as does a Spgce
Routing=Node (see 5.3.7). The difference is that the HSRN will usually have science

requirements that are paramount during the prime mission phase.

5.3.2 SSIPHYSICAL ELEMENT REQUIREMENTS

5.3.2.1 Future SSI Earth-Space Link Terminal Requirements

5.3.2.1.1 [Future] SSI ESLT nodes shall implement all of the functions required of ABA
ESLT nodes, as defined in 5.2.
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5.3.2.1.2 [Future] SSI ESLT nodes shall provide SSI Stage 2 and 3 services for users
(reference [D7]).

5.3.2.1.3 [Future] SSI ESLT nodes shall implement one or more CCSDS-compliant space
internetworking functions (reference [DTN] or [IPS]) to process, store, and route DTN or IP
data in the ground station.

5.3.2.1.4 [Future] SSI ESLTs implementing DTN should acquire DTN endpoint addresses
using the SANA reqistries (reference [19]) for BP and L TP identifiers.

5.1
ide
idg

5.
ne

5.3
fu

.2.1.5 [Future] SSI ESLTs implementing IP should acquire IP endpoint address

ntifiers.

.2.1.6 [Future] SSI ESLT nodes shall implement SSI NSAs, coordination, peerin
fwork management functions in the ground station (reference [D7}),

.2.1.7 [Future] SSI ESLT nodes shall implement the CCSDS CSTS F-Frame prog
nctions (reference [D14]) to support internetworking and ABA services, including

multiplexing and merging from multiple sources.

5.3
fu

sy

5.
(re

5.9
IP

5.
PO

5.3
the

5.9

.2.1.8 [Future] SSI ESLT nodes shall implement the CCSDS CSTS F-Frame-con
ictions (reference [D14]), including fill-franie* or fill-data insertion, to maintai
nchrony.

3.2.1.9 [Future] SSI ESLT nodes shall implement CCSDS-compliant LTP prog

ference [13]) in the ground station.

.2.1.10 [Future] SSI ESLT nodes shall implement CCSDS-compliant LTP PDU, D
encapsulation (references-{9}, [10], [14], [31], [46]) in the ground station.

3.2.1.11 [Future] SSIESLT nodes shall implement all of the CCSDS-compliant spa

DU processing, TC,TM, or AOS (references [9], [10], [31]) in the ground station.

.2.1.12 [Future] SSI ESLT nodes shall implement CCSDS-compliant frame encog
ground_station (references [8], [32]).

2,2.13 [Future] SSI ESLT nodes shall implement the extended CCSDS s¢

m4

bs and

ntifiers using the Internet Assigned Numbers Authority (IANA) registries for IP ang DNS

g, and

essing
frame

npliant
N link

essing

TN or

ce link

ing in

brvice-

iragement functions (reference [D10]) to plan, schedule, request, configure, and g

ontrol

the SSI ESLT services.

5.3.2.1.14 [Future] SSI ESLT nodes shall implement the DTN network-management functions
(reference [D7]) to plan, schedule, coordinate, configure, and manage the SSI ESLT services.
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5.3.2.2 Future SSI Earth Routing Node Requirements

5.3.2.2.1 [Future] SSI Earth routing nodes (SSI space routing node MOC) shall implement
all of the functions required of ABA Earth User Node nodes, as defined in 5.2.2.2.5.

5.3.2.2.2 [Future] SSI Earth routing nodes (SSI space routing node MOC) may implement
one or more CCSDS-compliant space internetworking functions, to process IP or DTN data
(reference [IPS] or [DTN]).

5.3.2.2.3 [Future] SSI Earth routing nodes implementing DTN should acquire D[N
endpojnt addresses using the SANA registries (reference [19]) for BP and LTP identifiers.

5.3.2.2.4 [Future] SSI Earth routing nodes implementing IP should acquire’\IP endpojint
addregses and identifiers using the IANA registries for IP and DNS identifiers:

5.3.2.2.5 [Future] SSI Earth routing nodes (SSI space routing node MOE) shall implement
SSI NBAs, coordination, peering, and network management functions (réference [D7]).

5.3.2.2.6 [Future] SSI Earth routing nodes (SSI space routing~node MOC) shall operat¢ a
space relay asset to provide SSI Stage 2 and 3 services for users (reference [D7]).

5.3.2.2.7 [Future] SSI Earth routing nodes (SSI space routing node MOC) shall implemgnt
all of |the functions required to operate a space relay asset (space routing node or PSLT)
(refergnce [D7]).

5.3.2.2.8 [Future] SSI Earth routing nedes (SSI space routing node MOC) shotld
implement one or more CCSDS-compliant space link PDU processing functions, for TC,
TM, dr AOS, (references [9], [10], or{31]) to perform basic spacecraft Telemetry, Tracking
& Corpmand (TT&C) functions for the space relay asset they operate.

5.3.2.2.9 [Future] SSI Earth-rputing nodes (SSI space routing node MOC) must implement
one of more CCSDS-compliant internetworking management functions (references [D1p],
[27]) to control the spaceTelay asset.

5.3.2.2.10 [Future]>SSI Earth routing nodes (SSI space routing node MOC) may implement
upper{layer application functions for processing files, frames, messages, or packets.

5.3.2.2.1% [Future] SSI Earth routing nodes (SSI space routing node MOC) may provide §SI
routing functions as a service for other SSI Earth User Nodes (reference [D7]).

5.3.2.2.12 [Future] SSI Earth routing nodes (SSI space routing node MOC) nodes shall
implement the extended CCSDS service-management functions (reference [D10]) to plan,
schedule, request, configure and control the SSI ESLT service provider.
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5.3.2.3 Future SSI Space Routing Node Requirements

5.3.2.3.1 [Future] SSI space routing nodes shall implement all of the functions required of
ABA Space User Nodes, as defined in 5.2.2.2.5.

5.3.2.3.2 [Future] SSI space routing nodes shall operate as a space relay asset to provide
SSI Stage 2 and 3 services for users (reference [D7]).

5.3.2.3.3 [Future] SSI space routing nodes shall implement one or more CCSDS-compliant
space internetworking functions (reference [DTN] or [IPS]), to process, store, manage, and
royite DTN or IP data, in the relay asset.

5.3.2.3.4 [Future] SSI space routing nodes with intermittent link connectivity, BDR >10’,
or| long RTLTs (>2 seconds) should implement the DTN internetwerking furctions
(rdference [DTN]).

5.3.2.3.5 [Future] SSI space routing nodes implementing DTN should acquire| DTN
enfdpoint addresses using the SANA registries (reference [19]) for BP and LTP identifigrs.

5.3.2.3.6 [Future] SSI space routing nodes with contifiious link connectivity, BDP <10’
and short RTLTs may implement the basic IP internetworking functions (reference [IP$]).

5.3.2.3.7 [Future] SSI space routing nodes implementing IP should acquire IP engdpoint
adfresses and identifiers using the IANA registries for IP and DNS identifiers.

5.3.2.3.8 [Future] SSI space routing«nodes shall implement SSI NSAs, coordination,
pegring, and network management fupetions (reference [D7]).

5.3.2.3.9 [Future] SSI space routing nodes must implement one or more CCSDS-conmpliant
internetworking management:functions (reference [D12], [27]) to control the spacq relay
asget.

5.3.2.3.10 [Future] SSiI space routing nodes shall implement one or more CCSDS-compliant
space-link PDU processing functions, for Proximity-1, TC, TM, or AQOS, (references [9],
[10], [31], [43}.444], or [45]) in the relay asset.

5.3.2.3.11JFuture] SSI space routing nodes must implement protocol and PDU conyersion
anf bridging functions in the relay asset (references [D7], [D24]).

>

5.3°2.371Z [Future] SSTspace routing nodes should implement CCSDS-compliant fast-hop or
first-hop functions (reference [D20]) to reboot SSI nodes and serve non-SSI and other end-
user nodes.

5.3.2.3.13 [Future] Space routing nodes may implement CCSDS-compliant radiometric
tracking data recovery functions (reference [D20]) for the proximity link.

5.3.2.3.14 [Future] SSI space routing nodes may implement CCSDS-compliant proximity
link time-stamp functions (reference [D20]).
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5.3.2.3.15 [Future] SSI space routing nodes may implement proximity link open-loop
recording and data return functions (reference [D20]).

5.3.3 SSI PLANET-SPACE LINK TERMINAL

5.3.3.1 Overview

A PSLT is essentially the same as an ESLT, but it is located on the surface of some remote
planethry body and provides the space link over which BP and IP traffic 1s routed between a
planethry WAN and any other nearby or distant space or landed SSI nodes.

A PSLT provides many of the same functions as the ESLT, in that it 1) encapsSulates and
multiglexes BP bundles and/or IP datagrams destined for space into a symbekhstream thaf is
moduliated to RF and radiated toward the next Space User Node in the SS1].and 2) receiyes
and dgmodulates RF signals from Space User Nodes and de-multiplexes-and de-encapsulates
IP dathgrams and BP bundles destined for terrestrial SSI nodes. In those cases where a single
PSLT |maintains multiple concurrent space links to different destinations, it will also perfoym
a rout{ng function to place the datagrams/bundles on the appropriate space links; it may also
do rodting to one or more planetary WAN links. It may alsoprovide SLE/CSTS services|to
local ysers and Network Layer security services. In the case of BP, the PSLT will also act|as
an int¢rmediary storage point for bundles and may assume custody of bundles, as controlled
by the|relevant SLASs in force.

A PSUT may establish and maintain space links-with some or all of the following:
a) | space routing nodes (using proximity protocols or AOS/TC/TM);
b)[ ESLTs (using AOS/TC/TM);

c) | other user nodes on the-surface of the planet (using BP or IP over ‘terrestrial’ links
deployed on the planet); or

d)| directly with Space)User Nodes on mission spacecraft.

A PSLT could also effer SLE/CSTS service interfaces to ‘local’ users on a remote plapet
who npanage nearby SSI (or ABA) space routing nodes.

5.3.3.2 cFuture SSI Planet-Space Link Terminal Requirements

5.3.3.2.1 [Future] SSI PSLT nodes shall implement all of the functions required of SSI
space routing nodes, as defined in 5.3.2.3.

5.3.3.2.2 [Future] SSI PSLT nodes shall operate as a space relay asset to provide SSI Stage
2 and 3 services for users (reference [D7]).
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5.3.3.2.3 [Future] SSI PSLT nodes shall implement one or more CCSDS-compliant space
internetworking functions (reference [IPS] or [DTN]) to process, store, and route IP or DTN
data in the space link terminal.

5.3.3.2.4 [Future] SSI PSLT nodes shall implement SSI NSAs, coordination, peering, and
network management functions (reference [D7]).

5.3.3.2.5 [Future] SSI PSLT nodes must implement one or more CCSDS-compliant
internetworking management functions (references [D12], [27]) to control the space relay
asset.

5.3.3.2.6 [Future] SSI PSLT nodes shall implement frame processing functions to support
internetworking and ABA services, including frame multiplexing and merging-from multiple
sofirces (To Be Determined [TBD]).

5.3.3.2.7 [Future] SSI PSLT nodes shall implement frame processing functions, including
fil]-frame or fill-data insertion to maintain link synchrony (TBD):

5.3.3.2.8 [Future] SSI PSLT nodes shall implement CESDS-compliant LTP progessing
(rgference [13]) in the space link terminal.

5.3.3.2.9 SSI PSLT nodes shall implement CCSDS-compliant LTP PDU, DTN|or IP
engapsulation (references [9], [10], [14], [31], [46]) in the space link terminal.

>

5.3.3.2.10 SSI PSLT nodes shall implement all of the CCSDS-compliant space link PDU
prpcessing and frame creation, for AOSy.PM, TC, or Proximity-1, (references [9], [10], [31],
[48], [44], [45]) in the space link terminal.

5.3.3.2.11 [Future] SSI PSLT, nodes shall implement CCSDS-compliant frame merding in
the space link terminal (referénce [9], [10], [31]).

5.3.3.2.12 [Future] SSI"PSLT nodes shall implement CCSDS-compliant frame decoding in
the space link terminalXreference [8], [32]).

5.3.3.2.13 [Future] SSI PSLT nodes shall implement CCSDS-compliant frame encoding in
the space linkderminal (reference [8], [32]).

5.3.3.2.14 [Future] SSI PSLT shall implement protocol and PDU conversion and bridging
fupctions in the relay asset (reference [D7], [D24]).

5.3.3.2.15 [Future] SSI PSLT should implement CCSDS-compliant last-hop or first-hop
functions (reference [D20]) to reboot SSI nodes and serve non-SSI and other end-user nodes.

5.3.3.2.16 [Future] SSI PSLT may implement CCSDS-compliant radiometric tracking data
recovery functions (reference [D20]) for the proximity link.

5.3.3.2.17 [Future] SSI PSLT may implement CCSDS-compliant proximity link time-stamp
functions (reference [D20]).
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5.3.3.2.18 [Future] SSI PSLT may implement proximity link open-loop recording and data
return functions (reference [D20]).

5.3.3.2.19 [Future] SSI PSLT nodes shall implement the extended CCSDS service-
management functions (reference [D10]) to plan, schedule, request, configure and control the
SSI PSLT service provider.

5.3.3.3 SSI Earth/Planet WAN Routing Node

5.3.3.3.1 Overview

An S$I Earth WAN consists of one or more routing nodes that provide Network Layer
connegtivity among terrestrial SSI user nodes and ESLTs. In addition to the transport|of
‘data’| the WAN may be used to transport voice and video, which can_require specialized
handling because of latency and jitter considerations. The WAN proyvides the connectivjity
over Wwhich DTN bundles/IP packets are exchanged among terrestrial nodes and ESI:1FS.
Routing nodes in a BP-enabled WAN also typically will contain-a‘data store, but this is ot
always required.

An SgI planet WAN is essentially the same as an SSI EarthyWAN—i.e., it provides Netwqgrk
Layer|connectivity among SSI user nodes and PSLTs docated on other planetary bodies.|In
additign to the transport of data, the WAN may be ‘tised to transport voice and video (efg.,
Voice|Over Internet Protocol [VOIP]). Planet WANS may use either IP or BP as the basis for
their Nletwork Layer connectivity.

5.3.3.3.2 Future SSI Earth/Planet WAAN Routing Node Requirements

5.3.3.3.2.1 [Future] SSI Earth/planet WAN routing nodes shall operate as routing and relay
assets|to provide SSI Stage 2 and’3 services for users (reference [D7]).

5.3.3.3.2.2 [Future] SSKEarth/planet WAN routing nodes shall implement one or more
CCSDS-compliant space’ internetworking functions (reference [IPS] or [DTN]) to process,
store, pnd route IP.r-DTN data in the routing node.

2

5.3.3.3.2.3 [Euture] SSI Earth/planet WAN routing nodes serving user missions wijth
intermittenfitink connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the
DTN |nternetworking functions.

5.3.3.3.2.4 [Future] SSI Earth/planet WAN routing nodes implementing DTN should
acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP
identifiers.

5.3.3.3.2.5 SSI Earth/planet WAN routing nodes serving user missions with continuous
link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking
functions (reference [IPS]).
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5.3.3.3.2.6 [Future] SSI Earth/planet WAN routing nodes implementing IP should acquire
IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.

5.3.3.3.2.7 [Future] SSI Earth/planet WAN routing nodes shall implement SSI NSAs,
coordination, peering, and network management functions (reference [D7]).

5.3.3.3.2.8 [Future] SSI Earth/planet WAN routing nodes must implement one or more
CCSDS-compliant internetworking management functions (references [D12], [27]) to control

the routing node.
5.3.3.3.2.9 [Future] SSI Earth/planet WAN routing nodes shall implement one“on more
appropriate terrestrial link layer functions in the routing node, i.e., Ethernet, WiFiy serial link,
or|other.
5.3.3.3.2.10 [Future] SSI Earth/planet WAN routing nodes must implement protocpl and
PDU conversion and bridging functions in the routing node (reference{D24]).
5.3.4 DISCUSSION
5.3.4.1 SSI-Specific User Node Types
The following subsections briefly define the spécialized SSI UE physical nodes angl their
roles. Each of these UEs provides a nominal:set of interfaces, either over a spade link
(typically RF) or over some sort of terrestrial link, or both. They also provide reguired
functionality such as
a) Network Layer processing (feuting, forwarding, security, and gateway functions);
b) S&F data handling;
c) Data Link Layer processing; and
d) RF transmit/receive functions.
Table 5-4 provides an overview of the specific SSI UE node types, their interfaces, anf their
functions.
Table 5-4: SSI UE Node Types, Interfaces, and Functions
Terrestrial Space Proximity | Space Link
UE Links Links Links Control Routing
Earth User Node X X
Space/Planet User Node X X
Hybrid Science/Routing Node X X Varies X
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5.3.4.2 User Node Operation

User nodes that participate fully in the SSI must directly implement a completely functional
version of the Network Layer protocols, but will not necessarily provide either the resources
or the full functions for forwarding, security, and management to provide services to other
nodes. These nodes must, however, implement enough of the routing functionality to be able
to identify and route to the next hop node that does provide full SSI services.

Any end-user node that does implement routing and forwarding, in addition to other typical
user/sgience functions, could function as a hybrid science/routing node. As such, thgse
hybrid nodes perform both as SSI user nodes and as SSI CSSEs.

Any Stage 1 SSI UE node may deploy and use SSI services, but in Stage 1\ there is [no
expectation that SSI ESLTs or WAN nodes, with full routing and other setvices, will |be
availaple. In Stage 1 SSI UEs must perform any and all SSI functions and will utilize ABA
ESLTS$ to only provide space link access and normal link layer servicescAll SSI functionau:ty
is performed in the user nodes, but these may, by local agreement, provide services to other
SSI UEs as well. At the time of publication, Stage 1 SSI serviceschave already been deployed
in mote than one space environment for demonstration purposes.

5.3.5 | SSI EARTH USER NODE

5.3.5.1 Owverview

SSI Egarth User Nodes use SSI services to communicate with one or more SSI assets located
in spafe. In SSI Stage 1 this will involve use of an ABA ESLT. In Stages 2 and 3 this nmay
involve use of an SSI ESLT or PSLT ,Earth routing node, WAN, or other SSI assets.

5.3.5.2 Requirements

5.3.5.2.1 SSI Earth Usetf~Nodes shall implement one or more CCSDS-compliant spdce
interng¢tworking functiens (reference [IPS] or [DTN]), for IP or DTN processing.

5.3.5.2.2 SSI_Earth User Nodes with intermittent link connectivity, BDP >10’, or lang
RTLTE (>2.seconds) should implement the basic DTN internetworking functigns
(refergnce [DTN]).

5.3.5.2:3—SSt—Earttr—YUser Nuodes tmptementing DTN —shoutd—acquire DTN—endpoint
addresses using the SANA registries (reference [19]) for BP and LTP identifiers.

5.3.5.2.4 SSI Earth User Nodes with continuous link connectivity, BDP <10, and short
RTLTs may implement the basic IP internetworking functions (reference [IPS]).

5.3.5.2.5 SSI Earth User Nodes implementing IP should acquire IP endpoint addresses and
identifiers using the IANA registries for IP and DNS identifiers.
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5.3.5.2.6 SSI Earth User Nodes may connect directly to an ABA ESLT to access space link
services.

5.3.5.2.7 SSI Earth User Nodes connecting directly to an ABA ESLTs shall implement all
of the functions required of ABA Earth User Nodes, as defined in 5.2.3.2.

5.3.5.2.8 [Future] SSI Earth User Nodes may connect to an SSI ESLT, SSI Earth routing
node, or SSI Earth WAN routing node for SSI routing services.

5.3.5.2.9 [Future] SSI Earth User Nodes connecting directly to an SSI ESLJg shall
plement all of the functions required of SSI Earth routing nodes, as defined in 5:3.2.2.

5.3.5.2.10 [Future] SSI Earth User Nodes shall implement SSI NSA ahd’ coordination
functions (reference [D7]).

5.3.5.2.11 [Future] SSI Earth User Nodes shall implement one or more’appropriate terfestrial
link layer functions to connect to the SSI routing node, i.e., Ethernet, WiFi, serial link, or
other.

5.3.5.2.12 [Future], [Opt] SSI Earth User Nodes .requiring secure or authenticated
communications should implement one or more.of the CCSDS security furjctions
(rgference [6]) to secure the data payload.

5.3.5.2.13 [Future], [Opt] SSI Earth User;-Nodes requiring secure commanding may
implement a digital signature or encryption function for data received on the spade link
(rdferences [6], [7], [D22]).

5.3.5.2.14 [Future], [Opt] SSI Earth User Nodes requiring secure commanding $hould
implement a key management function for data sent on the space link (reference [D23]].

5.3.5.2.15 [Future], [Opt}SS1 Earth User Nodes implementing DTN and requiring segure or
authenticated network communications may implement the SBSP (references [D26], [D24])
to jsecure the end-to-énd network communications.

5.3.5.2.16 SSICEarth User Nodes may implement upper-layer application functions, for
prpcessing files, frames, messages, or packets.

=

5.3.6+ 'SSI SPACE/PLANET USER NODE

5.3.6.1 Overview

SSI Space/planet User Nodes use SSI services to communicate with their SSI Earth User
Node or with one or more other SSI assets located in space. In SSI Stage 1 this will involve
use of an ABA ESLT. In Stages 2 and 3 this may involve use of an SSI ESLT or PSLT, Earth
routing node, WAN, or other SSI assets.
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5.3.6.2 Requirements

5.3.6.2.1 SSI Space User Nodes shall implement all of the functions required of ABA
Space User Nodes, as defined in 5.2.3.3.

5.3.6.2.2 SSI Space User Nodes shall implement one or more CCSDS-compliant space
internetworking functions (reference [IPS] or [DTN]), to process, store, manage, and route IP
or DTN data, in the relay asset.

5.3.6.2.3 SSI Space User Nodes with intermittent link connectivity, BDP >10, ordang
RTLTp (>2 seconds) should implement the DTN internetworking functions.

5.3.6.2.4 SSI Space User Nodes implementing DTN should acquire DTN endpojint
addregses using the SANA registries (reference [19]) for BP and LTP identifiers:

5.3.6.2.5 SSI Space User Nodes with continuous link connectivity, BDP <10, and shprt
RTLTp may implement the basic IP internetworking functions (reference [IPS]).

5.3.6.2.6  SSI Space User Nodes implementing IP should acquire IP endpoint addresses gnd
identifiers using the IANA registries for IP and DNS identifiers.

5.3.6.2.7 [Future] SSI Space User Nodes may connect:to an SSI ESLT or PSLT, SSI space
routing node, or SSI Planet WAN routing node for SSkrouting services.

5.3.6.2.8 [Future] SSI Space User Nodes connecting over a space link shall implement dne
or mdre CCSDS-compliant space-link PDWbprocessing functions, for AOS, TM, TC, |or
Proximity-1 (references [9], [10], [31], or{43], [44], [45]) in the user node.

5.3.6.2.9 [Future] SSI Space User Nodes connecting over a space link may implement
CCSDOS-compliant frame merging:in the user node.

5.3.6.2.10 [Future] SSI Space User Nodes connecting over a space link shall implement
CCSDOS-compliant framg-decoding in the user node (references [8], [16]).

5.3.6.2.11 [Future},SSI Space User Nodes connecting over a space link shall implement
CCSDS-compliant-frame encoding in the user node (references [8], [16]).

5.3.6.2.12 [Future] SSI Space User Nodes connecting over a terrestrial link may implement
one of more appropriate terrestrial link layer functions to connect to the SSI routing nogle,
i.e., EtNernet, WiFi, Serial Tink, or other.

5.3.6.2.13 [Future] SSI Space User Nodes may implement one or more CCSDS-compliant
internetworking management functions (reference [D12]) to control the Space User Node.

5.3.6.2.14 [Future], [Opt] SSI Space User Nodes requiring secure or authenticated
communications should implement one or more of the CCSDS security functions
(reference [6]) to secure the data payload.
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5.3.6.2.15 [Future], [Opt] SSI Space User Nodes requiring secure commanding may
implement a digital signature or decryption function for data received on the space link
(references [6], [7], [D22]).

5.3.6.2.16 [Future], [Opt] SSI Space User Nodes requiring secure commanding should
implement a key management function for data sent on the space link (reference [D23]).

5.3.6.2.17 [Future], [Opt] SSI Space User Nodes implementing DTN and requiring secure or
authenticated network communications may implement the SBSP (references [D26], [D24])
to jsecure the end-to-end network communications.

5.3.6.2.18 SSI Space User Nodes may implement upper-layer application.-functions, for
processing files, frames, messages, or packets.

5.3.7 SSIHYBRID/SCIENCE ROUTING NODE

5.3.7.1 Owverview

S§|I hybrid/science routing nodes are primarily science/user nodes, but they may also provide
SqI services to one or more SSI assets located in space. In SSI Stage 1 these nodeés will
probably involve use of an ABA ESLT and an SSIEarth User Node that may also act as an
Eqrth routing node. In SSI Stage 2 or 3 these hybrid nodes are likely to provide important
‘byiilding blocks’ toward a widely available SSEinfrastructure.

5.3.7.2 Requirements

5.3.7.2.1 SSI hybrid/science routing nodes will implement all required science/explaration
fupctions required by their primary mission.

5.3.7.2.2 SSI hybrid/science routing nodes shall implement all of the functions requ{red of
ABA Space User Nodes; as defined in 5.2.3.4.

5.3.7.2.3 SSLAhwybrid/science routing nodes must implement the essential SSI space rputing
node service functions as defined in 5.3.2.3.

5.3.7.2.4> SSI hybrid/science routing nodes may implement all of the functions required of
SSISpace User Nodes, as defined in 5.3.6.

5.4 SECURITY REQUIREMENTS FOR PHYSICAL ELEMENTS
541 OVERVIEW

The system elements that provide user services typically will be secured physically. The
following physical security methods are likely to be employed at service system boundaries
for manned or unmanned elements located on Earth, on other planetary surfaces, or in space.
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The security documents (references [6], [D25]) provide for more details about security and
threat analysis. Management access to elements located in space typically will be secured by
various encryption algorithms and protocols that will be described in more detail in section 6.

5.4.2 REQUIREMENTS

5.4.2.1 All Earth-based or planet surface operational systems should be within a secure
physical perimeter (references [6], [D25]).

5.4.2.1 Only vetted, approved, and trained staff should be allowed physical agcess|to
operatjonal systems.

5.4.2.3 Appropriate credentials should be required to gain physical access td operational
facilities.

5.4.2.4 Isolated LANSs and firewalls should be used to secure the operational systems.

5.4.2.% Operational systems may be configured to be accessibl€ only via proxy agents of a
‘demilitarized zone’ (DM2Z).
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6 COMMUNICATIONS VIEW
6.1 OVERVIEW
6.1.1 GENERAL

This view focuses on the communications protocols used for accessing SCCS services that
are provided by CSSSes and CSSEs. Its focus is on the details of the communications
pratocol stacks that define the technical characteristics of the interface binding points
befween the CSSEs and UEs.

The communications protocols used for accessing a SCCS service are determined by the|nature
of {the cross support service, the kinds of interface binding points that are supported, and|where
the service elements are located. For example, for an ABA space link Service that delivers
telemetry frames from a Space User Node to an Earth User Node using.an ESLT, the JCSDS
TM or AOS Space Data Link Protocol (references [9] or [10]), appropriate coding and pne of
the CCSDS RF and modulation recommendations (reference [34]). will be used on the space
interface of the Space User Node and the ESLT. The terresttial interface that deliverg those
frgmes to the Earth User Node will use SLE or CSTS andsterrestrial link protocols, ard data
may flow over a WAN. Because of these different.interfaces, the appropriate gets of
communications protocols must be specified for each interface of each CSSE.

THis section does not attempt to provide concrete guidance for the selection of specific
maodulation, coding, or link layer standardsdor any particular application. That is @ deep
teghnical subject that requires careful -analysis of mission and communications| asset
chpracteristics and mission trajectory, Various network service providers offer syptems-
enpineering support, user guides and link design handbooks that should be consulted for
teghnical specifics relevant for any given mission. There are also CCSDS documents that
provide excellent overviews ofithese topics. The reader is directed to the Overview of|Space
Cgmmunications Protocols. (OSCP) (reference [D8]), TC (and TM) Synchronizatign and
Channel Coding (references [8], [32]), Bandwidth-Efficient Modulations (reference [34]) and
the other technical standards to which they refer.

6.1.2 SPECGIFIC PROTOCOLS FOR SERVICE INTERFACE BINDING

6.1.2.1 ~General

Each-cross support service uses a set of communications protocols that is determined oy the
nature of the service, the locations of the physical elements (the CSSE and the Earth and
Space User Nodes), and the characteristics of the physical links between the physical
elements.
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6.1.2.2 Referenced Communication Protocols

Table 6-1 lists the common communications protocols used to support SCCS services that
are referenced in this document. Terrestrial CSSSes and CSSEs may use other commercial
communications protocols that are not listed in this table.

The ABA link layer configurations use only the first three sections of table 6-1; the SSI
configurations use one or both of the last two sections along with the Physical Layer through
Data Link Layer protocols specified in the first three sections of the table. For ABA
configurations, any mission Application Layer protocols are usually implemented directly,jon
the D4ta Link Layer, using a ‘shim’ such as Space Packet Protocol (SPP) (reference{42])|or
Encapgulation Packet (EP) described in the Encapsulation Service (reference [14])./For the
SSI, any mission Application Layer protocols will be implemented on top of the Network
Layer|protocols instead of directly on the Data Link Layer protocols and these also use the

Encappulation Service.

Table 6-1: Referenced Communications Protocols

Gomm
Link Type

Communications Protocol

Reference

ABA ahd SSI

Proximity Links

Proximity-1 Space Link Protocols: Data'Link
Layer

CCSDS 211.0-B.5 [43]

Proximity-1 Space Link Protocols: Physical
Layer

CCSDS 211.1-B.4 [44]

Proximity-1 Space Link Pretocols: Coding and
Synchronization Sublayer

CCSDS 211.2-B.2 [45]

Space{to-Ground
Links

Radio Frequency. and Modulation Systems—
Part 1: Earth Stations and Spacecraft
(RF, modulation, ranging, DOR tones)

CCSDS 401.0-B.23 [34]

Pseudo-Neise (PN) Ranging Systems

CCSDS 414.1-B-2 [36]

TC Synchronization and Channel Coding

CCSDS 231.0-B.2 [8]

TNM\Synchronization and Channel Coding

CCSDS 131.0-B.2 [32]

I€ Space Data Link Protocol

CCSDS 232.0-B.2 [31]

TM Space Data Link Protocol

CCSDS 132.0-B.1 [10]

AOS Space Data Link Protocol

CCSDS 732.0-B.2 [9]

Communications Operation Procedure-1
(COP-1)

CCSDS 232.1-B-2 [33]

Flexible Advanced Coding and Modulation
Scheme for High Rate Telemetry Applications

CCSDS 131.2-B-1 [56]

CCSDS Space Link Protocols Over ETSI DVB-
S2 Standard

CCSDS 131.3-B-1 [57]

Application Layer
Protocols

Space Packet Protocol

CCSDS 133.0-B.1 [42]

Encapsulation Service

CCSDS 133.1-B-2 [14]

CCSDS File Delivery Protocol

CCSDS 727.0-B.4 [39]

Asynchronous Message Service (AMS)

CCSDS 735.1-B-1 [41]
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Licklider Transmission Protocol—Specification

RFC 5326 [13]

Comm
Link Type Communications Protocol Reference

Global Spacecraft Identification Field Code CCSDS 320.0-B-6 [20]
Assignment Control Procedures
Space Assigned Numbers Authority (SANA)— | CCSDS 313.0-Y-1 [18]
Role, Responsibilities, Policies, and
Procedures
Time Code Formats CCSDS 301.0-B-4 [35]

SSI Only

DTN Bundle Protocol Specification RFC 5050 [12]

::';‘t atrnet\l/vorkmg CCSDS Bundle Protocol Specification CCSDS 734.2-R Draft [024]

rptocols

Contact Graph Routing Protocol

Burleigh, December 200
[D11]; werkuin progress

D

Last-Hop/First-Hop Service

CCSDS,White Paper [DZ

0]

Delay Tolerant Network Management Protocol

Birrane/Ramachandran,
2012 [D12]; work in prog

July
ress

IP Internetworking
Protocols

Internet Protocol STD 5 [47]

IP over CCSDS Space Links CCSDS 702.1-B-1 [46]
Transmission Control Protocol STD 7 [48]

User Datagram Protocol STD 6 [49]

File Transfer Protocol (FTP) STD 9 [25]

Hypertext Transfer Protocol—HTTP/1.1 RFC 2068 [50]
Internet Control Message Protocol (ICMP) STD 5 [27]

IP Header Compression

RFC 2507 [51]

Injalignment with the OSI Basic -Reference Model (reference [4]) CCSDS normally ¢
standards to align with a-single layer of the protocol stack. In the case of two of
stgndards Flexible Advanhced Coding and Modulation Scheme for High Rate Telé
Applications (reference)[56]) and CCSDS Space Link Protocols Over ETSI DY
Standard (reference{57]) this rule has been broken. These standards, which are only
high rate telemetry downlinks in near Earth environments, encompass con
ma@dulation, ¢oding, and signaling in a single standard. The DVB-S2 standard also in
it pwn link layer. Systems that adopt these protocols must understand that they enco
more than.a single layer in the following protocol stack building block diagrams.

its

fo

efines

these
emetry
/B-S2
suited
hbined
cludes
mpass

6.1.2.3 Referenced Cross Support Protocols

Table 6-2 lists the cross support protocols that are referenced in this document and used
between an Earth User Node and the ESLT CSSE. Other protocols may be used in addition

to these.
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Table 6-2: Referenced Cross Support Protocols

Cross Support

Link Type Cross Support Protocol Reference
Space Link Space Link Extension—Forward CLTU Service CCSDS 912.1-B-3 [21]
Extension Specification
Forward Space Link Extension—Enhanced Forward CLTU CCSDS 912.11-0-1
Service Specification [Opt] [D13]
Cross Support Transfer Service—Forward Frame CCSDS White Paper [D14]
Space|Link Space Link Extension—Return All Frames Service CCSDS 911.1-B-3 [22]
Extengion Return | Specification
Space Link Extension—Return Channel Frames CCSDS 911.2-B-223]
Service Specification
SLE Return Operational Control Fields CCSDS 911.5-B-2 [28]
Applicgtion Layer | Tracking Data Cross Support Transfer Service CCSDS\White Book [D16]
Protocpls Cross Support Transfer Service—Transfer File CCSDS White Paper [D1]7]

Cross Support Transfer Service—CFDP File Service |EESDS White Paper [D15]
Monitored Data—Cross Support Transfer Services-~{| CCSDS White Book [D1§]

Service Control Cross Support Transfer Service: CCSDS White Book [D19]
Space Link Extension—Internet Protocol for Transfer | CCSDS 913.1-B-1 [52]
Services
Cross Support Transfer Service—Spegification CCSDS 921.1-R-2 Draft
Framework [D6]
Cross Support Transfer Service—CFDP File Service |CCSDS White Paper [D15]
Delta-DOR Raw Data Exchange Format CCSDS 506.1-B-1 [38]
Delta-Differential One WayRanging (Delta-DOR) CCSDS 506.0-M-1 [24]
Operations
Service Space Communications Cross Support—Service CCSDS 910.11-B-1 [D9]
Management Management—Service Specification

Extensible Space’' Communication Cross Support CCSDS 902.0-G [D10]
Service Management—Concept (ESCCS-SM)

Functional Resources for Cross Support Services CCSDS White Paper [D2f1]
XML Specification for Navigation Data Messages CCSDS 505.0-B-1 [29]

@rbit Data Messages (ODM) CCSDS 502.0-B-2 [30]
Tracking Data Message (TDM) CCSDS 503.0-B-1 [37]
Conjunction Data Message (CDM) CCSDS 508.0-B-1 [40]
Solar System Internetwork (SSI) Architecture CCSDS 730.1-G [D7]

(PAs and coordination function)

All documents with specific assigned numbers are existing published documents at the time
of writing, but several others are currently in development as Red Books (books currently in
CCSDS review), White Papers (concept papers), or White Books (early drafts of standards).
Check the CCSDS website (http://public.ccsds.org/default.aspx) for the current versions of
CCSDS documents.
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6.1.2.4 Referenced Security Protocols

Table 6-3 lists the security protocols that are referenced in this document and used to support
secure space communications and operations. Terrestrial CSSSes and CSSEs may use other
commercial communications protocols that are not listed in this table.

Specific examples of how and where these security protocols and algorithms may be applied
are provided in 6.2.2.7 and 6.2.3.7. While these sections provide specific recommendations

and_diagrams relating to security deployments, the reader should keep in mind that these
segurity protocols and algorithms may equally well be applied, using the methods shewn, in
any of the other deployments where they are required or appropriate.
Table 6-3: Referenced Security Protocols
Security
Standards Cross Support Protocol Reference
AHA and SSI , O
Sppce-to-Ground Space Data Link Security Protocol CCSDS 355.0-R Drpft
Lirlks [D22]
Application Layer CCSDS Cryptographic Algorithms CCSDS 352.0-B-1 [7]
Protocols Symmetric Key Management Recemmendations CCSDS White Book [D23]
CCSDS Guide for Secure System'Interconnection | CCSDS 350.4-G-1[D25]
Security Architecture for Space Data Systems CCSDS 351.0-M-1][6]
sql Only R
DTN Bundle Security Protecol Specification RFC 6257 [15]
Internetworking Streamlined Bundle!Security Protocol for CCSDS | CCSDS White Book [D26]
Protocols
IP Internetworking Security Architécture for the Internet Protocol RFC 4301 [53]
Protocols IP Encapsulating Security Payload (ESP) RFC 4303 [54]
HTTR-Over TLS RFC 2818 [55]
FTPR. Security Extensions RFC 2228 [26]
All documents-with specific assigned numbers are existing published documents or|drafts
(Rpd Books)sreleased for international review as of the time of writing; other documents are
White Papers (concept papers) or White Books (proposed standards). The CCSDS Wgb site
(hitp://public.ccsds.org/default.aspx) contains the current versions of CCSDS documents.
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6.2 PROTOCOL BUILDING BLOCKS
6.2.1 OVERVIEW
6.2.1.1 ABA Configuration Protocol Building Blocks

This subsection introduces ABA protocol building blocks, and each of the following
diagrams presents one or more ABA protocol building blocks. Each diagram describes the
recommended stack of protocols for use in specific link layer configurations. Most of these
are sditable only for ABA configurations, but some are suitable for both SSI and ABA
configurations and provide a forward growth path. Extensive descriptive material on these
ABA |protocol building blocks may be found in subsection 6.5.1 of the SCCS-ADD
(refergnce [D5]). Section 7 shows how to configure these protocol building blocks to meet
the nepds of specific end-to-end configurations.

Throughout this section, table columns labeled SM represent thecservice management
protodol (service management is spelled out elsewhere throughout the document).

6.2.1.2 ABA ESLT Service-Provider Protocol Recommendations

Table [6-4 lists the terrestrial side standard suite of protocols for ABA ESLT. These are
referenced by the requirements in this section.

Table 6-4: Required and Optional ABA ESLT Terrestrial Side Protocols

Functions (Protocols) RAF | RCF | F-CLTU | EF-CLTU | SM
SLE RAF X
SLE RCF X
SLE FCLTU X
SLE EF-CLTU opt
Sefvice Planning and Scheduling X
Sefvice Request-and Trajectory Files X
Sefvice Aecauntability X
Sepuré\Hypertext Transfer Protocol (SHTTP) X
TCP X X K X X
IP X X X X X
Ground Data Link and Physical X X X X X

NOTES

1 All of the SLE (and CSTS) specifications depend upon a common underlying
transport protocol for interoperability (reference [52]).
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EF-CLTU (reference [D9]) is available now and may be optionally deployed for users
needing forward AOS. F-Frame (reference [D14]) is the future spec that is

preferentially to be deployed when it is available.

Table 6-5 lists the space-side standard suite of protocols for ABA ESLT. These are
referenced by the requirements in this section. The column labeled SM represents the service
management protocol (SM is spelled out elsewhere within the document).

Table 6-5: Required and Optional ABA ESLT Space Side Protocols

Functions (Protocols) RAF RCF F-CLTU EF-CLTY SM
'M Space Data Link Protocol X
\OS Space Data Link Protocol X opt
I'M Sync and Channel Coding X X opt
'C Space Data Link Protocol
'C Sync and Channel Coding
RF and Modulation X X X X

Fi
ter
se
sC

pr

ptocols.

jure 6-1 shows the recommended protocol stack for ABA ESLT installationg. The
restrial link interface uses SLE and CSTS\protocols over TCP/IP for data transport gnd the
vice management and associated pretocols over HTTPS and TCP/IP for planning and
neduling. The space link interface uses the CCSDS space link, coding, modulation, gnd RF
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SLE F-CLTU
Processing

| SLE F-CLTU
|

TCP

RE&Mod | | P

a) SLEF-CLTU

CSTS F-Frame
Processing
(Frame Muxing)
|

|
| Code & Sync | | TCP |
I I

| RFaMod | | P |

c) CSTS F-Frame
(multiplex)

CSTS F-Frame |

SLE RAF
Processing

SLE RAF
I
|Frame Sync & De-Code | | TCP
I I
| RF & De-Mod | | P

b) SLE RAFs

SLE RCF
Processing
(Frame De-Muxing)

| APstErce |

[Frame sync & pe-code| - [ TCII:P |

| RF & De-Mod }\\‘ | P ‘
d) SLERCFs

(de-multiplex)

Figure 6-1: ABA ESLT Protocol Building Blocks

6.2.2 | ABAPROTOCOL STACK REQUIREMENTS
6.2.2.1 ABA ESLT Service-Provider Building Blocks

6.2.2.1.1 All ABA ESLTs implementing SLE communication protocol stacks shall comply
with pBpace Link Extension—Ilnternet Protocol for Transfer Services (reference [52])
(figure 6-1a, b, and d).

6.2.2.1.2 ABA ESLTs transporting F-CLTU (encoded TC frames, see reference [31]) data
shall implement a terrestrial communication protocol stack including SLE F-CLTU servige-
provider agent (reference [21]), CLTU processing (reference [8]), and a space
commpnication protocol stack with RF and modulation (reference [34]) (figure 6-1a).

6.2.2.1.3 L ABA ESLTSs transporting return AOS (reference [9]) or TM (reference [1D])
frame| data shall implement a space communication protocol stack including RF gnd

d i (o foranng DA TRhAA covmphranioatinys oA Ao A (o foranng 221\ an
mO Uauuu \ICICITCTICC 1951/, Five oy ieimmutinZduult diiiud utrmouunty (TCTCiTricvt 1o4y), dall a.

terrestrial SLE RAF service-provider agent (reference [22]) (figure 6-1b).

6.2.2.1.4 ABA ESLTSs transporting return AOS or TM frame data shall implement a space
communication protocol stack including compliant TM synchronization and de-coding
(reference [32]), VC de-multiplexing, and a terrestrial SLE RCF service-provider agent to
deliver data to multiple users (reference [23]) (figure 6-1d).
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6.2.2.1.5 ABA ESLTSs transporting near Earth high data rate return data may implement a
space communication protocol stack including RF, high rate modulation and coding
(reference [56] or [57]), TM synchronization and de-coding (reference [32]), and a terrestrial
SLE RAF service-provider agent (reference [22]) (reference figure 6-1b).

6.2.2.2 Future ABA Service-Provider Requirements

6.2.2.2.1

(60)
(fi

6.1
co
(fi

6.2
im
ag
co
co
(re

N(

6.4
co
Oy

6.2
se

6.2
se
C(

[Future] All ABA ESLTs implementing CSTS communication protocol stacks shall

mply with Space Link Extension—Internet Protocol for Transfer Services (referenc
jures 6-1c, 6-2, 6-5, 6-6, 6-8).

.2.2.2 [Future] All ABA ESLTs implementing CSTS communication protoeol stack
mply with the Cross Support Transfer Service—Specification Framewerk’ (referency
jures 6-1c, 6-2, 6-5, 6-6, 6-7).

.2.2.3 [Future] ABA ESLTSs transporting forward AOS and TC frame data
plement a terrestrial communication protocol stack including’a CSTS F-Frame pr|
ent  (reference [D14]) to accept data from multipl€ yusers, and a forward

ding and synchronization (references [8], [9], {31], [32]), and RF and mod
ference [34]) (figure 6-1c).

DTE — EF-CLTU (reference [D9]) is available now and may be optionally deploy,
users needing forward AOS. F-Erame (reference [D14]) is the future spec
preferentially to be deployed«when it is available.

2.2.4 [Future] ABA ESLTs(implementing the CSTS F-Frame service and con
erations Procedure (PLOP).{reference [8]) protocols (figure 6-1c) for use when reques
.2.2.5 [Future] ABA ESLTs supporting real-time radiometric, Doppler, and trackir
2.2.6 [Future] ABA ESLTs supporting real-time radiometric, Doppler, and trackin

vices should implement radiometric data processing (references [34], [36]) and the ter
[SDS ESTS tracking data service-provider agent to deliver data (reference [D16]) (figur

6.2

vices should implement ranging sequence generation (references [34], [36]) (figure 6-2).

e [52])

s shall
[D6])

should
ovider
space

mmunication protocol stack including AOS or TC..frame processing and multiplLexing,

lation

ed for
that is

npliant

ding and synchronization must implement the COP (reference [33]) and Physical Link

fed.

g data

N—r

g data
restrial
e 6-2).

.2.2.7 [Future] ABA ESLTSs supporting ranging and radiometric data should imp

ement

the service control provider agent (reference [D19]) as the means to control ranging sequence
generation (references [34] or [36]) (uses figure 6-6).
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CSTS F-Frame
Processing
(Frame Muxing)

| CSTS F-Frame |
|

Ranging Sequence |

Geniation Code <|& Sync | | — |
|
| RF & Mod | = |
Ranging Data
/>/E;I;E;‘EQSQTEG
Rahai Doppler Data \ (Real-ti mg aRt’:l\)diometric
ahgin|
Signgz]il i
S s
(Frame De-ML?xing) A-%C’I:STS
| | INY Tep |
—> KT Sotlies |Frame Sync & De—Code| SLE'RCF . "I: ‘
Rec,;very Y| I | — |
|
| RF & De-Mod | | P |

TD-CSTS Ranging & Radiometric Data

Figure 6-2: ABA ESLT Radiometric Processirig Protocol Building Blocks

6.2.2.2.8 [Future] ABA ESLTSs supporting off-line radiometric, Doppler, and tracking data
services should implement the terrestrial CCSDS transfer file service-provider agent|to
delivef data (reference [D17]) (figure 6-9).

6.2.2.2.9 [Future] ABA ESLTSs supporting radiometric, Doppler, and tracking data serviges
should implement the NDM eXtensible Markup Language (XML) data format (reference [2P])
for retpirned data (figure 6-2).

6.2.2.2.10 [Future] ABA-ESLTSs supporting radiometric, Doppler, and tracking data serviges
may implement the TDM data format (reference [37]) for returned data (figure 6-2).

NOTHS

1 Figure 6-3a shows the recommended service management protocol stack for an ABA
ESLT installation. Figure 6-3b shows the corresponding Earth user stack. All servjce
planning, scheduling configuration and reporting use this interface

2 At the time of writing the service management protocol (reference [D9]) only
supports configuration and request of telemetry and command services. In-
development extensions to this existing specification (reference [D10]) will support
request of radiometric tracking, Delta-DOR, as well as planning requests, schedules,
and accountability reports.
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6.2.2.2.11 [Future] All ABA ESLTs providing CCSDS-compliant cross support services
shall implement the service management protocols over HTTPS (references [50], [55]) and
TCP/IP (references [47], [48]) to provide users with the means to securely schedule and
configure space communications services (figure 6-3).

6.2
se

sp

6.2
or
(rg

6.2
ne

sp

6.7
se
co

| NDM or ODM ‘

ESLT Service
Management Processing

(///”’TIEFEEEEE“‘\\\\yé__
Management Application

SChEdumE— \\\&mmmELﬁ§gEgﬂmg///
|  sccssm | |  sccssm |
| H'I'II'PS | | HTIrPs |
o O
R & ]

a) ABA ESLT Service Management b) ABA Usé&t Service Management

Figure 6-3: ABA ESLT Service Management Protocol Building Blocks

vice management agreements to provide:users with the means to schedule and cor
hce communications services (figure 6-3a).

.2.2.13 ABA ESLTs providing crass support services shall accept NDM (referency
ODM (reference [30]) files transferred within the CCSDS service management p
ference [D9]) to provide spaeecraft trajectory or orbit data (figure 6-3b).

.2.2.14 [Future] ABA'ESLTSs providing cross support services should implement G
fwork schedule interface (reference [D10]) to identify the expected times for sch
hce communications services (figure 6-3a with extended service management).

.2.2.15 [Ruture] ABA ESLTs providing cross support services should implement G
vice-agreement interface (reference [D10]) to define and arrange for delivery of
mmunications services (figure 6-3a with extended service management).

.2.2.12 ABA ESLTs providing cross support services shall implement the bilateral

figure

: [29])

otocol

CSDS
bduled

CSDS
space

6.2

22 16 [Euturel) ABA_ESIL Ts nroviding cross_sunnort services should imnle
L 17 Ll - rr Ll

hent a

CCSDS Service Catalog interface (reference [D10]) to specify and characterize available
space communications services (figure 6-3a with extended service management).

6.2.2.2.17 [Future] ABA ESLTs providing cross support services should implement a
CCSDS service-accountability interface to accept requests and deliver service accountability
reports (reference [D10]).
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NOTE - Internal to the systems that implement CCSDS service management the
scheduled service, trajectory, and configuration, information is passed into the
PM elements that do service configuration, execution, and control. These are
shown in figure 6-4 as ‘ESLT Service Management Processing (Configuration
and Execution)’. These do not interact directly with the users, and they may not
directly utilize the SCCS-SM protocols, but they are the sinks for the information
conveyed by those protocols.

6.2.2.2.18 ABA_ESI Ts providing cross support services shall implement ESL T servjce
management processing that translates SCCS-SM schedules, configurations, and sequéenges
(refergnce [D10]) into internal forms used to manage the systems that execute user.servig¢es
(figure 6-4).

CSTS F-Frame
Processing
(Frame Muxing)

- CSTS F-Frame |

Ranging Sequence A
Generation | Code & Sync |

A ¢ A | TCP |

: | ESCCS-SM |

| RF & Mo || P N ¢

A

Configurdtion & Execution Gontrol ESLT Service Management >
Processing
Rahging N (Configuration & Execution)

Signal =
SLE RCF (\¢
Processing
(Frame De;Nuxing)

\ 4

: | sterck |

—> Rangél%(?igrt;ence |Frame Sync & Dp-&oaq | T(I:P |
A v L& I

| RF & De-Mod ’_O\ | | P |

Senvice Configuration and Execution Control

Figure 6-4: ABA-ESLT Service Management Configuration and Execution Building
Blocks

NOTHS

1 AS The Service execution SUbSYSIEMS are executing, they provide monitor data to the
internal control elements of the system. Subsets of these monitor data are also
provided to the users via the monitor data interface. Figure 6-5 shows this protocol
stack configuration and a subset of the monitor data that may be provided. Most
functional resources produce one or more data items that may be made accessible.

2 The service control interface provides users with the means to control a subset of the
functions in the system. Figure 6-6 shows this protocol stack configuration and a
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subset of the service control parameters that may be offered. Many functional
resources have one or more service control parameters that may be made accessible.

6.2.2.2.19 [Future] ABA ESLTs providing cross support services should implement access
to service monitor data and the terrestrial CSTS monitor data service-provider agent
(reference [D18]) (figure 6-5).

6.2.2.2.20 [Future] ABA ESLTs providing a monitor data cross support service shall
implement the monitor data-CSTS protocol (reference [D18]) over TCP/IP (reference [47],
[48]) to provide users with the means to securely monitor space communications(sgrvices
(figure 6-5).

CSTS F-Frame
Processing
(Frame Muxing)

- | CSTS F-Frame |
Ranging Sequence I
Generation | Code & Sync | |

‘l‘ TCP |
I
| RF & Mog | | P <§<|

Ranging
state on/off ;
Monitor Data ESLT Service Management >

Processing
Rahging (Monitor Data)
Bignal

. | MD-CST$ ‘
RCF Processing T
Actual receive .
Symbd|l synchranizer status TCp
frequency lock status SLE RCF | | | ‘
Ranging Sequence
—> ll?ecoverl;/ |Frame Sync . {@%ode| | T(IZP | | P ‘
'fSignaI level Subcarriell lock status T
| RF & De-Mod \ ° | | P |

Monitor Data Processing

Figure6-5: ABA ESLT Monitor Data Protocol Building Blocks

6.2.2.2.21 [Future] ABA ESLTs implementing the terrestrial CSTS monitor data sgrvice-
provider<agent shall deliver monitor data to more than one simultaneous user (reference
[DIL8]) (figure 6-5).

6.2.2.2.2Z TFuture] ABA ESLTS providing Cross support services should implement a core
set of service control functions and the terrestrial CSTS service control service-provider
agent (reference [D19]) (figure 6-6).

6.2.2.2.23 [Future] ABA ESLTs providing a service control cross support service shall
implement the service control-CSTS protocols (reference [D19]) over TCP/IP (references
[47], [48]) to provide users with the means to securely control space communications
services (figure 6-6).
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6.2.2.2.24 [Future] ABA ESLTs implementing the CSTS service control service-provider
agent shall provide a service control interface to only one user at a time (reference [D19])
(figure 6-6).

CSTS F-Frame
Processing
(Frame Muxing)

N
; | CSTS F-Frame |
___| Ranging Sequence I
Generation | Code & Sync | [ |
ITCF
A \L A I | I
| RF & Mo | | P |
Mod Index A F-Frame Configurgtion
Service Control ES'—TPSrgé‘é'gsiano”t’o'
Rajhging Ranging on/off W RCF Configuratiop Contral\Data 1‘
Signal
1 SLE RCF | ‘
Processing SC-CSTS
(Frame De-Muxing) I
| TCP ‘
o y Datargte | StErcF | i
anging Sequence
—> gRe%ovgry |Frame Sync & De-Code| | ! \(| | P ‘
T v TCP ‘\\
|
| RF & De-Mod | | |P0;\ |

ServiceControl Precessing

Figuire 6-6: ESLT Service Control Service-Provider Protocol Stack Building Blocks

NOTH - Some ESLTSs, particularly_those serving deep space missions, will implement a
CCSDS-compliant Delta-DOR service to provide precise plane-of-sky positiops.
Figure 6-7 shows (ESLT Delta-DOR processing, described in reference [24].
Delta-DOR observations require two or more ESLTs that are on wide north-sodith
and east-west-baselines. Delta-DOR produces large volumes of data that are later
post-processed to provide accurate tracking information.

6.2.2.2.25 [Opt]-ABA ESLTs providing high-precision plane-of-sky position information
should implenient the Delta-DOR service (references [24], [34]) (figure 6-7).

6.2.2.2.26\]Opt] ABA ESLTs supporting high-precision plane-of-sky Delta-DOR servjce

ShOUIC mmnlamant the Nelta.DOR anen laon sianal racantion functians (refaranca 2341 r')4])
HRpieeRtthebGeta-b I—8per18epsighatfecepHonRtHicHeRsFeterenRce <

A1 [2
to receive DOR tones (reference [34]) (figure 6-7).

6.2.2.2.27 [Opt] ABA ESLTs supporting high-precision plane-of-sky Delta-DOR service
should implement the Delta-DOR RDEF (reference [38]) to transfer raw Delta-DOR data to
another ESLT, or Earth User Node, for processing (figure 6-7).
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6.2.2.2.28 [Opt] ABA ESLTs supporting high-precision plane-of-sky Delta-DOR service
should implement the Delta-DOR correlation-processing function as the means to create
processed tracking data (reference [24]) (figure 6-7).

| Esccs-sM (D-DOR) |

ESLT Monitor and
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Station 2

ESLT Service Management
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Configuration & Execution

Open Loop Signal

| DDORRDEF |
I

rocessing

I
| DDORRDEF |

Y

A
= Downlink DDOR Raw Data / <' W>
A
"k} _——
DDOR|Reduced Data

| TDMFike

Open Loop Signal
Reception
ESLT Monitor and
Control

DDOR Data Processing

v

r |

Station 1

Figure 6-7: ESLT Delta-DOR:Service-Provider Protocol Stack Building Blocks

CSTS Return-
File Processing

6.2.2.2.29 [Opt][Future] ABA ESLTs supporting high-precision plane-of-sky Deltg-DOR

cofrelation processing_should implement the service control service-provider | agent

(rgference [D19]) as—the means to control Delta-DOR tracking (reference [24])| (uses

figure 6-6).

6.2.2.2.30 [Opt][Future] ABA ESLTs supporting high-precision plane-of-sky Deltg-DOR

correlation‘processing should implement the TDM (reference [37]) or NDM (referenc¢ [29])

file data-format for returned data (figure 6-7).

NOTFES

1 Figure 6-8a shows the recommended protocol stack for an ABA ESLT installation
that supports the CSTS forward-file service. The CSTS F-Frame service, with frame
merging, is required to support this. Figure 6-8b is the CSTS Earth User Node
configuration for this service.
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2 The forward-file service uses the CSTS transfer file protocol to deliver the file to the
ESLT, and the ESLT implements the transfer of that file using CFDP internal to the

ESLT.

CSTS Forward-
File Processing

| CFDP | | CSTS Transfer File |

| Eng¢apsulation |

| TC/AOS Link Framing |

CSTS F-Frame
Delivery Service
(Frame Muxing)

CSTS F-Frame

| Cdde & Sync | | TCP
I

| Rramod | | P

a) ABA CSTS Forward-File Service Provider
Using CFDP File Delivery
over SPP and CSTS F-Frame

User CSTS Forward-

File App@tion
| ?§@\Transfer File |

|
R |
|
| P |

b) ABA User CSTS Forward-File
(Requires CSTS Transfer-File in Service Provider)

6.2.2.7

Figure 6-8: ABA ESLT Forward-File Protocol Building Blocks

forward terrestrial communication-protocol stack including the CSTS transfer file protoco
terrestrial forward CSTS transfer file service-provider agent (reference [D17]) and CS
forward CFDP file processing (reference [D15]) (figure 6-8a).

6.2.2.2.32 [Future] (ABA ESLTs implementing forward CFDP file processing sho
implement a forward space communication protocol stack including CFDP processing
encapsulation,,_ AOS or TC frame protocols, F-Frame service merging, coding

synchfonization, and RF and modulation protocols (references [14], [D14], [39], [42],

others|) (figure 6-8a).

NOTE -

CCSDS 901.1-M-1
© 1SO 2016 — All rights reserved

.31 [Future] ABA ESLTs affering the forward CFDP file service should implement a

, a
S

—
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nd
nd
nd

Figure 6-9 shows the return CFDP file service (reference [D15]) using the CSTS

transfer file protocol (reference [D17]) to deliver the file from the ESLT to the
user, and the ESLT implements the processing of that file using CFDP internal to
the ESLT. Figure 6-9 also shows CSTS return file processing providing the
means to transfer radiometric data (reference [37]) or Delta-DOR processed data
(reference [24]). The same CSTS transfer file delivery agent and protocol

provides the protocol stack and interface for all three data types.
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Figure 6-9: ABA ESLT Return File Protocol Building Blocks

6.2.2.2.33 [Future] ABA ESLTs offeringothe return CFDP file service should implefent a
refurn space communication protocol-stack including RF, demodulation, AOS or TM|frame
sypchronization and decoding, the ;RCF service, frame and packet processing, and [CFDP
processing (references [23], [39]) .(figure 6-9).

NOQTE — ABA ESLTs/mplementing CFDP Class 2 must provide a feedback pgth for
retransmission requests between the forward and return CFDP agents (not
shown).

6.2.2.2.34 [Future] ABA ESLTs offering the return CFDP file service should implefnent a
reﬂurn terrestrial communication protocol stack using the CSTS return file processing| and a
refurn CSTS'transfer file service-provider agent (references [D15], [D17]) (figure 6-9).

6.2.2:2.35 [Future] ABA ESLTs offering off-line radiometric delivery service phould
implement a return communication protocol stack using the TDM (reference [37]) or NDM
(reference [29]) data format and the CSTS transfer file service-provider agent (reference [D17])
(figure 6-9).

6.2.2.2.36 [Future] ABA ESLTs offering Delta-DOR correlation data-processing service
should implement a return communication protocol stack using the TDM (reference [37]) or
NDM (reference [29]) data format and the CSTS transfer file service-provider agent
(reference [D17]) (figure 6-9).
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6.2.2.3 Discussion—ABA Earth User Node Protocol Recommendations

Table 6-6 lists the required and optional ABA Earth User Node standard suite of protocols
that are referenced by the requirements in this section.

Table 6-6: Required and Optional ABA Earth User Node Protocols

Functions (Protocols) RAF RCF | F-CLTU | EF-CLTU SM
CFEDP pr AMS opt opt opt opt
SPP of EP opt opt opt opt
TM Space Data Link Protocol X X
AOS Space Data Link Protocol X X X
TC Space Data Link Protocol X X
TC Syllwc and Channel Coding X
SLE RAF X
SLE RCF X
SLE FCLTU X
SLE EF-CLTU X

Service Planning and Scheduling
Servic¢ Request and Trajectory Files
Servic¢ Accountability

SHTTR
TCP X X X X
IP X X X X
Groundl Data Link and Physical X X X X

XIX XXX IXIX

Figurd 6-10 shows the recommended-protocol stack for ABA Earth User installations. The
terrestrial link interface uses SLE.or CSTS protocols over TCP/IP for forward data transpprt
to the ESLT.
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Figure 6-10: ABA Earth User Forward:Protocol Building Blocks

.2.4 ABA Protocol Stack Requirements:for ABA Earth User Building Blocks

.2.4.1 All ABA Earth User Nodes<implementing SLE communication protocol
all comply with Space Link . Extension—Internet Protocol for Transfer Se
ference [52]) (figures 6-10a, 6-11a, b, c).

.2.4.2 [Future] All ABA Earth User Nodes implementing CSTS commun
ptocol stacks shall comply with Space Link Extension—Internet Protocol for Ti
rvices (reference [52]))(figures 6-10b and 6-12a, b, c).

.2.4.3 [Future]“ABA Earth User Nodes implementing CSTS communication pr
cks shall comply with the Cross Support Transfer Service—Specification Fram
ference JB6]) (figures 6-1c; 6-10b; 6-12a, b, c).

244 ABA Earth User Nodes transporting CLTU shall implement a fg

Ame

stacks
rvices

cation
ansfer

otocol
ework

rward

co

Mmunication protocol stack using TC frames (reference [31]), TC-compliant coding and

synchronization (reference [8]), and an SLE F-CLTU user client (reference [21])
(figure 6-10a).

6.2.2.4.5 ABA Earth User Nodes implementing the SLE F-CLTU user client and requiring
reliable frame-level data delivery for RTLT less than one (1) second should implement the
COP FOP (reference [33]) protocol (inside TC frame processing, figure 6-10a) using CLCWSs
from the return link.
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6.2.2.4.6 [Future] ABA Earth User Nodes transporting framed data should implement a
forward communication protocol stack using AOS or TC frames and a CSTS F-Frame user
client (reference [D14]) (figure 6-10b).

NOTES
1 For F-Frame service, the COP, where required, is implemented in the ESLT.
2 Figure 6-11 shows two Earth User Node return stacks, one that uses either RAF or

RCF user clients, and the other that shows the deployment of a CFDP returp-file

application within the Earth user.
/
User CF eturn-
File ication

L <-<< CFDP
User Application I
(Packet Processing) -
Encapsulation
I
AOS/TM Frame AOS/TM Frame

User RCF
Application
(Frame Processing)

User RCF
Application
(Frame Processing)

SLE RAF or RCF SLE RAF or RCF
T(I:P e TCI:P
I |
P C_Q'v P
a)ABA User Return SLE RAF/ RCF b) ABA User CFDP File Return

over SPP and SLE RCF

Figure 6-11: ABA Earth User Node Return Protocol Building Blocks

6.2.2.47 ABA Earth—User NuodesTeceiving framed data —shat—mptement—=aTeturn

communication protocol stack using TM (reference [10]) or AOS (reference [9]) frames and
an SLE RAF or RCF user client (reference [22] or [23]) (figure 6-11a).

6.2.2.4.8 ABA Earth User Nodes requiring reliable frame-level data delivery and with
RTLT less than a few seconds should extract the CLCW sent by the COP (reference [33])
(inside TM frame processing, figure 6-11a) and signal the FOP of the need for frame
retransmission.
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NOTE - The effective limit for use of the COP is how many frames are in transit. The
COP deals with round trip light time and limits the report to 128 frames. The
limitation is 128 > RTLT times the data rate divided by the frame size. In

practical terms, above a few seconds missions tend to adopt pre-empti
command transmission approaches.

ng re-

6.2.2.4.9 ABA Earth User Nodes transporting return file data using CFDP (reference [39])
should implement a return communication protocol stack using CFDP, either SPP or EP

en
(fi

6.2
sh
en
fig

6.2
fo
(rg
the

6.2
co
(re
6-

6.2
co
an

N(

6.2
im
se

“Rpﬁlllnﬁnn, and either the RAE or RCE user client (rpfprpnr‘pc [A?], [14]’ [?9]
gure 6-11b).

.2.4.10 ABA Earth User Nodes transporting forward-file data using CFDP (referenc
puld implement a forward communication protocol stack using CFDP, €ither SPP
capsulation, and the F-CLTU interface (references [42], [14], [21])- (symmetrid
ure 6-11b).

.2.4.11 ABA Earth User Nodes may send other application data forms by implemei
ward and return communication protocol stack with application protocols such as
ference [41]), CFDP (reference [39]), or other, and either’SPP or EP encapsulatior
space link (similar to figure 6-11Db).

.2.4.12 [Future] ABA Earth User Nodes transporting file data may implement a f
mmunication protocol stack wusing the forward CSTS transfer file user
ference [D17]) and the forward CFDP FileZService (reference [D15]) in the ESLT
BD).

.2.4.13 [Future] ABA Earth User_Nodes transporting file data may implement a
mmunication protocol stack usingthe return CSTS transfer file user client (reference
i the return CFDP file service.(reference [D15]) in the ESLT (symmetric to figure 6-84

DTE - ABA Earth User Nodes may require access to real-time radiometric data, n
data, or to\service-control interfaces. Figure 6-12 shows the user side of
interfaees.

.2.4.14 [Futdre] ABA Earth User Nodes requiring real-time monitor data
plement<a)'CSTS monitor data user client protocol stack (reference [D18]) to n
vice provider and link status (figure 6-12b).

6.1

[23])

2 [39])
or EP
with

iting a
AMS
, over

brward
client
figure

return
[D17])

).

onitor
these

should
onitor

2415 [Future] ABA Farth User Nodes requiring the ability to change service-pr

vider

parameters in real time should implement a CSTS service control user client protocol stack
(reference [D19]) to request these changes (figure 6-12c).
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User Radiometric User Service Monitor User Service Control
Data Processing Data Processing Data Processing

| TD-CSTS | | MD-CSTS | | SC-CSTS |
I | I
| TCP | | TCP | | TCP |
| | |
| P | | P | | P |
a) User Radiometric Data b) User Monitor Data c) User Service Control
Processing Processing Data Processing

Figure 6-12: ABA Earth User Radiometric, Monitor and Control Protocol Building
Blocks

6.2.2.4.16 [Future] ABA Earth User Nodes requiring real-time radiemetric data shodild
imple:lnent a CSTS tracking data user client protocol stack (referencé [D16]) to receive thgse
data (figure 6-12a).

d

6.2.2.4.17 [Future] ABA Earth User Nodes requiring rangirnig and radiometric data shoT
ng

implement the service control user client (reference [D19]) as the means to control rang
sequemce generation (reference [34] or [36]) (uses figure’6-12c).

6.2.2.4.18 [Future] ABA Earth User Nodes requiring off-line delivery of tracking data
should implement a return communication protecol stack using the TDM (reference [37])|or
NDM| (reference [29]) data format and‘the CSTS transfer file service user clig¢nt
(refergnce [D17]) (symmetric with figure6-8a).

6.2.2.4.19 ABA Earth User Nodes.requiring radiometric and tracking data should implement
functipns that process the TDM-data format (reference [37]) (related to figure 6-12a).

6.2.2.4.20 [Future] ABA Earth User Nodes requiring radiometric and tracking data shodild
implement functions that-process the NDM XML data format (reference [29]) (related|to
figure(6-12a).

6.2.2.4.21 [Opt],\"ABA Earth User Nodes requiring high-precision plane-of-sky position
information should implement the Delta-DOR protocols (reference, [24], [34]) (figure 6-7)

6.2.2.4.22 [Opt] ABA Earth User Nodes requiring Delta-DOR tracking (reference [24]) may
use the Quasar Catalog stored in the SANA radio sources registry (reference [19]) for
observation planning (figure 6-16b).

NOTE - Delta-DOR operations also require recording of RF emissions from extra-galactic
radio sources, i.e. Quasars (figure 6-16b). These sources are managed in a Quasar
catalog described in (reference [24]) and stored in the SANA radio source
registry (reference [19]).
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6.2.2.4.23 [Opt][Future]ABA Earth User Nodes requiring high-precision plane-of-sky
tracking data should implement the service control user client (reference [D19]) as the means

to

control Delta-DOR tracking (reference [24]) (uses figure 6-12c).

6.2.2.4.24 [Opt] Earth User Nodes requiring high-precision plane-of-sky Delta-DOR service
may implement the Delta-DOR RDEF (reference [38]) to transfer raw Delta-DOR data from

an

6.

ESLT or another source for processing (figure 6-7).

2.4.25 [Opt] Earth User Nodes requiring high-precision plane-of-sky Delta-DOR service

sh
p

6.2
da
(re
(s

N(

=

6.2
se
(rg
Sp

6.2
sh
co

6.2
sh

ep
6.2

puld implement the Delta-DOR correlation processing function as the means_to
pcessed tracking data (reference [24]) (figure 6-7).

.2.4.26 [Future] ABA Earth User Nodes requiring high-precision plang-of-sky tr
fa should implement a return communication protocol stack “using the

ference [37]) data format and the CSTS transfer file service user elient (reference

mmetric with figure 6-8a).

DTE — ABA Earth User Nodes must implement the necessary service manag
protocols for planning, scheduling, and configuring space link communig
services to access ESLT planning and scheduling interfaces (figure 6-3b)
Earth User Nodes may implement these protocols themselves, but it is antig
that many ESLT service providers will'offer Web-site interfaces that mask
details from the users.

.2.4.27 All ABA Earth User Nodes requiring cross support services shall implemg
vice management protocols over>HTTPS (references [55], [50]) and T
ference [47], [48]) to provide users with the means to securely schedule and cor
hce communications services (figure 6-6a,b).

.2.4.28 ABA Earth UserNodes doing planning and scheduling for cross support sq
Il implement bilateral‘service management agreements to schedule and configure
mmunications services (figure 6-3b).

.2.4.29 ABACEarth User Nodes doing planning and scheduling for cross support sq
puld implement the NDM XML data format (reference [29]) to transmit spacecraft o
nemeris data as part of a service request (figure 6-3b).

.24.30 ABA Earth User Nodes doing planning and scheduling for cross support sq

Create

hcking
TDM
D17])

ement
ations
ABA
ipated
these

int the
CP/IP
figure

rvices
space

rvices
rbit or

rvices

md

y implpmpnt the ODM data format (rpfprpnrp ['%(’)]) to transmit qlnarpr‘raff Qf

bit or

ephemeris data as part of a service request (figure 6-3b).

6.2.2.4.31 [Future] ABA Earth User Nodes requiring cross support should implement a
CCSDS network schedule protocol stack (reference [D10]) to determine expected times for
scheduled space communications services (figure 6-3b with extended SM).
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6.2.2.4.32 [Future] ABA Earth User Nodes requiring cross support should implement a
CCSDS service-agreement protocol stack (reference [D10]) to define and arrange for
delivery of space communications services (figure 6-3b with extended SM).

6.2.2.4.33 [Future] ABA Earth User Nodes requiring cross support should implement a
CCSDS Service Catalog protocol stack (reference [D10]) to identify and characterize
available space communications services (figure 6-3b with extended SM).

6.2.2.1;34 [Future] ABA Earth User Nodes requiring cross support services should
implement a CCSDS service accountability interface (reference [D10]) to request and acegpt

'y of service accountability reports (reference [D10]).

delive

6.2.2.9

Table
These

Discussion—ABA Space User Node Protocol Recommendations

Table 6-7: Required and Optional ABA Space User Node Protocols

6-7 lists the required and optional ABA Space User Node standard-suite of protocaqls.
are referenced by the requirements in this section.

Functions (Protocols) RAF RCF F-CLTU EF-CLTU SM
CFDP or AMS opt opt opt opt
SPP|or EP opt opt opt opt
TM $pace Data Link Protocol X X
AOS Space Data Link Protocol X X X
TM $ync and Channel Coding X X X
TC $pace Data Link Protocol X
TC $ync and Channel Coding X
RF gnd Modulation X X X X

Figurg

protoc

ols like CFDR:

s 6-13 and 6-14 show the recommended protocol stacks for ABA Space User Nod
The space link interface'uses CCSDS link layer protocols and may use optional upper lay

er
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Space User File
Application

Space User Frame
Application
(Packet Processing)

Space User Frame
Application
Packet Processing)

| CFIDP |
| TCiAoS Link | | TCiAOS Lik | ———{ Encapsulation |
| Frame ngllcri]g & De- | | Frame CSgI/[rjmg & De- |
| RF & De-Mod | | RF & De-Mod |
a) ABA Forward Space User Frame / Packet b) ABA Forward Space User Ffame & CFDP

Figure 6-13: ABA Space User Forward Protocol Buildirg Blocks

6.2.2.6 ABA Protocol Stack Requirements for ABA Space User Building Blocks

6.2.2.6.1 ABA Space User Nodes receiving framed data shall implement a forward| space
link communication protocol stack using compliant RE ‘and demodulation, decodirjg and
synhchronization, and TC or AOS frame processing and multiplexing (references [34], [8],
[32], [31], [9]) (figure 6-13a).

6.2.2.6.2 ABA Space User Nodes receiving’reliable forward TC frames, and with |RTLT
legs than a few seconds, should implement the COP and FARM (reference [33], see ote at
6.3.1.5.7.1).

6.2.2.6.3 ABA Space User Nodes implementing the COP FARM shall implement the
CL.CW as part of TC protocol processing (references [33], [31]).

6.2.2.6.4 ABA Space User Nodes implementing the COP FARM, shall insert the CLCW
info the operational «control field of return space link frames as part of the TM of AOS
protocol (references-J33], [10], [9]).

=
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Space User File
Application

Space User Frame
Application
(Packet Processing)

Space User Frame
Application
Packet Processing

| CFDP |
I
| TM/AOS Link | | TM/AOS Link |—| Encapsulation |
| I
| Frame Code & Sync | | Frame Code & Sync |
l |
RF & Mod RF & Mod
a) ABA Return Space User Frame / Packet b) ABA Return Space User Frame & CFDP

Figure 6-14: ABA Space User Return Protocol Building Blocks

6.2.2.6.5 ABA Space User Nodes receiving file data shouldyimplement a forward
commpnication protocol stack using the forward space link, either SPP or EP encapsulation
and CFDP (reference [8], [9], [14], [31], [32], [34], [39], [42]){figure 6-13b).

6.2.2.6.6 ABA Space User Nodes may receive _other application data forms by
implementing a forward communication protocol stack with application protocols such|as
AMS [reference [41]), CFDP (reference [39]), or other, either SPP or EP encapsulation oyer
the F-Frame space link (similar to figure 6-13b):

6.2.2.6.7 ABA Space User Nodes sending framed data shall implement a return space link
commpnication protocol stack using TM-or AOS frames, TM synchronization and coding,
moduliation and RF (references [10],-[32], [9], [34]) (figure 6-14a).

6.2.2.6.8 ABA Space User Nodes sending near Earth high rate return data may implement a
space [communication protecol stack using TM or AOS frames, TM synchronization, high
rate coding and modulation-(reference [56] or [57]), and RF (references [10], [32], [9], [3#])
(refergnce figure 6-14a);

NOTH - An ESLT that implements a compatible protocol stack must be used (refer|to
6.2:2.1.5).

6.2.2.6.9-. “ABA Space User Nodes sending file data should implement a retyrn
communicationprotocot-stackusing- CFDP«(reference 1397);either SPPorEPencapsutation

and the return space link (references [D6], [9], [10], [14], [32], [34], [42]) (figure 6-14b).

6.2.2.6.10 ABA Space User Nodes may send other application data forms by implementing a
return communication protocol stack with application protocols such as AMS (reference [41]),
CFDP (reference [39]), or other, either SPP or EP encapsulation, over the return space link
(similar to figure 6-14b).
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6.2.2.6.11 ABA Space User Nodes requiring regenerative ranging and radiometric data
should implement appropriate ranging sequence recovery and (re-)generation as part of
demodulation and modulation protocol processing (references [34] or [36]) (figure 6-15a).

6.2.2.6.12 ABA Space User Nodes requiring turn-around ranging and radiometric data
should implement appropriate ranging processing (reference [34]) (figure 6-15b).

eturn Space User Return Space User
Frame Frame
Application Application

1 1

Ranging Sequence
Generation Code & Sync | | Code & Sync ,.d

1 |—>i CCSDS Modulatlon | —>| ccsps I\I/Io%@pm
RF Downlink : RF Qownlink
| —> L g P

P
Re-Generative Turn-Around
< Ranging Ranging
Processing Processing
\

A A
Forward Space Forward Space
User Frame User Frame
Application Application
Ranging Sequence
Recovery |Frame Sync & De-Code | |Frame Sync & De-Code|
1
CCSDS De-Modulation | 4' CCSDS De-Modulation |
I RF Uplink 1 RF Uplink
| RF I(—— | RF |<-—-
a) Space UserNode b) Space User Node
Regenerative Ranging Turn-around Ranging

Figure 6-15: ABA Space User Ranging Protocol Building Blocks

NOTE - ABA Space User,Nodes requiring ranging and radiometric data can implement
appropriate ranging data processing. This might involve regenerative of turn-
around ranging onboard the spacecraft. PN ranging can be employed. Propfietary
tone andfer hybrid ranging systems can be used with spacecraft haying a
transparent ranging channel.

6.2.2.6.13 AABA Space User Nodes requiring high-precision plane-of-sky tracking data
shopuld implement DOR tone generation (reference [34]) (figure 6-16a).

NOTE - Delta-DOR operations also require recording of RF emissions from extra-galactic
radio sources, i.e. Quasars (figure 6-16b).
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Figure 6-16: ABA Space User Delta-DOR Protocol Building Blocks

6.2.2.T Discussion—ABA Secure Communications Protocol Recommendations

In some circumstances secure delivery of commands to a spacecraft, and secure return|of
data fvl:)m a spacecraft, is a requirement on a mission. There arg many different possible ways
of doipg this. What are presented in this subsection are two recommended approaches for
securipg the space link itself and/or the contents of the data'sent over the space link. Either{or
both qf these approaches may be applied in any of:the previous configurations, using the

securi

Figure

installption.

Earth User Secure Forward-

Frame Application O
(Packet Processing)

d

| SDLS Auth./Eic ot |

I
| AB@‘Fra me |

y parts of the protocol stack configurations shown here.

6-17 shows two recommended protocol stacks for a secure ABA Earth u

Earth User
Secure File

Applic—atioy

Earth User Secure Forward-

BT

Frame Application
(Packet Processing)

| File Validate/Decrypt

| SDLS Auth./Encrypt | | CFDP

| AOS/TC Frame |———| Encapsulation

L/Qm:orwla rd-Frame | | CSTS Forward-Frame |
——— o
| g | | 0 |
a) ABA Secure CSTS b) ABA Secure CDFP file & CSTS

Forward-Frame User

Forward-Frame User

Figure 6-17: Secure ABA Earth User F-Frame and Forward-File Protocol Building

Blocks
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The secure frame and file methods do not require any changes in the ESLT compared to
insecure communications. The entire process is handled in user space. The return path
services are symmetric to the forward path services described here.

Figure 6-18 shows two recommended protocol stacks for a secure ABA space user

installation.
Space User
Secure File
Annlicatio
Ll
pace User Secure pace User Secure ]
(Frarl?e Appllcatlon) 'I;rarIPe I/éppllcatlon
Packet Processing acket Processing - [
| F|I?~ll£'lhialte/D bcrypt |
| SDLS Validate/Decrypt | | SDLS Validate/Decrypt | b) CFDP |
[ [ I
| TCiAOS Link | | Tc/OsLink | ——— Encapsulaon |
I
| Frame Sync & De- | | Frame Sync & De—o‘l
Code Colde Z.
| RF & De-Mod | | RF &\DQM’ |
a) ABA Secure Forward Space User b) ABA Secure Forward Space User Frame & |CFDP

6.2

6.2
Dé
[D

6.4
co
en
da

Frame / Packet

Figure 6-18: Secure ABA Space User F:Frame and Forward-File Protocol Buil
Blocks

Building Blocks

.2.8.1 ABA Earth/Jser Nodes sending secure data may implement secure frame

D2]).

mmunication protocol stack using a recommended authentication or authen
cryption cryptographic algorithm and implement the SDLS protocol to insert the

[d-payload into a TC or AOS frame (references [7], [D22]) (figure 6-17a).

ling

.2.8 ABA Protocol Stack Requirements for Earth User Node Secure ABA Protocol

Space

ta Link Security [SDLS]) by itself, secure file by itself, or both, as required (referenges [7],

.2.8.2 ABA Earth User Nodes sending secure framed data should implement a fgrward

icated
secure

6.2.2.8.3 ABA Earth User Nodes sending secure file data should implement a forward
communication protocol stack using a recommended authentication, or authenticated
encryption, algorithm to protect the file contents prior to transmission (reference [7])
(figure 6-17D).
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6.2.2.8.4 ABA Earth User Nodes sending secure file data should implement an
authentication or authenticated encryption cryptographic algorithm to secure the file
(reference [7]) and either CFDP or CSTS transfer file protocol stacks to send the secured file
to the ESLT providing forward services (references [D17], [39]). (See 6.2.2.3 and 6.2.2.4;
see figures 6-8b or a forward version of 6-11b).

6.2.2.8.5 ABA Earth User Nodes sending secure data, either frame or file, should
implement a recommended approach for key management (reference [D23]).

NOTH - The means for managing and exchanging keys is outside the scope of:this
document.

6.2.2.8.6 ABA Earth User Nodes receiving secure data may implement Secure frame
(SDL$) by itself, secure file by itself, or both, as required (references [7], [D22]), symmetric
with 6/2.2.8.1.

6.2.2.

ABA Protocol Stack Requirements for Space User Node-Secure ABA Protocd
Building Blocks

6.2.2.9.1 ABA Space User Nodes receiving secure data’ may implement secure frame
(SDLY) by itself, secure file by itself, or both, as required (references [7], [D22]).

6.2.2.9.2 ABA Space User Nodes receiving secure framed data should implement a
forwatd communication protocol stack using\a recommended validation and decryption
cryptagraphic algorithm (reference [7]) and<implement the SDLS (reference [D22]) protogol
to exfract the secure data payload fromi-the TC or AOS frame (references [31], [PB])
(figure 6-18a).

6.2.2.9.3 ABA Space User Nedes receiving secure file data should implement a forward
commpnication protocol stack using a recommended validation and decryption cryptographic
algorithm to decrypt the file contents after reception (reference [7]) (figure 6-18b).

6.2.2.9.4 ABA Space’ User Nodes receiving secure data, either frame or file, shodild
implement a recommended approach for key management (reference [D23]).

— The“means for managing and exchanging keys is outside the scope of this
document.

6.2.2.9.0 ABA Space User Nodes sending secure data may implement secure frame
(SDLS) by itself, secure file by itself, or both, as required (references [7], [D22]), symmetric
with 6.2.2.9.1.

NOTE - The secure frame and file methods do not require significant changes in the
Space User Node compared to insecure communications. Implementation of the
SDLS does require some modifications to the software handling the space link
protocol.
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6.2.3 SSI CONFIGURATION PROTOCOL BUILDING BLOCKS
6.2.3.1 Discussion

In order to provide fully compliant SSI services, the service-provider organizations must
implement the additional Network Layer and support protocols in the ESLT. Similarly, any
space routing nodes, PSLT, and WAN nodes must implement specific services and protocols
in order to support interoperable SSI services.

While figures 6-1 and 6-10 are described as being used for ABA mission configurations,
where a single-user mission ground-user MOC uses a space link to communicate- with its
space user asset, this same protocol-stack building block may also appear as-part of an SSI
copfiguration. In the SSI case, the Earth relay node (space relay node MOC) may Use the
protocol stack shown in figure 6-1c to form the forward link to the space.relay node, arjd may
use the one shown in figure 6-10 to do the planning.

Injthis section the use of DTN for SSI deployments is assumed. The rationale is that while IP
deployments (reference [IPS]) will work in certain limited operating environments, th¢ DTN
loyments (reference [DTN]) will work in all space environments. Aside from the lack of

sort of store and forward capability in (reference [IPS]), there is a straightfgrward
supstitution of IP protocols for BP and LTP in these figures. As documented in section|5, SSI
nodes with intermittent link connectivity, BDP >10’, or long RTLTs (>2 seconds) $hould
implement the basic DTN internetworking functions (reference [DTN]). SSI nodef with
coptinuous link connectivity, BDP <10’, and short RTLTs may implement the bdsic IP
internetworking functions (reference [IPS]).

Bqth IPS and DTN utilize an Encapsulation ‘shim’ layer [14] to insert their PDUs into
CCSDS link layer protocols. Where other link layer protocols are used, such as WjFi, or
where DTN is run as an overlay network on top of IPS, a Convergence Layer Adapter (CLA)
is employed. (See BP, reference [12], for details.)

6.2.3.2 Future SSI'ESLT Service-Provider Protocol Recommendations
6.2.3.2.1 Overview

SYI ESL¥s implement all of the protocols that an ABA ESLT does, and also implemg¢nt the
adfitienal protocols for handling DTN and IP data traffic. Providing SSI services rgqquires
logation of a DTN routing agent and/or IP router in the ESLT and implementing |frame
creation, merging, encoding, and related protocols in the ESLT.

6.2.3.2.2 Requirements

6.2.3.2.2.1 [Future] SSI ESLTs shall implement all of the forward communication protocol
stack features of required of an ABA ESLT, as specified in 6.2.1.2 (figure 6-19a).
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6.2.3.2.2.2 [Future] SSI ESLTs shall implement all of the return communication protocol
stack features of required of an ABA ESLT, as specified in 6.2.1.2 (symmetric to figure 6-19a).

NOTE - A fully configured SSI ESLT is also capable of supporting all ABA users.

Bundle Agent .

Stora_an.
Forwarg Processing)

BP | BP |

| |
| |
| [Encap |
| Tciads Link Framing |

CSTS F-Frame

(Frame Misang) | CFoP |

[ e ]

| de s Sync | Tcp | | TCIP |
| RFeMod | | P | | P |

a) SSI Earth Bundle Routing ) )
with Frame Multiplexing b) SSI User CFDP File Delivery
Directly over BP

Figure 6-19: SSI ESL.T and User DTN Protocol Building Blocks

6.2.3.2.2.3 [Future] SSI_ESLTs transporting DTN data shall implement a forward
commpnication protocaehstack using the CSTS F-Frame provider agent (reference [D14]) gnd
a DTN bundle agenti(reference [DTN]).

6.2.3.2.2.4 [Future] The BP (reference [12]), LTP (reference [13]), encapsulation
(refergnce [14]), AOS or TC frame creation, and frame merging protocols (references [9]|or
[31]) ghalhall be implemented in the ESLT (figure 6-19a).

6.2.3.2.2.5 [Future] SSI ESLTs transporting DTN data shall implement a return
communication protocol stack using a DTN bundle agent (reference [DTN]) and the SLE
RCF provider agent (reference [23]).

6.2.3.2.2.6 [Future] The AOS or TM frame processing, frame de-multiplexing, de-
capsulation (reference [9] or [10], [14]), LTP (reference [13]), and BP (reference [12]) shall
all be implemented in the ESLT (symmetric to figure 6-19a).
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6.2.3.2.2.7 [Future] SSI ESLTs transporting IP data shall implement a forward
communication protocol stack using the CSTS F-Frame provider agent (reference [D14]) and
an IP router (reference [IPS]).

6.2.3.2.2.8 [Future] The IP (references [46], [47]), encapsulation (reference [14]), AOS or
TC frame creation, and frame merging protocols (references [9] or [31]) shall all be
implemented in the ESLT (similar to figure 6-19a).

6.2.3.229 [Future] SSI ESLTs transporting 1P data shall implement a return
communication protocol stack using an IP router (reference [IPS]) and the SLE RCF(tpvider
agpnt (reference [23]).

6.2.3.2.2.10 [Future] The AOS or TM frame processing, frame de-multiplexing, de-
capsulation (references [9] or [10], [14]), LTP (reference [13]), and IP (references [46], [47])
shall all be implemented in the ESLT (similar to figure 6-19a).

CSTS Forward-

File Service
| CFDP | | CSTS Transfer File |
|
| BP |
|
| LTP |
|| Encar |
| |

TEL/AOS Link Framing

User CSTS Forward-

CSTS F-Frame!_ File Application

Processing
(Frame Muxing

CSTS F-Frame

Mcodeasme | [ tp | T |

I |
|| reawmod | [ e | e

a)-SSI CSTS Forward-File Service Provider
Loina OO 8 1 Dali B AR AICSC] lleny CCTC CAarinay aA il D ||Ver
UDIIIU oruUT TTc LICIIVCI_y MOV OO OoCT \.»u!\.)l LIAAA% U . B | A v =g v y

over BPand CSTS F-Frame viaBP

| CSTS Transfer File |

Figure 6-20: SSI ESLT and User DTN Forward-File Building Blocks

6.2.3.2.2.11 [Future] SSI ESLTs providing a forward-file service shall implement a forward-
communication protocol stack using a CSTS transfer file protocol (reference [D17]). The
CSTS forward-file service, the CFDP protocol (reference [39]), and the other forward DTN
protocols are implemented in the ESLT (figure 6-20a).
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6.2.3.2.2.12 [Future] SSI ESLTs providing a return file service shall implement a return
communication protocol stack using a CSTS transfer file protocol (reference [D17]), the
CSTS return-file service, the CFDP protocol (reference [39]), and the other return DTN
protocols that are implemented in the ESLT (symmetric to figure 6-20a).

6.2.3.2.2.13 [Future] All SSI ESLTs providing CCSDS-compliant cross support services
shall implement the extensible CCSDS service management protocols (reference [D10]) over
HTTPS (references [50], [55]) and TCP/IP (references [47], [48]) (figure 6-214, b).

6.2.3.1’.'2.14 [Future] SSI ESLTs providing CCSDS-compliant cross support services @hall
implement the extensible CCSDS service management protocol (reference [D10]) to(provide
users |with the means to securely schedule and configure space communigations gnd
interngtworking services (figure 6-21a).

6.2.3.2.2.15 [Future] SSI ESLTs providing CCSDS-compliant cross support services shall
accep NDM (reference [29]) or ODM (reference [30]) files transferred-within the extensible
CCSDS service management protocol (reference [D10]) to provide:spacecraft trajectory|or
orbit data (figure 6-21b).

6.2.3.2.2.16 [Future] SSI ESLTs providing CCSDS-compliant cross support services shotild
implement the extensible CCSDS network schedule intéerface (reference [D10]) to identjfy
the expected times for scheduled space communigations and internetworking servig¢es
(figurg 6-21a).

6.2.3.2.2.17 [Future] SSI ESLTs providing CCSDS-compliant cross support services shouild
implement the extensible CCSDS service-agreement interface (reference [D10]) to define
and afrange for delivery of space communications and internetworking services (figlire
6-21a).

6.2.3.2.2.18 [Future] SSI ESLTs,providing CCSDS-compliant cross support services shouild
implement the extensible CCSDS service accountability interface (reference [D10]) |to
requedt and accept delivery.of service accountability reports (figure 6-21a).
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| NDM or TDM

SSI ESLT Service
Management Processing
Planning & Schedulin

SSI User Service
Management Application
Planning & Scheduling

| ESCCS SM | | ESCCS SM |
I I
! HTTPS | ! HTTPS |
| [
| TCP | | TCP |
I I
| P | | P |
a) SSIESLT Service Management b) SSIUser Service Management
Figure 6-21: SSI ESLT and User Service Management Building Blocks
6.2.3.2.2.19 [Future] SSI ESLT nodes providing CCSDS-compliant cross support s

rvices

shpuld implement the DTN network management..protocol (reference [D12]) over BP
(rdference [12]) to configure and manage the SSI ESLT services (figure 6-23a).

6.2.3.2.2.20 [Future] SSI ESLT nodes providing cross support services should implement
thg¢ SSI NSAs and PAs (reference [D7]) over HTTPS (reference [55]) to plan, schedule, and
coprdinate the SSI ESLT services (figure©-23b).

6.2.3.3 Future SSI Space Routing Node Service-Provider Protocol Recommendations
6.2.3.3.1 Overview

SSI space routing nades implement full SSI services for storing and forwarding usef data.
THe protocols thatdmust be supported include those for long-haul space links as well ag those
for nearby/proximity links.

6.2.3.3.2> Requirements

6.2.3.32-1—[Future] - SSI—space—routing—nodes—shal—implement —all—of the forward

communication protocol stack features required of an ABA Space User Node, as specified in
6.2.2.5 (figure 6-22b).

6.2.3.3.2.2 [Future] SSI space routing nodes shall implement all of the
communication protocol stack features required of an ABA Space User Node, as specified in
6.2.2.5 (symmetric to figure 6-22b).

return
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6.2.3.3.2.3 [Future] SSI space routing nodes shall provide a forward and return
communications protocol stack including the DTN BP (reference [12]) and related S&F
functions (figure 6-22b).

[l =

Bundle Agent Bundle Agent
i bacieig (TR
1 ‘
e ] I I S
[ Ace ||
| Encar | | encap | [ nEncar ]
| |
[ Proxilink | | Prox—ll Link 9] TC/AO|S Link | |
|
| Prox-1 Sync & De-Code | | Prox-1 nyﬂ{( Sync | |Frame Sync & De-Co :ie|
I |
| Prox-1 RF & De-Mod | | PrQKMF & Mod | | RF & De-Mod |

b) SSI Space Bundle Routing

a) SSlSpace User Relay Link with Bundle Routing Long-Haul and Proximity Links

e

igure 6-22: SSI Space User and RoutingdNode DTN Protocol Building Blocks

6.2.3.3.2.4 [Future] SSI space routing ‘nodes supporting long-haul links shall providg a
commpnications protocol stack that includes the BP (reference [12]), LTP (reference [13]),
encapsulation (reference [14]), AOS (reference [9]) or TM (reference [10]) frame creation,
frame| merging, and coding _and synchronization protocols (reference [32] or [])
(figure 6-22Db).

6.2.3.3.2.5 [Future] SSHspace routing nodes supporting proximity links shall providg a
commpnications protecol stack that includes the BP (reference [12]), encapsulation
(referance [14]),<Proximity-1 frame creation, coding and synchronization protocpls
(references [43},.J44], [45]) (figure 6-22b).

NOTH - ‘These two requirements (6.2.3.3.2.4 and 6.2.3.3.2.5) include dedicated |or
hybrid/science routing nodes in space as well as a PSLT located on a planet
surface. Reference functions defined in 5.3.2.3,5.3.3, and 5.3.7.

6.2.3.3.2.6 [Future] SSI space routing nodes supporting hardwired or terrestrial WiFi-style
Local Area Network (LAN) links shall provide a communications protocol stack that
includes the BP (reference [12]), and frame protocols appropriate for the local LAN
environment (TBD) (figure 6-28b).

NOTE - This includes WAN/LAN routing nodes on Earth or located on a planet surface.
Reference functions defined in 5.3.3.3.
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Figure 6-23: SSI ESLT and Space Routing DTN Network Management Buildin
Blocks

.3.3.2.7 [Future] SSI space (routing nodes providing cross support services
plement the DTN network.management protocol (reference [D12]) over BP (ref
P]) to configure and manage-the SSI services (figure 6-23b).

.3.3.2.8 [Future] SSI space routing nodes providing cross support services
plement the SSIKNNSAs and PAs (reference [D7]) over BP (reference [12]) to
nedule, and coordinate the SSI services (figure 6-23b).

.3.4 <Future SSI Earth Routing Node Service-Provider Protocol Recommenda

P 84.1 Overview

should
brence

should
plan,

fions

SSI Earth routing nodes (space routing node MOCSs) are responsible for operating one or
more space routing nodes or PSLTs. They nominally use ABA-style link layer services to
control the space routing assets that they manage. They may themselves offer SSI routing
services, but this is not required.
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6.2.3.4.2 Requirements

6.2.3.4.2.1 [Future] SSI Earth routing nodes (space routing node MOCSs) shall implement
all of the protocols required of an ABA Earth User Node (6.2.2.3).

6.2.3.4.2.2 [Future] SSI Earth routing nodes may provide a forward and return
communications protocol stack including the DTN BP (reference [12]) and related S&F

functions (figure 6-24b).
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Figure 6-24:/SSI Earth Routing Node Forward Building Blocks

6.2.3.4.2.3 [Future]’SSI Earth routing nodes (space routing node MOCSs) shall implemgnt
one ol more CESDS-compliant space link protocols, TC, TM, or AOS (references [8], [10],
or [9]) (figure-6-10a or b and 6-11a).

6.2.3.4.24 [Future] SSI Earth routing nodes (space routing node MOCSs) shall implemegnt
spacecraft TT&C forward and return communication protocol stack for AOS, TC, and TM
using the CSTS F-Frame and SLE RAF or RCF user clients (references [22] or [23])
(figures 6-10b, 6-11b, and 6-24a).

6.2.3.4.2.5 [Future] SSI Earth routing nodes (space routing node MOC:s) transporting DTN
and either AOS or TC data should implement a forward communication protocol stack using
the CSTS F-Frame user client agent (reference [D14]) and a DTN bundle agent
(reference [DTN]) (figure 6-24b).
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6.2.3.4.2.6 [Future] SSI Earth routing nodes (space routing node MOCSs) transporting DTN
and either AOS or TM data should implement a return communication protocol stack using
the SLE RAF or RCF user clients (reference [22] or [23]) and a DTN bundle agent

(reference [DTN]) (figure 6-25).
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Figure 6-25: -SS1 Earth Routing Node Return Building Block

6.2.3.4.2.7 [Future] SSI- Earth routing nodes may send other application data forms by
implementing a forward or return communication protocol stack with application pratocols
such as AMS (reference [41]) (or other), either SPP or EP encapsulation, over the BP
(rdference [12})(similar to figure 6-19b).

6.2.3.4.2:8~"[Future] SSI Earth routing nodes providing cross support services $hould
implerment the DTN network-management protocol (reference [D12]) over BP (refgrence
[12])o configure and manage the SSI services (similar to figure 6-23b).

6.2.3.4.2.9 [Future] SSI Earth routing nodes providing cross support services should
implement the SSI NSAs and PAs (reference [D7]) over HTTPS (reference [55]) to plan,
schedule, and coordinate the SSI services (figure 6-21b).

NOTE - For SSI Stage 1 deployments, prior to the existence of SSI ESLTs, SSI Earth
routing nodes may be configured as shown in figures 6-24b and 6-25 to offer SSI
services to other SSI user nodes.
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