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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i
patent righ
any patent
on the ISO

Any trade
constitute

For an explanation on the voluntary nature of standards, the . meaning of ISO specific terms

expression
World Trad
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5 drawn to the possibility that some of the elements of this document may.be the subjec
ts. ISO shall not be held responsible for identifying any or all such patehtrights. Detail
rights identified during the development of the document will be in the Ihtroduction ang
ist of patent declarations received (see www.iso.org/patents).
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Introduction

This document is part of a series which, when completed, will include the different components of
the forensic process from scene to courtroom. This document establishes requirements designed to
safeguard the reliability of results produced by the forensic process. It includes measures to protect
items during the process of recognition, recording, collecting, transport and storage, which apply
throughout the forensic process, both in the field and in the facility. The requirements are designed to
protect items from loss, degradation, contamination and to minimize the negative impact of handling
or packaging on downstream process.

Anr

The
req

exes A, B and C are for information only.

notes given provide clarification of the text, examples and guidance. They,\do n
1lirements and do not form an integral part of this document.

ot contain
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Scope

5 document specifies requirements for the forensic process focusing on recognition,
pction, transport and storage of items of potential forensic value. It includés-requiremg
pssment and examination of scenes but is also applicable to activities that\occur within
5 document also includes quality requirements.

pvered by ISO/IEC 27037. However, the storage medium itself can yield additional items
ex D shows the applicability of this document to the forén'sic process.

Normative references

following documents are referred to in theltext in such a way that some or all of th
Stitutes requirements of this document. Kor dated references, only the edition cited 4
ated references, the latest edition of theseferenced document (including any amendmen

21043-1, Forensic sciences — Terms@nd definitions

Terms and definitions
the purposes of this document, the terms and definitions given in ISO 21043-1 apply.
and [EC maintain.fepminological databases for use in standardization at the following aq

[SO Online breéwsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

Abbreviations

recording,
nts for the
the facility.

5 document is not applicable to procedures for the recovery of data'ffom digital storage media which

of forensic

bir content
pplies. For
[s) applies.

dresses:

DNA Deoxyribonucleic acid

PPE Personal Protective Equipment

5

5.1

General requirements

Quality

Policies and/or procedures shall be documented and include:

a)

©IS

document control;

02018 - All rights reserved
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b) education and training requirements for personnel to ensure competence (see also 5.5);

c) how corrective action is undertaken, recorded and reviewed;

d) monitoring and recording conformance with policies and procedures;

e) quality checks including peer review;

f) record control;

g) responsibility, authority and role of personnel;

h) standdqrd operating procedures;

i) use of pxternal service providers.

Policies and procedures within the scope of this document shall be readily accessible ‘fo reley
personnel,[who shall be familiar with and operate within these requirements.

5.2 Reqpests for service

Customer [requests shall be recorded and considered when developing ‘the forensic examina
strategy.

NOTE The customer requests and the scope of assignments are_mnot/always clear before the fore
examination has been started.

The custorIer should be informed and/or consulted on significant changes to the requested examinat
5.3 Impaprtiality and confidentiality

Policies re
activities s

Informatioll?

obtained t

5.4 Hea

Health and
appropriat
and taken

examinatig

NOTE )i
Subclauses

garding impartiality and confidentiality “within the organization, its personnel and
hall be documented.

obtained should not influence-the impartiality of the forensic process. Any informa
at potentially impacts the impartiality of the forensic process shall be recorded.

th and safety

safety risk assessmients shall be undertaken throughout the entire forensic process ¥y
e actions to mitigate or control relevant risks. Identified relevant risks should be recor
nto consideration’throughout the forensic process, especially during the development of]
n strategy,

urther information regarding potential risks and handling are respectively included in Annex A
D.3 and,9.4.

rant

fion

nsic

ion.

all

Fion

vith

ded
the

and

5.5 Pers

Ao
UIIIIC]T

Roles and responsibilities of personnel shall be defined. Personnel involved in the forensic process,
including external providers engaged by the forensic service provider, shall be competent to perform

their role.

Requirements for competence of forensic service provider personnel shall include:

a)
b)
‘)
d)

2

an understanding of the different forensic disciplines;

item handling, control, and chain of custody;

recognition of items of potential forensic value;

loss, degradation, contamination or alteration prevention (see Annex B for additional information);

© ISO 2018 - All rights reserved
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e) specific examination and/or collection methods appropriate for the forensic process.

The minimum education, training and experience, and demonstrated competence shall be defined and
documented.

Documented policies shall include maintenance of skills and expertise, such as continued education,
ongoing training and reassessment of competence.

Competence of personnel shall be demonstrated and recorded.

5.6 Equipment and consumables

Equipment and consumables shall be suitable for intended use.

Forgnsic service providers shall identify equipment and consumables that can signpificantly[impact the
relipbility of the result and have a documented procedure that should include:

a) |calibration and/or performance checks;

b) [cleaning;

c) |contamination prevention;

d) [maintenance;

e) |operational usage;

f) [traceability;

g) |working environment and storage requirements:

Maintenance, calibration and performance checks of such identified equipment shall be recorded.

5.7| Detection, screening and enhancement techniques

Dodumented procedures shall be in place for the use of detection, screening and enhancement
techniques including appropriate.quality control measures.

Eqyipment and reagents uséd for detection, screening and enhancement purposes that can significantly
impact the reliability of the result shall be checked for performance on a scheduled basik, with the
exception of single usé-kits. Performance checks of single use reagents should be undertaken for each
bat¢h where possiblesResults of performance checks shall be recorded and evaluated agaipst defined
performance criteria.

5.8| Facilities

Facllities shall be suitable for their intended use.

Forensic service providers shall have documented procedures to reduce the risk of contamination. This
shall include maintaining a clean environment only accessible by authorized personnel.

NOTE Further information regarding contamination minimization is included in Annex B.

Forensic service providers shall have secure areas for the storage and handling of equipment and items.

© ISO 2018 - All rights reserved 3
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6 Initial response at scenes

6.1 Firstresponse

The forensic service provider shall provide guidance to first responders to minimize loss, degradation,
contamination or alteration to secure and preserve the integrity of the scene.

Guidance should be accessible to non-law enforcement professionals who can be called to attend a scene.

NOTE

Further information in relation to actions of first responders is included in Annex C.

6.2 Fore

Relevant d
of the forej
This inforny

a) thena
b) the log
c) thelog
Upon atten
1) thene
2) any sp|

during

well aj
3) informn

includ
4) inform

nsic response

btails of the incident should be obtained at the earliest opportunity to determine the nat

hation should include the following:

ure of the incident;

ation, time and date of the incident;

ation of any secondary scenes.

dance at the scene, the following shall be reviewed:

bd for cordons and whether any existing cordons are adequate;

ecific safety hazards associated with the scene eriitems and the level of the PPE to be y
the examinations (the protective equipment should prevent contamination of the scen
protect the examiner);

ation regarding who has had contact.op association with the scene and for what pury
ng whether anything has been moved,.altered or touched;

ation from persons involved or withesses potentially relevant to the incident.

A record of persons who have entere@-a’ scene should be maintained. This can be maintained by

enforceme

7 Forer

7.1 Gen

All forensi
optimizer

nt or forensic service previder personnel.

|sic examination

bral

C examindtions shall be systematic, impartial, appropriately planned and documente
ecognition and collection of items of potential forensic value. Alternative hypotheses sha

ure

sicresponse required including the customer request(s), required personnel and€quipmient.

sed
b as

ose

law

1l to
1 be

considered.

A coordinated approach should be used for examinations that require a multidisciplinary and/or
complex response.

The examination process should aim to establish the facts about the course of events regarding the
incident. This process should aim to provide information including:

a) what happened;

b) where it happened;

c¢) when it happened;

d) how it happened;

4 © IS0 2018 - All rights reserved
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e) who was/were involved.

7.2 Assessing a scene

The following factors should be considered when assessing a scene:
a) mechanisms for securing the scene including entry/exit routes;
b) areas within the scene that require examination;

c) environmental conditions that would require prioritizing the processing of certain areas or items;

d) |examinations that need to be conducted before an item is handled and/or moved;

e) |whether extra coordination and/or specialist advice, equipment or assistance is required.

7.3] Examination strategy

A sfrategy shall be developed to conduct the forensic examination. Such a strategy shall degend on the
cas¢ circumstances, professional judgement and information at hand and.shall include the fgllowing:

a) |[resources to be utilized;

b) |health and safety risks and appropriate precautions in¢luding PPE (see Annex A for|additional
information);

c) |protective measures required to prevent contamination including PPE (see Annex B for additional
information);

d) |appropriate search method(s);

e) |items to be collected and requirementsfor collection;
f) |sequence of examinations;

g) |recording techniques to be utilized.

The examination strategy shall be reassessed as a result of new findings, insights, further ipformation
or dhange in circumstances.

7.4] Review and final closure of a scene

Prigr to final clesure of the scene, the examination strategy should be reviewed to determine if it has
beeh completeédrand if the examination purpose has been fulfilled.

Cornsideration should be given to the potential for further examinations being required if cirqumstances
chapge‘or further information comes to light. Security and integrity of the scene should be fnaintained
if tHisds likely to occur. llﬂ

The scene should be cleared to ensure that no collected items or equipment are left behind.

8 Recording

Items shall be recorded in their situational context prior to any disturbance. The recording should
continue throughout the examination.

Records can include notes, diagrams, photographs or other electronic recordings. The records shall
be of sufficient detail to allow the examiner or another appropriately trained examiner to report
accurately:

a) scene location, description and environmental conditions when relevant;

© IS0 2018 - All rights reserved 5
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b) location of items, findings and observations of forensic interest;

c) examinations that were undertaken, where and when they were undertaken and by whom;
d) results of the examinations, both positive and negative;

e) description of collected items, and unique identifiers associated with those items.

The forensic service provider shall have documented procedures to ensure all records that are subject
to analysis or interpretation are suitable for the intended purpose.

EXAMPLE Procedures for photography of impressions

9 Item handling and control

9.1 General

Documentg¢d policies shall be in place for the recognition, collection and subsequent managemernjt of
items to erfsure that:

a) the chain of custody is maintained and recorded;
b) the potential for analysis is optimized;

c) the risk of loss, degradation, contamination or alteration is minimized (see Annex B for additi¢gnal
information);

d) the sedurity and integrity of the item is not compromised-

If a persor] within the forensic process suspects thatzan item might have been compromised, those
circumstances shall be recorded.

If destruct]ve handling or degradation of items:is.expected, then a detailed description of the item if its
initial stat¢ shall be recorded.

9.2 Collecting

Documentg¢d procedures shall be in _place for the collection of various types of items that are routinely
collected.

Procedure$ should include!
a) how tHe item is to.becollected, derived or sampled;

b) instrug¢tions foxcollection of reference samples, where necessary;

) measulres to minimize the risk of loss, degradation, contamination or alteration;

d) the quantity required to enable replicate testing where practical.

NOTE Further information regarding contamination minimization is included in Annex B.

9.3 Packaging

Documented procedures shall be in place for the packaging of routinely collected items to minimize
risks of loss, degradation, contamination or alteration.

Procedures should include:

a) measures required to make items safe and secure, and to preserve them prior to packaging;

6 © ISO 2018 - All rights reserved
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b) the need for separate packaging of items where the packaging of items together is likely to
compromise them;

c) type of packaging to be used;

d) the manner in which the packaging is sealed and secured;

e) any measure thatis required to preserve integrity, including during transport;
f) provisions for short and long term storage.

Hazardous items collected shall he p]n(‘ed in an appropriate container

When no procedure exists for non-routinely collected items, the principles in a) to f) should pe applied.

9.4 Labelling

Dodumented procedures shall be in place for labelling all items. The packaging and/or itgm shall be
marked with a unique identifier that allows the chain of custody to be tracked. The uniqug identifier
shal|l enable the following details to be traced:

a) |adescription of the item;

b) [the location from which the item was collected;

c) |the date the item was collected;

d) [the name or identifier of the person who collected-the item;
e) |the case or investigation to which the item relates;

f) |any other relevant information that can-bhe of interest to downstream processes, such| as time of
collection.

HaZzardous items collected shall be marked with an appropriate warning label.

Lablelling may also include any specific storage or handling requirements.

9.5( Item transport and storage

Dodumented procedures~shall be in place to describe how items collected should be [registered,
tramsported and stofed to maintain item integrity and the chain of custody. The item shall b traceable

ration due

long-term
atd measures,

for example samplmg, should be undertaken prlor to long term storage

EXAMPLE The item of interest can be sampled and the substrate discarded.

Documented policies shall include how to manage items that are received in compromised or
inappropriate packaging.

10 Reporting

The report shall be accurate, clear, unambiguous, impartial and suitable for intended use. The report
should be provided to the customer.

The report should be approved before delivery to the customer and peer reviewed when necessary.

© ISO 2018 - All rights reserved 7
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Documented procedures shall be in place to ensure that the integrity of the written reportis maintained,
including updates, and that they are retained in a systematic, traceable and retrievable way.

Alterations to a report after delivery to the customer shall be recorded, and sent to the customer where
applicable.

8 © ISO 2018 - All rights reserved
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Annex A
(informative)

Health and safety considerations

Scenes can occur in any type of environment. As a result, the risks cannot be readily apparent and
canbe-uncontroled—Prior-to-enterinea-scene—firstrespondineforensic-versennel-shouldundertake a

CTICOTItT OTIC T T 1T 1O toO CteTr T g o O C e T ot T C o P OO S TOT CIoTC P e T oo C T oroorer

scan of the work area and identify potential risks. While not exhaustive, the following hazgrds can be
encpuntered at scenes:

a) |biological;

b) [chemical and drugs;

c) |confined spaces;

d) |electrical wiring (unsafe wiring practices, dangerously overloaded-Circuits);
e) |exposure to UV light (Use of light sources);

f) |extreme temperatures;

g) |[fire;

h) [inhalable dusts;

i) [living persons and animals associated with'the scene (suspects, pets, livestock);
j) |mantraps (live wiring, explosives, tripwires connected to loaded firearms);
k) |physical (firearms, other weaponsjysharps);

1) |psychological (exposure to traumatic circumstances or images);

m) |radiological;

n) [structural (unsafefloors, walls, heights and overheads);

o) |trip, slip or fallhazards;

p) |unexploded-devices.

Risks should be assessed and precautions should be appropriate to the risks involved. Tlhe guiding
principle'is the protection of oneself and others.

—

U 3 e dos | de. . | 1 111 1 1 q 1 e el e H 1 lades dd 1
nigemntirret mater rars sroturt ocIranarea T stucira Mmatireras to avora mgestioty, marattoiran erma

exposure.

The level of PPE and the circumstances requiring PPE to be changed should be determined to mitigate
the following risks:

a) exposure of personnel to hazardous material and environments;
b) exposure of other persons to hazardous material the personnel might have been exposed to;
c) contamination of items.

PPE should be changed when necessary to minimize contamination.

© ISO 2018 - All rights reserved 9
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Annex B
(informative)

Contamination minimization

Care should be taken to mitigate contamination between involved persons, items, facilities, equipment,
forensic persenne l and-lorscenes Where-thereisariskforcontamination:

O C T oo OT O CeTIC o Vv IICT O CIICT O oo T ITIIv TOT COtO I i rro e ot

a) items from victims, suspects, and scenes are collected and packaged separately;

b) when possible, items from victim and suspect should be collected by different individuals. If|not
possibje, the individual collecting the items should change PPE between collection,événts;

c) collection equipment should be disposable and discarded after each use. If this s not possible, then
the colllection equipment is decontaminated after each use with an effective-cleaning procedur¢;

d) collection equipment and packaging should be free of detectable contamination regarding the tlype
of matgrial to be collected and type of analysis to be conducted;

e) appropriate PPE is worn and changed when necessary to minimize)contamination.

10 © ISO 2018 - All rights reserved
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