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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document describes data construction best practices, processes and methods for tyre identification,
verification, traceability and product characteristics. An extensive effort has been undertaken to make
data interchangeable between 2D (e.g. Data Matrix/QR Code) optical symbols and electronic media like
RFID to permit the user to select the appropriate technology with a minimum impact on information
technologies (IT) infrastructures. These technologies complement each other and may be used jointly
or separately as the application can require. This document is focused on the application of RFID to
achieve these ends.

The brevisionsinthi T T

oY gassive RFID
tags pnd ar

future.

This|document also provides guidance to tyre manufacturers on using RFID tags for tyre identification
duripg the manufacturing process or in the aftermarket (i.e. RFID patch application) in tyres, service
life gnd for other purposes. Tyre dealers and retreaders may also use RFID-tags for inyentory and
retrgad control of tyres, and fleets may use them for tyre record keeping, €yre performance analysis,
maintenance and inventory control.

The tise of an RFID tag in tyre application follows strict rules in order that the data format{can be used
globally within the tyre and transportation industries.

This|standardization will allow for interoperability and the ‘use of interchangeable hafdware and
software from multiple suppliers resulting in greater efficiencies.

This|document:

— g4pecifies the air interface standards required\between the RFID interrogator (also [known as a
feader) and RFID tag;

— gpecifies the use of industry recognized GS1 codes;
— (¢larifies the role of the company prefix;

— gpecifies the semantics and data syntax to be used in the data construction for MB01;

— provides a unique item identifier for traceability (Ull, stored in MB01);
Irovides information\on the use of the Ull in MBO1 as the link to database infrastructufres;

— gpecifies the option for user memory bank (MB11).

This|{document isbased on the requirements in the following:

— {fechnology: only passive ultra high frequency (UHF) RFID tags are used;

— global interface: the air interface protocol is ISO/IEC 18000-63, which is equivalent{to GS1 EPC

WP~ A VA0 I A T |
Ullla V4o.U. L.

A unique item identifier (UII) is not the same as a part number, a DOT tire identification number (TIN), a
CCC code, a branded ID, or other names for tyres. Foremost in making an ideal UII is to know who made
the part. Because of this, the Ul is often referred to as the “birth record”. A constraint with internally-
derived numbering schemes is that they are only unique to the domain owner; they may have duplicates
within the “world”, and rarely communicate intelligently who the owner actually is (outside of their
domain). In order to clearly identify who, there must be a globally recognized register of companies.
That is where GS1 play a key role.

The international role of the GS1 is to register companies and issue assigned company prefixes, much the
same way that cell phones have assigned company IDs as provided by international telecommunications
agencies.

© IS0 2019 - All rights reserved v
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INTERNATIONAL STANDARD

ISO 20910:2019(E)

Coding for radio frequency identification (RFID) tyre tags

1 Scope

This document specifies the terms and definitions, general requirements and data structure for coding
radio frequency identification (RFID) tyre tags.

2 lLIormative references

The
cons
undg

IS0/
Part

ISO/
Harn

ISO 3
GS11]

3

For t]
the f

ISO 4
— 1
— 1

following documents are referred to in the text in such a way that some or;all of t
fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced document (including any’amendme

EC 18000-63, Information technology — Radio frequency identification for item maj
b3: Parameters for air interface communications at 860 MHz to 960\VIHz Type C

EC 19762, Information technology — Automatic identificationsand data capture (AIDC) t
honized vocabulary

0909, Radio Frequency IDentification (RFID) tyre tags
EPCT™ Tag Data Standard?

[erms and definitions

he purposes of this document, the terms'and definitions given in ISO/IEC 19762 and IS
bllowing apply.

nd IEC maintain terminological databases for use in standardization at the following 2

SO Online browsing platfgrin: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

heir content
applies. For
hts) applies.
agement —

echniques —

D 20909 and

ddresses:

ks, numbered
[(MB11). See

3.1

menjory bank

MB

designated name of a segmented memory structure

Note |1 to éntry: ISO/IEC 18000-63 compliant tags have 4 (four) individually usable memory banl
Memgry Bank 00(MBO00), Memory Bank 01(MBO01), Memory Bank 10(MB10), Memory Bank 1
Table 1

3.2

company prefix

CpP

number code of the tyre manufacturer provided by GS1 and encoded in SGTIN

1) This standard defines the Electronic Product Code™, and also specifies the memory contents of Gen 2 RFID
Tags. In more detail, the Tag Data Standard covers two broad areas: the specification of the Electronic Product Code,
including its representation at various levels of the EPC global Architecture and its correspondence to GS1 keys
and other existing codes, and the specification of data that is carried on Gen 2 RFID tags, including the EPC, “user
memory” data, control information, and tag manufacture information.

© ISO
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3.3

global trade item number

GTIN

unique identifier for trade items used to look up product information in a database

3.4
serial number
number indicating place in a series and used as one of the components of the unique item identifier (3.6)

3.5

serialized global trade item number
SGTIN
electronic product code (3.7) including GTIN (3.3) and serial number (3.4) of a single trade item

3.6
unique item identifier
Ull

birth record
unique identifier for a physical item that in this case is a tyre

Note 1 to entty: It refers to the unique identifier written into MBO1 of the tyre RFID.in'this document.
Note 2 to entfy: Item refers to products, transportation units, recyclable assets@nd services.

3.7
electronic product code
EPC
globally unifjue serial number (3.4) that identifies an object inthe supply chain

Note 1 to entfy: EPCs are administered by GS1.

3.8
lock
locking
ability of th¢ tag protocol to cause:

— the resdrved memory bank (3.1) MBOO to be read and write protected,
— the UIl memory bank MBO01 tobe write protected,
— the usef memory bank MB11 to be write protected

Note 1 to entfy: Once “locked,” that memory bank can only be changed back to “readable / writable” by using the
access passwprd.

3.9
permalock
ability of th¢ tag protocol to cause a memory bank (3.1) to be locked permanently

Note 1 to entry: Once “permalocked,” that memory bank cannot be unlocked whatever the access password.

3.10

TagID

TID

globally unique serialized identification of the individual silicon chip programmed and locked by the
silicon manufacturer

2 © IS0 2019 - All rights reserved
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4.1

This

IS0 20910:2019(E)

General requirements

Memory banks and data structure organization

clause defines details for tyre application.

Data structure organization shall conform to protocol ISO/IEC 18000-63.

Data structure organization divides the tag memory storage into (four) memory banks (see Table 1)
which are represented in Annex A.

Table 1 — Memory bank use

Binary Memory bank Use
00 RESERVED This memory bank is the password management memory bankfand contains
access password and Kill password.
10 TID TID is unique part and serial number of the€)RFID tag and permanently
locked by the chip manufacturer.
This memory bank is not used by tyre manufacturers and is Iqcked by chip
manufacturer. It is not described in this document.
01 UII The unique item identifier is written within this memory bahk under the
responsibility of the tyre mamifacturer.
11 User memory The user memory is optional. Whenever available, stakehold¢rs can use it
under their own responsibility.
4.2 | UIl memory bank (MB01)
For tlyre applications, UII shall be coded using SGTIN-96 (96 bits - serialized global trade item number)

as p4

The 1

(and

The |

is pe

accey

Itist

proc
that

Once

4.3

r GS1 EPC Tag Data Standard.

ize of MBO1 is limited and its purpose is to contain the name (UIl, birth record) by w
the tyre to which it is associated).is known.

JII in MBO1 is programmed-one time when the tag is commissioned and then the con]
Fmalocked. This is the information used for asset identification, control and tracking p
sibility to authorized-databases remotely or on a local device.

he responsibility-0f the tyre manufacturer installing and programming the tag's birth
bss is known &Sy ‘commissioning”) to properly follow the rules for “naming” the tyre
nformationdurto the Ull section of MBO1.

commissioned, the UlI shall remain unchanged within the tag.

RFID technical specification

hich the Tag

ent of MBO1
urposes and

record (the
and placing

4.3.1 Ull memory bank MBO01 size

For tyre application, the minimum size of the UIl memory bank MB01 shall allow 96 bit SGTIN encoding.

4.3.2 Security/Locking data (Permalock command)

The kill function shall be disabled before leaving the tyre manufacturer facilities in accordance with
ISO/IEC 18000-63. Kill password has to be set to 00000000h and permalocked.

Once the Ull data has been written into MBO1, this memory bank shall be permalocked.

© IS0 2019 - All rights reserved
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The access password can be either:
— unlocked (readable), or
— locked or permalocked (unreadable).

The latter may mean that there is additional information regarding the product in the user memory
bank (MB11) or in a database. In that case, UIl (SGTIN 96) only refers to the original casing of the
product and might not be directly decoded as the product identity anymore.

In the case of retreaded tyres, the retreader can lock (or permalock) the access password (if this has
not already been done by another stakeholder). This should make the reader aware that additional
information| (about the retreader) can be found in a database. The content of UIl memory bank,y BO1
(encoded with SGTIN 96), that only refers to the original casing of the product, might not be“directly
decoded as the product identity anymore.

4.3.3 Numbering system identifier

Bit 17,, of the stored PC shall be set to 0 in order to conform to GS1 EPC Global requirements.

5 Memory banks

5.1 MBO00 (Reserved memory bank)
MBO0O is the[password management memory bank that contains:
— access gassword,

— Kill pasgword.

5.2 MBO01] (UIl memory bank)
MBO01 is Ull memory bank, which contains the/following data:

— CRC: calculated 16 bits checksum-an-the tag for data verification on the air interface from address

— stored RC, a 16 bits protocel.eentrol word which contains several data fields, including:
— L:I¢ngth of the Ulkstored in 10,-14,,

— T (umbering System identifier toggle, bit 17,): bit 17, has to be set to 0, as per GS1 EPCglobpl™?)
application.and PC bits 18, - 1F, shall be as defined in this protocol,

— Ull field: €ontains the Ull starting at address 20;,.

5.3 MB10 (TID memory bank)

TID is a unique part and serial number of the RFID tag and is permanently locked by the chip
manufacturer.

5.4 MB11 (User memory bank)

The MB11 is optional. Whenever available, stakeholders can use it under their own responsibility.

2) This information is given for the convenience of users of this document and does not constitute an endorsement
by ISO of the product named.

4 © IS0 2019 - All rights reserved
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The minimal data elements to meet item identification shall follow the GS1 EPC Global Coding Scheme
for Item Identification (SGTIN-96) (see Table 2 and Table 3); Identification of the tagged object is
accomplished via the UII.

A 96-bit UII (SGTIN-96) shall be used and permalocked after commissioning.

Table 2 — Data structure in MB01

UII
EPC GS1 . o . .
sdTIN-96 Header Filter value Partition Company prefix| Item reference_|.Sgrial number
Lenjgth (bits) 8 3 3 20to 40 24 to 4 38
Example
010
Valuk (bi )| 0011 0000 000 (for 34 bits GS1 010...01 010...01 010...01
aluge [ binary Company prefix . . .
and 10 bits item (34 bits) (10 bits) (38 bits)
reference)
The $GTIN-96 format consists of the following data fields andfas an overall length of 96 bifs:

—
1
f
—

q

1
1

[ q

UlI (

NOTH

B

to vel

ify’the compliance with the latest version of GS1 EPC UHF Gen2 Air Interface Protocol.

eader (8 bits): definition of the coding scheme, in which the structure and length d
PC identifier are defined (e.g., SGTIN-96, global returnable asset identifier (GRAI), etd
eader value shall be 0011 0000,;

ilter value (3 bits): provides a fast filtering to,determine the item basic category. In thi
he filter value is 000, since tyre belongs te\“other item” category;

ompany prefix (20 - 40 bits)sassigned by GS1 to a managing entity. The company prefij
s the company prefix digjitswithin a GS1 GTIN in binary code;

item reference (24 - 4-bits): assigned by the managing entity to a particular object cla|
eference for the purpeses of EPC encoding is derived from the GTIN by concatenating
he indicator digitofthe GTIN and the item reference digits and treating the resultas a si

EPC) coding scheme for item based on GS1 SGTIN-96 is shown in Table 3 (IAC is GS1).

The structure of Table 3 follows GS1 EPC Gen2 V 2.0.1 and it is up to the entity applying t

f the actual
). SGTIN-96

s document,

partition field (3 bits): contains a codé-that indicates the number of bits in the GS1 company prefix
ield and the indicator/item reference field;

k is the same

ss. The item
(i.e. linking)
ngle integer;

gerial number/(38 bits): assigned by the managing entity to an individual object as a single integer.

his document
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Table 3 — EPC coding scheme for item based on GS1 SGTIN-96

Bit location Data tvpe Example value
(hex) yp (binary)

00-0F CRC Computed 16 Cyclic redundancy check

Represents the number
of 16-bit words
comprising the PC field
and the Reserved/AFI
field, 001102 corre-
sponds to 6 words.

May be fixed by thd tag
manufacturer-of
computed/by-the fag

15 UMI Computed 1 0, = Novalid user data,
CRC + PC or o MB11
word

Size (bits) Description

10-14 Length 00110 5

1, £/Valid user datp in
MB11

16 XI Computed 1 XPC_W1 indicatqr

As bit X17 is 0, ther) the
application is referfred
to as a GS1 EPCglohal™
Application and PC|bits
X18-X1F shall be ag de-
fined in this protofol.

18-1F RFU 0000 0006 8 Reserved for futurd use
Subtotal 32

17 T 0 1

Definition of codipg
scheme (SGTIN-9p)

The filter value is
additional contr¢l
information that may
be included in the EPC
memory bank of a (en 2
tag. The intended fise
of the filter value if to
allow an RFID
reader to select ¢r
deselect the tagp
corresponding tp
certain physical objects.

20-27 Header 0011 0000 8

28-2A Filter 000 3

Indicates the numbgr of

Up to GS1 or tyre bits used for both S1
manufacturer company prefix ahd

ftem reference number

Ull 2B-2D Partition

See GS1 general
specifications for more
20 to 40 detail on how to

construct GS1
company prefix

GS1 company | Upto GS1 ortyre

2E-(41to 55) prefix manufacturer

Item reference | Up to GS1 or tyre

(42 to 56) - 59 number manufacturer

24to4 Part number identifier

Up to tyre 38 Serial number
manufacturer (238 different values)

Subtotal 96

NOTE Maximum decimal value range of company prefix and item reference fields varies according to the contents of the
partition field.

5A-7F Serial

6 © IS0 2019 - All rights reserved
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Bit location
(hex)

Data type

Example value
(binary)

Size (bits)

Description

Total

128

partition field.

NOTE Maximum decimal value range of company prefix and item reference fields varies according to the contents of the

© IS0 2019 - All rights reserved
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Annex A
(informative)

Data scheme for tyre RFID tag

A.1 Tag memory mapping

Passive UHJ
a physical m

tags that are compliant with either ISO/IEC 18000-63 or EPC Class1 Gen2 standards
emory that is logically separated into the four distinct memory banks. Each of the'me

have
nory

banks can be addressed separately. Any operation on one of these memory banks shall .not inmppact

other memo
each other.

The logical
manufactur

The memory

Reserv
to imple
have to
tags wif

The Kkill
memory

In orde}
that wal

invoked.

EPC m¢d
at addr
identifig

In case
stored 4

TID me
location
07,, so t
that a td

ry banks. An exception is a possible change to the memory bank sizes, which are link

addressing of all memory banks shall begin at 00;. The physical memory map is
er defined.

 banks are:

bd memory bank (MB0O) contains the kill and access passwords. These passwords {
ment kill and access commands. In order to use these commands, corresponding passw
be set to a value that is not 00000000,,. Unless otherwise stated, tag manufacturers dq
h access and kill passwords set to 00000000,

password is stored at memory addresses 003 to 1F, and the access password is stor
y addresses 20y, to 3F), of the MBO0O.

" to make a tag unkillable, kill password has to be set to 00000000h and permalockg
y, the kill function that requires-akill password different from 00000000h can nev

mory bank (MB01) contains a stored CRC at memory addresses 00, to OF,, a store
psses 10, to 1F,, an identifier (such as an EPC, and hereafter referred to as an EPC)
s the object to which-thetag is or will be attached beginning at address 20,.

he tag implements.extended protocol control (XPC) then either one or two XPC word(J
taddress begiming at 210,,.

mory bank-(MB10) contains an 8-bit ISO/IEC 15963 allocation class identifier at me
s 00, to.07,. TID memory bank may also contain additional identifying information 4
hat an-interrogator can uniquely identify the custom commands and/or optional fea
g supports.

ed to

tag-

h[low

rords
liver

ed at

d. In
br be

d PC
that

) are

mnory
bove
ures

This information is encoded and permalocked by the chip manufacturer so that it cannot be
changed.

User memory bank (MB11) is optional. If a tag implements user memory then it may partition it
into one or more files. If the tag implements a single file then that file is File_0.

Figure A.1 summarizes the bits allocations. More information can be found in ISO/IEC 18000-63:2015,
6.3.2.

© ISO 2019 - All rights reserved
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MSB LSB
« DSFID
« Precursor, [OID], length,
Object
10 |Extended DSFID  [7:0]  [1F < Add'l Access Methods,
00 DSFID [7:0] OF sensors, battery-assist
Bina + See ISO/IEC 15961
v Memory Bank and ISO/IEC 15962
Bank MSB LSB
11 USER - MDID
* Tag model number
Bank TID p— 50 + Serial number
10 10 [15:0] 1., Burned in or written
Ban O 00 TiD [3116] [OF ane-permatoeked by
01 IC manufacturer
MSB LSB
B
>f | RESERVED
220 Optional XPC_W2 [15:0]  |22F
210 Optional XPC_W1 [15:0] |21F
Memory Bank is defined ull [15:01
as follows « Ull (shall be IS0 or EPC)
Binary
ull N:N-15
00 Reserved 0 [ : ] |2F PC (Protocol Qontrol) bits,
01 ull StoredPC [15:0] |1F * including Ull Igngth indicator
10 TID 0\ StoredCRE<Y6 [15:0] OF « CRC confirms [content of
11 User Ull memory
MSB LSB
+ Contains all wiite lock
and kill passwgrds
307 Access Password [15:0] 3F
0 | Access Password [31:16] 2F
1 Kill Password [15:0] 1F
00 Kill Password [31:16] OF
Memory Locations

A2

To The Left and Right of
Expanded Memory Locations
Shown As Hexadecimal

Main mandatory and optional commands

Figure A.1 — Memory banks of UHF passive RFID tag

A.2.1 Basic operations

Select: allows to select a particular set of tags before inventory. This selection can be made on different
parts of the memory banks. This allows to reduce the number of tags that will be inventoried to those

that are of interest.

EXAMPLE

only have a particular value of the company prefix in the SGTIN-96 EPC memory).

Reader can select only tags that have a particular value of the EPC memory bank (e.g. the tags that

Inventory: allows to make the inventory of all selected tags. Once inventoried, the tags will backscatter

their EPC.

Access: allows to communicate with one particular tag that has been previously inventoried.

© IS0 2019 - All rights reserved
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A.2.2 Access commands (OPEN or SECURED state)

Read (mandatory): this sccess command allows the reader to read part or all tag’s reserved, EPC, TID
or user memory banks.

Write (mandatory): this access command allows the tag memory location to be changed. This concerns
reserved, EPC, TID and user memory banks. Any locked memory location cannot be changed without
the right access password. Any permalocked memory location cannot be changed.

Parameters are: handle (RN16) (The pointer to a particular tag in a list of inventoried tags), MemBank
(memory to access), WordPtr (address to be written), Data (16 bits word to write), CRC-16 (CheckSum).

In EPC Clasq

Kill (mandatory): this access command will permanently disable a tag. This is a 2-stage comman

contain
contain

Before each
backscatter

If kill passwj

Lock (mang

1 Gen2 V2.0.1, data can be sent cover-coded or encrypted.

ng the cover coded 16 MSB of the Kkill password,
ng the cover coded 16 LSB of the kill password.

kill command, a new handle is requested and in response to.a’kill command, th
5 its handle and never responds again.

ord is O (default setting), a tag cannot be killed.

Jatory): this access command allows a reader to:

lock in

— lockindividual memory banks, preventing subsequentwrites.

permal

Permalock K
memory opg

for the cominand to be accepted.

If the passw
command al

If EPC memg¢ry, TID memory, or:File_0 are locked or permanently locked then they are unwriteabl

readable, ex
UII and for ¢

Access (opt
password, f

ividual passwords, preventing subsequent reads opwrites;

ck (permanently lock) the lock status of passwords or memory banks.

its, once set, cannot be changed. Thelock bits cannot be read directly but inferred by
rations. The tag will indicate success, error or failure and the tag has to be in secured

ords are locked or permanently locked then they are unwriteable and unreadable by
hd usable only by a kill or access command.

cept for the L and Ubits in EPC memory that are reserved respectively for the length ¢
ptional untraceable command.

ional): this’optional command allows a reader to transition a tag with a non-zero a
‘'om an.Open to a secured state.

BlockWrit€

reserved, ERC-TID or user memory banks. Data cannot be sent encrypted.

(optional): this optional command allows a reader to write multiple blocks to a

b tag

bther
State

 any

e but

f the

LCess

tag’s

BlockErase (optional): this optional command allows a reader to erase multiple blocks to a tag’s
reserved, EPC, TID or user memory banks.

BlockPermalock (optional): this optional command allows to permanently lock one or more memory
blocks. If blocks within File_0 are permalocked then these blocks are permanently unwriteable but
readable. If blocks within File_N, N>0 are permalocked then these blocks are permanently unwriteable
but readable by an interrogator with appropriate read privileges.

Authenticate (optional): allows an interrogator to perform tag, interrogator, or mutual authentication.
The generic nature of the authenticate command allows it to support a variety of cryptographic suites.

AuthComm (optional): allows authenticated communications from reader to tag by encapsulating

another command in the AuthComm’s message field.
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