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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Introduction

Often data transmitted within road vehicles, between road vehicles or from and to road vehicles have to be
protected to guarantee their confidentiality and integrity. Cryptography provides excellent means for this kind
of protection. Depending on the protection requirements, different schemes may be used. In some situations it
is sufficient to lock a data link involving a specific device, and to unlock it only if a second device has sent the

correct key in respanse to an arbitrary seed. The corresponding security access service is specifi

d in various

International Standards and is widely used today.

ISO 1
data

5764 defines an extended security scheme. It does not just restrict the access to data, bu
when transmitted over the data link. Protection is provided against masqueradesreplay, ea

protects the
vesdropping,

manipulation and repudiation. Before starting the secured data transmission, the data-link must bg established

as a gecured link. ISO 15764 provides two methods for this:

a) oth devices participating in the data transmission have a pre-established-secret cryptograghic key. This
ey is used to establish the secured link and excludes all third parties not having accefs to it from
articipating in the secured link. This method is based on symmetric keys and is applicable to devices
ith a limited processing power and memory.

b) The secured link may be established between arbitrary devices, if these devices have a private key and a
ecurity certificate for the corresponding public key. This method involves asymmetric cryptography
quiring a higher amount of processing power and memory at the devices.

Public keys are cryptographic keys that are publicly-available and are linked to a private key, yhich is kept

secrdt by the device owning it. There are two ways\ef‘using a public/private key pair

a) The device owning the private key may add an electronic signature to data it sends out. Thi$ signature is
pecific for the data sent out and may ©nly be generated with the private key. Both a differept data string

be signed and a different privaté key would lead to a different signature. Any other devicg possessing
e corresponding public key is able to verify the signature and therefore to confirm that tHe data string
riginates from the device owning the private key and has not been altered after being sent out.

b) ny device possessing.the-public key may use it to encrypt data before sending it to the dgvice owning

e private key. As the\data can only be decrypted with the aid of the private key, no other @
correctly interpret\the data sent out.

evice is able

y could send
secured data
br several of

device owns

ttdched to the

certificate, rendering it unforgeable As part of the procedure to set up a secured link, the devices involved
verify the certificates of each other.

With the second method specified in ISO 15764, a secured link can be established between devices using the
public key of the Certification Authority of each other. But in many cases there are different security domains
with different authorities responsible to establish trusted devices, and secured links must be established
between devices of different domains, not knowing the public keys of the Certification Authorities of the other
domain. This International Standard specifies how trust between devices from different security domains is
established based on security certificates. In this sense it extends the application range of ISO 15764.

© I1SO 2006 — All rights reserved
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Figure 1 — How ISO 20828 extends the application range of ISO 15764

this International Standard is on the management of certificates. Various security domains K
s have already been defined in various contexts. The task of a security certificate manage
Cles is to give-aframework in which such security domains can interact in the sense that se
established:from one domain to the other. For instance, there may be specific security dor

for telematics service providers, authorized dealers and workshops, emergency task force
s. Th& framework should cover all of them.

ased
ment
cured
nains

car mandfacturers, for public authorities in charge of tachographs or other legislated vehicle

5 and

When definir

g this security Tramework, the 1ollowing specitic requirements of the road venicle environ

have been considered:

can’t be

expected that shared databases are installed to which the devices involved have access.

modifications.

The add

itional security framework should not affect the security of each domain.

should not affect the security of other devices.

Vi
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There should be no need for an overall infrastructure to be shared by all security systems. For instance, it

It should be possible to easily integrate existing security systems in the various domains without major

Devices with different security levels are considered. Breaking the security of a device with little protection

served
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— It should be possible to use the framework even for devices with limited resources. This means that the
provisions requested from the framework should be easy to handle.

The special situation of mobile devices with limited and non-permanent access to communication facilities are
considered.

© ISO 2006 — All rights reserved vii
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Road vehicles — Security certificate management

1

This

certif]
secu
certif]
need
mang
hiera
invol

doma
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certif
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data
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well-}
certif]

2 1

The

refergnces, only the edition cited "applies. For undated references, the latest edition of th

Scope

International Standard establishes a uniform practice for the issuing and managemen
cates for use in Public Key Infrastructure applications. Assuming that all entities, iptendin
e data exchange to other entities based on private and public keys, are ableyto”provi
cate, the certificate management scheme guarantees that the entities will get.all additions
bd to establish trust to other entities, from a single source in a simple and unified format. T
gement is flexible with respect to the relations between Certification Authorities, not re
rchical structure. It does not prescribe centralized directories or the like| being accessible

ed. With these properties, the management scheme is optimized o’ applications in th
in.

cate issuing and distribution. It specifies how to handle certificate validity and certificate po|
rerequisite for each entity to make sure it can actually,trust another entity when intending
bf a specific kind with it.

International Standard prescribes a Certificate, format, which is a special implement

nown X.509 certificate according to ISO/IEC;9594-8. It specifies the structure and (
cate component such that it complies with the\certificate management established.

Normative references

following referenced documents are indispensable for the application of this documen

t of security
j to set up a
e their own
| information
he certificate
juesting any
by all entities
b automotive

International Standard details the role and responsibilitiest of the Certification Authority relating to

icies. This is
to exchange

ation of the
se of every

t. For dated
b referenced

ecification of

Information

document (including any amendments) applies.

ISO 3779, Road vehicles.= Vehicle identification number (VIN) — Content and structure

ISO 3780, Road vehicles — World manufacturer identifier (WMI) code

ISO/IEC 88241, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1: S
basid notation

ISO/IEC./8824-2, Information technology — Abstract Syntax Notation One (ASN.1) — Part 2
object specification

ISO/IEC 8824-3, Information technology — Abstract Syntax Notation One (ASN.1) — Part 3: Constraint
specification

ISO/IEC 9594-2, Information technology — Open Systems Interconnection — Part 2:The Directory: Models

ISO/IEC 9594-8, Information technology — Open Systems Interconnection — Part 8: The Directory: Public-
key and attribute certificate frameworks

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —
Part 3: Security assurance requirements

©I1SO

2006 — All rights reserved
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ISO 15764, Road vehicles — Extended data link security

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, R. Housley, W. Polk, W. Ford, D. Solo, April 2002

IETF RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile, W. Polk, R. Housley, L. Bassham, April 2002

3 Terms

and definitions

For the purp
following app

3.1
certificate
public-key G
International

bses of this document, the terms and definitions given in ISO/IEC 9594-8, in ISO 15764 an
ly.

ertificate as defined in ISO/IEC 9594-8, including further information aS\ specified in
Standard

3.2
certificate

v
assignment ff one of the two states “valid” or “invalid”

the certificat

3.3
Certification
CAL

list maintaing
containing in
the subject, 4

34
certification

lidity
to a certificate by its issuer, which only guarantee
can be used to establish trust between end entities if it is valid

Authority List
d by a CA for one of its public keys, the corresponding private key being used to sign certifi

formation on other CA having issued CA-certificates with this public key being the public K
nd information on these CA-certificates

path

d the

this

5 that

ates,
ey of

ordered seqyience of different CAs, together. with their public keys and CA-certificates issued by them and

signed with

the corresponding private key, 'in which each public key of the subject in one of

CA-certificates is the public key of the next CA in the sequence

3.5

Certification
information 11
certificates in
by that priva
certificates is
key correspo

3.6

Path Information.(CPlI)

naintained by a_CA) for one of its public keys, the corresponding private key being used tg
cluding information on all certification paths starting at that CA with a CA-certificate being s
e key, as well as validity information on the CA-certificates in the certification paths and o
sued forend entities by one of the CA in the certification paths and being signed with the p
nding tecits public key

hese

sign
gned
n the
rivate

confirmatior

1 Of trust

information accessible without restrictions and allowing an entity to verify that it can trust another entity

3.7
end entity

entity involved in the establishment of a secure data exchange and not installed at a CA

3.8
entity

technical equipment, protected against access by third parties, that is capable to exchange data on a
communication link to which third parties may get access

© I1SO 2006 — All rights reserved
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EXAMPLE 1 A vehicle has a number of ECU (Electronic Control Unit) connected by an internal communication
network. Through a gateway, this communication network is connected to a mobile external communication link. The
vehicle manufacturer may protect the internal communication network against access by third parties. Then data security
on the external communication link may be maintained by the gateway, leaving the data exchanged on the internal
network without further protection. In this case, the whole vehicle, represented by the gateway, may be considered as one
entity.

EXAMPLE 2 In the vehicle as described, there may be an ECU that needs to exchange sensitive data with an external
device using the internal communication network, gateway and external communication link. For these data, the protection
level on the internal communication network may be considered as too low. The ECU will then be considered as a
separate entity maintaining data security on a higher level than would be if it would rely on the gateway.

3.9
initial trust
trust [of an entity in another entity, which is based on direct knowledge about this other entity and not on
information received from third parties

3.10
issugr (of a certificate)
entity identified in a certificate that has signed the certificate

NOTH According to this International Standard, the issuer of a certificate is always a CA.

3.11
path|certificate
the public key of a CA, together with additional information accerding to this International Standqrd, rendered
unforgeable by signing it with the private key of another CA,*Confirming the existence of certification paths to
the ppublic key holder

3.12
subject (of a certificate)
the eptity identified in a certificate being the halder of the public key

4 Symbols and abbreviated terms

For the purpose of this Internatiohal*Standard the following abbreviations apply:
CA Certification AGthority

CAL  CertificatiorvAuthority List

CPI Certification Path Information

DER . Distinguished Encoding Rules

ECU  Electronic Control Unit

VIN Vehicle Identification Number

WMI World Manufacturer Identifier

© I1SO 2006 — All rights reserved 3
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5 Certificate Management Principles

5.1

5.1.1

Establishment of trust

Security-Related classes

Entities intending to exchange sensitive data shall exchange these data only after having established trust
between them. This International Standard specifies how this trust is established.

Each entity may take appropriate measures to protect sensitive data it handles, and will trust in these
measures. As soon as sensitive data are exchanged between entities, this is not sufficient; it is necessary that

the other enfi

protect the d
takes approp

To specify th
following fou

Class 0: No

The data ex
exchanged W

Class 1: Confidentiality-related protection

There is po
maintaining ¢

Only sef

Only se
forward
subject 1

When s
data or

To act accon
entity that is
this entity ke

Class 2: Integrity-related protection

False data c
receiver of th

n
I1eir meaning.

ata. The establishment of trust means that the trusting entity is convinced that the other
riate security measures on sensitive data.

e trust needed, data to be exchanged between two entities shall be classified @ccording t
security-related classes:

protection

changed are not sensitive, such that security threats may be excluded. Such data ma
ithout any trust being established.

ential misuse of sensitive data by third parties. The.sender of the data is responsib
onfidentiality. The sender shall:

d such data to receivers being entitled to have access to them.

nd such data to receivers keeping the confidentiality. This includes the property that they
data marked as being prohibited to forward, and that they only forward such data to rece
o the same confidentiality rules.

ding the data, protect them such\that no non-authorized third party can guess the content
ding to these rules, the sender shall establish trust in the receiver before sending the dat

not trusted is not entitled~to have access to class 1 data. The trust must extend to the fag
bps class 1 data confidential.

e data is_responsible for verifying data integrity. The receiver shall:

— Only UST such'data when received from a sender entitled to send them.

buld potentially cause adverse effects at the receiver of the sensitive data, when using them|.

es to

entity

o the

y be

e for

don’t
ivers
pf the
8. An

t that

The

rules as

the sender (including integrity protection on the way from that entity to the sender).

Only use such data when they originate from the sender or from an entity subject to the same integrity

Use such data only after having verified that the integrity is maintained from the sender to the receiver.

Integrity means that the data are sent from the entity that claimed to be their sender, have been
generated under appropriate circumstances for the intended use and were not manipulated on their way

to the re

ceiver.

To act according to these rules, the receiver shall establish trust in the sender before accepting his data. An
entity that is not trusted is not entitled to send class 2 data. The trust must extend to the fact that this entity

only sends ou

t class 2 data that originate from the entity or another trusted entity.

© 1SO 2006 — All rights re
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Class 3: Confidentiality- and integrity-related protection

Combination of class 1 and 2. Sender and receiver of the data shall apply class 1 and class 2 rules. Both
entities shall be able to trust each other.

5.1.2

Extension of trust

For the exchange of data of class 1, 2 and 3, trust shall be established between the two entities. For this, the
method specified in this International Standard assumes that trust has the following fundamental properties:

— It is oriented: If entity A trusts entity B, then this doesn’t mean automatically that entity B trusts entity A.

Therefore, the method to establish frust shall be applied in the direction trust is needed according to the

q

ata classification.

— I is transitive: If entity A trusts entity B and entity B trusts entity C, then it follows that-entity A can trust

The
work

— A
[

ntity C.

5 under the following conditions:

\s a starting point, there is some trust that has not been established by-such an extension
rust shall be called initial trust.

An entity A shall only extend trust it has in entity B to entity C\if'it gets the confirmation about B

after

having successfully verified this confirmation. This situation is shown in Figure 2.

second property allows extending existing trust between entities, to other entities. This extension only

process. This

The confirmation about the trust being established from entity B to entity C is available to|lany entity A
ntending to extend its trust in entity B to entity C. Entity A shall be able to verify this confirmTon.
t

usting C and

Key

1 entity A

2 entity B

3 entityC

@  Extension of trust.

b Established trust to be extended.
¢ Established trust.

d  Confirmation of established trust needed for the extension of trust.

©I1SO

Figure 2 — Confirmation needed for the extension of trust
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In the extension of trust, the information flow needed is always in the direction opposite to the direction of trust.
If trust of entity A in B and of B in C is to be extended, the information shall be transmitted from entity B to A.

If two entities need to exchange class 1, 2 or 3 data and could not establish initial trust in the direction needed,
they shall establish trust before exchanging the data, with a step-by-step extension of already established
(initial) trust. This extension involves a sequence of intermediate entities, each of them having established
initial trust with the next one in the sequence.

In case mutual trust is requested, the intermediate entities to establish trust need not be the same for both

directions.

The extension process may start at an arbitrary point in the sequence of entities. No restriction is posed on the

timely seque

5.1.3 Trust

All intermedi
Their only ta
sensitive dat|
between eac

The number
of the trust-e
environment
operated ung
and not via
entity. The C
protected.

Between en
extension of
between end
excluded.

hce of the extension process.

Establishment Principles

bte entities used to establish trust shall be of a special type, called Certification| Authority
bk shall be to support the establishment of trust and they shall not be involved in‘the exchan
b, except those related to their task. To be distinguished from CA, the entities establishing
h other to exchange class 1, 2 or 3 data shall be called end entities.

of CA to be set up is expected to be small as compared to the end-entities, and each CA i
stablishing sequence for a large number of end entities. The CA’may be installed in a favou
and high security standards may be applied, whereas thé _end entities in some case
er adverse conditions related to security. The advantage of the concept, to establish trust v

A, being involved in the established trust between many different entities, may be much
 entities, this International Standard considers® only the establishment of trust based g

trust via CA, as shown in Figure 3. Although not considered, the establishment of initial
entities, based on methods that are outside the scope of this International Standard, i

CA).
ge of
trust

5 part
rable
5 are

a CA

bnd entities, is that breaking the security of an end entity only affects the trust to this ong¢ end

better

n an
trust
S not

Certification Authorities
End Entity

Path to establish trust.
Trust to be established.

Figure 3 — Roles of Certification Authorities (CAs) and end entities in the establishment of trust

© 1SO 2006 — All rights re
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As initial trust between end entities is excluded, it can only be established from an end entity to a CA, from a
CA to another CA, as well as from a CA to an end entity. Therefore, for the method of establishing trust to
work, each end entity that needs to trust a different end entity shall establish initial trust to at least one CA,
and for each end entity that has to be trusted by a different end entity at least one initial trust from a CA to it
shall be established. Initial trust between end entities and CA shall always be established such that it is mutual.
A CA, having established mutual trust with an end entity, is said to be the CA of that end entity and the end
entity is said to be an end entity of that CA.

NOTE 1 Typically, a CA is the CA of many end entities.

NOTE 2 Between CAs the trust established is not automatically assumed to be mutual. Trust to a CA may be
established from several other CAs

EXAMPLE A vehicle manufacturer may install a CA for his vehicles. The end entities of that CA willthen be a central

ECU

the ve
may i
to ve
manu
its ve

calibrttion data to that vehicle, being classified by the vehicle as security related.¢ldss 2 (meaning that i

prote
trusts

n each vehicle that controls the data exchange with exterior devices. The CA of the vehicle(manufa
bhicles and the vehicles will trust the CA of the vehicle manufacturer. A company operating, a repair
nstall a CA for these repair shops. The end entities of this CA will be some tool at each-repair shop td
hicles. The repair shop CA will trust the tools and the tools will trust the repaifsshop CA. No
facturer CA may install initial trust to the repair shop CA, thus accepting that the repair shops of that
nicles. Assuming that a tool of a repair shop is connected to a vehicle of the vehicle manufacturer an

Cturer will trust
shop network
be connected
w the vehicle
CA may repair
d sends some

tion is needed). To accept these data, the vehicle needs to trust the tool.*Knowing that it can trust
the repair shop CA and the repair shop CA trusts the tool, it will accept the.calibration data. But calibr.

egrity related

t
]\S CA, the CA

tion data from

a different tool, where the vehicle manufacturer CA has not established trustto the corresponding repair sHop CA, will be
refused.

5.2 | Certificates

This Elause gives a brief introduction on how to establish-initial trust and how to verify that an enfity has initial

trust
stand

n a second entity. The principles listed here arg:well known in cryptography and are the sulbject of many
ards. More details are given in ISO/IEC 95948 and IETF RFC 3280.

e based. For
r entities not
roperty, thus

Entities to which trust must be established shall’have a specific property on which this trust can b
the tust to be verified, they shall be able.to prove that they have this property. Moreover, othe
trusted must be excluded from having the same property. Initial trust shall relate to this specific ¢
excluding other entities from being erroneously trusted.

This property shall be a private key owned by the entity. Each entity shall have a different private key. The
entity owning it shall keep jt-secret. The proof of owning the private key is performed with the cprresponding
¢ key. As the privateckey’can't practically be derived from the public key, this public key can be distributed
property that

entity A has
as found that
entlty B has all other properties needed to trust it. Let us further assume that entlty B was able to establish
initial trust to entity C. In other words, it has the public key of entity C, has verified that entity C owns the
corresponding private key, and trusts entity C and therefore its public key. If entity A wants to extend the trust
it has in entity B to entity C, the confirmation of trust needed from entity B must link the public key of entity B
(which it trusts already) to the public key of entity C (to which it would like to establish trust). This confirmation
is called a certificate. The certified entity, in this case entity C, is called the subject of the certificate. The entity
generating the certificate, in this case entity B, is called the issuer of the certificate.

The certificate is a set of data that may be exchanged between entities without any restriction. Therefore,
entity A may receive the certificate issued by entity B for entity C and shall use it to verify the initial trust of
entity B in entity C.
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The certificate establishes the link between the public key of entity B and C, and by this serves as a
confirmation of the initial trust of entity B in entity C, in the following manner: It contains as one data element
the public key of entity C. It includes as a second data element the signature, generated by entity B using its
private key, and extending (among other data elements) on the public key of entity C. Each certificate shall
include only one public key of its subject.

NOTE 2 A (digital) signature is a code that is generated for arbitrary data — the data to be signed — with the aid of a
private key, and that is usually added to these data. It may be verified based on the signature itself, the data to be signed
and a public key. The verification is successful if the data to be signed have not been altered and if the public key is the
one linked to the private key used for the signature. In all other cases, there is an extremely high probability for the
verification to fail. Therefore, the signature renders the data to be signed unforgeable and proves that it originates from the
entity owning the private key linked to the public key used to verify it.

To validate the certificate, entity A verifies the signature using the public key of entity B. If the signatlljre is
correct, entity A knows only entity B could have generated it, as only entity B has the corresponding pfivate
key linked to|the public key used to verify it. Moreover, it knows that the public key of entity C contained |n the
certificate is gorrect, as if this would not be the case, the signature would fail to verify.

Successful vplidation of a certificate, using the public key of the issuer (to verify the signature contained |n the
certificate), ghall extend the trust from the issuer to the subject of the certificate. The protection of data of
class 1, 2 or B shall be based on the public key contained in the certificate and on the-private key linked to it.

The specification of how to use the private and public keys to protect class’1, 2 and 3 data is outside the
scope of this International Standard. Nevertheless, the following indicative examples may enlightep the
relation betwgen security-related class, trust to be established and public and private key:

— Class 1:|If confidentiality-related protection is requested accaording to class 1, then as mentioned in 5.1
the trust{shall be established from the sender of the data te the receiver. After having established trpst in
the corre¢sponding direction, the sender will know and trust,the public key of the receiver, contained |n the
receiverls certificate. He may use this key to encrypt.the data to be protected. Even when sending the
data on fan open communication channel, no one will*be able to interpret the encrypted data, except the
receiver|who exclusively has access to the corresponding private key and may use it to decrypt the data.

— Class 2:|If integrity-related protection is requested according to class 2, then as mentioned in sectidn 5.1
the trust|shall be established from the receiver of the data to the sender. After having established trpst in
the corrg¢sponding direction, the receiverwill know and trust the public key of the sender, contained |n the
sender’q certificate. The sender may use the corresponding private key to sign the data to be protgcted.
When r¢ceiving the data, the receiver may verify the signature using the public key contained ih the
sender’q certificate to make sure the data was sent by the trusted subject of this certificate and have not
been altered on their way frorthere.

— Class 3:|If both confidentiality and integrity related protection is requested according to class 3, then as
mentiongd in sectign-'5.1 mutual trust between the sender and the receiver of the data has fo be
established. Aftef\having established this trust, both the sender and the receiver will know and trust the
public key of each other. The sender may use his private key to sign the data and the public key ¢f the
receiver|to€ncrypt it. The receiver will use his private key to decrypt the data and the public key ¢f the
sender tp 'verify the signature.

The procedures described above may, in some situations, not be optimized with respect to the processing
effort needed at the entities involved, and the amount of data to be transferred on the communication link.
More elaborate procedures may be found for instance in ISO 15764.

5.3 Certification authorities

It is the task of the CA to support the end entities in establishing trust between them. For this the CA issues
certificates. Only a CA shall be allowed to issue certificates.
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Each CA shall issue certificates for each of its end entities. Moreover, each CA is allowed to issue
CA-certificates for any other CA it trusts. A CA may issue different certificates with different content for the
same subject, if appropriate.

NOTE 1 It is possible to set up CA not having end entities and only issuing certificates for other CA. In some cases this
facilitates the management of certificates.

By issuing the certificate, the CA shall confirm that the subject of the certificate:
a) owns the private key corresponding to the public key listed in the certificate;

security level

ents outlined

has taken appropriate measures to handle data of class 1, 2 or 3 according to the requirem

in this International Standard, if this subject is an end entity;

has taken appropriate measure to issue certificates according to the requirements ouflined in this
International Standard, if this subject is a CA.

NOTH e that what is

confir

2  The methods used by the issuer to evaluate the subject of the certificate and to get evideng
med actually holds true are outside the scope of this International Standard.

shall have at
ate for it). As

As es
least
the e

tablishing trust from an end entity to a second end entity gag€s'wia some CA, the end entity
one CA it trusts. Each end entity shall trust its own CA (which'is the CA that issued a certifig
hd entity is not allowed to issue certificates, this trust has'no certificate as corroboration.

NOTH
of its

3  This is no disadvantage, as no other entity will usé. the initial trust of the end entity in its CA fof the extension

bwn trust.

For 4

keys

the s

n end entity, its CA shall serve as the starting point to establish trust. Therefore, it must kn
of its CA. In addition to the points mentjoned, a CA, when issuing an end entity certificate,
Ibject has the public keys of the issuer and has taken appropriate measures such that it on

bw the public
confirms that
y uses these

publi¢ keys to establish trust.
NOTE
and ¢
could

4  If such measures were not.taken, a malicious third party could implement its own public key at
buld sign with the corresponding private key a certificate, the subject of it being a fake end entity. This
then send the certificate to the) affected end entity and based on it would be trusted.

the end entity
ake end entity

When a CA has issued an‘end entity certificate, it shall send the certificate to that end entity, such that the end

entity can provide it to ‘ether end entities when setting up a secured data link.

bnd entity shall keep its own certificates (which are the certificates its CA issued for it) a
from its CA, to the end of the time interval of initial validity (see 5.4.1), and provide them
BS on réquest.

ter receiving
to other end

Any
them
entiti

NOTH 5 In case both end entities have the same CA, this is sufficient to establish trust between them.

If the two end entities have different CAs, then they need additional information about the trust between CAs,
to establish trust between each other. The end entities do not have to keep this information permanently. Their
CAs shall keep it and shall provide it on request (see 5.6.2).

End entities are allowed to keep information needed to establish trust. But before using it, they should make
sure it is still valid (see 5.4).

The CA may assign the task to a different entity of keeping information about the trust between CA and of
distributing it to the end entities. Still, it is essential that the information originate from the CA and the end
entities are able to get all information they need, to establish trust to a second end entity (except the relevant
end entity certificate) from one source.
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NOTE 6  To get information from its own CA while setting up a data link to a second end entity, it is necessary that the
end entity can switch between different communication partners. For some end entities, especially mobile ones, this might
be complicated or even impossible. In such a case, it is recommended that they request the information needed from their
CA via the second end entity and that the second end entity provides the information to the first one. This means that a
secured link can only be set up if the entity that needs to trust a second entity either is able to contact its CA (or a third
party providing the information instead of the CA) during the set-up procedure, or the second end entity is able to establish
the contact and to forward the information needed.

This International Standard excludes many options in the relation between end entities and CA that are common
elsewhere. According to this International Standard, an end entity may not have several CAs, it may not have several trust
anchors, and the trust anchor must be its CA. The reason for this is that all other options would lead to additional
ambiguities and therefore require more complicated specifications.

For instance, |f an end entity has several CAs, what happens if one of them loses trust in the end entity? Some| other
entities might [have established trust via this CA and therefore also cease to trust the end entity, whereas cotherq have
established tryst via a different CA and still trust it. This would need to be the foundation of a special relatiort betweep CAs
having issued a certificate for the same end entity.

Also, if an endl entity has a trust anchor distinct from its CA, a loss of trust of the CA in the trust'anchor would have to
cause the los$ of trust in the end entity (because the end entity establishes trust via the trust anthor and with g trust
anchor not belng trustworthy could accept fake data from other end entities or send confidential.data to end entities |not to
be trusted). This would mean that the CA would, as an additional task, have to monitor the trust’anchor.

5.4 Certifjcate validity

5.4.1 Time|interval of initial validity

Each certificate may have two states, valid or invalid. At any given.time, it has exactly one of these states. The
CA issuing d certificate shall be responsible for assigning its validity state. Whenever the certificate is jvalid,
the CA having issued it guarantees that the public key of the-certificate subject can be trusted.

te includes a time interval of initial validity consisting of a start date and an expiry date} The
certificate shall be invalid before the start date and after the expiry date. The start date of the time injerval

Il fix an envisaged validity-time interval for its own key pair used to sign certificates. It shall ¢hose
the time intefvals of initial validity-for/the certificates it signs with the private key such that it does not efceed

suing a certificate with a time interval of initial validity exceeding the envisaged validity] time
CA’s key \pair, the CA may generate a new key pair with an expiry date after the envigaged
expiry date ¢f the certificate, and use its private key to generate the certificate. It might not be practigal to
issue more than, ane certificate for the same public key of an end entity, as these certificates have fo be
forwarded to|theirsubject (see 5.3). To avoid this, the envisaged validity time interval of the CA’s key pair shall
exceed the intended time interval of initial validity of the end entity certificate

Together with its public key, a CA shall forward the information on the envisaged validity time interval to all
other CA intending to issue a CA-certificate for it. The time interval of initial validity for these CA-certificates
shall not exceed the envisaged validity interval. For this to be excluded, the transfer of the information on the
envisaged validity time interval needs integrity related protection.

If a CA issues a new certificate for the same end entity and the same public key, the time interval of initial
validity stated in this new certificate shall not exceed the time interval of initial validity stated in the old one.

NOTE 2 A new certificate for the same end entity and public key may for instance be issued to change the certificate
policy (see 5.5) or in case a new private/public key pair is implemented at the issuer of the initial certificate. In the latter
case, there is no need to evaluate the subject of the certificate again.
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As described in 5.3, the trust of an end entity in its CA has no certificate as corroboration. When receiving the
public keys of its CA to be used to establish trust, the end entity shall also receive the time intervals of initial
validity for these public keys. The end entity shall not establish trust based on it outside this time interval.

NOTE 3  This time interval may be distinct from the time interval of initial validity in the certificate issued by the CA for
the end entity.

To make sure an entity establishing trust doesn’t use invalid certificates or, in case of an end entity, an invalid
public key of its CA, this entity needs an indication of the actual time, to be compared to the start and expiry
date. This indication is critical and shall be included in the scope of the protection measures for the entity.

NOTE 4

5.4.2

Withi
subjg
the is
justif
guard
certif

suer is entitled to revoke a certificate. All other CAs shall inform the issuer on all observatiops that might
the revocation of the certificate. In addition to the points mentioned in 543;)a CA issuing ceftificates shall
ntee that it takes all appropriate measures to investigate on possible“reasons for revocation of these
cates.

NOTH
the s3
well.

1 As in the case of a CA-certificate being revoked, there may beother CA-certificates for the sa
me public key, CAs should exchange information on revocation ta allow other CAs to revoke their C

e subject and
\-certificate as

han one valid
brresponding

Revo
publi
certif

cation affects the public key of the subject of the certificate. As the subject may have more t
C key, the issuer shall determine if other public *keys are affected as well and if the ¢
cates have to be revoked.

To b¢ able to identify the certificate to be revoked, the CA shall maintain a list of the certificateg it issued, at

least|including the serial number (see 7.2),.the-time interval of initial validity, an identifier for the
for the public key of the subject as well as the' validity state.

If thg issuing CA finds that the reasons for the revocation are no longer justified, it may re-
revoked certificate. A re-established certificate changes its state to valid. Only the issuer
re-esfablish a certificate.

For the exchange of revecation and re-establishment information between CAs, this Internatio
applies a push-principle” A CA revoking or re-establishing a certificate, or receiving r
re-esfablishment infermation from another CA, shall forward the corresponding information imm

subject and

establish the
s entitled to

nal Standard
pvocation or
bdiately to all

other| CAs that might-be affected. Details on the procedures are specified in 5.6.1.

For the distribution of information on certificate validity from CA to end entities, a pull-principle is applied. Each
CA Will provide this information to its end entities on request. The distribution of the reyocation and
re-establishment information among CA guarantees that the validity information provided to end-entities is
up-totdate and complete

Certificate validity information is part of the information on trust between CAs and, as mentioned in 5.3, the
CAs may assign its distribution to a different entity.

An end entity shall not use certificates known to be invalid for the establishment of trust.

To use a certificate to establish trust, the validity state of which is unknown, involves a certain risk. The entity
using it shall decide, depending on the given circumstances, if this risk can be taken. If not, the validity state
shall be requested from the CA before establishing trust. Rules on when an end entity must check certificate
validity before using a certificate may be included in the certificate policy for that end entity (see 5.5).
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For the use of the public keys of the CA, stored at its end entities and serving as starting point to establish
trust, there is no revocation procedure. Instead, the CA shall implement a procedure to block any of these
public keys as soon as possible after a reason has been found not to trust their use. The end entity shall not
use a public key of its CA that has been blocked. The CA and end entity shall take appropriate measures to
protect the implementation of the blocking procedures.

NOTE 2  The procedure to block a key at an end entity is outside the scope of this International Standard. One way to
implement it would be that the CA sends a blocking message to the end entity and would sign it using a private key with
the corresponding public key being installed at the end entity, and being different from the public key to be blocked.

It is possible to implement a procedure to de-block public keys at end entities for the same reasons as the

re-establish
implement

5.4.3 Key 1

For some en
entity to con
execute such

NOTE 1 TH
to the approp
confirm that al

In case of a pew key pair of an end entity, it is the responsibility of its CA to issue a new certificate for the
appropriate, and to send it to the subject of the certificate)(see 5.3). This completes the refpewal

public key, if]
procedure.

In case of a
and assign a

NOTE2 A

key pair the puiblic key of which is implemented at its end\entities and used by them to establish trust [and the priva

is used to sign
is used to sign

A CA having

entities for th
appropriate t

5.5 Certif

5.5.1 Strug

So far, trust
does not. Bu

ptrlotection measures for this procedure.

enewal

tities, it is possible to implement new public/private key pairs during their lifetimies. This allo
ribute to the establishment of trust after its public key became invalid. Each)'€A shall be a
a key renewal.

is International Standard does not specify where the key pair is generated and how the keys are forw

iate entities. In any case, it is the responsibility of the CA issuing a certificate for the new public
properties according to 5.3 are maintained.

hew key pair of a CA, this CA shall specify the envisaged validity time interval according to
key identifier.

CA may use different key pairs towards its end entities than towards other CA. This means it possesse

path certificates to be sent to the end_entities (see 5.6.2)], and a different key pair the private key of
the certificates (and the public key is contained in the CA-certificates issued for that CA).

implemented a new key pair;*the public key of which is intended to be used at the CA’

me interval of initial validity.
cate policies

ture of certificate policies

nas been considered as a property only depending on entities; an entity trusts another entit
t trust'may depend on the data to be exchanged. For some data to be exchanged, trust m

ry to

Vs an
Dle to

arded
ey to

new

5.4.1

s one
e key
which

5 end

e establishment of trust, shall implement the new public key at its end entities, together with the

or it
by be

there, for oth

er-data it may not. A certificate policy is a certificate attribute expressing restrictions of the

trust

with respect to the data to be exchanged.

ISO/IEC 9594-8 provides a general framework for the implementation and use of certificate policies. This
International Standard defines certificate policies being compliant to the framework, but with more structure
and handling rules. The aim is to allow automated processing of policies and to automatically derive policies
for certification paths (see 5.6).

The certificate policy shall be included in the part of the certificate containing the data to be signed. The trust
of an end entity to its CA shall not be restricted by a certificate policy.

A CA issuing a certificate shall include in this certificate the appropriate certificate policy. This certificate policy
applies to all data to be exchanged between end entities based on trust established with the help of the
certificate.
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To note the certificate policy, predefined data categories shall be used. For data of class 1, 2 or 3 to be
exchanged, the CA shall investigate in which of the predefined data categories they are contained. The trust
to be established in order to exchange class 1, 2 and 3 data (see 5.1.1) shall only be deemed as being
established if the data is compliant to the certificate policy of all certificates used to establish the trust.

NOTE 1 With these settings, it is clear for the situation of two end entities with the same CA, which data they may
exchange; all class 0 data and those class 1, 2 or 3 data that are compliant to the certificate of the end entity to which trust
must be established, depending on which class the data are (see 5.1.1). For end entities with different CA, the trust to be
established involves CA-certificates. In many cases, the set of certificates, that may be used to establish trust, is not
unique. The rules on what data may be exchanged in such a situation are listed in 5.6.

There are two ways to introduce predefined data categories:

a) $tandardized data categories. These are specified in this International Standard (see 5.5.2):

b) Wser defined data categories. These are specified by a CA issuing certificates accofding to this
International Standard.

It is fecommended that a registration procedure be established for user defined data categories such that

catedories may be used by different CA and processed by end entities of different CAs. The establishment of

sucha registration procedure is outside the scope of this International Standard.

Each| certificate policy consists of two lists of data categories that may include an arbitrary number of entries:

the in-list and the ex-list. Data of class 1, 2 or 3 to be exchangedsshall be compliant to the certificate policy, if

and gnly if they are compliant to the in-list and to the ex-list. This.compliance is defined as follows}

h-list: Data are compliant to this list, if and only if theyzare contained in all of the data categ
. If the in-list list contains no data categories, then all.data are compliant.

Ex-list: Data are compliant to this list, if and only-if they are contained in none of the data cat

bries listed in

bgories listed

in it. If the ex-list list contains no data categeries, then all data are compliant.

No data category shall be contained in boththe in-list and the ex-list.

NOTH 2  If a data category would be contained in both the in-list and the ex-list, then no data to be exchapged would be
compliant to the certificate policy, therefare rendering the certificate useless.

The In-list may contain, instead/of simple data categories, unions of data categories. If D, to O, are simple
data categories, then their ‘union is denoted by (D4, ..., D,). Data are contained in it if and onlly if they are
contgined in at least one0fthe data categories D4 to D,,.

The ex-list may contain, instead of simple data categories, intersections of data categories. If D4 to D, are
simple data categories, then their intersection is denoted by N(Dy, ..., D,)). Data are contained in if if and only if
they are contained in all of the data categories D4 to D,,.

NOTH 3.7\ The in-list may be considered as the intersection of the data categories contained in it. The px-list may be

consiflered as the union of the data categories contained in it. Data to be exchanged may be considered s elements of
data categories. The usual theorems of set theory apply. If the in-list is the set denoted by I and the ex-list the set denoted
by E, then data to be exchanged are compliant to the certificate policy, if they are contained in \E (\ being the exclusion
mark).

A data category D, may be contained in a second data category D,. Then data contained in D; shall
automatically be contained in D,. For the standardized data categories, the relevant information on which data
category is contained in which other data category is included in this International Standard (see 5.5.2). For
the user-defined data categories, the CA specifying it shall list the data categories it is contained in and the
data categories that are contained in it. If a data category D, is contained in a data category D, and D, is
contained in D5, then D shall be contained in D5 even if this is not explicitly listed. Moreover, D; is contained
inu(Dy, ..., D,) for all i between 1 and n, and (D4, ..., D,)) is contained in D, for all i between 1 and n.
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As new user-defined data categories may be added by the CA and included in certificates at any time, it may
happen that end entities are not aware if the data to be exchanged are contained in these data categories,
and that the corresponding information is not available to them when the data should be exchanged.
Nevertheless, the data may be considered as compliant to the certificate under the following conditions:

— For unknown data categories in the in-list, if the data are contained in a data category that is contained in
the unknown data category.

— For unknown data categories in the ex-list, if the data are not contained in a data category the unknown
data category is contained in.

5.5.2 Stanflard data categories
Table 1 lists {he standard data categories.

NOTE Care should be taken to include the standard data categories in the appropriate list, as-some of them only
make sense in the in-lists and some of them only in the ex-list. For instance, the “Detection of(physical attack| data
category woulfl make no sense in the ex-list.
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Table 1 — Standard data categories

Name

ASN.1 value @

Description

Contained in

Security class 1

{securityClass, 1}

This data category is specifically for the exchange of data of class 1
according to 5.1.

Security class 2

{securityClass, 2}

This data category is specifically for the exchange of data of class 2
according to 5.1.

Security class 3

{securityClass, 3}

This data category is specifically for the exchange of data of class 3
according to 5.1.

Security class 1,
Security class 2

Evaluation Assurance | {eal, <n>}® Data complying with this data category are only exchanged between | Evaluation

Levelr<n b entities hning a fnrgnf of evaluation-and hn\ling achieved the Assurance Level
evaluation assurance level n (n an integer number between 1 and 7) (}-<m> withm <n
or higher than n according to ISO/IEC 15408-3.

Path perification level 1 | {pathVerification, 1} | Data complying with this data category are only sent (in case of class

1 or 3 data) to an end entity being trusted according to a certification
path, or used by the receiver (in case of class 2 or 3 data))if received
from an end entity being trusted according to a certification-path, if the
verification of this certification path being valid is not more than three
years old at the time the data is sent or used.

Path

Verification level 2

{pathVerification, 2}

Data complying with this data category are ponly-sent (in case of class
1 or 3 data) to an end entity being trusted aceording to a certification
path, or used by the receiver (in case of class 2 or 3 data) if received
from an end entity being trusted according to a certification path, if the
verification of this certification patiibeing valid is not more than 30
days old at the time the data is:sent or used.

)

bth verification
Igvel 1

Path

verification level 3

{pathVerification, 3}

Data complying with this data‘eategory are only sent (in case of class
1 or 3 data) to an end entity being trusted according to a certification
path, or used by the receiver (in case of class 2 or 3 data) if received
from an end entity béing trusted according to a certification path, if the
verification of thig;certification path being valid is not more than 1 day
old at the time the data is sent or used.

0

bth verification
gvel 1 and 2

Path

Verification level 4

{pathVerification, 4}

Data complying with this data category are only sent (in case of class
1 or 3 data) to an end entity being trusted according to a certification
pathy.or used by the receiver (in case of class 2 or 3 data) if received
ffom“an end entity being trusted according to a certification path, if the
verification of this certification path being valid is not more than 30
minutes old at the time the data is sent or used.

)

bth verification
gvel 1103

Path

Verification level 5

{pathVerification; 5}

Data complying with this data category are only sent (in case of class
1 or 3 data) to an end entity being trusted according to a certification
path, or used by the receiver (in case of class 2 or 3 data) if received
from an end entity being trusted according to a certification path, if the
verification of this certification path being valid is not more than 1
minute old at the time the data is sent or used.

)

bth verification
gvel 1to 4

Entity

inspection 1

{entitylnspection, 1}

Data complying with this data category are only exchanged between
entities that are subject to inspection by authorised personnel at least
once every 3 years.

Entity

inspection 2

{entitylnspection, 2}

Data complying with this data category are only exchanged between
entities that are subject to inspection by authorized personnel at least

htity inspection

=m

oRtCPeycar

attack

Executable code exCodeProt Data complying with this data category are only exchanged between | Security class 2
protection entities that allow data only to be used as executable code at their

processors if they are declared as being executable code, have a

registered originator being liable for the correctness of the code, and

after having verified the authenticity and integrity of the data.
Resistance to physical | resistPhysAttack Data complying with this data category are only exchanged between

entities protecting all their components storing or processing class 1,
2 or 3 data such that physical attacks to these components may not
endanger the purpose of the security class assigned to the data
affected by the attack.

© I1SO 2006 — All rights reserved
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Table 1 (continued)

privacy policy. Each device exchanging such data guarantees that
these are only transferred on communication networks with public
access in encrypted form, are only used for the originally intended
purpose and are erased or rendered anonymous immediatelyafter
use. In case of enforcement they are only kept, if they poténtially give
evidence to the violation of some regulation.

Name ASN.1 value @ Description Contained in
Detection of physical detectPhysAttack Data complying with this data category are only exchanged between
attack entities protecting all their components storing or processing class 1,
2 or 3 data such that physical attacks endangering these data can be
detected after they occurred.
Reporting of physical reportPhysAttack Data complying with this data category are only exchanged between | Detection of
attack entities protecting all their components storing or processing class 1, | physical attack
2 or 3 data such that physical attacks endangering these data are
automatically reported to authorised personnel.
Limited accessy— [ fimitedAcTess Batacomptymgwiththis datacategory are onty exctanged between
entities protecting all their components storing or processing class 1,
2 or 3 data such that only authorised personnel has access to these
components after authentication.
Privacy related|data privacy Data complying with this data category are subject to a defined data)[Security clgss 1

Personal data

personalData

Data complying with this data category contain information that allows
identifying human beings together with some©f their properties or
behaviour.

Vehicle locatiop data

vehicleLocation

Data complying with this data category, ¢ontain information indicating
the location of an identifiable vehicle at.a specified time.

In-vehicle data inVehicle The exchange of data complying with this data category is limited to
the vehicle in which they are generated.
Software software Data complying with this\data category include executable code. Vehicle repair
data
Calibration datf calibration Data complyingwith this data category, when implemented at an Vehicle repair
ECU, lead to-alspecific behaviour of this ECU related to its interaction | data
with other devices.
Vehicle repair ¢ata vehicleRepair Data eomplying with this data category are used to repair vehicles.
User access data userAccess Data) complying with this data category contain information that allows
accessing a device with the rights of a device user.
Supervisor acgess data | superAccess Data complying with this data category contain information that allows | User access
accessing a device with the rights of a device supervisor, entitled to data

make all possible modifications to the device.

Vehicle accesdq data 1

{vehicleAcCess, 1}

Data complying with this data category contain information that allows
accessing the passenger area of a vehicle.

Vehicle accesq data 2

{vehicleAccess, 2}

Data complying with this data category contain information that allows
accessing a vehicle to drive it.

Vehicle safety flata

vehicleSafety

Data complying with this data category are tested not to have adverse

ic_hehaviour of a vehicle when hning used within

that vehicle.

2 See7.14.

<n> is to be replaced by an integer number between 1 and 7.
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Certificate Paths

Certification path information distribution

The information on the certification path must be available at the CA at which the path starts. For this purpose,
each CA shall maintain for each of its key pairs, the private key of which is used to sign certificates, a
Certification Authority List (CAL) and Certification Path Information (CPI). The CAL is a list of all CAs that
issued a CA-certificate containing the public key of the key pair as the public key of the subject. It shall include
information to identify the issuing CA of the CA-certificate, contact information for the data exchange with that
CA as well as the initial time interval of validity and an identifier for the public key contained in the CA-
certificate. The information on a CA-certificate shall be kept in the CAL until this CA-certificate reaches its

expir

A CA
the s

Each
inforr
CAL

The

of in
corre
signg
signg

NOTH
fulfillel

The
all ot

The procedure to issue a CA-certificate shall,consist of the following steps:

a)

b) ¢

The intended issuing CA A shall request key information from the intended subject CA B.

rdata (can 5 4 1)
SHte(SCeo49—1)

shall also be included in the CAL in case the CA-certificate it issued for the CAL holder hag
art date of validity. It will stay in the CAL if the CA-certificate has been revoked (see.5!4.2).

CA shall inform all other CAs being a subject of one of its CA-certificates on.the’changes
nation. The other CAs shall keep the contact information up-to-date and shallinclude it in
bs long as the corresponding CA-certificate is kept in the CAL.

CPI includes a list of CA-certificates, validity information for each of these CA-certificates as
alid end entity certificates issued by a subject of these CA-certificates and signed with th
sponding to the public key contained in the CA-certificate. Each\CA-certificate in the list m
d with the private key for which the CPI is maintained, or have’ another CA-certificate in th
d with the private key corresponding to the public key contained in this other CA-certificate.

1 As a further condition, the CPI shall contain no loops§’/in its certification paths. This condition is
d if the CPI is generated according to the procedures spécified in this clause.

CA-certificates shall be maintained in the CPI until they have expired. With the deletion of a
ner CA-certificates, not fulfilling the criteria forinclusion in the CPI any more, shall be deleted

CA B shall send CA A its unique identifier (see 7.8 and 7.9), all its public keys that have ng

included-in.it, and its time interval of initial validity. Furthermore, it shall forward its contact infi

If CA\A is already on the CAL of CA B maintained for the public key identified in the informg

ccording to the envisaged/validity time interval, together with the key identifier (see 7.10 a
e information on the. envisaged validity time interval (see 5.4.1) for each of them.

A A shall verify-the information received, select the appropriate public key, make g
onditions listéd.in 5.3 are fulfilled, and issue the CA-certificate including the public key and
ceived. It_shall inform CA B about the CA-certificate being issued, the key identifier of th

not reached

of its contact
each of their

well as a list
b private key
ust either be
e list and be

automatically

CA-certificate,
as well.

t yet expired
nd 7.11) and

ure that the
key identifier
e public key
brmation.

tion received

ccording to step c¢. then CA B shall add the information on the time interval of initial v

alidity to the

corresponding list entry. If CA A was not yet on the CAL, then CA B shall put it there, together with the
information on the time interval of initial validity and the contact information received, and shall send CA A
its complete CPI maintained for the public key identified.

CA A, when receiving this information, shall:

1) add the CA-certificate it issued for CA B to its appropriate CPI (being the one maintained for the

public key corresponding to the private key used to sign the CA-certificate);

2) add the CPI received from CA B to its own CPI mentioned in e)1);

©I1SO
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3) update its CPI mentioned in €)1) such that it does not contain CA-certificates or end entity certificate
validity information more than once and does not contain CA-certificates with CA A as the subject or
validity information on end entity certificates issued by CA A;

4) forward the additional CA-certificates and validity information resulting from e)1), €)2) and e)3),
together with the key identifier of the public key for which the updated CPI is maintained, to all CA in
the CAL maintained for that public key except CA B.

f) Each CA C receiving information according to step e)4) above shall:

1) identify all of its own CA-certificates issued for CA A and containing the public key identified in the
infopmation-received-acecording-to-step-ej4-as-the-subjectpublie key—-shal-add-the-CA-eertificates
and| validity information received from CA A to the CPI maintained for these public keys;

2) updpte all CPI affected by f)1) in an analogous way as described in €)3), now deleting CA-certificates
and| validity information related to CA C and any other CA being on a certification path-from CA C to
CARA;

3) forward the additional CA-certificates and validity information resulting from f)1) and f)2), todether
withl the key identifier of the public key for which the updated CPI is maintained, to all CA in the [CAL,
maiptained for that public key, except CA A, CA B and those CAs being on a certification pathl from
CA [C to CA A. No information shall be forwarded if the CAL contains no other CA than CA A, CA B
or GQAs that are on a certification path from CA C to CA A.

Each CA, rgceiving information according to step f)3) above, shall \go through the complete step f)| The
procedure gges on as long as there is information to be forwarded."A’summary of the procedure is gien in
Figure 4.

NOTE 2 In[the procedure as described, some CA may receive information several times, once for each certification
path from them to CA A. After having received the information thefirst time, the other information can be discarded.

All informatign exchanged according to steps b) to f)*needs integrity related protection. The sender ¢f the
information Mmust make sure that the appropriate CA receives the information.

NOTE 3  THe measures to protect the information exchanged according to steps b) to f) are outside the scope pf this
International Standard.

If a CA implgments a new key pair to be used to sign certificates, it shall inform all CA being in one of it§ CAL

and on requéest send its unique identifier, the public key together with its identifier and the envisaged validity

time interval

step ¢) abovg¢, and the procedure for issuing a CA-certificate will apply including steps c) to f).

to them. Each of these CA may then issue a CA-certificate for the new public key accord

ng to

18
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CA C, having i d a CA
CA B, CA Certificate Subject CA A, CA Certificate Issuer CertiaII\c/:gIt% Ifsosrug Ai

Request key information
from CA B
I

Update own CPI to compl
with CPI content rules

1

orward information added
to its own CPlI to
CAinits CAL
[

Y
Send information on public
keys to CA A
I
Y
/ !ecun f"A‘ f‘n.rtifir\ata \
for CAB
Y
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CA Certificate to CAB
|
Y
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|
Send own CPIto CAA
I
Y
Include the issued\CA
certificate in,its-CPI
¥
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its own CPI
Y
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=Y~ Yalte
>

Y
Add CPI received to
its own CPI
Y
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with CPI content rules

Y
/Earward information add e(>

O\

to its own CPI to
CAinits CAL

Iﬁe_,

Continue with last
three steps at those
CAs contained in the
CAL of CA C, etc.

Figure 4 — Summary of the procedure for Certification Path Information (CPI) distribution
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The information on revocation and re-establishment of any certificate shall be distributed among the CA, as
soon as this information is generated. The procedure is as follows: The CA revoking or re-establishing the
certificate forwards the corresponding information, including the unique identifiers of the issuing CA and of the
subject as well as the key identifier of the public key corresponding to the private key used to sign it, to all CAs
on its CAL maintained for the mentioned public key. Each CA receiving the information shall:

a) check if it has received the information already. If so, it will not further process it;

b) identify all of its own CA-certificates containing the public key identified in the information received as the
subject public key and note the information in the CPI maintained for the public key corresponding to the
private key used to sign that CA-certificate;

c) if the CA has noted the information, forward it to all CA on its CAL, excluding the CA having gengrdted it
and all gther CA being on a certification path to that CA.

5.6.2 Pathcertificate

The CPI eagh CA gains through the procedures outlined in 5.6.1 shall be the basis for the informatipn on

established tfust the CA forwards on request to its end entities.

If, as noted |n 5.3, the CA assigns the task of distributing information about trust between CA to a different

entity, the in
description i
other entity p

The request
identifier of i
entity certifig
certificate re
categories of

NOTE 1 TH
International S

The CA shal
request. If th

ormation shall be available at this entity and forwarded from there-on request. The subse
based on the assumption that the CA provides the information;\but may be easily adapted
roviding it.

will name the unique identifier of the end entity, for which' trust shall be established, the u

juent
o the

hique

s CA, the key identifier of the public key corresponding to the private key used to sign th¢ end

ate, and the serial number of the end entity certificate. These items are extracted frorn
ceived from the end entity to be trusted. As antoption, the request may include a list of
the data to be exchanged.

n the
data

e methods to exchange information between~a CA and its end entities are outside the scope ¢f this

tandard. It is recommended that integrity-related protection be applied to the request (see 5.1.1).

analyse if its certification path infermation contains certification paths to the CA indicated
s is not the case, it shall send a.response indicating that the CA can't be trusted.

The procedu
fixed in this

[
established :Fust for all CA contained therein, or at the time of the request. In any case, the CA shall ma

the certificat

re on how to find out theCertification paths to a CA out of the certification path information
ternational Standard/The procedure may be applied immediately after receiving informati

s received, from which the information is derived.

n the

s not
DN on
ntain

If there is at least one certification path, then the CA shall check if the certificate of the end entity indicatefl has
been revokefl and notre<established. In this case it shall send a response indicating that the end entity|can’t
be trusted.

If this is not

the request.

he’ case, then the CA shall determine the validity of all certification paths to the CA indicated in
: ificati h i id if i fi I lbeen

re-established, or if the intersection of the time intervals of initial validity of all its certificates is zero (meaning
that one of the certificates expires before another one starts its validity). If none of the certification paths
investigated is valid, then the CA shall send a response to the end entity indicating that the CA listed in the
request can’t be trusted.

If the certification path is valid, the validity starts at the latest start date of validity and ends at the earliest
expiry date of the certificates involved.

As the next step, the CA shall determine the certificate policy of the valid certification paths. The in-list of this
certificate policy consists of the data categories that are contained at least in one of the in-lists of the
certificates included in the certification path. Data categories appearing in several in-lists shall only be listed
once. Data categories that contain another data category listed in an in-list shall be deleted. The ex-list
consists of the data categories listed at least in one of the ex-lists of the certificates included in the certification
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path. Data categories appearing in several ex-lists shall only be listed once. Data categories that are
contained in other data categories of an ex-list shall be deleted.

The certificate policy of a certification path shall be empty if all data contained in every data category listed in
the in-list of the certification path is contained at least in one of the data categories listed in the ex-list of the
certification path. The following special conditions are sufficient, but not necessary, for the certificate policy of

the certification path to be empty:

a) All possible data are contained in a data category of the ex-list. The ex-list covers all data.

b) The in-list consists of data categories that are mutually exclusive, meaning that no data can be contained
in all of them.

c) data category listed in the in-list is equal to or contained in a data category listed in thelex-list.

If the| certificate policy of all certification paths is empty, then the CA shall send a response to {
indicating that the CA listed in the request can’t be trusted. If the certificate policy“is not

certif
not ¢
to thd
reque

In all
certif]
contd
one {
valid

cation paths, but the request listed categories of data to be exchanged and allkthese data c
bmpliant to the certificate policy of any of the valid certification paths, then the CA shall sen

sted.

other cases, the CA shall send a path certificate to the requesting’end entity. The path ¢
cate issued by the CA of the end-entity having sent the request for information on esta
ining as the subject the CA named in the request with the public key included in the reque
me interval of initial validity and one certificate policy, it includes such a time interval and p
non-empty certification path from the issuer to the subject:

An end entity A, having received the certificate of the endentity B, with which it intends to excha

data,
comy
certif]

NOTH
with t
the e

The
CAA
data
CA-c
exclu

6

End
They|

and the path certificate of the CA of B, shall establish the trust in B to exchange the dat
lies with the certificate policy of the certificate”of B and to at least one of the certificate
cation path included in the path certificate.

2 If the data to be exchanged complies‘with the certificate policy of one certification path, but dd
he certificate policy of another one with an earlier expiry date, then the path certificate does not justi
change of data of the given type after that earlier expiry date.

jefinition of the certificate policy of a certification path and of the use of path certificates i
trusts CA B with respect(io a certain data category, and CA B also trusts CA C with respec
category, then CA A @utomatically trusts CA C with respect to that data category, even
ertificate for C excluding it. To exclude the trust in C for that data category, it is necessary
de it in the CA-cettificate for CA B or to cause CA B to exclude it in its CA-certificate for CA

Certificate structure

bntity certificates and CA-certificates shall be according to ISO/IEC 9594-8 (so-called X509

speci

shall be version v3. The certificates shall be encoded using the Distinguished Encoding

ne end entity
pmpty for all
htegories are
 a response

end entity indicating that the CA listed in the request can't be trusted with respect to the dafta categories

brtificate is a
blished trust,
5t. Instead of
licy for each

nge sensitive
b, if the data
policies of a

es not comply
y any trust for

mplies that if
to the same
if it issues a
for CA A to

L
.

certificates).
Rules (DER)

fred M tSOHEC-8825-t—The Tertificates—shaltmcludecomponents—and—extensions—accord

ing to 7.1 to

7.14. They may include further extensions, but these shall be marked as non-critical (see ISO/IEC 9594-8).

If a CA has issued a certificate for an end entity, that is not compliant to the specification in this clause, and if
that end entity needs to exchange data of class 2 or 3 with an end entity having a different CA, then the CA
shall issue a second certificate for its end entity having essentially the same content than the first one, but
complying to the specification in this clause. If the end entity exchanges data of class 0 or 1, then it doesn’t
need to provide its certificate, and if the other end entity involved in the data exchange has the same CA, then
it is expected to be able to use the certificate not complying with the specification in this clause.

Path certificates, being sent by the CA of an end entity to that end entity to confirm established trust to a
second CA (see 5.6.2), have the same structure as normal certificates according to Clause 7, with the
following exceptions:
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The issu

er component, validity component and subject component (see 7.4 to 7.6) shall be absent.

The certificate policy extension (see 7.13) shall be absent.

generalizes the validity and certificate policy information.

A complete s

pecification of path certificates is given in Annex A.

7 Certificate components and extensions

The path certificates shall include a path information extension as defined in 7.15. The path information

7.1 Gene

The following
of the path

according to
A summary
types used in

NOTE TH
though they a

sequence scin is used in many identifiers to express the specific use of the_ identifiers in the framework (

International S

7.2 Certif

The version
indicating tha

7.3 Certif

The serialN

serialNumbér shall be unique for each certificatelissued by a given CA (i.e. the issuerUniqueldentifie

the serialNu

al

Certificate according to this International Standard. The specification uses the~ASN.1 no
ISO/IEC 8824-1, ISO/IEC 8824-2 and ISO/IEC 8824-3. All ASN.1 constructs.‘@ne” noted in
f the ASN.1 constructs is given in Annex A, where all values for the OBJECT’IDENTIFIER
this clause are listed.

e identifiers used for the ASN.1 constructs have no direct relevance and shoeuld not be interpreted
e chosen such that they correspond more or less to the use of the constructs. In that sense, the cha

tandard on Security Certificate Management.

cate version

component of the Certificate data type accordingto ISO/IEC 9594-8 shall have fixed val
t the certificate version is v3 (see Clause 6).

cate serial number

Umber component of the Certificate-'data type shall be as defined in ISO/IEC 9594-8

mber shall identify a unique instance of Certificate).

If a CA sen
serial numb
certification
validity, the
changes or
sent to the r

7.4 Certif
The signatu

this compon
Algorithm 1 (

7.5 Certif

s path certificates for the same subject to several of its end entities (see 5.6.2), then the
r may be used (and in factjthe same path certificate sent) as long as the path information
aths remains valid. Asysoon as some path information changes (certification paths lose
tart date or expiry date of some certification path have changed, the certificate policy for g
ew certification paths are added), a path certificate with a new serial number shall be issue
questing end entity.

cate signature algorithm identifier

e component of the Certificate data type shall be as defined in ISO/IEC 9594-8. The cont

clauses specify components and extensions of the certificate according to ISO/IEC 9594-8 and

ation
bold.
data

even
racter
f this

ue 2,

The

r and

same
or all
their
path
j and

bnt of

Atyshall comply with IETF RFC 3279. It is strongly recommended to use the Secure

icate issuer

For all certificate issuers, the issuer component of the Certificate data type according to ISO/IEC 9594-8

shall consist

NOTE 1

To

of the same object identifier pointing to this International Standard.

identify the issuers providing certificates according to this International

issuerUniqueldentifier data type is used.

NOTE 2
containing the

22

object identifier pointing to this International Standard in the issuer component.

Standard,

the

Certificates that are issued according to this International Standard may be identified by their property of
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An information object scmName according to ISO/IEC 8824-2 shall be added to the SupportedAttributes
information object set in ISO/IEC 9594-2, defined as follows:

scmName ATTRIBUTE ::={
ID scm-standard
WITH SYNTAX NULL

}

The issuer component of the Certificate data type according to ISO/IEC 9594-8 shall contain only one
RelativeDistinguishedName with one AttributeTypeAndValue containing type and value fields from the
scmName information object (see ISO/IEC 9594-2).

7.6 | Certificate validity

The yalidity component of the Certificate data type shall be as defined in ISO/IEC 9594-8) It sh3ll fix the time
interval of initial validity of the certificate according to 5.4.1. The settings of section 4,12,5 of IETF RFC 3280
apply.

7.7 | Certificate subject

For gll certificate subjects, the subject component of the Certificate data type according to ISQ/IEC 9594-8
shall consist of the same object identifier pointing to this International Standard.

NOTH To identify the subjects having certificates according to this International Standard, the
subjgctUniqueldentifier data type is used.

The gubject component of the Certificate data type according to ISO/IEC 9594-8 shall confgin only one
RelativeDistinguishedName with one AttributeTypeAndValue containing type and value figlds from the
scmiName information object (see ISO/IEC 9594-2).

7.8 | Certificate subject public key

The $ubjectPublicKeylnfo component of the Certificate data type shall be as defined in ISOJIEC 9594-8.
The fontent of this component shall comply with IETF RFC 3279. It is strongly recommendefd to use the
Secure Hash Algorithm 1 (SHA-1) as‘the one-way hash function and the Elliptic Curve Digifal Signature
Algorithm (ECDSA).

7.9 | Certificate issuer unigue identifier

The issuerUniqueldentifier component of the Certificate data type shall always be present. It $hall be used
to unliquely identify the~issuer of the certificate (see 5.2) among all entities according to this|International
Stanglard. It shall be ja bit string as defined in ISO/IEC 9594-8. It shall have a size of 32 |bits. The bit
assignment of the issuerUniqueldentifier is shown in Table 2.

Table 2 — Bit assignment of the unique identifier of a CA

Bit number Use
1 Indication if the entity is a CA. Value shall be 1.
2-8 Binary integer number n (0 < n < 127) as a pointer to a specific register of CA.
9-31 According to the rules of the register of CA indicated in bits 2 to 8.
32 Reserved for future use. Value shall be 0.
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icate subject unique identifier

The subjectUniqueldentifier component of the Certificate data type shall always be present. It shall be used
to uniquely identify the subject of the certificate (see 5.2) among all entities according to this International
Standard. It shall be a bit string as defined in ISO/IEC 9594-8. It shall have a size of 32 bits. The bit

assignment i

s as shown in Table 2 for CA-certificates and as shown in Table 3 for end entity certificates.

Table 3 — Bit assignment of the unique identifier of an end entity

Bit number Yse
1 Indication if the entity is a CA. Value shall be 0.
2-31 Assigned by the CA issuing the certificate.
32 Reserved for future use. Value shall be 0.
7.11 CA key identifier extension
The authorifyKeyldentifier extension according to ISO/IEC 9594-8 shall always be present. It shall identify
the key pair ¢f the CA being the issuer of the certificate, used to sign the cettificate (see 5.2 and 5.6.1). I shall

be assigned
same key id
keyldentifie
have size 2.

7.12 Certif

The subject

and certificat
public key be
certificate, its

by the certificate issuer and shall be unique among its key pairs. The issuer shall always us
entifier for the same key pair. The AuthorityKeyldentifier data type shall always includ
component and no other components. The Keyldentifier data type, being an octet string,

cate subject key identifier extension
Keyldentifier extension according to ISO/IEC 9594-8 shall always be present for CA-certifi

ing included in the certificate as the subject public key (see 5.2 and 7.7). In case of an end
value shall be assigned by the CA-issuing the certificate in such a way that every key pair

subject certified by the CA has a unique identifier. In case of a CA-certificate, the key identifier assign

the subject ¢
string, shall |

7.13 Exten

The extKey
include only
The current

7.14 Certif

f the certificate shall be used:(see 5.6.1). The SubjectKeyldentifier data type, being an
ave size 2.

ided key usage extension
Usage extension” according to ISO/IEC 9594-8 shall always be present. This extension

one KeyPurposeld data type indicating the version number of this International Stan
ersion_is.1/The extension shall be marked as non-critical.

cate policies extension

e the
e the
shall

cates

es for end entities being able to renew-their keys (see 5.4.3). It shall identify the key pair with the

entity
bf the
bd by
octet

shall
dard.

The certificate may include a certificatePolicies extension according to ISO/IEC 9594-8. It shall list the
certificate policies according to 5.5. If it is not present, then the certificate shall support all certificate policies
(corresponding to an empty in-list and ex-list).

If the certificate policies extension is present, then it shall contain a policyldentifier component with fixed
value {iso standard 20828}, indicating that the certificate policy is listed according to this International
Standard. The policyQualifiers component shall contain no other PolicyQualifierinfo data types than the
in-list and the ex-list.
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To define the in-list and the ex-list, the following information objects are specified and added to the
SupportedPolicyQualifiers information object set:

inList CERT-POLICY-QUALIFIER ::={

POLICY-QUALIFIER-ID scm-inList

QUALIFIER-TYPE ScmPolicy

}

exList CERT-POLICY-QUALIFIER ::= {

POLICY-QUALIFIER-ID scm-exList

QUALIFIER-TYPE ScmPolicy

}

To dg¢fine values of the PolicyQualifierinfo data type, only these two information objects_shall be used. Both
information objects may or may not be present. They are present at most once. At least one of them must be
present.

The $cmPolicy data type shall be as follows:

ScmPolicy ::= SEQUENCE SIZE (1..MAX) OF DataCategory

DataCategory ::= CHOICE {

combinedCategory SEQUENCE OF SimpleCategory, --Union of data categories in case of
-- the in-list, intersection of data categories in case of the ex-list -'see€ 5.5.1--

simpleCategory SimpleCategory

}

SimpleCategory ::= CHOICE {

stangardCategory StandardCategory,

userDefined UserDefinedCategory

}

StangdardCategory ::= CHOICE {

singleStandard SingleStandardCategory,

parametrizedStandard ParametrizedStandardCategory,

}

SingleStandardCategory »:= ENUMERATED {

exCqdeProt (0),

resistPhysAttack (1),

dete¢tPhysAttack (2);
repoftPhysAttack(3),
limitedAccess—(4),
privacy (5),
personalData (6),
vehi¢lelLocation (7),
inVehi )
software (9),
calibration (10),
vehicleRepair (11),
userAccess (12),
superAccess (13),
vehicleSafety (14)

}

ParametrizedStandardCategory ::= SEQUENCE {

name ParametrizedCategoryName,
number INTEGER

}
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dCategoryName ::= ENUMERATED {

securityClass (0),

eal (1),

pathVerification (2),
entitylnspection (3),
vehicleAccess (4)

}

UserDefinedCategory ::= CHOICE {

simpleUserCategory
categoryContained

categoryCo
}

CategoryCo
containedC
standardCat

--Used for c4

OCTET STRING,
CategoryContained,
I Cat Containi
tained ::= SEQUENCE {
tegory OCTET STRING,
egories SEQUENCE OF DataCategory (WITH COMPONENTS

{UserDefinedCategory ABSENT})

tegories in the ex-list. The containedCategory is in the intersection ofthe

-- standardGategories--

CategoryContaining ::= SEQUENCE {

containingClategory OCTET STRING,

standardCategories SEQUENCE OF DataCategory (WITH.COMPONENTS

--Used for c4

A description

7.15 Vehic

{UserDefinedCategory ABSENT})
tegories in the in-list. The containingCategory is in.the union of the standardCategories--

of the SingleStandardCategory and ParameétrizedCategoryName items is given in Table

e identification number extension

If the certificgte is an end entity certificate issued’by a vehicle manufacturer for a vehicle, it may include

extension. T]
ISO 3779 an
follows:

vin EXTENSJION ::

SYNTAX
IDENTIFIED

}

Vin ::= Print|
wi x| Y| 2))

his extension contains the Vehicle Identification Number (VIN) of the vehicle accordi

g 1SO 3780. It is added to the ‘ExtensionSet information object set in ISO 9594-8 and defin
={
Vin
BY scm-vin

hbleString (SIZE (17) ~ (1] 2| 3| 4] 5/ 6| 7| 8| 9| 0| Al Bl ¢| DI E| F| G| H| J| K| LI M| NI P| R| S| T| U| V

a vin
g to
bd as

If a certificate Tor a vehicle includes the VIN, then it shall be guaranieed that the device storing the private key,
corresponding to the subject public key in the certificate, can’t be detached from the vehicle with this VIN.

NOTE

A vehicle manufacturer issuing a certificate for a vehicle, as a whole, does not exclude issuing separate

certificates for specific equipment in the vehicle either by the vehicle manufacturer or by another CA, for instance by the

equipment ma

7.16 Pathi

nufacturer or a public authority.

nformation extension

Path certificates must include the pathinformation extension. This extension contains the validity and
certificate policy of the certification paths between the issuer and the subject. It is added to the ExtensionSet
information object set in ISO 9594-8 and defined as follows:
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pathinformation EXTENSION ::={
SYNTAX Pathinformation
IDENTIFIED BY scm-pathinformation

}

PathIinformation ::= SEQUENCE SIZE (1..MAX) OF CertificationPath
--For each certification path from the issuer to the subject one CertificationPath item has to be included--

CertificationPath ::= SEQUENCE {

validity Validity,
inList ScmPolicy OPTIONAL,
exLigt SemPolicy- OPTONAL
}

The VYalidity data type is as defined in 7.5. The ScmPolicy data type is as defined in 7.13.
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Annex A
(normative)

Security Certificate Management ASN.1 module definition

This annex collects all of the ASN.1 type, value, information object class and information object definitions
contained in this International Standard in the form of the ASN.1 module SecurityCertificateManagement.
With the exception of the ScmPathCertificate type, it only repeats those ASN.1 constructs contained in
Clause 7, where all explanation on their use is given. The purpose of this annex is to facilitat¢ the
implementatipn of the exchange of security certificates and security path certificates.

SecurityCertificateManagement {iso standard 20828} DEFINITIONS ::=
BEGIN

IMPORTS

SIGNED, Certificate, Version, CertificateSerialNumber, Algorithmldentifier, Validity,
SubjectPublicKeyinfo, Uniqueldentifier, Extensions, EXTENSION, authorityKeyldentifier,
subjectKeyldentifier, extKeyUsage, CERT-POLICY-QUALIFIER

FROM AuthenticationFramework {joint-iso-itu-t-ds(5) module(1) authenticationFramework(7) 4}

FROM InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 4};

ScmCertificate ::= Certificate (WITH COMPONENTS {..., version (v3), issuer (CONSTRAINED BY {
--There shalllbe only one AttributeTypeAndDistinguishedValue with type and value taken from the
--information|object-- ATTRIBUTE:scmName}), subject (CONSTRAINED BY {--There shall be only one
--AttributeType AndDistinguishedValue with type arnd-value taken from the information object
ATTRIBUTEfscmName}), issuerUniqueldentifier (SIZE (32)) PRESENT, subjectUniqueldentifier (SIZE
(32)) PRESHNT, extensions (CONSTRAINED/BY'{--The following extensions must be present
EXTENSION:authorityKeyldentifier, EXTENSION:subjectKeyldentifier, EXTENSION:extKeyUsage,
--The following extension shall not be present-- EXTENSION:pathiInformation}) PRESENT})

ScmPathCetrtificate ::= SIGNED {SEQUENCE {

version [0]\ Version (v1),

serialNumbeér CertificateSerialNumber,

signature Algorithmlidentifier,

subjectPubljcKeylnfo SubjectPublicKeylnfo,

issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier (SIZE (32)),

subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier (SIZE (32)),

extensions [3] Extensions (CONSTRAINED BY {--The following extensions must He
--present:-- EXTENSION:authorityKeyldentifier,
EXTENSION:subjectKeyldentifier, EXTENSION:extKeyUsage,
EXTENSION:pathinformation})

N

scmName ATTRIBUTE ::={

ID scm-standard

WITH SYNTAX NULL

}

inList CERT-POLICY-QUALIFIER ::= {

POLICY-QUALIFIER-ID scm-inList

QUALIFIER-TYPE ScmPolicy

}
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exList CERT-POLICY-QUALIFIER ::={

POLICY-QUALIFIER-ID scm-exList
QUALIFIER-TYPE ScmPolicy
}

ScmPolicy ::= SEQUENCE SIZE (1..MAX) OF DataCategory

DataCategory ::= SEQUENCE SIZE (1..MAX) OF SimpleCategory  --If more than one component, union
--of data categories in case of the in-list, intersection of data categories in case of the ex-list - see 5.5.1--

SimpleCategory ::= CHOICE {
stangardCategory————StandardCategory;

userDefined UserDefinedCategory

}

StangardCategory ::= CHOICE {

singleStandard SingleStandardCategory,
parametrizedStandard ParametrizedStandardCategory
}

SingleStandardCategory ::= ENUMERATED {

exCdqgdeProt (0),

resistPhysAttack (1),

dete¢tPhysAttack (2),
repoftPhysAttack (3),
limitedAccess (4),
privacy (5),
personalData (6),
vehig¢leLocation (7),
inVehicle (8),
software (9),
calibration (10),
vehi¢leRepair (11),
userficcess (12),

superAccess (13),

vehi¢leSafety (14)

}

ParametrizedStandardCategory ::= SEQUENCE {

name ParametrizedCategoryName,
number INTEGER

}

ParametrizedCategoryName ::= ENUMERATED {

securityClass (0),
eal (1),

path ification (2)
entitylnspection (3),
vehicleAccess (4)

}

UserDefinedCategory ::= CHOICE {

simpleUserCategory OCTET STRING,
categoryContained CategoryContained,
categoryContaining CategoryContaining

}

CategoryContained ::= SEQUENCE {

containedCategory OCTET STRING,
standardCategories SEQUENCE OF DataCategory
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--Used for categories in the ex-list. The containedCategory is in the intersection of the standardCategories.
--If a DataCategory type contains several SimpleCategory types, then the category is the union of the
--categories corresponding to the SimpleCategory types--

CategoryContaining ::= SEQUENCE {
containingCategory OCTET STRING,
standardCategories SEQUENCE OF SimpleCategory

--Used for categories in the in-list. The containingCategory is in the union of the standardCategories.--
--If a DataCategory type contains several SimpleCategory types, then the category is the intersection of the

--categories serresponding-to-the-SimpleCategory-types

vin EXTENSJION ::={
SYNTAX Vin
IDENTIFIED|BY scm-vin

}

Vin ::= PrintpbleString (SIZE (17) ~ (1] 2 3| 4| 5| 6| 7| 8 9| 0| Al Bl C| DI E| FI G| H| J| K| LI N| P| R| S| T| U| V
wl X| Y| Z))

pathInformation EXTENSION ::={
SYNTAX PathIinformation
IDENTIFIED(BY scm-pathinformation

}

PathIinformdtion ::= SEQUENCE SIZE (1..MAX) OF CertificationPath
--For each certification path from the issuer to the subject one CertificationPath item has to be included-

CertificationPath ::= SEQUENCE {

validity Validity,

inList ScmPolicy OPTIONAL,
exList ScmPolicy OPTIONAL
}

scm-standard OBJECT IDENTIFIER ::={iso standard 20828}
scm-inList QBJECT IDENTIFIER ::= {scm-standard 1}
scm-exList DBJECT IDENTIEIER ::= {scm-standard 2}

scm-vin OBJECT IDENTIFIER ::= {scm-standard 3}
scm-pathinformationnOBJECT IDENTIFIER ::= {scm-standard 4}

END
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