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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Roadworthiness testing is a part of a wider regime designed to ensure that road vehicles are kept
in a safe and environmentally acceptable condition during their use. This regime covers periodic
roadworthiness testing of vehicles and technical roadside inspections of vehicles used for commercial
road transport activities and provides a vehicle registration procedure allowing for the suspension of
a vehicle’s authorisation to be used in road traffic where the vehicle constitutes an immediate risk to
road safety. Periodic testing is the main tool to ensure roadworthiness. Technical roadside inspections
of commercial vehicles are merely complementary to periodic testing.

An
a dg
Sys

The
spe
layg
spe

EPTI system list, which is defined in ISO 20730-3, summarises ePTI-relevant systems arn
fined name (system), a unique identifier (ePTI system identifier) and a description for
em. All the definitions in this document refer to this ePTI system list.

ISO 20730 series is based on the Open Systems Interconnection (OSI) basic refere
cified in ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems

d specifies
each ePTI

nce model
into seven

rs. When mapped on this model, the application protocol and data link framework requirements

Cified /referenced in the ISO 20730 series are structured according to-Figire 1.

Figuire 1 illustrates a standard-based documentation concept, which-consists of the follg

clus

ters:

vehicle diagnostic communication framework: covers. all relevant basic vehicle
communication specifications of OSI layers 7, 6 and 5;

vehicle diagnostic communication use case framework: covers the master specificat
specifies the use cases and requirements of the subject matter of OSI layer 7;

presentation layer framework: covers all data'relevant specifications of OSI layer 6;

conformance test plan: covers the conformance test plan requirements of the use
communication requirements of OS] layers 7, 6 and 5;

lower OSI layer framework: covérs-all vehicle diagnostic protocol standards of OSI layers
1, which are relevant and referenced by the use case specific standard.

wing main

diagnostic

on, which

cases and

4,3,2and
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Figure 1 — ePTI document reference according to OSI model
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Road vehicles — Vehicle interface for electronic Periodic
Technical Inspection (ePTI) —

Part 1:
Application and communication requirements
1 (Scope
Thif document is applicable to road vehicles, where the electronic vehicle interface,is used tq perform a
tesf method that is part of a periodic technical inspection (ePTI).
Thif document describes use cases and specifies technical requirements inl prder to suppoit the ePTI-
relgvant vehicle safety system(s) checks during the periodic technical inspection via the| electronic
intdrface. This document references the ISO 14229 series, the unified'diagnostic services injplemented
on iiagnostic communication over controller area network (DoCAN) and the Internet protpcol (DolP)
alonmg with the required provision of data definitions.
Thetechnical requirements of diagnostic services and data defihitions of emissions-related systems are
spefified in other International Standards, for example, 1SO:15031 and ISO 27145. Other envi{ronmental
systems' ePTI use cases and technical requirements can'be considered in the future.
Thif document defines:
— |all requirements describing the vehicles¢ommunication functionality via the diaghostic link
connector related to ePTI, for example:
1) discovery of the ePTI data link;
2) discovery of the ePTI-relevant systems;
3) query of ePTIl-relevant systems’ information, including software identification, software
integrity, current dnd/or stored values;
4) query of ePTl4elevant systems’ error information;
5) activation of ePTI-relevant systems’ actuators or routines;
— |the use~cases about the individual vehicle communication functionality, for exaniple, query
identification information, command functional test method.
Thig doecument does not directly specify any type of test method or pass/fail criteria of the ePTI-
reldvant system during a PTI, but provides data, which may support PTI test methods

The document specifies:

terminology;

communication establishment between the ePTI external test equipment and the vehicle's ePTI-

relevant systems;

usage of a credentials-based authentication and authorisation mechanism between the ePTI

external test equipment and the vehicle;

protection against tampering of the defined ePTI methods;

© IS0 2021 - All rights reserved
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definit

ion of ePTI-relevant use cases:

ePTI external test equipment discovers available data identifier as specified in ISO 20730-3;

ePTIlexternal testequipment queries the ePTI-relevant system’s information, including software

numbers, software integrity information, current and/or stored values, self-test completion
status, system status, and error information (e.g. DTC and/or DID information);

eP

definit

TI external test equipment activates the ePTI-relevant system'’s actuators or routines;

ion of ePTI-relevant technical requirements;

ePTle

This docun
— proces
proces
standg

validat

2 Norm

The followj
constitutey
undated reg

[SO 11898
signalling

ISO 11898+

ISO 13400
protocol an

ISO 13400
vehicle inte|

ISO 13400
based high:

[SO 142291
[SO 142291

xternal test equipment minimum requirements.
hent excludes:

s definitions for performing the PTI check;

s and data definitions for off-board data provision;
rdised data exchange formats;

ionandverification of vehicle safety systemsaccordingto vehicle manufacturerspecificati

ative references

ing documents are referred to in the text in such @way that some or all of their con
requirements of this document. For dated refer€nces, only the edition cited applies.

L1, Road vehicles — Controller area networl’(CAN) — Part 1: Data link layer and phy;

2, Road vehicles — Diagnostic communication over Internet Protocol (DolP) — Part 2: Trans}
d network layer services

3, Road vehicles — Diagnostic communication over Internet Protocol (DolP) — Part 3: W
face based on IEEE 802.3

4, Road vehicles &-Diagnostic communication over Internet Protocol (DolP) — Part 4: Ethen
speed data link.connector

1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Application layer

2, Road-vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

2, Road vehicles — Controller area network (CAN) — Part 2: High-speed medium access unif

DI1S.

fent
For

ferences, the latest edition of the referenced do¢ument (including any amendments) applies.

ical

port

ired

net-

ISO 14229

3.-Road vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic service

b on

CAN implementation (UDSonCAN)

ISO 14229-5, Road vehicles — Unified diagnostic services (UDS) — Part 5: Unified diagnostic services on
Internet Protocol implementation (UDSonIP)

ISO 15031-3, Road vehicles — Communication between vehicle and external equipment for emissions-
related diagnostics — Part 3: Diagnostic connector and related electrical circuits: Specification and use

ISO 15765-2, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) — Part 2:
Transport protocol and network layer services
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ISO 15765-51, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) —
Part 5: Specification for an in-vehicle network connected to the diagnostic link connector

ISO 19689, Motorcycles and mopeds — Communication between vehicle and external equipment for
diagnostics — Diagnostic connector and related electrical circuits, specification and use

ISO 20730-32), Road vehicles — Vehicle interface for electronic Periodic Technical Inspection (ePTI) —
Part 3: Data definitions

SAE J1939-13, Off-Board Diagnostic Connector

3 |Terms and definitions

For|the purposes of this document, the terms and definitions given in ISO 14229-1."and th
apply.

[SOland IEC maintain terminological databases for use in standardization at thefollowing ac
— |ISO Online browsing platform: available at https://www.iso.org/obp

— |IEC Electropedia: available at http://www.electropedia.org/

31

crefdentials

data that are transferred to establish the claimed identity.of an entity

[SOPRCE: ISO/IEC 2382:2015, 2126254, modified — The notes to entry have been deleted.]
3.2

elec¢tronic periodic technical inspection

ePTI

stamdardised communication functionality utilising the electronic vehicle communicatio
sup]l))orting the PTI (3.8)

3.3

ePTI external test equipment

test
per

3.4
eP1

sys

Not
whi

Not

system external to the wehicle's diagnostic link connector, which uses serial commu
form ePTlI-relevant system;(3.4) assessments, measurements and control functions

I-relevant systéeni
em which is able to perform a function required to be tested during the PTI (3.8)

e 1 to entrys The ePTI system list (3.6), which is defined in ISO 20730-3, summarises safety-reley
Ch may.be part of a PTI test.

b 2"te 'entry: An ePTl-relevant system (3.4) consists of one or multiple ECUs with dedicated

e following

dresses:

h interface

nication to

ant systems

bensors and

acty

aters.

3.5

ePTI inspection module
container of one or more use cases related to the same subject

1
2)

©IS

Under preparation. Stage at the time of publication: ISO/FDIS 15765-5:2021.
Under preparation. Stage at the time of publication: ISO/DIS 20730-3:2021.
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3.6
ePTI system list
list of ePTI-relevant systems (3.4)

Note 1 to entry: It contains a basis of defined electronic systems to be tested via the electronic vehicle interface
as part of the PTI (3.8). The ePTI system list (3.6) specifies a defined name (system), a unique ID (ePTI system ID)
and a description for each ePTI-relevant system.

3.7
ePTI system identifier
unique identifier for an ePTI-relevant system (3.4)

3.8
periodic technical inspection
PTI
roadworthifiness testing at predefined intervals and authorized test facilities

Note 1 to erftry: Roadworthiness testing is part of a wider regime designed to ensure thatvehicles are kept|in a
safe and enyironmentally acceptable condition during their use.

[SOURCE: DIRECTIVE 2014/45/EC]

3.9
safety-rel¢vant system
vehicle sygtems and components, that when not operating to theirdesign criteria, affect the safetly of
the vehicle

3.10
system self-test completion status
finalised status of the on-board diagnosis of the ePTI-relévant system(s) (3.4)

3.11
technical ¢lassification
<use casex indication of the relevance of the,use case related to the communication between|the
vehicle’s ePTI-relevant system(s) (3.4) and(the ePTI external test equipment (3.3) as specified in fhis
document

3.12
use case
description of a system’s behaviour as it responds to a request that originates from outside that sysfem

[SOURCE: IISO 15118-1:2019,3.1.71, modified — The notes to entry have been deleted.]

3.13
conditional
mandatory if a ceFtain criterion is met

3.14
mandator
keyword indicating an item that is required to be implemented as defined in this document to claim
compliance with this document

[SOURCE: ISO/IEC 14776-113:2002, 3.3.3, modified — The word “standard” has been replaced by
“document”.]

3.15
optional
keyword indicating that the referenced item is not required to claim compliance with this document

Note 1 to entry: Implementation of an optional item should be as defined in this document.

4 © IS0 2021 - All rights reserved
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[SOURCE: ISO/IEC 15205:2000, 2.1.23, modified — The wording “keyword indicating that” has been
added; the word “standard” has been replaced by “document”; the last sentence in the definition has
been moved to Note 1 to entry.]

4 Symbols and abbreviated terms

For the purposes of this document, the abbreviated terms given in [SO 14229-1 and the following apply.

BP basic principle

CANID CAN identifier

DID data identifier

ePTI electronic periodic technical inspection
ECU electronic control unit

ETH external test equipment

IM inspection module
MsgParam message parameter

N/A not applicable

NR( negative response code

PDU protocol data unit

PTI periodic technical inspection

PosRspMsgParam positive response message parameter

REQ requirement

RedMsgParam request nessage parameter

RID routine identifier

RM repair and maintenance information
SEQ sequence

SF subFunction

uc use case

VIN vehicle identification number

VM vehicle manufacturer

5 How to read this document

5.1 Layout of the document

This subclause provides an overview about the structuring of the content of this document. Table 1
describes the layout of the main clauses in the document.

© IS0 2021 - All rights reserved 5
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Table 1 — Layout of the document

Overview of vehicle system requirements Clause/Subclause
Definition of ePTI inspection modules (IM) and basic principles (BP) Clause 6
Definition of use cases (UC) Clauses 7to 12
Technical requirements versus use cases coverage matrix Clause 13
Technical requirement statements to setup the vehicle data links Clause 14
ePTI applicption layer requirements related to diagnostic SErVICes WIth message se-  |Clause 1o
quence imglementation and examples
5.2 Use case structure explanation
Table 2 prjovides an overview about the use case structure and the elements aecompanied by an
example.
Table 2 — Use case structure
Title Use case number - Use case name
EXAMPLE UC 4.1 - Query vehicle identification number
Actor Entity in charge of performing the operation in the use case
EXAMPLE ePTI external test equipment.
Goal Definition of the purpose and objective of the uSecase
EXAMPLE UC 4.1 - Query vehicle identification number.
Input Definition of input information required to start the purpose and objective of the use case|
EXAMPLE VIN data identifier.
Output Definition of output information_expected to achieve the purpose and objective of the use
case
EXAMPLE VIN data.
Description Detailed description 0fthe sequence of steps to be performed to achieve the purpose and
objective of the usé case
EXAMPLE TheePTI external test equipment requests the VIN. The vehicle responds with
the VIN.
Technical Indication of the relevance of the use case related to communication between the vehicle’
classificatjon |ePTIl-relevant system(s) and the ePTI external test equipment (mandatory/conditional/op}
tional].
5.3 Reqpiréments statement structure
A requirement statement Is indicated by the 10llowlng notation:

REQ: requirement statement indication;

— X =main requirement statement number;

— Y =sub requirement statement number.

NOTE 1

A requirement statement table does not have a table title.

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=1024051e6997362bad081f8bb008a803

IS0 20730-1

:2021(E)

REQ |X.Y Clause/subclause reference - Category (optional) - Individual requirement statement name

The requirement statement description (one or multiple sentences) shall always include the word 'shall' and
uniquely specify what is required by whom. A reference to a document is included as a "NOTE #" by using the
description "... is defined in ...".

Only one requirement statement shall be stated in the requirement statement description.

EXAMPLE
ePTISystemldentifier.

NOTE 2 The DID (SupportedePTISystems) parameter is defined in ISO 20730-3.

The DID (SupportedePTISystems) parameter shall be used to request the supported

5.4

Figlire 2 shows an ePTI application example from ISO 20730-1. The three columns illustrate
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maiufacturer-specific data, etc.
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req

valyies provided by an external information source, for example, list of ePTI systems insta

ling

Thd
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ePTI application example

PTI step,
method, and
information/data.

step "Prepare” describes the process of providing off-board infermation necessary for |
I on a VIN-based access or other unequivocal identificationrmethod. Such information
repare the vehicle for PTI testing, for example, preconditions for ePTI self-tests, precor
I routines of activations, etc.

step "Proceed" covers the standardised interface*and the data definition for ePTI ch
nitions are specified in this document or in the’ vehicle manufacturer-specific doc
are required to establish and perform commuhication between the external test equ
vehicle, for example, communication requirements, authentication, standardised dg

step "Compare” describes the process for providing the reference values for ePTI che
lires data to perform a comparison-between the read-out data from the vehicle and th

software/variant references, thresholds, ePTI-relevant errors, etc.

step "Decide" describes-the method for deciding, whether to approve or reject the vehic
test, for example, pass/fail criteria, list of additional tests (manual/visual) to confirm t}
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Step Method Information/Data
\/ I
Off-board information 1
Prepare x/—\;
\/ [ I
— 2
( Standardised interface ) 1S0 20730-1 i
Proceed ( Data definition for ) = 3
— ePTI checks 1S0 20730-3 VM-specific J
| e Process for providing \ =
Compare the reference values for 5
P \_ ePTI checks ) . —
\v
\\/ . g r
4 Method for deciding ) .
Decide whether to approve or 6
\_ reject the vehicle ) \_/—\;
\\/

Key
1 informgtion required to prepare the vehicle to the PTI

2 informgtion required to establish and perform communication between the external test equipment and the
vehicle

3 standafgdised data required to collect and interpret ePTI inforfaation from the vehicle with the external|test
equipnjent

4 vehiclemanufacturer-specific data required to collect and interpret ePTI information from the vehicle with} the
externdl test equipment

5 data refjuired to perform a comparison between thie'read-out data from the vehicle and the reference values
providgd by an external information source

6  datarequired for deciding, whether the vehicle‘fails

NOTE Information/data of Key 1, 5, and.6 are not within the scope of the ISO 20730 series.

Figure 2 — ePTI application example

6 ePTI jnspectiommodules and use cases overview and principles

6.1 Basic pringciples

Basic prindiples-have been established as a guideline to develop this document.

— BP1:ePTl use cases describe the interaction between the ePTI external test equipment with an ePTI
application and the vehicle's ePTI-relevant system(s) utilising the vehicle's communication interface
at the diagnostic link connector.

— BP2: ePTI use cases of the same subject are combined in one ePTI inspection module.
— BP3: ePTI use cases are described from an external test equipment and vehicle point of view.

— BP4: ePTI use cases are described independently of the vehicle system group, for example, safety
systems.

— BP5: All communication messages are compatible with the ISO 14229 series.

— BP6: All data definitions are compatible with the ISO 14229 series.
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BP7: Sensors, internal signals, current and stored values, input/output controls and routines, which
are available in the vehicle via the diagnostic communication interface as specified in this document
and are assigned to a standardised identifier (DID, RID) in ISO 20730-3, are mandatory for applicable
use cases and interface requirements as specified in this document unless otherwise noted.

BP8: For DIDs, Routines and Input/Output controls as specified in ISO 20730-3, the defined format
shall not cause a change to the sensor(s)/actuator(s) range and resolution. The conversion is used
by the ePTI external test equipment to convert the data sent in the response message into a physical
value and is not a requirement on the actual sensor.

BP9: Requirements inherit the classification of the corresponding use cases.

BP10: A "REQ X.Y" requirement specifies a single requirement (not multiple).

BP11: Only diagnostic services and data that are within the scope of the ISO 20730
guaranteed to work in the context of ePTI.

BP12: This document specifies the support of periodic technical inspection of safe

systems in road vehicles.

ePTI inspection modules

Tabje 3 provides an overview of the main ePTI inspection modules and associated use cases

Table 3 — ePTI inspection modules and associated use cases

series are

Ly-relevant

Main title of the inspection
module (IM)

Use case reference

IM-1 - Discover ePTI data link and
ePTI-relevant system(s)

UC 1.1 -Piscover ePTI data link

UC 1:2,> Discover ePTI-relevant system(s)

IM-2 - Authentication, authorisation

U€2.1 - ePTI external test equipment authentication

UC 2.2 - Vehicle ECU authentication

IM-3 - Query available ePTI identifi?
er(s)

UC 3.1 - Query supported data identifier(s)

UC 3.2 - Query supported routine identifier(s)

UC 3.3 - Query supported input/output control identifie|

(s)

IM-4 - Query ePTI systenrinforma-
tion

UC 4.1 - Query vehicle identification number

UC 4.2 - Query vehicle odometer value

UC 4.3 - Query system's software number

UC 4.4 - Identify installed system's software integrity iy

formation

UC 4.5 - Query information from system

IM-5.-\Query system's self-test com-
plétion and error information

UC 5.1 - Query system's self-test completion status

UC 5.2 - Query system status and error information

I £

A el |

A cdea 4= 4= Ll bt
IvI=o ALLIVALT Sy SLTIIN S TUULLIITS,

input/output control(s)

Acades 4= 4= il e L)
ULl U. 1 ALLIVALT S YyOSLTIIT S TUULIIIT(S)

UC 6.2 - Activate system's input/output control(s)

7 IM-1 - Discover ePTI data link and ePTI-relevant system(s)

7.1 UC 1.1 - Discover ePTI data link
Table 4 defines the UC 1.1 - Discover ePTI data link.
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Table 4 — UC 1.1 - Discover ePTI data link

Title UC 1.1 - Discover ePTI data link
Actor ePTI external test equipment
Goal Discover the standardised ePTI data link supported by the vehicle utilising the vehicle’s

standardised diagnostic link connector according to either ISO 15031-3, ISO 13400-4,
ISO 19689 or SAE J1939-13.

Input The ePTI external test equipment tries to discover the data link according to this document.

Output The ePTI external test equipment has identified the data link according to this documerit,

The ePTI external test equipment displays an error message in case the ePTI data link
initialisation procedure failed as specified in this document.

Description The ePTI external test equipment is connected to the vehicle‘s diagnostic contiector.

The ePTI external test equipment starts the ePTI data link discovery procedure as
referenced in this document.

The ePTI external test equipment displays an error message in case\the ePTI data link
discovery procedure failed.

Technical Mandatory
classificatjon

7.2 UC 1.2 - Discover ePTI-relevant system(s)

Table 5 deffines the UC 1.2 - Discover ePTI-relevant system(s):

Table 5 — UC 1.2 - Discover.ePTI-relevant system(s)

Title UC 1.2 - Discover ePTI-relevant systém(s)

Actor ePTI external test equipment

Goal Discover vehicle's ePTI-relevant'systems' identifiers via the electronic interface in the vehjicle
as defined in ISO 20730-3 to determine relevant inspection modules for the vehicle under
test.

Input ePTI-relevant systemdata identifier as defined in ISO 20730-3

Output Discovered ePTIrelevant system identifier(s) and associated ECUs, which are required fof

ePTI communieation from each installed ePTI-relevant system. ePTI-relevant systems
installed in‘the vehicle identify themselves using the IDs defined in ISO 20730-3.

Description The ePFl'external test equipment uses the standardised ePTI-relevant system data identifier
as defined in ISO 20730-3 to request from the vehicle the reporting of the currently
supported ePTI-relevant system identifier(s) and associated ECUs.

Technical Mandatory
classificatjon

8 IM-2 - Authentication, authorisation

8.1 UC 2.1 - ePTI external test equipment authentication

Table 6 defines the UC 2.1 - ePTI external test equipment authentication.
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Table 6 — UC 2.1 - ePTI external test equipment authentication

Title UC 2.1 - ePTI external test equipment authentication

Actor ePTI external test equipment

Goal Authenticate the ePTI external test equipment against at least one ECU.

Input Valid credentials sent by the ePTI external test equipment to at least one ECU of the ePTI-
relevant system(s)

Output Atleastone ECU of the ePTlrelevant system{s}-sends-theresultof the authentication to the

ePTI external test equipment.

A positive authentication response message confirms the authenticity.

Description

The ePTI external test equipment uses credentials to authenticate against at leastjone of the

vehicle’s ECUs.

Atleast one ECU of the vehicle's ePTI-relevant system(s) respond-ith the result of the au-

thentication and if successful, grant access rights to all diagnostic-services and da
necessary to fulfil the use cases specified in this document.

a

Ted¢hnical
clagsification

Optional

8.2 UC 2.2 - Vehicle ECU authentication

Table 7 defines the UC 2.2 - Vehicle ECU authentication.

Table 7 — UC 2.2 - Vehicle ECU authentication

Tit|e UC 2.2 - Vehicle ECU authentication

Actior ePTI-relevant system(s)

Gogl Authenticate at least one’E€U of the ePTI-relevant system(s) against the ePTI extefnal test
equipment.

Ingut Valid credentials sentby at least one ECU of the ePTI-relevant systems to the ePTI|external
test equipment

Output The ePTI external test equipment sends the result of the authentication to at leastjone ECU of

the ePTI-relevant systems.

A positive’authentication response message confirms the authenticity.

Description

Atleast one ECU of the ePTI-relevant system(s) uses credentials to authenticate ag
eRTI external test equipment.

The ePTI external test equipment responds with the result of the authentication.

ainst the

Teg¢hnical
clapsification

Optional

9 IM-3 - Query available ePTI identifier(s)

9.1 UC 3.1 - Query supported data identifier(s)

Table 8 defines the UC 3.1 - Query supported data identifier(s).

Table 8 — UC 3.1 - Query supported data identifier(s)

Title UC 3.1 - Query supported data identifier(s)
Actor ePTI external test equipment
Goal Query the supported ePTI-relevant data identifiers (DID) from the vehicle.

© IS0 2021 - All rights reserved
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Table 8 (continued)
Input Standardised DID (as defined in ISO 20730-3) to request supported ePTI-relevant data
identifier(s) (DID) from the vehicle
Output Supported ePTI-relevant data identifiers (DID) from the vehicle as defined in ISO 20730-3
Description The ePTI external test equipment requests the ePTI-relevant data identifier(s) supported by
the vehicle.
The vehicle responds with the supported ePTI-relevant data identifier(s) (DID).
Technical Mandatory
classification

9.2 UC3.2 - Query supported routine identifier(s)

Table 9 deffines the UC 3.2 - Query supported routine identifier(s).

Table 9 — UC 3.2 - Query supported routine identifier(s)

Title UC 3.2 - Query supported routine identifier(s)

Actor ePTI external test equipment

Goal Query the supported ePTI-relevant system's routine identifier(s) (RID) from the vehicle.

Input Standardised DID (as defined in ISO 20730-3) to requestsupported ePTI-relevant routine
identifier(s) (RID) from the vehicle

Output Supported ePTI-relevant routine identifier(s) (RID) from the vehicle as defined in ISO 20780-
3

Description The ePTI external test equipment requests thelePTI-relevant system's routine identifier(s]
supported by the vehicle.
The vehicle responds with the supportedePTI-relevant system's routine identifier(s) (RID)).

Technical Mandatory

classificatjon

9.3 UC 3.3 - Query supported input/output control identifier(s)

Table 10 d¢fines the UC 3.3 - Query supported input/output control identifier(s).

Table 10 — UC 3.3~ Query supported input/output control identifier(s)

Title UC 3.3 - Query supported input/output control identifier(s)

Actor ePTI external test equipment

Goal Query the supported ePTI-relevant system's input/output control identifier(s) (DID) from fthe
vehicle.

Input Standardised DID (as defined in ISO 20730-3) to request supported ePTI-relevant input/
output control identifier(s) (DID) from the vehicle

Output Supported ePTI-relevant input/output control identifier(s) (DID) from the vehicle as defined
in ISO 20730-3.

Description The ePTI external test equipment requests the ePTI-relevant system's input/output control
identifier(s) supported by the vehicle.
The vehicle responds with the supported ePTI-relevant system's input/output control
identifier(s) (DID).

Technical Mandatory

classification
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10 IM-4 - Query ePTI system information

10.1 UC 4.1 - Query vehicle identification number

Table 11 defines the UC 4.1 - Query vehicle identification number.

Table 11 — UC 4.1 - Query vehicle identification number

Title UC 4.1 - Query vehicle identification number
Actor ePTI external test equipment

G0+l Query the vehicle identification number (VIN).
Inﬂut VIN data identifier as defined in ISO 20730-3
Output VIN data

Description

The ePTI external test equipment requests the VIN.
The vehicle responds with the VIN.

Teg¢hnical
clapsification

Mandatory for at least one system

10.2 UC 4.2 - Query vehicle odometer value

Tabje 12 defines the UC 4.2 - Query vehicle odometer value.

Table 12 — UC 4.2 - Query vehicle odometer value

Title UC 4.2 - Query vehicle odometer value

Actlor ePTI external test equipment

Goal Query the vehicle odometer value.

Ingut Odometer data identifier.as defined in ISO 20730-3
Output Displayed vehicle odpnieter value

Description

The ePTI external test equipment requests the vehicle odometer value.

The vehicle responds with the displayed vehicle odometer value.

Teg¢hnical
clapsification

Mandatory(for-at least one system

10.3 UC 4.3 - Query system's software number

Tabje 13 definé&s-the UC 4.3 - Query system's software number.

Table 13 — UC 4.3 - Query system's software number

Title UC 4.3 — Query system's software number

Actor ePTI external test equipment

Goal Identify the currently installed ePTI-relevant systems/ECU(s) with their current software
number.

Input Software number data identifier as defined in ISO 20730-3 and vehicle manufacturer-specific
services/data identifier(s) for non-standardised services/DID(s)

Output Queried software number from each installed ePTI-relevant system/ePTI-relevant system
ECU

© IS0 2021 - All rights reserved
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Table 13 (continued)

Description

The ePTI external test equipment requests software number identification about the
ePTI-relevant systems/ECU(s). In case of using vehicle manufacturer-specific services/data
identifier(s) for non-standardised services/DID(s), all information to identify the ECUs
software will be requested.

The standardised software number as defined in ISO 20730-3 differentiates at least all
safety-relevant changes of the ePTI-relevant system software.

The vehicle responds with the current software number identification of each installed

ePTI-relevant system/system ECU. In case of using vehicle manufacturer-specific
services/data identifier(s) for non-standardised cprvi(‘pc/n]n(c) the software version

number is provided by the vehicle.

Technical
classificatjon

If at least one (standardised or proprietary) software number related to ePTI-relevant sys-
tems is available in the vehicle via the electronic interface as specified in this document, the
use case is mandatory.

— Inthe case of standardised data: Implementation is via the electronic,interface functipn.

— Inthe case of proprietary data: Implementation is the vehicle manufacturer’s proprietiary
access to data via the electronic interface.

10.4 UC 4.4 - Identify installed system's software integrity information

Table 14 ddfines the UC 4.4 - Identify installed system's software intégpity information.

Table 14 — UC 4.4 - Identify installed system's software integrity information

classificatjon

Title UC 4.4 - Identify installed system's software ititegrity information

Actor ePTI external test equipment

Goal Identify the software integrity information (e.g. status OK/NOK, checksum, possibly multiple
values for one system) of each ePTI:r€levant system equipped in the vehicle.

Input Software integrity access information
ePTI-relevant system softwdre integrity information

Output Queried ePTI-relevant system software integrity information (e.g. status OK/NOK,
checksum, possibly multiple values for one system) from each ePTI-relevant system

Description The ePTI external test equipment queries the software integrity information (e.g. status
OK/NOK, checksumr, possibly multiple values for one system) of each ePTI-relevant systen
equipped in thewehicle.

Technical If at leastene’(standardised or proprietary) software integrity information related to

ePTI-relevant systems is available in the vehicle via the electronic interface as
specified in this document, the use case is mandatory.

—Jn the case of standardised data: Implementation is via the electronic interface functipn.

— Inthe case of proprietary data: Implementation is the vehicle manufacturer’s proprietary
access to data via the electronic interface.

NOTE The system integrity mechanism can be vehicle-manufacturer specific.

10.5 UC 4.5 - Query information from system

Table 15 defines the UC 4.5 - Query information from system.

Table 15 — UC 4.5 - Query information from system

Title UC 4.5 - Query information from system

Actor ePTI external test equipment

Goal Query ePTI-relevant system(s) information, for example, current and/or stored values.
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Table 15 (continued)

Input Data identifier(s) as defined in ISO 20730-3 and vehicle manufacturer-specific data
identifier(s) for non-standardised DID(s)

Output Current and/or stored values of ePTI-relevant system(s)

Description The ePTI external test equipment requests ePTI-relevant system(s) information by data
identifier.
The vehicle responds with the requested ePTI-relevant system(s) current and/or stored
values.

Technical If relevant current or stored value related to ePTI-relevant systems are available in the vehi-

clapsification |cle via the electronic interface as specified in this document, the use case is mandgtory.

— Inthe case of standardised data: Implementation is via the electronic interfade function.

— Inthe case of proprietary data: Implementation is the vehicle manufacturer’s proprietary
access to data via the electronic interface.

11{IM-5 - Query system's self-test completion and error information

11.1 UC 5.1 - Query system's self-test completion status

Table 16 defines the UC 5.1 - Query system's self-test completiendstatus.

Table 16 — UC 5.1 - Query system's self-test completion status

Title UC 5.1 - Query system's self-test completion status

Actjor ePTI external test equipment

G0+l Query information about the system self-test completion status of the ePTI-relevapt systems.
Indut System self-test completion status data identifier as defined in ISO 20730-3

Output Current system self-test campletion status of the requested ePTI-relevant system [system

self-test completed or4at)

Description

The ePTI external test’equipment requests the ePTI-relevant system's self-test
completion status,

The vehicleresponds with the current system self-test completion status of each gPTI-
relevant system.

The system self-test completion status indicates, whether the ePTI-relevant systein's self-test
is conipleted or not.

Te¢hnical Mandatory
clapsification
NOTE If-a” self-test is not completed then additional information is provided offline to allow a system

ass¢ssment. The additional information is proprietary and therefore not in the scope of this document.

11.2 UC5.2 - Query system status and error information

Table 17 defines the UC 5.2 — Query system status and error information.

Table 17 — UC 5.2 - Query system status and error information

Title UC 5.2 - Query system status and error information

Actor ePTI external test equipment

Goal Get the ePTI system status and the standardised or vehicle manufacturer-specific error
information (e.g. DTC and/or DID information) of the ePTI-relevant system.

Input ePTI system status data identifier as defined in ISO 20730-3 and error information (e.g. DTC
and/or DID information)

© IS0 2021 - All rights reserved 15


https://standardsiso.com/api/?name=1024051e6997362bad081f8bb008a803

IS0 20730-1:2021(E)

Table 17 (continued)

Title UC 5.2 - Query system status and error information

Output ePTI system status of the ePTI-relevant system and standardised or vehicle
manufacturer-specific error information (e.g. DTC and/or DID information) of the ECU(s)

Description The ePTI external test equipment requests the ePTI system status of the ePTI-relevant
systems and/or the error information (e.g. DTC and/or DID information) of the ECU(s).
The vehicle responds with the requested information.

Technical Mandatory

classification

12 IM-6 |- Activate system's routines, input/output control(s)

12.1 UC 4.1 - Activate system's routine(s)

Table 18 de¢fines the UC 6.1 - Activate system's routine(s).

Table 18 — UC 6.1 - Activate system's routine(s)

Title UC 6.1 - Activate system's routine(s)
Actor ePTI external test equipment
Goal Control (activate/deactivate) the execution of ePTI-relevant system(s) routine(s).
Input ePTI-relevant server's routine(s) identifier as defined in ISO 20730-3
Output Execution of the ePTI-relevant system(s) routine’and routine status
Description The ePTI external test equipment controls an ePTI-relevant system(s) routine.
The description of necessary preconditions for the activation is not part of this document,
Technical Conditional - Only required, if systemroutines, which are part of an ePTI-relevant system

classificatjon

are assigned to a standardised routine identifier (RID) as defined in ISO 20730-3.

NOTE The main use of the activation of_system's routines and input/output controls is to check|the
functionalitfy which might not be covered by the vehicle's self-diagnosis (e.g. the function is permangntly

deactivated)) or the verification of a potential defect is detected by other means.

12.2 UC 4.2 - Activate systenis input/output control(s)

Table 19 d¢fines the UC 6.2Activate system's input/output control(s).

Table 19 — UC 6.2 - Activate system's input/output control(s)

Title UC'6.2 - Activate system's input/output control(s)

Actor ePTI external test equipment

Goal ContretH{activate/deactivaterthe-executionofePHrelevantsystem{sHaputioutprteon
trol(s).

Input ePTI-relevant server's input/output controls data identifier as defined in ISO 20730-3

Output Execution of the ePTI-relevant system(s) input/output control(s) and input/output control
status

Description The ePTI external test equipment controls an ePTI-relevant system(s) input/output control.
The description of necessary preconditions for the activation is not part of this document.
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Table 19 (continued)

Technical Conditional - Only required, if system input/output control(s), which are part of an ePTI-
classification |relevant system, are assigned to a standardised input/output control identifier (DID)
as defined in ISO 20730-3.

NOTE The main use of the activation of system's routines and input/output controls is to check the
functionality which might not be covered by the vehicle's self-diagnosis (e.g. the function is permanently
deactivated) or the verification of a potential defect is detected by other means.

13 Overview of vehicle system rpqnirpmpnfc

13.1 ePTI external test equipment and vehicle message exchange sequencé

Figlire 3 shows the ePTI external test equipment and vehicle message exchange sequence.
DoCAN DolP

ePTI UC 1.1 Discover ePTI data link ePTI UC 1.1 Discover ePTl data link
external test | REQs Setup vehicle's DoCAN data . . external test

REQs Setup vehicle's DolP data
equipment | link framework equipment

link franfework . .
I

tup ePTI external test Setup ePTI external test,

[

[Setup vehicle's DoCAN dat: Setup ehicle's DolP data

o -u'!pment DoCAN data link framework equipment DolIP data link’ link framework
link framework framework
1 Functional request to ePTI-relevant systems ~ —| {C 1.2 Discover ePTI system(s) 1 Functional request to ePTI-relevant systems >
REQs Report ePTI-relevant
2 |e Positive response from ePTI master system(s) 2¢ le Positive request from ePTI master
or individual ECUs or individual ECUs
ty \ A t ¥ \ s

Data link discovery/finished

external test
() ()

equipment

| Optional - Multiple requests ePTl-external test equipment authentication, N

Optional - Multifle réquests ECU authentication UC 2.1 ePTI external test equipment authenticdtion

loop per REQs ePTI external test equipment authenticafion

Ecu Optional - Multin] PTI xt 1 test equi ¢ authenticati UC 2.2 ECU authentication
¢ Optional - Multiple responses ePTI external test equipment authentication, | ppog ECU authentication

Optional - Multiple responses ECU authentication

5 ——————— Request supported data identifier(s) ——————p/ . .
UC 3.1 Query supported data identifier(s)
REQs Report rted data identifi

6 |€———=—— Positiveresponse supported data identifier(s) RERenerproreddazidentiziC)

R t ted tine identifi »
equest supported routine identifier(s) UC 3.2 Query supported routine identifier(s)

. . REQs Report supported routine identifier(s)
|[€——————————— Positive or negative response

% 5 |—————— Request supported input/output control identifier(s) ————»| BB Oy e MG el e

ECU REQs Report supported input/output control identifier(s)
6 |€&——— Positive or negative response ———————

af w1

UC x.y Any other use case
REQ(s) Any other requirement(s)

\A: ty

Figure 3 — ePTI external test equipment and vehicle message exchange sequence

13.2 Technical requirements and use case coverage

Table 20 provides an overview about the technical requirements, associated requirement number and
use case coverage. The "SEQ" column represents the order of requirements as they should occur in the
communication between the vehicle and the ePTI external test equipment. The "REQ" column shows
the requirement number for reference purposes by other documents. The "Technical requirement title"

© IS0 2021 - All rights reserved 17


https://standardsiso.com/api/?name=1024051e6997362bad081f8bb008a803

IS0 20730-1:2021(E)

column contains the main title of the related requirement. The "Use case # and title" column lists all use
cases related to the requirement in the same row.

Table 20 — Technical requirements and use case coverage

SEQ REQ Technical requirement title Use case # and title
8.1t0 8.9 |[Setup vehicle's DoCAN data link framework |UC 1.1 - Discover ePTI data link
8.10 to 8.16 |Setup vehicle's DolP data link framework UC 1.1 - Discover ePTI data link
—a 8.17 Choice of DoCAN and DolP data link in the UC 1.1 - Discover ePTI data link
vehicle
—a 7] to7.2 |Applicable ISO 14229-1 UDS functionality N/A
2 7.8to 7.12 |ReadDataByldentifier - Report ePTI-relevant [UC 1.2 - Discover ePTI-relevant-systenis
system(s)
3 7.8to 7.6  |ePTI external test equipment authentication |[UC 2.1 - ePTI external test'equipment
authentication
3 7.7 ECU authentication UC 2.2 - Vehicle ECWyauthentication
4 7.1B to 7.17 |ReadDataByldentifier - Report ECU UC 3.1 - Query stpported data identifi¢r
supported data identifier(s)
4 7.18to 7.22 |ReadDataByldentifier - Report ECU UC 3.2 - Query supported routine
supported routine identifier(s) identifi€ps
4 7.2B to 7.27 |ReadDataByldentifier - Report ECU UC 3-8+ Query supported input/outpu
supported input/output control identifier(s) |control identifiers
N/A | 7.2Bto 7.32 |ReadDataByldentifier - Report VIN from ECU%UC 4.1 - Query vehicle identification
number
N/A | 7.3Bto 7.37 |ReadDataByldentifier - Report vehicle UC 4.2 - Query vehicle odometer value
odometer value
N/A | 7.3Bto 7.39 |ReadDataByldentifier - Report vehicle's ePTI |UC 4.3 - Query system's software number
system's software number(s)
N/A | 74D to 745 |ReadDataByldentifier - Reportinformation |UC 4.4 - Identify installed system's
from system software integrity information
UC 4.5 - Query information from systemn
N/A | 74pto7.51 |ReadDataByldentifier - Report vehicle's UC 5.1 - Query system's self-test
ePTI system self-fest completion and system |completion status
status UC 5.2 - Query system status and errof
information
N/A | 7.5R to 7.62 |RoutineControl - Activate system's routines |UC 6.1 - Activate system's routines
N/A | 7.6Bto7.73 |InputOutputControlByldentifier - Activate UC 6.2 - Activate system's input/outpuft
system's input/output controls controls
a  Empty.
14 Applicatiom (APP)

14.1 Setup vehicle's DoCAN data link framework

The requirements specified in this subclause are applicable if a DoCAN data link framework is used for

ePTI

The applicable use case is: UC 1.1 - Discover ePTI data link.

REQ |8.1 APP - Setup vehicle's DoCAN data link framework - DoCAN diagnostic link connector

The vehicle shall meet the requirements stated in ISO 15031-3.

18
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connector

REQ [8.2 APP - Setup vehicle's DoCAN data link framework - DoCAN connection on diagnostic link

transport and network layer.

assignment to support DoCAN.
IS0 15031-3 (Type A or B):

The vehicle shall support the ISO 11898-1, ISO 11898-2 CAN, ISO 15765-5 data link and ISO 15765-2 DoCAN

The vehicle shall have installed at least one of the following diagnostic link connectors with the according pin

— pim6CANHtimeamd
— | pin 14: CAN_L line.
SAK J1939-13 (Type 2):

— | pin C: CAN_H line; and
— | pin D: CAN_L line.
1S0[19689:

— | pin 2: CAN_H line; and
— | pin 5: CAN_L line.

In dase a vehicle is equipped with more than one diagnostic link conni€ctor, then the ePTI initialisati
qugnce shall be supported via only one diagnostic link connector

pn se-

REQ) | 8.3 APP - Setup vehicle's DoCAN data link framework - DoCAN configuration of 29-bit CAN|D protocol
Th¢ vehicle shall use the following DoCAN configuration:
— | bit rate: 500 kbit/s;
— | definition of 29-bit CAN identifiers: see Table 21.
Table 21 — Summary of 29-bit CAN identifier format — Normal fixed addressipng
Bit position
Message type 28to24 | 23to 16 a’l“i::irliests :(;)(111:::5 Description
(TA) (SA)

Functional request 1844 DBy¢ DO0yg F9,c, |SA=ePTlexternal test equipment

TA = all ePTI-relevant servei|(s)/ECU(s)
Physical reqdest 184 DA ¢ TA F9;s |SA =ePTl external test equipment

TA = one ePTI-relevant servgr/ECU
Physical'response 1846 DA4q F946 SA SA = one ePTlI-relevant servgr/ECU

TA = ePTI external test equipment

of ECUs

REQ [8.4 APP - Setup vehicle's DoCAN data link framework - DoCAN 29-bit CANID maximum number

The vehicle shall have less than 240 ePTI-relevant system servers/ECUs installed.

REQ | 8.5 APP - Setup vehicle's DoCAN data link framework - DoCAN normal fixed addressing format

according to ISO 15765-5.

The vehicle interface(s) to the ePTI external test equipment shall only use the normal fixed addressing format

© IS0 2021 - All rights reserved
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REQ [8.6

APP - Setup vehicle's DoCAN data link framework - DoCAN functional addressing

The vehicle
fined for eP

shall support REQ 7.8 to REQ 7.12 Report ePTI-relevant system(s) with functional addressing de-
TI-relevant servers/ECUs. For other services, functional addressing is not required.

REQ |8.7

APP - Setup vehicle's DoCAN data link framework - DoCAN physical addressing

The ePTlI-relevant server(s)/ECU(s) shall be able to process physical addressed services (request message).

REQ [8.§

APP - Setup vehicle's DoCAN data link framework - Size of A_PDU in the requestmessage

NOTE 1 ]

The ePTI-r¢levant server(s)/ECU(s) shall be able to process physical addressed services (requestinessage) with
a maximunp of 20 application data bytes (A_PDU size).

he ECU can respond to longer requests, i.e. certificates.

REQ (89
de

finition in defaultSession

APP - Setup vehicle's DoCAN data link framework - DoCAN application message timing

The DoCA
following d|

For the par
equipment
- PZclien
— Pp2*

clie

NOTE2 ]
response of

NOTE 3 H
manufactur

N application message timing definition in the defaultSession shall be in accordance with [the
efinitions.

hmeters which are standardized in ISO 20730-3, the vehicle shall be able to support an external fest
with the following timings:

=5000 ms;
[, =10 000 ms.

SO 20730-3 does not define standardised PDUs with a total length of diagnostic request fand
more than 4 Kbyte.

or vehicle manufacturer-specific diagnostic services, the communication parameters defined by the velficle
b1 are applicable.

14.2 Setu

The requir
ePTL

The applic

p vehicle's DoIP data link framework

ements specified’in this subclause are applicable if a DolP data link framework is used for

hble use.€ase is: UC 1.1 - Discover ePTI data link.

REQ 8.1

0 APP' - Setup vehicle's DolP data link framework - DoIP diagnostic link connector

The vehicl

shall meetthe rnr}nirnmpnfe statedin IS0 13400-4.

REQ |8.11 APP - Setup vehicle's DoIP data link framework - DoIP configuration of protocol

ISO 13400-

The vehicle shall use the DolP configuration and shall meet the requirements stated in ISO 13400-2 and

3.

20
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REQ |8.12 APP - Setup vehicle's DolIP data link framework - DoIP logical address

The vehicle shall use the logical address assignments according to ISO 13400-2. According to this document,
the DolP logical source and target addresses for functional and physical request and response message shall be
as specified in Table 22.

Table 22 — DolP logical address assignment

Addressing Target address |Source address Description
—message-type tFA) {54)

Furctional request E00144 0E014 SA = ePTI external test equipthenit

TA = all ePTI-relevant server(s)/HCU(s)
Physical request YYXX;62 0E01,4 SA = ePTI external test.equipmenjt

TA = one ePTI-relevant server/EqqU
Physical response 0E014¢ YYXX;62 SA = one ePTIsmelevant server/EQU

TA = ePTLexternal test equipment
aYYXX,4 range from 0001, to ODFF,, or 10004 to 7FFF .

REQ |8.13 APP - Setup vehicle's DolIP data link framework -*DolP functional addressing

Th¢ vehicle shall support REQ 7.8 to REQ 7.12 Report ePTI-rélevant system(s) with functional addrefsing de-
fingd for ePTI-relevant servers/ECUs. For other services, fimctional addressing is not required.

REQ |8.14- APP - Setup vehicle's DolIP datalink framework - DolP physical addressing
The ePTI-relevant server(s)/ECU(s) shall be.able to process physical addressed services (request megsage).

REQ |8.15 APP - Setup vehicle's DolP data link framework - Size of A_PDU in the request mgssage

Th¢ ePTI-relevant server(s)/ECU(s) shall be able to process physical addressed services (request mefgsage) with
a maximum of 20 application data bytes (A_PDU size).

NOTE1  The ECU canrespond to longer requests, i.e. certificates.

REQ) |8.16.APP - Setup vehicle's DolP data link framework - DoIP application message timing
definition in defaultSession

The DolP application message timing definition in the defaultSession shall be in accordance with the following
deftaitions:

For the parameters which are standardised in ISO 20730-3, the vehicle shall be able to support an external test
equipment with the following timings:

— Pé6client=5 000 ms;
—  Pé6*client =10 000 ms.

NOTE 2  For vehicle manufacturer-specific diagnostic services, the communication parameters defined by the vehicle
manufacturer are applicable.

NOTE 3 These timings can only be achieved if the total length of diagnostic request and response is smaller than
4 kbyte. Thus, ISO 20730-3 does not define standardised services greater than this boundary.
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The application message timing definition specified in this subclause ensures that an

ISO 20730-1-compliant vehicle can respond within its response performance required.

14.3 Choice of DoCAN and DolIP data link in the vehicle

The requirement specified in this subclause is applicable to the mixture of ePTI-relevant system
servers/ECUs across both data links, DoCAN and DolP.

REQ |8.17 APP - Choice of DoCAN and DoIP data link in the vehicle

Following the successful initialisation of one data link the vehicle shall provide all ePTI-relevant information
on this dat§ Iink.

15 Application layer (AL)

15.1 Applicable ISO 14229-1 UDS functionality

The requirgments specified in this subclause are applicable to ISO 14229-1 UDSfunctionality.

REQ |7.1{AL - Applicable ISO 14229-1 UDS functionality - ePTI-relevant system applicable diagnostjic

selnvices

If implemented, the vehicle interface(s) to the ePTI-relevant systems shall be\in accordance to the services,
subFunctions and data ranges as they are applicable for an implementation according to ISO 14229-3 UDSon
CAN or ISO[14229-5 UDSonlP as specified in Table 23.

REQ |7.2/AL - Applicable ISO 14229-1 UDS functionality No use of Authentication subFunction

transmitCertificate

The ISO 14229-1 authentication service, subFunctionitkansmitCertificate shall not be used for the purpose of
this documgnt.

Table|23 — ISO 14229-1 Unified diagnostic services applicable to ePTI-relevant systems
de- extendl-
Diagnostic service name subFunction Data range fault-Ses-
. ed-Sessjon
sion
ReadDataBjyldentifier NYA — IS0 20730-3 % %
— VM-specific
Authenticafion? All subFunctions except N/A X X
subFunction transmitCertificate
SecuredDataTransmission [N/A N/A N/A X
InputOutpytEorntrol-By- 0044 = returnControlToECU —1S0 20730-3
Identifier N/A X
U375 = shortlermAdjustment — VM-Specilic
RoutineControl 01,4 = startRoutine
—1S020730-3
02,4 = stopRoutine Xb X
— VM-specific
03,4 = requestRoutineResults
ReadDTCInformation Vehicle manufacturer selects —1S0 20730-3
subFunction from IS0 14229-1 - X X
— VM-specific
DiagnosticSessionControl |01;4 = defaultSession
N/A X X
03,4 = extendedDiagnosticSession
SecurityAccess All subFunctions¢ N/A N/A X
TesterPresent zeroSubFunction N/A X X
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Table 23 (continued)

de-
Diagnostic service name subFunction Data range fault-Ses- ((iaxten(_i-
sion ed-Session

a  The authentication service is defined in ISO 14229-1.

b Secured routines require a SecurityAccess service and therefore, a non-default diagnostic session. A routine
that requires to be stopped actively by the client also requires a non-default session.

¢ SubFunctions are vehicle-manufacturer specific.

NOTE

15.2 Authentication

15.2.1 Requirements definition — ePTI external test equipment authentication

Table 23 shows a superset of appticablie diagmostic SETrviITes.

The implementation requirements of ePTI external test equipment authentication specify tlhe message

seqpence and relevant requirements.

The applicable use case is: UC 2.1 - ePTI external test equipment authentication.

REQ |7.3 AL - ePTI external test equipment authentication - General requirement #1

The authentication of the ePTI external test equipment against.thé ECU(s) shall be in accordance to |
1 s¢rvices “Authentication” or “SecurityAccess”.

SO 14229-

REQ |7.4 AL - ePTI external test equipment authentication - General requirement #2

NO[TE

If the ePTI external test equipment has sent valid*ePTI or appropriate RMI credentials, the vehicle
accpss rights to the ePTI external test equipment for at leasta the safety-relevant content, which is a
velficle repair, maintenance or PTI including:the reading of:

— | on-board DTC information and/ox{ estror DID information, and
— | current and/or stored values.

Th¢ vehicle shall grant access to/at least the activation of routine(s) and input/output controls ag
[S0[20730-3 and used for repair, maintenance or PTI purposes.

It i strongly recommendedto use the same algorithm as for other diagnostic use cases.

All reléyvant credentials required by the ePTI external test equipment are delivered offline.

shall grant
so used for

defined in

a2 [More information beside safety-relevant content may be provided for simplicity of ECU implementations
proyides safety<and comfort-relevant content).

(e.g. an ECU

REQ

7.5 AL - ePTI external test equipment authentication - Allowed security concepts for using
service “Authentication”

Authentication shall be implemented using PKI certificate exchange (APCE).

REQ |7.6 AL - ePTI external test equipment authentication - Publication of used algorithms

If an algorithm is used for authentication, its reference shall be published in the object identifier (OID) reposi-

tory http://oid-info.com/ according to ISO/IEC 9834-1 under the node being used for vehicle system and exter-
nal test equipment diagnostic authentication.

© IS0 2021 - All rights reserved
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15.2.2 Requirements definition — ECU authentication

The implementation requirements of ECU authentication specify the message sequence and relevant
requirements.

The applicable use case is: UC 2.2 - Vehicle ECU authentication.

REQ |7.7 AL - ECU authentication - Vehicle ECU authentication
The authentication of the ECU(s) against the ePTI external test equipment shall be in accordance to ISO 14229-1.

NOTE All relevant credentials required by the ePTI external test equipment are delivered offline.

15.3 ReagDataByldentifier — Report ePTI-relevant system(s)

15.3.1 Rejguirements definition — Report ePTI-relevant system(s)

The implerpentation requirements of report ePTI-relevant system(s) specify the message sequence and
relevant regquirements.

The applicable use case is: UC 1.2 - Discover ePTI-relevant system(s).

REQ |7.8 AL - Report ePTI-relevant system(s) - General requirement

The vehiclg shall report the ePTISystemldentifier of each ePTI-relevant system supported by an ePTI-relevant
server/ECY upon an ePTI external test equipment functional request message using the standardised DID
(SupportedePTISystems) as defined in ISO 20730-3.

REQ |7.9 AL - Report ePTI-relevant system(s) - Request'and response message processing

After the syccessful reception and processing of the ReadDataByldentifier functional request message, the
vehicle's eHTI-relevant server(s)/ECU(s) shall send a ReadDataByldentifier positive response message as
specified in] Table 24.

REQ |71|0 AL - Report ePTI-relevantsystem(s) - MsgParam - DID (SupportedePTISystems)
The DID (SlllpportedePTISystems) parameter shall be used to request all supported ePTISystemlIdentifier.

NOTE The DID (SupportedePTISystems) parameter is defined in ISO 20730-3.

REQ |7.1]1 AL - Report ePTI-relevant system(s) - PosRspMsgParam - dataRecord
This dataRg¢cord shall contain one grouping of the requested ePTISystemldentifier.

REQ |71ML;ReanLeEU1dﬂzam;smm(s);EuqustgBaxam;eEﬂSgsmmmnﬂer_

The ePTISystemldentifier parameter shall identify each supported ePTI-relevant system.

All ePTISystemldentifier are defined in 1ISO 20730-3.

15.3.2 Message sequence implementation requirements — Report ePTI-relevant system(s)

Table 24 defines the report ePTI-relevant system(s).
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Table 24 — Report ePTI-relevant system(s)

Length A_PDU definition REQ | Cvt
1 byte ReadDataByldentifier request message SID 79 M
2 byte DID = SupportedePTISystems 7.10 M
1 byte ReadDataByldentifier positive response message SID 79 M
2 byte DID = SupportedePTISystems 7.10 M
dataRecord[[ = 7111 —
m A 2 byte ePTISystemIdentifier (#1 to m)] 712 M

15.8.3 Example of the message sequence — Report ePTI-relevant system(s)

The

objective of this example is to show the message communication between-the ePTI eyternal test
ipment and the vehicle related to the report ePTI-relevant system(s). The' example in Figure 4 and

GQT
Table 25 shows the relationship between vehicle server(s)/ECU(s) and“the supported eP[[I-relevant

Sys

Key

ems for all examples described in this document.
6
[ ePTIsys#3 | [ ePTIsys#1)4 | ePTl sys #4
ECU #1 ECU#2 ECU#3 ECU#4
ePTI comm. ePTI comm. ePTI comm.
/ / V2 S
5 > S 5 /
1 3 2

diagnostic
connector

ePTI ETE

in-vehiclenetwork - ePTI communication with ePTI external test equipment
ECU #3-and ECU #4 VM proprietary communication
gateway server/ECU

N O U W N

ePTI external test equipment

ECU which has implemented the interfaces as specified in this document
functional parts of ePTI-relevant systems #1, #2

diagnostic link connector, see REQ 8.1, 8.2 and 8.10

Figure 4 — Example of in-vehicle network
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Table 25 — Example list of ECUs and supported ePTI systems

ECU ePTISystemldentifier
ECU #| CAN Addr | DolP Addr ID Name/description
1 5D4q 100144 0005;, |Airbag (ePTIsys#1)
002044 |Roll-over-Protection (ePTI sys#2)
2946 100244 00334 |Lane Keep Assist (ePTI sys#3)
816 100344 000544 |[Airbag (ePTIsys#1)
000E.¢ |Electro Mechanic Power Steering (ePTI sys#4)
4 VNl-spe- | VM-specific — ECU #4 is part of the Electronic Power Steering system but not
Fific visible to the ePTI external test equipment. ECU #4 exchanges
Electronic Power Steering system data with ECh#3 (visible to
ePTI external test equipment). ECU #3 reports ECU #4 informa-
tion to the ePTI external test equipment upon-request.

Table 26 d¢fines an example of the report ePTI-relevant system(s) message séquence with a functignal
request m¢ssage received by the vehicle and three (3) ePTI-relevant servers/ECUs responding to|the
request.

.

[able 26 — Example of the report ePTI-relevant system(s) message sequence

Data A_PDU definition
2244 ReadDataByldentifier request message SID
FA214¢ DID = SupportedePTISystems
6246 ReadDataByldentifier positive response message SID (ECU #1)
FA214¢ DID = SupportedePTISystems
— dataRecord[] = [
000544 ePTISystemldentifier #1 = Airbag
002044 ePTISystemldentifier #2 = Roll over-Protection]
6246 ReadDataByldentifier positive response message SID (ECU #2)
FA214¢ DID = SupportedePTISystems
— dataRecord[] = [
003344 ePDISystemldentifier #1 = Lane Keep Assist]
6214 ReadDataByldentifier positive response message SID (ECU #3)
FA214¢ DID = SupportedePTISystems
dataRecord[] = [
00054 ePTISystemldentifier #1 = Airbag
000E16 oDT]Q}ycfom]r]onfiFinr H#H2 — Eloctra Mechanic Paweor Qi'nnving]

15.4 ReadDataByldentifier — Report ECU supported data identifier(s)

15.4.1 Requirements definition — Report ECU supported data identifier(s)

The implementation requirements of report ECU supported data identifier(s) specify the message
sequence and relevant requirements.
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applicable use case is: UC 3.1 - Query supported data identifier(s).

REQ | 7.13 AL - Report ECU supported data identifier(s) - General requirement

IDs)

If an ECU supports an ePTI-relevant system, the ECU shall report the supported ePTI standardised DIDs upon
an ePTI external test equipment physical request message using the standardised DID (SupportedePTIData-

REQ | 7.14 AL - Report ECU supported data identifier(s) - Request and response message processing
fulTece fThe Readl ByTd fler pt € , the ECU

REQ | 7.15 AL - Report ECU supported data identifier(s) - MsgParam - DID (SupportedePTID

atalDs)

Thg

NOT

DID (SupportedePTIDatalDs) parameter shall be used to request the supported'data identifier(q).

E The DID (SupportedePTIDatalDs) parameter is defined in ISO 20730-3.

REQ | 7.16 AL - Report ECU supported data identifier(s) - PosRspMsgParam - dataRecord

Thils dataRecord shall contain supported ePTI standardised data‘identifiers (DIDs).

REQ | 7.17 AL - Report ECU supported data identifier(s) - PosRspMsgParam - DID

Thg

DID(s) shall be used to request and report the vehicle's ePTI system data.

15.4.2 Message sequence implementation requirements — Report ECU supported data
identifier(s)

Table 27 defines the report ECU supported data identifier(s).

Table27 — Report ECU supported data identifier(s)

Length A_PDU definition REQ | Cvt
1 byte ReadDataByldentifier request message SID 714 M
2 byte DID = SupportedePTIDatalDs 715 M
1 byte ReadDataByldentifier positive response message SID 7114 M
2 byte DID = SupportedePTIDatalDs 7115 M

dataRecord = [ 7116 —

m A 2hvyte DID (#1 to m)] n7 M
15.4.3 Example of the message sequence — Report ECU supported data identifier(s)
Table 28 gives an example of the report ECU supported data identifier(s) message sequence.
©IS 27
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Table 28 — Example of the report ECU supported data identifier(s) message sequence

Data A_PDU definition
2246 ReadDataByldentifier request message SID
FA2044 DID = SupportedePTIDatalDs
624 ReadDataByldentifier positive response message SID
FA20,¢ DID = SupportedePTIDatalDs

dataRecord = [

F190,¢ VIN
F4A6,, VehicleOdometer]

15.5 ReagDataByldentifier — Report ECU supported routine identifier(s)

15.5.1 Rejguirements definition — Report ECU supported routine identifier(s)

The imple;lzentation requirements of report ECU supported routine identifier(s) specify the mesqage
sequence and relevant requirements.

The applicable use case is: UC 3.2 - Query supported routine identifier(s).

REQ | 7.18 AL - Report ECU supported routine identifier(s) - General requirement

If an ECU sfipports an ePTI-relevant system, the ECU shall reportthié supported ePTI standardised routine

identifier(s) upon an ePTI external test
equipment [physical request message using the standardised-DID (SupportedePTIRoutinelDs).

REQ |[7.1Pp AL - Report ECU supported routiné. identifier(s) - Request and response message process-
ing
After the syccessful reception and processing-of the ReadDataByldentifier physical request message, the EC
shall send 4 readDataByldentifier positiveresponse message as specified in Table 29.

[em}

REQ |7.200 AL - Report ECU-supported data identifier(s) - MsgParam - DID (SupportedePTIRou-
tinelDs)
The DID (SlllpportedePTIRoutineIDs) parameter shall be used to request the supported routine identifier(s).

NOTE The DID (SupportedePTIRoutinelDs) parameter is defined in ISO 20730-3.

REQ | 7.21 AL - Report ECU supported routine identifier(s) - PosRspMsgParam - dataRecord
This dataRecord shall contain supported ePTI standardised routine identifiers (RIDs).

REQ |7.22 AL - Report ECU supported routine identifier(s) - PosRspMsgParam - RID
The RID(s) shall be used to start, stop and request routine results from the vehicle's ePTI system.

15.5.2 Message sequence implementation requirements — Report ECU supported routine
identifier(s)

Table 29 defines the report ECU supported routine identifier(s).
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Table 29 — Report ECU supported routine identifier(s)

Length A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7.19 M
2 byte DID = SupportedePTIRoutinelDs 7.20 M
1 byte ReadDataByldentifier positive response message SID 7.19 M
2 byte DID = SupportedePTIRoutinelDs 7.20 M
dataRecord = [ 7.21 —
m x 2 byte RID (#1 to m)] 7.22 M

15.5.3 Example of the message sequence — Report ECU supported routine identifier(s])

Table 30 gives an example of the report ECU supported routine identifier(s) message s€quenge.

Table 30 — Example of the Report ECU supported routine identifier(s) message sequence

Data A_PDU definition
224 ReadDataByldentifier request message SID
FA22.¢ DID = SupportedePTIRoutinelDs
624 ReadDataByldentifier positive response.message SID
FA%22,¢ DID = SupportedePTIRoutinelDs

dataRecord = [

E202,4 Malfunction Indicator Activation
E2(746 Exterior Light Device Activation]

15.6 ReadDataByldentifier — Report ECU supported input/output control identifier(s)

15.6.1 Requirements definition — Report ECU supported input/output control identifjer(s)

The implementation requirements of report ECU supported input/output control identifief(s) specify
the|message sequence and relevant requirements.

The applicable use case is: UC 3.3 - Query supported input/output control identifier(s).

REQ |7.23 AL - ReportECU supported input/output control identifier(s) - General requirement

If ah ECU supports@n€PTI-relevant system, the ECU shall report the supported ePTI standardised ihput/out-
pufjcontrol identifier(s) upon an ePTI external test equipment physical request message using the standard-
isedl DID (SupportedePTIIOControllDs).

REQ 724 AL - Report ECU supported input/output control identifier(s) - Request and response

message processing

After the successful reception and processing of the ReadDataByldentifier physical request message, the ECU
shall send a readDataByldentifier positive response message as specified in Table 31.

REQ |[7.25 AL - Report ECU supported input/output control identifier(s) - MsgParam - DID
(SupportedePTIIOControlIDs)

The DID (SupportedePTIIOControllDs) parameter shall be used to request the supported input/output control
identifier(s).

NOTE The DID (SupportedePTIIOControllDs) parameter is defined in ISO 20730-3.

© IS0 2021 - All rights reserved 29


https://standardsiso.com/api/?name=1024051e6997362bad081f8bb008a803

IS0 20730-1:2021(E)

REQ |7.26 AL - Report ECU supported input/output control identifier(s) - PosRspMsgParam -
dataRecord

This dataRecord shall contain supported ePTI standardised input/output control identifier(s) (DID).

REQ |7.27 AL - Report ECU supported input/output control identifier(s) - PosRspMsgParam - DID
The DID(s) shall be used to control the vehicle's ePTI system input/output controls.

15.6.2 Mdssage sequence implementation requirements — Report ECU supported input/output
control identifier(s)

Table 31 de¢fines the report ECU supported input/output control identifier(s).

Table 31 — Report ECU supported input/output control identifier(s)

Length A_PDU definition REQ | (vt
1 byte ReadDataByldentifier request message SID 7.24 M
2 byte DID = SupportedePTIIOControllDs 7.25 M
1 byte ReadDataByldentifier positive response message SID 7.24 M
2 byte DID = SupportedePTIIOControllDs 7.25 M
dataRecord = [ 7.26 —
m x 2 byte DID (#1 to m)] 7.27 M

15.6.3 Example of the message sequence — Report-ECU supported input/output control
identifier(s)

Table 32 gives an example of the report ECUWsupported input/output control identifier(s) mesdage
sequence.

Table 32 — Example of the report\ECU supported input/output control identifier(s) message

sequence
Data A_PDU definition
2244 ReadDataByldentifier request message SID
FA23, DID"= SupportedePTIIOControllDs
6246 ReadDataByldentifier positive response message SID
FA23,4 DID = SupportedePTIIOControllDs
dataRecord = [
FA25.4 Seatbelt-Senser-Status
FA2844 Tire Pressure Sensor Status]

15.7 ReadDataByldentifier — Report VIN from ECU

15.7.1 Requirements definition — Report VIN from ECU

The implementation requirements of report VIN from ECU specify the message sequence and relevant
requirements.
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The applicable use case is: UC 4.1 — Query vehicle identification number.

REQ |7.28 AL - Report VIN from ECU - General requirement

At least one ECU shall report the vehicle identification number upon an ePTI external test equipment physical
request message using the standardised DID (VIN).

REQ |7.29 AL - Report VIN from ECU -Request and response message processing

REQ |7.30 AL - Report VIN from ECU - MsgParam - DID (VIN)
The DID (VIN) parameter shall be used to request the vehicle identification number.

NOTE 1 The DID (VIN) parameter is defined in ISO 20730-3.

REQ |7.31 AL - Report VIN from ECU - PosRspMsgParam - dataReeord
Thils dataRecord shall contain VINData.
NOTE2  The VIN data type is defined in ISO 20730-3.

RE(Q) |7.32 AL - Report VIN from ECU - PosRspMsgParam - VINData
Th¢ VINData shall contain the VIN.

15.7.2 Message sequence implementation requirements — Report VIN from ECU

Tabje 33 defines the report VIN from-ECU message sequence.

Tablé 33 — Report VIN from ECU message sequence

Length A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7129 M
2 byte DID = VIN 730 M
1 byte ReadDataByldentifier positive response message SID 729 M
2 byte DID = VIN 730 M
dataRecord = [ 731 —
17 byte VINData] 732 M

15.7.3 Example of the message sequence — Report VIN from ECU

Table 34 gives an example of the report VIN from ECU message sequence.

Table 34 — Example of the report VIN from ECU message sequence

Data A_PDU definition
2244 ReadDataByldentifier request message SID
F19044 DID = VIN
624 ReadDataByldentifier positive response message SID
F190,4 DID = VIN
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Table 34 (continued)
Data A_PDU definition
dataRecord = [

5716 4416 4416 3146 VINData= WDD1

3716 3216 3416 3416 7244

3814114421643 8ABC

4414314163214 3346 D123

3416 4]

15.8 ReagDataByldentifier — Report vehicle odometer value

15.8.1 Rejguirements definition — Report vehicle odometer value

The implerpentation requirements of report vehicle odometer value specify the message sequence pnd
relevant rgquirements.

The applicqble use case is: UC 4.2 - Query vehicle odometer value.

REQ | 7.313 AL - Report vehicle odometer value - General requirement

At least ong ECU shall report the vehicle odometer value upon an ePTI extetnal test equipment physical reqyest
message uding the standardised DID (VehicleOdometer).

REQ | 7.34 AL - Report vehicle odometer value - Requestarnd response message processing

After the successful reception and processing of the ReadDataByldentifier physical request message, the EC
shall send 4 ReadDataByldentifier positive response message as specified in Table 35.

e}

REQ | 7.35 AL - Report vehicle odometer.value - MsgParam - DID (VehicleOdometer)
The DID (VghicleOdometer) parameter shall'be used to request the vehicle odometer value.
NOTE1  The DID (VehicleOdometer) parameter is defined in ISO 20730-3.

REQ | 7.3/6 AL - Reportvehicle odometer value - PosRspMsgParam - dataRecord
This dataRecord shall ¢ontain OdometerData.

NOTE2  The vehicle'edometer data type is defined in ISO 20730-3.

REQ | 7.37 AL - Report vehicle odometer value - PosRspMsgParam - OdometerData

The OdometerData shall contain the displayed vehicle odometer value.

15.8.2 Message sequence implementation requirements — Report vehicle odometer value

Table 35 defines the report vehicle odometer value message sequence.
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Table 35 — Report vehicle odometer value message sequence

Length A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7.34 M
2 byte DID = VehicleOdometer 7.35 M
1 byte ReadDataByldentifier positive response message SID 7.34 M
2 byte DID = VehicleOdometer 7.35 M
dataRecord = [ 7136 —
4 byte OdometerData] 7B7 M

15.8.3 Example of the message sequence — Report vehicle odometer value

Table 36 gives an example of the report vehicle odometer value message sequénce.

Table 36 — Example of the report vehicle odometer valué message sequence

Data A_PDU definition
224 ReadDataByldentifier request message SID
F446,¢ DID = VehicleOdometer
624 ReadDataByldentifier positive response message SID
F446,, DID = VehicleOdometer
dataRecord = [
0091030444 OdometerData = 6 630,8 km]

15.9 ReadDataByldentifier — Report'vehicle's system software number(s)

15.9.1 Requirements definition = Report vehicle's system software number(s)

Thg implementation requirements of report vehicle's system software number(s) specify the message
seqpence and relevant requirements.

The applicable use case is:)UC 4.3 - Query system's software number.

REQ |7.38 AL - Report vehicle's system software number(s) - General requirement

If ah ECU supports-an ePTI-relevant system, the ECU shall report the VM-specific ECU software number(s) or at
least one of the ECUs shall report the RxSWIN, if applicable, (see Figure 5) upon an ePTI external tes|
meht physicalrequest message.

t equip-

Figiire’5.shows the ePTI external test equipment, ECU, software number relationship.

An ECU can provide one or multiple RxSWINs (Regulation x Software Identification Number as defined

in ISO 14229-1) and/or one or multiple VM-specific ECU software number(s).
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