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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interopérate wjith
others} and Recommended Practices that are more descriptive in nature and areintended| to
provide general guidance about how to approach a particular problem associated with space
missidn support. This Recommended Practice is issued by, and represents the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Practice is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Organization and Processes for the Consultative Committee for Space Data Systems
(CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS
Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent-to ‘the GCSDS
Segretariat at the e-mail address indicated on page i.
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE OF THIS DOCUMENT

This document is one of a family of documents specifying the Spacecraft Onboard Interface
Services (SOIS)-compliant service to be provided in support of applications.

The purpose of this document is to define services and service interfaces provided by the
SOIS Device Enumeration Service (DES). Its scope is to specify the service only and not to
specify methods of providing the service, although use of the SOIS subnetwork servjices is
asgumed.

TRHis document conforms to the principles set out in the SOIS Green Book '(referencel [D3])
anf is intended to be applied together with it.

1.2 APPLICABILITY
TRHis document applies to any mission or equipment claiming-to provide a SOIS-compatible
DES.

1.3 RATIONALE

SQIS provide service interface specifications in order to promote commonaljty of
functionality amongst systems implementing well-defined services. These interfaces flo not
digtate implementation of interfaces orprotocols supporting the services.

1.4 DOCUMENT STRUCTURE

TRHis document comprises‘three sections:
— this section,.eontaining administrative information, definitions, and references;
— sections2_sontaining general concepts and assumptions;

— section 3 containing the DES specification.

Inladdition, one normative and three informative annexes are provided:

— annex A, comprising a Protocol Implementation Conformance Proforma;

— annex B, discussing security considerations relating to the specifications of this
document;

— annex C, containing a list of acronyms;

— annex D containing a list of informative references.
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1.5 DEFINITIONS
1.5.1 GENERAL

For the purpose of this document the following definitions apply.

1.5.2 DEFINITIONS FROM THE OPEN SYSTEMS INTERCONNECTION (OSI)
BASIC REFERENCE MODEL

This document is defined using the style established by the Open Systems Interconnectjon
(OSI) Basic Reference Model (reference [D2]). This model provides a common framework for
the deyelopment of standards in the field of systems interconnection.

The fgllowing terms used in this Recommended Practice are adapted fromdefinitions given
in refgrence [D2]:

layer:|A subdivision of the architecture, constituted by subsystems af the same rank.
servicp: A capability of a layer, and the layers beneath it (a service provider), which is provided
to the pervice-users at the boundary between the service-providers and the service-users.
1.5.3 | TERMS DEFINED IN THIS RECOMMENDED PRACTICE

For the purposes of this Recommended Practice; the following definitions also apply.

appliqation: Any component of the onboard software that makes use of the DES. This
includgs flight software applications and higher-layer services.

devicg: A real hardware companent of the spacecraft, such as a sensor or actuator, or a sing
register within such a component.

e

notifi¢gation: A service.interface provided by applications that is invoked by a service
implementation to pfoyvide a means for the service implementation to deliver a message tp a
set of ppplications.

1.6 NOMENCLATURE

1.6.1 NORMATIVE TEXT

The following conventions apply for the normative specifications in this Recommended
Practice:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

CCSDS 871.3-M-1 Page 1-2 October 2014
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c) the word *may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE - These conventions do not imply constraints on diction in text that is clearly

1.6.2

informative in nature.

INFORMATIVE TEXT

In

the normative sections of this document, informative text is set off from the nor
specifications either in notes or under one of the following subsection headings:

mative

— Overview;
— Background;
— Rationale;
— Discussion.

1.1 REFERENCES

The following publications contain provisions-'which, through reference in thig text,

copstitute provisions of this document. At the time of publication, the editions indicated

wgre valid. All publications are subjectito revision, and users of this document are
enpouraged to investigate the possibility of applying the most recent editions pf the
publications indicated below. The CCSDS Secretariat maintains a register of currently valid

CCSDS publications.

[1] Spacecraft Onboard-~Interface Services—Device Access Service. Issye 1.
Recommendation for Space Data System Practices (Magenta Book), CCSDS 871.0-M-1.
Washington, D.C.: CCSDS, March 2013.

[2] Spacecraft—Onboard Interface Services—Device Virtualization Service. Isgue 1.
Recommendation for Space Data System Practices (Magenta Book), CCSDS 871.2-M-
1. Washington, D.C.: CCSDS, March 2014.

[3] -Spacecraft Onboard Interface Services—Subnetwork Device Discovery Service.
Issue 1. Recommendation for Space Data System Practices (Magenta Book), GCSDS
854.0-M-1. Washington, D.C.: CCSDS, December 2009.

[4] Spacecraft Onboard Interface Services—Subnetwork Memory Access Service. Issue 1.
Recommendation for Space Data System Practices (Magenta Book), CCSDS 852.0-M-1.
Washington, D.C.: CCSDS, December 2009.
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[5] Spacecraft Onboard Interface Services—Subnetwork Packet Service. Issue 1.
Recommendation for Space Data System Practices (Magenta Book), CCSDS 851.0-M-1.
Washington, D.C.: CCSDS, December 2009.

NOTE - Informative references are contained in annex D.
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2 OVERVIEW

2.1 CONTEXT

The SOIS DES is defined within the context of the overall SOIS architecture (reference
[D3]) as one of the services of the Application Support Layer, as illustrated in figure 2-1.

Application —
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THhe relationship of the DES to the other SOIS services is illustrated in figure 2-2.
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The DES provides management and user notification of added or removed devices from a
spacecraft. Management of added devices consists of assigning a (system-wide unique)
virtual device identifier and verifying that the functions and configuration of the discovered
device match the ones required by the system. Management of removed devices consists of
revoking the (system-wide unique) virtual device identifier so that the user can no longer
access the functions provided by the device using the other Application Support Services.

The service also provides the capability to enumerate the identifiers associated with the
devices r‘urrpnfly added and to perform qllpripc an device metadata such as device serial

numbaer.

The IDES main goal is to assist the onboard reconfiguration functions, such:as mdde
management or fault detection, isolation, and recovery regarding the notification.of changes
in the| spacecraft configuration, and the execution of the needed operatighs to adjust the
onboafd software to the new configuration. While the reconfiguration “strategy is the
resporjsibility of the user applications, the DES is charged with detécting the addition|or
| of devices and the reconfiguration of the other SOIS services used to access thgse
devicgs. In addition the DES also supports the spacecraft integration and test by managing
the varification of the correct configuration of the onboard“devices with respect to the
spacegraft desired configuration or by easing the insertion/fremoval of device simulators|in
replacement of the real equipment.

The basic identification information for the devices.installed in the system is retrieved by the
subnetwork Device Discovery Service (DDS), reférence [3], and used by the DES to assigh a
systemp-wide unique identifier to each deviee 'so that each can be accessed by the uger
applicptions using the appropriate functional interface (using the Device Virtualisation
Servide [DVS], reference [2]), device.aecess protocol (using the Device Access Serv|ce
[DAS], reference [1]), and subnetwork services (hamely Memory Access Service [MAF],
reference [4], or Packet Service [RPS], reference [5]).

The mapping between the identifiers used by the services and protocols is also illustrated|in

figure[2-3.

Command & Data-Acquisition Service and protocol parameters as well as device-specific
accesq algorithms,are preinstalled in the onboard software. The use of DES does not imply
any dynamic-code generation or compilation at run-time; instead, it allows selection |of
predeflined service instances already available in the onboard software system.

The I'\fnror\hnno wiathin tha nfhnr Cf\IC oar\nr\oe far \nlhﬁf CORCEEAS tha AdAaviea 1DNc r]d
LTULULIvITio \AALIELLE] uaTre virie LAYAvIe) LAY VA ARL%YY VUTTUUTTITI uare UL vive oo 1

subnetwork addresses assignments are done via the Communication Management entity;
therefore these operations are not covered by the service interface specified in this document.
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User Application

I

Device Virtualisation Virtual Device ldentifier
Service (system-wide unique)
I Mapping I
Device Access Service Physical Device Identifier
I Mapping I
Packet or Memory Spacecraft Network-Address
Access Service (system-wid€_ unique)

I Mapping I

Subnetwork-Specific
Protocol

|

Hardware.Device

Subrework-Specific Address

Figure’'2-3: Identifiers Mapping in SOIS Services

2.2 DEVICES
2.2.1 ADDING DEVICES

Two rmechanisms are available for adding a device by means of the DES:

a) 'Bottom-up”. Discovery of added devices is provided by DDSes within the different
subnetworks and notified to the DES (mandatory feature).

b) ‘Top-down’. Service users (higher-level services or applications) notify the DES of
an added device (optional feature).
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In either case, the following information is provided to the DES:

a) Device Serial Number, the unique identifier of the physical device to distinguish
between devices of the same type (e.g., gyro mounted on axis X, gyro mounted on
axis 'Y, etc.);

b) Device Type, the identifier of the functional interface supported by the device when
accessed using the DVS;

c)

The OES joins information from two sources. One is the DDS (real configuration); which
provides as minimum the Spacecraft Network Address and Device Serial Number. The other
is the |spacecraft configuration data provided by the spacecraft designers as\a configuration
table (stored inside the DES or made available through an onboard file system) and providing
for ea¢h device the association between Device Serial Number, Spacecraft Network Address,
and Dgvice Type, and device location/orientation.

Matching these two sets of information, the DES then reconfigures DVS and DAS (by using
DVS and DAS management interfaces to modify their-Management Information Bages
[MIB4]) to enable user access to the service provided by the’ device. Management consists of:

a) | verification that a device with the attributes-mentioned above is foreseen by the
spacecraft configuration (if the check is negative an error is reported); otherwise

b)[ assignment of the Virtual Device Identifier (system-wide unique) to be used in the
DVS primitives;

NOTH - To ease system integration and space operations, it is advised to use| a
deterministic algorithm*to assign the device identifiers so that a given devjce
always receives the ,same identifier every time it is added/discovered.

c) | association of theVirtual Device Identifier assigned at b) with the Physical Devjce
Identifier useddy-DAS to the added device in the DVS MIB (reference [2]);

d)| association<of the Physical Device Identifier (system-wide unique) with the
Spacecraft Network Address in the DAS MIB (reference [1]) to, in order to access the
device.In its subnetwork.

Finally,~the DES notifies any associated application of the added device by means of a
notification. A notification is a service interface provided by applications that is invoked by a
service implementation to provide a means for the service implementation to deliver a
message to a set of applications. The parameters of this DES notification include the device
attributes defined at a), b), c) and d).

NOTE - The mechanism to associate an application with DES notification is
implementation-dependent.
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2.2.2 REMOVING DEVICES

Two mechanisms are available for removing devices by mean of the DES:

a) ‘Bottom-up’. Discovery of removed devices is provided by the DDS within the
different subnetworks and notified to the DES (mandatory feature).

In this case, the following information is provided to the DES:

Snacacraft Nahanarle Addrace acenciatad tn tha ramavad davieca
UPM\J\/\J' UTLU TNVNULUIVVUTTIV 7 TUUT LUV v uvTUilvUuw tu Ltriv Turrnivvou Uuvvivuo.,.

The remaining associated device identifiers can be derived from theCSpagecraft
Network Address using the MIBs of the DAS and DVS where the .assocjations
between identifiers are maintained.

b) ‘Top-down’. Service users (higher-level services or applications)‘notify the DES of a
removed device (optional feature).

In this case, the following information is provided to the DES:

Virtual Device Identifier, the system-wide unique identifier for the removed device.

THe DES then reconfigures the DAS and DVS to remove user access to the service provided
by|the device. Management consists of:

a) invalidation of the Spacecraft Network’Address in the DAS MIB,;
b) invalidation of the Physical Deviecg’ldentifier in the DVS MIB;

c) revocation of the Virtual Device Identifier.

Finally, the DES notifies any ‘associated applications of the removed device by means of a
notification. The parameters of this DES notification include the Virtual Device Identifier of
the¢ removed device.

NOTE - The mechanism to associate an application with the DES notificatjon is
implementation-dependent.

2.2.3 MIB CONSIDERATIONS

The'DES MIB contains the following information:

— Virtual Device and Value Identifier Resolution Table, being a set of managed
parameters that map logical device and value identifiers onto individual underlying
services and their associated available addressing mechanisms.

— Physical Device and Value ldentifier Resolution Table, being a set of managed
parameters that map physical device and value identifiers onto individual underlying
services and their associated available addressing mechanisms.
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As described in 2.2.1 and 2.2.2, so as to assign or revoke the device identifiers and network
addresses in accordance with the detected spacecraft configuration, upon modification of its
MIB, the DES uses a DAS management interface to change the DAS MIB to align it with the
contents of its Virtual Device and Value ldentifier Resolution Table and use a DVS
management interface to change the DVS MIB to align it with the contents of the Physical
Device and Value Identifier Resolution Table.

2.24 REDUNDANCY CONSIDERATIONS

The DES does not explicitly manage redundancies among devices of the same type.| It
howeVer provides the redundancy control function in the Application Layer ‘with the
mechgnisms to configure the SOIS services in accordance with the spacecraft’s Fault
Detection, Identification/Isolation and Recovery (FDIR) strategy.

Figurq 2-4 shows the relationship between the DES, the redundancy centrol application and
the rggular user applications making use of Command and Data“Acquisition Servig¢es
configured by the DES.

In the(figure it is assumed that the redundancy control gives visibility only of DVS-1 (devjce
in use) to the rest of the applications and filters out DVS-2 (backup).

Dev-A
User Application - — — — — — — Redundancy Control
A A ?
Device Acquire/ Device Added/ InUse | Dev 1g]| Virtual
Comnjand Removed | Dev Id
A —» Yes | Dev-A| DVS-1
Device Virtualisation DVS-1, DVS-2 No Dev-A | DVS-2
- — — — — — =
Service '
] ] A |
Device Acquire/ | \ 4
Commpand v _| Device Enumeration
Service
DAS-1, DAS-2 I
Device Access Service~ ¢/ — — — — — A
| | Added Virtual | Physic. s/C Subnet Dev De]
ry | | Devid | Devid | Addr Addr Serial Tyde
ReceivelSend/ | | Yes | DVS-1 | DAS-1 X RT1 ABC A
Read/fVrite : | — —p{ Yes | DVS-2 | DAS-2 Y RT2 DEF A
} ) X, RT1, Y, RT2 :
Underlying Services ¢ — — — — — No | bvaN | bAs-N 7 M KaL c

Figure 2-4: Device Enumeration Service and Redundancy

It is out of scope of the DES to actually command the switch on or off of the devices. This
can be achieved by means of the Command and Data Acquisition services.
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2.3 PURPOSE AND OPERATION OF THE DEVICE ENUMERATION SERVICE

Application software uses the DES to manage (and be notified or notify it of) added or removed
devices from a spacecraft, rather than having to discover the added or removed devices itself.
Applications are notified by receiving device found and lost indications from DES, and
applications notify DES by sending device found and lost requests, as described in 3.1. From
the application software perspective, use of the DES will result in applications that are more
portable, that are easier to develop, and that can tolerate changes in the spacecraft hardware
coqfignmfinn, communications__or Inhyeiml devices.  From the anar‘prmf'r plqtform
implementers’ perspective, use of the DES will make it easier to control the configuration of
the hardware resources.

THe DES is part of the SOIS Plug-and-Play architecture; however, it can also be adopted in a
trgditional non-plug-and-play software architecture to help the application software [in the
copfiguration management of the devices and Command and Data Acquisition Services.

THe DES is operated by service indications passed from the service provider and the gervice
user, optionally using service requests and associated service/indications passed betwgen the
sefvice user and the service provider.

w
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3 DEVICE ENUMERATION SERVICE
3.1 PROVIDED SERVICE
3.11 GENERAL

The DES shall provide management and notification of added or removed devices from a
spacecraft.

3.1.2 MANAGEMENT OF ADDED DEVICES

3.1.2.1 Management of added devices shall consist of assigning virtual and.physical flevice
identifiers and using DAS and DVS management interfaces to update theif-MIBs to add the
viftual and physical device identifier mappings in order to enable user access to the furctions
provided by the physical device via the DVS and DAS services.

P—g—

3.1.2.2 The detection of added devices or device attributes not originally foreseen py the
spacecraft design shall be flagged as an error (see 3.3.3).
3.1.3 NOTIFICATION OF ADDED DEVICES
Notification of an added device shall consist oftan indication to a service user of the device
idgntifier, together with the device’s type and.device’s serial number.
3.1.4 MANAGEMENT OF REMOVED DEVICES

Management of removed deviges shall consist of revoking the related virtual and physical
deyice identifiers and using DAS and DVS management interfaces to update their MIBs to
remove the virtual and physical device identifier mappings in order to disable the user pccess
to the functions that were provided by the device via the SOIS services.

3.1.5 NOTIHCATION OF REMOVED DEVICES

Natification of a removed device shall consists of an indication to a service user of the fevice
identifier, together with the device’s class and type.

3.2 EXPECTED SERVICE FROM UNDERLYING LAYERS

3.2.1 The minimum expected service from the underlying layers is a DDS (reference [3])
for each supported subnetwork type.

3.2.2 An interface to provide access to and configuration of the MIB of the DVS
(reference [2]) implementation to assign/revoke identifiers is expected.
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3.2.3 An interface to provide access to and configuration of the MIB of the DAS
(reference [1]) implementation to assign/revoke identifiers is expected.

NOTE - It is expected that in future there may be standardisation of protocols to discover
the services provided by a physical device directly from the physical device
itself. These protocols will have associated expected services from the underlying
layers.

3.3 PEVICE ENUMERATION SERVICE PARAMETERS
3.3.1 | GENERAL

The DES shall use the parameters specified in 3.3.2 to 3.3.9.

3.3.2 | TRANSACTION IDENTIFIER

3.3.2.1 The Transaction Identifier parameter shall be a value, assigned by the invoking uger
entity | which is subsequently used to associate indication primitives with the causal requpst
primitjves.

NOTH - The user entity is thus able to correlate all iadications and confirmations with the
originating service request.
3.3.2.2 Transaction Identifier shall be unique-within the user application entity.

3.3.2.3 Uniqueness in the service provider shall be achieved by Transaction Identifier.

3.3.3 | RESULT METADATA

The Result Metadata parameter shall be used to provide information generated by the DES
provider to the service inyoking entity to provide information related to the successful|or
failed result of a device’enumeration operation.

NOTH - The parameter can also include other information indicating failure conditiops,
e.g<, that the specified device type does not match the device types supported by
the ‘spacecraft.

3.34 VIRTUAL DEVICE IDENTIFIER

The Virtual Device Identifier shall be the system-wide unique device identifier assigned by
the service when the device is successfully added.

NOTE - The identifier is used in the DVS primitive.
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3.3.5 PHYSICAL DEVICE IDENTIFIER

The Physical Device Identifier shall be the device identifier used in the DAS primitive.

3.3.6 DEVICE SERIAL NUMBER

The Device Serial Number shall be the unique identifier of the physical device added.

N@TES

1 The parameter allows distinguishing between devices of the same type-installed on
the spacecraft. The device type does not provide complete discrimination pf the
functions that devices can provide. For example, there may be thregidentical rdaction
wheels onboard a spacecraft, each spanning a different part of the’attitude acfuation
space; in order for an attitude control system to use those reaction wheels corregtly, it
must know the orientations of the wheels in the vehicle frame. The function|that a
device can provide on board a spacecraft typically depends upon the transforiation
between device coordinates and vehicle coordinates,

2 This document assumes (without specifying the:itmplementation) that the desigmers of
a spacecraft have provided a manifest of devices with serial numbers and wjth the
appropriate transformation for each devi¢ce.” Given the manifest, the device| serial
number completely identifies the function that the device may serve on bogrd the
spacecraft.

3.3.7 DEVICE TYPE

THe Device Type shall be the identifier of the type of the device added. The parameter shall
identify the functional interface supported by the device itself.

NOTE - The DeviceType identifier may be included in the Common Dictionary of [Terms
(reference [D5]—standardisation of this is in progress) and thus identify to a
standardised functional interface (standardisation of functional interfaces is
preposed).

3.3.8"~"SPACECRAFT NETWORK ADDRESS

3.3.8.1 The Spacecraft Network Address shall be the spacecraft network address of the
device added.

3.3.8.2 The Spacecraft Network Address shall identify the subnetwork and the device
within the subnetwork.

3.3.8.3 The Spacecraft Network Address shall be system-wide unique.
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3.3.9 DEVICE QUERY CONSTRAINTS

3.3.9.1 The Device Query Constraints shall be a list of constraints on a device query, which
DES compares to the manifest of the devices in its inventory and optionally to the electronic
datasheets if available onboard.

3.3.9.2 The constraints of the list shall filter the values of attributes in the manifest or in the
electronic data sheets.

3.3.9.3 The conjunction of constraints shall define the set of devices to be returned.

3.3.9.4 Each constraint shall consist of the name of an attribute, a value of the attribute, and
a relatjon.

3.3.9.% The relations shall have the following values:

a)| The Equal relation shall indicate that the value of a discrete attribute must be equall to
the value in the constraint.

b)| The LessThan relation shall indicate that the value of*an ordered attribute must |be
less than the value in the constraint.

c)| The GreaterThan relation shall indicate that theaalue of an ordered attribute must|be
greater than the value in the constraint.

d)| The NotEqual relation shall indicate that‘the value of a discrete attribute must be fot
equal to the value in the constraint.

e)| The LessThanOrEqual relation-shall indicate that the value of an ordered attribute
must be less than or equal to the’value in the constraint.

f) | The GreaterThanOrEqualyrelation shall indicate that the value of an ordered attribyite
must be greater than or equal to the value in the constraint.

3.3.9.6 The names of-aminimal set of attributes shall be:
a) | deviceSerigiNumber;
b)| deviceType;

c) | spacecraftNetworkAddress.

NOTE - Other attributes and relations will be defined in the dictionary of terms for
electronic data sheets.

3.4 DEVICE ENUMERATION SERVICE PRIMITIVES
341 GENERAL

3.4.1.1 The DES interface shall provide the following primitives:
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a) DEVICE_FOUND.indication, as specified in 3.4.4;

b) DEVICE_LOST.indication, as specified in 3.4.7;

c) ENUMERATE_DEVICES.request as specified in 3.4.8;
d) ENUMERATE_DEVICES.indication as specified in 3.4.9.

3.4.1.2 The DES interface may provide the following primitives:

3.4

Th
as

ph

TH
of

3.4

a) ADD_DEVICE.request, as specified in 3.4.2;

b) ADD_DEVICE.indication, as specified in 3.4.3;

c) REMOVE_DEVICE.request, as specified in 3.4.5;
d) REMOVE_DEVICE.indication, as specified in 3.4.6;
e) QUERY_DEVICES.request as specified in 3.4.10;

f) QUERY_DEVICES.indication as specified in 3.4.11.

.2 ADD_DEVICE.REQUEST

4.2.1 Function

ysical device using DVS and DES beenabled.

4.2.2 Semantics

e ADD_DEVICE.request primitive shall use the following semantics, with
the parameters speeified in 3.3:

ADD_DEVICE.request (Transaction Identifier, Device Serial Number,
Device Type, Spacecraft Network Address)

|.2.3> When Generated

e ADD_DEVICE.request primitive shall'be used to request that a physical device be
igned virtual and physical device identifiers and user communication with the assqciated

the meaning

The ADD_DEVICE.request primitive shall be passed to the DES provider to request
assignment of the logical and physical device identifiers and to enable user communication
with the associated physical device using the DVS and DES using the addressing specified

by

the primitive parameters.
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3.4.2.4 Effect on Receipt

Receipt of the ADD_DEVICE.request primitive shall cause the DES provider to retrieve the
physical device attributes using DDS and to verify that they match with input parameters.

If the match is positive new virtual and physical device identifiers shall be assigned and,
using the DVS and DAS management interfaces used to update their MIBs respectively,
DVS and DAS shall be configured to support the access to the associated physical device.

3.4.3 | ADD_DEVICE.INDICATION
3.4.3.1 Function

The ADD_DEVICE.indication shall be used to pass the result‘|of a previqus
ADD |DEVICE.request to the user entity.

3.4.3.2 Semantics

The ADD_DEVICE.indication primitive shall use the-following semantics, with the
meanihg of the parameters specified in 3.3:

ADD_DEVICE.indication (Transaction ldentifier, Device Serial Number, Devic
Type, Spacécraft Network Address,
Virtual PBevice Identifier, Physical Device Identifier,
Result Metadata)

D

3.4.3.3 When Generated

The ADD_DEVICE.indication shall be issued by the service provider to the receiving uger
entity jon the addition of a device in response to an ADD_DEVICE.request.

3.4.3.4 Effect onReceipt

The rgsponse:of the user entity to an ADD_DEVICE.indication primitive is unspecified.

3.4.3. Result Notification

The Result Metadata parameter shall be used to indicate if the addition of the device was
successful or not.
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3.4.4 DEVICE_FOUND.INDICATION

3.4.4.1 Function

The ADD_DEVICE.indication shall be used to notify the user entity that an added device
has been detected by DDS.

3.4.4.2 Semantics

The DEVICE_FOUND.indication primitive shall use the following semantics\with the
mganing of the parameters specified in 3.3:

DEVICE_FOUND.indication (Device Serial Number, Device Tyjpe, Spacecraft
Network Address, Virtual Device Identifier,
Physical Device ldentifier, Result Metadata)

3.4.4.3 When Generated

The DEVICE_FOUND.indication shall be issued by:the service provider to the regeiving
user entity on the addition of a device as a consequence of notification by a subnetyvork’s
DIDS that an added device has been detected.

w
[

4.4.4 Effect on Receipt

THe response of the user entity to a DEVICE_FOUND.indication primitive is unspecified.

3.4.45 Result Notification

The Result Metadata_parameter shall be used to indicate if the addition of the devige was
sugcessful or not.
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3.45 REMOVE_DEVICE.REQUEST
3.45.1 Function

The REMOVE_DEVICE.request primitive shall be used to request revocation of the virtual
and physical device identifiers (obtained by ADD_DEVICE.indication) and user
communication with the associated physical device using DVS and DES be disabled.

3.4.5.2 Semantics

The REMOVE_DEVICE.request primitive shall use the following semantics, with the
meanipg of the parameter specified in 3.3:

REMOVE_DEVICE.request (Transaction Identifier, Virtual Dévice Identifier,
Physical Device Identifier)

3.45.3 When Generated

The REMOVE_DEVICE.request primitive shall be passed. to the DES provider to requpst
revocation of the logical and physical device identifiers and disabling of user communication
with tie associated physical device using DVS and DAS:

3.4.5.4 Effect on Receipt

Receipt of the REMOVE_DEVICE.request primitive shall cause the DES provider|to
revoke the specified virtual and physical device identifiers, and using the DVS and DAS
management interfaces used to_update their MIBs respectively, DVS and DAS shall |be
configured to have no access the associated physical device.
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3.4.6 REMOVE_DEVICE.INDICATION

3.4.6.1 Function

The REMOVE_DEVICE.indication shall be used to pass the result of a previous
REMOVE_DEVICE.request to the user entity.

3.4.6.2 Semantics

ThHe REMOVE_DEVICE.indication primitive shall use the following semantics;.wjth the
meaning of the parameters specified in 3.3:

REMOVE_DEVICE.indication (Transaction Identifier, Virtual-‘Device Idenptifier,
Physical Device ldentifier, Result Metadata)
3.4.6.3 When Generated

The REMOVE_DEVICE.indication shall be issued by theservice provider to the regeiving
user entity on the removal of a device in response to a REMOVE_DEVICE.request.

[72]

3.

[N

|.6.4 Effect on Receipt
The response of the user entity to a*REMOVE_DEVICE.indication primitjve is
unspecified.

3.4.6.5 Result Notification

ThHe Result Metadata parameter shall be used to indicate if the removal of the devige was
sugcessful or not.
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3.4.7 DEVICE_LOST.INDICATION

3.4.7.1 Function

The DEVICE_LOST.indication shall be used to notify the user entity that the loss of a device
has been detected by DDS.

3.4.7.2 Semantics

The DEVICE_LOST.indication primitive shall use the following semantics, with-the
meaninhg of the parameters specified in 3.3:

DEVICE_LOST.indication (Virtual Device Identifier, Physical DgvVice Identifier,
Result Metadata)
3.4.7.3 When Generated

The DEVICE_LOST.indication shall be issued by the servige provider to the receiving uger
entity lon the removal of a device as a consequence of notification by a subnetwork’s DIPS
that the loss of a device has been detected.

3.4.7.4 Effect on Receipt

The rgsponse of the user entity to a DEVICE-LOST.indication primitive is unspecified.

3.4.7.% Result Notification

The Result Metadata parameter-shall be used to indicate if the removal of the device was
succegsful or not.
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3.48 ENUMERATE_DEVICES.REQUEST
3.4.8.1 Function
The ENUMERATE_DEVICES.request primitive shall be used to request a list of all

devices known to DES.

3.4.8.2 Semantics

The ENUMERATE_DEVICES.request primitive shall use the following semanticg, with
th¢ meaning of the parameter specified in 3.3:

ENUMERATE_DEVICES.request (Transaction Identifier)

3.4.8.3 When Generated

The ENUMERATE_DEVICES.request primitive shall be‘passed to the DES provi{der to
request a list of all devices known to the DES.

[N

3.4.8.4 Effect on Receipt

Rdceipt of the ENUMERATE_DEVICES.request primitive shall cause the DES prpvider
to report the list of all known devices through ENUMERATE_DEVICES.indication.
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3.49 ENUMERATE_DEVICES.INDICATION

3.4.9.1 Function

The ENUMERATE_DEVICES.indication shall be used to pass the list of all known
devices to the user entity that generated a previous ENUMERATE_DEVICES.request.

3.4.9.2 Semantics

The ENUMERATE_DEVICES.indication primitive shall use the following semanties for
each device, with the meaning of the parameters specified in 3.3:

ENUMERATE_DEVICES.indication (Transaction Identifier, Virtual:Device
Identifier, Physical Device ‘ldentifier,
Device Serial Number,
Device Type, Spacecraft Network Address,
Result Metadata)

3.4.9.3 When Generated

3.4.9.3.1 The ENUMERATE_DEVICES.indication” shall be issued by the servjce
provider to the receiving user entity once for each known device.

3.4.9.3.2 Optionally, the service _provider may issue an array |[of
ENUMERATE_DEVICES.indication once_for each request, with the number of items in the
array preceding the array.

3.4.9.3.3 Any enumerable .container may be used to return a set |of
ENUMERATE_DEVICES.indication when the implementation of the DES interface is |an
applicption programming ipterface without messaging.

3.4.9.4 Effect on-Receipt

The response <of'the user entity to a ENUMERATE_DEVICES.indication primitive| is
unspegified:

3.4.9.5 Result Notification

The Result Metadata parameter shall contain the following information:
a) a sequence number for each indication issued for the request, starting with 1;

b) a count of the number of iterations being issued.
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3.4.10 QUERY_DEVICES.REQUEST
3.4.10.1 Function
The QUERY_DEVICES.request primitive shall be used to request a list of all devices

known to the DES that satisfy specific criteria.

3.4.10.2 Semantics

ThHe QUERY_DEVICES.request primitive shall use the following semantics, Wilth the
mganing of the parameters specified in 3.3:

QUERY_DEVICES.request (Transaction Identifier, Device Queryc€onstraints

N—r

3.4.10.3 When Generated

3.4.10.3.1 The QUERY_DEVICES.request primitive shall be/passed to the DES provjder to
request a list of all devices known to the DES that satisfy«thie’‘conditions of the Device |Query
Canstraints parameter.

3.4.10.3.2 If the Device Query list is empty; the effect shall be the sae as
ENUMERATE_DEVICES.request.

[N

3.4.10.4 Effect on Receipt

Rdceipt of the QUERY_DEVICES:request primitive shall cause the DES provider to|report
the list of all known dewices that satisfy the device query constraints through
QUERY_DEVICES.indication.
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3.4.11

3.4.11

QUERY_DEVICES.INDICATION

.1 Function

The QUERY_DEVICES.indication shall be used to pass the list of all known devices that
satisfy the constraints of a query to the user entity that generated a previous
QUERY_DEVICES.request.

3.4.11

The Q
device

3.4.11

3.4.11
receiv,

3.4.11
QUEF
preced

3.4.11
ENUN

applic

3.4.11

The rg

2 Semantics

)UERY_DEVICES.indication primitive shall use the following semantics for eg
, with the meaning of the parameters specified in 3.3:

QUERY_DEVICES.indication (Transaction Identifier, Virtual Dévice ldentifier
Physical Device ldentifier, Device Serial Numbe
Device Type, Spacecraft Network Address,
Result Metadata)

3 When Generated

3.1 The QUERY_DEVICES.indication shall\be"issued by the service provider to |
ng user entity once for each known device that satisfies the query constraints.

3.2 Optionally, the service _provider may issue an  array
Y_DEVICES.indication once for each request, with the number of items in the arf
ing the array.

3.3 Any enumerable .container may be wused to return a set
IERATE_DEVICES.indication when the implementation of the DES interface is
ation programming ipterface without messaging.

4 Effect on-Receipt

sponse of the user entity to a QUERY_DEVICES.indication primitive is unspecifig

=

3.4.11

5ZResult Notification

The Result Metadata parameter shall contain the following information:

ch

of
an

d.

a) asequence number for each indication issued for the request, starting with 1;
b) a count of the number of iterations being issued.
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