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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The Data Exchange Protocol for Interoperability and Preservation (DEPIP) aims at facilitating inter-
operability between a digital archive and information systems of its partners: producers who have
created the documents themselves (Originating Agency), intermediaries who are acting on behalf of
producers and are not responsible for the intellectual content per se (Transferring Agency), consumers
(Consumer) and control authorities (Control Authority). This document provides a framework for data
exchange between systems. It is based on the OAIS Reference model. It is generic and may be adapted to
all types of information, whether printed or in a born-digital format.

DEPIP-isirtended-for:

The

Note
to foresee what the implementations“will be like in different domains such as libraries,
muse
interjoperability may be developed in the future to support the implementers of this do
minimum implementation, orlevel 0, is: Transfer and Delivery, including at least mandator
Note
are required.

Note
in D
supp
exchhnges-between systems.

¢ommercial software vendors, in order to complete and/or improve their applications;

grchives, in order to standardize ingest of data destined for preservation; {to*provi
archived data; and to facilitate the exchange of data between archives;

application programmers, in order to enable interoperable data transactions between 4
the information systems they are developing;

third parties responsible for transferring documents to Archives;

ata storage service suppliers.
arties to data exchange may rely on this document to:

efine their archiving/preservation processes or harmonize their existing processes W
ractices;

rganize the management of the archiving/preservation processes; and
¢ontrol the creation and management ofimetadata, whatever descriptive models are us

that DEPIP may be implemented either in its entirety or only partially. However, it i

ums. Domain-specific or generic International Standardized Profiles specifying differ]

that in level 0, existing metadata is not redefined and that the initial request and th

that DEPIP4s a conceptual standard to be considered as a data dictionary. The m
PIP is independent of implementation issues. In different implementations, DH
emented\by relevant technical protocols (like HTTP) allowing implementers to hang
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Information and documentation — Data exchange protocol
for interoperability and preservation

1 Scope

DEPIP specifies a standardized framework for the various data (including both data and related
metgdata) EXCITANge tranSactions DEtWEEIT aIT arCHIVE artd 1tS producers anmd ConsSurers,; interchanges
between archives (including archives integrated in organizations, public archives, stotage service
suppliers) are also considered. This document defines five transactions (Transfer‘\Deliver, Dispose,
Modify and Restitute), which the partners can use to exchange Data Objects. It also spécifies the syntax
and §emantics of the messages that are exchanged during these transactions.

Interjnal organization of the information systems of the partners is excluded. Information received in
confprmance with the data exchange model is intended to be handled by {/arious software gomponents.
These applications, however, are not the object of this document, Theé impacts of majqr risks (for
instance, disappearance or incapacitation of the producer of the dataj\are also excluded.

2 Normative references

Therge are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO gnd IEC maintain terminological databases for use in standardization at the following dddresses:

— ISO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: availablé at http://www.electropedia.org/

3.1
Access
trangmission of informgtion by an Archive (3.2) to a Consumer (3.5), with the authorization| if required,
of the Originating Agency (3.11) and of the relevant Control Authority (3.6)

3.2
Archive
orgahization that intends to preserve information for Access (3.1) and use by a designated community
in acférdance with the current legal, regulatory or contractual conditions

Note 1 to entry: The DEPIP Archive is not fully equivalent to the OAIS Archive as the latter does not check the
compliance with the contractual conditions.

Note 2 to entry: The DEPIP Archive is not necessarily the same as an archive in a traditional sense in which legal
custody is permanently transferred. It may temporarily offer preservation services for content, in accordance
with a legal agreement that has a set time frame. At the end of that time frame, or in accordance with some other
stipulation of the legal agreement that would permit it, the Data Objects (3.7) that had been transferred to the
archive could be returned to the Originating Agency (3.11) or a third party appointed by it.

3.3

Binary Data Object

digital item which contains information, for instance, an electronic file, i.e. a named and ordered
sequence of bytes that the file system of an operating system may handle as a unit

© IS0 2017 - All rights reserved 1
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Business Identifier
identifier used to identify the Archive (3.2) and its partners, messages, Submission Agreements (3.18), etc.

3.5
Consumer

individual or organization wishing to consult information kept by the Archive (3.2) in accordance with

the currentl

3.6

Control Authori
internal or g

disposal of i

Note 1 to ent
external to tH
legal or regul

3.7

Data Object

egal, regulatory or contractual conditions

ty

nformation held by an Archive (3.2)
ry: Control Authority is partially equivalent to the OAIS management (like management, it m|
e archive), but it has narrower role than management in that Control Authority is gnly interes

atory compliance.

either a digital (sequence of bits) or a physical object which is to be preserved;and technical metg

(representa

3.8
Disposal nd
notification

3.9

Disposition
information
Objects (3.7]

3.10

Modificatia
notification
submitted a|

Note 1 to ent
information
preservation

3.11
Originating
individual o

Note 1 to ent

Note 2 to ent

[ion information, integrity information and identification inforfnation)

tification
by an Archive (3.2) to an Originating Agency (3.11) ofinformation disposal

rule
required to manage the data lifecycle to inidicate a retention period, beyond which
shall be disposed or preserved

n notification

ind/or archived Data Objects(3.7)
ry: These modifications inay be necessary during the ingest or later to ensure proper storg

(e.g. changing the file(format, or adding, correcting or updating representation informati
description information).

I Agency
I organization that made or received the information within the context of its activitie

Fy: It is’often the producer in the OAIS model.

7or the

@y be
fed in

idata

Data

by an Archive (3.2) to an Originating Agency (3.11) of the modifications made t¢ the

ge of
bn or

fv--The ﬂrigin:\ting Agpnr‘y mayactasa Trnncfprring Agonrv (". 70) armavyiise a Trqncﬁnrring A

Fency

as an intermediary for sending data to the Archive (3.2).

3.12

Physical Data Object
physical item which contains information, for instance, a file, a box, a CD-ROM, etc.

3.13

Preservation
combination of policies, strategies and actions developed by the Archive (3.2) to ensure that digital

information

3.14

of continuing value remains accessible and usable

Preservation profile

adjustment

2

of the descriptive model based on the types of exchanged Data Objects (3.7)
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3.15

Restitution

transfer of information by an Archive (3.2) to an Originating Agency (3.11) in order to shift back to the
Originating Agency the responsibility for data retention

Note 1 to entry: This transaction is partially equivalent to the OAIS functional entities archival storage and access.

3.16

Rights metadata
metadata concerned with the limitations and restrictions regarding the access to and use of data
commonly including elements such as copyright status, use restrictions and information about licensing
agreemetts

3.17
Servijice Level
quality of the services provided by the Archive (3.2) to its partners and planned by the Submission
Agrepment (3.17), including secure preservation, guarantee of the integrity of the gtored data,
availpbility rate, etc.

3.18
Subrhission Agreement
agreement or regulation used as a framework for the relationships-between the Archive (3.2) and its
parthers

Note|l to entry: In order to facilitate DEPIP implementation, an agreement should describe at least the following:
— international standardized profile(s) supported (if any);

— the types of transactions (transfer, deliver, modify, dispose and restitute) supported, spedifying, when
necessary, whether a preliminary authorization of;the Control Authority is required;

— thelist of individuals or organizations invelyved, their roles and responsibilities in these transagtions;
— fhe selected code lists and models to befused during these transactions;

— Preservation profiles (i.e. rules for-creating descriptive metadata according to the type of documents
r applications being preserved).including: Service Levels, access and Disposition rules and information
3dbout how the terms in the original agreement may have evolved.

Note |2 to entry: Details copcerning data transactions may be incorporated in the Submission Agfeement. It is
also possible to create a §epdrate agreement (complementing the Submission Agreement), which|provides the
required technical infofmation. In DEPIP, it is assumed that everything is included in a Submission fAgreement.

3.19
Transfer
subnpission.of submission information packages or SIPs by a Transferring Agency (3.20) tp an Archive
(3.2)]in order to hand over the responsibility for preservation

Note [l te’entry: This transaction is equivalent to the QAIS ingest functional entity

3.20

Transferring Agency

individual or organization that submits submission information packages (SIPs) to an Archive (3.2) but
does not own the Data Objects submitted

Note 1 to entry: In the OAIS model, the term “producers” has a narrower meaning (people, or more likely, the
organizations, which provide the objects to be archived). From an OAIS point of view, a Transferring Agency is
a kind of producer, who is acting on behalf of third parties and is not responsible for the content per se, but may
have responsibility for creating the Submission Information Packages (SIPs).

Note 2 to entry: A Transferring Agency could sometimes also be the Originating Agency (3.11). In that scenario, it

is the owner of the Data Objects it is transferring, and it also has the responsibility for creating the submission
information packages (SIPs).

© IS0 2017 - All rights reserved 3
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4 Context

4.1 Roles played by individuals or organizations involved in transactions

The following are the principal roles in the DEPIP context (defined in Clause 3): Archive, Transferring
Agency, Originating Agency, Control Authority and Consumer.

NOTE Three roles identified in DEPIP are not directly part of the basic OAIS model (Control Authority,
Transferring Agency and Originating Agency) but may be seen as aspects of OAIS Producer and Management.

4.2 Types of transactions

The transactions described in detail in Clause 5 are:

— Transfer: Transfer of information by a Transferring Agency to an Archive in order to hand over the
respongibility for preservation. The Transfer may be preceded by a Transfer Request for agreerment;

— DeliveryDelivery of information by an Archive to a Consumer, with the authorization, if requirg¢d, of
the Originating Agency and/or of a Control Authority;

— Modify{ Notification by an Archive to an Originating Agency to inferm it that the transferred
informdtion has been modified. These modifications may be necessary in order to ensure pioper
storage|of information (e.g. changing the file format). Note that the)entire activity of modifichtion
as would be undertaken by an Archive would comprise many mofe steps than merely a notifichtion
being s¢nt, but the scope of “Modify” as focused here is merelyjthe notification;

— Dispose: Notification by an Archive to an Originating(Agency to inform it that the requgsted
informgtion has been disposed of. The disposal may bepreceded, if applicable, by a Disposal request
to the Qontrol Authority and by an Authorization réquest to the Originating Agency. Note thdt the
entire dctivity of disposition as would be undertaken by an Archive would comprise many more
steps than merely a notification being sent, but.the scope of “Dispose” as focused here is merely the
notificafion;

— Restitute: Transfer of information from-an Archive to the Originating Agency for the purpgse of
returnipg the responsibility for préservation to the Originating Agency. Restitution shoul:f not
be conflised with data recovery, that is to say, the full Restitution of the relevant information in a
reusable way and as contracted.

4.3 Exchanged objects

4.3.1 General

The objects| exchanged during DEPIP transactions are Data Objects (including technical metaflata)
accompanied by ‘déescriptive and administrative metadata. Since DEPIP is based on OAIS, technical
metadata r¢lates to structural metadata (representation information) and is considered as part of
the Data Object, wht iptiv i v | i Y ying
information. The types of these objects (indicated in brackets) and the cardinality of their components
are presented in class diagrams.

4.3.2 Exchanged Object packages (DataObjectPackageType)

4.3.2.1 General

A package of Data Objects (DataObjectPackageType) is composed of a set of Data Objects accompanied
by descriptive and administrative metadata.

4 © IS0 2017 - All rights reserved
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4.3.2.2 Data Objects (BinaryDataObjectType and PhysicalDataObjectType)

A Data Objectis either a digital (sequence of bits) or a physical object which is to be preserved, containing
technical metadata, i.e. representation information (for instance, format), integrity information (for
instance, hash code) and identification information (for instance, identifier).

This

document makes a distinction between:

Binary Data Objects (BinaryDataObjectType): for instance, an electronic file, i.e. a named and

ordered sequence of bytes that the file system of an operating system may handle as a unit;

Physical Data Objects (PhysicalDataObjectType): for instance, a file, a box, a CD-ROM, etc.

A Biq
text
mess

The
the 1

ary Data Object may be characterized by its format (e.g. "PDF 1.4"), its encoding (e'g.
file) and its size (in bytes). The digital content may be physically included (encapsulat
age, or it may be bound by a reference (e.g. a file name).

Jecision to either encapsulate digital content in the information package er to leave
ackage is implementation-specific. The decision may be based on criteria such as th

"UTF-8" for a

ed) within a

it outside of
e size of the

Data|Object.

hcterized by
ders, boxes,
hge location.

A Dafa Object on a physical medium (e.g. paper document or analogue recording) is char
specific technical metadata. The main related metadata elements_are its size (number of fo
linear meters, etc.) and its medium or container using its technical identifier and/or its stor

4.3.3 Administrative metadata of exchanged Data Objects (AdministrativeMetadata’

[ype)

Adm
infor

inistrative metadata applies to all the Data Objects in a SIP package and includes t}
mation:

he following

$ubmission Agreement;

Preservation profile;

$ervice Level;

Rights metadata;

]

Disposition rule.

NOTI
held |

Rights metadata’is bound to the Data Object. It is controlled by the Control Authority, but it is not

Dy it.

4.3.4 Descriptive metadata of the exchanged Data Objects (DescriptiveMetadataTyp

e)
riptive-metadata includes information related to the Data Objects (data origin, descrfiption, date,
Fords, ‘etc.). Descrlptlve metadata should apply to all Data Ob]ects in a SIP. Descrlptlve metadata

3 R braries, EAD

Desc
keyW
may a
in archlves ONIX for book trade and So on).

5 Modelling

5.1 General

The model used for description of transactions is Unified Modeling Language (UML). Three types of
diagrams are used.

— The use case diagrams provide an overview of the system by representing the individuals or
organizations involved and their actions on the system.

© IS0 2017 - All rights reserved
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— The sequence diagrams include each use case and provide a temporal representation of the progress
of each transaction. These diagrams represent the scenarios involving the Archive and its partners.

— The class diagrams are used to define the set of elements and their properties used in different
transactions.

5.2 Use case diagrams

5.2.1 General

Five transactions may occur between the Archive and its partners: Transfer, Deliver, Modify, Dispose
and Restitute. These transactions are shown in Figure 1.

Transfer

Transferring Agency

Restitute

Archive

OrigipatingAgency

Dispose

\[)Tr/

(onsumer Control Authority

Figure 1 — General use case diagram

5.2.2 Transfer

During Trarlsfep, the Transferring Agency should transmit to the Archive the following information:

— informadti once g the transfer itse
Archive, date of sending the message);

— management information (identification of the Submission Agreement between these two parties);
— information on the Data Objects to be preserved (administrative and descriptive metadata).

If they are digital, the Data Objects themselves may be joined to the message. After the transfer, in
case of an acceptance by the Archive, it is its responsibility to retain the transferred information. The
Submission Agreement shall specify whether there is also a transfer of responsibility.

The Transfer may be preceded by a Transfer request for agreement that allows the Transferring Agency
to check with the Archive that the planned transfer is acceptable by sending, for instance, only the
metadata for authorization. Figure 2 shows the Transfer preceded by a Transfer request.

6 © IS0 2017 - All rights reserved
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Request for a transfer

=<Extend>=

E— Transfer

TTASIETTIE AZENCY Archive

Figure 2 — Use case diagram: Transfer

5.2.3 Deliver

A request to deliver a preserved Data Object may be sent by the Originating Agency or, moie indirectly,
from| any person with an interest in consulting the Data Object{i.e. a Consumer) for adrinistrative,
legal} litigious or historical reasons. The Originating Agency may always access the Data Opjects it has
submitted and which have been archived unless legal, regulatory or contractual exceptiops requiring
authprization of the Control Authority exist.

NOTE1  Authorization from the Control Authority shall\be requested for the delivery of personfal data. Once
the re¢tention periods defined for the initial purpose of the processing have expired, they are no longer of use for
theirfinitial purpose. The Authorization request also applies to the Originating Agency.

NOTE 2  If the Consumer is the Originating Agency, the authorization from the Originating Agency is
considered tacit.

Consjumers may need an authorization from the Originating Agency, the Archive and/pr from the
Contfol Authority because of legal, regulatory or contractual conditions.

Figure 3 shows the Deliverypreceded by authorization requests sent to the Originating Agency or to
the Jontrol Authority.

Request an authorization
from Control Authority

* <<Extend>> Control Authority

| 3 =
Consumer \.. <<Extend>> Archive

Request an authorization
from Originating Authorit

Originating Agency

Figure 3 — Use case diagram: Deliver

© IS0 2017 - All rights reserved 7
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5.2.4 Modify

The Archive shall maintain, in accordance with the Submission Agreement, a list of authorized
modification operations, such as:

— modification of metadata;

— migration of Data Objects (format conversion in case of obsolescence of the format in which the data
has been submitted);

— notification [this transaction allows the Archive to send a Dissemination Information Package (DIP)
containing the migrated Data Objects and modified metadata to the Originating Agency].

When the Afrchive has migrated the preserved Data Objects, or modified the associated metadatg, the
Archive sha|l inform the Originating Agency about the changes. Figure 4 shows the notification qf the
modification operations.

Archipe Originating Agenc
., <<Include>=> & B Agency

5

otify abovt modificatior

Figure 4 — Use-case diagram: Modify

5.2.5 Dispose

The Disposal procedure applies when an Archive disposes of Data Objects whose retention period
has expired| Disposal is usually based either on the Submission Agreement or a separate transaftion
process agr¢ement. The Archive/may still check if the Originating Agency wants the data to be deleted
before procg¢eding with the-disposall). An authorization from the Control Authority may also, according
to the currept legal, regulatory or contractual framework, be required.

Figure 5 shqws the Disposal notification, preceded by the Authorization request sent to the Originpting
Agency and |eventually to the Control Authority.

1) SeelSO 14641-1 for instance.

8 © IS0 2017 - All rights reserved
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Request an authorization
v from Control Authority

<<Extend>> .-

Control Auth

Dispose

end=>>

Archive Request an authorization

E<<Include>> from Originating Agency

ority

Notify about disposal

Originating

Figure 5 — Use case diagram: Dispose

Originating Agency has a copy of the expired Data Object in itscown information sys
bnsibility of the Originating Agency to dispose of it. The Archive is not able to reqy
htion since it may not know that a copy exists. However, the'@riginating Agency may n¢

from the Archive to the Originating Agency, the Authorization request to the Origing
be considered tacit.

Restitute

tution is a request to return the archived-Data Object to the Originating Agency or a

[iginating Agency, of a preserved file:In this case, the Restitution may be partial and m|
e information contained in the original transfer.

Restitution may be done at the request of the Originating Agency or at the request of
kample, at the end of the(€ontract binding an Originating Agency and a storage serv
fransaction is carried dut in two steps: a request, followed (in case of agreement) b
the Archive to an Originating Agency. These steps are shown in Figure 6.

stitution is supported, the Submission Agreement shall specify the characteri
bmination Inforrmation Package to be created (Data Objects in their original formd

s, etc.)..Once the Restitution is made, the Archive, according to the applicable legal, r
ractualiprovisions, shall eventually delete the Data Objects and other information cond

hoency

f'em, it is the
est such an
ed to obtain
notification
ting Agency

third party
e request of
ay not cover

the Archive,
ice supplier.
y a transfer

btics of the
it and/or in

rent file formats after successive migrations, metadata including descriptions of mjigrations as

bgulatory or
erned.

[ — Restitute

Archive

e
s

“-.__ =<Include>=>
<<Include>=

Request a restitution

Figure 6 — Use case diagram: Restitute
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5.3 Sequence diagrams

5.3.1 Gen

eral

The sequence diagrams presented below describe the dialogue between the individuals and
organizations involved in the context of a transaction. These diagrams identify messages that are sent by
the Archive and its partners and describe the sequence of these messages. To facilitate interoperability
between information systems, compliance with the order in which exchanges shall be done within each
use case is particularly important.

The sequence diagrams link together four messages: a request, an acknowledgment of the request, a

reply to the
acknowledg
acknowledg
must be ind
Agreement

5.3.2 Tra

Figure 7 shqg
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request and an acknowledgement of the reply. It should be noted that the formal
ments is only given as a proposal and should be used only when needed, that is,
ement is not supported by another protocol used. Identifying whether acknowledg
luded in exchanges, as well as their form or style, should be specified in {a Submi
br other formal agreement between the parties.

nsfer

ws the sequence of the different messages that are sent by the Atchive and the Transfe

r request is optional. It allows the Transferring Agency4o‘eheck with the Archive thg
Insfer meets the requirements of the Submission Agreement (regarding the content d
5, their volume, the frequency or scheduling of transfers). The content of the request m4
just some information about the agreement.

r request should be followed by an acknowledgement (optional) and a reply (accepta

reply.

fer request is accepted, the Business Identifier of the reply to the Transfer requeg
hould be used in the following Transfer message.

r message comprises the Data Objects to be transferred and their metadata. The Tra
ent by the Transferring Agency to the Archive.

sends an acknowledgement to the Transferring Agency immediately after it receive
ssage.

a}

b checks thaf\the transferred information meets all the conditions specified if
Agreement.of.some other service contract previously accepted by both parties. Then, ¢
ce notifi€ation or an error message is sent by the Archive to the Transferring Agency
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rEhe acceptance may include the metadata of the transferred information object, so
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TINg AGENCY May Keep track of wiatitias sent:

At the end of the transaction, in the case of acceptance, the information object has been transferred
from the Transferring Agency to the Archive and the responsibility for information retention shall lie
with the Archive, if the ingest process is completed successfully.
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Transferring Agency Archive
Opt.

1 : Transfer request N
€oooommmneeeeeo. L1 : Transfer request acknowledgement

< 1.2 : Transfer request reply
_________________ 1.3 : Transfer request reply acknowledgement - ™\
1.4 : Transfer N
oo L5 :Transfer acknowledgemtent

< 1.6 : Transfer xeply

lo___._..L7:Transfer reply acknowledgement N

e
e

Figure 7 — Sequence diagram: Transfer

5.3.3 Deliver

Figure 8\illustrates the sequence of the messages that are exchanged by the Archive and |its partners
involve@in the Delivery transaction.

The Delivery request is made by a Consumer (either the producer or a third party) that wishes to
consult the preserved information. A Dissemination Information Package (DIP) may contain both data
and related metadata or only the former or the latter, or the entire archived Data Object or just part of it.

The Archive should send an acknowledgement to the Consumer immediately after the Delivery request
has been received.

If delivery requires authorization, one or more Authorization requests shall be made following the
posting of acknowledgement message but prior to sending the corresponding Delivery request reply
message.

After the examination of the request, and if necessary after authorization has been received, a Delivery
request reply shall be sent by the Archive to the Consumer. This reply may be negative (for instance,

© IS0 2017 - All rights reserved 11
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where the requested information does not exist, or where the Control Authority objects to the delivery)
or affirmative (in which case, the reply includes the requested information).

After reception of the reply, the Consumer sends back an acknowledgement message.

Consumer

Originating Agency

1 : Delivery request

Control Authority

. 1.1 : Delivery re

uest acknowledgement

1.2 : Delivery

{

request reply

1.3 : Delivery reque

st reply acknowledgement

5.3.4 Modify

Figure 9 shq

Modificatiof transaction.

The Submis

Figure 8 — Sequence diagram: Deliver

ws the exchange of messages between the Atfichive and the Originating Agency during the
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may be made on the archived or disseminated.data (especially file format migrations when the original

format of th
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acknowledg
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e archived data becomes obsolete),

pation notification message eomprises the technical identifiers of the modified Data Ob
5 the nature of the modifi€ation applied (e.g. format migration, metadata updates). Modified
5 may also be included in.the notification.

Originating Agency

ects,

ving a Modification notification, the Originating Agency may respond with an
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Figure 9 — Sequence diagram: Modify
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Figure 10 shows the sequence of the messages that are exchanged during the Disposal transaction.

This exchange of messages may occur only after the Archive has obtained an authorization from the
Originating Authority to proceed with the disposal of a digital object. Authorizations are obtained
either by making Authorization requests to the Originating Agency or by specifying the disposal terms
in the Submission Agreement.

Once the authorization has been obtained, the Archive may proceed with the disposal in compliance
with the procedure laid down by the Submission Agreement. Once the process is complete, the

Archive notifies the QOriginating Agencv of the disngsal. The Originating Agencv resng
5 55 v ’ 5 55 "y i

acknpwledgement. The notification may, if necessary, include a reference to the authotiz
Contfol Authority or to the corresponding Submission Agreement.

Whep an Originating Agency requests disposal of an information object thatlit holds|
mation system, an Authorization request to the Control Authority may be §ent, if required by legal,
regulatory or contractual provisions.

infon

5.3.46 Restitute

The
by a

The

ds with an
ation of the

in its own

Archive Originating Agency Control Authofity

Authorization requests

1 : Disposition notification

1.1 : Disposition notification acknowledgeniént

Figure 10 — Sequence diagram: Dispose

Restitution transaction is\divided into two sequences: a sequence of Restitution requ
sequence of Transfer, TheSe two sequences are shown in Figure 11.

Restitution request may be initiated

y the Archivethat holds information to be returned. The Archive may routinely return
bjects to theOriginating Agency when their preservation period has expired, or the /
feturn alhthe information objects belonging to an Originating Agency at the end of th
they had together, or

est followed

information
\rchive may
P agreement

Ibythe Originating Agency, for instance, when an Originating Agency needs to reactivate a business

file which is no longer present in its production systems, or when an Originating Agency has used
a third-party service to preserve its digital information but has decided to take the responsibility

back to itself (or to pass it to another third party).
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Archive Originating Agency

Opt.

1 : Restitution request

v

1.2 : Restitution request reply

Ky

_________________ 1.3 ; Restitution request reply acknowledgement

1.4 : Restitution reguest

Y

Transfer

Figure 11 — Sequence diagram: Restitute

The request made inchides a list of the technical identifiers of the Data Objects requested (potentially
accompanied by metadata about the objects). The agency receiving the request shall respond with an
acknowledgement; followed by a reply (either acceptance or refusal of the Restitution request) anfd the
initiator of thésequest sends back an acknowledgement.

If the Restitution request is accepted, the actual transfer of information objects between the Archive
and the Originating Agency follows the normal Transfer procedure. Note that in this case, the Archive
that holds information to be returned acts as a Transferring Agency, while the Originating Agency of
this information acts as an Archive. At the end of the transfer, information and the responsibility for its
retention have been transferred from an individual or organization to another.

5.3.7 Authorization requests

5.3.7.1 General

Figures 12 and 13 (Authorization request to the Originating Agency and Authorization request to the
Control Authority) have been isolated from the others, as they are used as additional sequences in
Dispose and Deliver.
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5.3.7.2 Authorization request to the Originating Agency

An Archive may obtain an authorization from the Originating Agency by sending to it an Authorization
request message. The Originating Agency responds immediately with an acknowledgement. After the
request has been considered, the Originating Agency notifies the Archive of its decision by sending
an Authorization request reply message, which may contain either an acceptance or a rejection. The
Archive shall respond to the message with an acknowledgement. Figure 12 shows the Authorization
request to the Originating Agency.

Archive Originating Agency

T T

' '

' '

' '
—— r—

1 : Authorization request to the Originating Agency

L J

K

Figure 12 — Authorization request to the Originating Agency

5.3.7.3 Authorization request to the Control Authority

An Archive may obtain an authorization from the Control Authority by sending to it an Afithorization
request message. The Control Authority responds with an acknowledgement. After the [request has
been|considered, the Control Authority notifies the Archive of its decision by sending an Authorization
requpst reply, which may contain either an acceptance or a rejection. The Archive shall respond to the
mesgage with an acknowledgement.

An |Authorization ,reguest to the Control Authority may include reply mEssages to
earlier authorization” requests concerning the same information object (for inptance, the
AuthprizationOriginatingAgencyRequestReply message) that have been obtained in advange.

Figure 13 shgws the Authorization request to the Control Authority.
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Archive Control Authority

|.____
}----

1 : Authorization request to the Control Authority

v

---q
<1

Figure 13 — Authorization request to the Control Authority

5.3.8 List{of messages

Table 1 shows for each sequence the messages to use in the order innwhich they occur, giving each|time
the name of|the corresponding class.

For the detalils of each message, refer to the sequence diagrams in the previous subclauses.

Table 1 — Protocol messages

Sequence Message to use
Transfer
Transfer request PackageTransferRequest
Transfer request acknowledgemeént Acknowledgement
Transfer request reply PackageTransferRequestReply
Trangdfer request reply acknéwlédgement Acknowledgement
Transfer PackageTransfer
Transfer acknéwledgement Acknowledgement
Transfer reply PackageTransferReply

Transfer reply acknowledgement Acknowledgement

Deliver
Delivery request PackageDeliveryRequest
Delivery request acknowledgement Acknowledgement
Delivery request reply PackageDeliveryRequestReply

Delivery request reply acknowledgement Acknowledgement

Modify
Modification notification PackageModificationNotification

Modification notification acknowledgement Acknowledgement

Dispose
Disposal notification PackageDestructionNotification
Disposal notification acknowledgement Acknowledgement
Restitute
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Table 1 (continued)
Sequence Message to use
Restitution request PackageRestitutionRequest
Restitution request acknowledgement Acknowledgement
Restitution request reply PackageRestitutionRequestReply
Restitution request reply acknowledgement Acknowledgement

Authorization to the Originating Agency

Authorization request to the Originating Agency AuthorizationOriginatingAgencyRequest
Avtheorizationrequestacknovwledgement Aeknowledgement
Authorization request reply AuthorizationOriginatingAgencyRequpstReply
Authorization request reply acknowledgement Acknowledgemenit
Authorization request to the Control Authority
Authorization request to the Control Authority AuthorizationControlAuthorityRequest
Authorization request acknowledgement Acknowledgement
Authorization request reply AuthorizationCéntrolAuthorityRequgstReply
Authorization request reply acknowledgement Acknowledgement
5.4 | Class diagrams
5.4.1 General

The

parthers in the context of transactions, as well.as*the structure of the information obje
withjn these messages.

5.4.
The

Trangferring Agency, Archive andQriginating Agency). Organizations shall be identified (Id

itis

formfat) to be used for this istlundefined.

©IS

following class diagrams describe the structure*of messages exchanged by the Arc

2 Organizations

class Organization (see Figure\14) makes it possible to describe the relevant act

dlso possible to describe them'in the class OrganizationDescriptiveMetadata. The mod

hive and its
cts handled

prs (such as
entifier) and
bl (metadata
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Organization

- Identifier
-id [0..1]

0.1

OrganizationDescriptiveMetadata

Figure 14 — Organization class

5.4.3 Data Object packages

5.4.3.1 General

The class D3taObjectPackage (see Figure 15) représents an unordered set of Data Objects (DataOhject)
with its adnpinistrative (AdministrativeMetadata)and descriptive metadata (DescriptiveMetadatg).

DescriptiveMetadata o DataObjectPackage
-id [0..1]
AdministrativeMetadata g
> 1.*
DataObject
-id

Figure 15 — DataObjectPackage class

5.4.3.2 Data Objects

Figure 16 shows the class DataObiject.

Data Object (DataObject) is either binary (BinaryDataObject) or physical (PhysicalDataObject), such as
a printed document.

A Data Object may contain links (Relationship) to other Data Objects in the same information package.
A link shall specify the technical identifier of the target (target) which is a Data Object in the same
package, and the nature of the relationship (type) between the Data Objects.
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A Data Object shall have a technical identifier for unambiguous referencing from the metadata record
to the Data Object or between Data Objects.

A Binary Data Object contains (directly embedded in the body of the message in base64) or references
(in the form of the file name or a URI) a specific Data Object (Attachment) with some technical
information about it:

— its file format (Format);
— its digest (MessageDigest);

— its size in bytes (Size);

— the status indicating digital signature characteristics (presence or absence of an electronic
gignature, verified electronic signature, etc.) (SignatureStatus).

A Physical Data Object does not have any other technical information than size.(Size) of th¢ medium or
the container, expressed in units such as number of folders, number of boxes, dinéar meters| etc.

PhysicalData®bject

- Size
- Physicafld

DataObject [

7. %

-id | “>"BinaryDataObject

- Attachment

- Format

0.* - MessageDigest

- SignatureStatus [0..1]
- Size

Relationship

- target
- ype

Figure 16 — DataObject class

5.4.3.3 "~ Administrative metadata

The AdministrativeMetadata class (see Figure 17) includes all information required for the preservation
of the Data Objects in the Submission Information Package.

NOTE Submission Information Packages can be incomplete; they can contain, for instance, descriptive
metadata about the preserved Data Object or the Data Object in a format which is not suitable for long term
preservation.

This metadata concerns all the Data Objects in the package, and it consists of the Preservation profile
(PreservationProfile), the Service Level (ServiceLevel), Rights metadata (AccessRule) and the rule for
calculating the disposal (AppraisalRule). All these information details are optional.

The AppraisalRule class allows someone to indicate the preservation period (Duration), the start date
for calculating the period (StartDate) and the disposition (AppraisalCode) which shall be applied at the
end of the preservation period (preservation or disposal). The three items of information as constituent
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parts of this rule are optional. An Archive may have also other sources for acquiring preservation
related information. For instance, Submission Agreements may specify default preservation periods
and disposition policies.

The AccessRule class allows the authorized parties to specify regulations concerning access to the Data
Objects and to express in particular if access restrictions shall be implemented by giving all the required
information. Access information may be expressed in different Rights metadata formats depending on
the practices of the partners of the exchanges.

AdministrativeMetadata

- PreservationProfile [0..1]
- ServiceLevel [0..1]

-id [0..1]
Preservation
0.1 0.1
AppraisalRule AccessRule

- AppraisalCode [0..1]
- StartDate [0.1]
- Duration [0..1]

Figure 17 — AdministrativeMetadata class

5.4.3.4 Descriptive metadata

The DescriptiveMetadata class allows someone to describe all the Data Objects contained in the paqkage
with indexihg, context, provenance, arrangement information, etc. If some metadata in this cldss is
similar to mletadata already available(in other classes in the same information package, the Submigsion
Agreement $hould specify how to interpret the metadata and how to manage conflicts, in any.

Metadata may be based on different formats based on the preferred practices of the particippting
organizations.

5.4.4 Sperification.of the version of the lists of codes used

The CodeLigtVersions class (see Figure 18) allows the users to specify versions of the code lists usked in
a message. These lists are

— appraisal code list (AppraisalCodeListVersion),

— authorization reason code list (AuthorizationReasonCodeListVersion),
— file encoding code list (FileEncodingCodeListVersion),

— file format code list (FileFormatCodeListVersion),

— digest algorithms code list (MessageDigestAlgorithmCodeListVersion),
— code list for relationships between files (RelationshipCodeListVersion),

— list of reply codes used in the reply messages (ReplyCodeListVersion), and
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— signature status code list for a Data Object (presence or absence of electronic signature, verified
electronic signature, etc.) (SignatureStatusCodeListVersion).

The specified code lists shall be used in all transactions. Only the codes contained in these lists may
be used in messages; using invalid codes or other code lists increases the risk of having the requests
rejected. These lists may be modified to meet the changing requirements of the market and the new
technical developments (such as updated and new file formats and metadata formats, new algorithms,
etc.). Therefore, each list shall be identified by a unique identifier and its current version number. If the
name of the code list is well-known, the Archive and its partners may agree to include the name in the

messages. This agreement may be recorded in the Submission Agreement.
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3) Adobe is the trade name or trademark of a product supplied by Adobe System Incorporated. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO of the product
named. Equivalent products may be used if they can be shown to lead to the same results.

4) Internet Assigned Numbers Authority.
5) United Nations Centre for Trade Facilitation and Electronic Business (http://www.unece.org/cefact/xml
schemas).

6) See: http://id.loc.gov/vocabulary/cryptographicHashFunctions.

7) See: http://www.oid-info.com/.

8) Dublin Core Metadata Initiative.

9) See: http://id.loc.gov/vocabulary/preservation/relationshipSubType.
10) RFC2616 section 10.
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CodelListVersions

- AppraisalCodeListVersion [0..1]

- AuthorizationReasonCodeListVersion [0..1]

- FileEncodingCodeListVersion [0..1]

- MessageDigestAlgorithmCodeListVersion [0..1]
- RelationshipCodeListVersion [0..1]
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Figure 19). 1
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(Signature)

shall be defined by the actors of the exchange/The format specification and any additional inform

required of

The encodin
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- SignatureStatusCodeListVersion [0..1]
-id [0..1]

Figure 18 — CodeListVersions class

jature

electronic signature may be added in all messages. This’enables the authenticati
non-repudiation of the transmitted messages. These signatures, depending on the prag
ers, may be based on different standards such as Xades, XMLDsig and PKCS7.

pcts of non-specified types

ur metadata objects identified by this document which share the same broad definitior
[hese objects are descriptive metadata©f the information package (DescriptiveMetad
metadata of organizations (OrganizationDescriptiveMetadata), signature of mes;
and Rights metadata for the Data:Objects in the package (AccessRule). The formats

these objects should ideally be included in the Submission Agreement.

g of these objects mayde-done either in a separate and referenced file, or directly, i
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Figure 19 — Objects of non-specified types

5.4.7 Description of messages

5.4.7.1 General

All messages share common properties defined in the class Message (see Figure 20). These properties are

— the date (Date) the message was sent,

— message identifier (Messageldentifier),

22

© IS0 2017 - All rights re

served


https://standardsiso.com/api/?name=5151828d019bf2a545f4ed91cf72cbf7

ISO 2061

4:2017(E)

comments (Comment), which may be used to explain the reason for the message (for instance, for a

rejection, comments may specify the reason for the rejection and what needs to be done to fix the

r

S

equest), and

ignature of the message file (Signature).

The acknowledgement message inherits properties from the class Message, plus the identifier of the
acknowledged message.

Other messages used during the transactions are grouped within the same class (BusinessMessage),
which inherits all the properties from the class Message, plus

1

1

q

Thel

1

— notification messages (BusinessNotificationMessage);

1

q

in information package containing Data Objects with their associated metadata.

business messages are classified in three categories:

iIso include the identifier of the message they reply to and a return code in case of reje

he list of the versions of the code lists used,

he Submission Agreement (Agreement), and

equest messages (BusinessRequestMessage);

eply messages (BusinessReplyMessage). In addition to the\common properties of meg

sages, these

ction.

brocess (the

ude specific
fiers of the

23

Lastly, all these messages always include information-about the actors involved in the ]
sendpr and the recipient whose labels vary depending.on the messages). They may also inc
inforjmation (identifiers of the requested Data QObjects for the Delivery request, ident
modified Data Objects for the Modification notifi€ation, etc.).
All messages are presented below in alphabetical order based on their names.
Signature
|
CodelListVersions l 0.1
- AppraisalCodeListVersion [0..1] Alg led
- AuthorizationReasonCodeListVersion [0..1] 2
- FileEncodingCodeListVersion [0..1] - Comment[0..*] - MessageReceivedldentifier
- MessageDigestAlgorithmCodeListVersion{0%L] - Date
- RelationshipCodeListVersion [0..1] - Messageldentifier
- ReplyCodeListVersion [0..1] -id [0.1]
- SignatureStatusCodeListVersion [0..1]
“id [0.1] T
BusinessMessage
DataObjectRackage
0.1 - Agreement [0.1]
-id [0..1] S BusinessReplyMessage
- P ¢ - ReplyCode [0.1]
‘ BusinessNotifieationMessage / T —MeeligagzRiquest[deutiﬁer
‘ | ‘ BusinessRequestMessage ‘ T
\ |
PackageModificationNotification T PackageTransferReply
\ Unitidentifier [1.#] PackageTransfer - GrantDate [0..1]
- RelatedTransferReft 0.%
iGﬁ:?;;;;‘z?:}ﬁq:rsmeplyIdenﬁﬁer [0-1] PackageTransferRequest ransperbare [0-1]
- RelatedTransferReference [0..*] PackageDeliveryRequestReply
- TransferDate [0..1] - AuthorizationRequestReplyldentifier [0..1]
- Unitldentifier [1..%]
PackageDeliveryRequest T
- Derogation PackageRestitutionRequestReply
- Unitldentifier [1.*] _ Unitidentifier [1.4]
‘ BusinessAuthorizationRequestMessage ‘
‘ ‘ ‘ BusinessAuthorizationRequestReplyMessage ‘
T | |
‘ AuthorizationControlAuthorityRequest ‘ r
‘ ‘ ‘ AuthorizationControlAuthorityRequestReply ‘
‘Authnrizalion0rigilmtingAgencyRequest ‘ ‘ ‘
‘ ‘ ‘A\lthorizatiunOriginatingAgencyReques(Reply|
Figure 20 — Message class
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5.4.7.2 Message Acknowledgement (Acknowledgement message)

Figure 21 shows the properties of an acknowledgement message.

Organization
Aknowledgement _ Identifier
- . .
-#10.1] Receiver|” 1d [0-1]
- href [0..1]
-id [0.1] Sender Organization
-
- Identifier
-id [0..1] '
|

Figure 21 — Message Acknowledgement

5.4.7.3 Message PackageDeliveryRequest (Delivery request)

Figure 22 shows the properties of a Delivery request message.

Organization
PackageDeliveryRequest - Idedtifier
* id0..1
- Derogation Archive Aid0.1]
- Unitldentifier [1..¥]
Organization
-
Constmer |- [dentifier
-id [0..1]

Figure 22 &—)Message PackageDeliveryRequest

5.4.7.4 Mpssage PackageDeliveryRequestReply (Delivery request reply)

Figure 23 shows the properties of a Delivery request reply message.

Organization
PackageDeliveryRequestReply - Identifier
< . _
- AutlortizationRequestReplyldentifier [0..1] Archive -id [0.1]
- Unitldentifier [1..¥]
Organization
-—
Consumer - Identifier
-id [0..1]

Figure 23 — Message PackageDeliveryRequestReply

5.4.7.5 Message PackageDisposalNotification (Disposal notification)

Figure 24 shows the properties of a Disposal notification message.
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Organization
PackageDisposalNotification _ Identifier
- : .
- AuthorizationRequestReplyldentifier [0..1] Archive -1d [0.1]
- Unitldentifier [1..%]
Organization
‘ el
Originating Agency |- ldentifier
-id [0.1]

Figure 24 — Message PackageDisposalNotification

5.4.7.6 Message PackageModificationNotification (Modification notification)

Figure 25 shows the properties of a Modification notification message.

Organization
PackageModificationNotification - (dentifier
* _3d[0.1]
- Unitldentifier [1..*] Archive ' -
Organization
‘ ¥l
Originating\Agency |- Identifier
-id [0.1]

Figure 25 — Message PackageModificationNotification

5.4.7.7 Message PackageRestitutionRequest (Restitution request)

Figufe 26 shows the properties of a Réstitution request message.

Organization
PackageRestitutionRequest _ Identifier
* -id [0.1]
- Unitldentifier [1..*] Archive -
Organization
‘ ¥a]
Originating Agency |- [dentifier
-\ -id [0..1]

Figure 26 — Message PackageRestitutionRequest

5.4.7.8 Message PackageRestitutionRequestReply (Restitution request reply)

Figure 27 shows the properties of a Restitution request reply message.
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Organization
PackageRestitutionRequestReply  Identifier
* -id [0.1]
- Unitldentifier [1..*] Archive -
Organization
‘ e
Originating Agency |- Identifier
-id [0.1]

Figure 27 — Message PackageRestitutionRequestReply

5.4.7.9 Message PackageTransfer (Transfer)

Figure 28 shows the properties of a Transfer message.

Organization
PackageTransfer - Identifief
* : -id [0.4
- RelajedTransferReference [0..%] Archive ! o
- TranpferRequestReplyldentifier [0..1] _
Organization
-
Transferring Agency, |- Identifier
-id [0..1]

Figure 28 — Message PackageTransfer

5.4.7.10 Message PackageTransferReply (Transfer reply)

Figure 29 shows the properties of a Transferreply message.

Organization
PackageTransferReply - Identifier
* -id [0.1]
- GranfDate [0..1] Archive -
Organization
* ¥l
Transferring Agency |- Identifier
-\ -id [0..1]

Figure 29 — Message PackageTransferReply

5.4.7.11 Message PackageTransferRequest (Transfer request)

Figure 30 shows the properties of a Transfer request message.
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5.4.7.12 Message PackageTransferRequestReply (Transfer request reply)

Figure 31 shows the properties of a Transfer request reply message.

5.4.7

Both Authorization requests (AuthorizationControl AuthorityRequest
Auth

IS0 20614:2017(E)

Organization
PackageTransferRequest - Identifier
* : “id[0.1]
- RelatedTransferReference [0..%] Archive a1y
- TransferDate [0..1]
Organization
>
Transferring Agency |- Identifier
-id [0.1]

Figure 30 — Message PackageTransferRequest

Organization
PackageTransferRequestReply - (dentifier
* -1d [0.1]
- TransferDate [0..1] Archive \ -
Organization
‘ ¥l
Transferribg Agency |- Identifier
-id [0.1]

Figure 31 — Message PackageTransferRequestReply

¢ode correspondingto the reason of the authorization (AuthorizationReason),

1or the request,
ate on which the request has been made (RequestDate),

lechnical identifier(s) of the Data Object(s) the request relates to (Unitldentifier),

Beness Identisi | descrintion oft] R ) and

reply messages already obtained from other services (BusinessReplyMessage).

Figure 32 shows the properties of the class AuthorizationControlAuthorityRequest.

© IS0 2017 - All rights reserved

.13 Message AuthorizationControlAuthorityRequest (Authorization request to the Control
Authority)

and

forizationOriginatingAgencyRequest) include a class AuthorizationRequestContent, which allows
the requester to specify the content of an authorization request. This class includes

¢omments (Comment) that allow the requester to provide additional information such gs the reason

27


https://standardsiso.com/api/?name=5151828d019bf2a545f4ed91cf72cbf7

ISO 20614:2017(E)

AuthorizationRequestContent

- AuthorizationReason
- Comment [0.*]

AuthorizationControlAuthorityRequest

- RequestDate
- Unitldentifier [1..*]
-id [0.1]
[
Consumer 0.%
Organization BusinessAuthorizationRequestReplyMessage
- Identifier - Identifier
-id [0.1] -id [0.1]

Organization
- Identifier
Archive -id [0.1]
Control Authority Organization
- Identifier
-id [0.1]

Figure 32 — Message AuthorizationControlAuthorityRequest

5.4.7.14 Mpssage AuthorizationControlAuthorityRequestReply (authorization request reply))

Figure 33 shows the properties of the class AuthorizationControlAuthorityRequestReply.

Qrganization
AuthdrizationControlAuthorityRequestReply - Idenfifier
* id0..1
Archive Ad1{0.1]
Organization
* s
Control Authgrity |- Identifier
-id [0.1]

Figure 33 — Message AuthorizationControlAuthorityRequestReply

5.4.7.15 Message AuthorizationOriginatingAgencyRequest (authorization request)

Figure 34 sHows the properties of the class AuthorizationOriginatingAgencyRequest.

Organization
e - Identifier
RuthorizationRequestContent .
4 Archive -id [0.1]
- AuthoridationReason AuthorizationOriginatingAgencyRequest
- Comment [0.%] Originating Agency Organization
- Requestpate dentifler
- Unitidentifier [1.*] - Identifier
-id [0.1] -id [0.1]
Congumer 0.*
Organization BusinessAuthorizationRequestReplyMessage
- Identif]er - Identifier
-id [0..1] -id [0.1]

Figure 34 — Message AuthorizationOriginatingAgencyRequest

5.4.7.16 Message AuthorizationOriginatingAgencyRequestReply (authorization request reply)

Figure 35 shows the properties of the class AuthorizationOriginatingAgencyRequestReply.
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Organization
AuthorizationOriginatingAgencyRequestReply - Identifier
- Archive -1d [0..1]
Organization
‘ el
Originating Agency |- Identifier
-id [0.1]

Figure 35 — Message AuthorizationOriginatingAgencyRequestReply
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the message digest algorithm used.

MeasureType may be used to express the size of the Physical Data Objects.

to specify

The type SizeInBytesType is a quantitative measure (MeasureType) expressed in bytes. It may be used

to de

6.3

scribe the size of Binary Data Objects.

Elements metadata

Metadata elements listed in Table 2 are categorized according to the types defined in this document.
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Table 2 — Elements metadata

Type Element Cardinalities Type Definitions and comments
Rule to be applied regarding
AccessRuleType OpenType the access to Data Objects
(access)
Acknov?;;)igement- MessageType Acknowledgement message
MessageReceive- g Identifier of the
dIdentifier [1..1] IdentifierType acknowledged message
Sond T ) —TonT Sender-Organizationthat
ender 1.1] rganizationlype acknowledges the message
Receiver: Agency\to whlich
Receiver [1..1] OrganizationType the acknowledgement
message’is sent
Administra- Admimistrative metadta
tiveMetadataType
Preservation profile: ryles
governing the creation of De-
PreservationProfile [0..1] IdentifierType scriptive metadata depg¢nd-
ing on the type of docunents
or the application concefned
Required service level (avail-
. O\ ability, security), referripg to
ServiceLevel [0..1] IdentifierType the different levels planjned
by the Submission agreement
Rule to be applied abouf the
AccessRule [0..1] AccessRuleType access to the Data Objects
(access)
. . Rule about the lifecycle df the
AppraisalRule [0:+1] AppraisalRuleType information content
AppraisalRuleType id Rule about the lifecycle df the
information content
Code corresponding to fthe
AppraisalCodé [0..1] TextType disposition authority tq be
applied
Duration [0.1] DurationType Retention period
Start date for calculating
StartDate [0..1] DateType the period
AuthorizationCon- BusinessAuthori- Authorization request repl
trolAuthorityRe* zationRequestRe- messa % PP
questReplyType plyMessageType §
Archive [1..1] OrganizationType Archive
ControlAuthority [1..1] OrganizationType Control Authority
AuthorizationCon- BusinessAuthor- Authorization request
trolAuthorityRe- izationRequest- message q
questType MessageType §
Archive [1.1] OrganizationType Archive
ControlAuthority [1..1] OrganizationType Control Authority
AuthorizationOrig- BusinessAuthori- Authorization request repl
inatingAgencyRe- zationRequestRe- messa % Py
questReplyType plyMessageType &
Archive [1..1] OrganizationType Archive
OriginatingAgency [1..1] OrganizationType Originating Agency
30 © IS0 2017 - All rights reserved
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Table 2 (continued)

ISO 2061

4:2017(E)

Type Element | Cardinalities Type Definitions and comments
AuthorizationOrig- BusinessAuthor- Authorization request
inatingAgencyRe- izationRequest- message q
questType MessageType &
Archive [1..1] OrganizationType Archive
OriginatingAgency [1..1] OrganizationType Originating Agency
AuthorizationRe- id Authorization request
questContentType content
— AUThoTtZation reguest reason
AuthorizationReason [1..1] TextType (for disposgl 6dr delivery)
Comment [0..n] TextType Comment
RequestDate [1.1] DateType Authorization request date
Any identifierf allowing
. s . someone to identify the Data
Unitldentifier [1..n] IdentifierType Objects for which the author-
ization request i$ being made
N The organizatidn that asks
Requester [1.1] OrganizationType for authorization
AuthorizationRe- [0..0] falg(l)rrlle[{sesg?;?g{; Authorization r¢quest reply
questReply P)MessageType message
Digital Data Object: for in-
stance an electrdnic file, i.e. a
BinpryDataObject- . named and ordered sequence
Type DataObjectType of bytes, handled by the file
system of an pperating
system as|a unit
. . Digital data dontent (a
Attachment [0..1] BinaryObjectType sequence of bytes)
Information representation
Format [1.1] TextType format
MessageDigest [1.1] %Zi;%gsjzlc‘%?;fel- Digest of the Dlata Object
Code indicating the status
of the signaturg¢ (presence
SignatureStatus [0..1] TextType or absence of ¢lectronic
signature, verifi¢d electronic
signature etc.)
Size [1..1] SizelnBytesType Size in blytes
. . . . Digital data dontent (a
BinayObjectType filename, uri Base64Type sequence of bytes)
Z]Z?izl:ﬁzsﬁlégtl&l:;_ BusinessRequest- Authorization request
sage('ll‘ype MessageType message
AuthorizationRe- [1.1] AuthorizationRe- Authorization request
questContent " questContentType content
BusinessAuthori- . .
. ) BusinessReplyM- | Authorization request reply
zationRequestRe essageType message
plyMessageType

© IS0 2017 - All rights reserved
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Table 2 (continued)

VersionID, name,
languagelD, listUR],
listSchemeURI

Type Element | Cardinalities Type Definitions and comments
BusinessMessa- MessageType Business message
geType
Submission: agreement, or
some other contract or
. regulation providing a
Agreement [0..1] IdentifierType framework for the relation-
ships between the actors of
the exchange
CodeListVersions [1.1] COdeLSlTS;}/)ZrSIOH_ Versions of the code listsjused
DataObjectPackage [0..1] Data(;l;];yc;};acka- Data Object-package
BusinessNptifica- BusinessMessa- Notificstion messagé
tionMessaEeType geType 8
BusinessRdplyMes- BusinessMessa- Reply message
sageType geType Py &
Reply code
Error warning shall He
ReplyCode [0..1] TextType recorded in the Commeént
element, if the reques{is
rejected.
MessageReques- cps . i
tIdentifier [1..1] IdentifierType Request message identifier
BusinessRequest- BusinessMessa- Request message
MessagdType geType q &
CodeListVprsion- id Versions of the code listsjused
sType
AuthorizationRea- [0.1] CodeTvpe Authorization reason cpde
sonCodeListVersion " yp list version
FileEncodingCodelL~ . . . | .
istVersion [0..1] CodeType File encoding code list vefsion
FlleFormat.CodeLlst- [0..1] CodeType File format code list verfion
Version
MessageDigestAlgo- Digest algorithm code list
rithhm€odeListVersion [0-1] CodeType version
. . Version of the list of codes
Relat.lonshlpCodeL- [0..1] CodeType of relationships betwden
istVersion
Data Objects
ReplyCodeListVersion [0..1] CodeType Reply code list version
Version of the code 11Sts in-
dicating the signature status
SignatureStatus- for a Data Object (presence
CodeListVersion [0.1] CodeType or absence of electronic
signature, verified electronic
signature, etc.)
listID, listAgencylD, TextType Code
listAgencyName,
CodeType listName, list-
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