INTERNATIONAL

ISO

STANDARD 20488

First edition
2018-06

Online consumer reviews®== Principles
and requirements for their collection,

moderation and publication

Avis en ligne de consommateuys,— Principes et exigences|portant sur

les processus de collecte, modération et publication des a

Jis

Reference number
1SO 20488:2018(E)

©1S0 2018


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488:2018(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOTTNATIVE FEECI@INICES .........oocco e 1
3 Terms and AeFIMITIOIIS ... 1
4 Guiding principles and organizational commitment....
4.1 Guiding principles ...
4.2 Organizational commitment
421 CUIUTE ol e
4.2.2  COdE Of PrACLICE ..o gy e e
4.2.3  Terms and conditions
4.3 Continual IMPIrOVEMENT ... o e
4.4 Communication ChanNels ... o e
441 General... e
4.4.2  Dedicated contact channel for suppliers
4.4.3  Providing feedback to suppliers................
4.5 Resource capability ...y e
5 The COlECHION PIOCESS .........cccooooii e A e
5.1 (CT30T=) - | Y 5
5.2 Responsibilities of participants.................@;...
5.2.1 Thereview author............. %> ...
5.2.2  The review administrator
5.3 Consumer review features.........ah .
5.4 Solicited CONSUMET TEVIEWS ..., 0 oot
TR O €Y ¢ U =) IO eSS
5.4.2  Invitation
543 INVITATION AATE 0 oo
544  MUltiple COMSUMETS ...
5.4.5 Use of the'consumer database...........
54.6  End of invitations ...
5.5 Unsolicited/consSumer reviews ...,
5.5.1  (otrol of the identity of review authors..
5.5.2 CHVerification of consumer experience....
5.6 Minimizing biased and fraudulent reVIEWS ...
5:0 1 PUIChase Of TEVIEWS ...
56.2  Reviews collected with reward.........
5.6.3  Reliability of collection process.......
507 Review questionnaire/collection form..........
571  General.. e
5.7.2  Questionnaire/collection form structure...
5.7.3  Total rating of the Product OF SEIVICE ...
6 The MOAEIAtiON PIOCESS..........ooocooioiieee et et
6.1 [0 T<) 4 1) = SO
6.2 CONAItIONS .o
6.3 Staff moderating consumer reviews
LIRS 70 I 7=V 4 30 o) =S
6.3.2  Staff competencies and FESOUICTES. ... 12
6.4 Moderation characteristics
6.5 ANAIYSING TEVIEW COMEBIIT ..ot
6.5.1  Performing the analySis .. ...
6.5.2  Outcomes of the analysis
6.5.3  Automated MOAEIAtION ...

© 1S0 2018 - All rights reserved iii


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488:2

018(E)

6.5.4  Manual moderation ...
6.5.5  Consumer review moderation time limit..
6.6 Rejection of a consumer review...............
6.7 REIMNOVAL Of FEVIBWWS ..ot
6.7.1  BY the reVIeW AUENOT ...
6.7.2 By the review administrator
6.7.3  Informing the review author
6.8 Editing the TeVIEW COMTENT. ...
6.9  Assessing the moderation ProCess ...
6.9.1 Continual improvement of the moderation process
6.9.2  SAMIPIIIIZ e
0.9.3  TESTTEVIEWS ..oooooiiic e
6.9.4  Survey of review authors -
6.9.5 Removal of non-compliant reVieWs ...l g e
7 The publication PIrOCESS.............iiseeees e o T e 16
78 S €13 T SO = - SN W 16
Considerations for the review administrator ... b 16
7.1.2  Accuracy of the review...........cis: RRTIIN G SRV R 16
7.1.3  The default diSPlay . ... s | 16
7.1.4  The review submission and consumer experience date™ ... 16
7.1.5  The profile information
7.2 OVETAIL TATINES ooy g
7.3 | Time lImMits fOr FatiNES ... Fosessss st
7.4 | Ensuring transparency of the review publication progess
7.5 Conditions and ProCedures ... Qg
7.6 PUDIICATEON TIIMIE ..o e e
7.7 Flagging a review containing illicit or inappropriate CONtent. ... 18
7.7.1  Access to flagging
7.7.2  Manual moderation of a flagged review
7.8 Right of response by the SUPPlIETrS LEVIEWED. ...
7.8.1  General...aiaahi,
7.8.2  Moderating the supplier’s response ...
7.8.3  Publishing the supplier’s response.........
7.9 Criteria for removal of reviews after publication
7.9.1  General..... o5
7.9.2  Request by-a FEVIEW QULNOT ..o
7.9.3  Time lingitsTelated t0 remMOVal......oi e
7.9.4  Retention of records ...
7.10| Loss of thefight to submit reviews.........
7.11| FraudulentIeViews ...
7.12] Publigation of reviews from another review site
BIBDIIOGIAPIY ... 5t e 21

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for whom a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth CHERE—S ptended—for-tts—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria meeded for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see the following
URL{www.iso.org/iso/foreword.html.

This|document was prepared by ISO/TC 290, Online reputation.

© ISO 2018 - All rights reserved v
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Introduction

Online review sites offer consumers the chance to give feedback about their experience of using
products and services, for the benefit of other consumers who might be considering buying or using
them, as well as valuable feedback for the suppliers that provide the products and services.

A vast number of consumer transactions and interactions now take place via the internet, and millions
of consumers each year read and write online reviews. The rapid growth of consumer review sites,
covering a wide range of products (e.g. clothes, electrical appliances, toys, cars) and services (e.g.
restaurants, hotels, builders, plumbers, electricians, lawyers), has the potential to empower consumers
and drive ind only
are suppliery asking for consumer reviews, consumers are talking back, and talking to each othet;

Review site
those that Y
consumers

thousands d
meet the ne

5 can benefit consumers, making it easier to research products and services, ahd idg
est suit their needs in terms of function, price, quality and value for money? They 3
to share information about their experiences, and to seek feedback and:<opinions

f other users. Online reviews can also be a valuable resource for suppliérs, helping the
bds and expectations of their customers. Consumers with personal experience of using

ntify
1 low
from
m to
their

products or
systems, pr
user review
win new ong

As online r¢
consumers 4

services can help to identify areas of improvement leading to betterquality products, b
pcedures and customer service. Smart suppliers understand that proactively encour
5, and responding quickly and positively to feedback, can help them to keep customer
S,

views are increasingly influential to consumers’ purghasing decisions, it is vital to
ind suppliers that sites are managed effectively to build confidence in the quality, inte

accuracy and transparency of reviews. Both consumers and-suppliers have reported some proh

with online
of trustin tH

false po|

false ne
the org4

the acti
compan

or othe

alacko
betterr

supplies
reviewg

These issue

Feviews. These problems might be intentional or imintentional, but can lead to a degrad
le online review process. Some problems reparted include:

Sitive reviews written by the supplier it§elf intending to mislead consumers;

gative reviews written by a suppliér’s competitors intending to ward off consumers
Inization;

ies services to improve their online reviews;

consumiers using their newfound position of public criticand in effect obtaining better circumstg

benefits from a supplier that they review;

[ trust concerning the veracity of consumers’ reviews, and whether organizations seleq
eviews, andremove the negative ones;

s that™use consumers to write positive reviews or penalize them for writing neg
, in¥some cases contracting consumers out of the right to write a negative review.

etter

ging
5 and

both
prity,
lems
htion

from

ity of businesses specialized in “online reputation management” who offer e-comnperce

nces

t the

ative

form the basis for the principies imthis document that are designed to TeS01Ve TenT.

This document offers requirements to organizations that manage consumer review sites, detailing
good practice throughout the process, from collection to moderation and to publication. It gives
recommendations in order to increase consumer trust in online consumer reviews, increase the
protection of suppliers from exploitation and mischief, and improve the purchase decisions of
consumers and the quality of products and services provided by organizations.

Organizations that choose to follow this document can be considered to be demonstrating that they
value their customers and are committed to providing reviews that consumers can trust.

vi © ISO 2018 - All rights reserved
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Online consumer reviews — Principles and requirements
for their collection, moderation and publication

1 Scope

This document provides requirements and recommendations for the principles and methods for review
admimistratorstoapply i their cottection, oderation and pubtication of Oie COMSuIET reviews.

This|document is applicable to any organization that publishes consumer reviews(online, including
suppliers of products and services that collect reviews from their own customers, a|third party
contracted by the supplier, or an independent third party. It is recognized that the’different processes
relatpd to the collection, moderation and publication can at various times be\performed [by different
orgahizations. This document is applicable to reviews published online, collected by any methodology.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions
For the purposes of this document the following terms and definitions apply.
ISO gnd [EC maintain terminology databases foruse in standardization at the following addresses:

— ISO Online browsing platform: availableat https://www.iso.org/obp

— IEC Electropedia: available at httpy//www.electropedia.org/

3.1
consumer review
recorded information made publicly available by a consumer [deemed to be a review author{(3.8)] about
a specified product or seryice provided or sold by a supplier (3.6)

3.2
consumer
mempber of the geréeral public purchasing or using products or services from a supplier

3.3
consumei’experience date
calenjdar date and time when the consumer made use of the product or service

3.4
identification
process for obtaining information necessary to confirm the review author as a real person

3.5

geolocation

process whereby the geographical coordinates (latitude and longitude) of a review author can be
obtained automatically to identify their location

3.6

supplier

organization or individual providing a product or service being reviewed by consumers on the online
review site

© ISO 2018 - All rights reserved 1
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3.7
collection
means of obtaining a review related to a consumer experience

3.8
review author
consumer (3.2) writing a review for publication on the review site

3.9
terms and conditions
set of criteria published on the review site that specify the rules with which review authors and

3 11 1 el rala it L. LRy 3 £, ll: £ £l ' i
Suppllers W tompty e y-wisan o stomit mrorfiratronror-puorreationoir e review-stee

3.10
unsolicited review
consumer’s pvaluation of a product or service that is provided without being requested-by'the sugplier
or the reviefv administrator

3.11
solicited reyview
consumer’s review of a product or service requested by the supplier or reviéw administrator

3.12
total rating
score given py a review author to sum up their evaluation of a specific product or service

3.13
rating
value, classification, or ranking of a product or service by-a‘consumer

Note 1 to entfy: Rating enables a consumer to give their opinton using a rating scale (0to5,1to 5,1 to 10,1 t$ 100,
Ato D, etc.).

Note 2 to entfy: This scale may be represented by-syimbols (smileys, stars, coloured dots, symbols, etc.); however,
these symbols should avoid creating confusion with any rating that may exist elsewhere.

3.14
submission date
moment at which the review is submitted to the review administrator by the consumer

3.15
conflict of interest
situation in which a reviewauthor has interests connected to the supplier, product or service that ¢ould
compromis¢ the independent nature of their review

arking

3.17

moderation

filtering, analysis, or processes conducted automatically or by human means with a view to accept or
reject a consumer review

3.18

review administrator

organization or individual responsible for managing the consumer review content, which may be the
supplier of the products and services being reviewed

Note 1 to entry: This can be a third party contracted by the supplier, or an independent third party.

2 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488:2018(E)

Note 2 to entry: The different processes related to collection, moderation and publication may at various times

be pe
3.19

rformed by different organizations.

overall rating
score for a specific product or service, calculated by the review administrator, that combines all of the
individual ratings given by review authors about that product or service

3.20

testreviews
method of authenticating the dependability of the review administrator’s processes

3.21
flagg
func
conty

3.22
prod
inter

3.23
Sing
SSO

funct
pass

4

4.1

The
guid

ing
ion enabling consumers or suppliers to draw the attention of the review administ
ent deemed suspicious

ess
related or interacting activities that transform inputs into outputs

le Sign-On

ion enabling a user to access a number of websitestorapplications with a single
vord

ruiding principles and organizational.commitment

Guiding principles

prganization, its review administrator and its staff shall deliver a service that takes t
ng principles into account at all 'stages of planning, design and delivery.

a) 1

‘)
d)

ntegrity: demonstrates ifitegrity by ensuring that the review site reflects the
gitimate review authors'who have acquired a product or service and have submitted

ccuracy: ensures-~that processes of collecting, moderating and publishing consuy
roduces reviews-that as far as reasonably possible are accurate; that is, adequate, cur
isleading.

rivacy: enisures the protection of review authors’ personal information.

ecurity: makes certain that all systems have anti-fraud mechanisms in place to prot
ata\from internal and external fraud.

rator to any

Jser ID and

he following

opinions of
reviews.

ner reviews
rent and not

bct personal

e) Transparency:ensures the organizations practices on the disclosure of Information to COnsumers,
suppliers, personnel and other interested parties regarding online consumer reviews are visible
in all its undertakings, decisions and policies. The organization should be transparent about all
methodologies, and ownership, that may impact or influence a consumer’s use of the review site.

f) Accessibility: ensures information on the review site is easy to find and presented in a clear and
simple format so that it can be read and understood by consumers and suppliers.

g) Responsiveness: responds to communications from consumers, suppliers and other interested
parties concerning its online consumer review site and takes appropriate action without undue delay.

© ISO

2018 - All rights reserved


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

ISO 20488

:2018(E)

4.2 Organizational commitment

4.2.1 Culture

The organization should facilitate a culture that demonstrates commitment to the guiding principles

identified in

4.2.2 Cod

4.1. This commitment should be supported by senior management.

e of practice

The organization shall develop a written code of practice, communicated and made available to all

manageme
and maintai

4.2.3 Ter

4.2.3.1 Gq

The organiz
be complied

4.2.3.2 Aq

These term4

easily a

accepte

ed.
ms and conditions

tneral

ation shall develop a written set of terms and conditions that state-the rules and critel
with for anyone wishing to submit a review.

cessibility
and conditions shall be
Ccessible to all review authors and suppliers and

d by the review author before submitting a review.

4.2.3.3 No¢n-compliance

It shall be n
removal of 1

4.2.3.4 Cy

The terms a|

nade clear that non-compliance with'these terms and conditions may lead to rejecti
eviews.

iteria

nd conditions shall include the following criteria.

— The content describes a pefsonal consumer experience of the product or service being review

All infoz

mation is faettially correct, to the best of the review author’s knowledge.

— The conttent does not contain defamatory language.

Furthermor

e the térms and conditions should include the following criteria.

> met

Fia to

pn or

The con

tendsintelliaible Lo readers (o

es of

a
o VY

words without meaning).

Any conflicts of interest are clearly disclosed within the review.

The content does not contain personal information that would allow members of the public to
identify or contact private individuals (e.g. telephone numbers, precise physical addresses or email
addresses).

The content does not contain any financial information (e.g. credit card number, social security
number, bank account number) that could result in identity theft.

The content does not contain any marketing materials.

© ISO 2018 - All rights reserved
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The review administrator can add to this list. However, it cannot define any additional criteria that

coul

4.3

d cause bias in the evaluation of the product or service concerned.

Continual improvement

The organization shall continually update and improve the service that it offers. This can be
accomplished by:

4.4

4.4.1 General

The

services reviewed on their site, to share relevant and valuable feedback from review autho

4.4.2 Dedicated contact channel for suppliers

monitoring consumer and supplier feedback, and responding to that feedback;

continually improving the effectiveness and efficiency of its processes;

feviewing, identifying, considering and applying new concepts and practices into theiry
eéncouraging innovation in the development of services and procedures;

providing relevant staff training and personnel development opportunities;and

Communication channels

brganization shall develop effective channels of communication with the suppliers of p

fecognizing examples of outstanding performance and practices related o the process]

processes;

roducts and

['S.

The [review administrator shall provide a specific clearly communicated contact chanrnlel, to allow
contact from suppliers of products and services being reviewed.

NOTH A contact channel can be a_ phone number or email address for the specific purpose of supplier
enqujries.

4.4.3 Providing feedback to suppliers

The

seriqus safety issues orpotential risks highlighted in consumer reviews.

4.4.3.1 Registerthe supplier

review administratdr )should contact suppliers of products and services alerting f

hem to any

review administrator should offer suppliers reviewed on its site the opportunity o register a
iness,online profile so that they can receive alerts when new consumer reviews are pub|

lished.

Where a third party is managing reviews on behalf of a supplier, the review administrator should liaise
with suppliers to discuss the best way to share relevant and valuable feedback from review authors
which may assist in improving products and services.

4.5

Resource capability

The organization should ensure that it has sufficient resources available for process planning,
designing, reviewing, identifying, considering and applying new concepts and practices for continual
improvement.

NOT
requ

E Resources can include, but are not limited to IT systems, and the knowledge, training and experience

ired by the staff that will manage and operate the process.

© ISO 2018 - All rights reserved
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5 The collection process
5.1 General
( suBMIssION RYG )
é h eReview
ePublication of administrator
tqrms and eReview author required to protects review o)
conditions create profile or submit author’s personal N
eUpbiased collection contact information information 2)
Via Invite or open Review author submits *All reviews Q5
platform content collected WS%)
) eCollection of content rewid
submission date and a marxg
PRE \_ rating
SUBMISSION

Consumer r
minimizes H

The organi]
(described i

5.2 Resp

5.2.1 The

All review a

SUBMISSION

Figure 1 — Collection B\(&ess

eviews shall be collected using an objecti&&nd demonstrable process (see Figure 1)
ias and prejudice.
xO

vation’s collection process enabl‘eé\}any consumer meeting the terms and condi
h 4.2.3) to submit a review. C)\\

pnsibilities of participe?& ‘

O
O.

ithors shall be a@ , either at the point of registration, or before submitting each revie

review author
that they %@Eread and accepted the review site’s terms and conditions; and

an el@address or contact telephone number to enable the review administrat

S

that

kions

w, to:

br to

a) confirm
b) provide

contact
Any review

@or not complying with a) and b) above shall be refused permission to submit a rev,

ew.

5.2.2 The review administrator

5.2.2.1 Collecting personal information for profile or nickname

The review author shall be given the opportunity to create an online profile, or nickname to be publicly

displayed.

The review administrator may still collect personal information of the review author; however the

review auth

or can choose to remain anonymous on the site.

© ISO 2018 - All rights reserved
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5.2.2.2 Safeguarding personal information

The review administrator shall ensure that:

a) all personal information collected from consumers is stored and handled in a secure and
confidential manner to prevent unauthorized access or use;

b) security settings are put in place to protect the consumer’s personal information;

c) personal information is used only for the purposes of moderating reviews and is not transferred
to marketing companies, brokers or any other third parties unless the review author has expressly
consented to such transfer.

NOTH Personal information includes information such as an individual’s name, address or‘email address;

that ifs, all information that can be linked to an individual.

5.2.2.3 Training of staff

The

in relation to the guiding principles (4.1).

NOTH Attention is drawn to the relevant national legislation concerning data protection and I§
for further guidance.

5.3
The

b)
The

NOTHE 1  Thereview administrator can routinely offer users the opportunity to sort reviews base
the elements relatingtothe consumer experience have been obtained.

NOTH 2  Additiental content can take the form of photographs, videos or audio comments. These
the same rules{ofyjmoderation as review text.

5.4

review administrator shall ensure that anyone handling personal information complg

Consumer review features

review administrator shall ensure that consumer réviews have the following features:
the date the review was submitted;

4 total rating.

review administrator should also pro¥dide review authors with an opportunity to add:
3 description of the consumer experience in free text or questionnaire format;

the date or time period of tie-consumer experience;

additional content relating to the consumer experience.

Solicited consumer reviews

tes training

0/1EC 27001

d on whether

hre subject to

5.4.1 General

Review administrators inviting consumers to submit online reviews should send invitations to all those
who are known to have purchased the product or service.

If the invitations are not sent to all those known to have purchased the product or service, it shall be
collected using an objective and demonstrable process that minimizes bias and prejudice.

© ISO 2018 - All rights reserved
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Invitation

Any solicitation for a review of a product or service sent by the review administrator, or the supplier,
should be sent at a time appropriate for the consumer to write a review.

NOTE
could be sent

following the consumer experience.

The review invitation shall clearly indicate, or give access to, the following information.

a) Who is soliciting the review:

For example the terms and conditions can state a specific time frame within which the invitation

view

jonal

— the[réview administrator or a third party acting on benalf of the review administrator, or the
supplier; and
— if the review administrator is the actual supplier, this should also be clear in the rg
inv]tation.
b) Details pf the product or service for which a review is being sought.
Furthermorg, the review invitation should also indicate, or give access to, the following addit]
informationg
1) how thd review will be used (in particular whether it is intended te-Be published, and where);
2) what content and review author identification information wilkbe published; and
3) how to ¢onsult the terms and conditions of the review administrator's site.
5.4.3 Invitation date

The review
of the produy

hdministrator shall ensure that the review'is not collected before the consumer exper
ct or service.

5.4.4 Multiple consumers

If more tha
purchase, th

h one person (for exampléya family) has had a consumer experience linked to a s
e review administratorreserves the right to solicit either the purchaser of the prody

service, or any of the consumers linked to the purchase.

5.4.5 Use|

Verification
taking place
distributor.

NOTE If

of the consumér-database

that the review author is a real person and confirmation of the consumer exper
may be obtained from a database belonging to the review administrator, the supplier

Lhie-consumer experience cannot be confirmed, the information can be obtained by means of a

ence

ingle
ctor

ence
DI its

form,

1. .
T IIICCTITarIrSTIt,

email or othé

5.4.6 End of invitations

The review administrator should no longer send invitations if, at any point, the review administrator
learns that the evaluated product or service has been discontinued or is no longer offered by the

supplier.

5.5 Unsolicited consumer reviews

Any consumer shall be allowed to leave a review on the site provided they:

a) provide

personal information either by registering on the site or creating a profile; and

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=7207db408b24c641002673c0607b4105

b)

ISO 2048

accept the terms and conditions.

5.5.1 Control of the identity of review authors
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The review administrator shall have a process in place to verify that the review author is a real person

and

a)

b)

The

1y
2)

3)
4)
5)
6)
7)
8)

9)
10)

5.5.21 Verification of consumer experience

The

expefience was genuine by:

a)

b)
The

confirm that the contact details provided are genuine and correspond to a real person.

This may be carried out for a random sample of review authors, or for those it suspects
the terms and conditions or are flagged for further investigation.

do not meet

It should be made clear to all review authors when submitting a review that this verification might

takeplaceand-tirecondittonsunderwhich-itwittbeperformred———————
identity of the review author can be confirmed by one or more of the following method
verifying the email address by sending one or more emails and awaiting a resgonse;

yerifying the review author’s domain name and email address extension)in comparis
nline review subject and/or the name of the evaluated product or seryice;

gending an email that asks the review author to confirm their registration by clicking
yerification by a programme that protects websites;
yerification by telephone call or SMS;

yerification of identification by Single Sign-On (SSO);

yerification of identification by geolocation or IP‘address;

publishing a first review;
Verification by using a single user per,eémail address; and

yerification using the captcha system.

review administrator shall have a process in place to increase the certainty that th

¢onditions;
fesponding to any feedback or complaints about the content of reviews.

réview administrator, if on analysis of the information obtained concerning the rey

4]

on with the

n a link;

yerification by the review administrator that the review author’s email address is valid prior to

€ consumer

monitoring the\content of reviews to ensure that they meet the criteria detailed in thie terms and

Fiew author,

discoversetements giving threnr Teasomn to believe thatam itenm of iformmation fsumtrue or incorrect,
should assess the review internally.

5.6

Minimizing biased and fraudulent reviews

5.6.1 Purchase of reviews

The review administrator shall not knowingly publish reviews that have been purchased and/or
written by individuals employed for that purpose by the supplier, or by a third party.
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5.6.2 Reviews collected with reward

The review administrator may offer the review author a reward for their review of a product or service,
whether this review is unsolicited or solicited. Where the review has been verified then the following

shall apply.
a)

whether the review was positive or negative).

b)

terms and conditions.

The reward shall not depend on the content of the review submitted (e.g. a reward should be given

The review administrator shall specify the nature of the opportunity to receive a reward in the

Reward

<)

d) The rey

aware t

NOTE 1
consumers aj

NOTE2 A

5.6.3 Reli
The review
a) develop
b) averifid

<)

a proces

5.7 Revidg

5.7.1 Genleral

The review
any other m|

An example of a reward programme could be the “New product tester pragramme” e.g.

s can be given before or after a review is submitted.

iew administrator shall clearly display a “mark” alongside the review to make re:
hat a reward was offered for the review.

e given or lent new products and provide a review after a period of use.

reward can take the form of cash or products, or a prize in a competition.stch as a lottery style

ability of collection process

hdministrator shall ensure that the following are put in place to ensure collection relial
ment of filtering and control tools and algorithms;

ation and control process; and

s for measuring the reliability of review collection.

w questionnaire/collection form

administrator can, at its discretion, structure an online questionnaire/collection for
echanism by which it obtdins reviews, using the features outlined in 5.3.

stionnaire/collection form structure
hdministrater-can:

a list of guestions on any subject it wishes and is not obliged to restrict itself to a mini
mumspitmber of questions or subjects;

Fe-the questions with multiple choice answers or in plain text; and

iders

some

Adraw.

ility:

m, or

muim

5.7.2 Que
The review
a) draw uf

or maxi
b) structu
c) provide

an opportunity for suppliers to comment on the questionnaire/collection form.

5.7.3 Total rating of the product or service

The total rating for a product or service should be given by the review author and not be recalculated or

modified in

10

any way by the review administrator.
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6 The moderation process
6.1 General
Y MANUAL
4 )
*The language of the MODERATION
review is examined
eSubmission shall be in ¢The language of the review is
h | stlaila aevamined
terms and conditions eSubmission shall be in accordance ,\Q)
eCannot introduce bias with the terms and conditions _
eCannot introduce bias %?q/
eModerating staffis profici review
\ AUTO MATED \_ submission language 06@) )
MODERATION oM
\Z
S\
& O
3
Figure 2 — Modera@'so\l process
o)
The feview administrator shall moderate all su@%tted consumer reviews against a prefdetermined,

publ{shed set of criteria to decide whether they\are suitable for publication.

O
The process (see Figure 2) allows review@ninistrators to reject or remove reviews if the|review fails

to meet the terms and conditions. ‘\\CJ

automatic, manual, or a combindtion of both.

6.2
The

a)

b)

g)
h)

Modgration can take place beforg and/or after publication of a consumer review. Moderaltion may be

O

Conditions O .

fonditions relatiﬁgto moderation should include, but are not limited to, the following.

fegardingthe publishing, rejecting, or removing of content.

Complianc§Qensuring compliance of the collected content with the site's terms andl conditions

ating all content submitted.

%e\@k author’s identity and content: once the review author is identified as a feal person,

Volume of reviews: having in place moderation methods corresponding with the volume of
reviews.

Tracking reviews: ensuring all those involved and their actions connected with moderation are
identified and traceable.

Time limits: applying the same moderation time limit to all reviews.

Training and support: ensuring staff performing moderation are trained and competent in
their role.

Approach: all reviews receive equal treatment regardless of content.

Language: the language of the review is examined.
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6.3 Staff moderating consumer reviews

6.3.1 Staff’s role

Staff assess the content of a consumer review to decide whether it will be published, rejected, or
removed.

NOTE These staff are responsible for following the organization’s code of practice and applying the rules
within the terms and conditions governing the review author, when moderating consumer reviews.

6.3.2 Staff competencies and resources

Staff shall have the following competencies and resources:

a) proficigncy in the language in which the review was written;

b) access tp all the content of the consumer review collected;

c) ameang to contact the review author if necessary for verification.
NOTE Notification of this potential contact with the review author can be¢published in the term$ and
conditions pyrsuant to data protection, privacy legislation, and the obligation of those responsible for procgssing
personal information to inform the review author about the purpose of the pregessing of such data.

Furthermorg staff should have access to:

— all infojmation relating to the history of the review submission (e.g. number of submissions qf the
same review);

— the histpory of information relating to the review agthor (number of reviews published, subjgct of
previous reviews);

— arecordl keeping system allowing the modetation of a consumer review to be passed to anpther
staff mgmber; and

— all histdrical reviews ever submitted.on.a product or service, whether they are accepted or rejected.

6.4 Modgration characteristics

Moderation|shall be independént of the review content and should only be performed in accordance
with the organization’s termis-and conditions.

The review pdministratof should indicate in the terms and conditions:
a) the progessing.method chosen and applied;

b) the rulgs in place within the moderation process;

c) therules that apply to all consumer reviews collected.

6.5 Analysing review content

The review administrator shall have in place processes to analyse and confirm the content collected to
ensure its compliance with the terms and conditions.

These processes can combine automated tools and/or manual verification processes.

6.5.1 Performing the analysis
The analysis performed should be based on:

a) whether the review author is verified as a real person;
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b) review author behaviour (frequency of writing reviews, history of contributions, location, etc.);

c) examination of the language used in the review.

6.5.2 Outcomes of the analysis
On the basis of the analysis carried out in 6.5.1 the review shall be either:
a) identified as not containing problematic content; or

b) identified as fraudulent or containing potentially problematic content (e.g. language) in

contravention ofthe terms and conditions

NOTH Reviews reporting the consumer’s dissatisfaction with a product or service can be-consiflered but are
not deemed as potentially problematic content.

6.5.3 Automated moderation

The yeview administrator should use dedicated IT programs for analysis-within the compyter systems
used|to moderate content:

a) {for the purpose of verifying its appropriate, relevant and impartial character by autompted means;
b) vith the creation of tools for data analysis to process anypreblems as quickly as possible; and

c) ithin the computer systems used to monitor content,
NOTHE 1 The moderation process can be partially automated (by a computer program) in particular for:
i) filtering (e.g. a specific moderation process or addyig an alert flagged to a moderator);
ii) re¢jecting consumer reviews containing illicitreontent or content not meeting the terms and conditions.
NOTHE 2  Content types that can be subjectto automated moderation are in particular, but not limjited to:
i) cgntent containing profanity in the.text box;

ii) content containing elements rélating to the review author’s identity; and
iii) unintelligible content (e.g-sequence of symbols or characters without meaning, sequence of non-exjstent words).

NOTHE 3 A consumerreview can be published without an automated moderation before publicdtion only if a
manyal moderation lasbeen performed.

6.5.4 Manual'moderation

Manual moderation shall be performed by staff competent to moderate the content of the consumer
revigwiin‘order to be able to review and decide on its publication or rejection.

NOTE A consumer review can be published without a manual moderation only if an automated moderation
has been performed.

6.5.5 Consumer review moderation time limit

The organization should aim to complete the moderation process within the time limit stated in the
terms and conditions available to the public.

NOTE1 The moderation time limit cannot be different depending on its content (positive or negative). It can,
however, vary depending on its attributes, e.g. text, form, video, audio, or images.

NOTE 2 Thereview administrator can inform the review author that their review has been published.
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tion of a consumer review

The review administrator shall reject a consumer review, prior to publication, if:

a)
b)

it is discovered to be fraudulent;

6.7 Removal of reviews

6.7.1 Byt

he review author

If requested

The review
posted with
date and usg

6.7.2 Byt

The review
is informati

The review
posted with
and user idd

6.7.3 Infd

Where the 1
the evaluati
company), t
to specify th

6.8 Editi

The review
review auth|

a)

The rev|
rejected
breache

padministrator, under the terms and conditions, may place a marker where the réview
an explanation, e.g. “This review has been removed by the review author@nd include the
r identifier.

Before publication

by the review author the review administrator shall remove the review.

he review administrator

hdministrator shall reject and remove a previously approved and published review, if'{
bn provided that the review author and content did not meetits terms and conditions.

pdministrator, under the terms and conditions, may leave a marker where the review
an explanation, e.g. “This entry did not meet specifie review criteria” and include the
ntifier.

rming the review author

eview submitted is identified as being-intended to artificially construct or cause bi
on of products or services (for example, mass sending of reviews by an online reput

e reasons in order to preserve theeffectiveness of its anti-fraud mechanisms.

1g the review content

administrator shall mot-be permitted to edit consumer reviews at any time. It may 3

iew admjnistrator should give the review author the opportunity to edit and resubmit
reviewnif the review administrator believes that the review author has unintentio
d the\terms and conditions.

pr's to edit their owmrreviews. If so, it shall be done only under the following conditiong.

it does not meet the terms and conditions for publication determined by the review administrator.

was

here

was
date

Qs in
htion

he review administrator should infeym the review author of its rejection but is not obfliged

h[low

their

nally

b) After pt

blication

The review administrator should give the review author the opportunity to resubmit their review
even after publication. In this case, the review author

— asks for the content to be removed and can then choose to submit a new review in its place, or

— updates the review with a second, amended review that is posted under the original review, or

— edits the already live content (the only content visible after the edit is the new edited content).

The review administrator shall leave a marker where the review is posted with an explanation, e.g.
“The review has been edited by the author” and include the date and the user identified.

14
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Assessing the moderation process

6.9.1 Continual improvement of the moderation process

The review administrator shall have measureable processes in place to assess the ongoing effectiveness
of the moderation process. This may include the use of sampling, test reviews or surveys of review
authors.

6.9.2 Sampling

A ch

ck should be performed on a statistically representative sample of reviews at least once a year in

accol

6.9.3

To t
admi
with
the iy

The
the s

NOTH
ident

6.9.4
The

NOTH
contg

NOTH
comp

6.9.5
The 1

NOTH
not r¢

‘dance with the organization’s code of practice and any developed guidelines.

Test reviews

bst the quality of the moderation process, and ensure continual improvement,
nistrator should putin place a system of test reviews wherein a pretend review - one t
at least one of the collection criteria stated in the organization’s terfimis and condition
noderation process.

review administrator should put in place a process to ensure that test reviews are re
ite when the collection and moderation process identifies them as non-compliant.

fy, advise and provide retraining to those who failed to flag'the test reviews.

Survey of review authors

ct details and that their consumer expérience occurred.

2 The review author might be asked to verify their experience by interview with a mo
leting a survey.

Removal of non-compliant reviews

eview administrator shall remove reviews identified as non-compliant.

psponded totthe survey might be subject to monitoring that could result in their removal from

rganization should have a process in place for random sampling of a volume of reviews.

the review
hat conflicts
5 — 1S sent to

moved from

If it is found that test reviews are not flagged at the moderation stage the review administrator can

1  The review administrator might need to contact a random sample of review authors to check their

lerator or by

Reviews for which the review authors (contacted during the survey for verification pyrposes) have

the site.
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7 The publication process
7.1 General

7.1.1 Considerations for the review administrator

(-All content is approved and\
displayed (or rejected) in

full, no editing 7
eThe submission date is PUBLICATION
published along with rating Revi dmini o
eReview author controls * evtljw a H.”mSttr a‘i)or Q'\
what personal information enables reviews to be q,
. . flagged .
is published liers allowed (bcb
*The review is published *Supp lecﬁ allowed to X
without bias, in a timely respon 0 reviews (155
manner eReview a}lllthOI“S allowed
remove their review
\e? J
\ PUBLICATION <§< o
L
N
<
&
Figure 3 — Publicatjen process
Q\

The review pdministrator, in publishing any revieW@should consider the following.

’\\O
7.1.2 Accpiracy of the review O

To ensure transparency and accura@e’ review shall be displayed and published in full with no
editing of cdntent by the review adr&i) rator.

If an extract from a review is u it shall include a link to the full review.

N\

If the review is translated other language, it shall be marked. There shall be a link to the revigw in
the original|language. Q‘

Where a rgview a r submits a review non-electronically, which is then entered by a regview
administratpr, co, shall be marked as transcribed.

7.1.3 The (%fault display

The review administrator should ensure that the default display of reviews consists of a submission
date, so there is a chronological display from the most recent to the oldest based on the submission date.

If a review administrator does not default to a chronological display, they shall clearly indicate what
filtering methods are being used for display and make chronological display an option for site users.

NOTE Overall rating can be included in the default display to show the average of all reviews with a
specification of how administrators can display the average rating.

7.1.4 The review submission and consumer experience date

The review submission date as collected by the review administrator shall appear next to each review.
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